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I ncl udi ng, for exanp tware appl'ications operating on desktop
conput er systens, nmamintain a data store, .or at |east a dedicated data
storage area, for secure nessaging Information such as digital

certifi calttDsSS'REFERENCE T6 RELATEIRAPPINCATION V | ncl udes the public key of an
entity as” WelT as ldentity Tntornation that |s bound to the public key

with one or nore diigs agdlication Sialisothe berofit bﬂarﬁﬁ?rwri@ tYuniiéPstarase | nt er net
Mai | Extensions (S/M M) nessaging for exanple, a public key Is used to

verify a draisionbl Paitanh Application SeraNe. G0/865,68H, filed Mamh 20200300 cathd t 0 encrypt a
session key that was used to encrypt a nessage to be sent. In other secure
messagi ng disclheure sf whiehigs incorkergted herginby refisrentet o encrypt data or nessages. |f
a publi-c key is not available at the nessaging client when required -1 .1
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BACKGROUND
10  Technical Field
This Invention relates generally o the field of secure electronic

messaging and in particular to checking the status of digital certificates.

Description of the State of the Art

16 Known secure messaging clients including, for example, e-mail
software applications operating on desktop computer systems, maintain a data store,
or at least a dedicated data storage area, for secure messaging information such as
digital certificates. A digital certificate normally includes the public key of an entity as
well as identity information that is bound to the public key with one or more digital

20 signatures. In Secure Multipurpose Internet Mail Extensions (S/MIME) messaging for
exampie, a public key is used to verify a digital signature on a received secure
message and to encrypt a session key that was used to encrypt a message to be
sent. In other secure messaging schemes, public keys may be used to encrypt data

or messages. If a public key is not available atthe messaging client when required
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for encryption or digital signature verification, then the digital
certificate, or at least the public key, nust be | oaded onto the rressagi ng
client before these operations can be performed. Typically, a dig 2[}[]5
certificate is checked against a Certificate 5 Revocation List (CR
determne if the digital certificate has been revoked by its issuer. This
check is t WP eHrsy? perforrred Wnen a digital certifi catPéTfC$03fﬂb40$t recei ved

Fovover - ERmnBu el Ehapi Ry b IS Ry il st ot G 1o

messagi ng tﬁ%&ﬁﬁ?&%ey,%ﬁfi‘ﬁmadéﬁ%ﬁb%rﬁ@ésﬁ?iﬁﬁa&@me‘f&é 18k ﬁﬁpgﬁq%& <es, and

storage of 0 nessagin consune s cant nenory
space. CRLchdsgdrismieacati on status checks are al so processor-intensive and
time consum ng. These effects can be particularly pronounced in nessaging

clients operating Ogpivilly,chegigitamebiificite G0 OAbIKeE 2ddaPt deBbBfEte Wi Ch operate
within bandwidth-limted wireless commnication networks and may have

| i mi t eds prRevesaion YistiGRLMereteymineisihe dighal codificate haa deér fe@ked BEsOCat i on st at us
I's updated in CRL-based systens-only when a new CRL Is distributed.

Anot her scireise Thig checkistiiicatieperforimed athen Raligitalaeitificats ks ditstmceivaeicki ng i nvol ves
querying renote systens which maintain digital certificate revocation

st at us Hﬁ"@ﬂ?ﬂ?ql‘iﬁﬂy tharegfters for example/when a hews CRL lirerwesived. tHowevart requires a
separate reguest 20 re onse exchange for each renote systemto be queried.
These exch @ﬂﬁ g%y E‘t‘"@’n?‘” fransferab GiRbp 49 g1ess9ging e¥estsme si gni fi cant

ﬁe”SSthfnSfceﬁ?V@#ﬁ BiFror RSl oReed s e DR R PER e o Gev coo.
_Dlzglgtg %%égéd ﬁféf%nt"rﬁéﬂo@hé%e%%ﬁﬁléé\t MethoR/ sg‘atlteardﬁf. RSP efGETaor | ntensive
status checks are also processor-intensive and time consuming. These effects can
be particularly pronounced in messaging clients operating on wireless mobile
communication devices, which operate within bandwidth-limited wireless
communication networks and may have limited processing and memory resources.
15 In addition, revocation status is updated in CRI_-based systems only when & new
CRL is distributed,
| Another scheme for digital certificate revocation status checking
invoives querying remote systems which maintain digital certificate revocation status
information. A difficulty with this scheme is that it requires a separate request-
20 - response exchange for each remote system to be queried. These exchanges may
cause significant time delays and consume significant amounts of available
communication bandwidth, particularly for secure messaging clients operating on

wireless mobile communication devices.

Digital certificate validity checks may similarly be processor Intensive
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WD 03/ 079627 PCT/ CA0O3/ 00404 and tinme consum ng for messaging clients
operating on constrained devices. Digital <certificate validity checks may
sinilarly be performed by remote systems and may be useful for .58cBEP 2008
devi ces, but as described above, typical schenes are not particularly
suitable when nultiple renote systens are to be queried. 5 SUWARY

Accor di ng P B7%¥pect of the Invention, a nethod of BEHEAMSOME nul tiple
digital certificate status information providers to, obtain gi gital

certifi catddImgLonsuming jormessapigg clieisoperating op enstiplnesdeyices. Didtel i ng a request
f digit i f t to.inf ' f i cati devi ce,
gener a1 ng IS VS B8 ofBintie Eo Ry het SFke FEIBIOEG T oquest . cach
of_the mul oLl s361d6\iEs, BAAY AR Ao aBbCTANHHAMeL Be Roflfibhal, Cortificate
status information pr ow’éer, Sendl ng tﬁ‘g genera 24 @l p@g service

request s tiddlienARAIPRIBANE sPGortl &b tdte fiefidd. f i cate status information
providers, receiving a response conprising digital certificate status 15

informegion fromat |east one of the digital certificate status information
provi ders, generating a response to the request for digital certificate
stat us | nfSUMMARY)n using at |east a portion of the received digital
certificate status information, and sending the generated response to the
request to the conignidingto amasperyoftie inventicapgrastaddof adcessingoadtiplei ng nul ti pl e
digital certificate status Information 20 providers to obtain digital
certifi catdigitak eariifisate stagusniniorroation provigersotenabtdin sligital rcedificete statusaccor di ng to
anot her aspect of the Invention, conprises nmeans for receiving a request
regar di ng "dPEnation comprsesithe sters of tregelyinoiareeiestlor digitat eesificata stallsrmuni cat i on
devi ce ns for. generating pultiple service requests based upon the
r ecei vg’dm?'% 'ﬁ@_}é@‘[ f,"%éc‘l’? tonege r%’@@“%ﬂl‘x’@'@g ©piedeeiing to a
digital C%%gédc 'uﬁgﬁt ?heStrgéeHr%d r-eg’uest, each of the multiple service requests
corresponding to a digital certificate status information provider, sending the
generated multiple service requests to their corresponding digital certificate status
information providers, receiving a response comprising digital certificate status
15 information from at least one of the digital certificate status information providers,
generating a response to the request for digital certificate status information using at
least a portion of the received digital certificate status information, and sending the
generated response to the raquest to the communication device.
An apparatus for accessing multiple digital certificate status information
20  providers to obtain digital certificate status information for a communication device,
according to another aspect of the invention, comprises means for recelving a
request regarding digital certificate status information from the communication
device, means for generating multiple service requests based upon the received

request, each generated service request corresponding to a digital certificate status
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1 3 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 information provider, neans for
sending the generated nmultiple service requests to their correi%fndin?
status Information providers over a conmputer network, and means & otP 2006
receiving over a conputer network a response containing digital certificate
status information fromat |east one of the status Information providers,
wher ei n at ¥ $3902%17 3 portion of the received digital EEVCA0MEt e St at us
Information is used in providing a status jnfornmatjon resppnse to the
communi catinformatien preiderppgans fqnsediaoiig ggqeteted 'PEFQAW&“&? %%1 is a block

di agram of a nessagi ng syste

10 FIG, 2 is a block di j I lustrating a
secure e- el CORESRAKING sl iniogeation PIOVIHRES Qe ﬁ&@é@%ﬁéﬁ%’gﬂ% is a bl ock
di agram of a system which su rt |t L Gt 3l e hitecat e status
't or mat | HOY FepaMEgoyer e Bl bs i g BRRIcale 2L B 5010,
supporting_ multiple, | g kb idefaf WRdTBA bON provi ders.
FIG 5 is Ho4f E'LQE'“%I‘)Q@I?Q%& %%ét%hg%‘t[\%%!}g ”gxﬁ’f“ﬁ@ﬂr‘%’uﬁ}pﬁﬁ e proxy system client
modul es_ whi ' el GRE infohrh&tioh B uSddad previding or mat i on
pr ovi defs. |e8§PEHrH@9§fghegwbefng{I<lﬁit | %&g,ﬂrﬁg?anb(s)f a wrel ess rmb?rlee conmuni cati on
device.  Fl GonZ ificimBudhreplingdita tHeaBiniuhio@ion abiideg @ nul ti pl e messaging schene
20 utilizing an Internmedi ate conputer system FIG 8 is a block diagram
showi ng an exanpl e conmuni cation system FIG 9 Is a block diagram of an

al ternative exanpl e comunication system FIG 10 Is a bl ock di agram of
anot her al BRIEFIESCRIPTIONIOF THE DRAWINGS

FIG. 1 is a block diagram of a messaging system.
10 FIG. 2 is a block diagram illustrating a secure e-mail message
exchange in a messaging system,
FIG. 3 is a biock diagram of a system which supports muitiple digital
certificate status information providers.
FIG. 4 is a flow diagram illustrating a method of supporting multiple
15  digital certificate status information providefs.
FIG. 5 is a block diagram of a system having multiple proxy system
client modules which support multiple digital certificate status information providers.
FIG. 6 is a block diagram of a wirgless mobile communication device.
FIG. 7 is a block diagram illustrating a multiple messaging scheme
o0  utilizing an intermediate computer system.
FIG. 8 is a block diagram showing an example communication system.
FIG. 9 is a block diagram of an alternative example communication

system.

FiG. 10 is a block diagram of another alternative communication
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1 9 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 system DETAI LED DESCRI PTI ON A
secure nessage is a nessage that has been processed by a 5 nes%aggsgsqﬁgg,
or possibly by an Internedi ate system between a nessage sender a

nmessage receiver, to ensure one or nore of data confidentiality, data
integrity and user authentication. Common techniques for secure nmessagi ng
i ncl ude si JAME™H nessage with a digital signature aRET/6A38HEt ypting a
nmessage. For .exanple, a secure nessage nmay be a nessage that has been

si gned, or ¥¥®Pypted, or 10 encrypted and then signed, or signed and then
encrypted according to variants of Secure Miltipurpose Internet Mil
Extensions (S'MME). A nessaging client allows a systemon which It

oper at es t‘béﬁﬁ.‘ﬁnvﬁﬁhﬂpn%“i bly al so send nessages. Messaging clients may

operate on m a handhel d devi-ce, or any other system or

ave. addi 11 onal nort neeLam R ner rohaod e M YedEBRBRALT &) 20r am of an

have additional non-nessagi ng

exenpl ary 1Res@isotion bEHRSbly & iﬁtem?dd%té@&\ém%fm%@ﬁ &hos fs%ﬂaérng system
t opol ogi es, and the system Shown in FIG "1 iIs ut one many that may be

used Wi th taheamgsdagerecsinst, tiehdipsinedr MElQP8sla BMiGIMaiit? Qard Maghtyst em 10
I ncl udes a Wde Area Network (WAN) 12, coupled to a " conputer system 14, a

Wi r el ess nendwsekawbantiomign. Eonanch techaigtatorseeurt Mesdaghg @RluddNadmiMgr K (LAN) 18.
The wirel ess network gateway 16 is also connected to a wireless
conmuni cat iadnespagevwithla digital signalttire hndioneincrgpting s meslsagee Fopexample;at i on devi ce 22
("rmobile device"), is configured to operate. An exenplary nobile device 22
may be - 5S4aresmessagegnay be a message that has been signed, or encrypted, or
10 encrypted and then signed, or signed and then encrypied according to variants of
Secure Multipurpose Internet Mall Extensions {S/MIME).
' A messaging client allows a system on which it operates to receive and
possibly also send messages. Messaging clients may operate on a computer
system, a handheld device, or any other system or device with communications

15 capabilities. Many messaging clients also have additional non-messaging functions.

FIG. 1 Is a block diagram of an exemplary messaging system. There
are many different messaging system topologies, and the system shown in FIG. 1 is
but one of many that may be used with the systems and methods disclosed herein.

20 The system 10 includes a Wide Area Network (WAN) 12, coupled to a
computer system 14, a wireless network gateway 16 and a corporate Local Area
Network (LAN) 18. The wireless network gateway 16 is also connected to a wireless

* communication network 20 in which a wireless mobile communication device 22

(“mobile device”), is configured to operate. An exemplary mobile device 22 may be
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WO 03/ 079627 PCT/ CA03/ 00404 of the type disclosed in United States Patent
No. 6,278,442, entitled "HAND-HELD ELECTRONIC DEVICE WTH A KEY?%%[E
OPTIM ZED FOR USE WTH THE THUMBS," the entire disclosure of whi & 2006
i ncorporated herein by reference. The conputer system 14 represents a
desktop or laptop PCthat is 5 configured for connection to the WAN 12.
The WAN 12 WANOFE273 private network, or a |arger pubPCEHCH34tessi bl e

Qﬁilﬁ‘ééke ne 8 e 8P 8o biien pisrhaiEte E27bii Shitbd o fEkey ¢ "™ 1Y
[ [ j NI ' LAN 18 |
ool o of EKEGTHORE, PRALE i LxEYedhen BRTNiER FORLGRHIM E or por ate LA
18 i's nor WW&S?%&I%Q%&IO%%@% WREHS iro¥robrhfef Waeln b %éere}{%t.h' n the corporate
LAN 30 |Is a nessage server , running oﬁ a conput YR hin the firewal |l

24, that functions g cbﬂﬁut@ﬁ;@tehﬂfﬁfeﬁ@%té Lhiediddp &gﬁ’ﬁ[’% igfist 0 exchange

nmessages both within the LAN'18 and with ot her ext nmessaging clients

vi a t he s\WAbbrtigured Wwocaphedtib® 10 TRSWASIOIZTPIE WRN $2.66h Bed PriRdts nat@ot/® t he 15
M crosoft TM Exchange and Lotus Dom noTM server products. These servers are

of ten usedidrgerpublifiyaccbssivie netwdrk, Isotreastieintametl PCostich aSthe berhputeput e and
deliver mail. A nessage server 26 may extend beyond just nessage sendi ng
and recei visyaiem ¥ enringlyrageesa de Intematthiooghedni IntgrasSalyiceeProddat §8Rhase st or age
engi nes that have predefined database formats for data |ike cal endars,

t o-do Iist§Pp’t°é‘{9!@Q%f\’???,m"@ﬁﬁ%a")aﬁﬁeﬂ@current ation. 20 The nmessage server 26
provi des nessagi ng_capabilities to one or nore network conputer systens 28

In the LAN 18. A t yffCIPoRiaN-AN 1 i§ 88 8xamMe 9f 3Inetworbasat Bessaggens shown
T et oo Benh RO, 23 GnRRLAE 10,6 B el eobipetbin BB ardel 1 ourt ook
for messagbRgwihii e Bhdratd Lafk 36 id hiSke dver 5 SRR oY Sompubhr

within the firewall 24, that functions as the main interface for the corporation to

exchange messages both within the LAN 18 and with other external messaging

clients via the WAN 20. Two of the most common message servers 26 are the

16  Microsoft™

Egchange andLotus Dc:mi‘noTM server products. These servers are often
used in conjunction with Internet mail routers that route and deliver mail. A message
server 26 may extend beyond just message sending and receiving, providing such
functionality as dynamic database storage engines that have predefined database
formats for data like calendars, to-do lists, task lists, e-mail and documentation.

20 The message server 26 provides messaging capabilities to one or more
network computer systems 28 in the LAN 18. A typical LAN Includes muitiple
computer systems shown generally as computer systems 28, each of which

implements a messaging client, most often as a softiware application such as

Microsoft Outlook™, for messaging functions. in the network 18, messages are
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1 9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 received by the nessage server

26, distributed to the appropriate mail boxes for user account?J gdgé,pe &é
in the received nessage, and can be accessed by a user throug n&@ r

in the one or nore conputer systens 28. Although nessaging clients in the
LAN 18 operate on the conputer systens 28, there are al so- known 5
messagi ng Y ®R%2"t hat operate in conjunction with haREHEAGHM i ces and

Uy RV R R, R e R
non eSOk RG R REHLNE n F oA yBARHI N AN B T8 05
CxChana< ik SoSBke S 18 cordla Yk URCANER bl o251 10 Of 2

transm ssi @inis #e RAM 18dpErate ARG %&abg&éﬁm, ek b laRBKneWire Per formed by
the wirel ess network gateway 16. Were the wreless network gateway 16 is

conf i gus edméssaging eNentsi 18t dparated i coRfuhEtoR with tandRdideddvieas afdiBthei I el ess
network 20, the wirel ess network gateway 16 nay al so determ ne a nost 15

| i kel y net systelnsbodeviceswith elegiraniomessagingpeapalsilities. tLil@die msssage sasvet hey r oam
between countries or networks. Any conputer systemwth access to the WAN
12 may excifangressagingslient slayaist haveradtitioral nbevnessagh®y futotionsgh t he wi rel ess
network gateway 16. "Alternatively, private wreless network gateways such
as wirel ess VirtuallThewirelegsaetmoriogstansy 16 piopips avintedacs te awirglesd so be
I npl enmented to Brovi de a private interface to a wreless network such as
20. For exRfirk20.dhigy Jnegpages My dpexaaoad vith ganqbipdevics 28, ovi des a
private ingerf c.frotheLAN to qne, ar re bile devi.ces through the
N rol edt ettt S8 pHesH Pl oA e 2 PO & STBNIR ces vi a t he
W rel ess W?&n\éﬁ;rllﬁng messages for wireless transmission, and any other required interface
functions are performed by the wireless network gateway 16, Where the wireless
network gateway 16 is configured for operation in conjunction with more than one
wireless network 20, the wireless network gateway 16 may also determine a most
15 likely network for Iocating a given user and track users as they roam between
countries or networks.
Any computer system with access to the WAN 12 may exchange
messages‘with a mobile device 22 through the wireless network gateway 16.
Alternatively, private wireless network gateways such as wireless Virtual Private
20  Network (VPN) routers could also be implemented to provide a private interface to a
wireless network such as 20. For example, a wireless VPN implemented in the LAN
18 provides a private Interface from the LAN 18 to one or more mobile devices
through the wireless network 20.

Such a private interface to wireless devices via the wireless network
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.7 1 9 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 gateway 16 and/or the wreless
network 20 can effectively be extended to entities outside the LAN 18 by
providing a nessage forwarding or redirection system which operage%wmntg
t he nessage server 26. In this type of system incom ng nessages received
by the nessage server 26 and addressed to a user that has a nobile device 5
22 are redWeBoe®t hr ough the wirel ess network interf&BCABIOUBEr a wirel ess
VPN router, the gateway 16 or another interface, for exanple, to the

wirel ess neatenEy 16 andiorihe) wirelegsietwpse20 aan pifestivaly be oxtended 1o enfifiesexenpl ar y
redirector stem qperati n on the nessage server ?\ of the type
1 Scl ooeq AN GAI0 5 BiRsTHERE fosoengs TovBIATGT BOHSCIon RTINSy STEM AN
METHOD FOR_PUSHI | NFORVATI ON E 0 T SYSTEM TO A MBI LE DATA
COMN CATIREIBEA 2 ERGPRE Sover 28y PR PR R ho g 8edoebi e o 1

di scl osure, {]ve\?’%@gnieﬁs “Sé’r(:é’r%%c?éjudre@e[ol%Qgéﬁ\(méﬁfa‘é‘gﬁ-@f?@u Vg W reless

g
net wor ks s sages are norma and from nobil e

devi cesg susha@SediBGediPblgh tHE ir sss%%wwr@m%ﬁafa% RdFlSkdlR§ VIRRE ween 15 base

stations In the wreless networ 20 and nobi evi ces. Mbdern wirel ess

net wor ks t i€ Helgkte®8y Y6 orlaR@HEIME ace fiorsHaRMS, tPME WirclB& atworkaRcr | ber having a
nobi | e devi ce. ‘Fhe w reless network 20 may be one of many different types
of Wi r el esgnd t6hé W& mobileeiavies2R AfldkemplayietirattionbysintspRraeiontiiek, a

voi ce-centric wireless network or and a dual -node networks that can
support bomnéssags savenrds rday be ob theuippecdisdlasag i OnitadeBtatels PateatrBlophysi cal base
stations. Dual -node networks include, but are not |limted to

r ecent | y- dé2165pentited (Y SDEM ANDMETHOR FOR BU%MNFQWPNEB%r ks, the

G oupe Special Mbile or the d obal CCBstemfor bi | e Conmuni cati ons (GSM
and tHe CAHOSAISYRIENMSIO AMPBILEDATA W@)‘\TI%BE‘F’W@W%AM gener ati on

3G
(36 SHARED ELECTRONIC ADDRESS," the entire disclosure of which is incorporated

herein by reference.
In wireless networks such as 20, messages are normally defivered to
and from mobile devices such as the mobile device 22 via RF transmissions between
15 base stations in the wireless network 20 and mobile.devices. Modern wireless
networks typically serve thousands of subscribers, each subscriber having a mobile
device. The wireless network 20 may be one of many different types of wireless
network, such as a data-centric wireless network, a voice-centric wireless network or
and a dual-mode networks that can support both voice and data communications
20 over the same physical base stations. Dual-mode networks include, but are not
limited to recently-developed Code Division Multiple Access (COMA) networks, the
Groupe Special Mobile or the Global System for Mobile Communications (GSM) and
the General Packet Radio Service -(GPRS), and future third-generation (3G)

networks like Enhanced Data rates for Global Evolution (EDGE) and Universal



networ ks |i ke Enhanced Data rates for d obal Evolution (EDGE) and Universal
-8t 9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 Mobil e Tel econmuni cati ons
Systens (UMTS). GPRS I's a data overlay on the GSM wirel ess nethdr&EP 2006
operating in virtually every country in Europe. In addition to these

Il lustrative wirel ess networks, other wireless networks may al so be used.
O her exanPY&80®F27dat a- centri c networks include, but BFECHBOMM nited to 5

t he MobitexTM Radi o Net k (" Mbhitex" t he DataTA di o Net k
ot Aol SsPabmtoh i ESk PR e BRHBIATAGS oc b o Sone
Co I cat i, Syst PCS tworks like. o Ti Di vi si
R L Lo )
evice, a C e-node devi ce capabl e
of voi ce, "%‘%ags%‘ﬁ %st% ﬁg&}d&% yogidé%g?lg%\é{r%ﬁﬁhs%aty%sﬁmsﬁ? u %l'exerrpl ary nobi | ep

device 22 i's descroferdinliuBBonAZiRdIIRARY BAfofhiihisber ence o FIG

6. Perhaps the nost conmon nessagi ng curren In use is e-nmail.

In a stanggy fhoSitek™ Radiy NeBibrk #MoBidXBi dnd 'S TREETACSM TRIdlo MMtwéR €-mai | sender,
15 possibly through a nessage server and/or a service provider system and

typi cal |y (‘Da@TREY. t BagipRb of ket DEicH-Gedtrict ditsORGwOKs iRiude IFRRBAGE I ecei vers.
E-mail nmessages are nornally sent unencrypted and use traditional Sinple

Mai | Tr anfoamuRicationc®iste(S\NIPEE) netRbk8 e BBkide GSMaadd MilEDWBI parts to
define the format of the e-mail nessage. As described briefly above, a
message t ultipleshocesst(BMA an addr essed nmessage 20 receiver can be
redirected to a nobile device. Since a wireless |ink cannot be physically

secured in the sanBevpgpilegeviceg2meay hegnipia equpnicaiandayies aioiseof t en

encrypted for transfer through a wirel ess netwyrk. erall, message securit
can %210 communication device, ora m&tiple-mode evice capa%levc\)?vol?ce, Qa/ta anJ other 9 y

types of communications. An exemplary mobile device 22 is described in further
detail below and with reference to FIG. 6.
Perhaps the most common type of messaging currently in use is e-mail. .
In a standard e-mall system, an e-mail message is sent by an e-mail sender,
16  possibly through a message server and/or a service provider system, and typically
rouied through the Internet to one or more message receivers, E-mail messages are -
normally sent unendrypted and use traditional Simple Mail Transfer Protocol (SMTP),
RFC822 headers and MIME body parts to define the format of the e-mail message.
As described briefly above, a message that is routed to an addressed message
20  receiver can be redirected to a mobile device. Since a wireless link cannot be
physically secured in the same way as a wired connection, messages are often
encrypted for transfer through a wireless network, Overall message security can be
further enhanced if a secure transfer mechanism is also used between the message

sender and each recipient,



further enhanced if a secure transfer nechanismls al so used between the
nmessage sender and each recipient. -9 T 9 SEP 2006 WO 03/ 0796g79 §
PCT/ CA03/ 00404 In recent years, secure nessagi ng techni ques hav \$5Fvé@ to
protect both the content and integrity of nessages such as e-nail

messages. S/IM M and Pretty Good PrivacyTM (PGPTM are two public key
secure e- nNQUREsYagi ng protocols that provide for b8EHCANEIYPtIi on, to
protect data content, and signing, which 5 both protects the Integrity of a

message and provi dd@Facent yeas desureqshaging techniayes haye evolveglopsriest r ecei ver .
Secure nes apes al so be encoded, c ressed or otherw se processed in
addi ti on t§° BE%@%W&"@M@HWQ $55p0as;syofs e-pplgnessages. SMIMB@RA g agr am
illustrati u ' ssage change I n a nessaging system The
system i ncF%ggséogoﬁ %&%‘é’mgéﬁﬁﬁ% o P%GQ@& gye teé'"egfsmﬁggtﬂgand a wirel ess
gat eway 34 j ' Lnberf d a wirel ess
net wor k 36!)roYAg&r)TlgE\IaFﬂé@%%é\}?ﬁgg&&égb%ﬁé,é%é@g%%ﬁ&e&gtgétr ad\é@%q?ﬁ'lhﬁpt he w rel ess

net wor k 536 botﬁb%c&hl%’mtegmy Er'a(ﬁaesgag%?i\ﬁd BroGibisebr s%ﬁﬁér'hﬂtg%ﬁiﬁﬁlg? Eﬁ gtus

i nformati on providers 35 and 37 and a proxy system coupled to the

WAN 32. 15mébsage -rosiver.S Sp0QE mldsdtRY ey @sdbe ddbdedAsorkfiesssystem 14 in FI G
1, or my be a network-connected conputer, such as a conputer system 28 in

FIG 1. Tothemisemirdcessaddreaddlitn wibging lefayhied atndrBighediobi | e devi ce on which
e-mai |l messages may be conposed and sent. The WAN 32, the w rel ess gateway
34, the wirel ess @wdrik a3blockadiagramh dliusbiilingea denire @-B48l messagaibst anti al |y
the sane as simlarly labelled 20 conponents in FIG 1. According to
secur e nmesPEHANS 18 EBREagbY SYsters  The/sxgerainbiudeP an -mail sender 30,

10 coupled to a WAN 32 and a wireless gateway 34, which provides an interface
between the WAN 32 and a wireless network 36. A mobile device 38 is adapted to
operate within the wireless network 36. Aiso shown in FIG. 2 are digital certificate
status information providers 35 and 37 and a proxy system 39, both coupled to the
WAN 32.

15 The e-mail sender 30 may be a PC, such as the system 14inFIG. 1, or
may be a network-connected computer, such as a computer system 28 in FIG. 1.
The e-mail sender 30 may also be anotl}er mobile device on which e-mail messages
may be composed and sent. The WAN 32, the wireless gateway 34, the wireless
network 38, and the mobile device 38 are substantially the same as similarly labelfed

20 componentsin FIG. 1.

According to secure messaging schemes such as S/MIME and PGP, a
message is encrypted using a one-time session key chosen by the e-mail sender 30.
The session key is used to encrypt the message body and is then itself encrypted

using the public key of each addressed message receiver to which the message s to
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nmessage is encrypted using a one-tine session key chosen by the e-nai

sender 30. The session key is used to encrypt the message body gnsiEp Sphhen
itself encrypted wusing the public key of each addressed nessage receiver
to which the nmessage is to -10 1 9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404
be sent. As shown at 40, a nessage encrypted in this way Includes an
encrypt ed WRBEHSY body 44 and an encrypted session kEGT/A@3/64p t his type of
nmessage encryption schene, a nessage sender such as e-nail iender 30 nust

have accesRe sanh AsRhopR B 40; 2 ispsage epshmiedintiis yay ipelyges @n ey rypted nessage
ressage. Yot REVECHYEaT SRS RRRL ki Tl OB T gest usi g the
or f or m neeioNBlsefie, < MeHtdB 3hndbF o b bl SORaFon M BER BEBLE OY,

2 Securo PR AN SEARS e iyl fRhbies mescalfplele pdedif® 2 90711 ST
non- rever si bl e opepbide AR indalE ARy 3D hamaNATRL erediaus in FIG 2

both the encrypted nessage body 44 and the encrypted session key 46 are
used to gepmanidida dgdbt gakd mestagSarill SHRMG theSdiddstuingitig weddrs pivage sender 30

using the sender's private key. The signature private key is used, for
exanpl e, tieypariigestmaynfor @amplepitd geneated by perforiing a shexkwam] alyctper at i on on t he
digest to generate the digest 15 signature. A digital signature, including
t he di gest RedwidanaeCealdSRC)sa digesat algerithm suahtas Messgge Biggetdhigasithtfe out goi ng
message, as shown at 42. A digital certificate of the sender, which
i ncl udes t MDSenbpsh algopthm sugh Re peeiriel Hashingehlogritemd i(BPAT hPHERR i on that is
bound to the public key with one or re digital signatures, and possibly
any chéPneﬂherde%’i‘%W “%PY@”?"?'%Q?%@'%HERQQL"? s@é’?eﬁ‘g@&ﬁﬂ%ﬂt‘me sender's
digital certificate and 20 chained digital certificates, may also be
at ? ached tlé}bf %@o@égﬁr@wﬁﬁgéﬁgg&@pdy&aﬂ tt% encrypteg session ﬁey are y
used 1o generate a digest. This digest is then signed by the sender 30 using the
sender's private key. The signature private key is used, for example, to perform an
encryption or other transformation operation on the digest to generate the digest
15  signature. A digital signature, including the digest and the digest signature, is then
appended to the outgoing message, as shown at 42. A digital certificate of the
sender, which includes the sender’s public key and sender identity information that is
bound to the public key with one or more digital signatures, and possibly any chained
digital certificates and CRLs associated with the sender’s digital certificate and any
20 chained digital cerificates, may also be attached to the secure message 40.
The secure e-mail message 40 sent by the e-mail sander 30 includes
the digital signature 42, as well as the encrypted message body 44 and the
encrypted session key 46, both of which are signed. In the S/MIME secure

messaging technique, digital certificates, CRLs and digital signatures are normaily
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The secure e-mail nmessage 40 sent by the e-mail sender 30 includes the
digital signature 42, as well as the encrypted nessage body 441@%5?%95
encrypted session key 46, both of which are signed. In the SIM cure
nmessagi ng technique, digital certificates, CRLs and digital signatures are
normally -11 1 9 SEP 2006 WD 03/079627 PCT/ CA0O3/ 00404 pl aced at the

begi nni ng MOWIMENsage, and the nessage body is | ncl uBEKICAG/O@ENS | | e

attachment. Messages generated by other secure messa%i nq% schenes may pl ace.
message coRpedehif® hepinaingiefrer rmpssage: gpdie mesaagedrdip insludedbiafie addi ti onal

and/or different conponents. For exanple, a secure nessage such as 40 may
| ncl ude 5 5‘%1”86'8%’&1 ﬁ'@s aaers&en%r@teeﬁy °§'ﬁb‘ﬁ Wfg megaging sehemepmay Place myj |

s sont 1 DRRPRELtlono S BR8P R BeoniE ol O AR e e 32 o o
bet weon t naaertcobeRRl, FOZeRMe, B SBKL fteskln syl ALARTIGRE 2T 0% N uae

addi t i opal agifresdin firtbRRlions SIBCEE AP ddaRrdnPOSRaiISIANRsds) ahdl Gthel-  FOT
exanpl e, the secure e-mail nessage 40 nay be addressed to a nmil box or data

st or e assokdagbSrkomhdiibn.a nessage server or data server which has been
wirelessly enabled to forward or send recei ved nessages and data to the

mobi | e device 38. WWhehtiegecur@é-aiR@ssabe 461y Séntidin B ¥-nall Séhdei3dy € and/ or route
the secure nessage to the 15 nobil e device 38. The exenplary system as

pr evi ous| yitid esdeaditiveughdiredV AN 38 todld wissdads netwold36 aretth&inathiesleWaet 38nt  No.
6,219,694 is an exanple of one such system in addition, the secure nessage
40 may be dbgtrangmigsion patvbetween thee-rmal sendet30apd the wicbile dgice B8 wayh ot her
transport mechani sns than the wirel ess gateway 34. For exanple, routing to
the wi @l 380 Reigprdditicen! prdifferentcompanarishanthasg shgwa in FIG. 2. For

example, the secure e-mail message 40 may be addressed to a mailbox or data
store associated with a message server or data server which has been wirelessly
enabled to forward or send received messages and data to the mobile device 38.
Further intermediate systems may also store and/or route the secure message to the
15  mobile device 38. The exemplary system as previously described and as disclosed
in United States Patent No. 6,219,694 is an example of one such system.
In addition, the secure message 40 may be routed or forwarded to the
mobile device 38 through other transport mechanisms than the wireless gateway 34.
For example, routing to the wireless network 36 may be accomplished using a
20 wireless VPN router associated with the e-mall sender 30, or, in the case of a
message being received at an intermediate computer system or server and then
forwarded to the mobile device 38, with the computer system or server.
Regardless of whether a signed message is sent directly to the mobile

device 38 or forwarded to the mobile device 38 by Intermediate systems or
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20 wireless VPN router associated with the e-mail sender 30, or, In the
case of a nessage being received at an internedi ate conputer sy Engﬁr
server and then forwarded to the nobile device 38, with the co 2006
system or server. Regardl ess of whether a signed nessage is sent directly
to the nobile device 38 or forwarded to the nobile device 38 by

| nt er medi aM@ B9P62ns or -12 1 9 SEP 2006 WD 03/ 0796P7V/EQ¥FP@RO3/ 00404

conponents, when a signed message is recelved t he nobil e device 38 may
verify tHOMBPRANs,when 3 signegmesaage ig rﬁc%‘feGethef"G Neelevieg 38 ey 0fYi t al si gnature

cor(rjfaggonrrgtﬁl l Sltag&?'}?@’%ﬂ%ﬁa?’[sﬁ?’g%f I tiag Sig Q@%;{g?ﬁ@@é@@:{ Ih%h?essiage
= onat ur o FbedEolF B crpOadofin oBFepng oo BE GG Rl SheniBIdle ) Dl Cites
t he Sendera};g%oﬂlqh?hée% dbyétﬁ% tn}efséa@?t Pdelrr\mcr} {Pﬁ’éﬁg%ﬂ ifueﬁ :rPHlﬁlEﬁsSadé y may be

extracted I cat e key may instead

be retgi ayaderddramiR &i@ﬁ%ugﬁe&&é Qe, érﬁlr th@é@ﬁﬁéP@pule@%F ﬁffhesé&'dm ic key was
extracted froman earlier nessage fromthe sender and stored in a key

store in trbébsé%ﬁdldd@éth‘ésbm digial ceHifidate, hen thb eeriergimiblickegthgiiedl certificate
|'s stored in the local store, or froma Public Key Server (PKS). A PKS is

a server tdxhotéds frova rtha bigiial asgifaitat Thb vériders psit tkief inmgtisteadudehor i ty ( CA)
fromwhich a digital certificate for an entity, including the entity's
public keyirieves framaiidcabdters, for eRiEpieriwhbre thegmiblibkeyivaddxtracieddonzaw at e LAN such
as LAN 18 of FIG 1, or anywhere on the WAN 32, Internet or other network
or syst em aaHieb mgesagn frem mqgeﬂﬁﬂs%"d@@’@%@@ Kpy storanimyihesteceivars 4¢3k ommuni cat i ons

with the PKS. Although di |taI nature al gorithns and dlgest al gorithns
may be 10 pLﬁS?’P@TSb‘eI?ﬂ'l‘i{%ﬁs dig %E‘PTEF@P‘B ﬁW@dﬁﬁh@)E’Fﬂlsﬁ‘&?' ORHUB &EPHESi ng its own

8 re In\e/?;? e k (3% WTh g{P?JS?. K & Qetnlletr ¥ha¥ |rs] %Emn% i& associated v?nrth gbgrﬁﬂica{m ssage cannot

Authority (CA) from which a digital certificate for an entity, including the entity’s public
key, is available. A PKS might reside within a corporate LAN such as LAN 18 of FIG.
1, or anywhere on the WAN 32, Intemet or other network or system through which

15 message receivers may establish communications with the PKS.
| Although digital signature algorithms and digest algorithms may be
publicly known, a sender signs an original message using its own private key.
Therefore, an entity that alters an original message cannot generate a digital
signature that can be verified with the sender's public key. If a sent message is
20 altered by an attacker after it has been signed by a sender, then the digital signature
verification based on the sender’s public key fails. These mathematical operations
do not prevent anyone from seeing the contents of the secure message, but do
ensure that the message has not been tampered with because it was signed by the

sender, and that the message was signed by the person as indicated in the “From”
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signature that can be verified with the sender's public key. If a sent
message is 20 altered by an attacker after It has been signed by %&?ﬁ@
then the digital signature verification based on the sender's publ @H
fails. These mat hemati cal operations do not prevent anyone from seeing the
contents of the secure nessage, but do ensure that the nessage has not
been t anpe™MM3A7%Y because it was signed by the send@T/Candosphat t he
nmessage was sSigned by the person as indicated In the "Fron 13 19 SEP 2006
WO 03/ 07965eid BHRIAWB0404 field of the nessage. When the digital

[ 42 h b i, fi , [ . If diagi [
RIS RN USRI R
L2, ¢ bk Rt L SR oo S N gRRE 0 L o

' ' . ' dth
uses 1L B nBladih GRS/ ke’ W08 SARGRABRE VAP S0 Lnen uses

t her eby 5 egQygiihg bitfhe Mfblididlite SBRSBIBIE: A HRGSIRg ﬁ%&éabgg chet &s@aé@r towill

appreciate that an entity nmay have nore than one aSsocl ated cryptographic

key pair, pritale @p trdeBhyBIRE Bhéyed S5 Riyle! dhd HenkRYs PRidecriifiél an encryption
private/ public key pair. Thus, the nobile device 38 nay use one private

key to decsession kéyelo @isoyptiihe enompsingesshediodd 44 apdthetotlfirédossrams  private key
to digitally sign an outgoing secure nessage. An encrypted nessage that is
addr essed oliginabmesstgeanThose skikeddn therart villhapprediage that aprentityptaydhaveer si on of t he
session key, for each receiver, that was 15 encrypted using the public key
of the recEPidhan oppassorialed CyRipgraRlic ey pair, sieh as asignatingiprivate/publihat ur e
verification operations, but decrypts a different one of the encrypted
sessi orf® kew qggpwganl qngryption pﬂyqtgla@@c k@r)p_air. Thus, the moblie device 38 may

use one private key to decrypt the encrypted message body 44, and a different
private key to digitally sign an outgoing secure message.
An encrypted message that is addressed to more than one receiver
includes an encrypted version of the session key, for each receivér, that was
15 encrypted using the public key of the receiver. Each receiver performs the same
digital signature verification operations, but decrypts a different one of the encrypted
session keys using lts own private key.
Therefore, in a secure messaging system, a sending messaging client
should have access to the public key of any receiver to which an encrypted message
20 istobe sent. A receiving messaging client should be able to retrisve the sender’s
pubiic key, which may be available to a messaging client througﬁ various
mechanisms, in order to verify a digital signature ina signéd message. Althoughthe
moblle device 38 is & receiver of the secure message 40, the mobile device 38 may

be enabled for two-way communications, and may therefore access public keys for
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Therefore, in a secure nessagi ng system a sending nessaging client should
have access to the public key of any receiver to which an encrypﬁe@sﬂﬁ§a§ﬁf
20 is to be sent. A receiving nmessaging client should be able to'retiie

the sender's public key, which may be available to a nessaging client

t hrough vari ous nechanisns, in order to verify a digital signature in a

si gned nmes3YBNO79647 hough the nobile device 38 is a r BEELHMB0048f t he secure
nmessage 40, .the nobil e device 38 maé&I be enabl ed for two-way

conmuni cat PYhEessage seading@and mepsepR reseRG ePeiRIONG ¢ keys for -14 1 9 SEP 2006
WO 03/ 079627 PCT/ CAQ 0404 bot h . ' d I Vi

operat i ons.  Publ i ¢ TRBEAeE e OIRBNPAPS R chTTARy ASRSRER | {1 cat eo” As

d i bed - e L ' |Gl tity typicall

el udes. t ARV oBhikebdior 15 barkc e G b PR e filly Shunli” Y, 2P £ 1Y
bound to tig fabbdrkiideRdn M&Ma&nqrﬂ'ié %ulﬁdt%'tﬁé‘ggﬂiﬁ%y %H%ré}#itawpes of

digital certificates are currently 1n w despr use, including for

exanpl es X. §igHaté.0iSkddralapics | of iRl ertinkbitdsard cBrdnip it Aldedprétieskel N SIM ME. PGP
uses digital certificates with a slightly different format. Systens and

met hods  dingedisgsferexaaipiei Xosogakgithicetii@tbswHidh aratypicdlly ubebe StyiMes of digit al
certificate, as well as other types of digital certificates, both
current |y R@Bwusestdigitelcedificaies Withasslightli differentfarmal BSysenstaed chethetioped i n t he
future. The digital signature in a digital certificate is generated by the
i ssuer of dispusshddierein maydbeupdd withapy ofshege types o digitah earitfiseteras well s ssage
recei ver substantially as described above. A digital certificate sonetines
| ncl udes aftherdypss of digitaheerificatos bpihicusientis knqym tyres g6 Wall asothersriids agi ng cl i ent
may determne if the g‘%e ital certificate has expjred. Verification of the
Val i di (9 @ bedgyaioned i feifhibees [ igial sonaturs iy A ggEoaicete it o
certificatjon th.thro a digital certificat hain, which includes a
user's di géeggfa%%@ly ttrfq"%Sélg&gthgsdgq}!glcﬂ%g??eomi an%ﬁﬁﬁﬁcg?%edrq‘?ﬁsﬁgeat es to verify
that the iosiver substantially as described above. A digital ceriificate sometimes includes an
expiry time or validity period from which a messaging client may determine if the
digital certificate has expired. Verification of the validity of a digital certificate may
16  also involve tracing a cerification path through a digital certificate chain, which
includes a user’s digital ceriificate as well as other digital certificates to verify that the
user's digital certificate is authentic.
A digital certificate may also be checked to ensure that it has not been
revoked. As described above, digital certificate revocation status may be checked by
20 consulting a CRL or by requesting digital certificate status information from a digital
certificate revocation status information source. In the system of FIG. 2, a user of
the mobile device 38 may submit a revocation status request for any digital certificate
stored at the mobile device 38 fo one of the status information providers 35 and 37.

The provider 35 or 37 then returns revocation status information for that digital
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user's digital certificate is authentic. A digital certificate my al so be
checked to ensure that it has not been revoked. As described abﬁ\g;a 05
digital certificate revocation status may be checked by 20 consul SEB %B

CRL or by requesting digital
certificate revocation status infornmati on source.

a user of

stat us i nfSFligats i

certificate status information froma digital
In the systemof FIG 2,

WHBOMSHI | e device 38 may subnit a revocati 8AT/EAGOME4 r equest for
any digital _c_ertichate stored at the nobile device 38 to one of the

Hnghiledleyice 3 Ingrder doyquerynth of tha stales Pravides 3537 t hen ret urns

revocati on st?tus informatLon f or at digitfal -15 1 9 SEP 2006 WO

03/ 079627 PEF

CPPRRE AU 'Pts?'?t?%eftf’gs'ﬁwslp idgbbi | e devi ce 38.

In order to

o ench status. prooniiaCorkty §ERE Britel GESE o BB o5k s one
schene t hajhy Bl of Blndt BbAlle"@liddford Liaflh Hihll rEihl gt © r evocati on,

status without requiring

ersions o

been defined, for

exanpl es | Verdibifs £ DEEP ARG Héa?n Bégiﬁed,fb?siaﬂﬁﬁe, IFEd 2566Rd iRfe teghdtal Certificate

Status Protocol, version , both available fromthe Internet Engineering

Task For cepratt EJrfihe DI eltficale Staftk Prdltoll0Sion2Y 8bh aVaBSle flof itfieal

certificate

revocation status check protocols and is therefore used herein as an
i | | ust r at i memexBngiieeringf TaskiEdics((HTENBICS FTi onesof eemast viduly eed digids descri bed

herein, 10 however,

may al so be applicable to other types of digital

certifi catesrtficate cavoration statusueheckcrelogdlsgndsisHberefore used heieincasrast r i eval of
revocation status information fromrenote sources. According to OCSP, a
request i slustiatiye exareple of spchsachenes. Tha sysiemsiapd mefhodsdegeribed bpreiar al |y referred

to as an
an OCSHr

15

20

P responder. Upon receipt of ||oroperl

SYRIReY A beragPgabielo SBRKPas &f el castiGale eupcation piatis
checking schemes involving retrieval of revocation status information from remote
sources,

According to OCSP, a request is submitted to a status information
provider, generally referred to as an OCSP responder. Upon receipt of a properly
formatted request, an QCSP responder returns a response to the requestor. An
OCSP request includes at least an OCSP protocol version number, a service
request, and an identification of a target digital certificate to which the request is
related.

The version number identifies the version of OCSP with which the
request complies. The service request specifies the type of service being requested.
For OCSP version 2, Online Revocation Status (ORS), Delegated Path Validation
(DPV) and Delegated Path Discovery (DPD) services have been defined. Through
the ORS service, a messaging client may obtain revocation status information for

digital certificates. The DPV and DPD services effactively delegate digital certificate

.46~

15 formatted request,



OCSP request includes at |east an OCSP protocol version nunber, a service
request, and an identification of a target digital certificate t %lg%h\%ﬂge
request is related. The version nunber identifies the version o h
which the 20 request conplies. The service request specifies the type of
service being requested. For OCSP version 2, Online Revocation Status
(ORS), Del XEBEPPat h Val i dation (DPV) and Del egat edPPHEAPIMMBCOVery ( DPD)
servi ces have been defined. Through the ORS service, a nessaging client
may obt ai nvaigajige path-miated precessinglog amelesMs!®®r digital certificates. The DPV

and DPD servi ces ectivel ate digital certificate -16 1 9 SEP 2006
WO 03/ 079627 PCT/CL\ %ﬂeg“ag "Siﬁatsgﬁ‘ﬂef\“%‘?da!f'éa d8¥fhg to a remote

iauest LG "é%@!ﬁadf#“q"#ge 'ta'<F?§‘Eﬁr’ft§'#fé%3%ﬁft o gl SHRlec Lo of 1 he
di gital cepdytical e rﬂﬁnbe?’"&‘f'the §neﬁ psmrgcsg | Houd s%{ceﬁun@iéem&’ra pital

certificate. wever, Since cert ate I'ssuers may use

the sang Q&mfuf:é{é’is@ﬁ‘érs hidf? Dbd fhb%%b?ﬂi, ' hg,r |H§’r¥tlhﬂa£lon inforh&en, hgM Of @ hash of

the issuers public key, is also I request. Therefore, target

di gi tal cefpim bfidabipofithtf igduepd ;jubl'b e, i§a|sms°aﬁ’dddme$équbsi CTHeHISre2 hash
algorithm identifier, a hash of the DN of the digital certificate issuer

gener at ed ta@ermg:tar&rtmaaibnnformhmrm BOCSR réquest isdudede hashdigerithm publ i ¢ key,
al so generated using the hash 1o algorithm and the serial nunber of the

target di goersifiercehash bt thaDi.of fhedigitalgaritidateTssuengenamtedmusing the hasigned by a
requestor. Further optional information may also be included in a request
and procesaigaittsy anhasTIP the issyar’a dublic Wyeaisa geperstediusipgche bash i s operating

on a nobile device, OCSP nmay
10 algorithm, and the serial nuriber of the target digital certificate.

The request may or may not be signed by a requestor. Further optional
information may also be included in a request and processed by an OCSP
responder. '

When a messaging client is operating on a mobile device, OCSP may

15  be desirable in that it reduces the processing and memory resources necessary to
check revocation status of a digital certificate relative to CRL-based revocation status
checking. However, OCSP requests can be relaiively long and thereby consume
limited wireless communication resources. Requesi' overhead can be particularly
large when requests are submitted to more than one status providet, for example

20 when an error message is returned in response to a request to a status provider.
The proxy system 39, in conjunction with an appropriately enabled mobile device 38,
or possibly any other system on which a messaging client operates, may be usedto
optimize OCSP and similar protocols for multiple remote systems, as described in

further detail below.
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15 be desirable in that it reduces the processing and nenory resources
necessary to check revocation status of a digital certificate fe gFpvejiso
CRL- based revocation status checking. However, OCSP requests can be
relatively long and thereby consunme limted wreless comrunication
resources. Request overhead can be particularly |arge when requests are
submitted 9 W86t han one status provider, for exanpPer/Q@sgen an error
nmessage is returned in response to a request to a status provider. The
proxy system 39, i flG&is ahleek daoram oha systeapyhicpsupparisimultipiedigitell nobi | e devi ce
38, or possibly any other systemgn which a rressstq%i ng client operates, may

be used t o*erigeip Aelia infgraption prpvidens; Thamehiledeyics P& inglestes AMEMPRISE: r enot e
SYSLoTe, SESEIGL  L e Lo A LS i 2008 0
Surhor s Bl S A R 00, T
system gl i @e‘ﬁﬁ:gﬁ?%hbtéa%g%g r\r.%ll Ei ﬁcfntﬁ ?P}E%r 12 Gs EiPhddrE booR €Enawl¥iﬁi'f el ess

transcel ver es a storage area tor a digital 5

certificalfeshGhgcomflact RforMiloh iSofda! élquérpépnpﬁcagbl?&ht@&ol%rbm&ﬁss book 56 In

whi ch nessaging contact information 1s store and an application data

store 58 vhored data besooRitedaiita somRAS bFpiicaliond biths Mlduieasicame! ioedd i ons on the
nobi |l e device 38. Data stores 56 and 58 are illustrative exanpl es of

stores t hadtoram§s b 5aqré dlostiativecbxamples ohaores habraybe implbinksted i\ ce 38. The
menory 52 may al so be used by other device 10 systens in addition to those
shown i n PFnemnorg52 on mokilededes88r Thememony B2 day also Bdeediynather dBdcd s
illustratively a witable store such as a RAMinto which other device
conponéht sSYRtIRS - qddibion irthose Fhrawndn §1G. Bito stererdttfer tyaesofdglgre 54 is a st orage

area that is dedicated to storage of digital certificates on the nobile
devi ce The memory 52 is illistratively a writable store such as a RAM into

which other device components may write data. The digital certificate store 54 is a
storage area that is dedicated to storage of digital certificates on the mobile device
38. Digital certificates may be stored in the digital certificate store 54 in the format in

15 which they are _received, or may alternatively be parsed or otherwise translated into a
storage format before being written to the store 54.

The rr;essaging system 60 is connected to the wireless transceiver 65
and is thus enabled for communications via a wireless network. The messaging
system 60 may be a messaging client embodied In a software application.

20 The proxy system client module 62, which may be implemented as a
software application or component, may be coupled to the messaging system 60, the
digital certificate store 54, and the mobile device's Ul 64, as shown. Revocation
status for any of the digital ceriificates stored in the digital certificate store 54, or

those received by the messaging system 60 but not yet stored in the digital certificate
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38. Digital certificates maybe stored in the digital certificate store 54
in the format in 15 which they are received, or nmay alternatively be parsed
or otherwise translated Into a storage format before being vvrit%/&SEB 2086
store 54. The nessagi hg system 60 is connected to the wirel ess transceiver
65 and is thus enabled for comunications via a wirel ess network. The
messagi ng YBFR60 may be a messaging client enbodi BET/CANIGM4EOT t war e

application. 20 The £roxy systemclient nmodul e 62, which may be | npl enented
as a sof t fRrESaPRY dreherksd uging e pramerstem gt meduled@pl ed to t he nessagi ng

System . (e 0 g et s Sttt SO el ferce S U
syt om 60° BRI BFdhrbiichoRd fhih dbens e PR BEp B o2 T o "S2n S000
WO 03/ 0796 gshndy I@Hﬂ%e%)?flglﬁwﬁ nghﬁwﬁ_’éﬁua l eﬁﬁkﬂ\ﬁé}‘?gnﬂﬁﬂewviwm proxy system

client nodule 62. The y I nc suc corlponents as a keyboard or

keypad, 5 asglypipaiinciugés RbiRWanCHMBRA ARt WH4Gkbrateie9BredeRid\6h& of T OM Or provi de
outputs to a usef of the nobile-device 38. Although shown as a single

bl ock i n Fhore uder imiertades.| € device 5 38 typically includes nore than one U,
and the U 64 therefore represents one or nore user interfaces. The

Wi rel ess networ k 3@he iirelessinetriosic2s, thatwheleys gxewayt3agthdWANSR2, asnd  the status
I nformation providers 35 and 37 are substantially the same as simlarly-

| abel | ed ciimstatusinfermatiorrayideps 35 ndETargsubsiantiajiy the sarBe as simllaigles a pr oxy
system servi ce nodul e or _conponent 68 and status provider client nodul es
66 and 67. latrelled gerapgpenty ixfleh 2.ser vi ce conponent 68 is configured to exchange

i nformati on vviththﬁ proxy system .
10 The proxy ‘systém 39 includes a proxy system service module or

component 68 and status provider client modules 66 and 67. The proxy system

service component 68 is configured fo exchange information with the proxy system

client module 62, and the status provider client modules 66 and 67 are respectively

adapted to_ exchange information with the status information providers 35 and 37.

15 The status provider client modules 66 and 67 and the proxy system service module

68 are preferably software applications or modules operating at the proxy system 39.

These software applications may be a single program, or may aliernatively be
separate programs executed independently. '

In operation, the messaging system 60 on the mobile device 38

20 receives and possibly sends secure messages via the wireless network 36 -as

described above. When a signature on a received secure message is to be verified

or a message is 10 be sent with an encrypted session key, the messaging system 60

may retrieve a public key for an entity (l.e., a sender of a received message or a

recipient of a message to be sent) from a digital certificate or a key store on the
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client nodule 62, and the status provider client nodules 66 and 67 are
respectively adapted to exchange information with the status jnformtion
provi ders 35 and 37. 15 The status provider client nodul es 66 EagdS%Pi%hg
the proxy systemservice nodule 68 are preferably software applications or
nodul es operating at the proxy system 39. These software applications may
be a singl &QpBéYszAM or may alternatively be separat eCRcagn@Em execut ed

i ndependently. In operation, the nessaging system 60 on the nobjl e device
38 20 recephilegevicefspBefetehapublinigyis heweyersihe messaging sy 0 r el ess net wor k
36 as described abaove. When a signature on a received secure nessage is to
be verifi e@fa%Prt@r%%&ﬂ@h?%h?%“é%aggw ceiffficate spntainjeg P PERIck¥ssi on key, the

nmessagi ng syst.em 60 retrieve a public key for an entity (i.e., a
sender of 'ﬁz?’@@@figéﬂ‘qggé'a{ﬁ‘@kﬁ' a recipient of a message to be sent) from

L1 31054 oS Bl Pl widfeida PR, o
Cort1 11 Sag u SHglbiBhCh Braivid 1, hRHE el e HodebriinEE b, 00 2, Chcar
D gi tal ceqdel.birgirRis RRRkisner ARAIADKATSY J86r BoudRs LPeaEgrdihomat i cal Ly, 5

when a digital certificate is received, for exanple, periodically, at

predeterm@@étowi%w@ﬁmca@ﬁrfebw@ﬁkﬁohmwa«wwdeﬁnd%@ﬁbnidmraked by a user
t hrough a Ul64. fferent types of digital certificate checking operations

may al so beontielmefud misthnaepeirereting Valkiitydnd reotdtionstatus éiavdigitalkbaifiaes Where t he
validity and revocation status of a digital certificate is checked when
t he di git aib clasked Whendhesdigita! deirtificate isdins doddexhando thé eohiteldelvice 8&\diiece 38, the 10
digital certificate may be assunmed to be valid until an expiry time or
duri ng 1@ vdigiabsertjicatp may briassymed foibegaliduntiliee expingfimg or dising & valigit e.  However ,
Its revocation status may
period specified in the digital certificate. However, its revocation status may
thereafter be checked once every week.
As described above, digital certificate status information requeststo a
remote information provider such as 35 or 87 may be relatively long and are
15  therefore not optimal for implementation in a mobile device 38 or other bandwidth-
limited communication systems. Time delays and data transfers involved in
submitting requests to each of multiple status information providers can be
undesirable even for less constrained systems. The proxy system client module 62
and service module 68 are preferably adapted to gather digital certificate status
20 requestinformation which is used to request status information for a digital certificate
from all known status information providers.
When a user of the mobile device 38 wishes to check the revocation

status of a digital ceriificate, for example, the proxy system client module 62, or

possibly a software application which operates in conjunction with the proxy system
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t hereafter be checked once every week. As described above, digital
certificate status information requests to a renote information provider
such as 35 or 37 may be relatively long and are 15 therefore} §o§EPPR{He
for inplementation in a nobile device 38 or other bandwi dth [imted

comuni cation systens. Tine delays and data transfers involved in

submi tti ngWEBOY¥ex’s t o each of nmultiple status infornBET/EM30800i ders can be
undesirable even for |ess constrained systenms. The proxy SP/stem client

nodul e 62 clighfanogile 2.deayrheduokedsly entesing peerarensple canmsnden a ¥l &fat her di gi t al
certificate status 20 request information which is used to request status

| nf or mat i oHCH &% 2 kevbgag. 1 The usermay pise sresity the paricyler digipbeastiistatal® i nf or mat i on
provi ders. e user of the nmobj|e device 38 wi shes to gcheck the

revocat i on"h\é\giegt ﬁ’é lrgfange &Flge tef\'?ﬁ s‘i’f@L pyraier gr eg,ugiﬁ?)tr“a&?aﬂfpith&dﬁ;Q‘ Ae proxy system
client no NTo] I bl v a sof r lcation i perates in
conj uncti gc'ﬁéh@ce?% %‘%é”%f‘%@‘e?y’aé‘w{ﬁ%&@ Q%ﬂlﬁ@%%g %(fgces%dgq%g%ﬂ

PCT/ CAO3/ | , ' : ' an appropriate
conmman d§ o] %ﬁﬁﬁﬂ% g.tbpes%& éﬂmgéslé@o géyugg%?/lﬁw %h'ﬁb‘ﬁﬁ@?feﬁ%“ﬁ Pésrgﬁcé%gc ify the

parti cul arfgf @hitrithe Gé‘drHaﬁrisﬁlaét%né&rP&e d@ﬁbﬁ@é’rﬁﬁéate%%b& dhebi@gce using the

serial nunber or subject " nane of the digita certificate. Alternatively,

the proxy system cihesbxy®pslsth Siehindtals 62U prefdrify shelidkddotsTroper ti ficate
store 54 to display to the user a list of currently stored digital

certi fi cattes seledted dighdhicerifidaleds) s @btaima fromethe Ckeran@ugh arded, amgi t al
certificates to be checked. The proxy systemclient nodule 62 then

pr ef er abl yinferration reguitaddytise froxyrsysterh servieé modidel 68foga digital certiidate cat e(s) or
obtains fromthe user through a U 64, any information required by the
proxy 39 strevacatonsiatus cheeky [Since thefixy systimy$q pipvideseniinteriage betweery evocat i on

status check. Since the proxy system 39 praovides an interface between
the mobile device 38 and the étatus information providers 35 and 37, requests and

responses between the proxy system client module 62 and proxy system service
module 68 need not conform to the protocol used between the status provider client
modules 66 and 67 and the respective status information providers 35 and 37.
15 Therefore, aithough the status providers 35 and 37 and client modules 66 and 67
may support CCSP or a similar protocol, the proxy system service module 68 and

client module 62 may support a more compact protocol involving less data exchange.

The particular information extracted or obtained by the proxy system

20 client module 62 is dependent upon the communication protocol implemented
between.the proxy system client module 62 and service module 68. The proxy

~ system client module 62 can preferably extract a digital certificate subject name;
serial number, issuer name, and other digital certificate information from a digital

certificate in the digital certificate store 54. If digital certificates are first parsed and
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the nobile device 38 and the status information providers 35 and 37,
requests and responses between the proxy systemclient nodul e %2 E&géﬂ%r oxy
system service nodule 68 need not conformto the protocol useh bhe bt he
status provider client nodules 66 and 67 and the respective status

I nformati on providers 35 and 37. 15 Therefore, although the status

provi ders 3@ @ntpe837 and client nodules 66 and 67 mayPeUPORE0OCSP or a
simlar protocol, the proxy system service nodule 68 and client’ nodule 62
may suppor thea parsadedataiastorad ip thet digitel ceitifisatd storecp4l thes setdtiaformatiotange. The
particultar information extracted or-obtained by the proxy system 20 client
nodul e 62 M3y krriatediron e parseddatdinthesiotalicrificats Sere 84 by hepoBhrent ed  bet ween
t he proxy gg/stem cli-ent m)?ul e 62 and service nodul e 68. The proxy system
client nodSfsemghent QrRole 62.¢ féﬂﬁﬂ“if”@!’E"F‘téﬂﬁ‘t's'ﬁq‘&ieg'i"‘tlé?l‘a”ﬁ@f*?qn‘?’ﬁpé?de subj ect nane,
serial nunper, ssuer na and other .diqgital.certificate information from
20 i ol Tiebier b Pt R Forsateg e prak elefh ol sbupdlosrdy £ i {a
certifigat | - ' 0 9627

PCT/ CAO§/ 0@3@@%@%5@%‘? gezerg'?e ggy{vgla?@augé)?é&%{r%sﬁg H@%g?g?tﬁ%n @é{rgi ificate store

4. L hen S elichd LQidPird el odh it b fdriol AR Il Palflat 2 1 L he

digital certificate store e pro stemclient” nodule 62. If

further i nfRAfFdLIESSE é':dre?%ﬂe/'f&ﬂat réqudSiSfor MBYaRSinfiRAIRh Bldvidéreagent er  t he
i nformati on. For exanple, If the proxy system39 Is configured to store a 5

nmappi ng t ahhdB7bksddiokenig b eamNiunver Sri3uliBut Rdndd 1ateived®9 tHegR@wB@BCE bet ween
digital certificate issuers and serial nunbers and/or subject nanes, then

t he st at ussewvimmaetiale 68dtomethe promgisistem diént avodulé82.may format requests for the
status Information providers 35 and 37 based on only a serial nunber or
subj ect1onane recei Vhelployy systemmlient ynogyle 62 priefesabiwdatheraalbofomad@ f r om t he proxy
systemclient nodule 62. 10 The proxy systemclient nodule 62 preferably
gat hers al 1hay ip regirask fpoigquests to any of the status information providers 35 and 37.
When all required information has been extracted or otherwise obtained by the proxy
system client module 62, a request is formatted and sent to the proxy system setvice
module 68. The content of this request is also dependent upon the communication
16  protocol used between the proxy system service module 68 and client module 62. If
more than one type of setvice is supported, then the request may specify which type
of service is requested. In some implementations, only a single service rﬁay be
suppotted, such that no service type need be specified.
Information received by the proxy system service module 68 is
20 preferably passed to each status provider client module 66 and 67. This information
is then used by the status provider client modules 66 and 67 to format a request for.
the respective status information providers 35 and 37. |If the revocation status

information providers 35 and 37 and status provider client modules 66 and 67

support OCSP for example, information provided by the proxy system service
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that is required for requests to any of the status Information providers 35
and 37. Wen all required information has been extracted or oﬁﬁgr%%Fq
obt ai ned bythe proxy systemclient nodule 62, a request is fo xted 280
sent to the proxy systemservice nodule 68. The content of this request is
al so dependent upon the comunication 15 protocol used between the proxy
syst em ser Waw/0mdful e 68 and client nodule 62. If noPeT/CiAamodone type of
service |s supported, then the request may specify which type of service

i s request @gdule 68, apyell asapy hinbenrequireghisformaat @agpfgrnnﬂjuedinmn\ﬁ%é may be
supported, such that no service type need be specified. |nformation

recei ved bYPIEsE: JpSRipe spswecthe dfpryiaien pravidaddyaihe peoxy syptan eandseabl y passed to

h stat | der .cli e, 66 d 67. This inf ' is th
cach 51 VaeRhEMA S5k bR R R el e Begh B! o ol
for. th [ t I, nf ti i.d 3 d 37, If th
0 e 1 PETRTE 45 P T A B T B o ' | 41 e

client d R, f.ar. . j on provided by
he. pr oy Eoameianig o beuss BRRY sali kiR R B0ERY ot Cosos
modul e 68, gygwel | as any further required information, are formatted Into
an OCSP requests. |In sonme cases, the Information provided by the proxy

system service nDEice HEBstERY prévidek iRneiodiile|86 aRd 67 Thay ipbérPn, whereas in
ot her cases, further information nay be extracted from other sources, such

as t he abodlierentpratdoels dr mayiRiditigrantibfornatiomidr senddeuretpmsts Rathpeovideiuest s to the
status information providers 35 and 37. Since the status provider client
modul es 66manexiGiEt payses difigrentt infodndtibe peavideg i thecioltisl serviceemauest di f f er ent

i nformati on for service requests, each provider nmay extract or use

di f f er dht epgivndiy thedmoxy sysiera grivieamedwe 68qiFor expmpleifihe proyiday giiest

module 66 requires'only a subset of the information required by the provider client
module 67, then each status provider client module 66, 67 preferably extracts the
information it requires from the initial request or retrieves the information it requires
from the initial request, or from a version of the initial request, or parsed data
15 extraéted therefrom, stored to a data store at the proxy system 39. Alternatively, the
" proxy system service module 68 is configured to pass any required information to
each provider client module 66 and 67. The length of the initial request may then be
further reduced by configuring the proxy system client module 62 to include any
information required by the provider client modules 66 and 67 in the initial request
20 only once. Redundancy in, and thus the length of, the initial request is thereby
reduced, since common information required by mdre than one provider client
module appears in the initial request only once, but can be extre;cted or retrieved by,

or passed to, each provider client module 66 and 67.

Thus, the proxy system 39 requests digital certificate status information

-23-



10 received by the proxy system service nodul e 68. For exanple, If the
provider client nodule 66 requires only a subset of the information
required by the provider client nodule 67, then each status prqugprz%m
client nodule 66, 67 preferably extracts the information it requires trom
the Initial request or retrieves the Information It requires fromthe
initial redRBO76Hr froma version of the initial reqBeFCABHMIpar sed dat a
15 extracted therefrom stored to a data store at the proxy system 39.

Al t er nat | Ve multiple stgijsgnfprmalien erryidess {ar sdichwaripddes glignt medilg fagur ed t o pass
any required information to.  each provider client nodule 66 _and 67. The

| engt h of %eRB MplpPenied resparsive to g pingle dnjtiah sequest te e POy SV 3By confi guri ng

the pr ov) dEPORRBARNTBLEPEEURS Siog dtRet A fteae PR 20 0l once.
REdundanc%nfbﬂnati@@ﬂw&iﬁ&f&ﬁ}agrﬁ% ﬁggn’ogﬁedewag?’%mtlal request is thereby

reduced, since nrequire y nore than one provider client

modul € 8ppears {0 atlrihidonbi i Al GEGon RaskR i X ract ed or

retrieved by, or passe ovider client nodule 66 and 67. Thus,

the proxy rsem B@sér@ﬂu@%g%eg giéf;m%n igcgb%tiﬁfomﬁé ﬁnoﬁfe;’ﬁeﬂﬁe dgthagy mation -23 1

9 SEP 2006 WD 03/079627 rommultiple status information

provi ders HeahadstTh @Ry 6f seUaralivggs. A proRndysemBY maysbhd abepesttoplegent ed,
responsive to a single initial request to the proxy system 39. According
t o known tstatisiniquestion prepiderddr ehicreapreddes clianienaiulednas beed impterresatel, st at us
i nformation provider 35 and 37 by the nobile device 38. 5 A determ nation
of the pararipossitly tosagh stetus irffaymationi poovider e dafault liststeted atitheaproxyequest wil | be
sent in response to an initial request fromthe nobile device 38 may be
made i 0 arfystgm 39e Gisnilany, pdgiault, possiblyuserpafigumbipglisthptalusipforpatinyuest to every
status infornation provider for which a provider, client nodul e has been
i npl enent qu?viders may be stored at the mobile device 38 and included in the Initial request
sent from the mobile device 38. In this case, the prbxy system 39 may store the
default list received ih an initial request from the mobile device 38, and then use the
defauit list for subsequent initial requests from the mobile device 38, until a new
15  default list for the mobile device 38 is received. Alternatively, a user may select or
specify status information providers to be used to provide the requested service.
User-selected or specified status information providers in an initial request may over-
ride any default list of status information providers. Preferred staius information
providers may also be included in each digital certificate stored in the digital
20 cerificate store 54 or received by the mobile device 38 and submitted to the proxy
system service module 68 when such a digital ceriificate is a target digital ceriificate
in an initial request. '
In FIG. 8, the status provider 37 may support an ORS or like service.

Upon receiving a request, each status information provider 35 and 37, which will be
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or possibly to each status information provider in a default list stored at
the proxy 10 system39. Simlarly, a default, possibly user-configurable,
list of status information providers may be stored at the nobill & %{GR/Q@% 38
and included in the initial request sent fromthe nobile device 38. In
this case, the ?roxy system 39 may store the default list received in an
initial redtRYOBom t he nobile device 38, and then uBET/EMB00Gef ault | st
for subsequent Initial requests fromthe nobile device 38, until a new 15

defaul t i QPSPdPSPPH@’WB?W 1Be prayides 3pcand37 andlient odulps 6§ A 8Xel y, a user
tho T eques Eioy RSP eecka e %%%ﬁ?f@cfofrg@rte@%?g@ﬂeﬁa%gégrgﬁé’m?}ﬁat‘ﬁﬁregr mmtbon. ¢
d A d t of stat
P o mat + ofF sl bice™ wplPtE Pl Porlieon i PRSI Boiurel o' my 2l 2o be
o r e ofBas/an i il bl aieh ol Tk dleRh bty .gmn@és%' bhof Certificate

store 54 or recelve t he proxy

Syst em Ser WieGRt et Wed aﬁﬁromrssscw@? eyq’e&h'F a\ eﬁ& r_ﬁ%&é@%%ﬁ bfen@ target

digital certificate in an initlal uest e status provider

37 may 5Upﬁl@ﬂlﬁle%br@ﬂ%%chdnk@o&ﬁﬁ@dﬁ@ﬁ?mb’f’fh@nﬁ%ﬁﬁé’rfdﬂﬁro@esélﬁ@ﬂ%t each
status information provider 35 and 37, which wl -24 9 9 SEP 2006 WO

03/ 079627 P@récﬁmaw&nmbuﬁta&@uﬂesmmm gs pfwuﬂmgrmy nrsgmgdétru&ecBS and 37 and
client nodul es 66 and 67 support OCSP, checks the request to ensure that

it is for nisfamsatiop;reguesting, miskiag infomeation éqmeisd redblls éevitec3s threugh tiser vi ce that it
is configured to provide, and that the request Includes all of the

i nformat i onroxw@tpméawlc@rnoﬁuﬂeﬁﬁ,@qi@bwmn@erpvme&sagqtﬁthemewsxstmm tions 5 are
not met, then agrow der 35 or 37 may return an error nessage to its client

modul e 86 SRMVigEAMOdulags. aeFF&ﬁﬁ'V%éﬂP€°r6'@Psm fiom agligntimoge BeeHEsr m err or

rocessin i S so, conf.i | udi ng .such operations as providin
gny m ssi gﬁ' p@myp{g@ service modulg gé preferabmormats and sends an eror message p d

{0 the proxy system client module 62 as a respense 1o its initial service request.
Other conditions, such as when a provider 35 or 37 recelves an unsigned request but
is configured 1o expect signed requests, or when a provider service is unable to

15  respond, may also result in an error message being returned to a provider client
module 66 or 67. Since digital certificate status information is requested from
multiple status information providers 36 and 37 however, error processing may
possibly be invoked only when all status information providers 35 and 37 to which
requests have been sent retum aﬁ error message.

20 If the request meets the above conditions, then a so-called “definitive”
response is returned to the corresponding provider client module 66 or 67." A
definitive response typically includes one of a plurality of status indications, suchasa
“valid” or like indication when a farget digital certificate has not been revoked, a

“revoked” indication when the target digital certificate has been revoked, or an
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i nformation, requesting mssing information fromthe nobile device 38

t hrough the proxy system service nodule 68, or returning an eryqr nessage
to the proxy system 1b service nodul e 68. Responsive to an erro{ Egaamg
froma client nodule 66 or 67, the proxy system service nodul e 68
preferably formats and sends an error nessage to the proxy systemclient
nodul e 62 3 W0196¥ponse to its initial service requesPCI/CABMA@EA4 conditi ons,
such as when a provider 35 or 37 receives an unsigned request but is

confi gur ed Yhapipdication § teptatisravides 35 gr 37 as o seceidsy karwledga ol ce i s unabl e

to 15 respgn | sg.result in an error nessage being returned to a
provi der C&Piﬂ?%@&?'ﬁﬂ%@- or 67. Since digital certificate status

f ' | tipl . 1 nf or | id 35 and
37 howsver . orror IERELRE Breg B MR T AN B a1 st at us
37 hovev ! _ _ all s
er' or | mosagio R 5 paad o dr il 6o MU BB AR BRER 01T L7111 A

so-cal | gd ggehmwiekhorSes ark | t ndi ng provi der
client nodul e 690¢ 678.arAs%%ﬁsi%?/iﬁrtﬁg'?&séeﬁ?%@ g@%{/ﬁ%%l udes one of a

plurality @ahictssaddisonedeihe Adsherdes toBeaBedm preparintad eSponsé thhi Milebd Ndi cation when
a target digital certificate has not been revoked, a "revoked" indication

when t he t mitgedd tditl praky systoini dibstahedultase Sreme micbiobsste 380 1Akhis - 25 T 9 SEP
2006 WD 03/079627 PCT/ CA03/ 00404 "unknown" indication if the status

provi der 3&nfigurdiionlths proxy systemiservioe modaeb& e theflirst ddfiaititeresmensali gi t al
certificate. Since a request is sent to each status information provider 35
and 37, rispepaies eeRpnsReta hegireecsybipmneiest medule Ge lfofo défieitige ovi der cl i ent
nodul es 66 and 5 67, Any responses are preferably passed to the proxy

syst em'B| i EHPONEH HIECEIVER NeRAR erFPr QEFiBllar EespnEe HRY hapeenaed BB BEXY 0 be used in

reparing a response that wil| be
prep 9 system enﬁce moni% 68 and reBrngd to the proxy system client module 62 to

indicate this resuit. Other selection criteria, including a status information provider
ranking list, for example, may also be used to conirol which one of multiple
responses will be returned to the proxy system client module 62 or used o prepare a

15  response to the proxy system client module 62. Such a ranking may be established
at the proxy system 39 or at the mobile device 38, or specified in a digital certificate.
Relative ranking may also be Inherent in ihe ordering of status information providers
in a list that is used to control the particular status information providers to which
requests will be sent by the proxy system 39, as described above.

20 When a selected response from one of the status inforrnatioﬁ providers
35 and 37 is signed, and the proxy system client module 62 or another component
on fhe mobile device 38 is configured to verify digital signatures on status responses,
then the entire seleqted response, or possibly only the signed portions thereof, may

be forwarded to the proxy system client module 62 substantially unchanged. If only

-20 -



returned to the proxy systemclient nodule 62 on the nobile device 38. In
this configuration, the proxy system service nodule 68 uses the first
definitive response to prepare a response to the proxy system clii®mEp 2005
nodul e 62. If no definitive 1o response is received, then an error or
simlar response may be prepared by the proxy system service nodule 68 and
returned t&Q0&€9¥oxy systemclient nodule 62 to i ndPCHEAIINHIS resul t.
QO her selection criteria, Including a status information provider ranking
list, for @itigns|oba reeppnsa arg sigsed,dben vnsigned PrEens @fitanresprnse@raul t i pl e

ned to the proxy systemclient nodule 62 or used to

i ]|
P ores Hiteranl it Lo piovaay e ish SXHEh Balarodale BEes Mesuch & § ki m
b t abl i th t 3 t .t bi | devi 38,
Speci 11 ed %ﬁg’%\‘%%?%‘.‘ e iy B oA pii s %“}aﬂawﬁ@ "FEHso be i nher ent
in the ordggldig, Fhhepidl te'nﬁe%o’é%ddﬂl@GEEPtKéQ%Earobiﬁ‘er%liénm{)%ufj] at is used to

control the particul’ar’status Infornatron providers to requests wl |

be_sent sbyed dHBoitls 80k BBl By GHRR b REHOAB AN Ao 08 el el ect ed

response fromone of the status i1nformation providers and 37 is signed,

and the prgane of et resPonisd, Rt lexamiskbitng shusOndicdion BRY the AAREMATicatn the nobile
devi ce 381s configured to verify digital signatures on status responses,

then the esiarsunshiet ecbubjbct ASNANER, beoextraoRs ibhlthe proky system sdrgeed portions
thereof, may be forwarded to the proxy systemclient nodule 62
subst ant i anbguledcend faymeitediirito o rdsponse fhat i then SEPtREXY\ABIOB LIBND627
PCT/ CA03/ 00404 portions of a response are signed, then unsigned portions of
t he respon®edulg 62. Jihefrespanse frem s etexy pysi¢re spivior ynadylet Gnissthervi ce nodul e 68
to reduce the size of the response sent to the proxy systemclient nodul e
62 vi a PhePraraseaddydherienisyster glient mpdyla &2 or ppssibiyaacibeigeyparest @m ser vi ce
nodul e 68 or th t at roovider client npdule 5 66 checks status response
si gnat ur est?'ﬁ W%&éqvfceg’% t$ Agterming Whether of pet tagdighal E?ft'f@éﬁeﬁ‘éﬁ ieen
revoked.
The presence of a proxy system client module 62 preferably does not
preclude digital certificate validity and revocation status checks according to known
15  techniques. Thus, digital certificate status checks involving remote systems such as
the status information providers 35 and 37 may be complementary to other status
check operations.
FIG. 4 is a flow diagram illustrating a method of supporting multiple
digital cettificate status information providers. At step 80, any digital certificates for
20 which a status check is to be performed are identified. As described above, this step
could be performed automatically or the digital certificates could be selected by a
user. An initial request is then prepared and sent to the proxy system at step 82, In
some instances, the Initial request includes a list of status information providers to

which & request should be sent, and possibly a ranking list that specifies an order of
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parts of the response, for exanple the status indication and the digital
certificate serial nunber or subject name, may be extracted by the proxy
system service nodule 68 and formatted into a response that isi thxip 5@[}3
to the proxy systemclient nodule 62. The response fromthe proXy“sys
service nodule 68 is then 10 processed by the proxy systemclient nodule 62
or possi bl WEM@®kEr conponent on the nobil e device 3BCWoAMdewer m ne whet her
or not the digital certificate has been revoked. The presence of a proxy
syst em cl i ReferenerdbatweaposubsecuentiesRPnaRsitom gifferept @%mﬁ@@vgﬁ@i tA certificate
validity and revocation status checks according to known 15 techni ques.
Thus, di gi‘ie&Fr'b@%F‘?qVF’i%'ﬁ%f%ﬁt‘é&'WE’W@%R’QV“}‘%@PY/(&?]@”W%W@@&%& ens such as

the status_informatio rovider,s, 35_and ] be conpl enentary to ot her
Status - criEERIeDisp arvR Bohae o al proidsr ATmEer STARGPEAR ny o et hod of
supporti nglnm .“'b]pl e digital certificate status Information providers. At
step 80, any &'gi'tal certificates -for 20 which a status check is to be

perfor mpd are | denid 8y, AudlERfH4IA BraeY Gent Mbduck! Ay be perf o mod

automatically or the [ certificates cou e sel ect y a user. An
initial reéir%ﬁltprépﬁretahéébrﬂrs_@ﬂ%fé&u@d?éio%é‘dﬁ?staftl{% irg&ﬁlaﬁéﬁliﬁwvid‘e\‘,%h&m at step 82.

In sone instances, the Initial request includes a |list of status

i nformat i o4 AODEPIEENBnde?. Eadis@RusthidrRAti@DroviRROMbScHREKks I Rqueaitd possibly a
ranking list that specifies an order of 27 1 9 SEP 2006 WD 03/079627
PCT/ CAO03/ Odhé0ré that &ifie foematedomopesp thatiths squestdd seadqeodigital cétifivatedi T f er ent
status providers. As described above, a list of status information
provi der s myocaton statusamis@xampleisispparfed bpthe peavigas end thafall eaguiksl bot h st at us

| nf ormati on provider information and preference information.
10 information is included in the request. These checks are performed by each status

information provider at step 86.

If the request does not satisfy these conditions, then an error message
is returned to the proxy system at step 88. Error processing may then be executed
at step 90, to obtain further information when the request does not include all

i5  required information, for example, after which a new service request may be
prepared and sent to the provider at step 84.

When the request satisfies the conditions in step 86, the status
informgtion provider retums a status indication to the proxy system at step 92, in
response to the service request from the proxy system. The steps 86, 88 and 92 are

20 preferably performed by each status information provider to which a request has
been sent at step 84.

Atstep 94, the pro;<y system selects one of the responses to be usedin

preparing a response to the requestor, the mobile device 38 in FIG. 3, for example.

As described above, the first definitive response is selected, or other selection

-28-



5 At step 84, status information provider client nodules at the proxy
system prepare and send service requests to each status infor éion

provi der, such as an OCSP responder. Each status informationlp NP POk hen
checks its request to ensure that It is formatted properly, that the
requested service, digital certificate revocation status In this exanple,

i s support &P ®BP%Xe provider, and that all required 1BCT/GABHHRL i on | S

I ncl uded in_the rgjguest. These ch(fcks are perforned b% eacg st at us
i nf or mat i oHIG5RRAYREraPRYeds (THR sglgcteq fespange. q 4t least PatWelegh 'SJB8N sty t hese

o,k ror MBS gy FER B8 es i Bl AR @y B s arn T ther
| nf or mati on when ¢ iud GRS byfl9F S8 Mot ACAifhed dood i 44 i | or L on,

for exanple, after €W service regues y repared and sent to

the pr ovi dffsudive SRS gl B8uicaR 15 RAUBA braRR LhGHich SuchliRefikaf L ons In step

86, the status information provider returns a st s indication to the

proxy sy stamigthecks Rodbiding to the DPSRAB BEDsBrvichfof DBSPIoE Sihbrpftiels, f rom the proxy
system The steps 86, 88 and 92 are 20 preferably perforned by each status

i nf or mat i aor @afipied fiay smilai SointiRGUSThutpRS statle Mordeidn mévidksep 84. At step
94, the proxy system selects one of the responses to be used in preparing
a r espons ghogh dy@oxyesysters cient medute andiserviee cledule 6\ [Bekyispstéth Bay dso f or exanpl e.
As described above, the first definitive response |s selected, or other
sel ect i on bepanabled tesppvide 8% provadeOPIBMtplPOIbilc et aadia grobileer i a may be
applied. The sel ected response, or at |east parts thereof, is then
returned tdsvicagay b cendigwed topommunisats wil mofegharmeneipFexyisyiteer vi ce request, at
step 96. Although the system and nethod descri bed above relate to the
P 10 9 in anotheyembort]illment, a mobile device 100 ang proxy system ?28
include multiple client and service modules. FIG. 5 is a block diagram of a system
having multiple proxy system client modules which support multiple digital certificate
status information providers. In FIG. 5, the memory 102, the data stores'104, 108,
and 108, the messaging system 110, the Ul 114, the wireless transceiver 1186, the
15 wireless network 118, the wireless gateway 120, and the WAN 122 are substantially
the same as similariy labelled components in FIG. 3.
The mobile device 100 includes N client modules 112, including the
proxy system client module A 113 and the proxy system client module N 111, The
proxy system 128 includes corresponding proxy system service modules A and N,
20 132 and 136. It should be appreciated that other proxy system client modules on the
mobile device 100 may be supported by other proxy system service modules in the
proxy system 128, or by proxy system service modules in other proxy systems. The
proxy system 128 also includes status provider client modules A and N, 130 and 134,

which are configured for communications with the status information provider A 126
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il lustrative exanple of digital certificate revocation status checking,
digital certificate s validity checks, according to the DPV ?r}g ﬁDZBUG
services of OCSP or other protocols, for exanple, may simlarl

optim zed for nmultiple status Information providers through a proxy system
client nodul e and service nodule. A proxy systemmay also be enabled to
provi de it qme®§27service to nultiple nobile devices, PaNCAGOWDDLI | e device

may be configured to communicate with nore than one proxy system 10 in
anot her enBofihaaiaius indformgtion reovidey Nd@4. respeetivelypr oxy system 128 i ncl ude
mul tiple client ang_ service nmodules. FIG 5 is a block diagramof a system

having nmul tipl e pr ¥ SYRjm ghowp inFi & opgraies substaptadyasdopribedab®® t i pl e di gi Lal
i fi ' ' , ' . 1ln FIG 5. 102, t
dat 2: St or e ARG Hars B Ree S ue o KBl o2 Renrlin B U |y114, the
| ' : ' 1 ' 1 t ] t
0! 255 RNEJe 15t dblhest e Ao A R AOUELIS OB AR TSP, 251 o1
CONPONeRt s glifcl! §f otferwibl ot hdmilfivh g&‘quirQ%iﬂCédﬂﬁ%s{eﬁb&s\ 4Rt modules 112,
i ncluding the proxy systemclient nodule 3 an e proxy systemclient

nodul e N .1ﬂejsiaecii-ﬂeproﬂ] SEBSIAIRThodR 138GhH 988 FIY SQRPPRAND SN OXY system
service nodules A and N, 20 132 and 136. It shoul d be appreciated that

ot her pr 0XyhoByi&d £3 dhidi 188 thaEd iR SniGatitiEfronT deﬂr_idé&dn’:ﬁﬁét fbRQnheray be
supported by ot her proxy systemservice nodules in the proxy system 128,

or by pr oxobilesieeine 3@0,\ahd possiijuniemation salehie giniexpyrosysyitems28, e proxy
system 128 al so includes status provider client nodules A and N, 130 and
134, whi chrepare aservicegequest i¢ status informatioo pravisees 186whd 124 Theators | nf or mat i on
provider A 126 -29. 1 9 SEP 2006 WD 03/079627 PCT/ CA0O3/ 00404 and the

st at us 1onf 8YeipHt sebricqineniiagd B2 rnd 186, onpeasily anajar gomponget okt PEXMY shown in FI G

5 operates substantially as descri bed above.
system 128, are preférably configured such that only one of the responses returned

by the status information providers 126 and 124, or at least portions thereof, is

reformatted if necessary and retumed to the proxy system client modules 113 and

111 at the mobile device 100. One of the responses may be selected according to
15  any of the schemes described above.

Eéch proxy system client module 113 and 111 may be adapted to
collect request information and process response information for a different remote
digital certificate status check protocol. However, the inforrﬁation collected by both
proxy system client modules 113 and 111 may be combined into a single initial

20 | request to the proxy system 128. Each proxy system service module 132 and 136
then extracts information from the service request required for a service request fo its
associated status information provider 126 and 124.

A multiple-client module system such as shown in FIG. 5§ is particularly

useful when a user wishes to check validity andfor revocation status of an entire
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When the status of one or nore digital certificates, such as revocation
status for exanple, is to be checked, each proxy systemclient nodule 113
and 111 preferably 5 extracts or otherw se obtains informatio[} éeﬁgr@&%i n
a service request to its respective proxy system service nodul

136. The status provider client nodules 130 and 134 then use the

i nformati oWG®BE8MWFI’he service request fromthe nobil ePEROARR4400, and

Corvicer b@ﬁeié%’rﬁfﬁciat%?t@ e e el FereB G VRO ETS R amiaan P07 0%y 1o
| C. ' f th

o oxy oy BAYRRLBTOH sFRreh o B Eigfiton Ronfe ah Riche BORRIE eI CTEN 1"

Fesponses {Jq‘EBéié f&ﬁé’kch Eﬂ?jitaﬁ F\éj’tifﬁﬁt@?ﬁ‘lﬁe éH&Tn‘?ﬁdEﬁé d2hk tPhe ¥h @€ horratbn and 124, or at

| east portions thereo reformatte necessary and returned to the

Proxy Syshridets! ﬁﬂﬁed@@?\'o@ﬁl@éﬁo@& onhidsiile ﬁeg@sm&éhb@sahewdme 100. One of

the responses nay be sel ected according to 15 any of.the schenes descri bed

above. sEagle poSISYdesEs OIS bbilin tsti@mOmfommatibd femdadyldumbey obstataslapt ed t o
col l ect request information and process response information for a

di ff erent infanmation pralidgrs al certificate status check protocol. However, the
i nformation collected by both proxy systemclient nodules 113 and 111 may
be conbined into &18i&ighdlochdiagram obowiralepa ewbile epmmimicpiondevies st em 128. Each
proxy system service nodule 132 and 136 then extracts information fromthe
servi ce r dhamebiledeyiea §08ds rreferably 3 Byawaycomawnieation deviehaving 218t at ed st at us
i nformati on provider 126 and 124 A ltjple-cljent | e, System such as
shown | n [piegand data CB@FPPIE%H%F?%@b““ﬁ@Fé f"°b\‘ﬁé’ﬁ‘."%? @ggpfq%%g/ﬁ@gthg o check
validity and/or .,revocation status of an entir - 2006 WO
03/ 079827 RREP ‘&A%%?W&‘Ped‘?’@i‘@&f °°c¥'é‘1“fﬁ’f¥s§9£lsé’“§'ﬁea’f'§9‘\ﬁ¥li PEeg T des gital
certific atoﬁ ﬁweffgr{cti%htg Bro§i¥jgt} tﬂﬁhé vﬂéb% H?\;Ide?tﬂe mobile device may be referred
to as a data messaging device, a two-way pager, a mobile telephone with data
messaging capabllities, a wireless Internet appliance, or a data communication
device (with or without telephony capabilities). As mentioned above, such devices
15 are referred to generally herein simply as mobile devices.
The moblle device 600 includes a transceiver 611, a microprocessor
638, a display 622, a Flash memory 624, a random access memory (RAM) 626,
auxiliary input/output (I/O) devices 628, a serial port 630, a keyboard 632, a speaker
634, a microphone 636, a short-range wireless communications sub-system 640, and
20 other device sub-systems 642, The transceiver 611 inciudes transmit and receive
antennas 616, 618, a receiver (Rx) 612, a transmitter (Tx) 614, one or more local
oscillators (LOs) 613, and a digital signal processor (DSP) 620. Within the Flash
memory 624, the mobile device 600 includes a piurality of software modules 624A-

624N that can be executed by the microprocessor 638 {(and/or the DSP 620),
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Is available fromdifferent status information providers. In known systens,
separate requests for each digital certificate in the chain nusit gngFsegug?
to the status information providers. In the systemof FIG 5 however, only
a single request need be sent from5 the nobile device 100 to obtain status
i nformati on fromany nunber of status information providers. FIG 6 is a
bl ock di ag™misnHTs6eE wi rel ess nobil e conmuni cati on devi eer/cac¥h@oarobi | e devi ce
600 is preferably a two-way comruni cati on device having at |east voice and
dat a commin¢leding axeice apaminisatiranodulefizd Asisialagotimuvnicationpodus62Br abl y has t he
10 capability to communi cate with other., conputer systens on the |nternet.
Dependi ng 2§ Riy@ity ¢f qther epaiafionalmeduingitadh fop gartying owrsiplurdityebothele, t he nobil e
device may, be referred to as a data nessagi ng device, a two-way pager, a
mobi | e tel BP8R% with data messaging capabilities, a wireless |nternet

i : d I, | devi i th .1 h | eph
LI o RGN o St e
I ' | ' l; : ' lL.ce 600 includ
Oene oL RER gl Sl AR5 s e, 20,0 °

a random a&e@@a%omag%m&.mlgg Pa voté’é‘l?t\bérﬁ‘,rs\’lcﬂ b /oggaglau%o#/ O devices

628, a serial port , a yboard 632, a spea crophone 636, a

shor t - r angfgitel deRlIRFSWARTENE MBRAILOSTrRHRIVb 8RR woRD Theuigt her devi ce
sub-systens 642. The transceiver 611 includes transmt and receive

ant ennas 6Gihd, dafalfbtworks € @épictrd it RE). 6 it the cOmmUuAIBAIGH tower 6107 Thedel4, one or nore
| ocal oscillators (LOs) 613, and a digital signal processor (DSP) 620.

W t hi n t hevolceasthdatapetopiks Hidylbe depearateciomimeinidationoetwohd usimpdepdiate a plural ity of
sof tware nodul es 624A- 624N that can be executed by the m croprocessor 638
(and/ o0 t HefraaBpeturg2gich as-@ge istaiorgEPetROBToNYIlie3810.7 96 IRy PEY/BA03/ 00404

integrated into a single wireless network. References to the network 619 should

therefore be interpreted as encompassing both a single voice and data network and
separate networks.

The communication subsystem 611 Is used to communicate with the

15 network 619. The DSP 620 is used to send and receive communication sighals to

and from the transmitier 614 and receiver 612, and may aiso exchange control

information with the transmitter 614 and receiver 612. If the voice and data

communications oceur at a single frequency, or closely-spaced set of frequencies,

then a single LO 613 may be used in conjunction with the transmitter 614 and

20 receiver 612. Altematively, if different frequencies are utilized for voice

communications versus data communications, then a plurality of LOs 613 can be

used to generate a plurality of frequencies corresponding to the network 619,

Although two antennas 616, 618 are depicted iﬁ FiG. 6, the mobile device 600 could

be used with a single antenna structure. Information, which includes both voice and
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I ncl udi ng a voi ce comuni cation nodul e 624A, a data conmmuni cati on nodul e
624B, and a plurality of other operational nodules 624N for carjr§iSkP Q086 a
plurality of other functions. The nobile device 600 is preferably a

t wo-way conmuni cati on device 5 having voice and data conmuni cation
capabilities. Thus, for exanple, the nobile device 600 may conmuni cate
over a voi ¥®mewedrk, such as any of the anal og or dp@u/cabowsl | ul ar

net wor ks, and may al so comruni cate over a data network. The voice and data
net wor ks aieta infeimatiers i comminiGatedtoland irdrethe communication maduleid via@19. These

voi ce and data networks may be separate comuni cati on networks using

separ at e 1Bk beiwveepsihe DEP Gr@andthe Miczoprasasssr 838t i ons, network control | ers,

etc., or they ma e-.integrated jnto a single wireless network. References
to the net vvo?/k 6>1/9P'%9n "88%?% f“b‘?@”%“q?%f' $Hbsysian 9%1’§H’F§oar?passi ng both a
si ngl e voi and. dat a _net wor nd separate n rks. The gcomruni cation
Suboyst om Tei AR baB Bribghd taleiP podc o R oS, b BratoaniiBen B0 The Dse 620
is used.to A ' ; ' J .S . omthe

transm ?t ecr0 'G%Ir?lJ n?@@@l 6&2;%5%:&3&%&%@4 @gﬂe@g h‘gertlj ég&%gﬁ r ol

| nformat i oy idipid Bchiedbuizh bbGhtefiddh 13BKbr&i8 G Néth Ateioad hardte vOi ce and
gle or ¢

data conmunications occur at a sin requency, osel y-spaced set of

frequenci afay indu¥8 8 cBmmuniGatBn bWBsfstem BRYdRRN&F8 dpdrite WRAINIMbRAN Wi th the
transmtter 614 and 20 receiver 612. Alternatively, if different

frequenci es DataFACtmdbiig Gata tORmUNIEation nEtROMRS! Bhd 8k GI3R/INYE foopsrathalt a
communi cations, then a plurality of LOs 613 can be used to generate a

plurality with dwyefacmadeéte sf eaicer espamitewg tedwdrke soet a0AMPSIEDMAAI t hough two
antennas 616,618 are depicted in FIG 6, the nobile device 600 could be
used wite h GPMAM@PSeetanweerers aynehile devics 600 intandediol une in BirbraMayhel udes bot h

voice and -32 1 9 SEP 2006
configured to operate with the GPRS data communication network and the GSM

voice communication network, Other types of data and volce networks, both
separate and integrated, may also be utilized with the mobile device 600.

Depending upon the type of network 619, the access requirements for

15 the mobile device 600 may also vary. For example, in the Mobitex and DataTAC

data networks, mobile devices are registered on the neiwork using a unigue

identification number associated with each device. In GPRS data networks, however,

network access is associated with a subscriber or user of the mobile device 600. A

GPRS device typically requires a subscriber identity module (*SIM"), which Is

20 required in order to operate the mobile device 600 on a GPRS network. Local or non-

network communication functions (if any) may Be operabie, without the SIM, but the

mobile device 600 will be unabie to carry out any functions involving communications

over the network 619, other than any legally required operations, such as ‘911’

emergency calling.



WO 03/ 079627 PCT/ CA03/ 00404 data information, is communicated to and from
the communi cation nodule 611 via a |ink between the DSP 620 and4t 0
m croprocessor 638. The detail ed design of the comrunication sublydgsg% %Ulﬁ
such as frequency band, conponent selection, power l|level, etc., will be
dependent upon the 5 communication network 619 in which the nobil e device
600 i s int 3HBA9 operate. For exanple, a nobile devPCECE8R0MINt ended to

te i Nort h ' . i ' ' b t
Oh1 desi gned to. op ey RSt fRlaton s e e BB BV o o Y O

I cat | K | 501 | | . f I et
of ol co oo (PR e REbIE pllob 800 M S AR REBR BomUii™ nos “erc. Y
wher eas a_aghiH, praautye RolBy bath G08 dnd Bhia Uifaib buBHBREYRAYRE _ con' I gur ed

to operate with the a comuni catl on networ e GSM voice

comuni cat Bighals edceledby fHelmteriy 886 from @ emMiication aswofkigrorars, both
separate and integrated, nmay also be utilized with the nobil e device 600.

Dependi Bg touted ¢ theretsiyee 61, whieh provilesddrSuchtoperatione assignabampliicatint s for 15 the
nobi | e device 600 may al so vary. For exanple, in the Mbitex and DataTAC
dat a net wofre@iengyotivinecattesrsion sfilterieg, rasginst eelecfiomnarichanakey teodigitalisi ng a uni que
identification nunmber associated with each device. In GPRS data networKks,
however, FRVAISIER ARaleatodligital casversionaf th redelved signalaliows mpscomplexiser of t he

nobi | e device 600, A GPAS device typically requires a subscriber identity
modul e (" SPRRTUNIGREN. finfUons,o siica, s rdé&ﬁg'i ferendylationy gndh slepading tonBe nobi | e devi ce

any) oy oESBELHRG e 1 B M R R SenE S RSB B B 600 w11 be
net vor K0g1 684X o Bithe Aftess P ORS bRt bRE ST By RIBRTR0] 2 * o11
emer gency pgpld28%ndlard b pedbd to the transmitter 614 for digital to analog
conversion, frequency up éonversion, filtering, amplification and transmission to the
communication network 619 via the antenna 618. Although a single transceiver 611
is shown in FIG. 6 for both voice and data communications, it is possible that the
15 mobile device 800 may include two distinct transceivers, a first transceiver for
transmitting and receiving voice signals, and a second transceiver for transmitting
and receiving data signals. Multiple transceiver may also be provided in a mobile
device adapted to operate within more than one communication network or muitiple
frequency bands.
20 In addition to processing the communication signals, the DSP 620 also
provides for receiver and transmitter control. For example, the gain levels applied to
communication signals in the receiver 612 and transmitter 614 may be adaptively
controlied through automatic gain control algorithms implemented in the DSP 620.

Other fransceiver control algorithms could also be implemented in the DSP 620 in



WO 03/ 079627 PCT/ CA03100404 After any required network registration or
activation procedures have been conpleted, the nobile device 60§ SEy 28pd
and recei ve conmuni cation signals, preferably including both voice and
data signals, over the network 619. Signals received by the antenna 616
fromthe communication network 619 are 5 routed to the receiver 612, which
provi des f 0@ 7operati ons as signal anplification, PCTEL§AEMY down
conversion, filtering, channel selection, and analog to digital

conver si orPrdeaifprevide morgisgphisiicatechiontsel of WA ramscpiMer Gldcei ved signal all ows nore
conmpl ex conmuni cation functions as digital dmgul ation and decodi ng

to be perforned UEWWQICPH@CWE@QQT%% heman ?ﬂ?‘“ﬁ‘ﬁ ® 0% Ynal s to be
encod ng, PaEten. Ah e, e, fhvicd RS IR 58S & mERPISFRPEED 1o the
transmitt %icrgg‘cf}lltrg)lperrs ?du%] ISe:tlrJ]sgﬁ ?IPI%nB\J Ql%rna(fi\%&f grsﬁ?genbsﬁ oY up conversion,

filtering, anp I'cation ahSih ssi on conmmruni cat'i on network 619

Vi at he, anjeiiafl i e o HlRglRedsbARBANEIe Sdnuricashiovn in FI G 6

for bot‘rh vol ce and data conmuni cat It 1's possi that the 15 nobile

devi ce 60Quigavns, malidistPatieder ddtasint B6ite doritnREONS dte peofddtirolighanscei ver for
transmtting and recelving voice signals, and a second transceiver for

transni t t itRgDSPBL0 inAKLiratisbdivet 8112 Oiet MithIevelohintuplcaticn’appiReminger may al so be
provided In a nobile device adapted to operate within nore than one

conmuni catsuch asei valkrek cammunidatiorp gplicdtior gaéem candoaidi. cadfindnicatahdi ti on to
processi ng the comruni cation signals, the DSP 620 al so provides for

recei ver apdlicaliom6ME awe somdtindhe Hash memorpl&24 fohexepation b s applied to
comuni cation signals in the receiver 612 and transmtter 614 may be
adapt i V@l ynicrepiecqssen @88. t Far Gxaipplan teoyaine eompunisaticmedie 8344drat hns

I npl emented in the DSP 620. . O her transceiver control algorithns could

al so be i rpﬁcpvmp'@a-lqvﬁ yges intetface; operable to gnsmit and receive voice calls

between the mobile device 600 and a plurality of other voice devices via the network
619. Similarly, the data communication module 624B may provide a high-level user
interface operable for sending and receiving data, such as e-mail messages, files,
15 organizer information, short text messages, etc., between the mobiie device 600 and
a plurality of other data devices via the network 619. On the mobile device 600, a
secure messaging software application, incorporating so'ftware modules
corresponding to the messaging system 60 and the proxy system client module 62 or
client modules 113 and 111, for example, may operate in conjunction with the data

20  communication module 6248 in order to implement the technigues described above.

The microprocessor 638 also interacts with other device subsystems,
such as the display 622, the Flash memory 624, the RAM 626, the auxiliary

input/output (I/0) subsystems 628, the serial port 630, the keyboard 632, the speaker -
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1 9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 order to provide nore

sophi sticated control of the transceiver 611. The m croprocessorL@Sng 2006
pref erably nmanages and controls the overall operation of the nobil € device
600. Many types of mcroprocessors or mcrocontrollers could be used here,
or, alternatively, a single DSP 620 could be 5 used to carry out the

functi ons ®O®@lawean cr opr ocessor 638. Low | evel comunipCaCAGA404 unct i ons,
including at | east data and voi ce comruni cations, are perforned through

t he DSP 62684 ihe mineophoraR3Scthe ghorigange canimuricationggubbystes) 649@mdami cat i on
applications, such as a voice conmunication application 624A, and a data
comuni cat 9fdhe OtHﬁrﬁqV@atSPbﬁYSfGQ'ﬁe%ﬁfélysfriﬁﬁiﬁ@@qf#ﬁg frar ¥ammle fsry 624 for
execution by the 1o m'croproges or 638. For exanple, the

comuni cat MeiesSatA-Y asoasecuiad by 19 gicropeocssser 638 andmay prryide a)(’%b'ngf ace operabl e
to t ' ' ' | il e .dev] 600 d
o e S A e R B TS I 200, 0 5

comruni gat | [ L.ahal ey lLWnt.erface operable
oo e o8 drfpnlial Boffiheft BolAc Sl e Yie B8 arpiEl" 208 OP
organi zer j ' 8- afdast nobi | e devi ce
608 and aﬁ'lg\‘tfli}?lEﬁql{a@BmeﬁE@ﬁ%c}e’dﬁﬁugﬁﬁ%é@?@?llvi a it?]%@g%tvmrﬁ'ﬂ%i& On the

mobi | e devigegyd B84, oBthe MRFIPhENCBBE SSikth MbriasdstarddeBighiiéd dehéhilly@eul | ncor porati ng
sof tware nodul es corresponding to the nessagi ng system 60 and the proxy

syst em cl | @ndindnng il RIGE.23 and 5, RdspeXivelyrodul es 113 and 111, for exanple, may
operate In conjunction with the data 20 comruni cati on nodul e 624B i n order
to i npl enent the t 8oinaiofttessubgystemsishowraind®i@. 6 p&tiarmncoomapicatbessor 638 al so
Interacts with other device subsystens, such as the display 622, the Flash
menor y 1824relataddunetionss wbereahether subsylamy may myided@sident” gnondpvieribsyst ems 628,
the serial port 630, the keyboard 632, the speaker -35
functions, Notably, some subsystems, such as the keyboard 632 and the display 622
are used for both communication-related functions, such as entering a text message
for transmission over a data communication network, and device-resident functions
such as a calculator or task list or other PDA type functions.
15 - Qperating system software used by the microprocessor 638 is
preferably stored in a non-volatile store such as Flash memory 624. In addition to the
operating system and communication modules 624A-N, the Flash memory 624 may
also include a file system for storing data. A storage area is also preferably provided
in the Flash memory 624 to store digital certificates, address book entries and
20 possibly other information required for messaging, shown as data stores 54, 56, and
58 in FIG. 3 or the data stores 104, 106, and 108 in FIG. 5. The operating system,
specific device applications or modules, or parts thereof, may be temporarily loaded
into a volatile store, such as RAM 626 for faster operation.. Moreover, received

communication signals may also be temporarily stored to BAM 626, before
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1 9 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 634, the m crophone 636, the
short-range conmmuni cati ons subsystem 640, and any of the other qegi §§P I\Fﬂﬂﬁ
subsystens generally designated as 642. For exanple, the nobdules 62

are executed by the m croprocessor 638 and nay provide a high- |evel
interface between a user and the nobile device 600. This interface

typical Ly Wanoetsates a graphical conmponent provided tkeTCgotbie di spl ay
622, and an input/output conponent provided through the auxiliary I/0O 628,
t he keybopeun@atly witiag thepdak tie spdem iocated héheﬁl@ﬁho‘pﬁmms%% Such interfaces
are designated generally as U 64 and 114 in FIGs. 3 and 5, respectively.
Sone of the subsysfeerempleanappligation rodup ??é“ftbﬁ*ma&(?ﬁfﬁ?ﬁ?%%ﬂ‘?@ﬁ 1o rel ated
functions, whereas other subs dent ! on-devi ce

funct  ons. ‘matle 48N 60561@9@3 @%%ﬂ%ﬂonmﬁ?aﬁg%@'ﬁﬁ@pw@?983F°d‘d@§2 and the

6
e or iy O o RiioHaES s sl SRRk Dbl ad B haRE THRNS . Poch @S
net wor ky %%% @%4& éf@éodﬁ{&ag ﬁ’r&) e aﬁ:e cﬁHﬁlrﬂm?aﬁtoﬁ n‘?o?lhl%lgﬁﬂ%r or task |ist

or other R ions tware used by the

ni crOprOcmgggg%ﬁ?ﬁesc%@r%&ra&ls ol iy, Y Ohftd @it o € such as

Fl ash nmenor dition to t operating system and conmuni cati on
modul es G%Anmmc&ttbﬁ n%da@bzmﬂphxne@% TRl confickiivRb UekEotRerfdatae system for
storing data. A storage area is also preferably provided in the Flash
menory 624rahemisdionse Aliefrativily, bt thel iotiaimality ad diecsicebmaimuniettiones and 20
possi bly other information required for nessagi ng, shown as data stores 54,
56, and Sfodule BhSan@thedats bendartictiat nodte Q3B may 06 integrededit8then FIG 5. The
operating system specific device applications or nodules, or parts

t her eoflq rFliMNMUlGerrpor arily loaded into a volatile store, such as RAM 626
for faster operatio Mor eover, received communication S|t%nal s may al so
be temporarily st o'lr'éﬁjF'@%‘ rEenp 66 Prierablyrovides a file system to facilita

storage of PIM data items on the device. The PIM application preferably includes the

ability to send and receive data items, either by itself, or in conjunction with the voice
and data communication modules 624A and 624B, via the wireless network 619. The
15  PIM data ltems are preferably seamlessly integrated, synchronized and updated, via
the wireless'network 619, with a corresponding set of data items stored or associated
with a host computer system, thereby creating a mirrored system for daia items
associated with a particular user,
Although shown as a Flash memory 624, those skilled in the art will
20 appreciate that other types of non-volatile store, such as a battery backed-up RAM,
for example, could be used in addition to or instead of the Flash memory 624,
The mobile device 600 may also be manually synchronized with a
computer system by placing the mobile device 600 in an interface cradle, which

couples the serial port 630 of the mobile device 600 to the serial pori of the computér
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-36 1 9 SEP 2006 WD 03/079627 PCT/ CA0O3/ 00404 permanently witing themto a
file systemlocated in the Flash memory 624. An exenplary appli catp (r%_—g 2008
nodul e 624N that nmay be | oaded onto the nobile device 600 is a pers I

i nformati on manager (PIM application providing PDA functionality, such as
cal endar events, appointnents, and task itens. This 5 nodul e 624N may al so
| nt eract wwdwpstnise27voi ce conmuni cati on nodul e 624A f or pcTiEAR4M) phone
calls, voice mails, etc., and may also Interact with the data

communi cat S)@F?”hnﬂl?ls@ﬂd.@nl?sﬁﬁﬁmammmﬁgd to-arablp ageeniwiset preferasses and ot her data
transm ssi-ons. Alternatively, all of the functionality of the voice

communi cat thascwg 7B Giernabgavise shepftwawe apalication indovnioad othar sppliratien 6248 may be

| nt t ed Pl M | The Fl ash 624 f bl y

or oy dos amPAYiEs @Qg'tf%rﬁw@atfoagap 559%35&%“0&38#53@ oBfiicplehPA LA s on t he

d The PI M bi | t d d
rg\élaf\?e da %{"qete RNI'@ﬁ% 'ﬂoa[‘}{)})raﬁ't aﬁﬂﬁﬁe&belﬁecg@ﬁ?qgﬁ&qn%@twjﬂﬁ%ytﬁessgi an and

dat a Cogwgﬁtfi%é QBvIEE> Wbl S géﬁ@e%&r@%&n dvfhg%ieg&aﬁérgﬁ!aﬁc tio twork 619. The

15 PIM tens areé prefer seam es roni zed and

updat ed, Vinﬁjrmgtl’bﬁv}gtﬁghﬁéésﬂ%ml’ak 619, W|th a correspondl ng set of data
I tens stored or associated wth a host conputer system thereby creating a

mrrored system foragdiérl b;ﬁﬂéﬁon ﬁ&&%‘@ﬁﬁ%éﬁﬂﬁe%a@edpéﬂtéthﬁ'fﬂo%ﬂe user. Al though
shown as a Flash nenory 62 hose skilled in the art wl 20 appreciate

t hat ot her dévigeesnocthronghn theoheddrk 61 ttroegh an! @lxiigy Eotsabéy@tém dmacked-up RAM
for exanple, could be used in addition to or instead of the Flash nenory

624. The nihlbugethdeeiiat porbido, thrayghaiessholbeangmeanarhunjcations subsystenzéqd, wi t h a
conput er system by placing the nobile device 600 in an interface cradle,
whi ch 10 orthrough any other suitable subsystem 642, and installed by a user in the Flash
memory 624 or RAM 628, Such flexibility in application installation increases the
functionality of the mobile device 600 and may provide enhanced on-device
functions, communication-related functions, or both. For example, secure
communication applications may enable electronic commerce functions and other
15 such financial transactions to be performed using the mobile device 600.
When the mobile device 600 is operating in a data communication
mode, a received signal, such as a text message or a web page download, is
processed by the transceiver 611 and provided to the microprocessor 638, which
preferably further processes the received signal for output to the display 622, or,
20 alternatively, to an auxiliary I/Q device 628. A digital certificate received by the
transceiver 611, in response to a request to a PKS or attached to a secure message,
for example, may be added to a digital certificate store in the Flash memory 624 if it

has not already been stored. Validity and/or revocation status of such a digital

certificate may also be checked as described above. A user of mobile device 600
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couples the serial port 630 of the nobile device 600 to the serial port of
the conmputer -37 19 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 systeﬁl gﬂﬁ’?
serial port 630 nmay al so be used to enable a user to set prefere C% 006
t hrough an external device or software application, to downl oad ot her
application nodules 624N for Installation, and possibly to | oad digital
certificat > BEA{%27a nobile device. This wired downl o&€T/g&M0ipay furt her be

used to | oad, o, & gweoaatmn&e Y 228 LSRN i i lefiflaliBes MOT e secure

nmet hod t han encr | orne réless network
619. Addi t Xid the nobil e
devi ce 600 @ﬂﬁ%%rgﬁl%{b e ne IBte’EE;ﬂéﬁt@% éﬁeﬁ}‘%é@ Iaﬁagll}xéﬁwgrﬁ?}?% % subsystem

628, thr oa@bhughh@harastyiad of%hfpiefbgﬂphinhﬁ@ﬁ!ﬁkbyb&@@ Btht as' & @RowhONILINI cat i ons
subsystem 640, to or ‘through any other suitable subsystem 642, and

i nstal | ed byoRAKISIRIe mdy didveherlsag.hUsdraipat i thedhobile dadibe B8His fpre flexibility
in application installation increases the functionality of the nobile

devi ce 600erduaxbetawithpa gpiurality ein hauiliesdl/@ rdediess 628, Whichc miap rwlude a

comuni cation-related functions, or both. For exanple, secure

comuni cat thombvtepl inpud deviess a trwghped abvasiety|ob switcbes, @ reakanipput ewiichnct i ons and
other is such financial transactions to be performed using the nobile

devi ce 600etc.vrersompesadsiala itemg dnputly tiesouser mayihep e trangmitied vl communi cati on
node, a received si such as a text nessage or a web page downl oad, is

processed W"M&am"gwy@é‘f%rv'aéﬁa"%maewém -ded to the ni croprocessor 638,
which preferably nal output to the

di spl ay 622, or, 2%(‘%%@?“3@%@% S0ge ppragin gg{?'gé I R
0 o ALY T Bl PEERSE i  B
added t0 agh rﬂb&e%xc‘éﬁrtﬁdt ch&i?éo%igﬁ&:@ b pkéfbréﬁhﬁo&dﬁtﬁtﬂwe%ﬁéﬁk[am@% Ifoit _
voice signals for transmission are generated by a microphone 636. in addition, the
securs messaging techniques described above might not necessarily be applied to
voice communications. Altemative voice or audio /O subsystems, such as a voice
16  message recording subsystem, may also be implemented on the mobile device 600.
Although voice or audio signal output is preferably accomplished primarily through
the speaker 634, the display 622 may also be used to provide an indication of the
identity of a calling party, the duration of a voice call, or other voice call related
information. For example, the microprocessor 638, in conjunction with the voice
20 communication module 624A and the operating system software, may detect the
caller identification information of an incoming voice call and display it on the display
622,

The short-range communications subsystem 640 may include an

infrared device and associated circuits and components, or a short-range wirgless
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has not already been stored. Validity and/or revocation stat us of such a
digital certificate may al so be checked as described above. lijii Eg 06
nobi | e device 600 -38 19 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 >§ Ig%
conpose data Itens, such as e-mail nessages, using the keyboard 632, which
Is preferably a conpl ete al phanuneric keyboard laid out In the QAERTY
style, al HoB§Psst her styles of ,conpl ete al phanuneri @CREYOMOHS such as

the known DVORAK style may al so be used. User input to the nobile device
600 i s f ur EenmPUNicatiom BRdde) syGht as %BBFWP@I | pdige 063%393 4t podule tejevi ces 628,

whi ch may | ncl ug)z t hunbwheel | &ut devi ce, a touchpad, a variety of
swit ches, BoYigR P°W‘WB§'J?at‘§WF'?:ﬁm"ar tepabled ystemis AR SBVIeest a Thosks i nput by the

user Y. gy t%&ﬁsﬁéépﬁ%m Ew%‘éélwee%o‘%reow 662, "°r§fte“f# o oice

[ d 600
subst ant | aFegetiBnd 3Fétau P et BEEANGP B E oy dFelBlINSR L1 el s ar o
pref erapl yre;h‘ct]ﬁ%fdtwn%%sé ﬁ%@o%%ne g hml 1 aﬁ"d'e}égé B@Nss ﬂﬂt\ﬁa or transm ssion

are gener at m C t1on, secur e ITESS&gI ng

techni ques descrl b%lﬁb@&@fé&%thﬂ%e é‘lﬁﬁ:@%’é%ﬁ%’loﬁ raﬁteéﬁpéré@ﬁed 0 voice
communi cations. Alternative voice or audio I/O subsystens, such as a voice

15 nmessageernissimahtsigy vl bBexainpidlonii i nidng 6thbevatifiohe sRdx@dpiosmbyne nobi | e
device 600. Although voice or audio signal output is preferably

acconpl i shesuptoi thesei dkifed inrtbaigit. Fohexaspisa lithoudtB digitd! loertifibatepdtatys 622 may al so
be used to provide an indication of the identity of a calling party, the
dur ati on o¢hegkingaaserdingtd gspents of thecystemiand medhiot aresleatribed prinmfrityimat i on.  For
exanpl e, the m croprocessor 638, In conjunction with the voice 20
conmuni'@ at ihe fored al awisesamabile CPWQUG%HOBQPW{? the syséam ansateadare may detect the

caller identification information of an incomng voice call and display it
on the di S%;qj@pplicabie to messaging clients operating on other platforms, including those

operating on desktop and laptop computer systems, networked computer
workstations and other types of messaging clients for which digital certificate checks
involving remote systems may be desired.

15 The above description also relates primarily to OCSP, aithough other
protocols may similar be optimiz;ad through an intermediate proxy system which
operates in conjunction with both remote systems and proxy system client moduies.
Such other protocols are not limited to digital certificate status check protocols. A
proxy system and proxy system client modules may be configurad to provide other

20  services than digital certificqte status check setvices.

FIG. 7 is a block diagram illustrating a multiple messaging scheme
utilizing an intermediate computer system. As shown in FIG. 7, the proxy system
may in general be an intermediate computer system 700 disposed between the

mobile device 702 and status information providers (704, 706, 708). The
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622. The short-range comruni cati ons subsystem 640 may include an Infrared
devi ce and associated circuits and conponents, or a short-range wreless
-39 1 9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 communi cation nodll% SERcHilas
a Bl uet oot hTM nodul e or an 802. 11 nodule to provide for comunication with
simlarly-enabl ed systens and devices. Those skilled in the art wll

appr eci at e Wh&#H0796H] uet oot h" and "802. 11" refer to set BCHEAHPELi fi cati ons,
available fromthe Institute of Electrical and El ectronics Engineers, 5

rel ating tiBtegnedistecampytar systam 709 eachangasdetavthdheomatile devicg 702 ads | :
respecti velé. I%ﬂwi |1 be appreciated that the above descri p} lon relates to
pref erred StaHBBIPARHCDLrQYIARERL7Qs 700 20/ Vie nehyopk coprecliensy/18tHeér "ar i ati ons and
exanpl es may.. occur. to those. skill in the art. For e | e, al t hough

o bar certbief 38 dhtel CommiR g e detbel pattpites SERE BT ( ne. oystom and
met hod are ' ' | ' ntext of a w ss nobile
conmmuni cat Regﬁﬁﬁé‘{‘}?)g%“% E #He gggﬁgtg%g%%e%u%%ﬁ%@% rglgg C%trglbanglﬁéq%}ngabl eto

Tessagi B9 ol ents SRENAAERoRbISY slcht 10 ke 4 BBlUdidhalfOSe operating

on desktop and | aptop conputer syste net worked conputer workstations

and ot her Anpk@s dth siTMFEALINE dkbrrfSwHicl staMll isornsHitigh prddiderLarbid | cat e checks
I nvol ving renpte systens may be desired. 15 The above description al so

rel ates prieoavd 4 serlice OGRBL Abdrieetuset SRE a sEHBLIRGRaSorTRvidr 0 | ar be
optim zed through an internedi ate proxy systemwhich operates in

conj unct i oprovidie the letetins infompatiens Vst elata strudtupe TROymay bé populdtadewith nodul es. Such
other protocols are not limted to digital certificate status check
pr ot ocol s.pravidgsinforpationgias was samt iy themolgipcievos T2 dhere aedudng sthey be
configured to provide other 20 services than digital certificate status
check d4&r \waysfrpopulating the data structure 720 with provider information. For example, a
mapping table may be stored in the data structure 720 which maintains a
correspondence between digital cerfificate issuers and serial numbers and/or subject
names. In this example, the intermediate computer system 700 may fon'nat_ requests
for the status information providers based on only a serial number or subject name
15 sent from the mobile device 702.
A service message handler 730 is used by the intermediate computer
system 700 to generate multiple service requests 732 based upon a request received
from the mobile device 702. Each of t'_he generated service requests corresponds to
a status information provider and asks for status information from a provider. At
20 least one of the responses from the status information providers (704, 706, 708) is
used in reply to the mobile device's request for status information.
Stilf further examples of the wide scope of the systems and methods

disclosad herein are illustrated in FIGs. 8-10. FlGs, 8-10 describe additional uses of

the systems and methods within different exemplary communication systems,
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FIG 7 is a block diagramillustrating a multiple nmessagi ng schene
utilizing an internmedi ate conputer system As shown in FIG 7, the proxy
system may in general be an intermediate conputer system 700 di $ppsge 2006
between the nobile device 702 and status information providers (704, 706,
708). The -40 1 9 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 internedi ate
conput er sYI®8BM7%T0 exchanges data with the nobil e deb{Teaid@d®e4and status
i nformation providers (704, 706, 708) via network connections 710, 712. In
addition to data cdi@afis ableskskagram showingecemmunication sysiepuindiiG.dyst em 700 nmay
perform proxy server functions, such as security, adm nistrative control,
and cachi n§ieress $hwn; a¢aEnie pystem 87 WYAN 8R4, soraprateBANLPOE ehindsa at us

i nf or mati on Pr?vi dlf da.tzi\ structure 720 .in determ_ni ng which status

| nf or mat i ofePFEYieya éoSaY”’Ef’ g8 Infragipulu(p 1, wirgleds networks §lr i 814282 vi ce request

Kk .1 0f | 1 d L d h | nf lon. Th
Gata ot rucrple FYEETRD 8 ofb theclnrale LY Blo bGhinsa Fo@eiiarhn (hat was
sent. by ot Nepral bes ettty Lifom dHEL BBl B hoRlfh i NS O _POPUI ati ng

the data structure provi der rntormation or exanp mappi ng

table may BPmaiBicadbibNa bositomptlol HisloH S22'ilintfdl GrilRlctcAlff 2

correspondence between digital certificate isslUers a

and/ or  subjipgitly to BaBBRe deide bithas ﬂﬁ@@ﬁfl@sic&['&&"zﬂe&bﬁ BOPE hahRris@BPUL eF system
700 may format requests for the status information providers based on only

a serial noorinectord26 Emntjaarole VRN rolifer 8320 Opbrafdh df e sp@érh inFiGeis ce 702, A
servi ce nessage handier 730 Is used by the internedi ate conputer system
700 t o gendestimdbelow witheefarenad to ¢thermepsages 833,334 bhacsgdb. upon a request recei ved
fromthe nobile device 702. Each of the generated service requests
correspi@nds to a Jhacemputersyaternd2is fopexariptbea lapiop) desidap of paimtep at us

information froma provider. At
computer system configured for connection to the WAN 804. Such a computer

system may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer
system 802 may be a network-connected computer system that, like the computer
system 822 for example, accesses the WAN 804 through a LAN or other network.-
15  Many modermn mobile devices are enabled for connection to a WAN through various
infrastructure and gateway arrangements, so that the computer system 802 may also

be a moblle device.
| The corporate LAN 806 Is an ilflustrative example of a central, server-
based messaging system that has been enabled for wireless communications. The
20 corporate LAN 806 may be referred to as a *host system”, in that it hosts both a data
store 817 with mailboxes 819 for messages, as well as possibly further data stores
(not shown) for other data items, that may be sent to or received from mobile devices
816 and 818, and the wirsless connector system 828, the wireless VPN router 832,

or possibly other components enabling communications between the corporate LAN
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20 | east one of the responses fromthe status Information providers (704,
706, 708) is wused in reply to the nobile device's request for status
information. Still further exanples of the w de scope of the systefr§EmM@006
nmet hods disclosed herein are illustrated in FIGs. 8-10. FIGs. 8-10
describe additional uses of the systens and nethods within different
exenpl ary OM#I6¥ati on systens. -41 1 9 SEP 2006 WOPOBLARBYGRY

Fro 6, oA and e grole g s B TR IO, 68 por ac b Lan 806
networ ke a15 S ot PEAFompdEt e i CorTR Soqo Bt R SN Syt DL 21 CT
806 i ncl udesnmactBRSRAS cperakiRf The &#tbrat LKNP@i?&%gfe‘PéPnﬁaélﬁﬁﬁ\%dirﬁ tem 828, a

data store 817 including at lTeast a plurality boxes 819, a desktop

conput er sys4 ket S¢steriay which the HOSIBYSLMAE b @Brvérl Olputel URBRG WithiPa @ nobi | e
devi ce such as through physical connection 824 to an interface or

connect ér 8@poraanibtworinendirbarsent GPalUbehindSRd . préfitsdaby anedst ohle systemin
FIG 8 is described belowwith reference to the nessages 833, 834 and 836.
10 The conpraudly comeuaicatisGirewsll 806 r Othrepossible centlabipisbgystenieficludg or  pal nt op
conputer system confi%ured_for connection to the WAN 804. Such a conputer
syst em may/&ofifEcand ethemeenjpapgaidengramaihsysmsor Algpgh Metdeskap i vel y, t he
conput er g‘%ﬁtem 802 may be a network-connected conputer szstemthat, i ke
the conput &MPulsysysiem iddand interiggelenanector §26 magkadooaied oytaine sohhaestr ough a LAN or
ot her networte. 15.I\{an noder n.. nobi l[?(,ﬁ devi ces are enabled for connection to
a WAN t hr otgF" Par"8Ee commupizaton ppe(alignsmay e simiantodhose fesstibd s, so that the
conmput '315. syt[%‘gm 802 may also be a nobile device. The corporate LAN 806 is
an lllustrative exanple of a central, server-

The corporate LAN 806 implements the wireless connector system 828
as an associated wirgless communications enabling component, which will normally
be a software program, a software application, or a software component built tp work
with at least one message server 820. The wireless connector system 828 is used to

15 send user-selected information to, and to receive information from, one or more
mobile devices 816 and 818, via one or more wireless networks 812 and 814. The
wireless connector system 828 may be a separate component of a messaging
system, as shown in FIG. 8, or may instead be partially of entirely incorporated into
other communication system components. For example, the message server 820

20 may incorporate a software program, application, or component implementing the
wireless connector system 828, portions thereof, or some or all of its functionality.

The message setver 820, running on a computer behind the firewall -
808, acts as the main interface for the corporation to exchange messages, including

for example electronic matl, calendaring data, voice mail, electronic documents, and
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based nessagi ng systemthat has been enabled for w rel ess conmunicati ons.
The 20 corporate LAN 806 nay be referred to as a "host systeni, In that It
hosts both a data store 817 with nmil boxes 819 for nessages, as welSl SBR 2006
possi bly further data stores (not shown) for other data Itens, that may be
sent to or received fromnobile devices 816 and 818, and the wrel ess
connect or NGPEMAEH28, the wirel ess VPN router 832, oPCHOAWIEIY ot her
conmponent s enabl i n? conmmuni cati ons between the corporate LAN -42 1 9 SEP
2006 WO ogther ¥ satapwith/a N B0 such as0e lemnesnEhegrartipwaintewiadiate devi ces 816
and 818. In nore general terns, a host systemls one or nore conputers at,

with, or i APAEICBRIGPBRVIAH I dRPRTEANtAPOR thepresitc hrRanimessagr delyedt em i s

Syt om ¢ Ao RS ki e dheS SRR AEAPTHRRARHR i hin a 5
' e | L.nd b |

one.secur 1y ERhoRRI ARG LARBEN fadieteits BRELBORB BEH Y ol host

SYSt ens si NGdyIAE mdsfge ﬁﬁﬁn%‘%ﬂd %J@ﬁfngiﬁfggigﬁgnsg&wéaﬂﬁ%s 8 affRldic Syst ens.

Al t hough the desktop conputer syst I ntertace/connector 826 may
be | ocat edghatasb AeoradC for ARE ikeS YalbridEms, 16 G585 fask AL Bafi! bt oper ations
may be similar to those described 10 below. The corporate LAN 806

I mpl enent sddécometitation &Sdescipanabdver System 828 as an associ ated wirel ess
comuni cati ons enabling conponent, which will nornmally be a software
program a softwar deagagei semtorsoBychoas $26 afdrmally emaiataipoa eiralipuiof t t o wor k
with at | east one nessage server 820. The wirel ess connector system 828 is
used to 15meiaresuiiOrin oue ormerd datafsboresmsuchrastdd7 ferredch user bavdiigyan i nf or mat i on
from one or nore nobile devices 816 and 818, via one or nore wreless

net wor K8 839804 an the serverh ghe dgta slare 81 lnclyriee meihoxes B3P ione apwenél) be a separate

conponent of a messagilug , .
of user accounts. ssages received by the message server 820 that identify a

user, a useraccount, a mailbox, or possibly another address associated with a user,
account or mailbox 819, as a message recipient is typically stored in the
corresponding mailbox 819. If a message is addressed to multiple recipients or a
15 distribution list, then copies of the same message may be stored to more than one
mailbox 819. Alternatively, the message server 820 may storel a single copy of such
a message in a data store accessible to all of the users having an account on the .
message server 820, and store & pointer or other identifier in each recipient's
mailbox 819. In typical messaging systems, each user then accesses his or her
20  mailbox 819 and its contents using a messaging client such as Microsoft Outlook or
Lotus Notes, which normally operates on a PC, such as the deskiop computer
system 822, connected in the LAN 806. Although only one desktop computer
system 822 Is shown in FIG. 8, those skilled in the art will appreciate that a LAN

typically contains many desktop, notebook, and laptop computer systems. Each
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system as shown in FIG 8, or may Instead be partially or entirely

| ncorporated Into other comuni cation system conponents. For exanple, the
message server 820 20 may incorporate a software program applicatii QrggponRjs
conponent inplenenting the wreless connector system 828, portions

t hereof, or sonme or all of Its functionality. The nessage server 820,

runni ng on WP B@MsHt er behind the firewall 808, acts asSCEA&3MMH i nterface

for the corporation to exchange nmessages, including for exanple electronic
mai |, cal eW&%‘-‘raH'H%"lﬁﬁttrﬁ[mﬂ}%?@ésﬁ?ﬁ?F“,a“'@x@é?ﬁh&qgréthﬂﬁéﬁﬁwef%% -43 1 9 SEP

2006 WD 03/079627 PCT/ CA03/ 00404 other PIMdata with a WAN 804, such as
the I ntern@ hP“éH%sm%YP%WP&m?Sﬁ%%'?@WMe"@ﬂ%‘?ﬁ”&?‘ia&%sE&’ﬁ'&e uters are

networ ke i8R 7 8 § R8sk sfo 488 uRioRE BF sl colBibr oPBHER. Mot been
shown in FisaBes nldlf Isfo%@%lg RBHek Fr¥me Ja‘hest&gﬁ@ggi%ﬁlrd;éﬁrsto@g& may extend 5

beyond nessage sendi ng and recelving, providirn u eatures as dynam c

dat abasg stheiiaseopcBmptat §stemlg@ocal endars, to-do lists, task lists, e-mail,
and docunentation, as described above. Message servers such as 820

nornal |y maintain gipinhalcbibdra®f LANTBOE, B Riteldtt SohiboR 8ystim 828 € data stores
such as 817 for each user having an 10 account on the server. The data

store 817 opetdtexinsconjandtibnwdts til Mefsage aememndsdr THenwijeledt corrttoaccount s.
Messages received by the nessage server 820 that identify a wuser, a user
account, asystem 6 may mesidendhdsameaomphter sysicuiras S rogssags satvetB2®i t h a user,
account or nmilbox 819, as a nessage recipient is typically stored in the
cor r espondPnipayrdistage oeg implementes e s differentscamiyies syslemt oSeftward pl e reci pi ents
or a 15 distribution list, then copies of the sane nessage may be stored to
mor e t H&n BIREMeRENg the wirgass compactar siptqny 828 may algo Re Bartiafk os@tiRly “ 820 may store
a single cg f h
9 m%%ra?ed w?lH ﬁwe message server 820. The wireless connector system 828 and the
message server 820 are preferably designed to cooperate and interact to allow the
pushing of information to the mobile devices 816, 818. [n such an installation, the
wireless connector system 828 is preferably configured to send information that is
15  stored in one or more data stores associated with the corporate LAN 806 to one or
more of the mobile devices 8186, 818, through the corporate firewall 808 and via the
WAN 804 and one of the wireless networks 812, 814. For example, a user that has
an account and associated mailbox 819 in the data store 817 may also have a
mobile device, such as 816. As described above, messages received by the
20 message server 820 that identify a user, account, or mailbox 819 are stored to a
corresponding mailbox 812 by the message server 820. If a user has a mobile
device, such as 816, messages received by the message server 820 and stored to
the user's mailbox 819 are preferably detected by the wireless connector system 828

and sent to the user's mobile device 816. This type of functionality represents a
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a message In a data store accessible to all of the users having an account
on the . nessage server 820, and store a pointer or other ident,fi i
each recipient's nmailbox 819. In typical nmessaging systens, each u§é>i? m%n
accesses his or her 20 mail box 819 and its contents using a nessagi ng
client such as Mcrosoft Qutlook or Lotus Notes, which normally operates
on a PC, sitho3f#62The desktop conputer system 822, coRABEABHMPH the LAN
806. Although only one desktop conputer system 822 is shown In FIG 8,

t hose ski | B impseage sandingtachnigysor &ee wirelogsheannectorgystemGe8ca® y cont ai ns

many desktgg), ot ebook, and | apt OR, conputer systens. Each -44. 1 9 SEP
2006 WO OBt yeCRultisgiTyaye 4o W ‘ﬁ%@%&"’gﬁ‘q{@d'BPi"@t‘WW%?ﬁ’ﬁP?‘}’maccesses a

i I box 819 through . 82 | though i ,
messagi ng ETPBRAeRP ER:ERisRR R0 d Bhtetorabendmiaioa Mgt VS 517 and o

i | box 8 ; desk t tem 822. Me
may ol o B B pykea itk el SRS RR G O %Y Seal data store on 5
the desktop comput g‘ge ﬁ%%&%i%?e%s cWrFe&bPSéd"fﬁer‘é%Qﬁ??eTs% rlwé“ééja@&bﬁ the wrel ess

connector system 8 erates 1 n conjunction t he nessage server 820.

The Wi rel egStefQRRAHgY meSF RFePERD 1BY extbivded 8o Hat 2R uSGIBRTPUL €7 Syst em
as the nessage server 820,  or nmay instead be inplenented on a different

conput er syRiced16.5ef8 Nay &ocdst ongibredwitesdi@s loh theinb&hags Serdérg2ect or syst em 828
may al so be partially or entirely integrated with the nessage server 820.

The wi r el eslthogginthe eystemssyralineathddd destribed eeein arsmiipstristed saely 820 ar e
preferably designed to cooperate and interact to allow the pushing of

i nf or mat i apush-basdddechniolié, @ mine etallod e ripRnf puah-begecthmessagingsmay | at i on, the
W rel ess connect or sas‘t em 828 is preferably configured to send information
t hat i 40 150ssfounrdip thenUnjled Satestatent gad incarperpied by seferenqet agvesi TS t he corporate

LAN 806 to one or . . . .
: push technique uses a wireless friendly encoding, compression and encryption

technique to deliver all information to a mobile device, thus effectively extending the
company firewall 808 to include the mobile devices 816 and 818.

As shown in FIG. 8, there are several paths for exchanging information

15 with a mobile device 816, 818 from the corporate LAN 806. One possible

information transfer path is through the physical connection 824 such as a serial port,

using an interface or connector 826. This path is useful for example for bulk

information updates often performed at initialization of a mobile device 816, 818 or

periodically when a user of a mobile device 816, 818 is working at a compdter

20 system in the LAN 806, such as the computer system 822, For example, as

described above, PIM data is commonly exchanged over a such a connection as a

serial port connected to a cradie in or upon which a mobile device 816, 818 may he

placed. Thé physical connection 824 may also be used to transfer other information

from & desktop computer system 822 to a mobile device 816, 818, including private
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nore of the nobile devices 816, 818, through the corporate firewall 808 and
via the WAN 804 and one of the wirel ess networks 812, 814. For ex | e,
user that has an account and associated mail box 819 in the dataisggﬁﬁjémai
may al so have a nobile device, such as 816. As descri bed above, nessages
recei ved by the 20 nessage server 820 that identify a user, account, or

mai | box 819YQP¥™¥ored to a correspondi ng nai | box 818CHYABHMMressage
server 820. nobi | e | devi ce, sucgwgi 816, nessages received

| h . .
by the rres%eﬁﬁ’f@y E@’gi‘g’;“’aé;geygpn&“ 5 rREaLE GnCryRiion 95 AENBXe¥$19 ar e
f bly d th irel t 2 d t toth
ser o o, P W weSigh BT SRRRLARE | osrdfors e, w88 2 145 1o
SEP 2006 :MQnQa%PZ&ﬁ%Zd@%@%@&%}%%ﬁ(ﬁa@“h nmessage sendi ng techni que. The

Wi rel ess connector syst stead enploy a "pull"™ technique, in

shich Tt ems Stor edphgPbldheite B4fa 416 AR binedioRBBl Ly dRYi co 816 or 818

responsive to a request oOr a Ss operation nmade using e nobil e devi ce,

or sones cmas‘ﬁhéwrbﬂmeﬂécetsgssno_wgsbé&rgu@mcpéom@ﬂew&emz@anWOBﬂeess connect or
828 thereby enables a nmessaging systemincluding a nessage server 820 to

be ext endaidvise 81hat8168as havsatiéast gielddnety fotactassin@dibencBdRd BAgoraccess to
stored nessages of the nessage server 820. Although the systens and

met hods designed mail Tremeérs daskioprompaertsystem@a?2 sl nedbife desica816pu8ts- based

techni que, a nore detailed description of push-based nessagi ng nay 10 be
found i n tdan alsaiheealy shase riyalieysso tahelthenibe hesh systesBA2\pr themebiince above. This
push technique uses a wireless friendly encodi ng, conpressi on and

encrypt i orfleviceB1ffr §igcangragesssperre mpssagefasdrpssqddnthe gsas MBIk devi ce, t hus

effectively extending the co ny firewall 808 to. include the nobile
Govi oedd o AoGG B Tessatessuar 1o Enesrasior of AR srriioals MG st o f or

exchangin %v!arn sfugrg ggﬁyfls% connection is desirable in that they represent a large amount of

the data that is required for S/MIME, PGP and other public key security methods. A
user's own digital certificate, a chain of digital certificates used to vérify the user's
digitai certificate, and a CRL, as well as digital certificates, digital certificate chains
15 and CRLs for other users, may be loaded onto a mobile device 816, 818 from the
user’s desktop computer system 822. This loading of other user’s digital certificates
and CRLs onto a mobile device 816, 818 allows a mobile device user to select other
entities or users with whom they might be exchanging secure messages, and to pre-
load the bulky Information onto the mobile device through a physical connection
20 instead of over the air, thus saving time and wireless bandwidth when a secure
message is received from or to be sent to such other users, or when the status of a
digital certificate is to be determined based on one or more CRLs. CRL-based status
checks can also be avoided where the systems and methods described herein are

employed.
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15 with a nobile device 816, 818 fromthe corporate LAN 806. One possible

I nformation transfer path is through the physical connection 824 such as a
serial port, wusing an interface or connector 826. This path is uk & SEP £ 40
exanple for bulk information updates often perforned at initialization of
a nobile device 816, 818 or periodically when a user of a nobile device
816, 818 | VOWMOR¥IHg at a conputer 20 systemin the LARCBOS3esch as t he
conput er system 822. For exanple, as described above, PIMdata is conmonly
exchanged over a su@Hnawe Ssmelrenizationistype Welessamepssgingcysiamet@d to a cradl e

I n or upon | C bi |l e device 816, 818 may be placed. The physi cal
connect i on pgg aﬂﬁ@" gg% §'spbagaaiged do transis rapssagescliom malboras 83%  from a

deskt t t 822 t bi | ' 16, 818, incl udi I vat
Se2K198 OBl 53 A8 b e S SR o 1 0 O
Kk " ich [ ' digital. si tur, | at ed
o) U BT e ERABHEL o iR i o

0 T O8RS D BB e B Y, oo ons

al | ows a UsmbiSsstRMeHRB1S ARPETL ARG %, ko Fivbfe g@g?r(ﬂ?}% 816 or 818 to

: i :
share at least one identity for accessing all encrypte or signed

mai | . The YPRITbRer@es HitapilBRPE AetwolkE08OrSAdmandy P hadiRnaeyiige 816 or 818
can al so thereby share private keys so that either the host system 822 or

t he nobi | ecorhestion & Blfess infradtRictuens 10rthat pREIdSEAVINRITATRIS 8aLS nislelr essed to the
user's mailbox or 1o account on the nmessage server 820. The transfer of
di gi tal cewirplessaginots such a8rRI14. TheWirelsasoMMPNxowenask pmlidesioreedtioon i s desirabl e
in that they represent a |arge amount of the data that Is required for
S/'M ME, 10pGR &)W eenfastiop @ity ﬂwwhgé@emfiqwrem naddierk 812 tosswireless own di gi t al
certificatg .a chai,n of di Pi tal certificates used to verify the user's
evice 816. Such a Wireless VPN router 832 may be used in conjunction with a
static addressing scheme. For example, if the wireless network 812 is an IP-based
wireless network, then IPV6 would provide enough IP addresses to dedicate an IP
address to every mobile device 816 configured to operate within the network 812 and
15  thus make it possible to push information to a mobile device 816 at any time. A
primary advantage of using a wireless VPN router 832 is that it could be an off-the-
sheif VPN component which would not require wireless infrastructure 810. A VPN
connection may use a TCP/IP or UDP/IP connection to deliver messages directly to
and from a mobile device 816.
20 If a wireless VPN router 832 is not available, then alink to 2 WAN 804,
normally the Internet, is a commonly used connection mechanism that may be
employed by the wireless connector system 828. To handle the addressing of the
mobile device 816 and any other required interface functions, wireless infrastructure

810 is preferably used. The wireless infrastructure 810 may also determine a most

-48 -



digital certificate, and a CRL, as well|l as digital certificates, digital
certificate chains 15 and CRLs for other users, may be | oaded ont oQa%?bznbge
device 816, 818 fromthe wuser's desktop conputer system 822. Thi's™|0adi

of other user's digital certificates and CRLs onto a nobile device 816,
818 allows a nobile device user to select other entities or users with
whom t hey MYRO7BE exchangi ng secure nessages, and t oPEFEAoaH t he bul ky

| or a1 ol idsR B P AR Sl 4RI B0 Blere SRUSEH T 07 20 1 nst ead

of over the us savin n a secure

MBsSage | SHERER UaMios AMnBfuolk®. DR, iftss bl buBh MR B 1dSHSera0" When the

status of a digital certi cate is to be erm ne ased oh one or nore

CRLs. CRL- hesggessdra hbtallycdefiaisd 16 aRd %rﬁﬁlobﬂ% RViedARIRP R SHsidsloRs Syst ems and
met hods descri bed herein are enployed. .47. 1 9 SEP 2006 WD 03/079627

PCT/ CA03/ OBet@der bask siations * sq/memfmmmrces)n" type wirel ess messagi ng systens,
a physical path has al so been used to transfer nessages from mail boxes 819
associ abed with a repgaieofonnestior820 wiraessoisiwoeksdd2 iané 818héy bend 818. Anot her
met hod for data exchange with the nobile devices 816 and 5 818 is

over - t he- apvided, insluding. tierexanple) I8BY, Frama Selap or BlyenpectigaBusingdhaisi ng t he

wi rel ess networks 812 and 814. As shown in FIG 8, this could involve a

W rel ess W rE)'H‘P@CP' ugpgizhroyghoulthe Intemet The winlessRatvRTkx8 18awd 8t |

alternati v %ﬁ‘f@ i.tional WAN connection to wireless i nfrastructure 810
that provi 8‘?1'9? $ingtuniqug ape unrgjated| petworks, ot tRPYLONIDRANGISPREe such as 814.

e e R A B B o SR e S P B B
TR A e R T

networks, and dual-mode networks that can support both voice and data

communications over the same or similar infrastructure, such as any of those

described above.

In some implementations, more than .one over-the-air information

15 exchange mechanism may be provided in the corporate LAN 806. In FIG. 8 for

example, the mobile devices 816 and_ 818 associated with users having mailboxes

819 associated with user accounts on the message server 820 are configured to

operate on different wireless networks 812 and 814. If the wireless neiwork 812

supports IPv6 addressing, then the wireless VPN router 832 may be used by the

20 wireless connector system 828 to exchange data with any mobile device 816

operating within the wireless network 812, The wireless network 814 may be a

difierent type of wireless network, however, such as the Mobitex network, in which

’ case information is instead exchanged with the moblle device 818 operating within

the wireless network 814 via a connection to the WAN 804 and the wireless
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wi rel ess network, then 1 PV6 woul d provi de enough | P addresses to dedicate
an |P address to every nobile device 816 configured to operate wh QhSEPtmﬁﬁ
network 812 and 15 thus nake it possible to push information to a nobile
device 816 at any time. A primary advantage of using a wireless VPN router
832 is that it could be an off-the- shelf VPN conponent which woul d not
requi re w ré@®939%6iinfrastructure 810. A VPN connecti oRCHE}03@8@4 a TCP/ | P or
UDP/ 1 P connection to deliver nessages directly to and froma nobile device
816. 20 |f infastiupteredds. VPN router 832 is not available, then a link to a WAN
804, normally the Internet, is a comonly used connection nechani smthat
may be enpl oyed byPeretionpt bp systers dmhle Bokill 59w befeszibed yindhathdl e t he
addressing of the nobile device 816 ?n ny ot her uired | nterface

. d
functi ons, SXAMPA Y BiMail oessags B seng frgm; eﬁP@P%‘Pb@F e(ﬂ'hg%l.a" he wirel ess
i nf t | det ] t -48 t 9 06 WO
:)g/ B?SGE?CW%%%%N%éﬁEm?SF?@%W ! WP@F@@@%%P%P@%W%EE@?&%Q a given user,
d k A i . irel
ot wor ke s S8 ¥Reds RN AP eI USER0 A B & EBn B0 BL B, ", o' Lo T om

mobi | e dEVHQ@é’veMiﬂﬂﬁ Small MBI 883 R ends§ tMAmEY %Eurﬁ&éégioﬂ .STIgéId the nobile

devices. 5 A plurality of cOnnections to wreles et wor ks 2 and 814 may

be provi de@haigaet stRéripes bidiio%adHbefvech a@%?&rammb%&éraﬁﬂ connections

using the TCP/1P protocol used throughout the Internet. The w rel ess

net wor ks 84igo ematlie8 byl theariraleds compectarepsternlBg.i nct, uni que and unrel at ed

networ ks, or they could represent the sanme network in different countries,
and nay be any of dhé toradmessage 883,séntfromiioy doenputbosysient &02iviaghdut not |imted
to, data-centric wireless networks, voice-centric wreless networks, and

dual - moe WANBR4 snayrke: fullain thasieer tor Isianed wish @edigitali signatere andfor

encrypted, depending upon the particular messaging scheme used. For example, if
the computer system 802 Is enabled for secure messaging using S/MIME, then the
e-mail message 833 may be signed, encrypted, or both.
E-mail messages such as 833 normally use traditional SMTP, RFC822
15 headers and MIME body parts to define the format of the e-méil message. These
techniques are all well known to one in the art. The e-mail message 833 arrives at
the message server 820, which determines into which mailboxes 819 the e-mall
message 833 shomd be stored. As described abpve, amessage such as the e-mail
message 833 may include a user name, a user account, a mailbox identifier, or other
20 tiype of identifier that is mapped to a particular account or associated mailbox 818 by
the message server 820. For an e-mail message 833, recipients are typically
identified using e-mail addresses corresponding to a user account and thus a
mailbox 8189.

The wireless connector system 828 sends or mirrors, via the wireless
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conmmuni cations over the sanme or simlar Infrastructure, such as any of
those described above. In sone inplenentations, nore than one olvgrséﬁlﬁzuﬁér
i nformati on 15 exchange mechani sm nay be provided in the corporfate’tA

806. In FIG 8 for exanple, the nobile devices 816 and 818 associated with
users having mail boxes 819 associated with user accounts on the nessage
server 820 YRWBNP8HT i gured to operate on different w PETEAN0484 wor ks 812

B S T e M e L T AR
veciori SYEBH MR AR S g e R BB oF SIS
Tt badt AR or malSiboBind lEnERA deBtindd®h Wond Aleifilles BERE | 11 OF ot ! O
Wi rel ess nedWhiikd ﬁlfsné/bﬁn@re‘:&rlﬂ@fbgg@%zfgﬁéa?E?\)é?‘lgctﬁfgﬁbnad?gci @?gs wireless -49

1 9 SEP 2006 WO 03/079627 PCI/ CAl ntrastructur Oper ati on of

the systenhdtRorkddRomputét ylsteRazobddscdRfeelibRR thelzbimsie ¢V Sy Of an e-mai |
message 833 sent fromthe conputer system 802 and addressed to at |east

one reci pi g8tfrdvettis ingriacd $26a4t reipOR commdndBent hens adidBilddevick /s 5 data store
associated with the nessage server 820 and a nobile device 816 or 818.

However , téré18irthe hostmsteace sBA Seridingiont enmierd miessaged stored atthd Ivst pur poses onl y.
The exchange of other types of information between the corporate LAN 806
|'s pref er a$ysipm. aThus, e atireless eannedier aybter| 828 snayadetast triggeriny svents 828. The
e-mai | nmessage 833, sent fromthe conputer system 802 via the 10 WAN 804,
may be f ul #§0Giged with the magsageengr %w%ﬁ teceiplepf g reramarsh, ¢wdtb avee and/ or
10 or more networked computer systems 822, including the screen saver and
disconnection évents described above. When wireless access to corporate data for
a mobile device 816 or 818 has been activated at the LAN 806, for example when
the wireless connector system 828 detects the occurrence of a triggering event for a
mobile device user, data items selected by the user are preferably sentto the'usel‘s
15 mobile device. Inthe example of the e-mail message 833, assuming that a triggering .
event has been detected, the arrival of the message 833 at the message server 820
is detected by the wireless connector system 828. This may be accomplished, for
example, by monitoring or querying mallboxes 819 associated with the message
server 820, or, If the message server 820 is a Microsoft Exchange setver, then the
20 wireless connector system 828 may register for advise syncs provided by the
Microsoft Messaging Application Programming Interface (MAP!) to thereby receive
notifications when a new message is stored to a mailbox 819.

When a data item such as the e-mail message 833 is to be sentto a

mobile device 816 or 818, the wireless connector system 828 preferably repackages
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encrypted, dependi ng upon the particul ar nessagi ng schenme used. For
exanple, if the conputer system 802 |Is enabled for secure nessa '@%&P'Z’ﬂﬁ’ﬁ
S/'M M, then the e-nmmil nessage 833 may be signed, encrypted,

E-mai | nessages such as 833 nornally use traditional SMIP, RFC822 15
headers and M ME body parts to define the format of the e-mail nessage.
These tecl’Wﬂ‘é@@éﬂare all well known to one in the ar PCT/ThHBA®EAI | nmessage
833 arrives at _the nmessage server 820, which determ nes into which

mai | boxes ﬁ;'fgataﬁemélmannerth@w@g@mméwweg@:togteaa eB18.aethebscri bed above,
a nessage Fﬁ’é’?‘h as the e-nmai rress%g 833 may include a user nane, a user
account , fltpa)%ent&%ﬁtd,rqqeypdbﬁhe biledeyige 81805 847 anpaasheimiardd t hat i s

Tepbed L0 Belithafl e s AL 2o 903 b S he i, LAH 08 DL 8 11 (aeme T e
I b

810 The wPhe PEREEaREREGR RERA IS hRoBn R8BIk BE efeﬁij be i rol bae

-50 1 953E5’a3%§ess\4@t»9§(915%3‘74 Iﬁgﬂ_élgégﬂc%gé%gb ﬁ%\é&'%;{)@gt&ﬁe 814, certain

user-sel ected data It'ens or parts o cor porate LAN 806
to the USGW:réIeé&‘hBMoﬁ(eﬁﬁl‘ébé?&ﬂﬁ%b@é de%ib&&@&r%ﬁ@fo%’icmﬂémséé@ﬁs‘%&t' ng that one

or nore triggering events has occurred. A triggering event includes, but is

not I | m t ebl $edf. AleenatiVelyoher rofackdifhgintdthaidicBdd bs GdelSiucH a/&eciact | vat ion at a
user's 5 networked conputer system 822, disconnection of the user's nobile

devi ce 816pwposeTC8/IP meappinhiechinitues. f&niereﬂﬂﬁag:mgprefemalyﬂbo refultaingonmand sent
froma nobile device 816 or 818 to the host systemto start sending one or
nor e nmessa@akmessagesisent frema maebie dedges®1émr 8T appearihgtowiomelflssa connect or
system 828 may detect triggering events associated with the nessage server
820, suUth exreprandinghospysientasaeunher malpox &1 gvesrilough they are composed

and sent from a mobile device. A user of a mobile device 816 or 818 may thereby
effectively share a single e-mail address between a host system account or mailbox

819 and the mobile device.
Repackaging of the e-mail message 833 is indicated at 834 and 836,
16 Repackaging techniques may be similar for any available transfer paths or may be
dependent upon the particular transfer path, either the wireless infrastructure 810 or
the wireless VPN router 832. For example, the e-mail message 833 is preferably
compressed and encrypted, either before or after being repackaged at 834, to
thereby provide for secure transfer to the mobile device 818. Compression reduces
20 the bandwidth required to send the message, whereas encryption ensures
confidentiality of any messages or other information sent to the mobile devices 816
and 818. In contrast, messages transferred via a VPN router 832 might only be
compressed and not encrypted, since a VPN connection established by the VPN

router 832 is inherently secure. Messages are thereby securely sent, via sither
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10 or nore networked conputer systens 822, including the screen saver and
di sconnection events descri bed above. Wien wirel ess access to Cofﬁf$€§e2
data for a nobile device 816 or 818 has been activated at the LA 6,0p@r
exanpl e when the wrel ess connector system 828 detects the occurrence of a
triggering event for a nobile device user, data itens selected by the user
are prefer 3803t to the users 15 nobil e device. | nerChieasiepl e of the

e-mai | nmessage 833, assuming that a tre‘igggeri ng event has been detected,
the arri vaPnpliona thawiepiass cwectan systam 838 vighdnaydecensiderd a 108- det ect ed by

the wirel ess 984\?'? tor system 828. This may be acco\r&’a)l I shed, for exanple,
by moni torPtﬂ'fo dﬁ@F‘WF\ Yrl-isoraneciorpfop@@ppleserdie VN wuter®2nessage  server

20 v rel es I BRTEF O ARalS oy datect é@ﬁ%&wﬁ@ﬁd?g%%%ﬁﬁévﬁ? ovi ded by
h M | ' | P ' I Pl
tnor ey r o bANERRTER et Bracthy FAPAER AN S BFBMG 2 vl o

819. Wien gadidhRohbREPssishigds the e-mai|l nessage 833 is to be sent to a
nobi | e devi ce 316 %r 8 % t%%wi rel ess connector system 828 preferably

repackages -51 1 vyghenlaRegdd! edms%e%?sg??gsepﬁﬂegﬁpg’hgﬂlﬁ%viéé‘e data itemin

a manner that is transparent to the 'nobile device 816 or 818, so that

i nf or mat i o816s@ B8, vix thedlirdle fifiastelichive 8102 oMb Qirslessi vy Bdier g2, 818 appears
similar to the information as stored on and accessible at the host system

LAN 806 i nthEIn@bild deviéanel6ored 8 remdvesctha ckiteg ielagtraniet évdlopafidbidies Wr appi ng
recei ved nessages to be sent 5 via a wireless network 812 or 814 In an
el ect r oni crepaskayasiraessage 83¢®r 838 poth derfaros amerequiied dbaenprassipnenk addr ess of
t he nobile device 816 or 818 to which the nessage is to be sent.
Al t er ndfi veaCHPLIS: pRarations o Messadeg seltiinmn 8 roellip dlelee 83& ar 8iemd as speci al -
pur pose TCP[] P apgi ng techni ques. Such repackagi ng preferably al so
resul ts | nddiressea lo one or more recipients are preferably similarly repackaged, and
possibly compressed and encrypted, and sent to a host system such as the LAN
806. The host system may then remove the electronic envelope from the
repackaged message, decrypt and decompress the message if desired, and route
15  the message fo the addressed recipients.
Another goal of using an outer envelope is to malintain at least some of
the addressing information in the original e-malil message 833. Although the outer
envelope used to route information to mobiie devices 816, 818 is addressed using a
network address of one or more mobile devices, the outer envelope preferably
20 encapsulates the entire original e-mail message 833, including at least one address
field, possibly in compressed and/or encrypted form. This allows original “To”,
“From” and “CC" addresses of the e-mail message 833 to be displayed when the
outer envelope is removed and the message is displayed on a mobile device 816 or

818. The repackaging also allows reply messages to be delivered to addressed
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mai | nmessages sent froma nobile device 816 or 818 appearing to come froma
lo correspondi ng host system account or mailbox 819 even though they ape 2008
conposed and sent froma nobile device. A user of a nobile device 816 or
818 may thereby effectively share a single e-mail address between a host
system account or mail box 819 and the nobil e device. Repackagi ng of the
e-mai | nmes3UHYBOYSH is indicated at 834 and 836. 15 RegBEk&gimy t echni ques
may be sim I@{iefor any avail able transfer paths or nmay be dependent upon

the parti clpapionts ¥ e, Froay field éeflepling anpddippy of tees mobilerdexise HeaFSur e 810 or
br of or abl y SCeRY e on p T Hpiste AL AP SUHGRAS! SHERFERAHRS bei g

devi e 816 sl Messefe s Horf doBlitHeieE m SheRA Y S viER BB send (he
Ot hor 1 n of gt 828 1A ke BBfier i oEBls o R0 00T S

Tessages | agsf st odbalBlbr Hohl mBlE SN, oBIHeY bGP eSS0 and not

encrypted, since a VPN connection esta router 832 is

i nher ent | y n@sageergindisistie diefs ndfoR B0 of 860l bithetRRtsystih fangdrt her  -52 1 9
SEP 2006 WO 03/079627 PCT/ CA03/ 00404 encryption at the wrel ess connector

syst em 828 thanthechobifeyievice. consi dered a non- standard VPN tunnel or a
VPN-| i ke connection, for exanple, or the VPN router 832, to. nobile devices
816 and 818. Accesdil@¢ isabbakdisgramiohgn altemabive cormtremicaton8§dernyin 818 i s t hus
no | ess secure than accessing mail boxes at the LAN 806 using the 5 desktop
conput er sygick wirgless copyyrinications gecarabled brasomgenedBassociate@Gitaeni ves at a
nobi | e device 816 or 818, via the wireless infrastructure 810, or via the
Wi rel e VERPTAtSLAf awirglass network. As shown in FIG. 9, the system includes a computer

system 802, WAN 804, a corporate LAN 807 located behind a security firewall 808,

network operator infrastructure 840, a wireless nstwork 811, and mobile devices 813

and 815. The computer system 802, the WAN 804, the security firewall 808, the

message server 820, the data store 817, the mailboxes 818, and the VPN router 835

15 are substantially the same as the similarly-labelled components in FIG. 8. However,

since the VPN router 835 communicates with the network operator infrastructure

840, it need not necessarily be a wireless VPN router in the system of FiG. 8. The

network operator infrastructure 840 enables wireless information exchange between

the LAN 807 and the mobile devices 813 and 815, respectively associated with the

20 computer systems 842 and 852 and configured to operate within the wireless

network 811, Inthe LAN 807, a plurality of desktop computer systems 842 and 852

are shown, each having a physical connection 846 or 856 to an interface or

connector 848 or 858, A wireless connector system 844 or 854 is operating on or in

conjunction with each computer system 842 and 852.
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t he nobil e device 816 or 818 renoves the outer electronic envelope fromthe
repackaged nessage 834 or 836, and performs any required deconprie$sigm 280¢
10 decryption operations. Messages sent froma nobile device 816 or 818 and
addressed to one or nore recipients are preferably simlarly repackaged,
and possibly conpressed and encrypted, and sent to a host system such as
the LAN 80 B39PM&Thost system may then renove the el e@EFEM3®8Nvel ope from

the repackaged nessage, decrypt and deconpress the nessage if desired, and
route 15 the rresszi)‘@a‘i’ eﬁ%@"@éﬁ’@ﬁ%@@@Wﬂﬁ?‘eﬁ?%“f""%ﬁih%?&’e@%al of using an

'n the o  SrRaROSYHEMEh detf e Wb ionhin g el LB A ope used Lo
ori T B S thED | )
hddr oss of "EREeaRonttle rfl R BaPn rt S R RS W4 S0t ) 20

encapsul at fimd Hgre@ e 16 SHneloficlaiadiBifh nBS AGE 1B A doned alioho_at | east one

address field, possibly in conpresse r encrypted form This allows

ori gi nals ' Were of thefidbilé déids Sf¥andarle! HFI€Se mvaew&?zhsnmhoas@&age 833 to be

di spl ayed when the outer envelope is renoved and the nessage is displayed

on a nobi | pfrdentioe B0preddes 84 BiterfbbebdRenakaBbobit dvisss Siisl-pud1s epl y nessages
to be delivered to addressed -53 1 9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404

reci pi ent sandihé bAN Be7." A aiole, bperkitbnrot fhle @ gdtém ghovm IR BNl © &desdribbiie nobi | e
device user's account or mail box on the host system when the outer
envel ope obelew indieesintesrtef an eumaj viessporas s jestrative exmplmoba datbiténe devi ce i s
renoved by the wirel ess connector system 828. Using the users account or
mai | box adHabBay hewrt toranopipdevice §dGpcdiSs 816 or 818 al l ows a nmessage sent

froma nobil e devi WO Segrﬁeflr as though the nessage originated fromthe
user's i | box 819 HENAAGI N MefSage 33 addressgd ioane ok Qe recipients

having an account on the message server 820, is received by the message server

820, the message, or possibly a pointer to a single copy of the message storedina

central mailbox or data store, is stored in the maitbox 819 of each such recipient.

Once the e-mail message 833 or pointer has been stored to a mailbox 819, it may

15  preferably be accessed using a mobile device 813 or 815. In the example shown In

FiG. 9, the e-mail message 833 has been addressed to the mailboxes 819

associated with both desktop computer systems 842 and 852 and thus both mobile
devices 813 and 815.

As those skilled in the art will appreciaie, communication network

20 protocols commonly used in wired networks such as the LAN 807 and/or the WAN

804 are not suitable or compatible with wireless network communication protocols

used within wireless networks such as 811. For example, communication bandwidth,

protocol overhead, and network latency, which are primary concerns in wireless

network communications, are less significant in wired networks, which typically have
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than the nobile device. FIG 9 is a block diagramof an alternative
communi cation system in which wireless comuni cati ons are enabled by a
conponent associated with an 10 operator of a wirel ess network.§ AFpsh

in FIG 9, the systemincludes a conputer system 802, WAN 804, a corporate
LAN 807 | ocated behind a security firewall 808, network operator

| nfrast ructWR®OBUY, a wirel ess network 811, and nobi | @CHEx3He4a4 813 and
815. The conputer system 802, the WAN 804, the security firewall 808, the
message semueh highencanaply ang speed then wirgass netwersnihareforeesotdia devicatid t he VPN

router 835 15 are substantially the same as the simlarly-1abelled
conponent s 8 ape 815 gannplRerpally access thedatp slo@RI 7 glacthy  Bresnedtkuni cates with

i el oss VRRBUR AT R idias e ftoatptioot o g ess BRI 800y at 0r

I nf rastrucgﬂér[_wg enabl es wirel ess informati on exchange between. the LAN
807 and the nobile devices 813 and 815, respectively associated with the 20

conput erg systens 84.d | Lifain the wirel ess
net wor k 5811. In the EAW§§§?Gr§£ng%rac?l%/g4g n%s%ﬁobﬂécgen%%@ropsystem 842

and 852  apes ®heiblish@AeRndtadt 1AL ANBOT Bl RS WK 80) aiiRaydfor 856 to an
Interface or connector 848 or 858. A wireless connector system 844 or 854

i s oper at i Bganiple, be dpBrateRiohy aMGperRbr MMthd\wiRaiSds BIgkiBET of ¥ $bi0iBa 842 and 852.
-54 1 9 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 The wi rel ess connect or

syst ens 84srosider 184 provides wirgtedsaoomimanitdtion eérvied fos mobitealevieest 816 asy st em 828
descri bed above, in that they enable data itens, such as e- mail nessages
and ot her BtBnsint dgwi-hasedssystesd 4 mobild [dbdcee $13 18, 8idndstplishesbay data itens
stored in a local or network data store, to be sent fromthe LAN 807 to one
or 5 noltle GPMmYRcaligsasaioywith theretwaroperordnimsiryciireg40usiog qwieser , t he net work
operat or network compatible communication scheme, preferably a secure scheme such as
Wireless Transport Layer Security (WTLS) when information should remain
confidential, and a wireless web browser such as a Wireless Application Protoco!
(WAP) browser. A user then requests, through manual selection or pre-selected
15  defaults in the software residing in the mobile device, any or all information, or just
new information, for example, stored In a mailbox 819 in the data store 817 at the
LAN 807. The network operator infrastructure 840 establishes a conhection or
session with a wireless connector system 844, 854, using Secure Hypertext Transfer
Protoco! (HTTPS), for example, if no session has already been established. As
20 above, a session between the network operator-infrastructure 840 and a wireless
éonnector system 844 or 854 may be made via a typical WAN connection or through
the VPN router 835 if available. When time delays between receiving a request from
a mobile device 813 or 815 and delivering requested information back to the device

are to be minimized, the network operator infrastructure 840 and the wireless
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I nfrastructure 840 provides an interface between the nobile devices 813 and
815 and the LAN 807. As above, operation of the system shown In1@ PQZME
described below in the context of an e-nmil nessage as an illustrative
exanple of a data item that nmay be sent to a nobile device 813 or 815. 10
When an e-nail nessage 833, addressed to one or nore recipients having an
account onYh®M¥sage server 820, is received by thePFFEABEMOSer ver 820,

th , i bl i_nt to a.single c of the nessage stored
ina contEUNSGR VBBES G4 ot F5dimavebe paigied en it @ PNTHNRERY 810 of each

h reci pjent . he e- | 833 i has b d
2 | box gectin G S el Bra e 22 Coccoa Dsing & mobi lo. devi ce 815

815. In th . i | 33 has b
addressed 1o the muTEaRes G o, bk bt FoHlobi BRRDREI . ol oo
systemns 84@1d390h1§5@olﬁ’d1|@e.t§%H§tob%h~lPE@%'c%nnéiﬁ:Yisﬁﬁém@B%aaﬂg gkd>. As those

skilled in the art wll appreciate, conmunication networ 20 protocol s

comonl iy uggshclivaiyM U réteiving akSquebtatr inomidlien kow t&Oretastd bperatbhe WAN 804 are
not suitable or conpatible with wi reless network comruni cation protocols

used wi t hiinfrastruetiie S0Ne WisiesesScohtiedioray st 1844 fop 1854 ¥atigve € reqoegi@INi cat i on
bandw dt h, protocol overhead, and network |atency, which are primary
concer ns iinfomnatieh &rgrs a datatstope. Kot thereemailovassage833 ahewlralass canngotof | cant in wired
networ ks, which typically have -55) 9 SEP 2006 WD 03/079627

PCT/ CA03/ O0yatem 844 &h83i rgievesdhnrampil message 839t tha appropriatsi reallbomet wor ks.
Therefore, nobile devices 813 and 815 cannot nornmal |y access the data
store 817 &Priurieghy thropgha messaging cliepirperting incomyngtienwitihigcempuler provi des a

ri n . el n rk 1 he LAN 7.
bri dge 1cl>3 ets\’}\r’gt%m 8t4E %r é’g& v?fhig'nsrﬁay a%%‘e"é?; a maﬁl%ox qu%!thetr vig the mesggge server

820 or directly. Alternatively, a wireless connector system 844 or 854 may be

configured to access mailboxes 819 itself, directly or through the message server

820. Also, other data stores, both network data stores similar to the data store 817

and local data stores associated with each computer system 842 and 852, may be

15  accessible to a wireless connector system 844 or 854, and thus to a mobile device
813 or 815. |

if the e-mail message 833 is addressed to the message server

accounts or mailboxes 819 asséciated with both computer systems 842 énd 852 and

devices 813 and 815, then the e-mail message 833 is sent to the network operator

- 20 infrastructure 840 as shown at.860 and 862, which then sends a copy of the e-mall

message to each mobile device 813 and 815, as indicated at 864 and 866.

information is transferred between the wireless connector systems 844 and 854 and

the network operator infrastructure 840 via either a connection to the WAN 804 or

the VPN router 835. When the network operator infrastructure 840 communicates
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5 The network operator infrastructure 840 enables a nobile device 813 or
815 to establish a connection to the LAN 807 through the WAN 80149 g&ﬁiomg
for exanple, be operated by an operator of the wirel ess network8
service provider that provides wreless conmunication service for nobile
devices 813 and 815. In a pull-based system a nobile device 813 or 815
est abl i shedV@O30FP6Fomuni cati on session with the net woPRI/EHE00br

s ohoma " o bt bR oBheRol b 824 AR i ARl uovers R Laver

S it i i i f.i denti al d

el ey | b HaRR RS Bars Rl d BT her SR Y B b e
browser. A ggsfornasntRREas! ¢ ﬁedagmﬁgétaﬂﬁg&t%ggia@@é e%bmweren%e-se: ected 15

defaults in the software residing’l vi ce, any or al

i nf or mat i onirels parMbotorsyiteins BAY ARE 85 hnd RS n@ERRbStatoP hfsditicthdd @ i | box 819
in the data store 817 at the LAN 807. The network operator infrastructure

840 est &bl i84B,eandabatesameezch omobly devi@SSIF0aNME1shar mérne!u@mswect or system
844, 854, using Secure Hypertext Transfer Protocol (HTTPS), for exanple,
i f no sessidmstiugturad4ady been established. As 20 above, a session between
the network operator infrastructure 840 and a wireless connector system
844 or 854 may be niersagasr ethenjioromtiontole sen franrinmbiladevicbBtaah t he VPN
router 835 if available. Wien time delays between receiving a request from
a nobi | e d&lP aYghesPigpessed in,@ gimilar masner with sueheisfasmationffiest rheingon back to t he
device ar gr ﬁé?erbe fm' ni mzed, the network operator infrastructure 840 and
the wirel eJBNSIENEE fromya woblie Slgyee BARr §15 tyrbepetwercpperaloninfrastracture onnect or
syst ens,844,4@n y configured hat onnuni cati on connection
remai ns _opgn&oﬁ-gg%ést‘"ygailb?é)eg%‘ggp “’\s&” Al @@é‘%m‘%‘as &1‘3@“ ognatipR dq,8st s
ori gi nati ngrbibBoRREkd: Syt B£Lor 858 fop storage in a mailbox 819 and delivery to
any addressed recipients by the message server 820, for example, or may
alternatively deliver the information to the addressed recipients.
The abpve description of the system in FIG. 9 relates to pull-based
15 operations. The wireless connector systems 844 and 854 and the network operator
infrastructure may instead be configured to push data items to mobile devices 813
and 815. A combined push/pull system is also possible. For example, a notification
of & new message or a list of data items currently stored in a data store at the LAN
807 could be pushed to a mobile device 813 or 815, which may then be used to
20 request messages or data items from the LAN 807" via the network operator
infrastructure 840,
If mobile devices assoclated with user accounts on the LAN 807 are
configured to operate within ditferent wireless networks, then each wireless network

may have an associated wircless network infrastructure component similar to 840,
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and B 815 woul d be. sent to the wirel ess connector systens 844 and 854, 5
respectively. Upon receiving a request for Information fromthﬁ getwork
operator infrastructure 840, a wirel ess connector system 844 orf 85EP 2006
retrieves requested information froma data store. For the e-nail nessage
833, the wireless connector system 844 or 854 retrieves the e-mail nessage
833 from t A BAP¥Ypri ate mail box 819, typically throBgHCA3M86agi ng client

operating in conj u%ﬁioF with the conputer 10 system 842 or_ 852, which nmay
access a mail box 818"Qup paralk, Jedigaiedydrelessrannas ptemggﬁaggaﬁﬂ T ect:cy. ;

Al t ti ] t 44 8 b [ t
nccoss i et L &R BaRp e Biien e SHERHI PR e REFIRCE bag SE?CSL V820,
Al , oth " , [, 1 t t t
817" and | Do U e WRIGES cotibidr BRIeARIha i Bs T krbarall chirBlieb % 175 B

852, may bgpekae RCERSRHN \ﬁithtrﬁoré‘th%&‘?écﬁiﬁ%ctﬁﬁlgﬁ\mléT§gﬁa%Hh§£§%or 854, and

thus to a nobile device 813 or 815. nessage 3 is addressed
to the BespagBasse ¥4 stoRCHIMENIDEX 910 45BN Rth AP tRaSEHel RPGedM t h bot h
conput er systens 842 and 852 and devices 813 and 815, then the e-nail
nmessage 838§stem. Ferdxainplef thewiradssasrinecpasystemB4ZMay i gréadd aecdsgtee 840 as shown
at 860 and 862, which then sends a copy of the e-nmail nessage to each

nmobi | e devihe eaBb3esHi@ a8iBiatedsvith hoth thetcemiputer s§&dm 84Zkaridita compatbor nat i on i s
transferred between the wirel ess connector systens 844 and 854 and the

net wor k op®sieMdEs2i Requesisifercpigitemgfrom either giobilecdevige A8ihher 816mre 0 t he WAN 804
or the VPN router 835. \Wen the network operator infrastructure 840
comuni cat B&" p“’@ﬁ@t!)’tW%ﬁ)@“"m'@W@TQ@SThiﬁ’m‘@&@@ﬂ(wﬁ@ﬂ Wi th the

i 1 el t tens 844 and 854 he nobi | e devi 813 and 815
Vi 2l 7 er OHDE Y BERAPRERURTE PAVPET v AN 801 BRI EREP PTA e by 1 he

net wor k

and 815 without re'quiring a deskiop cbmputersystem_842 and 852 to be running for

each mobﬁe device user. A wireless connector systere may instead be Implemented
in conjunction with the message server 820 to enable wireless communications.

FIG. 10 is a block diagram of another alternative communication

15  system. The system includes a computer system 802, WAN 804, a corporate LAN

809 located behind a security firewall 808, an access gateway 880, a data store 882,

wireless networks 884 and 886, end mobile devices 888 and 8%0. The comﬁuter

system 802, the WAN 804, the security firewall 808, the message server 820, the

data store 817, the maiiboxes 819, the desktop computer system 822, the physical

20 connection 824, the interface or connector 826 and the VPN router 835 are

substantlally the same as the corresponding components described above. The

access gateway 880 and data store 882 provide mobile devices 888 and 890 with

access to data items stored at the LAN 809. In FIG. 10, a wireless connector system

.878 operates on or in conjunction with the message server 820, although a wireless
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operator infrastructure 840. Repackagi ng techni ques may al so be used
between the wreless connector systens 844 and 854 and the network
operator infrastructure 5 840, and between each nobil e device s1d ShA 2005
and the network operator infrastructure 840. Messages or other information
to be sent froma nobile device 813 or 815 may be processed In a simlar
manner, w WP %8827 nformation first being transferre8CHEMIHRO4TDDI | € devi ce

813 or 815 to the network operator infrastructure 10 840. The network
oper at or | RENNEEIPHSYRtEM FaY E‘ﬁ@a‘i PREFRIR RN MO 9RE PP 4SKIOP v | el ess

854 | box 819 and -del
oy addr e TRETER WP LA BARCLa0e Sorver 820, for exampl 6, or Ny
|ternatively del ts. Th
above descripti on dre piasesRoBeRThRhEA g AP NERER Y g og T1s
oper ati onsgiobat el ANSHS t HY B PP olgi*f%ﬁr‘é‘ﬂﬁ a?ﬁé‘es%%g ﬁg’ﬁgé‘”ﬁ\ g%e ”et""or K

oper at or I nfrastructure may | nste e contigure 0O pus taitens to

mobi | e deviagRerdfreferiBl ifdikke ehénmgab%gs@wawrﬁmbbxe@e% fithd dat@tl SO possi bl e.
For exanple, a notification a new nessage or a list of data itens

currently sterad, awal 2 Possish @th@: iRstsifediftle d3fi/siére gl Hobgmoiéshed to a
nobi | e device 813 or 815, which may then be used to-20 request nessages or

dat a |t ensnétwonndaiaators"dd ad6bal detastbieaot B ebmputdt spgem slighras 82Af r ast ruct ure 840.
| f nobile devices associated with user accounts on the LAN 807 are
configured to oper #sdestriberiaboek, b emmaihinessage3d sddressbaorokeor mdien each
w rel ess network may have an associated w rel ess network infrastructure
conponent ciRientarhavipd 8a@ecountgn theomessrge eereer 82D angd/received byRET/ CA03/ 00404

Althouqh separate, dedicated wireless connector systens 844 and 854
message server 820 are stored into the mallbox 819 of each such recipient. In the

system of FIG. 10, the external data store 882 preferably has a similar structure to,
and remains synchronized with, the data store 817. PIM information or data stored
at data store 882 preferably is iﬁdependently modifiable to the PIM information or
data stored at the host system. In this particular configuration, the independently

15 modifiable information at the external data store 882 may maintain synchronization of
a plurality of data stores associated with a user (i.e., data on a mobile device, data
on a personal computer at home, data at the corporate LAN, etc). This
synchronization may be accomplished, for example, through updates sent to the data
store 882 by the wireless connector system 878 at certain time intervéls, each time

20 an entryin the data store 817 is added or changed, at certain times of day, or when
initiated at the LAN 809, by the message server 820 or a computer syst.em 822, at
the data store 882, or possibly by a mobile device 888 or 880 through the access
gateway 880,

In the case of the e-mail message 833, for example, an update sentto
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are shown for each conputer system 842 and 852 in the systemof FIG 9, one
or nore of the wireless connector systens 844 and 854 is preferably
configured to operate in conjunction with nore than one of thg gO@Jtzﬁé
systens 842 and 852, or 5 to access a data store or nmail box 81 s¥dcididld
with nore than one conputer system For exanple, the w rel ess connector
syst em 844 WY/ 'H87gr ant ed access to the mail boxes 818CHSAG®MAt ed with both

the conputer system 842 and the conputer system 852. Re%uiigts for data
i tems froneARtAgrreRSR seree fesafepthaegipd mgpsage B33s replvedindicated g essed by t he

i I 844. Thi fi, i i f ul 1 bl
Wi rol oos CORTHERTA0REED iR Hrep soier M EerERNPHBSX Sl PASORE| $N%vi cos 813  and
815 with A y 52.to0 b i
R R e L T L L A
| mpl enent e&ore'aﬂz.CQ@eH%té-ﬁ’:Qu %Sgg‘i@% r%%%@ﬂaga%ﬂﬁﬁ’fﬁh n%%ﬁx&é’sﬁj‘ab' e wireless
I 6) I er a

communi cations. F IS a agram of anot ternative

comuni gat ¢daspohding hERbbiE evices 8BS 890! sHARBmMBro&BpIBY dfeHe Spidl €m 802, WAN
804, a corporate LAN 809 |ocated behind a security firewall 808, an access

gat eway 88fessags]ahdicatddoatesd®Sahd 894 ihEH1@S $0,N4ll WOrskht 1BShdastsled 0, and nobil e
devi ces 888 and 890. The conputer system 802, the WAN 804, the security

firewal | Stifrespidndingatemgearessor maillboRk&in thelleta sthed 882 ApshewB Lipdatéhe mai | boxes
819, the desktop conputer system 822, the physical 20 connection 824, the
| nt er f ace @rcopienefetarest in@meatiami thendata/sivrerdd v imay be 8ent & the datalsioreant i al |y t he
same as the correspondi ng conponents descri bed above. The access gateway
880 and daf% \a acennegtionge dei WAN #8fior theddiN oulsr 838 Rosexaude.die h  access to
data itens stored at the LAN 809. In FIG 10, a w reless connector system

878 oplr aViEless RONGECPTSYRIEN BURHERY Rast wadpies ereloréAiaiomsiondGR (R8P0, al t hough a
wireless in ﬁ% d%tagsto%EE&Zv%oa% HHSppgs 49%ng 2 the%a I\/re ¥, g g’écgr%%(r)o ocol such
as HTTPS or Secure Sockets Layer (SSL) may be used. Those skilled in the art will
appreciate that a single copy of a data item stored in more than one location in a
data store at the LAN 809 may instead be sent to the data store 882. This copy of
| 15 thedata item could then be stored either in more than one corresponding location in
the data store 882, or a single copy may be stored in the data store 882, with a
pointer or other identifier of the stored data item being stored in each corresponding
location in the data store 882.
The access gateway 880 is effectively an access platform, in that it
20 provides mobile devices 888 and 890 with access to the data store 882. The data
store 882 may be configured as a resource accessible on the WAN 804, and the
access gateway 880 may be an ISP system or WAP gateway through which
.moblle devices 888 and 890 connect 1o the WAN 804. A WAP browser or other

browser compatible with the wireless networks 884 and 886 may then be used to
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connector system may instead operate on or in conjunction with one or nor e
desktop conputer systens 822 in the LAN 809. The wi rel ess conne system
878 provides for transfer of data itenms stored at the LAN 809 t’o oSEPo?ﬁﬂB
nore of the nobile devices 888 and 890. These 5 data itens preferably
include e-mail nmessages stored In mail boxes 819 In the data store 817, as
wel | as pod BTt her itens stored in the data stor ePEWGAGRMENOt her

net wor k dat a st@re or a |local data store of %conputer stem such as 822.

As descri b@8°e5% 9Qataéf?’%8%7"!"°’?'r'§§ wnigadhwith joe data glgre§)7 or nore

ipients h 820 d d by th
10 message DURAERAT i sutnelly o R DR ateReR e such
reci pient . njuorﬂllet{éruc urerngfAﬂhn njaQ éﬂﬁsﬁéﬁgéﬁé&t&%ﬁ%aftore 882 preferably

has a simlar s |nss onized Wth, the data store

B17. PIM | g Bhotng m@@&tﬁre%ﬂ@{g??f SorePir2ars Lo 8 FroBies” €7 2Dl Y s

i ndependent |y e to th ormation or data stored at the host

system sl n dblides sR@EAd 89'9' Aldafasidrb Bh'bé’éh'n%hle bdReoisBE gRESYbaSInbpL S NDdi fiable
information at the external data store 882 may nmai ntain synchronization of

a plural it gymhrodiaécwithtOfcRnsigP as aiboaist 9) oha WAt stotd 8F.onadat a on a nobil e
device, data on a personal conputer at hone, data at the corporate LAN,

et c.). Thi sorpegiectANEGORz Gharges tueymbtsle deveandatd stdre dre dirmifarigrefiepéce, t hr ough
updates sent to the data store 882 by the wireless connector system 878 at
certain tiinethe datestors 882 ¢ 7ti ne 20 an entry in the data store 817 is
added or changed, at certain tines of day, or when initiated at the LAN

809, by the rressageThSémﬁﬁ*mﬂﬁédﬁﬁc"%ﬁdd‘@m@meéﬁﬁmfesat the data store

B O Sl e R S onth ST ', 2ccess g2t euey

-60 19 SEP, n%g:%on recited in the claims. This written description may enable those of
ordinary skill in the art to make and use embodiments having altemative elements
that likewise correspond to the elements of the invention recited in the claims.
The inteﬁded scope of the invention thus includes other structures, systems or

15 metﬁods that do not differ from the literal language of the claims, and further

includes other structures, systems or methods with insubstantial differences from

the literal language of the claims.
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WD 03/ 079627 PCT/ CA0O3/ 00404 the data store 882 sone tine after the e-mail

nmessage 833 is received indicates that the nessage 833 has beeq Etored in
a certain mailbox 819 In the store 817, and a copy of the e-maiil I n¥d52§86
is stored to a corresponding storage area in the data store 882. Wen the
e-mai |l message 833 has been stored In the mail boxes 819 5 corresponding to
the nobil e devices 888 and 890, one or nore copies of the e-mail nessage,

| ndi cat g IStCISARMED ASHME INVENRBONO, W Il be sent to and stored in
correspondi ng storage areas or mail boxes in the data store 882. As shown,

b the dita oSt dbesiRY Aekibl R IS MBS BV R or
835. Fordi@ﬁl?@ﬂ'tiﬁeaté Q?at&@in%rﬁ%lti%,scoﬁrﬂ:ﬂﬁﬁgtgétsgéb%:ogm 878 may post updates or

stored inTormation to a resource Te 882 via an HTTP post

. A ' I h HT TP, .S Sock
Layer (ssL) oy bitaivh, BREHSE B AP ofiEe, By \WoRBRIGT 4L A et o

single ! .ltemstored in nore than one location in a data
store aﬁ%ﬁn&%ﬁﬁc’gg&%@y instead be sent to the data store 882. This copy

f 15 the data it |d th be, st deith [ th
gor res poﬁdi ﬁgal L)ci?rﬁeg%'%pﬁnu%igsﬂg'?ér%cé{ugﬁté%lg@f&@nn@%ﬁ%@ﬁega%ﬁﬁn Ongﬁﬁ?}‘ be
stored i i 'iehﬁ%{-'gﬁ a store 882 wth a ,goi nter or other identifier of the
stored it RiSREGe st G9Tesaandingiq a disdakretficate statusdnfarmatione dat a

store 882, .(;l'he access gateway 880 is effectively an access platform in
that it P90 %r ovi des nobil e devices 888 and 890 with access to the data
store 882. The data . re 882 may be configured as a resource accessible

St
on the WAN 804, a%?d‘dt%%ea%%&%feédﬂ@m? WH(ICeERAUestsAR thelp coyreseending WAP
gat eway thrPu%h_\/\hi ch nobile devices 888 and 890 connect to the WAN 804. A
WAP br ol ertifinate tatysy ipinsaatienpienidertie with the wirel ess networks 884 and
886 may then be used to -61
receiving a plurality of responses comprising digital certificate status
information from the digital certificate status information providers;
ranking the received responses based upon ranking criteria;
based upon the ranking, using at least one of the received responses to
generate a response to the request for digital certificate status information: and
sending the generated response to the request to the communication

device,

2. The method of claim 1, wherein the request includes a list of status information

providers to which a service request is to be sent.

3. The method of claim 2, wherein the request includes a ranking list that specifies

an order of preference between subsequent responses from the status information

providers.
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1 9 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 access the data store 882, which
is synchronized with the data store 817, and download stored data itens
either autommtically or responsive to a request froma nobile dgv§EERBIE6
or 890. As shown at 896 and 898, copies of the e-mail nessage 833, which
was stored in the data store 817, are sent to the nobile 5 devices 888 and
890. A dat &"&BH7%2Ton each nobil e device 888 and 890 i FCIHAEHY4

synchroni zed with a portion, such as a nailbox 819, of a data store 817 on
a corporafe LARE gwtiodohglales, wiergn fedist of strivg bformation Pvided Bire sinilarly
reflected in the data stores 882 and 817. The enboﬂ’i m?ntsi descri bed herein
are exanpl 8%angpd Xy gren qf ipaterencppelnpen syhsegiienkraspNFes KA RS  nent s
correspondi to the elenents of the invention recited in the clainms. This
witten de@Eq?T%‘f%P8F1°VW§§?-enab| e those of ordinary skill in the art to nake
and use enbodi ments having alternative elenents that |ikew se correspond
to the elenents of the invention recited in the clains. The intended scope

of the ignvgnti frnemagﬁgiopahwiﬁ% B G Sihg b 3B ot pRSSATE sgbyrd-5 et hods t hat

do not differ from Iteral |anguage of clainms, "and further

i ncl udes Ohagdags hifthk-dorinfficaBorefBBha86d sRthé\gheratéd rBsponse semitainé i al
differences from the literal |anguage of the clains. 62 19 SEP 2006 IT IS

CLAI MED AScorhiburdidstibrNddvidd; 1. A net hod of accessing nultiple digital
certificate status information providers to obtain digital certificate
status information, conprising the steps of: receiving a request for
digital certificate status information froma comunication devi ce;

8. The method of claim 5, wherein the secure message comprises a dighal

10 signature,

7. The method of claim 1, wherein the request comprises identification
information identifying a target digital certificate for which digital certificate status
information is requested, wherein the response from the at least one of the digital
15 certificate status information providers comprises status information for the target
digita! certificate, and wherein the generated response comprises a status indicator

for the target digital certificate.

8. The method of claim 7, wherein the status indicator comprises one of: a valid

20 indicator, a revoked indicator, and an unknown indicator.

9. The method of claim 8, wherein the target digital certificate comprises a
signature key for verifying a digital signature in a secure message received at the

communication device, further comprising the steps of:
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generating nultiple service requests based upon the received request, each
of the multiple service requests corresponding to a digital certificate
status information provider; sending the generated multiple sery@ng 2006
requests to their corresponding digital certificate status infornatlgn
providers; receiving a plurality of responses conprising digital

certificat WN&EAIGY information fromthe digital certiPET/CaI380484 at us

information proyiders; ranking the received r onses based upon ranking
criteria; base qﬁ%glwqgwgle hﬁ?gﬁ@“sd{@‘fcﬁ‘gr 'ét‘h‘ﬁ"@g‘i@d‘ﬁﬁ%” 89 t he received

responses to t .response to the r.e st for digital certificate
st at us infornn?ﬁ%ﬁ,[nsatﬁ%lad'%tgn%’% b Hgn%%e?'g&g'%e H‘@gwﬁ?eﬂ?c?%f%e request to
t he communi; &]ﬁdtd?'f’sth&'?éﬁﬁ%ica% The nethod of claim 1, .wherein the request
includes a I'ist of status Infornmation providers to which a service request

is to be sent. 3. The nethod of claim2, wherein the request includes a
ranking list that specifies an order of preference between subsequent

responses f100m THenghdl & Slainid,AiHeRAN A8 sechfedHeésiRdcSis a fe8sabe hallied 2006 WO
03/ 079627 PCT/ CA0O3/ 00404 4. The nethod of claim?2, wherein the |ist of

st at us i nf dreembipaea god cheindeergptes  arranged in order of preference between
subsequent responses fromthe status information providers. 5 5. The
met hod of claim1, further conprising the step of processing a secure
nmessage at the communi cation device based on the generated response sent to
t he cofmuniicat Thernneilad of glaim 9, wherein the secure message is a message that has

been encrypted and then signed.

10
12.  The method of claim 6, wherein the secure meésage was signed using Secure

Multipurpose Intemet Mail Extensions (S/MIME) techniques.

18.  The method of claim 6, wherein the secure message was signed using Pretty

15 Good Privacy (PGP) techniques.

14. The method of claim 6, wherein the secure message comprises an e-mall

message.

20 15. The method of claim 9, wherein the secure message further comprises the

target digital certificate.

16.  The method of claim 1, further comprising the steps of:

receiving a secure message comprising & digital certificate at the
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6. The nethod of claim5, wherein the secure nessage conprises a digital

lo signature. 7. The nethod of claim1, wherein the request conpri S@E&’
identification information identifying a target digital certificat r 200§
which digital certificate status information is requested, wherein the
response fromthe at |east one of the digital 15 certificate status

i nformati o’VH¥BASHer s conpri ses status informati on folPCT/R&30EOYHet digit al
certificate, and wherein the generated response conprises a status

i ndi cat or cPBMupigation devicsiandi gital certificate. 8. The nethod of claim 7,

wherein the status jndicator, conprise ne of: a valid  2Q lndicator, a
revoked i ndi catd5ReralFA Efﬂuelfhwﬁﬂ&ﬁa' icﬁ@ﬁ‘@% Fptus ffor t@”r‘%’t‘h%gig@ claim 8,
wherein thge@ﬁr e}t thdeiggi t al cserti ficate conprises a signature key for
verifying cé‘l a1hed [jlf{%{"ﬁ?@g?‘n a secure nessage received at the

communi cation device, further conprising the steps of: -64 1 9 SEP 2006 WO
03/ 079627 PCT/ CA03/ 00404 determ ning whether the status indicator is the

valid i di gat orfhe¥thod®s bikivd 10 Eirth bididcAthe Ste@p@t ure using the signature
key where the stgt us ° i ndlglcat'or ig@oﬁhewggl?d iﬂndi cator. 5 10. The nethod of

claim9, wher eiganérifings & UreGudsE $5ra8iGitdl TeAifitds Sadie infbatldAsat een signed and
then encrypted. 11. The nethod of claim9, wherein the secure nessage Is a

nmessage t habmimasication deviens pyepétethimsadimehaavali.gned. 10 12. The net hod of
claim6, wherein the secure nessage was signed using Secure Miltipurpose
Internet Mail Extensions (S/M ME) techniques.

18. The method of claim 17, wherein the predetermined time intervals are

10 configurable by a user of the communication device.

19.  The method of claim 1, further comprising the steps of:
invoking digital certificate checking operations by a user through a user
interface of the communication device; and
15 generating the request for digital certificate status information at the

communication device in response to the step of invoking.

20. The method of claim 1, wherein the request comprises a revocation status
request for a digital certificate stored at the communication device.

20
21.  The method of claim 20, wherein the generated multiple service requests that
are sent o corresponding digital certificate status information providers comprise

revocation status information requests.
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13. The method of claim®6, wherein the secure nessage was signed using
Pretty 15 Good Privacy (PGP) techniques. 14. The nethod of claim6,
wherein the secure message conprises an e-mail nessage. 20 15. Thg SRt 606
of claim9, wherein the secure nmessage further conprises the target
digital certificate. 16. The nethod of claim1, further conprising the
steps of: M6y a secure nessage conprising a di gecrCAB®Iws ficate at
the -65 1 9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 communi cati on devi ce;
and gener a82.ng THe methed o clpiyr 6.dvhgreimihe seeure meesage fythat ¢PPNiBASA mati on for the
digital certificate in the secure ness 5 17. The nethod of claim1,

L X : | age. A )
further coffinediighalceriticaieephasgin stgleﬁ@foamtﬁ?a far fe diciel eretficate 8RA bR gi t al
certificate stat i nf or ion at 't co ni cation, devic t
o edet er i P idtRel GrfE ssstbegbd il sERBAS eI B AL, o n ¢ he
pr edet er m I I : i I f the
conmmuni cat P%ﬁm%é\%@ngé%@#%@%rﬁg?rﬁ%gmo%%ﬂ%P%%Hn% ,aﬁ?tﬁ%(?lﬁg@a@énﬁgri sing the
steps of;: LdNRkieng digital certificate checking operations by a user
t hrough a user 1nterface of the comunication device; and 15 generating

the request for digital certificate status information at the
communi cation device in response to the step of invoking. 20. The nethod of

claim1, whereiTe Methodef bR 1,00RRIN K&tEs Mfdrasnddl Hpluslitpblidigital equest for a
digital certificate stored at the conmuni cati on devi ce.
certificates is requested in the request, and wherein the generated response
comprises a status indicaior for each of the plurality of digital certificates.
10
24. The method of claim 23, wherein each of the multiple service requests

comprises a status information request for at least one of the plurality of digital

certificates.

15 25, The method of claim 24, wherein each of the multiple service requests

comprises a status information request for the plurality of digital certificates.

26. The method of claim 1, wherein the multiple service requests and each
response from the digital certificate status information providers conform to Online

20 Certificate Status Protocol (OCSP).

27. The method of claim 8, wherein the target digital certificate comprises a
cryptographic key, further comprising the steps of:

determining whether the status indicator is the valid indicator; and
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20 21. The method of claim20, wherein the generated nultiple service
requests that are sent to corresponding digital certificate status
information providers conprise revocation status information rdqBie3fifs.2086
1 9 SEP 2006 WO 03/079627 PCT/ CA03/ 00404 22. The nethod of claim®6,
wherein the secure nmessage further conprises a chained digital

certificat WOMIBYi n status information for the digitacT/casudd cate and t he
chained digital certificate Is requested in the request, and wherein the
generated respmesessing@mrssagesio e serifraw therinranisationgievichusing te t al

certificate and the chained digital 5 certificate. 23. The method of claim
1, wher ei ncgptagraghis key shaterthenatpsindigatgy ig ihgvalidindigateli gital  certificates is
requested in the request, and wherein the generated response conprises a
status indicator for each of the plurality of digital certificates. 10 24.

The net hod gf aim,2 erein ea f Lt i requests
conpri ses gg'st %ﬁ@%ﬁ?iﬁ% ?gr""ﬁe%e&ﬁgggeq é)ftb%g%%mggg#& S%ggh\éfs féﬁ e plurality of
di gi tal 5 ceo'f.tifi cates. 15 25. The nethod of claim 24, wherein each of the
mul tiple service requests conprises a status information request for the

plurality of diggildhg Hedstddealshs a s8ébion ke af®t hod of claim 1, wherein the
mul tiple service requests and each response fromthe digital certificate

status | nfornatehggpﬁﬂg%isg@i@ @puﬁ@gmbhgp%pmkeyzo Certificate Status
Protocol (OCSP). 27. The nethod of claim8, wherein the target digital
certificate conprises a cryptographic key, further conprising the steps
of :

29. The method of claim 27, wherein the step of processing comprises the step of

10 encrypling the message using the cryptographic key.

30. The method of claim 27, wherein the cryptographic key is a public key

corresponding to a private key of an intended recipient of the message.

15 31. The method of claim 1, whersin a proxy computer system connected to the
communication device and to the status information providers performs the steps of
receiving the request, generating multiple service requests, sending the generated
multiple generated service requests, receiving a response from at least one of the
service providers, generating a response to the request, and sending the generated

20 response.

32. The method of claim 31, wherein the proxy computer system generates the
multiple service requests based upon the received request and upon information

stored locally at the proxy computer system.
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determ ni ng whether the status indicator is the valid indicator; and -67 1
9 SEP 2006 WD 03/079627 PCT/ CA03/ 00404 processing a nessage to be sent
fromthe comruni cati on device using the cryptographic key where 1@?3 anups
indicator is the valid indicator. 28. The nethod of claim 27, wherein the
step of processing conprises the steps 5 of: encrypting the nessage using
a session aygezaed encrypting the session key using wbecasmppeogr aphi c key.
29. The nmethod of claim 27, . wherein the step of processing conprises the
step of to encrypting the nessage using the cryptographic key. 30. The

met hod of claim 27, wherein the cryptographic key is a gubl'c key
corresponddhg The mehed ofalaimiady wharelp the sier-of gereraingiayeenmn %Pt%'?]e nessage. 15

31. The nethod of c| ai H] 1, V\/r]erei n a proxy conputer system connected to the
communi cat [EIROYERMRIESSIRRISIERS Pthe status i nformation providers performs the

steps of receiyving.the request eneratin |t S ] requests,

sendi ng the geﬂ%tPrgﬁ'ﬂ?P Wr'?ﬁﬁ%?'i &ee*ﬁ’gwa‘fﬁ%' %ﬁ?tgeaétgadgfé&aﬁg? eceiving a
response f . the service providers, generating a response
to the ?eqé@@reésaél%&%gﬁgﬁﬁra%ﬂe generated 20 response. 32. The nethod of
claim 31, \Aher3b&r$tm§ﬁgésﬁaga{se%mwsﬁdmaxe@hmmem%@ﬁhé (isigngul ti pl e service

requests based upon cei ved request  and upon information stored
| ocal |y at pddieh. Proxy conputer system -68 1 9 SEP 2006 WO 03/079627
PCT/ CA03/ 08404

34, The method of claim 31, wherein the communication device comprises a
10 proxy system client component, wherein the proxy computer system comprises a
proxy system service component, and wherein the proxy system service component
is oonfigured to exchange information with the proxy system client component to

obtain digital certificaie status information.

15 35. The method of claim 34, wherein the communication device comprises
multiple proxy system client components, and wherein each of the proxy system
client components is adapted to collect request information and to process response

information for a different digital certificate status check protocol.

20 36. The method of ciaim 35, wherein the request information collected by the
proxy system client components is combined into the request and sent to the proxy
computer system, and wherein the proxy system service component extracts

information from the request to generate the multiple service requests.

-69-



33. The nethod of claim 31, wherein the step of generating a response to
the request conprises the steps of: determ ning whether the received
digital certificate status information 5 conprises a signed portiSo8iP afjip
generating a response conprising the signed portion w thout the unsigned
portion. 34. The nethod of claim 31, wherein the conmuni cati on device
conprises a¥0®@76¥oxy system client conmponent, wherei RCT/G4039040ky conput er
system corrprl ses a proxy system service conponent, and wherein the proxy
syst em ser\i7ce Homamsiof C’aifﬂsﬁ%"ﬂﬁfqir@t!ﬁ@@‘V@@n@%@'ﬁéﬁﬂ@qmﬂ“&sﬁﬂqson with the

proxy systemc i ent conponent to obtain digital certificate status
i nf or mat i orPrOVEST Shent gompaRantsohish exehanes ﬁﬁ"’ﬂkﬂﬁ'@'r (‘é’i“h diffgEent S1¥H3ni cat i on

d |.t t d wh h
of ' the pr ol Rpeu e IR eeRr et Suf AR, col i sct requost |

i nformation, and to process response Information for a different digital
certificate status check protocol. 20 36. The nethod of claim 35, wherein

the, I equpstasl ' oMUk GAIS RRkiPlie bR oy R Liert Y B nbGMls components i s

conbined into t request and sent to t comput er system and

wher ei Nt henfgiiXidn r%kj&‘Fe@rﬂyWél’dttﬁ‘s%r&ﬁH@@li&ﬁ@ﬁn ﬁéfr q@@ét%n%bﬁtfe@r mation fromthe
request to generate the nultiple service requests 9 19 SEP 2006 WO

03/ 079627 PCT/ CA03/ 00404 37. The method of claim 34, wherein the proxy
conput er system conprises status provider client conponents which exchange
i nf ormat i or89w t Thednéthal of clainsd7a funtber dompusingethe stap pic ovi ders to obtain digital
certificate status information. 5 38. The nethod of claim37, wherein the .
proxy system clsesstinga digitah eertificeiecinibe gommunication device for which digital

10  ceriificate status information is to be reguested,
wherein the proxy system client component extracts request information

required by a proxy system service component from the selected digital certificate.

40. The method of claim 37, wherein the proxy system client component is
16 configured to coliect request information comprising a unique identifier ,chr each
digital certificate for which digital certificate status information is requested, wherein
the proxy computer system comprises a mapping table which contains associations
between digital certificate issuers and unigue identifiers, and wherein the association
is used in generating the multiple service requests.
20
41.  The method of claim 37, wherein the proxy computer system generates and
sends a service request to each status information provider for which a status

provider client component has been implemented.
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information required by the status provider clients in the request only
once. 39. The nethod of claim 37, further conprising the step of: selecting
a digital certificate on the comunication device for which digitalg SEp 2006
certificate status information is to be requested, wherein the proxy system
client conmponent extracts request information required by a proxy system
servi ce coyoBdme2rom the selected digital certificatb€T/CABOM0he net hod of
claim 37, wherein the proxy systemclient conponent is 15 copfigured to

col | ect retfiesihe mpibpaaldain 3ovheeindhegrony ‘iﬁ’mpg@ésﬁsﬁg\ﬂef’?@@?a‘i’d;r each

digital certificate for which diagital certifiC@ e.stgiusf 'it formation is

r equest ed, SaRFR AetaRvice reguest i3 §adTiNUg iforaationcpip éﬁ‘rﬂ?fi Ol S i ng tabl e

whi ch cont,a} ns_.assocj ati ons tﬁfet ween di‘%i ta te“ﬁerti ficate issuers and uni que
i denti fi er GTOMRHQN RFAYIOETSigr PERY PTRH ¥€¥%sed in generating the

mul tiple service requests. 20 41. The nethod of claim 37, wherein the proxy
conputer system generates and sends a service request to each status

| ok et e+ T el B T e s 5. The method

of claim 3%eseap€rt@itﬁb EHRMORIGNh GOBRUNEEN SXSloqiBsp earding msufiviait sends a
service request to each status information provider in a list of status

i nf or mat i OpfdAMEIGNER R 69 EeHpLadr sishen frgengrate tngmititple seEt mquesi. 43.  The met hod
of claim 31, wherein the proxy conputer system sends an error nessage to

t he communi cati on device when the request contains insufficient

information for the proxy conputer systemto generate the nultiple service
requests. 10 44." The nmethod of claim 40, wherein the request infornmation

further conprises a . , ,
10 44, The method of claim 40, wherein the request information further comprises a

list of status information providers, and wherein the proxy computer system
generates and sends a semvice request to each status information provider in the list

of status information providers.

15 45. The method of claim 44, wherein each unique identifier comprises a digital

cerificate serial number,

46. The method of claim 44, wherein each unique identifier comprises digital
certificate subject name.

20
47.  The method of claim 44 wherein a status provider client component formats a
service request for its corresponding status information provider based on a unique
identifier rece'ived by the proxy system service component from the proxy system

client component.
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list of status information providers, and wherein the proxy conputer system
generates and sends a service request to each status information provider
inthe list of status information providers. 15 45. The met hod o{ cg i

44, wherein each unique identifier conprises a digital certifica & gbinénﬂﬁ
nunber. 46. The nethod of claim44, wherein each unique identifier

conpri ses Q30627 certificate subject name. 20 47. TREL/ARENeEs of cl ai m 44,
wherein a status provider client conponent fornmats a service request for
its correspondi ng status information pr ovi der based on a unique identifier

LF?ELEES?% oo mainba B 3o8eks” it %) Oty S Erﬁw&é%ﬁ%oiyitsemm
3
met hod of ¢ ?I m @%mkﬁgrel n tggtogrdg\)ﬁé( &%Mﬁsqéfoﬁl{a%@?épo E?éll es an

interface 'B O GhR devi ce an ormation
providers. 5 49. The nethod of claim48, wherein requests and responses
bet ween the proxy systemclient conponent and proxy system service

componept  gOnf @paMnbRodofHaint £, ﬁﬁérein?éﬁﬁﬁé&@hxﬁ&béﬁéﬂsé@'b@&@@%eﬁﬂ&%ﬂ a protocol
used between the status provider client conponents and their corresponding

status infggk sféﬁltdllé’rﬂc&h?’dﬁeﬁﬁh&pro%yﬁ&nsa'rhﬁedfﬁﬁtﬁﬁﬁéht@fnfoﬂhaiamlﬁ@&ant wherein the
communi cation protocol between the status provider client conponents and

t hei r cor r gsmomibalich plotcolshdannd protvedliused between the rstatusspr@ider wenCer ti fi cat e
Status Protocol (OCSP), and wherein the comunication protocol between the
pr oxy syst enmpohérsandibeipcomespondinglstaue inforogtion psgMiglesm ser vi ce conponent
supports a nore conpact protocol involving | ess data

10 50. The method of claim 49, wherein the communication protocol between the
status provider client components and their corresponding status information
providers is Online Certificate Status Protocol (OCSP), and wherein the
communication protocol between the proxy system client component and the proxy
system service component supporis a more compact protocol involving less data

15 exchange than OCSP.

51. The method of claim 50, wherein the communication device comprises
muitiple proxy system client components, and wherein the proxy computer system
comprises multiple proxy system service components.

20
52. The method of claim 31, wherein the proxy computer system is connected to

the communication device via a network connection.

53. The method of claim 52, wherein the network connection between the proxy
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15 exchange than OCSP. 51. The net hod of claim 50, wherein the

communi cati on device conprises nultiple proxy systemclient conponents,
and wherein the proxy conputer system conprises nultiple proxy fgsSEp1mm5
service conponents. 20 52. The nethod of claim 31, wherein the proxy
conputer systemis connected to the comrunication device via a network
connect i on.W&®079tfe met hod of claim52, wherein the necwoadmnsionnecti on
between the proxy -72. 1 9 SEP 2006 WO 031079627 PCT/ CAO3/ 00404 conput er
syst em and CPRBUtBSYSIEM RGP emmnjoatien deyiep Fonariisesa wieless galewyAdway and  a

W rel ess network connection, 54. The nethod of claimb53, wherein the

net wor k coﬁﬂﬂ@kﬁ%ﬁm3@$ﬁ@5ﬁmpﬁe proxy 5 conputer system and the

comuni cation device further conprises a wide area network. 55. The net hod
of claimb52, wherein the network connection between the proxy conputer

system and dne -G WAL RGOS RORhAGR B EhitRh vRig! © et wor k.

10 56. The et ho . . n-the p comput er temis
connect ed Eﬁmgﬁtglesy%feg’f ér#ﬁlh@&ﬁﬁ%iéaﬂﬂn dBVIQVIuAREr Tobised aMide a€a net wor k.

r
57. The nethod of °c erein the step of generating a response to the
15 request pg¥R( i ses the steps of: determ ning whether any of the responses
fromthe status information providers contain digital certificate status
i nformation; and generating a response conprising an error nessage where
none of the

55. The method of claim 52, wherein the network connection between the proxy

computer system and the communication device comprises a virtual private network.

10
56. The method of claim 31, wherein the proxy computer system is connected to

the status information.providers via a wide area network.

57.  The method of claim 1, wherein the step of generating a response to the
15  request comprises the steps of:
determining whether any of the responses from the status information
providers contain digital certificate status information; and
generating a respﬁnse comprising an error message where none of the
responses from the status information providers contain digital certificate status

20 information.

58. The method of claim 1, wherein the step of generating a response to the
request comprises the steps of:

detecting receipt of a first definitive response from one of the status
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responses fromthe status information providers contain digital certificate,
status 20 information. 58. The nethod of claim1, wherein the step of
generating a response to the request conprises the steps of: deégcti ng
receipt of a first definitive response fromone of the status -3 3E8 b
2006 information providers; and generating a response to the request using
at least a portion of the first definitive response. 59. The nethod of
claim1l1, wherein the step of generating a response to the request
conprises, the steps of: selecting a response fromone of the status

i nf or madTMBAMPBARTEYAEshEREd on predetermined sel ection criteria: and
generating a response to the request using at |east a portion of the

sel ected r egﬁ%‘?fg@?g BEESPPARE fodh A serusst Bsing Af Isast aprstien of thadiry glefinitiveon
criteria conprise a status information provider ranking list. 61. The

met hod &FSRANEFm 1, wherein the comunication device is selected fromthe
group consisting of: a handhel d comuni cati on device, a data comruni cation
device, a voice comunication device, a dual -node conmunication device, a
nobi |l e tel ephone w th data communi cati on capabilities, a personal digital
assi st a®®. ( PDpg mathasl eftlgiort, whierain $wesstep nfrgenaratingomesspansedo-thayequager, and
a wreless nodem 62. An apparatus for accessing nultiple digital

certifi camrprisesthesténsiaft mati on providers to obtain digital certificate
status information for a conmunication device, conprising: neans for

recei ving a s#getingt a regpumnde rigprdiagiet ol theestatusi inftrmatioatposviders dyagatiioon from

predetermined selection criteria; and
generating a response to the request using at least a portion of the selected

response.

60. The method of claim 59, wherein the selection criteria comprise a status

information provider ranking list.

61.  The method of claim 1, wherein the communication device is selected from the
group consisting of: a handheld communication device, a data communication device,
a voice communication device, a dual-mode communication device, a mobile telephone
with data communication capabilities, a personal digital assistant (PDA) enabled for

wireless communications, a two-way pager, and a wireless modem.

62.  An apparatus for accessing multiple digital certificate status information providers
to obtain digital certificate status information for a communication device, comprising:
means for receiving a request regarding digital certificate status information from

the communication device;
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t he conmuni cation device; -74 1 9 SEP 2006 neans for generating nmultiple
servi ce requests based upon the received request, each generated service
request corresponding to a digital certificate status informatiggEt 2006
provi der; nmeans for sending the generated nultiple service requ §EP0
their corresponding status information providers over a conputer network;
means for receiving over a conputer network a response fromat | east one of
the status information providers, nmeans for determ ning whether any of the
responses fromthe status information providers contain digital
certificate Seansforiognetiag muliclasasyvies reqursts beaedigpemheraeaivashreaeaibonse
includes an error nessage where none of the responses fromthe status
i nf or matReh opRYRedesesvied ruEht ergpspandiaeta @ fligialeeriificatagatusimiormationon. - 75
provider;
means for sending the generated multiple service requests to their corresponding
status information providers over a computer network;
means for receiving over a computer network a response from at least one of the
status information providers,
means for determining whether any of the responses from the status information
providers contain digital certificate status information;
wherein the status information response includes an error message where none
of the responses from the status information providers contain digital certificate status

information.
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