PICTURE DECODING METHOD AND APPARATUS, PICTURE ENCODING
METHOD AND APPARATUS, AND DEVICE

TECHNICAL FIELD
[0001] The present disclosure relates to the technical field of encoding/decoding, and in
particular, to a picture decoding method and apparatus, a picture encoding method and

apparatus, and a device.

BACKGROUND
[0002] To save space, video pictures are transmitted after being coded, and complete video
coding may include processes such as prediction, transform, quantization, entropy coding, and
filtering. For a prediction process, the prediction process may include intra prediction and inter
prediction. The inter prediction refers to prediction of a current pixel by using pixels from
nearby already-encoded pictures according to temporal correlation in the video, so as to
effectively eliminate temporal redundancy in the video. The intra prediction refers to prediction
of a current pixel by using pixels from already-encoded blocks in the current picture frame
according to spatial correlation in the video, so as to eliminate spatial redundancy in the video.
For both the intra prediction and the inter prediction, the decoder side may reconstruct a
complete video picture, and the user may view the complete video picture. However, after the
decoder side reconstructs the complete video picture, the complete video picture may present
all permission information, e.g., license plate information, human body local region
information, screen information, etc., which would lead to security risks, and thus permission

protection is needed.

SUMMARY
[0003] Inview of this, the present disclosure provides a picture decoding method and apparatus,
a picture encoding method and apparatus, and a device, so that permission protection can be
performed on various information (e.g., a license plate, a local region of a human body, a screen,
text, etc.) of pictures, thereby improving data security.
[0004] The present disclosure provides a picture-based decoding method, applied to a decoding
device, where the method includes:
[0005] when permission protection is enabled, determining one or more target region
categories corresponding to a target permission level; and

[0006] decoding a current coding unit according to the one or more target region categories.



[0007] The present disclosure provides a picture-based encoding method, performed by an
encoding device, where the method includes:

[0008] in response to determining that permission protection is enabled, determining one or
more target region categories; where the target region category is a region category
corresponding to a first permission level and not corresponding to a second permission level;
and

[0009] encoding a current coding unit according to the one or more target region categories.
[0010] The present disclosure provides a picture-based decoding apparatus, applied to a
decoding device, where the apparatus includes:

[0011] a memory, configured to store video data;

[0012] a decoder, configured to:

[0013] when permission protection is enabled, determine one or more target region categories
corresponding to a target permission level; and

[0014] decode a current coding unit according to the one or more target region categories.
[0015] The present disclosure provides a picture-based encoding apparatus, applied to an
encoding device, where the apparatus includes:

[0016] a memory, configured to store video data;

[0017] an encoder, configured to:

[0018] in response to determining that permission protection is enabled, determine one or more
target region categories; where the target region category is a region category corresponding to
a first permission level and not corresponding to a second permission level; and

[0019] encode a current coding unit according to the one or more target region categories.
[0020] The present disclosure provides a decoding device, including: a processor and a
machine-readable storage medium, where the machine-readable storage medium stores
machine-executable instructions executable by the processor; and the processor is configured
to execute the machine-executable instructions to implement the foregoing picture decoding
method.

[0021] The present disclosure provides an encoding device, including: a processor and a
machine-readable storage medium, the machine-readable storage medium storing machine-
executable instructions executable by the processor, and the processor is configured to execute
the machine-executable instructions to implement the foregoing picture encoding method.
[0022] It may be seen from the foregoing technical solutions that, in the embodiments of the
present disclosure, when permission protection is enabled, a target region category

corresponding to a target permission level may be determined, and a current coding unit is



decoded based on the target region category, so that permission protection can be performed
on various types of information (e.g., a license plate, a local region of a human body, a screen,
text, etc.) of pictures and videos, thereby improving data security. For example, when a picture
has an information security problem, permission protection may be performed on the picture,
so that a user with a high permission level can view a large proportion or even all of picture
information, and a user with a low permission level can only view a small proportion of picture
information. For example, the picture may be divided into a low-permission region and a high-
permission region, the user with a low permission can only view the low-permission region,
and the user with a high permission can view the low-permission region and the high-

permission region.

BRIEF DESCRIPTION OF DRAWINGS
[0023] FIG. 1 is a schematic diagram of a video encoding framework.
[0024] FIG. 2A - FIG. 2C are schematic diagrams of a video coding framework.
[0025] FIG. 3 is a flowchart of a picture decoding method according to an implementation of
the present disclosure.
[0026] FIG. 4 is a flowchart of a picture encoding method according to an implementation of
the present disclosure.
[0027] FIG. 5 is a schematic diagram of a region corresponding to a region category identifier
according to an implementation of the present disclosure.
[0028] FIG. 6 is a schematic diagram of a region corresponding to a region category identifier
according to an implementation of the present disclosure.
[0029] FIG. 7 is a schematic diagram of a region corresponding to a region category identifier
according to an implementation of the present disclosure.
[0030] FIG. 8 is a schematic diagram of a region corresponding to a region category identifier
according to an implementation of the present disclosure.
[0031] FIG. 9A is a hardware structure diagram of a decoding device according to an
implementation of the present disclosure.
[0032] FIG. 9B is a hardware structure diagram of an encoding device according to an

implementation of the present disclosure.

DETAILED DESCRIPTION
[0033] Terms used in embodiments of the present disclosure are merely intended to describe

specific embodiments, but are not intended to limit the present disclosure. The singular forms



a”, “said”, and “the” used in the embodiments and claims of the present disclosure are also
intended to include plural forms, unless otherwise specified in the context clearly. It will also
be understood that the term “and/or” as used herein refers to any and all possible combinations
of one or more of the associated listed items. It should be understood that although the
embodiments of the present disclosure may use terms such as first and second to describe
various information, the information should not be limited to these terms. These terms are only
used to distinguish the same type of information from each other. For example, without
departing from the scope of the embodiments of the present disclosure, first information may
also be referred to as second information, and second information may also be referred to as
first information, depending on a context. In addition, the term “if” may be construed as “when”
or “upon” or “in response to determining”.

[0034] Embodiments of the present disclosure provide a picture decoding method and a picture
encoding method, and may relate to the following concepts.

[0035] Prediction Pixel: a pixel value derived from already encoded/decoded pixels, and a
residual is obtained based on a difference between an original pixel and the prediction pixel,
so then, the residual is subjected to transform, quantization, and coefficient encoding. An inter
prediction pixel refers to a pixel value derived from a reference frame (a reconstructed pixel
frame) of a current block, and because pixel locations are discrete, a final prediction pixel needs
to be acquired through an interpolation operation. The closer the prediction pixel is to the
original pixel, the smaller the residual energy obtained by subtracting the two, and the higher
the encoding compression performance.

[0036] Rate-Distortion Optimization (RDO): There are two indicators for evaluating encoding
efficiency: a bit rate and a peak signal to noise ratio (PSNR), where a smaller bit stream
indicates a larger compression ratio, and a larger PSNR indicates better quality of a
reconstructed picture. For example, a cost corresponding to a mode is J(mode)=D + A*R, where
D represents distortion, and is usually measured by using a sum of the squired errors (SSE)
indicator, SSE refers to a mean square sum of differences between a reconstructed picture block
and a source picture. In order to achieve cost considerations, a sum of absolute values of
differences (SAD) indicator may also be used, SAD is a sum of absolute values of differences
between the reconstructed picture block and the source picture, A is a Lagrange multiplier, and
R is an actual quantity of bits required for encoding the picture block in the mode, including a
sum of bits required for encoding mode information, motion information, a residual, etc.
During mode selection, if a rate-distortion principle is used to make a comparison decision on

an encoding mode, optimal encoding performance may usually be ensured.



[0037] Video encoding framework: referring to FIG. 1, which is a schematic diagram of a
video encoding framework of an encoder side, the video encoding framework may be used to
implement an encoder side processing procedure of the present disclosure, and a schematic
diagram of a video decoding framework may be similar to FIG. 1, and the video decoding
framework may be used to implement a decoder side processing procedure of the present
disclosure.

[0038] For example, referring to FIG. 1, the video encoding framework may include modules
such as prediction, transform, quantization, entropy encoder, inverse quantization, inverse
transform, reconstruction, and filtering. On the encoder side, a processing procedure of the
encoder side may be implemented through cooperation between these modules. In addition, the
video decoding framework may include modules such as prediction, transform, quantization,
an entropy decoder, inverse quantization, inverse transform, reconstruction, and filtering, and
on a decoder side, a processing procedure on the decoder side may be implemented through
cooperation between these modules.

[0039] For each module of the encoder side, a large quantity of encoding tools are proposed,
and each tool usually has a plurality of modes. For different video sequences, encoding tools
that can obtain optimal encoding performance are often different. Therefore, in an encoding
process, RDO is usually used to compare encoding performance of different tools or modes, so
as to select an optimal mode. After the optimal tool or mode is determined, the decision
information of the tool or mode is transmitted by encoding the flag information in the bit stream.
Although this method brings high encoding complexity, an optimal mode combination may be
adaptively selected for different contents to obtain optimal encoding performance. The decoder
side obtains the related mode information by directly parsing the flag information, and the
complexity is less affected.

[0040] The structures of the encoder side and the decoder side are briefly described below.
FIG. 2A shows a schematic block diagram of an example for implementing an encoder side. In
FIG. 2A, the encoder side includes a prediction processing unit, a residual calculation unit, a
transform processing unit, a quantization unit, an encoding unit, an inverse quantization unit
(which may also be referred to as a reverse quantization unit), an inverse transform processing
unit (which may also be referred to as a reverse transform processing unit), a reconstruction
unit (or referred to as a rebuilding unit), and a filter unit. In an example, the encoder side may
further include a buffer and a decoded picture buffer, where the buffer is configured to buffer
the reconstructed coding units output by the reconstruction unit, and the decoded picture buffer

is configured to buffer the filtered coding unit output by the filter unit.



[0041] An input of an encoder side (also referred to as an encoder) is a coding unit of a picture
(which may be referred to as a to-be-encoded picture), the encoder side further includes a
partitioning unit (not shown in the figure) configured to partition the to-be-encoded picture into
a plurality of coding units. The encoder is configured to perform block-by-block encoding to
complete encoding of the to-be-encoded picture, e.g., performing an encoding process on each
coding unit. The prediction processing unit is configured to receive or acquire a coding unit (a
current to-be-encoded coding unit of a current to-be-encoded picture) and reconstructed picture
data, and predict a current block based on the relevant data in the reconstructed picture data, to
obtain a prediction block of the current block. The prediction processing unit includes an inter
prediction unit, an intra prediction unit, and a mode selection unit, where the mode selection
unit is configured to select an intra prediction mode or an inter prediction mode; if the intra
prediction mode is selected, a prediction process is performed by the intra prediction unit; and
if the inter prediction mode is selected, a prediction process may be performed by the inter
prediction unit.

[0042] The residual calculation unit is configured to calculate the residual between the true
value of a coding unit and the prediction block of the coding unit. For example, the residual
calculation unit may, pixel by pixel, subtract the pixel value of the prediction block from the
pixel value of the coding unit. The transform processing unit is configured to perform transform
such as discrete cosine transform (DCT) or discrete sine transform (DST) on the residual block,
to acquire transform coefficients in a transform domain, where the transform coefficients may
also be referred to as transform residual coefficients, which may represent the residual block
in the transform domain. The quantization unit is configured to quantize the transform
coefficients by applying scalar quantization or vector quantization, so as to obtain quantized
transform coefficients. These quantized transform coefficients are also referred to as quantized
residual coefficients. The quantization process may reduce a bit depth related to some or all of
the transform coefficients. For example, an n-bit transform coefficient is rounded down to an
m-bit transform coefficient during quantization, n being greater than m. The quantization
degree is modified by adjusting the quantization parameter (QP). As for scalar quantization,
different scales are applied to achieve finer or coarser quantization. A smaller quantization step
corresponds to finer quantization, and a larger quantization step corresponds to coarser
quantization. An appropriate quantization step is indicated through a quantization parameter
(quantization parameter, QP).

[0043] The coding unit is configured to, encode the quantized residual coefficient, output

encoded picture data in a form of an encoded bit stream (i.e., an encoding result of a current



to-be-encoded coding unit), transmit the encoded bit stream to a decoder, or store the encoded
bit stream, and subsequently transmit the encoded bit stream to the decoder or use it for retrieval.
The coding unit may be further configured to encode another syntax element of the current
coding unit, e.g., encode a prediction mode to a bit stream, etc. The coding algorithm includes,
but is not limited to, a variable length coding (VLC) algorithm, a context adaptive VLC
(CAVLC) algorithm, an arithmetic coding algorithm, a context adaptive binary arithmetic
coding (CABAC) algorithm, a syntax-based context-adaptive binary arithmetic coding (SBAC)
algorithm, and a probability interval partitioning entropy (PIPE) algorithm.

[0044] The inverse quantization unit is configured to perform inverse quantization on the
quantized coefficients to acquire inverse-quantized coefficients, where the inverse quantization
is a reverse application of the quantization unit, e.g., applying an inverse quantization scheme
of a quantization scheme applied by the quantization unit based on or using the same
quantization step size as the quantization unit. The inverse-quantized coefficients may also be
referred to as inverse-quantized residual coefficients. The inverse transform processing unit is
configured to perform inverse transform on the inverse-quantized coefficients, and it should be
understood that the inverse transform is a reverse application of the transform processing unit,
e.g., the inverse transform may include an inverse discrete cosine transform (DCT) or an
inverse discrete sine transform (DST), to acquire an inverse transform block in a pixel domain
(or referred to as a sample domain). The inverse transform block may also be referred to as an
inverse transform inverse-quantized block or an inverse transform residual block. The
reconstruction unit is configured to add an inverse transform block (i.e., an inverse transform
residual block) to the prediction block to acquire a reconstructed block in a sample domain,
and the reconstruction unit may be a summer, e.g., adding the sample values (i.e., pixel values)
of the residual block to the sample values of the prediction block. The reconstructed block
output by the reconstruction unit may be subsequently configured to predict other coding units,
e.g., used in an intra prediction mode.

[0045] The filter unit (or “filter” for short) is configured to filter the reconstructed block to
acquire a filtered block, to smooth pixel conversion or improve picture quality. The filter unit
may be a loop filter unit intended to represent one or more loop filters, e.g., the filter unit may
be a deblocking filter, a sample-adaptive offset (SAQ) filter, or other filters such as a bilateral
filter, an adaptive loop filter (ALF), a sharpening or smoothing filter, or a collaborative filter.
In an example, the filtered block output by the filtering unit may be subsequently used to predict

other coding units, e.g., used in an inter prediction mode, which is not limited.



[0046] FIG. 2B shows a schematic block diagram of an example of a decoder side (which may
also be referred to as a decoder) configured to implement an embodiment of the present
disclosure. The decoder is configured to receive, for example, encoded picture data (i.e., an
encoded bit stream, e.g., an encoded bit stream including coding units and associated syntax
elements) encoded by an encoder, to acquire a decoded picture. The decoder includes a
decoding unit, an inverse quantization unit, an inverse transform processing unit, a prediction
processing unit, a reconstruction unit, and a filter unit. In some examples, the decoder may
perform decoding multiple times, wherein the decoding is inverse to the encoding operation
depicted in the encoder of FIG. 2A, the number of the times for performing decoding is equal
to the number of times for performing encoding. In an example, the encoder side may further
include a buffer and a decoded picture buffer, where the buffer is configured to buffer the
reconstructed coding units output by the reconstruction unit, and the decoded picture buffer is
configured to buffer the filtered coding unit output by the filter unit.

[0047] The decoding unit is configured to decode the encoded picture data, to acquire
quantized coefficients and/or decoded encoding parameters (e.g., the decoding parameters may
include any or all of an inter prediction parameter, an intra prediction parameter, a filter
parameter, and/or other syntax elements). The decoding unit is further configured to forward
the decoded encoding parameters to the prediction processing unit, so that the prediction
processing unit performs a prediction process according to the encoding parameters. The
functionality of the inverse quantization unit may be the same as that of the inverse quantization
unit of the encoder, which is configured to inverse quantize (i.e., reverse quantize) the
quantized coefficients decoded by the decoding unit. The functionality of the inverse transform
processing unit may be the same as that of the inverse transform processing unit in the encoder,
and the functionality of the reconstruction unit (e.g., a summer) may be the same as that of the
reconstruction unit in the encoder, which is configured to perform inverse transform (e.g.,
inverse DCT, inverse integer transform, or a conceptually similar inverse transform process)
on the quantized coefficient, to obtain an inverse transform block (which may also be referred
to as an inverse transform residual block), where the inverse transform block is a residual block
of the current coding unit in the pixel domain.

[0048] The prediction processing unit is configured to receive or acquire encoded picture data
(e.g., an encoded bit stream of a current coding unit) and reconstructed picture data, and the
prediction processing unit may further receive or acquire prediction-related parameters and/or
information about a selected prediction mode (i.e., decoded encoding parameters) from, e.g., a

decoding unit, and predict the current coding unit based on related data in the reconstructed



picture data and the decoded encoding parameters, to acquire a prediction block of the current
coding unit. In an example, the prediction processing unit includes an inter prediction unit, an
intra prediction unit, and a mode selection unit, where the mode selection unit is configured to
select an intra prediction mode or an inter prediction mode; if the intra prediction mode is
selected, a prediction process is performed by the intra prediction unit; and if the inter
prediction mode is selected, a prediction process may be performed by the inter prediction unit.
[0049] The reconstruction unit is configured to add an inverse transform block (i.e., an inverse
transform residual block) to the prediction block, e.g., adding the sample values of the inverse
transform residual block to the sample values of the prediction block, to acquire a reconstructed
block in a sample domain. The filter unit is configured to filter the reconstructed block to
acquire a filtered block, where the filtered block is a decoded coding unit.

[0050] It should be understood that, in the encoder and the decoder, a processing result for a
step may also be further processed and output to a next step, e.g., after a step such as
interpolation filtering, motion vector derivation, or filtering, an operation such as clipping or
shift is further performed on the processing result of the corresponding step.

[0051] Based on the encoder and the decoder, an embodiment of the present disclosure
provides a possible encoding/decoding implementation, as shown in FIG. 2C, which is a
flowchart of encoding and decoding according to an embodiment of the present disclosure, and
the encoding and decoding implementation includes process (1) to process (5), and process (1)
to process (5) may be performed by the foregoing decoder and encoder. Process (1): a frame
of picture is divided into one or more parallel coding units that do not overlap with each other.
The one or more parallel coding units have no dependency relationship, and may be encoded
and decoded completely in parallel/independently, e.g., the parallel coding unit 1 and the
parallel coding unit 2 shown in FIG. 2C.

[0052] Process (2): each parallel coding unit may be subdivided into one or more independent
coding units that do not overlap with each other, each of the independent coding units may be
independent of each other, but may share some parallel coding unit header information. For
example, the width of the independent coding unit is w_lcu, and the height is h_Icu. If a parallel
coding unit is divided into one single independent coding unit, the size of the independent
coding unit is exactly the same as that of the parallel coding unit; otherwise, the width of the
independent coding unit should be greater than the height (except for an edge region).
Generally, the independent coding unit may be a fixed w_Icu x h_lcu, where both w_Icu and



h_Icu are 2 to the power of N (N > 0), e.g., a size of the independent coding unit being 128x4,
64x4, 32x4, 16x4, 8x4, 32x2, 16x2, or 8%2.

[0053] As a possible example, the independent coding unit may be a fixed 128x4. If the size
of the parallel coding unit is 256x8, the parallel coding unit may be equally divided into 4
independent coding units; if the size of the parallel coding unit is 288x10, the parallel coding
unit may be divided into: two independent coding units of 128x4 and one independent coding
unit of 32x4 in a first/second row, and two independent coding units of 128x2 and one
independent coding unit of 32x2 in a third row. It should be noted that, an independent coding
unit may include three components of luminance Y, chrominance Ch, and chrominance Cr, or
three components of red (R), green (G), and blue (B), or three components of luminance Y,
chrominance Co, and chrominance Cg, or may include only one of these components. If the
independent coding unit includes three components, the sizes of the three components may be
completely the same or different, which are specifically related to the input format of a picture.
[0054] Process (3: For each independent coding unit, the independent coding unit may be
subdivided into one or more non-overlapping coding units, and coding units within the
independent coding unit may depend on each other, e.g., reference may be made to each other
for a plurality of coding units when being encoded/decoded. If the size of the coding unit is the
same as that of the independent coding unit (i.e., the independent coding unit is divided into
only one coding unit), the size of the coding unit may be all the sizes described in the process
2. If the independent coding unit is divided into a plurality of coding units that do not overlap
with each other, feasible division examples are: horizontal equal division (the height of the
coding unit is the same as that of the independent coding unit, but the width is different, which
may be 1/2, 1/4, 1/8, 1/16, etc. of the width of the independent coding unit), vertical equal
division (the width of the coding unit is the same as that of the independent coding unit, but
the height is different, which may be 1/2, 1/4, 1/8, 1/16, etc. of the height of the independent
coding unit), and horizontal and vertical equal division (quadtree division), where horizontal
equal division is preferred.

[0055] The width of the coding unitis w_cu, the height is h_cu, and the width should be greater
than the height (except for an edge region). Generally, the coding unit is a fixed w_cu x h_cu,
and both w_cu and h_cu are 2 to the power of N (N is greater than or equal to 0), e.g., 16x4,
8x4, 16x2, 8x2, 8x1, 4x1, etc. For example, the coding unit is a fixed 16x4. If the size of the
independent coding unit is 64x4, the independent coding unit is equally divided into 4 coding

units; if the size of the independent coding unit is 72x4, which is divided into 4 coding units of
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16x4 + 1 coding unit of 8x4. It should be noted that, the coding unit may be three components:
luminance Y, chrominance Cb, and chrominance Cr (or three components: red R, green G, and
blue B, or, luminance Y, chrominance Co, and chrominance Cg), or may include only a certain
component. If three components are included, the sizes of the components may be completely
the same or different, which are related to the picture input format.

[0056] It should be noted that, the process (3) may be an optional step in the encoding/decoding
method, and the encoder/decoder may perform encoding and decoding on the residual
coefficients (or residual values) of the independent coding unit obtained in the process (2).
[0057] Process (4): a coding unit may be subdivided into one or more non-overlapping
prediction groups (PG), where the PG is also referred to as a group for short, each PG is
encoded/decoded according to a selected prediction mode to obtain a prediction value of the
PG, to form a prediction value of the entire coding unit, and a residual value of the coding unit
is obtained based on the prediction value and the original value of the coding unit.

[0058] Process (5): the coding units are divided into groups based on residual values of the
coding units, to obtain one or more non-overlapping residual blocks (RBs), and the residual
coefficients of each RB are encoded/decoded according to a selected mode, to form a residual
coefficient stream. Specifically, it may be divided into two categories: performing transform
and not performing transform on the residual coefficients. The selected mode of the residual
coefficient encoding/decoding method in process (5) may include, but is not limited to, any
one of the following: a semi-fixed-length encoding manner, an exponential-Golomb encoding
method, a Golomb-Rice encoding method, a truncated unary code encoding method, a run-
length encoding method, direct encoding of original residual values, etc. For example, the
encoder directly encodes the coefficients within the RB. For another example, the encoder may
perform transform on the residual block, e.g., DCT, DST, or Hadamard transform, and then
encode transformed coefficients. As a possible example, when the RB is relatively small, the
encoder directly performs unified quantization on each coefficient in the RB, and then performs
binarization encoding. If the RB is relatively large, a plurality of coefficient groups (CGs) may
be obtained through division, and then unified quantization is performed on each CG, and then
binarization encoding is performed. In some embodiments of the present disclosure, the
coefficient group (CG) and the quantization group (QG) may be the same, and certainly, the
CG and the QG may be different.

[0059] Anexample illustration of the part of encoding the residual coefficients in a semi-fixed-

length encoding manner is described below. First, the maximum absolute value of residuals
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within an RB block may be defined as the modified maximum (mm). Second, a quantity of
coding bits for residual coefficients in the RB block (the quantity of coding bits for residual
coefficients in the same RB block is consistent) is determined. For example, if a critical limit
(CL) of the current RB block is 2, and the current residual coefficient is 1, encoding the residual
coefficient 1 requires 2 bits, which is represented as 01. If the CL of the current RB block is 7,
it means encoding an 8-bit residual coefficient and a 1-bit sign bit. The determination of CL is
to find the minimum value M that satisfies the condition that all residuals of the current sub-
block are within the range of [-2(M-1), 2"(M-1)]. If there are two boundary values of -2*(M-
1) and 2"(M-1) at the same time, M is increased by 1, i.e., M+1 bits are required to encode all
residuals of the current RB block; if there is only one of the two boundary values of -2(M-1)
and 2*(M-1), a Trailing bit is encoded to determine whether the boundary value is -2*(M-1) or
2"\ (M-1); if there is not any one of -2*(M-1) and 2*(M-1) in all the residuals, there is no need
to encode the Trailing bit. For some special cases, the encoder may directly encode the original
values of the picture instead of encoding the residual values of the picture.

[0060] Certainly, the schematic flowchart of encoding and decoding shown in FIG. 2C is
merely an example of an encoding and decoding implementation, i.e., the process @ to
process B is merely an example, which is not limited to this implementation. The picture
decoding method and picture encoding method in this embodiment may be applied to any
encoding and decoding implementation.

[0061] In a possible implementation, the decoder side may reconstruct a complete video
picture, and the user may view the complete video picture. However, after the complete video
picture is reconstructed, the complete video picture may present all permission information,
e.g., license plate information, human body local region information, text information, screen
information, etc., so there are security risks, and permission protection is needed.

[0062] In view of the above discovery, embodiments of the present disclosure provide a picture
decoding method and a picture encoding method, which provide an encoding/decoding method
for permission protection. In a public safety scenario, when a picture has an information
security issue, permission protection may be performed on the picture, which may efficiently
and losslessly express regions of the picture at each permission level, so that a user with a high
permission level can view a large proportion or even all of picture information, and a user with
a low permission level can only view a small proportion of picture information. For example,

the picture may be divided into a low-permission region and a high-permission region, the user
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with a low-permission can only view the low-permission region, and the user with a high-
permission can view the low-permission region and the high-permission region.

[0063] A picture decoding method and a picture encoding method are described in detail with
reference to several specific embodiments below.

[0064] Embodiment 1: an embodiment of the present disclosure provides a picture decoding
method, referring to FIG. 3, which is a schematic flowchart of the method, the method is
applied to a decoding device (also referred to as a video decoder), and the method includes:
[0065] Step 301: when permission protection is enabled, determining one or more target region
categories corresponding to a target permission level (the target permission level is a
permission level of a user accessing the decoder side).

[0066] For example, if enable control information allows permission protection to be enabled,
it is determined to enable the permission protection. For example, the enable control
information may include, but is not limited to: enable control information at a sequence level
or sequence level extension data; or enable control information at a picture level or picture
level extension data; or enable control information at a slice level; or enable control information
at a tile level; or enable control information at a patch level; or enable control information at a
largest coding unit (LCU) level; or enable control information at a control unit level.

[0067] For example, if there is enable control information at multiple levels, the enable control
information at a higher level is decoded,; if the enable control information at the higher level
does not allow permission protection to be enabled, it is determined not to enable the
permission protection; if the enable control information at the higher level allows permission
protection to be enabled, the enable control information at a lower level is decoded. If the
enable control information at the lower level does not allow permission protection to be
enabled, it is determined not to enable the permission protection; if the enable control
information at the lower level allows permission protection to be enabled, and the enable
control information at the lower level is the enable control information at the last level, it is
determined to enable the permission protection; if the enable control information at the lower
level allows permission protection to be enabled, and the enable control information at the
lower level is not the enable control information at the last level, the enable control information
at a further lower level is decoded, and so on.

[0068] For example, determining one or more target region categories corresponding to the
target permission level may include, but is not limited to: querying a mapping relationship by
using the target permission level and the candidate permission level, to obtain a region category

corresponding to the target permission level and a region category corresponding to the
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candidate permission level, and determining the region category corresponding to the target
permission level and the region category corresponding to the candidate permission level as
the target region categories corresponding to the target permission level, where the candidate
permission level is a permission level lower than the target permission level, and the mapping
relationship includes a correspondence between permission levels and region categories.
[0069] For example, there is at least one region category (a default region category) that can
be accessed by all permission levels, and regardless of which permission level the target
permission level is, the target region categories corresponding to the target permission level
includes the default region category, i.e., the default region category is used as a target region
category of all permission levels. In this case, the correspondence between the permission level
and the default region category does not need to be explicitly expressed.

[0070] Step 302: decoding the current coding unit according to the one or more target region
categories.

[0071] For example, when the current coding unit is decoded, if a target region category exists
in one or more current region categories corresponding to the current coding unit, the first bit
stream corresponding to the current coding unit is decoded, where the first bit stream includes
high-dimensional reconstruction information of the current coding unit; and the current coding
unit is reconstructed based on the high-dimensional reconstruction information. Alternatively,
if the target region category does not exist in the one or more current region categories
corresponding to the current coding unit, the current coding unit is reconstructed based on low-
dimensional reconstruction information.

[0072] For example, the low-dimensional reconstruction information is obtained by decoding
the second bit stream corresponding to the current coding unit, the first bit stream is a bit stream
obtained through decryption, and the second bit stream is a bit stream obtained without
decryption.

[0073] In a possible implementation, one or more current region categories corresponding to
the current coding unit may be further determined. For example, a region category identifier
and multiple pieces of region location information corresponding to the region category
identifier may be acquired; and for the current coding unit corresponding to the region location
information, a region category corresponding to the region category identifier is determined as
a current region category corresponding to the current coding unit.

[0074] For example, before acquiring one or more pieces of region location information
corresponding to the region category identifier, the total quantity of picture regions

corresponding to the region category identifier may be acquired; based on this, pieces of region
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location information as many as the total quantity of the picture regions corresponding to the
region category identifier may be acquired, and the total quantity of picture regions is not
greater than a preset quantity threshold.

[0075] For example, acquiring a region category identifier and region location information of
one or more regions corresponding to the region category identifier may include, but is not
limited to: decoding the region category identifier and the region location information of one
or more regions corresponding to the region category identifier from the higher-level unit
syntax of the current coding unit. Acquiring a total quantity of picture regions corresponding
to the region category identifier may include, but is not limited to: decoding the total quantity
of picture regions corresponding to the region category identifier from the higher-level unit
syntax of the current coding unit.

[0076] For example, the region location information may include, but is not limited to, region
location information of a polygonal region, a rectangular region, or a circular region. For
example, for a polygonal region and a rectangular region, the region location information may
include coordinates of at least one vertex relative to a preset origin; and for a circular region,
the region location information may include center coordinates and a radius of the circular
region relative to the preset origin.

[0077] For example, a plurality of picture units may be arranged in a preset scanning order,
and the region location information may include a start picture unit index and an end picture
unit index relative to a preset origin; or the region location information may include a start
picture unit index relative to a preset origin and a total quantity of picture units in the current
region; or the region location information may include an end picture unit index relative to a
preset origin and a total quantity of picture units in the current region. For example, if the region
category identifier corresponds to multiple pieces of region location information, an end picture
unit of region location information of the previous region is determined as a preset origin
corresponding to region location information of the current region.

[0078] For example, the picture unit may be a coding unit, or the picture unit may be an A*B
picture unit obtained through division in a preset division manner, where A may be greater than
or equal to a minimum size of the coding unit, e.g., 4, or 8, and B may be greater than or equal
to the minimum size of the coding unit, e.g., 4, or 8.

[0079] For example, after the region category identifier is acquired, a combination identifier
corresponding to the region category identifier may be further acquired, where the combination
identifier indicates whether an associated region category identifier for a combination operation

with the region category identifier exists; and if the combination identifier indicates that the

15



associated region category identifier for the combination operation with the region category
identifier exists, the associated region category identifier corresponding to the region category
identifier may be acquired.

[0080] For example, after the associated region category identifier corresponding to the region
category identifier is acquired, for the coding unit corresponding to the region location
information corresponding to the associated region category identifier, the region category
corresponding to the region category identifier and the region category corresponding to the
associated region category identifier may be determined as the region categories corresponding
to the coding unit, i.e., the coding unit may correspond to a plurality of region categories.
[0081] The permission level corresponding to the associated region category identifier is equal
to the permission level corresponding to the region category identifier; or the permission level
corresponding to the associated region category identifier is lower than the permission level
corresponding to the region category identifier.

[0082] For example, before one or more associated region category identifiers corresponding
to the region category identifier are acquired, a total quantity of category identifiers
corresponding to the one or more associated region category identifiers may be acquired. Based
on this, acquiring the one or more associated region category identifiers corresponding to the
region category identifier includes, but is not limited to: acquiring the associated region
category identifiers as many as the total quantity of category identifiers corresponding to the
region category identifier, i.e., acquiring the associated region category identifiers as many as
the total quantity of category identifiers.

[0083] For example, acquiring a combination identifier corresponding to the region category
identifier may include, but is not limited to: decoding the combination identifier corresponding
to the region category identifier from the higher-level unit syntax of the current coding unit;
acquiring one or more associated region category identifiers corresponding to the region
category identifier may include, but is not limited to: decoding the one or more associated
region category identifiers corresponding to the region category identifier from the higher-level
unit syntax of the current coding unit; and acquiring a total quantity of category identifiers
corresponding to the one or more associated region category identifiers may include, but is not
limited to: decoding the total quantity of category identifiers corresponding to the one or more
associated region category identifiers from the higher-level unit syntax of the current coding
unit.

[0084] In a possible implementation, one or more current region categories corresponding to

the current coding unit may be further determined, for example, a region category identifier

16



corresponding to each picture unit may be acquired; and based on the region category
identifiers corresponding to the picture units covered by the current coding unit, a region
category corresponding to the highest permission level in the region category identifiers may
be determined as the current region category corresponding to the current coding unit.

[0085] For example, acquiring a region category identifier corresponding to each picture unit
may include, but is not limited to, acquiring a region category identifier and region indication
information, wherein the region indication information indicates a plurality of picture units,
and determining the region category identifier as the region category identifier corresponding
to the plurality of picture units.

[0086] The region indication information includes start point coordinates relative to a preset
origin, at least one direction identifier, a length corresponding to each direction identifier, and
an end flag; where the start point coordinates indicate a picture unit corresponding to a region
category identifier, the direction identifier indicates a direction of picture units belonging to
the same region category, a length corresponding to each direction identifier indicates a
quantity of picture units in the direction of the picture units belonging to the same region
category, and the end flag represents that indication of a plurality of picture units have been
completed.

[0087] The length corresponding to each direction identifier may be fixed to 1.

[0088] For example, acquiring a region category identifier corresponding to each picture unit
may further include: determining a target shape enclosed by the plurality of picture units
indicated by the region indication information; and determining the region category identifier
as a region category identifier corresponding to picture units within the target shape.

[0089] In the foregoing embodiment, the preset origin is an upper-left corner point of a preset
M*N rectangle division, or the preset origin is obtained from decoding a bit stream. The preset
M*N rectangular division is an LCU division.

[0090] For example, acquiring a region category identifier corresponding to each picture unit
may include, but is not limited to, decoding the region category identifier corresponding to
each picture unit from the higher-level unit syntax of the current coding unit.

[0091] In the foregoing embodiment, the higher-level unit may include, but is not limited to:
an LCU, a patch, a slice, a tile, a picture, or a sequence, etc., in which the current coding unit
is located, which is not limited.

[0092] For example, the foregoing execution sequence is merely an example for ease of
description, and in actual application, an execution sequence between steps may be changed,

and the execution sequence is not limited. Moreover, in other embodiments, the steps of the
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corresponding method are not necessarily performed in the order shown and described herein,
and the method may include more or fewer steps than those described herein. In addition, a
single step described in this specification may be divided into multiple steps for description in
other embodiments; and multiple steps described in this specification may also be combined
into a single step for description in other embodiments.

[0093] It can be seen from the foregoing technical solutions that, in the embodiments of the
present disclosure, when permission protection is enabled, a target region category
corresponding to a target permission level may be determined, and a current coding unit is
decoded based on the target region category, so that permission protection can be performed
on various types of permission information (e.g., license plate information, local human body
region information, text information, screen information, etc.), thereby improving data
security. For example, when an information security problem exists in a picture, permission
protection may be performed on the picture, so that a user with a high permission level can
view a large amount or even all of picture information, and a user with a low permission level
can only view a small amount of picture information. For example, the picture may be divided
into a low-permission region and a high-permission region, the low-permission user can only
view the low-permission region, and the high-permission user can view the low-permission
region and the high-permission region. Certainly, the permission may be further subdivided,
different permissions correspond to different picture regions, while parallel permissions may
also be set. For example, the license plate information can be viewed under permission A, the
human body local region information can be viewed under permission B, and the license plate
information and the human body local region information can be viewed under permission C.
[0094] Embodiment 2: An embodiment of the present disclosure provides a picture encoding
method, referring to FIG. 4, which is a schematic flowchart of the method, the method is
applied to an encoder side (also referred to as a video encoder), and the method includes the
steps below.

[0095] Step 401: when permission protection is enabled, determining one or more target region
categories; where the target region category is a region category corresponding to a first
permission level and not corresponding to a second permission level, that is, at least one
permission level corresponds to the target region category, and at least one permission level
does not correspond to the target region category.

[0096] For example, if the enable control information allows permission protection to be
enabled, it is determined that permission protection is enabled. For example, the enable control

information may include, but is not limited to: enable control information at a sequence level
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or sequence level extension data; or enable control information at a picture level or picture
level extension data; or enable control information at a slice level; or enable control information
at a tile level; or enable control information at a patch level; or enable control information at
an LCU level; or enable control information at a control unit level.

[0097] For example, if there is enable control information at multiple levels, the enable control
information at a higher level is acquired; if the enable control information at the higher level
does not allow permission protection to be enabled, it is determined to enable the permission
protection; if the enable control information at the higher level allows permission protection to
be enabled, the enable control information at a lower level is acquired. If the enable control
information at the lower level does not allow permission protection to be enabled, it is
determined not to enable the permission protection; if the enable control information at the
lower level allows permission protection to be enabled, and the enable control information at
the lower level is the enable control information at the last level, it is determined to enable the
permission protection; if the enable control information at the lower level allows permission
protection to be enabled, and the enable control information at the lower level is not the enable
control information at the last level, the enable control information at a further lower level is
acquired, and so on.

[0098] For example, determining one or more target region categories may include, but is not
limited to: obtaining the target region category by querying a mapping relationship, where the
mapping relationship includes a correspondence between permission levels and region
categories. For example, if all permission levels correspond to a region category, the region
category is not used as the target region category. If some permission levels correspond to a
region category, but the remaining permission levels do not correspond to the region category,
the region category is used as the target region category.

[0099] Step 402: encoding the current coding unit according to the one or more target region
categories.

[0100] For example, when a current coding unit is encoded, if a target region category exists
in one or more current region categories corresponding to the current coding unit, the first bit
stream and the second bit stream corresponding to the current coding unit are encoded, where
the first bit stream includes high-dimensional reconstruction information of the current coding
unit, which is used to reconstruct the current coding unit, and the second bit stream includes
low-dimensional reconstruction information of the current coding unit, which is used to
reconstruct the current coding unit. Alternatively, when the current coding unit is encoded, if

the target region category does not exist in the one or more current region categories
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corresponding to the current coding unit (i.e., the current region category is a region category
corresponding to all permission levels, i.e., the current coding unit corresponding to the current
region category can be viewed at all permission levels), the first bit stream corresponding to
the current coding unit is encoded, where the first bit stream includes high-dimensional
reconstruction information, and the high-dimensional reconstruction information is used to
reconstruct the current coding unit.

[0101] For example, the second bit stream corresponding to the current coding unit is encoded,
and the second bit stream includes low-dimensional reconstruction information. The first bit
stream is an encrypted bit stream; and the second bit stream is an unencrypted bit stream.
[0102] In a possible implementation, one or more current region categories corresponding to
the current coding unit may be further determined. For example, a region category identifier
and region location information of one or more regions corresponding to the region category
identifier may be acquired; and for the current coding unit corresponding to the region location
information, a region category corresponding to the region category identifier is determined as
a current region category corresponding to the current coding unit.

[0103] For example, before acquiring one or more pieces of region location information
corresponding to the region category identifier, the total quantity of picture regions
corresponding to the region category identifier may be acquired; and based on this, pieces of
region location information as many as the total quantity of the picture regions corresponding
to the region category identifier may be acquired, and the total quantity of picture regions is
not greater than a preset quantity threshold.

[0104] For example, acquiring a region category identifier and region location information of
one or more regions corresponding to the region category identifier may include, but is not
limited to: acquiring the region category identifier and the region location information of one
or more regions corresponding to the region category identifier, and encoding the region
category identifier and the region location information of one or more regions corresponding
to the region category identifier in the higher-level unit syntax of a current coding unit.

[0105] For example, acquiring a total quantity of picture regions corresponding to the region
category identifier may include, but is not limited to: acquiring the total quantity of picture
regions corresponding to the region category identifier, and encoding, in the higher-level unit
syntax of the current coding unit, the total quantity of picture regions corresponding to the
region category identifier.

[0106] For example, the region location information may include, but is not limited to, region

location information of a polygonal region, a rectangular region, or a circular region. For
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example, for a polygonal region and a rectangular region, the region location information may
include coordinates of at least one vertex relative to a preset origin; and for a circular region,
the region location information may include center coordinates and a radius of the circular
region relative to the preset origin.

[0107] For example, a plurality of picture units may be arranged in a preset scanning order,
and the region location information may include a start picture unit index and an end picture
unit index relative to a preset origin; or the region location information may include a start
picture unit index relative to a preset origin and a total quantity of picture units in the current
region; or the region location information may include an end picture unit index relative to a
preset origin and a total quantity of picture units in the current region. For example, if the region
category identifier corresponds to multiple pieces of region location information, using an end
picture unit of region location information of a previous region as a preset origin corresponding
to region location information of a current region.

[0108] For example, the picture unit may be a coding unit, or the picture unit may be an A*B
picture unit obtained through division in a preset division manner, where A may be greater than
or equal to a minimum size of the coding unit, e.g., 4, or 8, and B may be greater than or equal
to the minimum size of the coding unit, e.g., 4, or 8.

[0109] For example, after the region category identifier is acquired, a combination identifier
corresponding to the region category identifier may be further acquired, where the combination
identifier indicates whether an associated region category identifier for a combination operation
with the region category identifier exists; and if the combination identifier indicates that the
associated region category identifier for the combination operation with the region category
identifier exists, the associated region category identifier corresponding to the region category
identifier may be acquired.

[0110] For example, after the associated region category identifier corresponding to the region
category identifier is acquired, for the coding unit corresponding to the region location
information corresponding to the associated region category identifier, the region category
corresponding to the region category identifier and the region category corresponding to the
associated region category identifier may be determined as the region categories corresponding
to the coding unit, i.e., the coding unit may correspond to a plurality of region categories.
[0111] The permission level corresponding to the associated region category identifier is equal
to the permission level corresponding to the region category identifier; or the permission level
corresponding to the associated region category identifier is lower than the permission level

corresponding to the region category identifier.
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[0112] For example, before one or more associated region category identifiers corresponding
to the region category identifier are acquired, a total quantity of category identifiers
corresponding to the one or more associated region category identifiers may be acquired. Based
on this, acquiring the one or more associated region category identifiers corresponding to the
region category identifier includes, but is not limited to: acquiring the associated region
category identifiers corresponding to the region category identifier as many as the total quantity
of category identifiers, i.e., acquiring the associated region category identifiers as many as the
total quantity of category identifiers.

[0113] For example, acquiring a combination identifier corresponding to the region category
identifier may include, but is not limited to: acquiring the combination identifier corresponding
to the region category identifier, and in the higher-level unit syntax of the current coding unit,
encoding the combination identifier corresponding to the region category identifier; acquiring
one or more associated region category identifiers corresponding to the region category
identifier may include, but is not limited to: acquiring the one or more associated region
category identifiers corresponding to the region category identifier, and in the higher-level unit
syntax of the current coding unit, encoding the one or more associated region category
identifiers corresponding to the region category identifier; and acquiring a total quantity of
category identifiers corresponding to the one or more associated region category identifiers
may include, but is not limited to: acquiring the total quantity of category identifiers
corresponding to the one or more associated region category identifiers, and in the higher-level
unit syntax of the current coding unit, encoding the total quantity of category identifiers
corresponding to the one or more associated region category identifiers.

[0114] In a possible implementation, one or more current region categories corresponding to
the current coding unit may be further determined, for example, a region category identifier
corresponding to each picture unit may be acquired; and based on the region category
identifiers corresponding to the picture units covered by the current coding unit, a region
category corresponding to the highest permission level in the region category identifiers may
be determined as the current region category corresponding to the current coding unit.

[0115] For example, acquiring a region category identifier corresponding to each picture unit
may include, but is not limited to, acquiring the region category identifier and region indication
information, wherein the region indication information indicates a plurality of picture units,
and determining the region category identifiers as region category identifiers corresponding to

the plurality of picture units.
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[0116] The region indication information includes start point coordinates relative to a preset
origin, at least one direction identifier, a length corresponding to each direction identifier, and
an end flag; where the start point coordinates indicate a picture unit corresponding to a region
category identifier, the direction identifier indicates a direction of picture units belonging to
the same region category, a length corresponding to each direction identifier indicates a
quantity of picture units in the direction of the picture units belonging to the same region
category, and the end flag indicates that a plurality of picture units have been completed.
[0117] The length corresponding to each direction identifier may be fixed to 1.

[0118] For example, acquiring a region category identifier corresponding to each picture unit
may further include: determining a target shape enclosed by the plurality of picture units
indicated by the region indication information; and determining the region category identifier
as a region category identifier corresponding to picture units within the target shape.

[0119] In the foregoing embodiment, the preset origin is an upper-left corner point of a preset
M*N rectangle division, or the preset origin is obtained from decoding a bit stream. The preset
M*N rectangular division is an LCU division.

[0120] For example, acquiring a region category identifier corresponding to each picture unit
may include, but is not limited to: acquiring the region category identifier corresponding to
each picture unit, and in the higher-level unit syntax of the current coding unit, encoding the
region category identifier corresponding to each picture unit.

[0121] In the foregoing embodiment, the higher-level unit may include, but is not limited to,
an LCU, a patch, a slice, a tile, a picture, or a sequence, etc., in which the current coding unit
is located, which is not limited.

[0122] For example, the foregoing execution sequence is merely an example for ease of
description, and in actual application, an execution sequence between steps may be changed,
and the execution sequence is not limited. Moreover, in other embodiments, the steps of the
corresponding method are not necessarily performed in the order shown and described herein,
and the method may include more or fewer steps than those described herein. In addition, a
single step described in this specification may be divided into multiple steps for description in
other embodiments; and multiple steps described in this specification may also be combined
into a single step for description in other embodiments.

[0123] As can be seen from the above technical solutions, in the embodiments of the present
disclosure, when permission protection is enabled, the target region category may be
determined, and the current coding unit is encoded according to the one or more target region

categories, so that permission protection can be performed on various types of permission
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information (e.g., license plate information, local human body region information, text
information, screen information, etc.), thereby improving data security. For example, when an
information security problem exists in a picture, permission protection may be performed on
the picture, so that a user with a high permission level can view a large amount or even all of
picture information, and a user with a low permission level can only view a small amount of
picture information. For example, the picture may be divided into a low-permission region and
a high-permission region, the low-permission user can only view the low-permission region,
and the high-permission user can view the low-permission region and the high-permission
region. Certainly, the permission may be further subdivided, different permissions correspond
to different picture regions, while parallel permissions may also be set. For example, the license
plate information can be viewed under permission A, the human body local region information
can be viewed under permission B, and screen information can be viewed under permission C.
[0124] Embodiment 3: for Embodiment 1 and Embodiment 2, when permission protection is
enabled, the decoder side may determine the target permission level. For example, assuming
that the user A currently views the picture reconstructed by the decoder side, the permission
level of the user A is used as the target permission level; or assuming that the user B currently
views the picture reconstructed by the decoder side, the permission level of the user B is used
as the target permission level, and so on. After obtaining the target permission level, the
decoder side may determine one or more target region categories corresponding to the target
permission level, i.e., the target permission level may correspond to one target region category,
and the target permission level may also correspond to a plurality of target region categories,
specific determination processes can be referred from the subsequent embodiments. When
permission protection is enabled, the encoder side may determine one or more target region
categories, where the target region category is a region category corresponding to the first
permission level and not corresponding to the second permission level, that is, at least one
permission level corresponds to the target region category, and at least one permission level
does not correspond to the target region category, specific determination processes can be
referred from the subsequent embodiments.

[0125] After obtaining the target region category, the encoder side may encode the current
coding unit according to the one or more target region categories, and the decoder side may
decode the current coding unit according to the one or more target region categories.

[0126] For example, for an encoder side, when encoding a current coding unit (i.e., a current
block, each to-be-encoded block in a current picture may be referred to as a current coding

unit), a current region category corresponding to the current coding unit (the region category
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corresponding to the current coding unit may be recorded as a current region category) may be
determined, and the current coding unit may correspond to one current region category, or may
correspond to a plurality of current region categories. How to determine a current region
category corresponding to the current coding unit may be referred from the subsequent
embodiments. When decoding a current coding unit (i.e., a current block, each to-be-encoded
block in a current picture may be referred to as a current coding unit), a decoder side may
determine a current region category corresponding to the current coding unit, where the current
coding unit may correspond to one current region category, or may correspond to a plurality of
current region categories.

[0127] After a current region categories corresponding to the current coding unit is obtained,
if the target region category exists in the one or more current region categories corresponding
to the current coding unit, the encoder side may further encode the first bit stream and the
second bit stream corresponding to the current coding unit, where the first bit stream includes
high-dimensional reconstruction information of the current coding unit, the high-dimensional
reconstruction information is used to reconstruct the current coding unit, the second bit stream
includes low-dimensional reconstruction information of the current coding unit, and the low-
dimensional reconstruction information is used to reconstruct the current coding unit.

[0128] After a current region category corresponding to the current coding unit is obtained, if
the target region category (which may be different from the target region category of the
encoding end) exists in the one or more current region categories corresponding to the current
coding unit, the decoder side may decode the first bit stream corresponding to the current
coding unit, parse out the high-dimensional reconstruction information of the current coding
unit from the first bit stream, and reconstruct the current coding unit based on the high-
dimensional reconstruction information. Alternatively, if the target region category does not
exist in the one or more current region categories corresponding to the current coding unit, the
decoder side may decode the second bit stream corresponding to the current coding unit, parse
out low-dimensional reconstruction information of the current coding unit from the second bit
stream, and reconstruct the current coding unit based on the low-dimensional reconstruction
information.

[0129] For example, the high-dimensional reconstruction information may also be referred to
as open reconstruction information, the high-dimensional reconstruction information includes
reconstruction values of all pixels, the reconstruction values of the pixels are not hidden for the
high-dimensional reconstruction information, and picture content can be completely restored

by using the high-dimensional reconstruction information. For example, for a current coding
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unit of regions such as a local region of a human body, a license plate, a screen, and text, if the
current coding unit is reconstructed based on high-dimensional reconstruction information, a
real picture of regions such as the local region of the human body, the license plate, the screen,
and the text may be viewed, and the real picture of regions such as the local region of the human
body, the license plate, the screen, and the text is not hidden.

[0130] For example, the low-dimensional reconstruction information may also be referred to
as hidden reconstruction information, and the low-dimensional reconstruction information does
not include reconstruction values of every pixel, and may include only reconstruction values
of some pixels (a decoder only parses the reconstruction values of these pixels, and a default
value may be used for remaining pixels), or may include only one pixel value (i.e., all pixels
share the pixel value, e.g., 255 or 0), or may include several pixel values (e.g., an average value
of some pixels, e.g., 137 or 245), i.e., the reconstruction values of the pixels in the low-
dimensional reconstruction information are hidden, and picture content cannot be completely
restored by using the low-dimensional reconstruction information. For example, for a current
coding unit of a human body local region, a license plate, a screen, a text and other regions, if
the current coding unit is reconstructed based on low-dimensional reconstruction information,
a real picture of regions such as the human body local region, the license plate, the screen, and
the text cannot be viewed, i.e., the real picture of regions such as the human body local region,
the license plate, the screen, and the text is hidden.

[0131] After the current region category corresponding to the current coding unit is obtained,
if the target region category does not exist in the one or more current region categories
corresponding to the current coding unit (i.e., the current region category is a region category
corresponding to all permission levels, i.e., the current coding unit corresponding to the current
region category can be viewed at all permission levels), the encoder may encode the first bit
stream corresponding to the current coding unit, where the first bit stream includes high-
dimensional reconstruction information of the current coding unit, and the high-dimensional
reconstruction information is used to reconstruct the current coding unit.

[0132] After the decoder side obtains a current region category corresponding to the current
coding unit, if the target region category exists in the one or more current region categories
corresponding to the current coding unit, the decoder side may further decode the first bit
stream corresponding to the current coding unit, parse out the high-dimensional reconstruction
information of the current coding unit from the first bit stream, and reconstruct the current

coding unit based on the high-dimensional reconstruction information.
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[0133] For example, for the encoder side, when encoding the current coding unit, it may be
determined whether the target region category exists in the current region categories
corresponding to the current coding unit. If so, the first bit stream corresponding to the current
coding unit is encoded, where the first bit stream includes the high-dimensional reconstruction
information of the current coding unit, but no low-dimensional reconstruction information of
the current coding unit is encoded (i.e., the low-dimensional reconstruction information is not
carried in the second bit stream). When decoding a current coding unit, a decoder side may:
determine current region categories corresponding to the current coding unit, and if a target
region category exists in the current region categories corresponding to the current coding unit,
decode the first bit stream corresponding to the current coding unit, parse out high-dimensional
reconstruction information of the current coding unit from the first bit stream, and reconstruct
the current coding unit based on the high-dimensional reconstruction information. If the target
region category does not exist in the current region categories corresponding to the current
coding unit, low-dimensional reconstruction information is directly derived (not parsed from
the second bit stream), and the current coding unit is reconstructed based on the low-
dimensional reconstruction information.

[0134] When the target region category does not exist in the current region categories
corresponding to the current coding unit, the decoder side does not decode the low-dimensional
reconstruction information from the bit stream, but derives the low-dimensional reconstruction
information, e.g., deriving the low-dimensional reconstruction information based on
reconstruction data, or the low-dimensional reconstruction information is default information,
which is not limited.

[0135] In the foregoing embodiment, for the encoder side, the first bit stream is an encrypted
bit stream, i.e., when the first bit stream corresponding to the current coding unit is encoded,
the first bit stream may be encrypted, to perform encryption protection on the first bit stream.
The second bit stream is an unencrypted bit stream, i.e., the second bit stream is not encrypted
when the second bit stream corresponding to the current coding unit is encoded. Certainly, the
encoder side may also encrypt the second bit stream.

[0136] For the decoder side, the first bit stream is a bit stream obtained through decryption,
i.e., when the first bit stream corresponding to the current coding unit is decoded, the first bit
stream may be decrypted to obtain a decrypted first bit stream. The second bit stream is an
unencrypted bit stream, i.e., when the second bit stream corresponding to the current coding
unit is decoded, the second bit stream is not decrypted, and the decoder side may directly obtain

the unencrypted second bit stream.
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[0137] In the foregoing embodiment, the first bit stream and the second bit stream are not
necessarily consecutive bit streams, and may be obtained from a specific location in an overall
bit stream, for example, the first bit streams of all coding units are spliced together, and second
bit streams of all coding units are spliced together. Certainly, the first bit stream and the second
bit stream of each coding unit may alternatively be consecutive bit streams, i.e., the first bit
stream and the second bit stream of a coding unit are spliced together.

[0138] The first bit stream and the second bit stream may be a single bit stream instead of two
separate bit streams. For example, the first bit stream and the second bit stream may correspond
to a same sequence header and correspond to a same picture header.

[0139] For example, for an encoder, when a current coding unit is encoded, a current region
category corresponding to the current coding unit may be determined, and if the current region
category corresponding to the current coding unit is a default region category (indicating that
permission protection does not need to be performed on a region in which the current coding
unit is located, and high-dimensional reconstruction information and low-dimensional
reconstruction information do not need to be distinguished), a bit stream corresponding to the
current coding unit is encoded, which includes reconstruction information of the current coding
unit (the high-dimensional reconstruction information and the low-dimensional reconstruction
information do not need to be distinguished, and reconstruction information of the current
coding unit is carried). When decoding a current coding unit, a decoder side may: determine a
current region category corresponding to the current coding unit, and if the current region
category corresponding to the current coding unit is a default region category, decode a bit
stream corresponding to the current coding unit, parse out reconstruction information of the
current coding unit from the bit stream, and reconstruct the current coding unit based on the
reconstruction information.

[0140] Embodiment 4: Embodiment 4 is used to implement hierarchical control. In
Embodiment 1, Embodiment 2, and Embodiment 3, for an encoder side and a decoder side,
when permission protection is enabled, a target region category needs to be determined, and a
current coding unit is encoded or decoded based on the target region category. As to whether
permission protection is enabled (which may also be referred to as information protection), flag
bit transfer may be performed at a sequence level, sequence level extension data, a picture
level, a picture level extension data, a slice level, a tile level, a patch level, an LCU level, or a
control unit level etc., and the flag bit indicates whether permission protection is enabled. If
the flag bit is the first value, permission protection is allowed to be enabled; or if the flag bit is

the second value, permission protection is not allowed to be enabled. A syntax used to manage
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or control several pictures may be referred to as a sequence-level or sequence-level extension
data; a syntax used to manage or control a single-frame picture may be referred to as a picture-
level or picture-level extension data; a syntax used to manage or control a parallel unit (i.e., a
picture region) including several coding units may be referred to as a slice level, a tile level, or
a patch level; a syntax used to manage or control the largest coding unit may be referred to as
an LCU level; and a syntax used to manage or control a control unit may be referred to as a
control unit level. A control unit may include a plurality of largest coding units, or a largest
coding unit may include a plurality of control units, which is not limited.

[0141] For example, if the enable control information allows permission protection to be
enabled, it is determined that permission protection is enabled. If the enable control information
does not allow permission protection to be enabled, it is determined that enabling permission
protection is prohibited.

[0142] For example, the enable control information may include, but is not limited to: enable
control information at a sequence level or sequence level extension data; or enable control
information at a picture level or picture level extension data; or enable control information at a
slice level; or enable control information at a tile level; or enable control information at a patch
level; or enable control information at an LCU level; or enable control information at a control
unit level.

[0143] For example, if the enable control information at a sequence level allows permission
protection to be enabled, it is determined to enable the permission protection. If the enable
control information at a sequence level does not allow permission protection to be enabled, it
is determined that enabling permission protection is prohibited. The enable control information
at a sequence level may include a sequence-level flag bit, if the sequence-level flag bit is the
first value, permission protection is allowed to be enabled, and if the sequence-level flag bit is
the second value, permission protection is not allowed to be enabled.

[0144] For another example, if the enable control information at sequence level extension data
allows permission protection to be enabled, it is determined to enable the permission protection.
If the enable control information at sequence level extension data does not allow permission
protection to be enabled, it is determined that enabling permission protection is prohibited. The
enable control information at sequence level extension data may include a sequence-level
extension data flag bit, if the sequence-level extension data flag bit is the first value, permission
protection is allowed to be enabled, and if the sequence-level extension data flag bit is the

second value, permission protection is not allowed to be enabled.
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[0145] For another example, if the enable control information at the picture level allows
permission protection to be enabled, it is determined to enable the permission protection. If the
enable control information at the picture level does not allow permission protection to be
enabled, it is determined that enabling permission protection is prohibited. The enable control
information at the picture level may include a picture-level flag bit, if the picture-level flag bit
is the first value, permission protection is allowed to be enabled, and if the picture-level flag
bit is the second value, permission protection is not allowed to be enabled.

[0146] For another example, if the enable control information at picture level extension data
allows permission protection to be enabled, it is determined to enable the permission protection.
If the enable control information at picture level extension data does not allow permission
protection to be enabled, it is determined that enabling permission protection is prohibited. The
enable control information at picture level extension data may include a picture-level extension
data flag bit, if the picture-level extension data flag bit is the first value, permission protection
is allowed to be enabled, and if the picture-level extension data flag bit is the second value,
permission protection is not allowed to be enabled.

[0147] For another example, if the enable control information at the slice level allows
permission protection to be enabled, it is determined to enable the permission protection. If the
enable control information at the slice level does not allow permission protection to be enabled,
it is determined that enabling permission protection is prohibited. The enable control
information at the slice level may include a slice-level flag bit, if the slice-level flag bit is the
first value, permission protection is allowed to be enabled, and if the slice-level flag bit is the
second value, permission protection is not allowed to be enabled.

[0148] For another example, if the enable control information at a tile level allows permission
protection to be enabled, it is determined to enable the permission protection. If the enable
control information at a tile level does not allow permission protection to be enabled, it is
determined that enabling permission protection is prohibited. The enable control information
at a tile level may include a tile-level flag bit, and if the tile-level flag bit is the first value,
permission protection is allowed to be enabled, and if the tile-level flag bit is the second value,
permission protection is not allowed to be enabled.

[0149] For another example, if the enable control information at the patch level allows
permission protection to be enabled, it is determined to enable the permission protection. If the
enable control information at a patch level does not allow permission protection to be enabled,
it is determined that enabling permission protection is prohibited. The enable control

information at a patch level may include a patch-level flag bit, if the patch-level flag bit is the
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first value, permission protection is allowed to be enabled, and if the patch-level flag bit is the
second value, permission protection is not allowed to be enabled.

[0150] For another example, if the enable control information at the LCU level allows
permission protection to be enabled, it is determined to enable the permission protection. If the
enable control information at the LCU level does not allow permission protection to be enabled,
it is determined that enabling permission protection is prohibited. The enable control
information at the LCU level may include an LCU-level flag bit, if the LCU-level flag bit is
the first value, permission protection is allowed to be enabled, and if the LCU-level flag bit is
the second value, permission protection is not allowed to be enabled.

[0151] For another example, if the enable control information at a control unit level allows
permission protection to be enabled, it is determined to enable the permission protection. If the
enable control information at a control unit level does not allow permission protection to be
enabled, it is determined that enabling permission protection is prohibited. The control unit
level enable control information may include a control unit level flag bit, if the control unit
level flag bit is the first value, permission protection is allowed to be enabled, and if the control
unit level flag bit is the second value, permission protection is not allowed to be enabled.
Certainly, the foregoing descriptions are merely examples, which are not limited.

[0152] For example, the enable control information at a sequence level / sequence level
extension data can allow permission protection to be enabled for the current sequence, i.e.,
permission protection is enabled for all coding units in the current sequence. The enable control
information at picture level/picture level extension data can allow permission protection to be
enabled for the current picture, i.e., permission protection is enabled for all coding units in the
current picture. The enable control information at a slice level can allow permission protection
to be enabled for the current slice, i.e., permission protection is enabled for all coding units in
the current slice. The enable control information at a tile level can allow permission protection
to be enabled for the current tile, i.e., permission protection is enabled for all coding units in
the current tile. The enable control information at a patch level can allow permission protection
to be enabled for the current patch, i.e., permission protection is enabled for all coding units in
the current patch. The enable control information at an LCU level can allow permission
protection to be enabled for the current LCU, i.e., permission protection is enabled for all
coding units in the current LCU. The enable control information at the control unit level can
allow permission protection to be enabled for the current control unit, i.e., permission

protection is enabled for all coding units in the current control unit.
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[0153] Embodiment 5: Embodiment 5 is used to implement hierarchical control. In
Embodiment 1, Embodiment 2, and Embodiment 3, for whether permission protection is
enabled, if multi-level control exists, the principle that the lower level is controlled by the
higher level is followed. For the encoder side, if the enable control information at multiple
levels exists, the enable control information at a higher level is acquired; if the enable control
information at the higher level does not allow permission protection to be enabled, it is
determined not to enable the permission protection; if the enable control information at the
higher level allows permission protection to be enabled, the enable control information at a
lower level is acquired. If the enable control information at the lower level does not allow
permission protection to be enabled, it is determined not to enable the permission protection;
if the enable control information at the lower level allows permission protection to be enabled,
and the enable control information at the lower level is the enable control information at the
last level, it is determined that the permission protection is enabled; if the enable control
information at the lower level allows permission protection to be enabled, and the enable
control information at the lower level is not the enable control information at the last level, the
enable control information at a further lower level is acquired, and so on. For the decoder side,
if the enable control information at multiple levels exists, the enable control information at a
higher level is decoded; if the enable control information at the higher level does not allow
permission protection to be enabled, it is determined not to enable the permission protection;
if the enable control information at the higher level allows permission protection to be enabled,
the enable control information at a lower level is decoded. If the enable control information at
the lower level does not allow permission protection to be enabled, it is determined not to
enable the permission protection; if the enable control information at the lower level allows
permission protection to be enabled, and the enable control information at the lower level is
the enable control information at the last level, it is determined that the permission protection
is enabled; if the enable control information at the lower level allows permission protection to
be enabled, and the enable control information at the lower level is not the enable control
information at the last level, the enable control information at the lower level is decoded, and
SO on.

[0154] The multi-level enable control information being two-level enable control information
is taken as an example, the enable control information at the higher level is recorded as the first
enable control information, and the enable control information at the lower level is recorded as
the second enable control information. The processing process of the decoder side is taken as

an example, the first-level enable control information is decoded first; if the first-level enable
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control information does not allow permission protection to be enabled, it is determined not to
enable the permission protection; and if the first-level enable control information allows
permission protection to be enabled, the second-level enable control information is decoded. If
the second-level enable control information does not allow permission protection to be enabled,
it is determined not to enable the permission protection; if the second-level enable control
information allows permission protection to be enabled, it is determined to enable the
permission protection. For example, the first enable control information may be enable control
information at a sequence level / sequence level extension data, and the second enable control
information may be enable control information at a picture level / picture level extension data,
enable control information at a slice level, enable control information at a tile level, enable
control information at a patch level, enable control information at an LCU level, or enable
control information at a control unit level. For another example, the first enable control
information may be enable control information at a picture level / picture level extension data,
and the second enable control information may be enable control information at a slice level,
enable control information at a tile level, enable control information at a patch level, enable
control information at an LCU level, or enable control information at a control unit level.
[0155] For example, if identifier A exists at a sequence level and identifier B exists at a slice
level, then identifier B explicitly exists in the bit stream only when permission protection is
enabled (i.e., permission protection is allowed) for identifier A.

[0156] The multiple levels of enable control information being three levels of enable control
information is taken as an example, the enable control information at the higher level may be
recorded as the first enable control information, the enable control information at the middle
level may be recorded as the second enable control information, and the enable control
information at the lower level may be recorded as the third enable control information. The
processing process of the decoder side is taken as an example, the first-level enable control
information may be decoded first; if the first-level enable control information does not allow
permission protection to be enabled, it is determined not to enable the permission protection;
if the first-level enable control information allows permission protection to be enabled, the
second-level enable control information is decoded; if the second-level enable control
information does not allow permission protection to be enabled, it is determined not to enable
the permission protection; if the second-level enable control information allows permission
protection to be enabled, the third-level enable control information is decoded,; if the third-level
enable control information does not allow permission protection to be enabled, it is determined

not to enable the permission protection; and if the third-level enable control information allows
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permission protection to be enabled, it is determined to enable the permission protection. For
example, the first enable control information may be enable control information at a sequence
level / sequence level extension data, and the second enable control information may be enable
control information at a picture level / picture level extension data, enable control information
at a slice level, enable control information at a tile level, enable control information at a patch
level, enable control information at an LCU level, or enable control information at a control
unit level.

[0157] For other cases such as four levels of enable control information, the implementation is
similar, which is not described herein again.

[0158] Embodiment 6: Embodiment 6 is used to implement region inheritance in region
depiction, and in Embodiment 1, Embodiment 2, and Embodiment 3, the decoder needs to
determine one or more target region categories corresponding to the target permission level,
and in order to determine the target region categories corresponding to the target permission
level, the following method may be used: querying a mapping relationship through the target
permission level and a candidate permission level, to obtain a region category corresponding
to the target permission level and a region category corresponding to the candidate permission
level, and determining the region category corresponding to the target permission level and the
region category corresponding to the candidate permission level as one or more target region
categories corresponding to the target permission level; where the candidate permission level
is a permission level lower than the target permission level. For example, a mapping
relationship may be preconfigured, and the mapping relationship may include a correspondence
between permission levels and region categories, so that permission levels can be divided for
each region category.

[0159] For example, the permission levels and the region categories may be in one-to-one
correspondence, which is equivalent to that each coding unit corresponds to one permission
level, as shown in Table 1, which is an example of the mapping relationship. The permission
levels and the region categories may be in a one-to-many relationship, and different permission
levels may correspond to the same number of region categories, referring to Table 2, which is
an example of the mapping relationship. Different permission levels may also correspond to
different numbers of region categories, referring to Table 3, which is an example of the
mapping relationship. The permission levels and the region categories may be in a many-to-
one relationship, i.e., a plurality of permission levels may correspond to the same region
category, referring to Table 4, which is an example of the mapping relationship.

[0160] Table 1.
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permission levels

region categories

permission level 1

region category 1

permission level 2

region category 2

permission level 3

region category 3

[0161] Table 2

permission levels region categories

permission level 1 region category 1, region category 2

permission level 2 region category 3, region category 4

permission level 3 region category 5, region category 6
[0162] Table 3

permission levels region categories

permission level 1 region category 1

permission level 2 region category 2, region category 3, region category 4

permission level 3 region category 5, region category 6
[0163] Table 4

permission levels region categories

permission level 1. permission level 2 | region category 1
permission level 3. permission level 4 | region category 2
permission level 5 region category 3
[0164] The mapping relationship shown in Table 1 is taken as an example, If the permission

levels from high to low in sequence are: permission level 1 > permission level 2 > permission
level 3, permission level 1 may access region category 1, region category 2, and region category
3; permission level 2 may access region category 2 and region category 3; and permission level
3 may access region category 3. If the permission levels from high to low in sequence are:
permission level 1 = permission level 2 > permission level 3, permission level 1 may access
region category 1 and region category 3; permission level 2 may access region category 2 and
region category 3; and permission level 3 may access region category 3. If the permission levels
from high to low in sequence are: permission level 1 > permission level 2 = permission level
3, permission level 1 may access region category 1, region category 2, and region category 3;
permission level 2 may access region category 2; and permission level 3 may access region
category 3, that is, a higher-level permission level may access the region categories of a lower-
level permission level.

[0165] The mapping relationship shown in Table 2 is taken as an example, the six region
categories are divided into three permission levels, where region category 1 and region
category 2 are assigned to permission level 1, region category 3 and region category 4 are
assigned to permission level 2, and region category 5 and region category 6 are assigned to
permission level 3. If an order of the permission levels from high to low is: permission level 1
> permission level 2 > permission level 3, permission level 1 may access region category 1,
region category 2, region category 3, region category 4, region category 5, and region category

6; permission level 2 may access region category 3, region category 4, region category 5, and
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region category 6; and permission level 3 may access region category 5 and region category 6,
i.e., a higher-level permission level may access the region categories of a lower-level
permission level.

[0166] In summary, when the target region category corresponding to the target permission
level is determined, the mapping relationship may be queried through the target permission
levels and the candidate permission levels, to obtain the region categories corresponding to the
target permission level and the candidate permission level, and the region categories
corresponding to the target permission level and the candidate permission level are determined
as the target region categories corresponding to the target permission level. For example, if the
target permission level is permission level 2, the candidate permission level may be permission
level 3, referring to Table 1, region category 2 and region category 3 which correspond to
permission level 2 and permission level 3 may be used as the target region categories
corresponding to permission level 2. Referring to Table 2, region category 3, region category
4, region category 5, and region category 6, which correspond to permission level 2 and
permission level 3, may be used as the target region categories corresponding to permission
level 2. Referring to Table 3, region category 2, region category 3, region category 4, region
category 5, and region category 6, which correspond to permission level 2 and permission level
3, may be used as the target region categories corresponding to permission level 2.

[0167] In apossible implementation, there may be at least one region category (a default region
category) that can be accessed by all permission levels, referring to Table 5, which is an
example of the mapping relationship for Table 1, referring to Table 6, which is an example of
the mapping relationship for Table 2, and so on. In this case, the correspondence between the
permission levels and the default region category does not need to be explicitly expressed, i.e.,
Table 5 may be consistent with the syntax of Table 1, and Table 6 may be consistent with the

syntax of Table 2, but implicitly, all permissions are allowed to access the default region

category.

[0168] Table 5
permission levels region categories
permission level 1 region category 1. default region category
permission level 2 region category 2. default region category
permission level 3 region category 3. default region category

[0169] Table 6
permission levels region categories
permission level 1 region category 1. region category 2. default region category
permission level 2 region category 3. region category 4. default region category
permission level 3 region category 5. region category 6. default region category
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[0170] In Table 5 and Table 6, the default region category may be a preconfigured region
category that can be accessed by all permission levels. If the current region category
corresponding to the current coding unit is the default region category, it indicates that
permission protection does not need to be performed on the region in which the current coding
unit is located, and all permission levels can access the region in which the default region
category is located. Therefore, it is sufficient that the current coding unit can be reconstructed
by the reconstruction information without distinguishing between high-dimensional
reconstruction information and low-dimensional reconstruction information. The encoder side
encodes a bit stream corresponding to the current coding unit, where the bit stream includes
reconstruction information of the current coding unit. The decoder side decodes the bit stream
corresponding to the current coding unit, parses out the reconstruction information of the
current coding unit from the bit stream, and reconstructs the current coding unit based on the
reconstruction information.

[0171] In Embodiment 1, Embodiment 2, and Embodiment 3, the encoder side needs to
determine one or more target region categories, and in order to determine the target region
categories, the following method may be used: obtaining the target region categories by
querying the mapping relationship, where the target region category is a region category
corresponding to the first permission level and not corresponding to the second permission
level, i.e., at least one permission level corresponds to the target region category, and at least
one permission level does not correspond to the target region category. For example, referring
to Table 1, assuming that permission level 1 > permission level 2 > permission level 3, region
category 1 corresponds to the first permission level (permission level 1) and does not
correspond to the second permission level (permission level 2 and the permission level 3), so
region category 1 is a target region category. Region category 2 corresponds to the first
permission level (permission level 1 and permission level 2) and does not correspond to the
second permission level (permission level 3), so region category 2 is a target region category.
Region category 3 corresponds to all permission levels (permission level 1, permission level 2,
and permission level 3), i.e., all permission levels have access permission of region category
3, which can view a picture region corresponding to region category 3, so region category 3 is
not a target region category. Similarly, referring to Table 2, region category 1, region category
2, region category 3, and region category 4 are all target region categories, and region category
5 and region category 6 are not target region categories. Referring to Table 4, region category
1, region category 2, region category 3, and region category 4 are all target region categories,

region category 5 and region category 6 are not target region categories, and so on.
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[0172] Embodiment 7: Embodiment 7 is used to implement syntax design in region depiction.
In Embodiment 1, Embodiment 2, and Embodiment 3, the encoder side and the decoder side
further need to determine a current region category corresponding to a current coding unit,
where the current coding unit may correspond to one current region category, or may
correspond to a plurality of current region categories.

[0173] For example, the encoder side may acquire a region category identifier and region
location information of one or more regions corresponding to the region category identifier;
and for a current coding unit corresponding to the region location information, determining a
region category corresponding to the region category identifier as a current region category
corresponding to the current coding unit. The decoder side may acquire a region category
identifier and region location information of one or more regions corresponding to the region
category identifier; and for a current coding unit corresponding to the region location
information, determining a region category corresponding to the region category identifier as
a current region category corresponding to the current coding unit. The encoder side may
further encode the region category identifier and the region location information of one or more
regions corresponding to the region category identifier in the higher-level unit syntax of the
current coding unit. On this basis, the decoder side may further decode the region category
identifier and the region location information of one or more regions corresponding to the
region category identifier from the higher-level unit syntax of the current coding unit.
Alternatively, the encoder side may not encode the region category identifier and the region
location information of the one or more regions corresponding to the region category identifier
in the higher-level unit syntax of the current coding unit, and the decoder side may derive the
region category identifier and the region location information of the one or more regions
corresponding to the region category identifier according to the reconstruction data, which is
not limited. Alternatively, the encoder side may not encode the region category identifier in the
higher-level unit syntax of the current coding unit, but the encoder side encodes the region
location information of the one or more regions corresponding to the region category identifier
in the higher-level unit syntax of the current coding unit, and the decoder side may derive the
region category identifier according to the reconstruction data, and decode the region location
information of the one or more regions corresponding to the region category identifier from the
higher-level unit syntax of the current coding unit, which is not limited. For example, the region
category identifier may be implicitly derived without explicit transmission. For example, in a
case of an agreed-upon sorting order, the decoder side may implicitly derive the region category

identifier.
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[0174] For example, an example of the higher-level unit syntax of the current coding unit may
be 1 200 400 500 600, in the higher-level unit syntax, “1” represents a region category
identifier, “200 400 500 600" represents the region location information corresponding to the
region category identifier 1, and one region can be uniquely determined based on the region
location information. On this basis, for the current coding unit corresponding to the region
location information, the current region category corresponding to the current coding unit may
be the region category 1 corresponding to the region category identifier 1.

[0175] For another example, an example of the higher-level unit syntax of the current coding
unit may be 2 100 200 300 300 150 300 400 400 200 400 500 600, in the higher-level unit
syntax, “2” represents a region category identifier, “100 200 300 300", “150 300 400 400, and
“200 400 500 600" represent three pieces of region location information corresponding to the
region category identifier 1, and three regions can be determined respectively through the three
pieces of region location information. On this basis, for the current coding unit corresponding
to the three pieces of region location information, the current region category corresponding to
the current coding unit may be region category 2 corresponding to the region category identifier
2.

[0176] Embodiment 8: Embodiment 8 is used to implement syntax design in region depiction,
and in Embodiment 1, Embodiment 2, and Embodiment 3, an encoder side and a decoder side
further need to determine a current region category corresponding to a current coding unit. For
example, the encoder side may acquire a region category identifier, a total quantity of picture
regions corresponding to the region category identifier, and pieces of region location
information as many as the total quantity of the picture regions; and for a current coding unit
corresponding to the region location information, determine a region category corresponding
to the region category identifier as the current region category corresponding to the current
coding unit. The decoder side may acquire the region category identifier, the total quantity of
picture regions corresponding to the region category identifier, and pieces of region location
information as many as the total quantity of the picture regions; and for the current coding unit
corresponding to the region location information, determine the region category corresponding
to the region category identifier as the current region category corresponding to the current
coding unit.

[0177] The encoder side may further encode, in the higher-level unit syntax of the current
coding unit, the region category identifier, a total quantity of picture regions corresponding to
the region category identifier, and pieces of region location information as many as the total

quantity of the picture regions. On this basis, the decoder side may further decode, from the
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higher-level unit syntax of the current coding unit, the region category identifier, a total
quantity of picture regions corresponding to the region category identifier, and pieces of region
location information as many as the total quantity of the picture regions. Alternatively, the
encoder side may not encode, in the higher-level unit syntax of the current coding unit, the
region category identifier, a total quantity of picture regions corresponding to the region
category identifier, and pieces of region location information as many as the total quantity of
the picture regions, while according to the reconstruction data, the decoder side may derive the
region category identifier, the total quantity of picture regions corresponding to the region
category identifier, and the pieces of region location information as many as the total quantity
of the picture regions, which is not limited. Alternatively, the encoder side may not encode the
region category identifier in the higher-level unit syntax of the current coding unit, but encodes,
in the higher-level unit syntax of the current coding unit, the total quantity of picture regions
corresponding to the region category identifier and the pieces of region location information as
many as the total quantity of the picture regions, while according to the reconstruction data,
the decoder side may derive the region category identifier, and decode, from the higher-level
unit syntax of the current coding unit, the total quantity of picture regions corresponding to the
region category identifier and the pieces of region location information as many as the total
quantity of the picture regions, which is not limited. For example, the region category identifier
may be implicitly derived without explicit transmission. For example, in a case of an agreed-
upon sorting order, the decoder side may implicitly derive the region category identifier.
[0178] For example, an example of higher-level unit syntax of the current coding unit may be
11200 400 500 600, in the higher-level unit syntax, the first “1” represents the region category
identifier, the second “1” represents the total quantity of picture regions corresponding to the
region category identifier, and “200 400 500 600" represents the region location information
corresponding to the region category identifier 1, and one region can be uniquely determined
according to the region location information. On this basis, the decoder side learns, based on
the first “1”, that the region category identifier is 1, and learns, based on the second “1”, that
one piece of region location information needs to be parsed out; and for a current coding unit
corresponding to the region location information, a current region category corresponding to
the current coding unit may be region category 1 corresponding to the region category identifier
1.

[0179] For another example, an example of the higher-level unit syntax of the current coding
unit may be 2 3 100 200 300 300 150 300 400 400 200 400 500 600, in the higher-level unit

syntax, “2” represents a region category identifier, “3” represents a total quantity of picture
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regions corresponding to the region category identifier, and “100 200 300 300", “150 300 400
4007, and “200 400 500 600" represent three pieces of region location information
corresponding to the region category identifier 1, and three regions can be determined
respectively through the three pieces of region location information. On this basis, the decoder
side learns, based on “1”, that the region category identifier is 2, and learns, based on “3”, that
three pieces of region location information need to be parsed out, and for a current coding unit
corresponding to the three pieces of region location information, the decoder side determines
that a current region category corresponding to the current coding unit may be region category
2 corresponding to the region category identifier 2.

[0180] In summary, it may be seen that, the syntax design in the region depiction may be: the
region category index value + the quantity of shapes of the current region category + the
specific pattern, the region category index value may be the region category identifier, the
quantity of shapes of the current region category may be the total quantity of picture regions
corresponding to the region category identifier, the specific pattern may be the pattern of the
region location information, and the pattern of the region location information may refer to the
subsequent embodiments.

[0181] In a possible implementation, in Embodiment 7 and Embodiment 8, for the region
location information corresponding to each region category identifier, a total quantity of pieces
of region location information may be further limited, i.e., the total quantity of pieces of region
location information needs to be not greater than a preset quantity threshold, and the preset
quantity threshold may be configured according to experience, e.g., 16, 32, or 64. If 64 is taken
as an example, the pieces of region location information corresponding to the region category
identifier are required to be not more than 64.

[0182] In Embodiment 8, the total quantity of picture regions (representing the total quantity
of pieces of region location information) is required to be not greater than a preset quantity
threshold, and the preset quantity threshold may be configured according to experiences, e.g.,
16, 32, and 64. If 64 is taken as an example, the total quantity of picture regions is required to
be not greater than 64, so that at most 64 regions can be depicted.

[0183] In a possible implementation, for Embodiment 7 and Embodiment 8, a total quantity of
region category identifiers may be further limited, i.e., the total quantity of region category
identifiers needs to be not greater than a threshold, and the threshold may be configured based
on experience, e.g., 4, 8, or 16, i.e., the total quantity of region category identifiers cannot

exceed the threshold.
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[0184] Obviously, by simultaneously limiting the total quantity of region category identifiers
and the total quantity of picture regions corresponding to the region category identifiers, the
total quantity of all region location information corresponding to all region category identifiers
can be limited.

[0185] Embodiment 9: Embodiment 9 is used to implement syntax design in region depiction,
and on the basis of Embodiment 7 or Embodiment 8 (e.g., on the basis of Embodiment 8), the
encoder side and the decoder side further need to determine a current region category
corresponding to a current coding unit, and in Embodiment 7 and Embodiment 8, the current
coding unit corresponds to one current region category, while in Embodiment 9, the current
coding unit corresponds to a plurality of current region categories.

[0186] For example, the encoder/decoder may acquire a region category identifier, a total
quantity of picture regions corresponding to the region category identifier, pieces of region
location information as many as the total quantity of the picture regions, and a combination
identifier corresponding to the region category identifier. The combination identifier indicates
whether one or more associated region category identifiers for a combination operation with
the region category identifier exist. If the combination identifier indicates that one or more
associated region category identifiers for a combination operation with the region category
identifier exist, the encoder/decoder may acquire the associated region category identifiers
corresponding to the region category identifier. If the combination identifier indicates that one
or more associated region category identifiers for a combination operation with the region
category identifier do not exist, the encoder/decoder does not acquire the associated region
category identifiers corresponding to the region category identifier.

[0187] If the combination identifier is the first value, the combination identifier indicates that
an associated region category identifier for the combination operation with the region category
identifier exists; and if the combination identifier is the second value, the combination identifier
indicates that no associated region category identifiers for the combination operation with the
region category identifier exist.

[0188] For the current coding unit corresponding to the region location information
corresponding to the region category identifier, the region category corresponding to the region
category identifier is determined as the current region category corresponding to the current
coding unit.

[0189] For the coding unit corresponding to the region location information corresponding to
the associated region category identifier, the region category corresponding to the region

category identifier and the region category corresponding to the associated region category
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identifier are determined as the region categories corresponding to the coding unit, i.e., the
region category corresponding to the coding unit may be a plurality of region categories.
[0190] The encoder side may further encode, in the higher-level unit syntax of the current
coding unit, a region category identifier, a total quantity of picture regions corresponding to
the region category identifier, pieces of region location information as many as the total
quantity of the picture regions, a combination identifier corresponding to the region category
identifier, and one or more associated region category identifiers corresponding to the region
category identifier. On this basis, the decoder side may further decode, from the higher-level
unit syntax of the current coding unit, the region category identifier, the total quantity of picture
regions corresponding to the region category identifier, the pieces of region location
information as many as the total quantity of the picture regions, the combination identifier
corresponding to the region category identifier, and the one or more associated region category
identifiers corresponding to the region category identifier. Alternatively, the encoder side may
not encode the foregoing syntax information in the higher-level unit syntax of the current
coding unit, while according to the reconstruction data, the decoder side may derive the region
category identifier, the total quantity of picture regions corresponding to the region category
identifier, the pieces of region location information as many as the total quantity of the picture
regions, the combination identifier corresponding to the region category identifier, and the
associated region category identifiers corresponding to the region category identifier, which is
not limited.

[0191] For example, an example of the higher-level unit syntax of the current coding unit may
be 4 1 200 400 500 600 1 0 2 3, in the higher-level unit syntax, “4” represents a region category
identifier, the first “1” represents a total quantity of picture regions corresponding to the region
category identifier 4, and “200 400 500 600~ represents region location information
corresponding to the region category identifier 4, and one region can be uniquely determined
by using the region location information. The second “1” represents a combination identifier,
the combination identifier indicates that an associated region category identifier for a
combination operation with the region category identifier 4, and “0 2 3” is used to represent
three associated region category identifiers.

[0192] On this basis, the decoder side learns, based on *“4”, that the region category identifier
is 4, and learns, based on the first “1”, that one piece of region location information needs to
be parsed out; and for a current coding unit corresponding to the region location information,
a current region category corresponding to the current coding unit may be region category 4

corresponding to the region category identifier 4.
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[0193] The decoder side learns, based on the second “1”, that the combination identifier
indicates that associated region category identifiers for the combination operation with the
region category identifier 4, i.e., the associated region category identifiers are 0, 2, and 3. On
this basis, for the coding unit corresponding to the region location information (learned from
the syntax of the region category identifier 0) corresponding to the associated region category
identifier 0, the current region categories corresponding to the coding unit may be region
category 4 corresponding to the region category identifier 4 and region category O
corresponding to the associated region category identifier 0. For the coding unit corresponding
to the region location information corresponding to the associated region category identifier 2,
the current region categories corresponding to the coding unit may be region category 4
corresponding to the region category identifier 4 and region category 2 corresponding to the
associated region category identifier 2. For the coding unit corresponding to the region location
information corresponding to the associated region category identifier 3, the current region
categories corresponding to the coding unit may be region category 4 corresponding to the
region category identifier 4 and region category 3 corresponding to the associated region
category identifier 3. Obviously, there may be a plurality of current region categories
corresponding to the coding unit.

[0194] Embodiment 10: Embodiment 10 is used to implement syntax design in region
depiction, and on the basis of Embodiment 7 or Embodiment 8 (subsequent description is made
on the basis of Embodiment 8 as an example), the encoder side and the decoder side further
need to determine current region categories corresponding to the current coding unit, e.g., the
current coding unit corresponds to a plurality of current region categories.

[0195] For example, the encoder/decoder may acquire a region category identifier, a total
quantity of picture regions corresponding to the region category identifier, pieces of region
location information as many as the total quantity of the picture regions, and a combination
identifier corresponding to the region category identifier. The combination identifier indicates
whether an associated region category identifier for combination operation with the region
category identifier exists. If the combination identifier indicates that the associated region
category identifiers for the combination operation with the region category identifier exist, the
encoder/decoder side may acquire a total quantity of category identifiers corresponding to the
associated region category identifiers and the total quantity of associated region category
identifiers corresponding to the region category identifier. If the combination identifier

indicates that one or more associated region category identifiers for a combination operation
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with the region category identifier do not exist, the encoder/decoder does not acquire the
associated region category identifiers corresponding to the region category identifier.

[0196] On this basis, for the current coding unit corresponding to the region location
information corresponding to the region category identifier, the region category corresponding
to the region category identifier is determined as the current region category corresponding to
the current coding unit. For the coding unit corresponding to the region location information
corresponding to the associated region category identifier, the region category corresponding
to the region category identifier and the region category corresponding to the associated region
category identifier are determined as the region categories corresponding to the coding unit,
i.e., the coding unit may correspond to a plurality of region categories.

[0197] The encoder side may further encode, in the higher-level unit syntax of the current
coding unit, a region category identifier, a total quantity of picture regions corresponding to
the region category identifier, pieces of region location information as many as the total
quantity of the picture regions, a combination identifier corresponding to the region category
identifier, a total quantity of category identifiers corresponding to associated region category
identifiers, and associated region category identifiers as many as the total quantity of category
identifiers. The decoder side may decode, from the higher-level unit syntax of the current
coding unit, the region category identifier, the total quantity of picture regions corresponding
to the region category identifier, the pieces of region location information as many as the total
quantity of the picture regions, the combination identifier corresponding to the region category
identifier, the total quantity of category identifiers corresponding to associated region category
identifiers, and associated region category identifiers as many as the total quantity of category
identifiers. Alternatively, the encoder side may not encode the foregoing syntax information in
the higher-level unit syntax of the current coding unit, while according to the reconstruction
data, the decoder side may derive the region category identifier, the total quantity of picture
regions corresponding to the region category identifier, the pieces of region location
information as many as the total quantity of the picture regions, the combination identifier
corresponding to the region category identifier, and the associated region category identifiers
corresponding to the region category identifier, which is not limited.

[0198] For example, an example of the higher-level unit syntax of the current coding unit may
be 4 1 200 400 500 600 1 3 0 2 3, in the higher-level unit syntax, “4” represents the region
category identifier, the first “1” represents the total quantity of picture regions corresponding
to the region category identifier 4, “200 400 500 600" represents the region location

information corresponding to the region category identifier 4, the second “1” represents the
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combination identifier and indicates that one or more associated region category identifiers for
the combination operation exist, the first “3” represents that there are three associated region
category identifiers in total, i.e., three associated region category identifiers need to be parsed
out, and “0 2 3” represents the three associated region category identifiers.

[0199] In summary, it may be seen that, a syntax design in the region depiction may be: the
region category index value + the quantity of shapes of the current region category + the
specific pattern + the combination identifier + the combination quantity X + X quantity of
region index values, where the region category index value may be a region category identifier,
the quantity of shapes of the current region category may be the total quantity of picture regions
corresponding to the region category identifier, and the specific pattern may be the pattern of
region location information, where the combination identifier indicates whether an associated
region category identifier for a combination operation with the region category identifier exists,
the combination quantity X indicates the quantity of associated region category identifiers, and
the X quantity of region index values indicate X quantity of associated region category
identifiers.

[0200] In the above embodiment, the region combination operation may be limited to be
performed only with the same-level permission region, or only with the same-level permission
region and the lower-level permission region, that is to say, the permission level corresponding
to the associated region category identifier is equal to the permission level corresponding to
the region category identifier; or, the permission level corresponding to the associated region
category identifier is lower than the permission level corresponding to the region category
identifier.

[0201] Embodiment 11: Embodiment 11 is used to implement pattern design in region
depiction. Embodiment 1 - Embodiment 3, and Embodiment 7 - Embodiment 10, all relate to
region location information corresponding to a region category identifier, and the region
location information may include, but is not limited to region location information of a
polygonal region, a rectangular region, or a circular region. Certainly, other shapes may also
be used, e.g., an irregular quadrangle, or a sector, which is not limited herein. It should be noted
that, in Embodiment 1 to Embodiment 3 and Embodiment 7 to Embodiment 10, if a plurality
of region forms need to be supported at the same time, e.g., rectangular region depiction and
circular region depiction exist at the same time, a syntax identifier of a description type needs
to be additionally transmitted, representing rectangular region depiction or circular region

depiction.
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[0202] Application scenario 1: for region location information of a polygonal region (e.g.,
arbitrary shapes such as an irregular quadrilateral and a diamond), the region location
information may include the coordinates of at least one vertex relative to a preset origin; for
example, the region location information may include the coordinates of all vertexes of the
polygonal region relative to the preset origin.

[0203] Application scenario 2: for the region location information of the rectangular region,
the region location information may include the coordinates of at least one vertex relative to
the preset origin; for example, the region location information may include coordinates of all
vertexes of the rectangular region relative to the preset origin, e.g., the coordinates of four
vertexes of the rectangular region.

[0204] Application scenario 3: for region location information for a rectangular region, the
region location information includes coordinates of an upper-left corner point and coordinates
of a lower-right corner point of the rectangular region relative to a preset origin; or the region
location information includes coordinates of a lower-left corner point and coordinates of an
upper-right corner point of the rectangular region relative to the preset origin; or the region
location information includes coordinates of any corner (e.g., coordinates of the upper-left
corner point, coordinates of the lower-left corner point, coordinates of the upper-right corner
point, and coordinates of the lower-right corner point) of the rectangular region relative to the
preset origin, a width of the rectangular region, and a height of the rectangular region.

[0205] Application scenario 4: for a circular region, the region location information may
include center coordinates of the circular region relative to a preset origin and a radius of the
circular region, i.e., circular depiction through the center coordinates and the radius.

[0206] In the foregoing embodiment, the coordinates refer to coordinates relative to a preset
origin (e.g., coordinates of a vertex of a polygonal region relative to the preset origin,
coordinates of a vertex of a rectangular region relative to the preset origin, and coordinates of
a center of a circular region relative to the preset origin), and the preset origin may be any one
coordinate point in the current picture.

[0207] For example, an upper-left coordinate point in the current picture may be used as the
preset origin. Alternatively, the encoder side may use any coordinate point in the current picture
as the preset origin, and encode information (indicating which coordinate point in the current
picture is used as the preset origin) about the preset origin in the bit stream, and the decoder
side decodes the information about the preset origin from the bit stream, and then learns which
coordinate point in the current picture is used as the preset origin. Alternatively, the preset

origin may be an upper-left corner point of preset M*N rectangular division, and the preset
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M*N rectangular division may be LCU division, CU division, or division in another manner,
which is not limited.

[0208] For example, the current picture may be divided into a plurality of LCUs, each LCU
may be a rectangle with the size of M*N, M may be greater than or equal to the minimum size
of the coding units, and N may be greater than or equal to the minimum size of the coding
units. On this basis, the upper-left corner point of the preset LCU (preset M*N rectangle) may
be used as the preset origin. Assuming that each region (i.e., the region corresponding to the
region location information) corresponding to the region category identifier is located in LCUL,
the upper-left corner point of the LCUL is used as the preset origin; and assuming that each
region corresponding to the region category identifier is located in LCUZ2, the upper-left corner
point of LCU2 is used as the preset origin, and so on.

[0209] For example, referring to FIG. 5, assuming that each region corresponding to the region
category identifiers (e.g., 0, 1, and 2) are all located in the black rectangular frame, the upper-
left corner point of the black rectangular frame may be used as the preset origin.

[0210] Embodiment 12: Embodiment 12 is used to implement pattern design in region
depiction. Embodiment 1 - Embodiment 3, and Embodiment 7 - Embodiment 10, all relate to
region location information corresponding to a region category identifier, and in order to
determine the region location information corresponding to the region category identifier, a
plurality of picture units may be arranged in a preset scanning order. On this basis, the region
location information may include a start picture unit index and an end picture unit index relative
to a preset origin; or the region location information may include a start picture unit index
relative to a preset origin and a total quantity of picture units of the current region; or the region
location information may include an end picture unit index relative to a preset origin and a total
quantity of picture units of the current region.

[0211] For example, the current picture may be divided into a plurality of picture units, and
the picture unit may be a coding unit, i.e., each coding unit may be used as a picture unit.
Alternatively, the picture unit may be an A*B picture unit obtained through division in a preset
division manner, i.e., the current picture may be divided into a plurality of picture units with
the size of A*B, the size of each picture unit is A*B, A may be greater than or equal to the
minimum size of coding units, e.g., 4, or 8, and B may be greater than or equal to the minimum
size of coding units, e.g., 4, or 8.

[0212] Then, all picture units are arranged in a preset scanning order, e.g., these picture units
are arranged in an order according to a certain rule (raster scanning, Hilbert scanning, etc.), i.e.,

forming a one-dimensional form.
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[0213] The preset origin may correspond to any one of all the picture units, e.g., when the
preset origin is 0, it indicates the first picture unit of all the picture units, when the preset origin
is 1, it indicates the second picture unit of all the picture units, and so on. The encoder side may
encode information about the preset origin (indicating which picture unit in the current picture
is used as the preset origin) in the bit stream, and the decoder side obtains the information about
the preset origin by decoding the bit stream, and then learns which picture unit in the current
picture is used as the preset origin. Alternatively, the preset origin may be a default origin, e.g.,
the first picture unit is used as the preset origin.

[0214] The preset origin may also be an upper-left corner point of preset M*N rectangular
division (i.e., the picture unit at the upper-left corner is used as the preset origin), where the
preset M*N rectangular division may include, but is not limited to an LCU division, or certainly
may be a CU division, or may be division in other manners, which is not limited.

[0215] For example, the current picture may be divided into a plurality of LCUs, each LCU
may be a rectangle with the size of M*N, M may be greater than or equal to the minimum size
of the coding units, and N may be greater than or equal to the minimum size of the coding
units. On this basis, the upper-left corner point (i.e., the picture unit at the upper-left corner) of
the preset LCU may be used as the preset origin. Assuming that each picture unit corresponding
to the region category identifier is located in LCUL, the upper-left corner point of LCUL is
taken as the preset origin; and assuming that each picture unit corresponding to the region
category identifier is located in LCU2, the upper-left corner point of LCU2 is taken as the
preset origin, and so on.

[0216] For example, referring to FIG. 5, assuming that the picture units corresponding to the
region category identifiers (e.g., 0, 1, and 2) are all located in the black rectangular frame, the
upper-left corner point of the black rectangular frame may be used as the preset origin, i.e., the
information of the circumscribed rectangular frame may be transmitted first, and then the
foregoing internal region is depicted.

[0217] For example, the region location information may be described in one dimension
through the start point and the end point, i.e., the region location information may include the
start picture unit index and the end picture unit index relative to the preset origin. For example,
if the preset origin is 0, the start picture unit index is 3, and the end picture unit index is 6, it
indicates that the region location information corresponds to the 3rd - 6th picture units. If the
preset origin is 1, the start picture unit index is 3, and the end picture unit index is 6, it indicates

that the region location information corresponds to the 4th - 7th picture units.
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[0218] For example, the region location information may be described in one dimension
through the start point and the end point, i.e., the region location information may include the
start picture unit index and the end picture unit index relative to the preset origin. For example,
if the preset origin is 0, the start picture unit index is 3, and the total quantity of picture units
in the current region is 3, it indicates that the region location information corresponds to the
3th - 5th picture units (three picture units in total). If the preset origin is 1, the start picture unit
index is 3, and the total quantity of picture units in the current region is 5, it indicates that the
region location information corresponds to the 4th - 8th picture units (5 picture units in total),
and so on.

[0219] For example, the region location information may be described in one dimension
through an end point and a length, i.e., the region location information may include an end
picture unit index relative to a preset origin and a total quantity of picture units in the current
region. For example, if the preset origin is 0, the end picture unit index is 6, and the total
quantity of picture units in the current region is 3, it indicates that the region location
information corresponds to the 3th - 5th picture units (three picture units in total).

[0220] In a possible implementation, if the region category identifier corresponds to region
location information of a plurality of regions, the end picture unit of region location information
of the previous region is used as the preset origin corresponding to the region location
information of the current region, i.e., the transmission cost value is reduced by transferring
the difference between the start point of the current region and the end point of the previous
region.

[0221] For example, when the region location information is described in one dimension
through the start point and the end point, the preset origin of the first piece of region location
information is 0, the start picture unit index is 3, and the end picture unit index is 6; assuming
that the preset origin of the second piece of region location information is 0, the start picture
unit index is 8, and the end picture unit index is 12, by using the end picture unit of the first
piece of region location information as the preset origin corresponding to the second piece of
region location information, the preset origin of the second piece of region location information
is 5 (which may be derived by the decoder and is not carried in the bit stream), the start picture
unit index is 2, and the end picture unit index is 6.

[0222] For another example, when the region location information is described in one
dimension through the start point and the length, the preset origin of the first piece of region
location information is 0, the start picture unit index is 3, and the total quantity of picture units

in the current region is 4; assuming that the preset origin of the second piece of region location
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information is 0, the start picture unit index is 8, and the total quantity of picture units in the
current region is 5, then by using the end picture unit of the first piece of region location
information as the preset origin corresponding to the second piece of region location
information, the preset origin of the second piece of region location information is 5, the index
of the start picture unit is 2, and the total quantity of picture units in the current region is 5.
[0223] Embodiment 13: Embodiment 13 is used to implement syntax design and pattern design
in region depiction. In Embodiment 1 - Embodiment 3, the encoder side and the decoder side
further need to determine a current region category corresponding to a current coding unit,
where the current coding unit may correspond to only one current region category, and
certainly, the current coding unit may also correspond to a plurality of current region
categories, which is not limited. For example, the encoder and the decoder may acquire a region
category identifier corresponding to each picture unit, and may determine, based on region
category identifiers corresponding to picture units covered by the current coding unit, the
region category corresponding to the highest permission level in the region category identifiers
as the current region category corresponding to the current coding unit, i.e., acquiring a current
region category corresponding to the current coding unit.

[0224] For example, the current picture may be divided into a plurality of picture units by
adopting a MAP/MASK form, i.e., regular division (e.g., divided into a plurality of A*B
blocks) is performed on the current picture, and the picture unit may be an A*B picture unit
obtained through division in a preset division manner, i.e., the current picture may be divided
into a plurality of picture units with the size of A*B, the size of each picture unit is A*B, A
may be greater than or equal to the minimum size of a coding unit, e.g., 4, or 8, and B may be
greater than or equal to the minimum size of a coding unit, e.g., 4, or 8.

[0225] For another example, the current picture may be divided into a plurality of picture units
by adopting a unit level description form, various units, e.g., coding units, exist in an
encoding/decoding process, and region description may be performed in a manner that each
coding unit corresponds to a region category identifier, that is to say, the picture unit may be a
coding unit, i.e., each coding unit may be used as a picture unit, and the coding unit is each to-
be-processed picture block in the current picture.

[0226] Then, a region category identifier corresponding to each picture unit is determined, and
assuming that there are five region category identifiers, e.g., 0, 1, 2, 3, and 4, the region
category identifier corresponding to each picture unit may be 0, 1, 2, 3, or 4, i.e., the region

category identifiers of all picture units may be described.
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[0227] For example, for the encoder side, a region category identifier corresponding to each
picture unit may be determined, and the region category identifier corresponding to each
picture unit is encoded in the higher-level unit syntax of the current coding unit. For the decoder
side, the region category identifier corresponding to each picture unit may be decoded from the
higher-level unit syntax of the current coding unit, to obtain the region category identifier
corresponding to each picture unit. Alternatively, the encoder may not encode the region
category identifier corresponding to each picture unit in the higher-level unit syntax of the
current coding unit, and the decoder may derive the region category identifier corresponding
to each picture unit according to the reconstruction data, which is not limited.

[0228] Assuming that there are 32 picture units, and the region category identifiers
corresponding to the 32 picture units may refer to FIG. 6, i.e., the region category identifiers
corresponding to six picture units are 1, the region category identifiers corresponding to the
remaining 26 picture units are 0, and the positional relationship of these picture units may refer
to FIG. 6.

[0229] For the encoder side and the decoder side, after obtaining the region category identifier
corresponding to each picture unit, when encoding or decoding the current coding unit, the
region category identifiers corresponding to the picture units covered by the current coding unit
may be determined. If the current coding unit covers only one picture unit, a region category
corresponding to the region category identifier corresponding to the picture unit is determined
as the current region category corresponding to the current coding unit.

[0230] If the current coding unit covers a plurality of picture units, based on the region category
identifiers corresponding to each image unit covered by the current coding unit, the region
category corresponding to the highest permission level in the region category identifiers may
be determined as the current region category corresponding to the current coding unit. For
example, assuming that the current coding unit is 16*8, and the current coding unit includes
picture unit 1 of 8*8 and picture unit 2 of 8*8, if the permission level corresponding to the
region category identifier of picture unit 1 is higher than the permission level corresponding to
the region category identifier of picture unit 2, the region category corresponding to the region
category identifier corresponding to picture unit 1 is determined as the current region category
corresponding to the current coding unit. If the permission level corresponding to the region
category identifier of picture unit 2 is higher than the permission level corresponding to the
region category identifier of picture unit 1, the region category corresponding to the region
category identifier corresponding to picture unit 2 is determined as the current region category

corresponding to the current coding unit. If the permission level corresponding to the region
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category identifier of picture unit 1 is equal to the permission level corresponding to the region
category identifier of picture unit 2, the region category corresponding to the region category
identifier corresponding to picture unit 1 may be determined as the current region category
corresponding to the current coding unit, or the region category corresponding to the region
category identifier corresponding to picture unit 2 may be determined as the current region
category corresponding to the current coding unit, or both the region category corresponding
to the region category identifier corresponding to picture unit 1 and the region category
corresponding to the region category identifier corresponding to picture unit 2 may be
determined as the current region categories corresponding to the current coding unit, i.e., the
quantity of the current region categories corresponding to the current coding unit may be two.
Certainly, if the region category corresponding to the region category identifier corresponding
to picture unit 1 corresponds to the same region category as the region category identifier
corresponding to picture unit 2, the current region category corresponds to one current coding
unit.

[0231] Embodiment 14: Embodiment 14 is used to implement syntax design and pattern design
in region depiction. In Embodiment 1 - Embodiment 3, the encoder side and the decoder side
further need to determine a current region category corresponding to a current coding unit, e.g.,
one current region category or a plurality of current region categories. For the encoder side and
the decoder side, a region category identifier and region indication information may be
acquired, where the region indication information indicates a plurality of picture units, and the
region category identifier is determined as a region category identifier corresponding to the
plurality of picture units. On this basis, based on the region category identifier corresponding
to the picture units covered by the current coding unit, the region category corresponding to
the highest permission level in the region category identifiers may be determined as the current
region category corresponding to the current coding unit.

[0232] For example, the current picture may be divided into a plurality of picture units by
adopting a MAP/MASK form, i.e., regular division (e.g., divided into a plurality of A*B
blocks) is performed on the current picture, and the picture unit may be an A*B picture unit
obtained through division in a preset division manner, or the current picture may be divided
into a plurality of picture units by adopting a unit level description form, e.g., each coding unit
may be used as a picture unit, which is not limited herein.

[0233] For the encoder side, a region category identifier corresponding to each picture unit is

determined, and assuming that there are five region category identifiers, e.g., 0, 1, 2, 3, and 4,
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the region category identifier corresponding to each picture unit may be 0, 1, 2, 3, or 4, i.e., the
region category identifiers of all picture units may be described.

[0234] For the encoder side, the encoder side may further determine region indication
information, where the region indication information indicates a plurality of picture units. On
this basis, the encoder side may encode a region category identifier and region indication
information corresponding to the region category identifier in the higher-level unit syntax of
the current coding unit.

[0235] The decoder side may decode the region category identifier and the region indication
information corresponding to the region category identifier from the higher-level unit syntax
of the current coding unit, to obtain the region category identifier and the region indication
information. Alternatively, the encoder side may not encode the region category identifier and
the region indication information in the higher-level unit syntax of the current coding unit, and
the decoder side may derive the region category identifier and the region indication information
according to reconstruction data.

[0236] The region indication information indicates a plurality of picture units, and therefore,
the decoder side may determine the region category identifier as a region category identifier
corresponding to the plurality of picture units indicated by the region indication information.
[0237] In a possible implementation, the region indication information may include start point
coordinates relative to a preset origin, at least one direction identifier, a length corresponding
to each direction identifier, and an end flag; where the start point coordinates indicate a picture
unit corresponding to a region category identifier (i.e., the start point coordinates indicate
which picture unit in all picture units), the direction identifier indicates a direction of picture
units belonging to the same region category, a length corresponding to each direction identifier
indicates a quantity of picture units in the direction of the picture units belonging to the same
region category, and the end flag indicates that a plurality of picture units have been completed.
[0238] For example, the length corresponding to each direction identifier may be fixed to 1,
and in this case, the higher-level unit syntax of the current coding unit may not carry a length
corresponding to each direction identifier, and the decoder side may determine that the length
corresponding to each direction identifier is 1. Assuming that there are 32 picture units, the
region category identifiers corresponding to the 32 picture units may be referred from FIG. 7.
On this basis, the start point coordinates relative to the preset origin represent the third picture
unit of the second row, e.g., the start point coordinates (2, 3) represent the third picture unit of
the start point. At least one direction identifier may be sequentially: right, right, right, down,

left, left, and left, and different direction identifiers may represent different directions, e.g., 00

54



represents right, 01 represents left, 10 represents down, and 11 represents up. In summary, the
region indication information may include sequentially: 2,3, 00, 00, 00, 10, 01, 01, 01, and an
end flag. Based on the above region indication information, the first picture unit (the third
picture unit of the second row) is found through the start point coordinates (2,3), the second
picture unit (the fourth picture unit of the second row) is found through the first “00”, the third
picture unit (the fifth picture unit of the second row) is found through the second “00”, the
fourth picture unit (the sixth picture unit of the second row) is found through the third “00”,
the fifth picture unit (the sixth picture unit in the third row) is found through “10”, the sixth
picture unit (the fifth picture unit of the third row) is found through the first “01”, the seventh
picture unit (the fourth picture unit of the third row) is found through the second “01”, the
eighth picture unit (the third picture unit of the third row) is found through the third “01”, and
the indication that the plurality of picture units have been completed is obtained through the
end flag. So far, eight picture units are obtained, and the region category identifier may be
determined as the region category identifier corresponding to the eight picture units, i.e., only
one region category identifier needs to be transmitted, and the region category identifier
corresponding to the eight picture units is obtained.

[0239] For another example, the length corresponding to each direction identifier may be a
variable value, and in this case, the higher-level unit syntax of the current coding unit carries a
length corresponding to each direction identifier, and the decoder side needs to determine a
length corresponding to each direction identifier. Referring to FIG. 7, the start point coordinates
relative to the preset origin are used to represent the third picture unit of the second row, e.g.,
the third picture unit of the second row is represented by the start point coordinates (2,3). At
least one direction identifier may be sequentially: right, down, and left, and different direction
identifiers may represent different directions, e.g., 00 represents right, 01 represents left, 10
represents down, and 11 represents up. In summary, the region indication information may
include sequentially: 2,3, 00, 3, 10, 1, 01, 3, and an end flag. Based on the above region
indication information, the first picture unit (the third picture unit of the second row) is found
through the coordinates (2,3) of the start point, the second picture unit (the fourth picture unit
of the second row), the third picture unit (the fifth picture unit of the second row) and the fourth
picture unit (the sixth picture unit of the second row) are found through “00” and the length 3
(representing three consecutive picture units), the fifth picture unit (the sixth picture unit in the
third row) is found through “10” and the length 1, the sixth picture unit (the fifth picture unit
of the third row), the seventh picture unit (the fourth picture unit of the third row) and the eighth
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picture unit (the third picture unit of the third row) are found through “01” and the length 3,
and the indication that the plurality of picture units have been completed is obtained through
the end flag. So far, eight picture units are obtained, and the region category identifier may be
determined as the region category identifier corresponding to the eight picture units, i.e., only
one region category identifier needs to be transmitted, and the region category identifier
corresponding to the eight picture units is obtained.

[0240] In summary, the region category identifier corresponding to the picture unit may be
described in a drawing form, and in this case, an additional end flag is required to indicate the
end of the form description. For example, the start point coordinates, the direction identifier,
and the end flag may be indicated by the region indication information, or the start point
coordinates, the direction identifier, and the length corresponding to the direction identifier,
and the end flag may be indicated by the region indication information.

[0241] In the foregoing embodiment, the preset origin may correspond to any one of all the
picture units, e.g., when the preset origin is 0, it indicates the first picture unit of all the picture
units, when the preset origin is 1, it indicates the second picture unit of all the picture units, and
so on. The encoder side may encode information about the preset origin (indicating which
picture unit in the current picture is used as the preset origin) in the bit stream, and the decoder
side obtains the information about the preset origin by decoding the bit stream, and then learns
which picture unit in the current picture is used as the preset origin. Alternatively, the preset
origin may be a default origin, e.g., the first picture unit is used as the preset origin.
Alternatively, the preset origin may be an upper-left corner point of preset M*N rectangular
division (i.e., the picture unit at the upper-left corner is used as the preset origin), where the
preset M*N rectangular division may include, but is not limited to an LCU division, or certainly
may be a CU division, or may be division in other manners, which is not limited.

[0242] For example, the current picture may be divided into a plurality of LCUs, each LCU
may be a rectangle with the size of M*N, M may be greater than or equal to the minimum size
of the coding units, and N may be greater than or equal to the minimum size of the coding
units. On this basis, the upper-left corner point (i.e., the picture unit at the upper-left corner) of
the preset LCU may be used as the preset origin. Assuming that each picture unit corresponding
to the region category identifier is located in LCUL, the upper-left corner point of LCUL is
taken as the preset origin; and assuming that each picture unit corresponding to the region
category identifier is located in LCU2, the upper-left corner point of LCU2 is taken as the

preset origin, and so on.
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[0243] For example, referring to FIG. 5, assuming that the picture units corresponding to the
region category identifiers (e.g., 0, 1, and 2) are all located in the black rectangular frame, the
upper-left corner point of the black rectangular frame may be used as the preset origin, i.e., the
information of the circumscribed rectangular frame may be transmitted first, and then the
foregoing internal region is depicted.

[0244] In apossible implementation, for the decoder side, a target shape enclosed by a plurality
of picture units indicated by the region indication information may be further determined, so
that the region category identifier may be determined as a region category identifier
corresponding to picture units in the target shape. For example, referring to FIG. 8, the region
indication information indicates 16 picture units corresponding to 16 “1”s, e.g., indicating the
16 picture units through the start point coordinates relative to the preset origin, the at least one
direction identifier, a length corresponding to each direction identifier, and the end flag, and
after obtaining the region indication information, the decoder side may determine the 16 picture
units indicated by the region indication information, and then determine a target shape (i.e., a
rectangular region) enclosed by the 16 picture units, so that the region category identifier may
be determined as a region category identifier corresponding to all picture units in the target
shape, i.e., the region category identifier is determined as a region category identifier
corresponding to 25 picture units.

[0245] For the encoder side and the decoder side, after obtaining the region category identifier
corresponding to each picture unit (see the above obtaining method in Embodiment 14), when
encoding or decoding the current coding unit, the region category identifiers corresponding to
the picture units covered by the current coding unit may be determined. If the current coding
unit covers only one picture unit, a region category corresponding to the region category
identifier corresponding to the picture unit is determined as the current region category
corresponding to the current coding unit. If the current coding unit covers a plurality of picture
units, based on the region category identifiers corresponding to each image unit covered by the
current coding unit, the region category corresponding to the highest permission level in the
region category identifiers may be determined as the current region category corresponding to
the current coding unit.

[0246] In a possible implementation, Embodiment 1 - Embodiment 14 all relate to a region
category corresponding to a picture region. On this basis, a default region may further be set.
For example, if a rectangular region is used to depict the region location information, a region
other than the rectangular region may be used as the default region, and if a circular region is

used to depict the region location information, a region other than the circular region may be
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used as the default region. If both the rectangular region depiction and the circular region
depiction are used, a region other than the rectangular region and the circular region may be
used as the default region. For the default region, if the current coding unit corresponds to the
default region, the current region category corresponding to the current coding unit is the
default region category, indicating that permission protection does not need to be performed
on the region in which the current coding unit is located.

[0247] Embodiment 15: Embodiment 15 is used to implement a level transferring in region
depiction, and a permission region may be transferred by using several syntax, and may be
transferred at a sequence level, sequence level extension data, a picture level, picture level
extension data, a slice level, a tile level, a patch level, an LCU level, etc. A syntax used to
manage or control several pictures may be referred to as a sequence-level or sequence-level
extension data; a syntax used to manage or control a single-frame picture may be referred to as
a picture-level or picture-level extension data; a syntax used to manage or control a parallel
unit (i.e., a picture region) including several coding units may be referred to as a slice level, a
tile level, or a patch level; a syntax used to manage or control the largest coding unit may be
referred to as an LCU level; and a syntax used to manage or control a control unit may be
referred to as a control unit level. A control unit may include a plurality of largest coding units,
or a largest coding unit may include a plurality of control units. For example, Embodiment 1 -
Embodiment 14 relate to the higher-level unit syntax of the current coding unit, and the higher-
level unit may include, but is not limited to: an LCU, a patch, a slice, a tile, a picture, or a
sequence, where the current coding unit is located, which is not limited. In summary, the
sequence-level syntax may be used as the higher-level unit syntax of the current coding unit to
transmit the information in the foregoing embodiments; or the sequence-level extension data
syntax may be used as the higher-level unit syntax of the current coding unit to transmit the
information in the foregoing embodiments; or the picture-level syntax may be used as the
higher-level unit syntax of the current coding unit to transmit the information in the foregoing
embodiments; or the picture-level extension data syntax may be used as the higher-level unit
syntax of the current coding unit to transmit the information in the foregoing embodiments; or
the slice-level syntax may be used as the higher-level unit syntax of the current coding unit to
transmit the information in the foregoing embodiments; or the tile-level syntax may be used as
the higher-level unit syntax of the current coding unit to transmit the information in the
foregoing embodiments; or the patch-level syntax may be used as the higher-level unit syntax

of the current coding unit to transmit the information in the foregoing embodiments; or the
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LCU-level syntax may be used as the higher-level unit syntax of the current coding unit to
transmit the information in the foregoing embodiments.

[0248] For example, the above embodiments may be implemented separately or in
combination. For example, and at least two of Embodiment 1 - Embodiment 15 may be
implemented in combination. For example, in the foregoing embodiments, the contents of the
encoder side may also be applied to the decoder side, i.e., the decoder side may adopt the same
manner for processing, and the contents of the decoder side may also be applied to the encoder
side, i.e., the encoder side may adopt the same manner for processing, which is not repeated
here again.

[0249] Based on the same application concept as the foregoing method, an embodiment of the
present disclosure further provides a picture decoding apparatus, where the apparatus is applied
to a decoder side, and the apparatus includes: a memory, configured to store video data; and a
decoder, configured to implement the decoding methods in Embodiment 1 - Embodiment 15,
i.e., a processing procedure of a decoder side. For example, in a possible implementation, the
decoder is configured to:

[0250] when permission protection is enabled, determine one or more target region categories
corresponding to a target permission level; and

[0251] decode the current coding unit according to the one or more target region categories.
[0252] Based on the same application concept as the foregoing method, an embodiment of the
present disclosure further provides a picture encoding apparatus, where the apparatus is applied
to a encoder side, and the apparatus includes: a memory, configured to store video data; and an
encoder, configured to implement the encoding methods in Embodiment 1 - Embodiment 15,
I.e., a processing procedure of an encoder side. For example, in a possible implementation, an
encoder is configured to:

[0253] determine one or more target region categories when permission protection is enabled,
where the target region category is a region category corresponding to the first permission level
and not corresponding to the second permission level,

[0254] encode the current coding unit according to the one or more target region categories.
[0255] Based on a same application concept as the foregoing method, a decoder device (which
may also be referred to as a video decoder) is provided in the embodiment of the present
disclosure, and from the hardware perspective, its specific hardware architecture diagram may
refer to FIG. 9A. The decoder device includes: a processor 911 and a machine-readable storage
medium 912, where the machine-readable storage medium 912 stores machine-executable

instructions (picture decoding instructions) that can be executed by the processor 911; and the
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processor 911 is configured to execute the machine-executable instructions to implement the
picture decoding methods in Embodiment 1 - Embodiment 15 of the present disclosure.
[0256] Based on a same application concept as the foregoing method, an encoder device
(which may also be referred to as a video encoder) is provided in the embodiment of the present
disclosure, and from the hardware perspective, its specific hardware architecture diagram may
refer to FIG. 9B. The encoder device includes: a processor 921 and a machine-readable storage
medium 922, where the machine-readable storage medium 922 stores machine-executable
instructions (picture decoding instructions) that can be executed by the processor 921; and the
processor 921 is configured to execute the machine-executable instructions to implement the
picture encoding methods in Embodiment 1 - Embodiment 15 of the present disclosure.
[0257] Based on a same application concept as the foregoing method, an embodiment of the
present disclosure further provides a machine-readable storage medium, where the machine-
readable storage medium stores several computer instructions, and when the computer
instructions are executed by a processor, the method disclosed in the foregoing examples of
the present disclosure, e.g., the picture decoding method or the picture encoding method in the
foregoing embodiments, can be implemented.

[0258] Based on a same application concept as the foregoing method, an embodiment of the
present disclosure further provides a computer application, and when the computer application
is executed by a processor, a picture decoding method or a picture encoding method disclosed
in the foregoing example of the present disclosure can be implemented.

[0259] Based on a same application concept as the foregoing method, an embodiment of the
present disclosure further provides a picture decoding apparatus, where the apparatus is applied
to a decoder side, and the apparatus includes: a processing module, configured to determine,
when permission protection is enabled, one or more target region categories corresponding to
a target permission level; and a decoding module, configured to decode a current coding unit
based on the target region category.

[0260] For example, when decoding the current coding unit based on the target region
category, the decoding module is specifically configured to: when decoding the current coding
unit, if a target region category exists in one or more current region categories corresponding
to the current coding unit, decode the first bit stream corresponding to the current coding unit,
where the first bit stream includes high-dimensional reconstruction information of the current
coding unit; and reconstruct the current coding unit based on the high-dimensional

reconstruction information.
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[0261] For example, when decoding the current coding unit according to the one or more target
region categories, the decoding module is specifically configured to: when decoding the current
coding unit, if the target region category does not exist in the one or more current region
categories corresponding to the current coding unit, reconstruct the current coding unit based
on low-dimensional reconstruction information.

[0262] For example, the low-dimensional reconstruction information is obtained by decoding
the second bit stream corresponding to the current coding unit, the first bit stream is a bit stream
obtained through decryption, and the second bit stream is a bit stream obtained without
decryption.

[0263] For example, the processing module is further configured to: if the enable control
information allows permission protection to be enabled, determine to enable the permission
protection. The enable control information includes: enable control information at a sequence
level or sequence level extension data; or enable control information at a picture level or picture
level extension data; or enable control information at a slice level; or enable control information
at a tile level; or enable control information at a patch level; or enable control information at
an LCU level; or enable control information at a control unit level.

[0264] For example, if enable control information at multiple levels exists, the decoding
module is further configured to: decode enable control information at a higher level; if the
enable control information at the higher level does not allow permission protection to be
enabled, determine not to enable the permission protection; if the enable control information at
the higher level allows permission protection to be enabled, decode enable control information
at a lower level; if the enable control information at the lower level does not allow permission
protection to be enabled, determine not to enable the permission protection; and if the enable
control information at the lower level allows permission protection to be enabled, and the
enable control information at the lower level is enable control information at the last level,
determining to enable the permission protection.

[0265] For example, the processing module is further configured to: acquire a region category
identifier and region location information of one or more regions corresponding to the region
category identifier; and for a current coding unit corresponding to the piece of region location
information, determining a region category corresponding to the region category identifier as
a current region category corresponding to the current coding unit.

[0266] For example, the processing module is further configured to acquire a total quantity of
picture regions corresponding to the region category identifier; and when acquiring the region

location information of one or more regions corresponding to the region category identifier,
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the processing module is specifically configured to acquire the region location information of
the total quantity of picture regions corresponding to the region category identifier, where the
total quantity of the picture regions is not greater than a preset quantity threshold.

[0267] For example, when acquiring the region category identifier and the region location
information of one or more regions corresponding to the region category identifier, the
processing module is specifically configured to: decode the region category identifier and the
region location information of one or more regions corresponding to the region category
identifier from the higher-level unit syntax of the current coding unit; and when acquiring the
total quantity of picture regions corresponding to the region category identifier, the processing
module is specifically configured to: decode the total quantity of picture regions corresponding
to the region category identifier from the higher-level unit syntax of the current coding unit.
[0268] For example, the region location information is region location information of a
polygonal region, a rectangular region, or a circular region; for the polygonal region and the
rectangular region, the region location information includes at least one vertex coordinate
relative to a preset origin; and for the circular region, the region location information includes
center coordinate and a radius of a circular region relative to a preset origin.

[0269] For example, a plurality of picture units are arranged in a preset scanning order, and the
region location information includes a start picture unit index and an end picture unit index
relative to a preset origin; or the region location information includes a start picture unit index
relative to a preset origin and a total quantity of picture units in a current region; or the region
location information includes an end picture unit index relative to a preset origin and a total
quantity of picture units in a current region.

[0270] For example, if the region category identifier corresponds to region location
information of a plurality of regions, using an end picture unit of region location information
of a previous region as a preset origin corresponding to region location information of a current
region.

[0271] For example, the picture unit is a coding unit, or the picture unit is an A*B picture unit
obtained through division in a preset division manner, A is greater than or equal to a minimum
size of the coding unit, and B is greater than or equal to the minimum size of the coding unit.
[0272] For example, the processing module is further configured to: acquire a combination
identifier corresponding to the region category identifier, where the combination identifier
indicates whether an associated region category identifier of a combination operation with the
region category identifier exists; and if the combination identifier indicates that the associated

region category identifier of the combination operation with the region category identifier
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exists, acquire the associated region category identifier corresponding to the region category
identifier.

[0273] For example, the processing module is further configured to, for the coding unit
corresponding to the region location information corresponding to the associated region
category identifier, determine the region category corresponding to the region category
identifier and the region category corresponding to the associated region category identifier as
the region category corresponding to the coding unit.

[0274] The permission level corresponding to the associated region category identifier is equal
to the permission level corresponding to the region category identifier; or the permission level
corresponding to the associated region category identifier is lower than the permission level
corresponding to the region category identifier.

[0275] For example, the processing module is further configured to acquire a total quantity of
category identifiers corresponding to the associated region category identifiers; and when
acquiring one or more associated region category identifier corresponding to the region
category identifier, the processing module is specifically configured to acquire the one or more
associated region category identifiers as many as the total quantity of category identifiers
corresponding to the region category identifier.

[0276] For example, when acquiring the combination identifier corresponding to the region
category identifier, the processing module is specifically configured to decode the combination
identifier corresponding to the region category identifier from the higher-level unit syntax of
the current coding unit; when acquiring the associated region category identifier corresponding
to the region category identifier, the processing module is specifically configured to decode the
associated region category identifier corresponding to the region category identifier from the
higher-level unit syntax of the current coding unit; and when acquiring the total quantity of
category identifiers corresponding to the associated region category identifier, the processing
module is specifically configured to decode the total quantity of category identifiers
corresponding to the associated region category identifier from the higher-level unit syntax of
the current coding unit.

[0277] For example, the processing module is further configured to: acquire a region category
identifier corresponding to each picture unit; and determine, based on a region category
identifier corresponding to a picture unit covered by the current coding unit, a region category
corresponding to a highest permission level in the region category identifier as the current

region category corresponding to the current coding unit.
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[0278] For example, when acquiring the region category identifier corresponding to each
picture unit, the processing module is specifically configured to: acquire the region category
identifier and region indication information, where the region indication information indicates
a plurality of picture units, and determine the region category identifier as the region category
identifier corresponding to the plurality of picture units, where the region indication
information includes start point coordinates relative to a preset origin, at least one direction
identifier, a length corresponding to each direction identifier, and an end flag, the start point
coordinates indicate a picture unit corresponding to the region category identifier, the direction
identifier indicates a direction of a picture unit that belongs to a same region category, the
length corresponding to each direction identifier indicates a quantity of picture units in the
direction of the picture unit that belongs to the same region category, and the end flag indicates
that the plurality of picture units have been completed.

[0279] For example, the length corresponding to each direction identifier is fixed to 1.

[0280] For example, when acquiring the region category identifier corresponding to each
picture unit, the processing module is specifically configured to: determine a target shape
enclosed by the plurality of picture units indicated by the region indication information; and
determine the region category identifier as the region category identifier corresponding to the
picture unit in the target shape.

[0281] For example, the preset origin is an upper-left corner point obtained by dividing a preset
M*N rectangle, or the preset origin is obtained by decoding a bit stream. The preset M*N
rectangular division is an LCU division.

[0282] For example, when acquiring the region category identifier corresponding to each
picture unit, the processing module is specifically configured to, decode the region category
identifier corresponding to each picture unit from the higher-level unit syntax of the current
coding unit.

[0283] For example, the higher-level unit is an LCU, patch, slice, tile, picture, or sequence in
which the current coding unit is located.

[0284] For example, when determining one or more target region categories corresponding to
the target permission level, the processing module is specifically configured to: query a
mapping relationship by using the target permission level and the candidate permission level,
to obtain a region category corresponding to the target permission level and a region category
corresponding to the candidate permission level, and determine the region category
corresponding to the target permission level and the region category corresponding to the

candidate permission level as the target region categories corresponding to the target
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permission level, where the candidate permission level is a permission level lower than the
target permission level, and the mapping relationship includes a correspondence between
permission levels and region categories.

[0285] Based on a same application concept as the foregoing method, an embodiment of the
present disclosure further provides a picture encoding apparatus, where the apparatus is applied
to an encoder side, and the apparatus includes: a processing module, configured to determine
one or more target region categories when permission protection is enabled, where the target
region category is a region category corresponding to the first permission level and not
corresponding to the second permission level; and an encoding module, configured to encode
a current coding unit based on the target region category.

[0286] For example, when encoding the current coding unit based on the target region
category, the encoding module is specifically configured to: when encoding the current coding
unit, if a target region category exists in one or more current region categories corresponding
to the current coding unit, encode the first bit stream and the second bit stream corresponding
to the current coding unit, where the first bit stream includes high-dimensional reconstruction
information of the current coding unit, and the second bit stream includes low-dimensional
reconstruction information of the current coding unit.

[0287] A person skilled in the art should understand that the embodiments of the present
disclosure may be provided as a method, a system, or a computer program product. The present
disclosure may use a form of a fully hardware embodiment, a fully software embodiment, or a
combination of software and hardware embodiments. The embodiments of the present
disclosure may use a form of a computer program product that is implemented on one or more
computer-usable storage media (including, but not limited to, a disk memory, a CD-ROM, an
optical memory, etc.) that include computer-usable program code.

[0288] The foregoing descriptions are merely embodiments of the present disclosure and are
not intended to limit the present disclosure. For those skilled in the art, the present disclosure
may have various modifications and variations. Any modification, equivalent replacement, or
improvement made without departing from the spirit and principle of the present disclosure

shall fall within the scope of the claims of the present disclosure.
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CLAIMS
1. Apicture decoding method, performed by a decoding device, wherein the method comprises:
when permission protection is enabled, determining one or more target region categories
corresponding to a target permission level; and

decoding a current coding unit according to the one or more target region categories.

2. The method according to claim 1, wherein decoding the current coding unit according to the
one or more target region categories comprises:

when decoding the current coding unit, in response to determining that the one or more
target region categories exist in one or more current region categories corresponding to the
current coding unit, decoding a first bit stream corresponding to the current coding unit,
wherein the first bit stream comprises high-dimensional reconstruction information of the
current coding unit; and

reconstructing the current coding unit based on the high-dimensional reconstruction

information.

3. The method according to claim 2, wherein decoding the current coding unit according to the
one or more target region categories comprises:

when decoding the current coding unit, in response to determining that the one or more
target region categories do not exist in the one or more current region categories corresponding
to the current coding unit, reconstructing the current coding unit based on low-dimensional

reconstruction information.

4. The method according to claim 3, wherein

the low-dimensional reconstruction information is obtained by decoding a second bit
stream corresponding to the current coding unit;

the first bit stream is a bit stream obtained through decryption; and

the second bit stream is a bit stream obtained without decryption.

5. The method according to any one of claims 1-4, wherein
in response to determining that enable control information allows the permission

protection to be enabled, determining to enable the permission protection.

6. The method according to claim 5, wherein
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the enable control information comprises: enable control information at a sequence level
or sequence level extension data; or enable control information at a picture level or picture
level extension data; or enable control information at a slice level; or enable control information
at a tile level; or enable control information at a patch level; or enable control information at a

largest coding unit (LCU) level; or enable control information at a control unit level.

7. The method according to claim 5, wherein the method comprises:

in response to determining that there is the enable control information at multiple levels,
decoding the enable control information at a higher level;

in response to determining that the enable control information at the higher level does not
allow the permission protection to be enabled, determining not to enable the permission
protection;

in response to determining that the enable control information at the higher level allows
the permission protection to be enabled, decoding the enable control information at a lower
level,;

in response to determining that the enable control information at the lower level does not
allow the permission protection to be enabled, determining not to enable the permission
protection; and

in response to determining that the enable control information at the lower level allows the
permission protection to be enabled, and the enable control information at the lower level is

the enable control information at a last level, determining to enable the permission protection.

8. The method according to any one of claims 2-4, wherein before determining that the one or
more target region categories exist in one or more current region categories corresponding to
the current coding unit, the method further comprises:

acquiring a region category identifier and one or more pieces of region location
information corresponding to the region category identifier; and

for a current coding unit corresponding to the region location information, determining a
region category corresponding to the region category identifier as a current region category

corresponding to the current coding unit.
9. The method according to claim 8, wherein

before acquiring one or more pieces of region location information corresponding to the

region category identifier, the method further comprises:
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acquiring a total quantity of picture regions corresponding to the region category

identifier; and
acquiring one or more pieces of region location information corresponding to the region

category identifier comprises:

acquiring the one or more pieces of region location information as many as the total
quantity of the picture regions corresponding to the region category identifier;

wherein the total quantity of the picture regions is not greater than a preset quantity
threshold.

10. The method according to claim 8 or 9, wherein
acquiring a region category identifier and one or more pieces of region location
information corresponding to the region category identifier comprises:
decoding the region category identifier and the one or more pieces of region location
information corresponding to the region category identifier from higher-level unit syntax of the
current coding unit; and
acquiring a total quantity of picture regions corresponding to the region category identifier
comprises:
decoding the total quantity of picture regions corresponding to the region category

identifier from the higher-level unit syntax of the current coding unit.

11. The method according to claim 8 or 9, wherein

the region location information is region location information of a polygonal region, a
rectangular region, or a circular region;

for the polygonal region and the rectangular region, the region location information
comprises coordinates of at least one vertex relative to a preset origin; and

for the circular region, the region location information comprises center coordinates and a

radius of the circular region relative to a preset origin.

12. The method according to claim 8 or 9, wherein a plurality of picture units are arranged in
a preset scanning order, and

the region location information comprises a start picture unit index and an end picture unit
index relative to a preset origin; or

the region location information comprises a start picture unit index relative to a preset

origin and a total quantity of picture units in a current region; or
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the region location information comprises an end picture unit index relative to a preset

origin and a total quantity of picture units in a current region.

13. The method according to claim 12, wherein

in response to determining that the region category identifier corresponds to multiple
pieces of region location information, using an end picture unit of a previous piece of region
location information as a preset origin corresponding to a current piece of region location

information.

14. The method according to claim 12, wherein

the picture unit is a coding unit, or

the picture unit is an A*B picture unit obtained through division in a preset division manner,
wherein A is greater than or equal to a minimum size of a coding unit, and B is greater than or

equal to the minimum size of the coding unit.

15. The method according to claim 8 or 9, wherein after acquiring a region category identifier,
the method further comprises:

acquiring a combination identifier corresponding to the region category identifier, wherein
the combination identifier indicates whether one or more associated region category identifiers
for a combination operation with the region category identifier exist; and

in response to determining that the combination identifier indicates that one or more
associated region category identifiers for the combination operation with the region category
identifier exist, acquiring one or more associated region category identifiers corresponding to
the region category identifier.

16. The method according to claim 15, wherein after acquiring one or more associated region
category identifiers corresponding to the region category identifier, the method further
comprises:

for a coding unit corresponding to region location information corresponding to the
associated region category identifier, determining a region category corresponding to the region
category identifier and one or more region categories corresponding to the one or more
associated region category identifiers as region categories corresponding to the coding unit.

17. The method according to claim 15, wherein
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a permission level corresponding to the associated region category identifier is equal to a
permission level corresponding to the region category identifier; or
the permission level corresponding to the associated region category identifier is lower

than the permission level corresponding to the region category identifier.

18. The method according to claim 15, wherein
before acquiring one or more associated region category identifiers corresponding to the
region category identifier, the method further comprises:
acquiring a total quantity of category identifiers corresponding to the one or more
associated region category identifiers; and
acquiring the one or more associated region category identifiers corresponding to the
region category identifier comprises:
acquiring the one or more associated region category identifiers as many as the total

quantity of category identifiers corresponding to the region category identifier.

19. The method according to claim 15 or 18, wherein
acquiring a combination identifier corresponding to the region category identifier
comprises:
decoding the combination identifier corresponding to the region category identifier
from a higher-level unit syntax of the current coding unit; and
acquiring one or more associated region category identifiers corresponding to the region
category identifier comprises:
decoding the one or more associated region category identifiers corresponding to the
region category identifier from the higher-level unit syntax of the current coding unit; and
acquiring a total quantity of category identifiers corresponding to the one or more
associated region category identifiers comprises:
decoding the total quantity of category identifiers corresponding to the one or more
associated region category identifiers from the higher-level unit syntax of the current coding

unit.

20. The method according to any one of claims 2-4, wherein before determining that the one
or more target region categories exist in one or more current region categories corresponding
to the current coding unit, the method further comprises:

acquiring a region category identifier corresponding to each picture unit; and
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based on one or more region category identifiers corresponding to picture units covered by
the current coding unit, determining a region category corresponding to a highest permission
level in the region category identifiers as the current region category corresponding to the

current coding unit.

21. The method according to claim 20, wherein acquiring a region category identifier
corresponding to each picture unit comprises:

acquiring the region category identifier and region indication information, wherein the
region indication information indicates a plurality of picture units, and

determining the region category identifiers as region category identifiers corresponding to
the plurality of picture units;

wherein the region indication information comprises start point coordinates relative to a
preset origin, at least one direction identifier, a length corresponding to each direction identifier,
and an end flag; and

wherein the start point coordinates indicate a picture unit corresponding to the region

category identifier, the direction identifier indicates a direction of picture units belonging to a
same region category, a length corresponding to each direction identifier indicates a quantity
of picture units in the direction of the picture units belonging to the same region category, and

the end flag represents that an indication of the plurality of picture units is completed.

22. The method according to claim 21, wherein

the length corresponding to each direction identifier is fixed to 1.

23. The method according to claim 21, wherein acquiring a region category identifier
corresponding to each picture unit further comprises:

determining a target shape enclosed by the plurality of picture units indicated by the region
indication information; and

determining the region category identifier as a region category identifier corresponding to

picture units in the target shape.
24. The method according to any one of claims 11, 12 and 21, wherein

the preset origin is an upper-left corner point of a preset M*N rectangle division, or

the preset origin is obtained by decoding a bit stream.
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25. The method according to claim 24, wherein

the preset M*N rectangular division is an LCU division.

26. The method according to claim 20, wherein acquiring a region category identifier
corresponding to each picture unit comprises:
decoding the region category identifier corresponding to each picture unit from the higher-

level unit syntax of the current coding unit.

27. The method according to any one of claims 10, 19, and 26, wherein a higher-level unit is
an LCU, a patch, a slice, a tile, a picture, or a sequence in which the current coding unit is

located.

28. The method according to any one of claims 1-4, wherein
determining one or more target region categories corresponding to the target permission
level comprises:
querying a mapping relationship through the target permission level and a candidate
permission level, to obtain a region category corresponding to the target permission level and
a region category corresponding to the candidate permission level, and
determining the region category corresponding to the target permission level and the
region category corresponding to the candidate permission level as one or more target region
categories corresponding to the target permission level;
wherein the candidate permission level is a permission level lower than the target
permission level; and
the mapping relationship comprises a correspondence between permission levels and

region categories.

29. A picture encoding method, performed by an encoding device, wherein the method
comprises:

in response to determining that permission protection is enabled, determining one or more
target region categories; wherein the one or more target region categories are one or more
region categories corresponding to a first permission level and not corresponding to a second
permission level; and

encoding a current coding unit according to the one or more target region categories.
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30. The method according to claim 29, wherein encoding the current coding unit according to
the one or more target region categories comprises:

when encoding the current coding unit, in response to determining that the one or more
target region categories exist in one or more current region categories corresponding to the
current coding unit, encoding a first bit stream and a second bit stream corresponding to the
current coding unit, wherein the first bit stream comprises high-dimensional reconstruction
information of the current coding unit, and the second bit stream comprises low-dimensional

reconstruction information of the current coding unit.

31. A picture decoding apparatus, applied to a decoding device, wherein the apparatus
comprises:

a memory, configured to store video data;

a decoder, configured to:

when permission protection is enabled, determine one or more target region categories
corresponding to a target permission level; and

decode a current coding unit according to the one or more target region categories.

32. A picture encoding apparatus is applied to an encoding device, wherein the apparatus
comprises:

a memory, configured to store video data;

an encoder, configured to:

in response to determining that permission protection is enabled, determining one or more
target region categories; wherein the target region category is a region category corresponding
to a first permission level and not corresponding to a second permission level; and

encoding a current coding unit according to the one or more target region categories.

33. A decoding device, comprising: a processor and a machine-readable storage medium,
wherein the machine-readable storage medium stores machine-executable instructions
executable by the processor; and the processor is configured to execute the machine-executable

instructions to implement the method according to any one of claims 1-28.
34. An encoding device, comprising: a processor and a machine-readable storage medium,

wherein the machine-readable storage medium stores machine-executable instructions

executable by the processor; and the processor is configured to execute the machine-executable
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instructions to implement the method according to any one of claims 29-30.
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