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A METHOD AND APPARATUS FOR TRANSM TTI NG DATA FROM A
FI ELD DEVI CE TO A SUBSEQUENT SERVER 5 FI ELD OF

| NVENTI ON The present invehtion relates to an alarm
managenent systemfor field devices. Mre
particularly, it relates to an alarm nonitoring and
notification systemfor the nonitoring of nultiple

A METHODCANDYAPPARATUS HOR TRANSMITIING DATA
BACKGROUND COF THE | NVENTI ON I n a manufacturing

f EROMYA FIELDoDEVICEdD TOVA SYBSEQYENTISERMER i n

a wde area 15 across the whole facility. These
devices are used for nonitoring different paraneters
such as pressure and flow rate and are typically

rIEMBBE RiRsh A central location, using a central
nmonitoring system The state of the devices is

di splayed in status codes. Oten, a facility uses

T PYSERE IR (Sh! SLENT IBOUERR! LIELS o hL BMevices.
& Reghne st at us codes gener ate y “di Yerent' devites
Moref patii¢dlatye it ratmenu fcaet wai@ns nosporeseand Potifdafidreseniem for the

. . ce. tf d
mo e of BB e Sy e S S SR g pr - et ne

event nessages for a user to understand the status.
In the prior art, the nonitoring of the devices is
done at the maintenance level, and 25 therefore, the
BAGHGROUND CF SHRARVENTION Y notified of event nessages,
whi ch are alarm nessages. Hence, the event nessages
are filtered to transmt only the alarm nessages to
In 4 heanotacturiog ifaglitgystiEpte ik devdted eratypieabt afdd ini ewsdd hesa

ne f he nitoring systemand attends to
=ora0E Wbl ey AR RIS 0 Bl TR B SO b g
sucbfas tphessateaand flmnadreanehared yrstainniaitose dde i ceetraldosiomnusing
re 1,

i Fi Figure.1 js a,diagramof a,system
= o e swtqmniiartid o et APl W ShiRoroces
Oftay st fanilityl useBi dpuices brovidefdeln e differemti memafachterde Sftgnathe ssaane
devi t % ni.rﬂéThedvi.eléis i el d
statagvcloggs Sg%(rg l%éesdﬁrgyf#ﬁg%g ciJeevljcegrc?fadlg réag ma@u%c(urers represent
different event messages. Hence, the status codes generated needs to be matched
to the corresponding pre-defined event messages for a user to understand the

status.

In the prior art, the monitoring of the devices is done at the maintenance level, and
therefore, the maintenance staff is only notified of event messages, which are alarm
messages. Hence, the event messages are filtered to transmit only the alarm
messages to the monitoring system. The maintenance staff views the messages from

the monitoring system and attends to these alarms accordingly.

A conventional structure of the alarm management system for a device is shown in

Figure 1.
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transmtter. 5 The device 11 generates a specific code

for each status that it is_in. The status code from

each device 11 does not cofitain any user

conprehensi ble informati on. The infornmation

corresponding to each status code for the different

devices are stored in a field control station (FCS)
Figure.1 Bhe drQ&m 2f coaydemsstactlies abasgsnevdiiatdime matagansertt remd
conﬂ'cg %Ys . W%ﬁ@%@sta%erfe}{%m%l}nérﬁf ’?{ 'Q%tsl ?lntefsog (?ee\‘/?c% to be

respective status ‘code. ese " Stat us codes ar'e
mongiomed. dée tgviceh fif 68 enfieladafcecswunhess ,a Howl ragter or a pressure
tranisrtr]l}{@‘?i ably different. The status code from device 11

I's transmtted to a FCS 12 to which the device 11 is

i n communi cation. The FCS 12 conprises a first

| Qi & \ 5 0 h

The BRI RE G P R  arh B BRE R b Tk SBrus coce
frommetdhddvite Ttlhdoesstalt emtandes wpenevmpetiebyibiehefodeaticceshe
- .corr [ V, sages. . Further, .
ol BB ! R R R B e T e B vss b e BFea
a fiahbswdme stativre(FOR) Wd@te FTRe!2 pmisices idaetiase ditidhostatains the

N i.on. | .event pri_orit t
ool S s oo AR TalioR o e CEVERR R sBh i out e
statfisncoden aew pritvides $9 aliferertioweviéciurélscare ars ivapekig idifelartty
that not all the information available relating to the
status codes is available in the first database. This
Thetsygdes obda mbrordesice dnl is dandeitiseltd a FdiSaghtswhich tet devime 11 is
. . i i G.,d d t i_ndi vi dual
in ng]mg%ﬂi’? ‘?%E%?%QZI A r”rlgrg%iaoﬁ%ﬁ é]l;a?atbgs%econ%mmg the event
mesisagkEpen tentdsyedtiet siadvedodeA. Tey eeant padssegesl3rermatchal esthe

; X : ; h : . '
staiteg B SR e oBARR (GG (R SoloBIRO B oFaoes
may al so retrieve the information at user

e-de ' N | s. The,pre- determ ned .
T e e e S R
pre-Hefreld additidmal dderimedipn oncludsst theoevant 'nE@Nsagr pH@RE' the object

. te. The i r ' by the, device patrol 13
oAt g 058 s A0 8108 T Mt RBLEEHRE P et o
in the formof event nessages and further information
f i.ved j : filter .15, .The filter 15 allo
ronBl & Y8 G e el e oh 31 B2 v Bk e, e
statef cedagservaifbee i the dirst atdhase hBris itypel afdefsrmaation can be self-

diagh8Qd S5 Bt Qv @ed Hiddnbl R, 409 Hel L5 iddividld BvRes 11, This
information has to be independently retrieved. A device patrol 13 retrieves this
information from the devices in response {0 a user’s request. Alternatively, the device
patrol 13 may also retrieve the information at user pre-determined intervals. The pre-
determined intervals can be set in accordance to the criticality level of the device, or
set to an 'ON’ or ‘OFF’ slate. The information added by the device patrol 13 will be
added to the same database.

All the data in the form of event messages and further information are received into a
filter 15. The filter 15 allows a type of data therethrough, according to a requirement

of a user. The filter 15 further includes a configurator 186, a filtering library 17 and a




10

15

20

25

30

message utility library 18. The configurator 16 is
linked to the filtering library 17 and nessage
utility library 18 to filtér and customnize the event
nmessages The filtering library 17 is a collection of
instructions to filter the event nessages 5 received
based on the status code. For every event nessage, the
me$ddgeetilitySibrate ! 8r Fineesnfighirater 1ésisdinkigkto Miediliérrir@l_iﬂrenym_? and
me%) 40 &%r{’f‘é%fﬂt% an&&s‘%;zg% S&ht s i alfes filtering
rary unc I ons n ane nmenht, a Uus
reqw rement is for maint enance nmessages. Theref ore
[ e
Iﬂﬁer ﬁb‘?{}ré/n?ngsegs om]g&%?w ofI nsty Lﬁctf?ﬁg ?é‘glggr terl%b§ g %ssages
receteed d]asedomdltheoﬁstwetodw Fcbreeﬂté}yf e‘l/etrmrmagsdglebrtm Viilter 15
he t [ I.S..a set, pf
det?rwg%s T tS g us(?r qgc?‘tﬁr%gﬁﬁrgrﬁ ba%ec%/%rh ?ﬁg S%IS?O dhtlons Set 8y the
ﬂttenegshtmgae,sfdmﬁmna irs a:e)elnﬂiodm@erftoai naér, reghirarhentss isuaihienamce
ns r ofmat to,a for
me\s/\%ag% Lfgne{%owg,r gﬁég r{i‘[? 9%\?] me t¥ g'}gauifjob? h%assgg to the
mam&tmhwam&feastaaf flaon mdashsege u:meed; onl&erfﬁhre comm{iorguseat or the

filte]n %gﬁraoynﬁmcr]]or}shiﬁ? Inle%stgrg?e fg |I|t¥ ﬁ%)r?a/g@)% uséliﬂcg func%ons used to

norgafifd glerfatroat dfghe sessshhes fremstsgmsﬂnglfomyat] wblcansy udBallycan
customi,.ze t even ch sa f.

eGP TaR el AR IR ERE o A kP RRCRbISR % P echepsipie

whel disprayrestsdgesattenancan@ificr bédr asgtsstored in a
subsequent server having a database. 20 In an

enbodi ment, the configurator 16 can be custom sed to
Thestapigfinatdr Héris dedd toetefinothe ftitleéngebyen:tingrﬁ&sfagﬁ&ns\m ibh fittering

isfy.the cQ d|t| ns det erm.ned.f
irfig 17 3k Tl Eioh 26 skt B st e LG R o iz the
eveat Imsagm wl&:qlun Sf&&tdfyd dtea condizrat heteugahed Ifor ttheé Snaintenance
enb ltered ev s. which sat
alaiffle e Rl b SRet e TaaTYERY Ao SRSt kel Sher
havirtyea éstebdsenessages, which do not satisfy any other
conditions, are transmtted and stored in the second
server. The latter event nessages will be displayed
In dembadidehiatiet ccfnﬁgmasjrrﬂ@e:mhﬁycﬁﬁcﬁniem to s:m}stfm’rhesedlivery of

theué\llehn Srtnggsa%%gzl tglﬁnaé %]stast B/A%eg ecropélggncoeaeéﬁw e%t or the
mammnanoaﬁmrmﬁahhate@maamegadasaranﬂltms&ages allawf ud;etrenelqniged data
thers'eithq'gtljﬁ.iIRQh%agmggdir%g l’fl% Fﬁﬁereg év%% mesgages which satisfy the
conditions defined for maintenance alarms and the event messages, which do not
salisfy any other conditions, are transmitted and stored in the second server. The
latter event messages will be displayed in its default form since they are not

customised using the configurator 16.

After the configurator 16 has been customised o select a type of data, in this case
maintenance alarm messages, a filtering simulation can be conducted fo test the
determined filter condition. This is done to ensure that the pre-defined maintenance

alarm messages are filtered correctly.
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determined filter condition. This is done to ensure
that the pre-defined mai ntenance al arm nessages are
filtered correctly. 4 ii #'s The event nessages in
t he subsequent server are displayed at a human nmachi ne
user so that the mai ntenance staff can view and attend
to these alarnms accordingly. In sunmmary, the

Thea@mtt atassagds inhiee puesenieni sarent srendiggaidr #Sa hbeas traddiine

o
useh ief i niniofian s et Gre i ENfeee Mafee ararinay
nmessages, which have been identified as al arm nessages
ncl ass en transmitted a st or ed

in s B B AR B e eSSV bR e Sl 8 (868 Br the
devieeknOnd etiedcddes mrt hensoiedgrenhassyedess eraugdsshbes. The
face. ..The aqknow{ edgenent recgi gtfsd

ass{ty

evthman Machi E.eh %nt eé

g HeStP TR PAY SuBLEGOUIE Lei 9t MESSTHESHY iRkt

are hhat gaysmittad tdne emsnednn ar becohb esemir NTlen anee raéafaties abe be
ok e BaflyBe < FonEial SetblMuuich RE runet BRs meriece

Th%éc&ﬁbw!etﬁ@@ﬁént&é@e:ﬂb%@e sper atths subdeqtibet dedgr lak tnyaintenance
hi tSi nce only the alarm nessages are filtered for the 15
%% nt enance staff, the operational staff or operators
w |l not under st and these filtered al arm nessages.
e rm nes es include further
In PR B EHE e o & e e B (Haepc by ideniy and
reswrdetb ateamdnédmage$ Havgvat, inesides tHehekihtghahey aagehé@ drbailso
fail.ur, roble elnforrmtlon |

Vi ce or. || caus
R i O G SIS Sl R RS SR e
masﬁ%ﬁén@@ﬁﬁaf@,ﬁﬁe ap&ﬁ@wdae d@%ﬁ a:ﬁéraghl@ walckn @mﬁ@z@@amfﬁse filtered
recel store INn the subse t ver n cas
Rt o IR U gt G g T A 1
opefat@rstarsawera:m@f mbnmgteﬁd s iififotridtioal & MeME8RAgeRs B e
ver to_th

e Sal s BoE e, Fiee P 11 cAbes B Grere b Kot
necessary. 25 Accordingly, it is an object of the
Furt‘%er Sfr(:eenteve-nr%Vn(weenstslag(g)e?s tar% gcr&%gvrvl%déehdaangthe afg(nowle%gement receipts
are stored in the subsequent server. In case of an interruption in the communication
system, the first server is not notified if the alarm messages are not delivered to the
subsequent server. This can be disastrous, as the alarm will not be attended to as

necessary.
Accordingly, it is an object of the present invention to ensure that all the alarms
messages are delivered to the subsequent server so that the operational and/ or
maintenance staff are notified.

SUMMARY OF THE INVENTION

The present invention relates to an apparatus for providing data from a field device to

a subsequent server including a filter to allow a type of data therethrough according
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messages are delivered to the subsequent server so
that the operational and/ or nmaintenance staff are
notified. 30 SUMMARY OF THE | NVENTI ON The present
invention relates to an apparatus for providing data
froma field device to a subsequent server including
a filter to allow a type of data therethrough
to aceqrigimeEgt B & oser, rse'qiud:iatermat'iomly aeaeped, fraai a fidiit device, a
[ I iV | d d
storﬁgg%é}e{%% tétsgoﬁ'g%alde@tefréc?{?gr ed ofé pe tg nsﬁﬁ%aoan m%grqs ﬁ)gﬁéansmlt
stored atadaris sisohserpanb serget amhs rdetectcsttorc@@bodjat@nhect@n between
saiog ggn)ﬁfgeg tﬁ?%tﬁuésge{%gétn%}g%?&/qgée?n%g b de?ecgo‘?t %Fnt co%m Pmca’aon with
saic etovage, mehes ¢ rasaind toke fiberedrdats once caowmmactmt iis arstatilisied
S S filt d a .
berge S DR SbSed Sy S0 dea s o A e o
suca%ﬁjsftSIalt:dmsmbiséqwé‘retsa@eeqamnt sgvas to ensure all filter
data is successfully transnmtted to the subsequent
server. Preferably, said data is any one of the
Prefemiatbly),vsiangdatg ;i)aeanyocﬁnee@fdhe fotestgdeses sicvat megssaged Diciuding a

oo LA 3y B TR g TR SRS mesone

or amg@agec messdde. preferably, said event nessages data is
generated froma pre-existing status code provi ded by
said field device, said type of data obtained by
Stilln;m‘etdn:hm Sz @vsmtahassagéé datde gﬂ'artelnatad datrabgse- elxam'nglgtatus
I,.0f or mat.i on

codgé)?ovq cJ %gsdalcﬂ/eq F\'/ng tgpean dert? 0 tlaenreg bgbl @gh;g%%]g {a(?us

res 0 us”’co
codd watgarmsata baqma‘nee/lr@t we-definenbévest assddesa nidyinfo rmaaton rekaeel to
ans. 20 In an enbodi nent, the filter

co”igg??rﬂgr?g ?qﬁ%‘%ﬁa $a confi gurator to receive said event

nessages froma field device, identify if said event
. IS .a,; t.om SE S

suEr e ERDy R B P AR i R ARG Bt
medrel ating to the filtered nmessage for storage in the

storage neans for subsequent transnission to
In an embodiment, the filter further includes a configurator to receive said event
messages from a field device, identify if said event message is a filtered message;
and customise said filtered message to include user-defined information relating to
the filtered message for storage in the storage means for subseguent transmission to

the subsequent server.

Preferably, said storage means is a buffer to store said filtered data which is not
transmitted when said detector detects no connection between said device and

subsequent server.

Still preferably, the transmission means is a transmitter to fransmit said stored data
or filtered data when said detecior establishes a connection between said apparatus

to said subsequent server.
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WhGed sagect sis gt

25 the subsequent server. Preferably, said storage
nmeans is a buffer to store said filtered data which is
not transnmitted when said®etector detects no
connecti on between said device and subsequent server.
30 Still preferably, the transm ssion neans is a
transmtter to transmt said stored data or filtered
Predersaly wead ctemwbrdmﬂsta)note‘s:aﬁdm i haid sdoregamesdnison store said
, n.said. S ent S8
neBR MBS udRRRERY BBl 08 REn SR B B U e b sl
sutsteqmageeweaissjieteogsgme said } filtered data when said
detector detects the connection between said device to
sai d subsequent server is disengaged. 5 Still
Stilppefenbp| yaid seiatiaetonds ar svmsﬂdsera retilsgiquentsaid transmission
meargs 'tt(; Ié% g%rr]l\é)rrr}lt tsgig sql %Pteé 4 aW esn\?\;]a(?% dgg%gorq%c—?tt%cé% glle connection
betdetresdig at:haratmnueaiﬁlsabsedneht/\mverssaemg@ppar atus to said
subsequent server is engaged. In an enbodi nent, the
apparatus further includes a categorising neans to

In FE4rBPRTIMER, thb%dpémmuﬁh@dnaameatb?@r%mgsraéamfolda&g;onse

cat, ries or a for neans to
warr U e TP bl R TRS] GPIAESS RoedPATa Beabih &
sai@fleesdgeoh ubbeddfine@drh@fs. there is provided a nethod of
transmtting data froma field device to a subsequent

server said method includin 15 the steps

AT VPngdney Bt Wal® FTBRE fiheleg e @ method of

trarfgnhﬁuag Idath ﬁomyapﬁenefded@baotdwem&ba&@ﬂ @?r\f@e %@fdgm&@&oﬁ Oncuding
sai d Iltered t

q%sl rFITEﬂt of a user, ?rl n

the ElgRs of {eoaHERi £ty of Hatas o "Bl e 5*"§ﬁ%éq&xeﬁtof data

theﬁﬁﬁr&i@@h atsbréleg ect irdgLiRnPN BLS s stdial WaRIMileAlCtype b 8ta,
sequent server ther eb%/t transmtting the

oS dS GIEC e @ EUMTELETor e B Gl connection

betRh@éNMREIA St BeyisCBsatfidnBsSES BRUS rSRINEBRg 17D filtered data
Preferabl sala%édata i'sS any one the types of event

shedsiehpern %Q%‘é@eea”daﬁs %?ﬂH?’P\tﬁé"é’ée

a mai ntenance nessage, a notification nessage or a
Preferably, said data is any one of the types of event message including a status
message, an alarm message, a maintenance message, a notification message or a

diagnostic message.

Still preferably, the method further includes the steps of generating said event
message from a status code of said field device and matching said status code with

event messages and information for the status code predefined in a database.

Preferably, said filtering step further including the steps of receiving said event
messages from a field device, identifying if said event message is a filtered message;
and customising said filtered message to include user-defined information relating to
the filtered message for storage in a storage means for subsequent transmission to

the subsequent server.
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di agnostic nessage. 25 Still preferably, the nethod

further includes the steps of generating said event

message froma status code’of said field device and

mat chi ng said status code with event nessages and

information for the status code predefined in a

dat abase. Preferably, said filtering step further
Prefenatiiy) diaid) stonieg sdi@pmrtb#ar nr&mﬂi:r\g' g stepdbfeveily to30 buffer said

ssages fro v identifying if said
fMe%§ ﬁ%§§gﬁg%m§wgg?"$qﬁﬁ d nessage: and custoni sing
sald filtered nessage to |nclude user - def i ned
S nformati relating to age for.
sl isagRys M, ErShls8rSans or LlLES BRI ERs it sriere
meetsegetdnear&ubiﬂeqﬂﬁmbd sesssae WhenPaerfaeca@i yetesai ttle sécomnettpn
rther. inclu stioring to a buffer

pet@edThaid PG o Baa el For 2 P 60T o Lt ot

Still preferably, the transm ssion step further

| t t d 5
DR G T g M R R R
of tie®poeeiction beimatewesid sapaiatﬂjevérmiesdz@ sSipdediustibsegtreBénding a
erver

e I n n enbo t he net hod
ot S5 SR TR o3 B E Mo AT B HES s engagenent
of the connectlon betmeen sai d apparatus and said
nt serv notjficatiop to i, d
n PR e e cREREERed: Rl Bebbuai S sbBofdiny -
conﬁdit@bh&i‘etvﬁféﬁ%ﬂitdﬁémce ﬁﬁt&smtshbﬁqﬁjunitt deever) mrldu@l aﬂguiﬁshae;ueni
tabl.ishin connect.jon between sai
notfkalBE & s e St Bale atd RaRvul P8 Bl aessbe.
subsequent notification to said transm ssion nmeans
and transmtting said stored nessage. 15 In

In YRhGDAIBF SEBEMFBhTIN PRNGR{ENT e RARSdecapRorising

saidStraRmitdd FRESARMTHE NGr-asfcd ddiadtsit toh eshRmg2a8) hek8ages
user-defined categories or fornattln? sai d nmessages
H

in upg{-dediaed @@P?ﬁ@@“*%?ﬂhW§aﬂdF“%ﬁ@ﬁ@évﬂ I'n said data
di splay unit. 20 BRI EF DESCRI PTI ON OF THE DRAW NGS I n
order that the invention mght be nore fully
under st ood, enbodi nents of the

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the invention might be more fully understood, embodiments of the
invention will be described by way of example only, with reference to the
accompanying drawings, in which:

Figure 1 is diagram of a general alarm monitoring system according to the prior art.

Figure 2 is a diagram of the general alarm monitoring system according to one

aspect of the current invention.

Figure 3 is a flow chart of the general alarm moniforing system according tc one

aspect of the current invention.
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invention will be described by way of exanple only,
wth reference to the 25 acconpanying drawi ngs, in
which: Figure 1 is diagramlof a general alarm
nmonitoring systemaccording to the prior art. Figure
2 is a diagramof the general alarmnonitoring system
according to one 30 aspect of the current invention.

Thdaignohed draveings dre oot ohastardy diahe tgeageal al arm
noni toring systemaccording to one aspect of the
current invention. 8 The attached drawi ngs are not
necessarily drawn to scale. DETAILED DESCRI PTI ON OF

N B I i w be made in detail
DE?@"‘EM SEFWT@&B@EMEW t he inventi on,
exanpl es of which are illustrat ed in the acconpanyl ng
The fe odi_.ments of .t he
Ref R e R B et to TR T Smieamatis oL (e Inveiton,
exakmmwestwhuaspax:inutamatbheisether@mdmgag}}m dawm@se The preferred
nventlion . 1.S I nt e 0 cov
emB o r RS he RBITT Pleiatdnen R 1% EHEn i ite oroadpst
asgeet tmﬁieéél%@wb&gtn?&rns the tﬁ@icblhﬁ‘ary aﬂhg tg\ﬁeﬁlrl@n @&f irtdrRied to cover
i nventi on S e n he a nae Cl.a
Al ey MY REPR G CoRreD: AITGISY Ped ase T e gpirt
and b@perdmﬁle ﬂ‘g@hl&)n mﬂ@ﬁr@u&)ﬁﬂh@@pgéﬁde?ﬁéiﬁwss Faﬂfﬂ@erﬁﬁfe in the
er Vi de a er standl n ] €
folyiing Sl e il B P p T e Pt et el are set

forth reoilet ® paavs@@@ﬁlnaaerstaa@iag botheprensndembodiabatsf rom a
field device 20 to a subsequent server 30 as seen in

Figure 2. Data 22 froma field device is sent to a
Accfdrdiih@to hé ihaerdbh onwe |ts)ém&a®farai@t 200 ke pedviigta from a field

ding to user-def condi.ti ons Astora , ns
dodie AL A BatRT SPEet HLSS SpeLndio ra s DeEL e Sriicld dvice
is @ub&eg m.gart 2t ERBSIW &tye of éeid&h@@tr@cﬁughsaddzﬁﬁiﬂﬂg 6} @b%tr@@tmed

he evice is co ecte uent server
congohy A HECIPEE O Botsts (o RUES Ane dHEE: MreAEby e for
qusB@uerdWh@rﬁlsaﬁﬁi A Héteﬁwasaﬁﬁé@ﬂb dé@bt/ﬁhe deviceafn soArRstedno a

means tr ans dat t he subse
sutlER Rt Senfe Tns a5 Bt oSttt S & Coprean el errpthe
devigayar@inie enbs@qbemfseafes,taatrmnfm@ﬂg@ans transmits the stored data to

the subsequent server.

The data 22 are event messages, which includes any one or all of a status message,
an alarm message, a maintenance message or any other messages generated by
the field device 20, which is being monitored. The field device 20 only generates
status codes 21. The status codes 21 are representative of events, alarms or any
other types of information encountered by the field device 20. However, the status
codes 21 are not comprehensible on their own. Hence, the status codes 21 are
matched with a database to obtain the corresponding event messages 22 for filtering
into alarm messages 23. The matching is done when the device 20 is connected to a
Field Control System FCS 24 to identify the event messages 22 and obtain further

information for the status code generated. The FCS 24 includes a database 25 with
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25 an al arm nessage, a mai ntenance nessage or any

ot her nmessages gener at ed bg the field device 20,

which is being nonitored. The field device 20 only

generates status codes 21. The status codes 21 are

representative of events, alarnms or any other types

of information encountered by the field device 20.
evehbweyeigestitreths tradpestivec sides Rtieapes-tefined domihe Hierisddvices 20

ce, the status codes 21 are 30
Wmﬁ%?@ﬂgﬂx%fpwkﬁggatabase to obtain the corresponding
event nessages 22 for filtering into alarm nessages
mat chi ne when, the devi,ce 20 i .
Ho el SHETGPE S B TCor PO A pURArESmaY npBbe present i
thel d@tebasfey sheTiasenttames sages 22y awe@resbhaidweﬁwrmdmeages and
format.ion

he st.atu enerat ed,. The
iof e R At A5 aa ke B S aSetE Butoste S8GJeLT B by
the mble desisp et Ty e;baamramus% eo@eanmeg@beﬁhmwlo‘eas further E:breieéted
ces ar e nmoni t or ed.  Howev t he

o 135 dhicnd B T AP a e PR EbE S BTchg hbspeet i
the daseasd 25.n 5 the database 25. These status codes may

represent event nessages and information which are

sel f-diagnostic data or advanced diagnostic data held
Furthat ythé)yjewt:@eo fchelbd c@anécct@d 20othdodstbib e %h@ﬁ@veﬁh‘v&rﬁssages

he ..device is, further connect to
22 GERRE IR SE SHm et BT SHOTE Cuth sy Bl Bprmediate
morl@vihg eypahrpma2talnarysyetesd in  the dat abase 25. 10
Further, the device 20 can be connected to ot her

dat abases 25 for event nessages 22 or further
The Bl@nt rmtam@egmeeaat edndyitted hera MRaNs7 SURE fiksr @M includes a

nt e I at tor| m or _manua tr i
contiGuElanP9 18 ey b s T g SR Pl e b oty mgiching
thefcbhglﬁc?nsZEf. th?éh@eﬁt hicetagdé 20 prtesefited GOREG atRFdiAP to a

to filt

ev 22. The confi gur at or
reayifareet 8 BySHAPCHERY MERRSESAd: TohEbF SEHEea7ach satity
the REBAGRGRSar2 2:ohSidPrled fmlefeldrmd?salg@diztajOI mna;ommpmélz (gglfl%}_lﬁaﬁ)r 28
ui rene a user r Iltere sage .. e
cuslgpite Toelledl oS p8 Lot S RRBaR o tibon aeh as
caus@Nsi thefiksted inldsespd TeSRRYE SedMmmbmicaddiibhoR, reédt@se to the
flltege%nrfwtlas%%gr;gg % 1%188 fitered messages 29 are transferred to a database 44 and

stored for purposes of notification {o a user, for audit or verification.

According to another aspect of the invention, the apparatus 200 further includes a
second filer 40. In this second filter, the configurator settings may be set to allow

another type of data therethrough.

For example, there may be more than one group of users monitoring the filiered
messages. The wusers can be operational staff or maintenance staff. The
maintenance staff is notified of the alarm messages 29 which are critical. These
alarm messages 29 with their customised information are usually not comprehensible
to the operational staff. However, the operational staff is likely to need further

information with the pre-existing event messages and more event messages 22 so
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20 custom ses the filtered nessages 29 to include
user-defined informati on such as causes of the
filtered nmessages 29 and tHe recommended actions in
response to the filtered nessages 29. The filtered
nmessages 29 are transferred to a database 44 and

stored for purposes of notification to a user, for

thatattidy tamreaceni driticdbiiomo! &y AGicsIrtHirmOmEssageotberemepatte is
e inyention, the apparatus 200 further includes a

of th
a”%%%%ﬁﬁmﬁ?ﬁ BON4G"e n this second filter, the
configurator settings nay be set to allow another

type of data therethrough. For ex |l e, there may he
To sptPEe Bl BAEN Goae TS B G HOER ST Ryt NG Crietetiar e anc
a sBthgressagess aTélaer@_erﬁr&waa._ Diee apecat i3ﬂﬂ?bni@tsﬁfﬁe @tifrn_necation
mai Nt enance st : e maintenance staff is notifie
betygen %HPQF?W?T%@é’ﬁggh%uﬂ?&ﬁq&!ﬁ”tﬁe@’%ﬁiq i1f8§|§t°rﬁ“%%§?eea”9 36
storab ANdredRssages BFonradsrisgdr toaHs b@beg86htisafver.mat i on
are usually not conprehensible to the operationa
staff. However, the operational staff is likely to

WheeeaHlerkUlst Berinteripdnmat i dstonhddliohhig Pleec@eslidN GeRMRAL the

nessa d nore event nessages, 22 sg 10 that the
PR OO R SHEICOPBAIOBIT oF - BRy/eEqh Waond Zrieiication 35
to thesieageSn@ths I Mae fiitdrbe hisskSgesN@eGidrod aBPERdihH AtsOifes

filter. To ensg{e that all al arm nessages 29 are

37 1p thG SRPOE AP Bessful |y, a detector 34 and 5 a
storage neans 36 are further included. The detector 34
nonitors the connection between the apparatus 200 and

Wheipd

SSEB DGR PEWERY die deparaie 20p iddhe miBsRIUSE! Srerikis

estdbliblicry, @tk 0E18510065 s8R arsubsafien s&ifiemidnosd Rethe transmission
subsequent server. \When there is an interruption or

meaiIsat G HERYT B TE SO R BS8MRA - on bet ween t he. 10

appar atus 200and the subsequent server 30, the

detector 34 sends notification 35 to the storage
Herliga i 36° 2pRIafis 20 &l HBRS Assagss 29 &k b linsmyled to the
subpen@hngero@sspages 37 in the storage neans 36. Wen the

connection between the apparatus 200 and the

subsequent server 30 is 15 established, the detector

The3duBeqesnt SePud ST WeNtes el 4dkedlvicafedbntt Systdi® to generate an
m sSSsi on neaqi to rgétransn1t t he stored nmess

ackaghIETSRET o 1ot ndohp Hir IS 206555 dParfgeved - The
ackiREsagese A Fevdipts dvearkr ol ihtiBs sBsddient server 30 forming the

maintenance history.

The transmitted messages 29 in the subsequent server 30 are displayed on a human

machine interface 38 for the maintenance staff to view and respond accordingly.

Sill further, the filtered messages 29 will be displayed on the human interface station
38 by way of a display system 45. The display system 45 allows the operator to
select the category of the filtered messages 29 for display so that the operator is not

overwhelmed by the bulk of information. With this display system 45, the
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subsequent server 30. 20 The subsequent server 30
i ncl udes an acknow edgenent systemto generate an
acknow edgenent receipt 321for the al arm nessages 29
recei ved. The acknow edgenent receipts 32 are stored
in the subsequent server 30 form ng the maintenance
history. 25 The transmtted nessages 29 in the
maBurBeos eniif ey et t30hatcamdirsplaayedce BtdHaBIBS HREVENGhe
interface 38 for the maintenance staff to view and
alam o5 Sccordingly. 30 Sill further, the filtered
nmessages 29 will be displayed on the human interface

tation 38 by way of a display system45. The displ ay
in 86 HrelRiag SHoHRET H Btk MPBREY 8 CXRINTEN SRS sgtap Yoo
theGhiotrhgtidi bt Beedane aaR885es220 rad ditiesdt aytegoriédand tdels. For
over

operator,_is not el med py the bul k of )
exeior R 6ie et R & 1o b 4P R fu QTS gtoggries by the
critidglitt & fen este§bgidanrfor Rkesaded peh8inFANB alirRNthERGBIANSs of
interﬁa e 38 to r%%iEMIthe alarn1nessa%es. In the
3 NS 13 "B GRCREN CRIRI08Y aNs OB i8I BR LT AEEFBINTs hghe
ocoliBrange o0 HabRYAS S BirdScdtégory ndaar ﬁ@_tfbfome@fsagfd@ep@dta%ﬁm@ to a
nessages, 29 into di f ferent che ories and |l evels. For
reoe%war%% Oof BRE'H T 3 BIOHR '8 £GeL0D R Lamalias s dPioNidgd to
fordlaf the fikered Pad<R 84 iressaRYletifR foffatt] Sidhidsito hiyhfidHtte different
cat egory can. be_for ssages Pertai ning to alerting
categpyie ﬁé%’éf%‘?g“ﬁfﬁereﬁtﬁ? “é?lgﬁfgf‘ Salarm a second category
can be for nmessages pertaining to the occurrence of
an alarm a third category can be for nessages
pertaining to a 10 reoccurrence of an alarm and so

Figluer 8 s ah RxpiEdhtbhyOMow ahd@loiBitd bReinBanshd BreBE@VihteHoh OThe
format the filtered C!na\ssage i n user-defined formats,

aPRRIHS §8e¢kS TRY gAY FIgHRY PRESHIRI T dnthere ateliidingsmessages 37,

the atzaEMssion MedfelBntaneMitané neRaddNdBio the JubStiRnBsdrSer 30
an _expl arpator flow chart of_ the principle of the

for disglggRp ti%’i}@ﬂ%/ri’ W?h'ﬁ‘ﬁ@te%ﬁﬁat us checks for any

stored nessages 37. If there are pendi ng nessages 37,
the transm ssion rreanéé\lévirlg%etransrrit t he nessages 37

t tfpbe farﬁé’]%%gg@ﬁﬁsagﬁ r all the pending messages 37 have been

transmitted, the filter40 will process the event messages 22, The filtering will be done
by the configurator 42 and customised with pre-defined information as filtered
messages 29. The filtered alarm messages 29 are transmitted to the subsequent
server 30. If the detector 34 detects that the connection between the device 200 and
the subsequent server 30 is disengaged, a notification 35 will be sent to the storage

means to store the filtered messages 29 as a pending message 37.

As explained above, this invention will ensure that all alarm messages 22 deciphered
from the status codes 21 of the monitored field devices 20, and filtered, by
customised configurators 28, 42, are transmitted successfully, ensured by a storage

means 36, a detector 34 and a transmission means.

In addition, the invention teaches a method of transmitting data from a field device to

a subsequent server including the steps of receiving data from a field device. The
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for display on the human nmachine interface 38. 20 If
there are no pendi ng nessages 37 or after all the
pendi ng nessages 37 have Béen transmitted, the
filter4d0 wll process the event nessages 22. The
filtering will be done by the configurator 42 and
custom sed with pre-defined information as filtered
datanie Sttageisa@8rdifth & irkdu@reatknhlodrneseessfagate 28erdice the data is
stort %néng' tr% edtté tctJ hesﬁ beS%guenetarv ;s,erver 3CO' ] ft' : h% tected
O ¢ NsBYNHE (Lt SUPFH T h &S VBhaer Brr9oBEHieln 'S, Artecte
betwdexitioed 20 andtha2 Subdeeusotrxegquent server 30 is
di sengaged, a notification 35 will be sent to the
storage neans to store the filtered nessages 29 as a
The platzdira g vertssagegsdy .whith iexiptied aethtabovssagtharsalbny erdssage,
wll ensure that all .alarm messages 29 decjphere
2 miblsie e MeE st Brea o B ORE WD RTch s cpies by the
fielddeawicee®hi2h, is drthgf mohigsred, Thy st cosdsomiss eaiched with event

configurators. 2 42, are transm.tted syccessfully,
mesgitin Ll ByPaticdp08 sifiesiilegRs e d i EHERES and”
transm ssion neans. In addition, the invention teaches
et hod of transmtti data froma field iceto
The TR &% dBhe BERFBMon BB ARG THePbR b R RSickg e
mesdades dre alendfidd ielhdy deviileeed Meesdlzs. Tadrahe Siltdriet reysedges are
accor.di ng to a requirenent . .of user. After the
custpiiptst RGP Ber = B HayPa el b el BfSeagea
subsequent server when a connection is detected
D .betﬁpen t he. devi ce and.t he subs?qgﬁnt se ve%..S The(jth
Urigdh X 8N ERP el SECNIRTIP T nRrtged ko gyige and the
subﬂmasﬁgﬁrv%ﬁs adtacter ne ssw@ation & gt af @raam@gﬁednmesgsag&eﬁom the
.._any_ot her sages generated as status codes, by the
filtered dPEE=gaet ¢ iacr?oﬁ%e 8y ntgeq%‘?ﬂ ?*ber daVice il ds gt grseauent
servenid estadlisharnb chieskquehimaifiedtion isress ag asraanditien footraratiicihe
{ er the status code predefined in a database. 10 The
S99 PEFA9Ng i s done by receiving the event messages from
a field device. The nessages are identified if they
are filtered ne s. Then the filtered nessages are
in & H et SEHOTBA h P BBl doRsarThalr TR IRa § o deer-Gbfhed
categ@leatornigattet freuddrldeanetiomesis agelispldyur i ng t he
transm ssi on, when di sengagenent between the device
and the 15 subsequent server is detected, a
notification is sent to a storage neans to store the
filtered nmessages. Wen a connection between the
devi ce and the subsequent
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server is established, a subsequent notification is
sent to atransmtter to transmt the stored nessage.
20 In a preferred enbodi meht, the filtered nessages
are categorised into user-defined categories or
formatted in user-defined formats for display. 13
What is clained is: 1. An apparatus for providing data
Wrifat smlaamkiied:d device to a subsequent server including
f type t t.hr ug,
1. g\gcéé%’;u%tug QOlag!'OQI\MYEH rdé%eﬁﬁr‘n gaﬁe%d éﬂzusgrto %al gs%%‘l{ent server
includingi ousl y recei ved froma field deV| ce;, a storage
rrea S
%in#]gngtso %l%wea %ﬁ! ?13( 314’[5 %e‘?&hié@ﬁo e dl%gﬁg zla qulrement of a
use;umcéqaﬁenire\stsm%ermelaewfran@étedxbﬁ@ma:o detect a
con n u a subsequent
Q%Potréé)éqrfg%aw%%m%%% f@@%@ @5 gfc}a?as i n conmuni cation
vv| t h treasdissipo mesges e tiarssnio storethdati to & kebdaglibeirsedredadral
onc C I devi.ce
andd < GNP bOURE P R & F PR
semlat ais successf ully transm tted to the subsequent
n
Wh%h%!a\r%!'d dégelcgordéﬂw @&Rl%gﬁlcgtio gl? ?Hm:f‘?rgp? ean %%rang@lt the
filtapéd eimmnmesaagﬂmecﬁm uﬂjlea@basr&tlabemeﬁassm@e:jevm aharsna:d
e on_ .
sull 338 Senfbr Sl BENE IRERH8 € Mo s fEhaPtgy to e
sut[sbauerﬁeermr any of the preceding clains wherein said
event 20 nessages data is generated froma
pre-existing status code provided by said field
2. Aewpp®datusaskcldigied intlathatiaviedtial saedddiy isratychhagf taifdllowing

' - def j_ned
voRb oGl aialohP TR ER S ralFriP el A Celslany e -

magtatanse neosa:, a2btidcatidm meppagyeadrusdiagnostiamesskgen any of
t he preceding clains wherein said diagnostic
paraneter is not automatically transmtted to the
3. Anpafparanss claimed in any of the preceding claims wherein said event

messages data is generated from a pre-existing status code provided by said field
device, said type of data obtained by maiching said status code with a database
having pre-defined event messages and information refating to corresponding status

codes.

4. An apparatus as claimed in any of the preceding claims wherein said diagnostic

parameter is not automatically transmitted to the input means.

5. An apparatus as claimed in any of the preceding claims wherein said filter further
includes a configurator to

receive said event messages from a field device;

identify if said event message is a filtered message; and

customise said filtered message fo include user-defined information relating
to the filtered message for storage in the storage means for subsequent transmission

to the subsequent server.
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5. An apparatus as clained in any of the preceding
clainms wherein said filter further includes a
configurator to 30 recei velksai d event nmessages from a
field device; identify if said event nessage is a
filtered nessage; and custom se said filtered nessage
to include user-defined information relating to the
filtered nmessage for storage in the storage neans for
n n V.
o A AR ol LANTH R aMer U, PRESSHE BRI dinfh o slorage
me@rrsetse@ilmn@‘ecltcalstme wagt ditered ajath shphaigenot eamsiitiesl ahen said

detet foeeliectt nc?‘E n%chc’&l 9(3 \fNE rti 58‘31!39(% Qnty\’g bcslg be?nt%@Fver
Tag iR ooy pa Yol

ransm t ctor detec onnectio
bet ween sai d deV|ce and subsequent server. 5 7. An

7. ﬂxﬁ)a §§ atds a3 85%&3‘3% cl% n‘?l@'mmeﬁetmecﬁoe't%n?rﬂisgmn means is a

m SSI On neans 1
transnétres ¢o tlansenibsaid sﬂot@:\rcmja datiierevhdata sdied sdieltdeteabr estabhshes

a ik tge!?\ﬁéen ?z?&8@5‘&8&'5%18%%‘&%%%8&'s%r\%l?par atus to

sal sequen rver apparatus as clai ned
in cl al m 6 wherein said detector sends a notification

o APl S0 T 0 SRR B SR Lbl 405 levon o
saids aladagieviapest © siaral ssidb Siberae nitats evheer said dhtscﬂmgdgbdts the
ai
oonfles 0 BRRR  keto Bl B LB B3 o
transm ssion neans to re-transmt said stored data
9. %@?Qp%gygcasdﬁé ﬁ}%tdoh c(?aqi%;e‘i;t\@éah |$ Ssé(r%n&]ﬁgétbro Qenbdest V\%gtr;sefaent
notificatiap parseicu sassnicsian nn@laﬂsntocrlearamsntf&md Isexred ueiauwb& 26id

oo S08L VL DA TRADE LR ER 0PI, | BRI S TET8098
engbiged.or mat sai d nessage in user-defined formats.

10. An apparatus as claimed in claim 9 further includes
a categorising means to categorise transmitted message into user-defined
categories; or

a formatting means to format said message in user-defined formats.

11. A method of transmitting data from a field device fo a subsequent server said
method including the steps of
receiving a type of data from a field device;
filtering a type of data therethrough according to a requirement of a user;
storing said filtered type of data;
transmitting the stored data to a subsequent server; and
detecting a connection between said device to a subsequent server
thereby transmitting the filtered data when a connection is established between said

device and a subsequent server.
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11. A nmethod of transmtting data froma field device
to a subsequent server said 25 nethod including the
steps of receiving a type of data froma field device;
filtering a type of data therethrough according to a
requi renent of a user; storing said filtered type of
data; transmtting the stored data to a subsequent

12. demedrod crtchn30iitthey dati aagclairreaoinineliahino‘rﬁ bbeseesaid alath is any

one O?Yﬁecgfgéé)ggﬁ\%ylpl%gg ;‘etlné&gn}{ 38 at S r%ggeaggagr‘?ﬁlah% Sg 8 a

a when conhectron i's és ITs
mais@ndncedpesmge amdotdicsiiosmgerent os erdisgmostkbmeds2ge A met hod
of transmtting data as claimed in claim1l wherein
said data is any one of the types of event nessage
13. iMnoketrddng tensindtings datessageimeannangrahtheseage 11 ar 12 further

n nmessage, a notification nessage or a
mc“?l%sqhgségg%ﬁressage. 5 13. A nethod of transmtting

dat@nasatlog aéid@demtmmgefrommastatmimde dbflsaod fidi@ dbvics; e
I
t r ohriSe 578 ST ER S EEART eP e i E e B S g R A s

cods aratiefibed ns daamsei t h event rressages and i nfornmation

f,or ef ned t abase, 14,
14. Relrtf o Bh Pt B SRR ARl T PR B g ster
furt[vdwemodud’mgsﬂecd;tefpsldferl ng st ep further including the

el ying vent sages froma field

ey Pt SRR S b B H el Mec s | & &

fi Indj@me,dwgma\saa@eentam‘asaglstscamn&reftgmeasid@efeiar’nd er ed

meseja e én’? nﬁ IIH red Seesr deet [ lu é) for :fl e%tln

15 THEY P g9 SEagR G bF %?8?% P% A'<rs %@é 9
to ttmzeﬁit&re(ﬁ oressatEs g s enigd inan St % roeanst fOr thiesegubsarpnemission
to,[sesf ? eA met hod of transmtting data as clai ned

r?en S‘ﬂ‘fﬁ A"WRerein said stori ng step further

i ncl udi ng the step of storing to a buffer said
15. fAI #nte 8 ra%%r%ﬂtldg %PQ'a Cag élgﬁmlegtin cacl)mt1r4a\ﬂf§emertntseagd storing step
further including the step of storing to a buffer said filtered message, which is not

transmitted.

16. A method of transmitting data as claimed in claim 15 wherein said fransmission
step further includes transmitting said stored message or any other filtered message
when a deteclor detects the connection between said device to said subsequent

server is engaged.

17. A method of transmitting data as claimed in claim 16 further including the steps of
detecting disengagement of the connection between said device and said
subsequent server;
sending a notification to said storage means; and

storing said filtered message.

18. A method of transmitting data as claimed in claim 17 further including the steps of

establishing a connection between said device and said subsequent server;




16. A nethod of transmtting data as clainmed in claim
15 wherein said transm ssign step further includes
transmitting said stored ﬁ@Ssage or any other filtered
nmessage Wwhen a detector detects the connection
bet ween said device to said subsequent 25 server is
engaged. 17. A nethod of transmtting data as clained
i n sehaingne Bebsepuehenctifingiondp sgidtiiraswissips rofansdenect i ng
ection between said device
E@gﬁgﬁﬂfgisggﬁ%ﬂﬁ %% eer 30 sending a notification
to sai d storage neans; and storlng said filtered

15 FERARRF Hon i E O g A L Bpte g’

estcatmlgosshngm gaid tnaosm&steﬂ mmsb@st mﬁemw@eﬂneﬂb&at@naaobrs aid

ent SErYEL sendi ubsequent . :

nott TG Rt riseare® o1 IR EErg SRAR I dhgray in seid data
dspkwamﬁn1tt|ng said stored nessage. 19. A nethod of

transmtting data as clainmed in claim18 further

including 5 categorising said transmtted nessage i nto

user-defined categories; or formatting said nessages

in user-defined formats for display in said data

di splay unit.




