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| nvention [0001] The present invention relates to the field of

comuni cations systens, and, nore particularly, to client-server

comuni cat i oW® 2845924081 at ed net hods. Background of the |IRGRATH200840580002] One
way in which applications comrunicate wth one another is to use a
client-server relationship. In such a relationship, one application
functions as a client and provides an interface to the wuser. The other
application is the server application, which resides on an application
server and is responsible for the majority of conputation and/or data
processing. [0003] This client-server relationship can be extended to
Wrld Wde Wb applications where the client application (typically a Wb
browser) and the CRRUNECATDONS EYRTEM ROV IDING PFHARE iCUTENT-EEBRVEN t he
Internet) will inter @OMURDEAPTINSD AINTERTACKHEIND Fprchrad MEREOBE! Ver
applications to communicate with one another is to use hypertext transfer
protocol (HTTP) as a request-response protocol. Traditionally, HITP is
used on the Wrld Wde Wb for browser clients to WO 2005/ 020087

PCTI US2004/ 005817 2 access and downl oad content fromlnternet Wb sites to
users' conputing environments (e.g., honme, corporate network, etc.).

[ 0004] Many conputing environnents .provide rich or sophisticated
functionality to their users when the wuser is acting within the confines
of his protected Field of the Invention

{t) ‘ [c001] The present invention relates to the field of

communications systems, and, more particularly, to
client-server communications and related methods.

Background of the Invention

[0002] One way in which applications communicate
with one another is to use a client-server
relationship. In such a relationship, one application
functions as a client and provides an interface to the
user. The other application is the server application,
which resides on an application server and is
responsible for the majority of computation and/or data
processing. |

[0003] This client-server relationship can be

o

extended to World Wide Web applications where the
client application (typically a Web browser) and the
server component (a Web or application server on the
Internet) will interact. One approach for Web-based
client~server applications to communicate with one
another is to use hypertext transfer protocol (HTTP) as
& reguest-response protocel. Traditionally, HTTP is

used on the World Wide Web for browser clients to



conmputing environnment. For exanple, a corporate user nmay have access to
proprietary corporate databases while using his desktop conputer in his

of fice. However, when a user is outside this environnment (e.g., the user
is on the road), he may still require access to such functionality. [0005]
Most conput i M 28882408 hnent's al | ow connecti ons ori gi nat i MgF/NG200400581he
environment to outside |ocations, but Zonnections originating outside the

envi ronment ar e 4eelss 6haddbiATbAECRTRE EPen BV HRARRD. sIhé§ &&
typically acconplished through the wuse of a firewall, for exa

Furt her nor e, scnﬁ§99§onﬁﬁ??ﬁﬁléﬁv¢¢YﬁﬁﬁﬁWF§tﬁuﬁ@h@rrrQQHQH COrBAED nd
net wor k connect irisick®,ae¢ess.only HITP services. This makes it difficult,
if not inpossible, for a roamng user to access inportant functionality or

services from hia99%ot ecMaBYCOPHRItING ERVronnents JO0GEE Thehppobl em i s
per haps nost preééé)h%@tﬂc‘ﬁﬁ:ed“@ﬂi?cﬁ%%q1‘&?655 KO r QXM Gneht phe difficult

for users to connect fromtheir personal conputer at their hone to their
cor por at e serveﬂ?eﬁtlﬁoﬁﬁtlngdﬁkﬁhkﬂnb@ﬁ chhghnepewil Mébpisasedtednnect i on

of ten requi res ClonlnSOLLYREEnAthd NEGRONRBEL] N A/t ca gegpre token

for authentication. Furthernore, nost corporations may not support
cor porate accessmﬂ@hﬁgepéﬂ§©ﬁalt@dﬁﬁﬂﬂeﬁtary[Cmmﬁqraﬁﬁwd@mgbpseer art

appr oaches have I d sers, i s information
from outside a%ﬁgt%egg‘iﬁs %Eu‘?‘%&t" nvi }ré%ﬁ?f%ﬁt ‘{%‘ SOO%&f%%V\D 2005/ 020087

PCTI US2004/ 0058 HeweIeax anpke, aSyﬁﬂsumyo@talﬁeohhi$ﬁanmmn@nﬁahtmmeeg dnc., is
a softuare servige gl BLOXLIER. SURAAhe HES' 51 eqlliie! ga5.87005S 10

t cor porate e-nal
. to such functlonality

[C005] Most computing environments allow connections
originating within the environment to outside
locations, but connections originating outside the
environment are restricted from accessing the
environment. This is typically accomplished through the
use of a firewall, for example. Furthermore, some
computing environments further restrict outbound
network connections to access only HTTP services. This
makes it difficult, if not impossible, for a roaming
user to access important functionality or serxvices from

- his protected computing environment.

1“) [0006] The problem is perhaps most prevalent for
home-based users. For example, it is difficult for
users to connect from their personal computer at their
home to their corporate servers at work. A dial-up or
high-speed Web-based connection often requires client
software on the home machine and/or a secure token for
authentication. Furthermore, most corporations may not
support corporate access using personal computers.
[0007] Various prior art approaches have been
developed for allowing users to access information from

.-outside a protected computing environment. By way of



wi rel ess handhel d device. In particular, e-nmail nessages that arrive in a
user's corporate inbox are encrypted and then delivered via the Symmetry
Pro software service to the user's wireless handheld device. [0008] Two
other prior art approaches include Fire Extinguisher and Ghu HTTPTunnel .
Bot h of thes®]pMouizgdss attenpt to encapsul ate TCP tr af f pCr/oszess/o8as1HT TP
connection, acting as a generic bi-direé&tional proxy. Yet, one significant

drawback of sucheapRIQACRSSeSryt BAS ANGY THRYLHOL PEOMILAS, axﬁeS' rgd |evel

of authentication to pr ot ect séclr e ‘communi cati ons i - cért
appl i cations. SUFMERREVELS FELVAGenthah p[rm@g}em AOYD IR st QSMSfm’efgm ng

background, 11 ;- dNEIeT01R <N DL REL Qo LR, PL oSSR § AR QN O provi de

a comuni cations system which provi des en nce ient- Ser
comuni cati on f eattflersam@nddeatedewatchods. pa{fﬂﬂd_@}aﬂ'hlern@nd ot her objects,

features, and agvanfagesip 9999{79%% Wk ghso oPEERH e 4 ’%‘é%”%}:g” are

provi ded by a conmunications syste ch may ura y of
conmuni cat i ons @Wm@bmtédntmmd Wmaathets'mmneﬂ:@vlmg a plurality

of user account sg m(}% %te%qlEgeEgth At ,l east poe tc{u conmuni cati ons
e user Fex%r?ress a lﬂ

devi ces may pr 0cess requests using ansf (%fiocol (HTTP)
client applicatifsviassoci ated therevm t h I\/breover the system nay al so -

el ude an appl | ERdeY SR ofRLe JEEIOLID EcURSleq PR, e TP
application w t Exitiendgleircahto@ns @ Tunhbe. @J&&ﬁwesangrbdm@cﬁrw VO
2005/ 020087 PCHW&#%%%%yi %5%%Zap§ulate TCP traffic over an HTTP
{j) connection, acting as a generic bi-directional proxy.

Yet, one significant drawback of such approaches is

that they may not provide a desired level of

authentication to protect secure communications in

certain applications.

Summary of the Invention

[O009] In view of the foregoing background, it is
therefore an objeét of the present invention to provide
a communications system which provides enhanced client-
server communication features and related methods.
[0010] This and other objects, features, and
advantages in accordance with the present invention are
provided by a communications system which may include a
plurality of communications devices connected together
in a network having a pluraliiy of user accounts
associlated therewith. At least one of the
communications devices may process requests using a
hypertext transfer protocol (HTTP) client application
associated therewith. Moreover, the system may also
include an application server for accessing the user
accounts via the HTTP client application, and an HTTP
sexrver for interfacing the HTTP client application with

the application serxver. The HTTP server and the HTTP



client application may format requests to be conmunicated therebetween via
the Internet in an HITP format, and each may provide additional state
information with the HTTP formatted requests recognizable by the other for
aut henticating the application server and the HITP client application to
one anot her. WA¢HREWHre, the HTTP client application negr/yeepdmessia first
uni versal resource locator (URL) from#fhe HTTP server for accepting work
requests from tdieieanplaip@at baBisSeINEYf foAREL 8YESit A Regand URL different
fromthe first URL frgmthe HITP server for resjf_)ondi r;got_o work requests
fromthe applicat{BHRIEaLGer thepoaaivwesac §iai Bt yInkerneatodnuancliITBNs system
advant ageousl y afdows ,daha ggcgpﬁg'(ﬁyafgaé ﬁ%&@ﬁfbﬁ%l hatect ed conputing
environment (e.g.,_ a corporate network) to be securely accessed by users
when outside oftiEFmekiPPol#Heht ther HITE Sormpbted itegststene communi cations
device may be | ocalgr@iwkhbhin c J rent (e , a user's
desktop conputer). Since th2§Eﬁ%%Q%?%gnFSgpgﬁy%%??bn aﬁg ﬁﬁ%P server
communi cate usi MPHFFPTLERUESTEST t3nsl IEPHET P ent i erdppinpdathbhomnide HTTP
server may adva . CRRALIN t u it , eserved for
Internet traffi ?I??%gg?hi%%rTPﬁ?or rralt%?&er r gégeg s@aérﬁe\ér&;léﬁgg%é%%mrhus, a
user may access MiYs rggeeehta Whfsh uniwpgrsat| nelsowerd dusatyppe$URKE)

applications or glpf J - mai S | endar s cont act s,
etc.) which may foxltoﬁlerqﬂf/l\/igzgtgg %f%‘%(reﬁggggkeﬁg%ﬂio% %%%FFES VbFFover, use
of the first an&@e@ﬁﬁélicwl;éa@naﬂﬂ)m_,t hedHFFfuser wersecondobRir eadi |y

di stinguish  and;;eaagher SAURSHR SATRIRLOMGF G0l MhrkoLhe HTIE, cf i ent

agﬁi cation.

if responding to work requests from the application
server.
[0011] Accordingly, the communications system

advantageously allows data or applications within a
protected computing environment (e.g., a corporate
network) to be securely accessed by users when cutside
of the environment. That is, the at least one
communications device may be located within the
protected environment (e.g., a user’s desktop
computer}. Since the HITP client application and HTTP
server communicate using HTTP requests, the HTTP client
. application and HTTP server may advantageously
iw) communicate through a network port reserved for
Internet traffic (i.e., HTTP formatted requests and
responses). Thus, a user may access his account, which
may include various types of applications or
information (e.g., e-mail accounts, calendars,
contacts, etc.) which may otherwise be blocked by a
network firewall. Moreover, use of the first and second
URLs allows the HITP server to more readily distinguish
and manage requests coming from or going to the HTTP

client application.



WO 2005/ 020087 PCT/ 11S2004/ 005817 5 [0012] More particularly, the
additional state information may be a gl obal unique identifier (GU D)
associated with the HTTP client application. Additionally, the HTTP client
application and the BTTP server further provide sequencing information
with the HTYO P6Y4HEBT ed requests. The sequenci ng i nf or REAWE3004/065817

advant ageously allows a given response to be matched wth a respective

request. Further 1] t heMblid Pttt entl arapp! tEatdRil tARatihetFEIP server may
format the addiMPnal state irgor mat. i g)n as HITP headers for respective

HTTP formatted requessiofotiBIPa dndtithadlaiphdte drlonid fipFedEIEN i s for
accessing a pl uradsdoyaobduseth ageOUMD 23306t A48 (Walthona plurality of
conmmuni cat i ons dfg%d&%es ugi ng .an alpqpl i cation server. The conmuni cations
devi ces may be 2CT8u-Y ogethdt i cdiRBE v Bl i catd oat apdathe oI  t he
conmmuni cations detivees fEBYhOF QHRSH JLAUGRERc Ut NhFRRET IR GhESNthe

application ass3_g{i %t%g therewith. The nethod may include interfacing the
appl i cation server RO A e satisenfhapprausiiaioy deifagmahi¢MTP server.

Moreover, the HEERasebyesusng 41N&udl IPgghbeNte s AR %?:t ban, oRy,d pr mat
requests to be cqn’qﬁmni cated therebetween in an HITP format via the
Internet, and &9¢EH AafeReREdE dedivessnaFusthamnonsf, othat HBBP wiltenthe HTTP

formatted requesippiiesoom Zall ey Hrte ggp@,T;r gy sauphentjgating the

application server and the HITP client application to one another. The
met hod may fur @FEttifRdbdeals dgforaariop o3 i(FITP hppHecatfon to request a

first universal re@pautcfe |PGA! o rkddRiLdf FOMe J%e. HTTP server for accepting
V\@( requests fromthe aAppI i cation server: itionally, a second URL
£ [0013] method aspect of the invention is for

accessing a plurality of user accounts associated with
a plurality of communications devices using an
application server. The communications devices may be
connected together in a network, and at least one of
the communications devices may process requests using
an HTTP client application associated therewith. The
method may include interfacing the application server
with the HTTP client application using an HITP server.
Moreover, the HTTP server and the HTTP client
application may format requests to be communicated

. therebetween in an HTTP format via the Internet, and

i:) each may provide additional state information with the
HTTP formatted requests recognizable by the other for
authenticating the application server and the HTTP
client application to one another. The method may
further include using the HTTP client application to
request a first universal resource locator (URL} from
the HTTP server for accepting work requests from the
application server. Additionally, a second URL
different from the first URL is requested from the HTTP
server for responding to work requests from the

application server.



different fromthe first URL is requested fromthe HITP server for
responding to work requests fromthe application server. W 2005/020087
PCT/ U82004/ 005817 6 Brief Description of the Drawings [0014] FIG 1l is a
schematic bl gock diagram of a conmunications systemin accordance with the
present i nv&RIEW2H015] FIG 2 is a flow diagram il | vREHER2PI440817
client-server comunications method in %ccordance with the pr esent
invention. Detailed Descri Briied Desthiptiei efr eleFDbadingsts [0016] The
present inventio il no e descri be re full ereinafter with
reference to thefbaq:fgarrpangllﬁg grja%\ﬁangssc?lefr%%\’/\ﬁi}eﬁoﬂgle‘pw &kbddi nents  of
the invention areomtuadratIbns sywent iim aceprdaheyeverh e eveedhed in nany
different forns ﬂpvd %houl d not be construed as limted to the enbodi nents
set forth hereif. Rather, these enbodi ments are provided so that this

di sclosure will Heushor oughGangl tonpl@ior, diagsamidlldfdddariegnyey the scope
of the invention .o .those skilled in the art. Like nunbers refer to |ike
el ement's t hr oughoUC BB 7FE GeTRTH SR t FBEKRAEROF hE HGSSERENFRVERER on

all ows an HTTP cilheeptret@nicinvéniei &Erver capacity while still follow ng
accepted HTTP clie behavi gr. The_.invention_thus advantageously allows a
client applicatio FseREE PRI 19 YOG BE AN ments(e g., a
corporate networfo1ep estalédisiefSequkent SONNECTT GhuMh 488 L i g4 net
service and then resgond to requests froman authenticated user %e.g., t he

user's home cofidfer bty wieet bt eomittibhcaeforrnaric &pe

accompanying drawings, in which preferred embodiments

B B A RS

{j} of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided
so that this disclosure will be thorough and complete,
and will Fully convey the scope of the invention to
those skilled in the art. ILike numbers refer to like
elements throughout.

[0017] Generally speaking, the present invention
allows an HTTP client to act in a server capacity while
still following accepted HTTP client behavior. The

) invention thus advantageously allows a client

i:) application in a user’s protected computing environment
{(e.g., a corporate network) to establish a secure
connection with an Internet service and then respond to
requests from an authenticated user (e.g., the user’s
home computer or wireless communications device).

[o018] Referring initially to FIG. 1, a Web-based
client-server communications system 100 is first
described. The system 100 illustratively includes an
HTTP client or client application 104, located in a
protected computing environment 106. By way of example,

the protected computing environment may be a corporate



[0018] Referring initially to FIG 1, a Wb-based client-server

communi cations system 100 is first described. The system 100
illustratively includes an HITP client or client application 104, |ocated
in a protected conputing environment 106. By way of exanple, the

prot ect ed coMSUAPHGOBAVi r onnent may be a cor por ate WO 20BGV/05200875817

PCT/ US2004/ 005817 7 network 107 having’a plurality of communications

devi ces 108a- 108mefwoik ,107ehsoimy £ QfRiHaaR$y( PESEImmeonnegied thereto, and
nal access to the network, as will be

a firewall 112 f ]Imtlré Sxter
appreci ated by ‘i?"ﬁ%]s%ess Tl gea { %16 -ar PETEENGH BP0t EFSt hat  whi | e

the firewal l 112cc&ndadtﬁd/vctht§ré@c? a1 P11 SEPRT AL l%.'nﬁ'f&ﬁ%;s for
clarity of illustration, the wvarious firewall and network rou

functions perf oFFERERePEEGSFRlC b MsAtEREk: eds %lb]né)%ra%ﬁélah%@v\or k

servers or ot herpglemis skas1vil {n hee AL egiab g, Ry ﬁ&%%%lkghg‘é‘d in the
art. [0019] The HTTIP client application 104 conmuni cates Irectionally

with an HTTP ser{legde dhrewath 33 ansy asenerexiiiblarg shewnsige t he
br 1 €5t e COMPUtA g A IGATRRS 4606.o A fEe | 08 Sidlels d0Ry Kk exarl e

The HTTP server illustrativel % comuni cat es épp Ication
server 101 to ref@dfiaus dirpratbsan m,etwagﬂﬂ reation-fwichtiedisdata. | n one

exenpl ary enbodif®ng, nddhenEdR, Sely 8 3 élgﬁgnp&h g 2 ;S o¥éce provi der

that interfaces users with thelr respecti comuni cat1 ons device
108a- 108n wi t hi etk sesrees ox orityd dgvénesys onsrentlli®s  Accor di ngl y, the

application ser re:lcq tg&ybget%%q{rifﬁ%gi 51118 @?mét del i very or

aﬁegatl on serV| ces usin server pr ‘ovide an interface to
atuder's communi &Li%ns d@th@ETP client application 104 communicates

bi-directionally with an HTTP server 102, which in the
present example is outside the protected computing
environment 106, via the Internet 109, for example. The
HTTP server 102 illustratively communicates with an
application server 101 to retrieve or process any
application-related data. In one exemplary embodiment,
the HTTP server 102 may belong to a service provider
that interfaces users with their respective
communications devices 108a-108n within the protected
computing environment 106. Accordingly, the application
” server 101 may be for performing e-mail deliwvery or
i:) aggregation services using the HTTP server 102 to
provide an interface to a user’s communications device
108 within the protected computing environment 106, as
will be described further below. Of course, other types
of data may be accessed as well, as will be appreciated
by those skilled in the art. A user could then access
the e-mail (or other) data collected by the application
server 101 via a home computer, wireless communications
device (e.g., a personal data assistant (PDA)), etc.,
.as will also be appreciated by those skilled in the

-art.



108 within the protected conputing environnent 106, as wll be described
further below. O course, other types of data nay be accessed as well, as
will be appreciated by those skilled in the art. A user could then access
the e-mail (or other) data collected by the application server 101 via a
home conput eMO V&S communi cations device (e.g., a PEVEEMHIAL a

assi stant (PDA)), etc. as wWill also b& appreciated by those skilled in

the art. WD 20056020P87 RGTLUSPE4QO58%% t8el PR tidh a¢eer dapge with the
invention, the HITP server 102 and the HITP client appl i cation 104

preferably fol | o%f5ETet%d 2RFTERG AT -ilicdht 2BrhaGi ora 1844d/ or

rel ationships. Thieratdawe fbm@ow@c&ébtéépfm%@' §§£€ef'5d1rl%n% dedLgabed
net wor k port reserv d for Internet (i.e., HITP) t fic (typically port

80), without befRy B FHEdiBYshiRs f | Trivalal lovs. tb{%ttWCtPF@ HTTP server 102
and the HITP C|'é%ﬁmﬁﬁﬁﬂéﬂ%ahb@ﬂg1Q4déHfEaE%hsﬂePQ$Pk & LRsbPSERt for

additional state information into requests and responses, and recogni ze
state infornmati BRtGHSE tiddeby BTl”éP)otW@rffl[COGHPWllm@qrrtl 88t v at ed

enbodi nent, the gliehlc RARL sabietk 1A dng %eréagif'iidgge%'i: application

that is runni ng _on a computer in the ‘user' s protected conplting
envi ronment 106. TR sgrrRrcLPénendppld ¢ailiPonliont exprlbldagies 384 ocatdound

network connect| ks e andestonal et HLIR SorKer J0%o AGLRIVESLS @

specific uniformresource [ocator ere rom Ion the HTTP
client applicat |W010219Cme@\tﬁdesdamnqrm$alr abfTPete@derss statieh as dat a

specifying a gl og{af%];fn L%]llogugnségggal rJ etrhe( gtJhQ): to the HTTP server 102, for
I's

e@rpl e. This est Sem - nent conhection that is
{00211 In the 1llustrated embodiment, the client

application 104 is an “intelligent” application that is
running on a computer in the user’s protected computing
environment 106. The HTTP client application 104
establishes an outbound network connection to the
designated HTTP server 102, and requests a specific
L uniform resource locator (URL) therefrom. In addition,

the HTTP client application 104 provides additional
HTTP headers, such as data specifying a globally unigue
identifier (GUID} to the HITP server 102, for example.
This establishes a semi-permanent connection that is

- available for the HTTP server 102 to use for accessing

} the HTTP client application 104 without being blocked
by the firewall 112.
[0022] More specifically, the application(s) running
on the application server 101 is now able to access the
HTTP client 104 from outside the protected computing
environment 106 by making a request to the HTTP server
102. When an the application server 100 makes an
indirect request of the HTTP client application 104 via
the HTTP server 102, the HTTP server 102 in turn
formats that request into a valid HTTP request. This

request 1s then encapsulated into an HTTP response to



avai l able for the HTTP server 102 to use for accessing the HITP client
application 104 w thout being blocked by the firewall 112. [0022] More
specifically, the application(s) running on the application server 101 is
now able to access the HITP client 104 from outside the protected
conputing eMAPBHIERY 106 by making a request to the HTRGI/ERP4AIPSEIT02.
Wien an the application server 100 maked an indirect request of the HTTP

client applicatioifie I1ErevicaichbeapPlitaeronen0k02rhd heSfbhResenvendd®2 in
turn formats that request into a valid HITP request., This request is then

encapsul at ed i ntd BFRIETECFESPOINSE YT BIUI5F 02088 AAPETSP062A 006817 9

the HTTP client epplieat is@BciPdeatditth rASRRNSCaENEddASSn23 RRadRr a5€Ct i On,
whi ch includes both data required by the HTTP specification as well as

addi ti onal st at eSEHIPNEEGuEREPFIA T rimEcsRdi By st d B E8EVERTHEORer ver

102, and a bodyasedd iRy WakEhoh NGIHAAES 18 hUbbs HT TRINCGHeSt reqh0823] When
the HITP client a(g‘gzl ication 104 receives the response, it is then able to
access the respoh®®23lhody"heRi ehe iFEIRiddd ean rITH addies E04WVERER1T®R t her

i nl udes both a headelepaRdebody seotiananTac:bTIR &l el -anpbheati on 104

is then able to act on the request and gather the appropriate results
based thereon. M r édichsingludrs rasgiEsEs rageetthevhichmivaitbated back

through the HTTRmeiiels b02n!o ddiic ARRId ERLY 00 SEIMET ThAl ii¥pcont act’ ng

the HTTP server and meking a request her ferent than the
first URL noted @HaE aPRlEcHTiRm rkfudst throapble dtesctawnHITR response,

where the requesichieadersyi pelude ieqired.dala Aswald Las gnough state

ipkormation to allowthe rver 0 associ at e t he "encapsul at ed
i thereon. The results of the requests are then

communicated back through the HTTP server 102 to the
application server 101 by contacting the HTTP sexrver
and making a request of another URL different than the
first URL noted zbove. This HTTP request encapsulates
an HTTP response, where the request headers includs
required data as well as enough state information to
allow the HTTP server 102 to associate the encapsulated
response with a previous request. The request body
includes a full HTTP response.
[0024] In accordance with one particularly

, advantageous aspect of the invention, the

i;) communications device 108a may function as a shared
interface allowing the application server 101 to also
access user accounts assoclated with the communications
devices 108b-108n. That is, since the communications
devices 108a-108n are connected in a network
configuration (such aé a local area network (LAN)} or
wide area network (WAN), for example), these devices
may potentially access user account information stored
on the network 107 (e.g., on a network server), and/ox
on one another, as well as other network data, as will

be appreciated by those skilled in the art. By way of



response with a previous request. The request body includes a full HITP
response. [0024] In accordance with one particularly advantageous aspect
of the invention, the conmunications device 108a may function as a shared
interface all ow the application server 101 to also access user accounts
associ at ed w"fwﬂf’ﬁ@“‘@érrrmm cations devices 108b-108n. TREEUS24040838%Te t he
communi cations devi ces 108a-108n are cWnnected in a network configuration

(such as a | ocal edrgal d)etoner ksekANLcOInt VEg BEEA-NLSL WA dcuAN) , bher
exanmpl e), these devices mnmay potentially access user account i nf or mat i on

stored on the n%'fwslt?’i‘h(eé §YPedreh dsekicervefh 2%and/or  on one

anot her, as wel | a@sridyRontebworktdat@ 1M bhta by o gata@gobmethose
skilled in the art. By way of WO 2005/ 020087 PCT/ US20047 005817 10 exanpl e,

the user accountCFRAFSe 18- FBIF BeRwtmt #5 SUEh, neer Jtoustthdhet JPBR of

i nformation suchcﬁfenta@%q&%éegsﬁama@%nlgrahﬁgggiléét&a t@leC., May al so be
accessed in this manner. As such, even thoug t he client application
B

104 is only instEPBHIGRIIRES EBWHEMI kR4 0n éVI@@ququSlﬁfay

advant ageously proMige 2 “ggetew@y"féprtﬁeh%pam%ss%ﬁ QN SRIVep110d to
access user accounts associated with ot her communi cati ons devi ces

10Bb- 108n, as wi #¥CqiE USSpr eeratels Bsadmisgedkiitedotrent he art. O course,

it will also beapRraCkaledst B@h@eéemrbatl%aHTTg’scwiﬂmbe appl i cation 104
could be installed on one or nore of the othef communi cations devices

108b-108n, if dexfmzas:iatpdoRs] tiosm wigildddi thobhe | 3rto G Gouzsea Fow

dlagramlllustr gt C ogn l.ent
a@| cation 104a1{doﬂt héﬂgﬁng 5%#9 P%% ittgla% : Sgﬁa}g@e HTTE” o35 AP
- application 104 could be installed on one or more of

the other communications devices 108b-108n, if desiréd.
[0025] Turning additionally to FIG. 2, a flow
diagram iilustrating the decision path to connect the
HTTP client application 104 to the HTTP server 102 is
now described. Before the illustrated process flow
begins (Block 200), the HTTP client application 104 is
installed on the communications device 108a in the
protected computing environment 106. It should be noted.
that in some embodiments the HTTP client application
104 may instead be installed on a network server, for
example, and provided the shared or common access
L functionality for multiple communications devices as
described above. The software could advantageously be
downloaded from the service provider hosting the HTTP
server 102 and application server 101, for example. For
purposes of the present example, it will be assumed
that the HTTP client application 104 is installed on a
user’s desktop PC in the protected computing
environment 106 (i.e., on his desktop PC at work).
[0028] Upon installation, the HTTP client
application 104 is assigned a GUID, which is saved in a

knowledge base (not shown) accessible by the HTTP



now descri bed. Before the illustrated process flow begins (Block 200), the
HTTP client application 104 is installed on the conmunications device 108a
in the protected conputing environnment 106. It should be noted, that in
sone enbodi nents the HITP client application 104 may instead be installed
on a networ k Y&&00%920087 5 exanpl e, and provided the sharBEI/BY204@88bN access
iJ functionality for multiple conmmuni catli ons devices as described above.

The software coukdrashy auAGRAUSEYapPeliciminoadedetr vol t MEhess@ITTiECE provi der
hosting the HTTP _server 102 and applicatiqQn seryer ,, for. _exanple. For
pur poses of the 5%%%%ﬁnaﬁﬁ&%ﬁSFé?nifg%wqqu&%eésgﬂﬁﬁdG&{EkﬁntQﬁ} HTTP cli ent
application 104 Lsmhidsicddiefhsonien wserieredeskiap P2 mrideiqyieteat ed
conputing environnent 106 (i..e., on his desktop PC at,wor%%. [ 0026] Upon
instal | ation, th&lMTTEEEIteALtiabRe| a8y GRNDART & 88ST LS t68 B Thhich is

saved in a know.edge: (38t 08 oW o1 GERS Siohbat by t deviBelR 04 in
2005/ 020087 PCTI US2004/ 005817 11 server 102 and/ or applicatign Sﬁrver 101.

The HTTP . client thpppFRsted roarutppg jwianaent 8Pfn &f 1BL Fcations

with the HTTP sepyere 04,1 lhe degksk oy fhavihegkdepWei feddhe user running a
session of the HITP <client application 104 on the congutlng devi ce 108a in

the protected corpptisritinviiényent lemving tBieockf20g. TOFOFIENFHIBY t he

user may run the 178, cli ifvoqdal boatden i Renol eayt Mol alibhee for
the evening or for an extené% period. The HITP client g@gllcatlon 104

opens a connect i 8f4tepete HEPRISEEVer YOXhatTBPOERIYSY HndlegEntifies
oo et Soh SRR AR BB E0 BRI B
[ GUID, at Block 206. The HTTP client application 104
then requests a first dedicated URL to indicate that it
is ready to accept work reguests coming from the HTTP
server 102.
[0027] The HTTP server 102 then performs
authentication to ensure a successful connection, at
Block 208. If the authentication succeeds, the HTTP
server 102 then waits for a response, at Block 212. If
the authentication fails, a failure message is provided
(Block 210), and the HTTP server 102 licops back to the
original starting point (Block 200). The HTTP server
102 does not proceed until a successful authentication
hs is registered.
[o0o028] | As noted above, once a successful
authentication is accepted, the HTTP server 102 waits
for a response, at Block 212, and then determines
whether there is a timecut, at Block 214. If there is a
timeout, the HTTP server 102 then determines whether
the HTTP reply is received, at Block 218. If there is
- no timeout, the connection is closed (Block 216), and
the system loops back to the step illlustrated at Block
202.



is ready to accept work requests comng fromthe HITP server 102. [0027]
The HTTP server 102 then perforns authentication to ensure a successful
connection, at Block 208. If the authentication succeeds, the HITP server
102 then vvaiéi for a response, at Block 212. If the authentication fails,
a failure mestAg@ ¥l ovided (Bl ock 210), and the HTTPPSEPSABM/0937 | oops
back to the original starting point (Bpock 200). The HITP server 102 does
not proceed until[062%LiccedsT wheadrientégiat iGN nokSreegisddr athe [ 0028] As

not ed above, once_a successfuyl authentication is accepted, the HITP server
102 waits for aPFegpon ,SOaﬁOQPBC{Qa?]iZFOaW(T £hHER ﬂif‘é Mates akhet her there
is a timeout, atBBboklk@ZLATflk thele is wcdik@@outhetimerHEERveer yege 102

t hen determ nes whet her  .the TP re is received, _at Block 218. If there
is no timeout, Pﬂ%a%b%htg‘& ieggle-pgegl @é Te8uSEk - 226) B 2406 28¢st em | oops
back to the stepprbtesdgatied abqBEoeKk a202.0c0028005¢020084 i cation

PCTI US2004/ 005817 12 [.0029] If the HTTP reply is not received, the

process al so | 0op& bHCK A SFRUTEpRY | the TACEESht 15 BFIRDEZOM £ a reply
I's received, thevhlI® Sgerer apP2icHBPRERS, the rebeddech HEIR Lpaygst, at

Bl ock 220, and gr oc%ses the request, at Block 222. The application

server 100 ensur 8$t¥ nFiom fr&er kgausedye Rasm-ngher arphlcatdard serivent
application by redligdmeatdde appegredate p@PbDsELo8E g kKnowhadggaybase.
The application server 101 then nakes a request to HITP server 103,
including the CH'D.CURR MRrePHIEFvePrvon %08 fyrepethp Marldigasaonr equest

intO a valid HITRegesstesthtoaBdvh oI Melffe tR/uest, and forwards that

{i) reguest to the HTTP client application which has the
identical GUID.
[0030] The HITP cliient application 104 then performs

the requested work, gathers the results, and creates an
HTTP response, at Block 224. The HTTP client
application 104 contacts the HTTP server 102, requests
a second URL different from the first to indicate that
it wishes to send back results rather than seeking
work, and encapsulates the results as a valid HTTP
response within the body of an HTTP request.
[0031] The HTTP client application 104 then
| determines whether an HTTP connection is open, at Block
U 226. If it is open, the HTTP client application 104
sends a request for the second URL, at Block 232.
However, if the HITP connection is not opened, the HTTP
client application 104 opens another HTTP connection
(Block 228), authenticates the information (Block 230),
and then requests the revised URL (Block 232).
[6032] After the HTTP client application 104
requests the revised URL, the HTTP client application
sends the HTTP response as part of the HTTP request
body, at Block 234. The HTTP client application 104

then determines whether the HTTP connection is still



request to the HTTP client application which has the identical GU D.

[ 0030] The HTTP client application 104 then perforns the requested work,
gathers the results, and creates an HITP response, at Bl ock 224. The HTTP
client appli g@%‘ﬁ&"#jm contacts the HTTP server 102, requests a second URL
different fr ¥st to indicate that it wishes to REHESBUOREBsult s
rat her than seeking work, and encapsuldtes the results as a valid HITP
response within ebenbadty BEdfocdn 2BBTPIf efueist opp063]] tHOeITFBIR1¢ khent

application 104 : t er manes whether. an HITP_conngctiqQn i s .open, at

Bl ock 226. If i% i;lcoagcgr??l {fﬁg lﬁ-ﬁ??’sclﬁcé%t%oaﬂig?i f&gﬁ’ojﬁﬁf@ ra§§ﬂdgta request
for the second URLgckat20d deck r23Rest Hovewmr,. If the tOTR@aamnesti agti s not
opened, the HITP i ent li cation 104 ,opens_angt her HTTP connection

(Bl ock 228), autﬂpe%”l gcg’[eegﬁﬁﬁeC?ﬁ?%{lnﬁﬁﬁﬁﬁaﬁé%c%g&s‘bﬁ?m BRG*t Renthequest s
the revised URL ¢Bimcik1282)ratka032] Bfdie2ochecHSgE cinentrTappl i cation 104

requests the rev(i:serg #RL the HITP client application _ sends the HITP
response as part "SI YHe TR b8 kOt dy TeRE2BF ot kS 4. The HTTP cli ent

application 104 [e¢@st det emfiynasdwhEsGlonshankTdPhep@rddigRnks skill - -
----------- - - MO 2005/.020087, PCT/ US2004/ 005817 13 open, at Bl ock 236. |f

it is opened, thE HTTDSOTHERt WikhpPitaaticofeoBirdops Wi iEkidledeint ep

illustrated at Block20dviag eHEEsindMe WRLnbf L8 GRANGGELRALES NOt
open, the HITP cli ntet %gpl ication 104 | oops back to the step illustrated

at Bl ock 202 to Upen RO AFPPNY cORPRCIHTGANSaRBd t Hoe prviasdgtedpeat s itsel f.
[0033] Many nodidisatigens andretbes, emadi pBALSsOdod that the

{j) invention is not to be limited to the specific

embodiments disclosed, and that modifications and

embodiments are intended to be included within the

scope of the appended claims.



the invention will cone to the mnd of one skilled in the art having the
benefit of the teachings presented in the foregoing descriptions and the
associ ated drawings. Therefore, it is undéfstood that the invention is
not to be limted to the specific enbodi ments disclosed, and that

nodi fications and enbodinents are intended to be included within the
scope of the appended clains. 14 THAT VHHCH IS CLAIMED IS: 1. A

conmuni cati ons system conpri si BgaT FEcl ad y.aelmpoFRUNi cati ons devi ces
connected together in a network and having a plurality of user accounts

associated therewith, at |east one of said communications devices
processi ng requests using,a h pertext.trEnsfer ﬁrotoco%mékﬁTP client
t

application associated t%ére ﬁ?mgﬁnéﬁﬁ 23F | DA SHPVEP™PHF 54 géssing t he

user accounts via said HTPLgLaeDtyvappl teahieDcavlehang&ifibegerver for
interfacing said HITP client application with said application server;
wher ei n sai d HTFPRBEFGEF BAdethed TP Befvarkapplikarios arelpsplity

formatting requgst§sto Qecoﬁﬁ%mgggaafgt&aefﬁgféw, | B alotT{FOhoT ARl Vi a

the Internet, and each providing additional state I rmatiron wth the
HTTP formatted segdestsmuniecagidzablievbyes herotdesiforragthehsi cainggat he

Wherein said HTTECEFTEAE BBH ESFi BROFScrbr (M ELESH f" FPTLE=hhfber sal
resource | ocat ogsébRidteliromesa Oe kT TP server for accepting work requests
from said application server, and requesting a second URL
an application server for accessing the user
accounts via said HTTP client application; and
an HTTP server for interfacing said HTTP
client application with said application server;
wherein said HTTP server and said HTTP client
application are for formatting requests to be
communicated therebetween in an HTTP format via the
Internet, and each providing additional state
information with the HTTP formatted requests
recognizable by the other for authenticating the
application server and said HTTP client application to
one another; |
wherein sald HTTP client application is for
requesting a first universal resource locator (URL)
from said HTTP server for accepting work requests from
said application server, and requesting a second URL
different from the first URL from said HTTP server for

responding to work requests from said application

server.

2. The communications system of Claim 1
wherein the additional state information comprises a
glcobhal unique identifier (GUID) asscociated with said

HTTP client application.



different fromthe first URL fromsaid HITP server for responding to work
requests fromsaid application server. 2. The comruni cations system of
Claim1l wherein the additional state infotfmtion conprises a gl obal
unique identifier (GQU D) associated with said HITP client application. 15
3. The communi cations systemof Claim1 wherein the user accounts conprise
emai | accounts. 4. The conmmuni cations systemof Caiml wherein said HITP

client application and sakd HTTR. sghMEhi8Le16R5 EYLLBRT oPreyhdhng
sequencing information wth the HITP formatted reqQuests. 5. The

communi cati ons wpstednothel asarlacehentsnceapdisFTensliieatcapptEcati on and
said HITP server are for formatting the additional state infornmation as
HTTP headers for respective HITP formatted requests. 6. The communi cati ons
systemof Claim1 wherein.saiUhatcbeashi 0aeicO8MENEEahI 6ASCUEYICE S
within a protected conmputing environnent. 7. A nethod for accessing a
plurality of u¥Bpraetodntd HEEBcraieat wiphlicatipal #rg 8ridcBFRANI cati ons

devi ce using ans@99E£C§£E0@o§eEEf£he£hﬁro 9&ry§igé&5§9§%H§V1ﬁ§ér£§£f&n

connected together 1n a networ and at | east one’o e~ comuni cat I ons
devi ces procesying tequdSTE fsrmgthedypeguextstransfer protocol (HTTP)
client application associated therewith, the mnmethod conprising:
interfacing the application server with the HITP client application using
an HTTP server, the HITP 5servere apsmhhei &I | eptrappbicataon formatting

wherein said HTTP client application and said HTTP
server are for formatting the additional state
information as HTTP headers for respective HTTP

formatted requests.

6. The communications system of Claim 1
wherein salid at least one communications device is

within a protected computing environment.

7. A method for accessing a plurality of
user accounts associated with a plurality of
communications device using an application server, the
communications devices being connected together in a
network, and at least one of the communications devices
processing requests using a hypertext transfer protocol
(HTTP) client application associated therewith, the
method comprising:

interfacing the application server with the
HTTP client application using an HTTP server, the HTTP
server and the HTTP client application formatting
requests to be communicated therebetween in an HTTP
format via the Internet, and each providing additional

state information with the HTTP formatted requests



requests to be communi cated therebetween in an HTTP format via the
Internet, and each providing additional state information with the HTTP
formatted requests 16 recogni zabl e by thel®ther for authenticating the
application server and the HITP client application to one another; and
using the HTTP client,a%%#gc%tion tore a first universal resource

uest
| ocator (URL) f &M ERe? ¥eof)8r OFBF aEEépFPEBeRBFRaFéHQeE?§ fromthe

appl i cation Seégﬁﬂicﬁﬂ(iohosé§qgﬁsén§ §§60H@T§E!el%£fceé?ﬁl%&é@ﬂbﬁh@o first
S

URL fromthe HITP server for responding to wor regues romthe

application servge. agotiigg;menrAod of Claim 7 wherein the additional state
i nformation conprises a gl gbal Lq identifier (G associated with
the HTTP client applicat#gﬁﬁgQEﬂ%hg$%%t%g e%% %f%#ﬁ?%gq BreP n"tHETker

accounts conpri sefemail uateeunts. rdfoufbe bethodrof Ukt pi frdmwhee esnTp he
HTTP client application and the HTTP server further provide sequencing
i nformation wit RSERETHF?P PEFREELIRY WPEHUESELCSSHY THPBE RREnAEP bECT &M 7

wherein the FWTEérGEE?nEnQpQBiE@&ﬁ@@tansé@§n§ﬂaﬁiS§£f§éréHEn§£ 1 Ehe
additional state information as HITP headers for respective HT TP ormatted

requests. 12. Thergbt HBY &fowl then FTWReserver hfont respasdingeto work

communi cations device, isS mﬁth{n a_pr tec{ed conputi ng environnent.
req he "appiication server.

uests  from

8. The method of Claim 7 wherein the
additional state information comprises a global unigue
identifier (GUID) associated with the HTTP client

application.

9. The method of Claim 7 wherein the user

accounts comprise email accounts.

10. The method of Claim 7 wherein the HTTP
client application and the HTTP server further provide
sequencing information with the HTTP formatted

requests.

11. The method of Claim 7 wherein the HTTP
client application and the HTTP server format the
additional state information as HTTP headers for

respective HTTP formatted requests.

12. The method of Claim 7 wherein the at
least one communications device is within a protected

computing environment.



