WD 2006/ 009712 PCT/ US2005/ 021052 1 TRACKI NG LOST AND STOLEN MOBI LE DEVI CES
USI NG LOCATI ON  TECHNOLOG ES AND EQUI PMENT | DENTI FI ERS BACKGROUND Cr oss
reference to related applications [001] This application clains priority
from copendi ng provisional United States patent application serial nunber
60/ 580, 822ayohetkeeb7iune 18, 2004. Field of the Inventi o®IOBG2(0sPHEpr esent
invention relates generally to the field, of nobile comunications, and nore
particularly to | ocating nobile devices havi ng equi pment identifiers of a

B0 devi ces,  RRFEING oo BN MORT R Pt afpsioReer e

comuni cations (GSM SUECENOLOGIES AND BQUEPMENDIDENTYEIRRS cormmonly known
as a subscriber identity nodule (SIM. The SIMuniquely identifies a
subscriber and is used to store data to be used by the nobile device, and
may al so conBACKGROUNBpri ate aut hentication functions. In addition to the
SIM the nobjle device. is.i dcf-znt i.fied wusing an equi pnment identifier known as
an i nternal DG YOIS, (IMBI'). [004] In current GSM based

systems, for exanpbf, BHOSHltARLTIAREPHNRY Bt dpeddi@irblisiBfalusiiRd sthadsa
contained in then[gls] ratf\%g t han thepl%ilg’. ThepSI Mi1s typically renovable
and may be upat¢rit 2pplicaorgsetiplenrienter HHB3A. 8220 Eleddere L83t i onal GSM based
systens allow a user to insert their SIMcard into any nobil e device.
Mal i ci ous individuals have recognized that a stolen nobile device may be
used with a Held&t@mhvedtiegal |y obtained SIMcard. A typical scenario is
where an inexpensive nobiTe device is purchased to obtain a legitinmate SIM
card. The SI M carl@02s Theermpresenfoventieonielaes |serfralidp e thielicddé efngnotiilsert ed

into a stolepn devi.ce. The .stolen [ i ypically I | rate and
expensive t hgor?gI Tﬁ%gﬁlga?’ta?]rc%ar%lgreopea\r/t?‘:@é}r @gf’r\@%&%gé& Cr?lbé ev\%%%{]\nhwng 8@%’?1? ri; t he
devi ce usi ngidetfierd &G partitRlL s@atuy] rather than the I MEl of the stolen device,
the user may be able to operate the stolen nobile device with inmpunity.

[ 005] Various techni ques have been devised to detect stolen devices based
upon the | '\EEIEVEIHPB%%%;@H’ t hese techni ques enpl oy sone schene to detect
t he | MElI of 6/ 009712 PCT/ US2005/ 021052
[003] Presently, mobile telephones and devices, particularly those based upon the
global system for mobile communications (GSM) standard, contain an electronic module
commonly known as a subscriber identity module (SIM). The SIM uniquely identifies a
subscriber and is used to store data to be used by the mobile device, and may also contain
appropriate authentication functions. In addition to the SIM, the mobile device is identified
using an equipment identifier known as an internal mobile equipment identity (IMEIL).
[004] In current GSM based systems, for example, subscribers are typically
identified using data contained in the SIM, rather than the IMEI. The SIM is typically
removable and may be utilized in different mobile devices. Conventional GSM based
systerns allow a user to insert their SIM card into any mobile device. Malicious individuals
have recognized that a stolen mobile device may be used with a different, legally obtained
SIM card. A typical scenario is where an inexpensive mobile device is purchased to obtain
a legitimate SIM card. The SIM card is then removed from the legitimate device and
inserted into a stolen device. The stolen device is typically much more elaborate and
expensive than the legitimate device. Since the network will identify the device using the
legitimate SIM, rather than the IMEI of the stolen device, the user may be able to operate
the stolen mobile device with impunity.
{005] Various techniques have been devised to detect stolen devices based upon

the IMEL In general, these techniques employ some scheme to detect the IMEI of devices



7 being used within the network, and then querying a database to determ ne
if the device has been lost or stolen. Existing fraud detection

t echnol ogi es have achi eved consi derable success by disabling a stolen
device so that it no longer functions within the network. However, there is
an i ncreaswWfgludssl’iz to not only disable stol en devi cePCTdis200502108Ccat e and
track such devices so that they nay be r.ecovered by the authorities and the
perpetrators brought to justice.rsuwwﬁﬁy [ 006] A system for geographically

| ocating an I ' : i i i 101 i Retalygerdhall Y net wor k
i ncl udes anq’éia*&?‘%érﬁeﬁ‘?‘“%rﬁcﬁ@ﬁ%%?@ﬁ8&‘%@? Ef&%%a‘%ﬁdg?eng equéla gﬁﬁeér?%g ®
identifiers,besutdit asstoleterBxadtingdhut dercritnpietaiolagike iavé hesevet Mahdjeraliibat are
each uniquely associated with nobile stations operahle within the network.

Each | MEI meyceses b disgPling 3 lpn AyjeeasopiBpt it @ lenees faetiensoy ity thsadwpds ed
e J det Ty _
mobi | e stat igh.e.A FR LG, ﬁ'}g‘éetaglg%?i&lre t%fé]y?ﬂ%?ﬁ%a s@lendRvicsd Sﬁtriégoc%rlg%ﬁtfl Ieon

services (LCS) clirent may gure ify a targete

st ati on basedickiparh detvees scathatsthéyf may bx sagpiezed byodht authbotiesndrtbd parpettakarni ng,
and the Ii ge%. A serving nobile |location center (SM.C) responsively
provi des posi4eBhiIBSEi on i nformation for the targeted nobile station.

[007] In acqﬂ[j%&{mw'th ot her enbodi nents, a nethod for geographically
|l ocating a mobilTe station within a nobile comunication network includes

obt ai ni ng DAM who@f) Aasystemdohgeopiaphiedlly lastiog aral tedking trobiln diatiordwdthimobi | e
stations that e operabl e or esent wthin the communi catjon networKk.
Once these IIR@I. “A njsaken ‘E?;S‘E"%ﬁ‘h’éﬁ‘fdtef%%’ﬂwnﬁ%m‘té regésct%ﬂ(gﬁqr?é:f"fﬂﬁﬂfm%ave
equi pment i dghbirehSsntHer2 stk hﬁéihzﬂﬁno%ﬁl%%ﬁ B iddAEine hitfateBdcnd

t heir geographical l|ocations calculated. B I]IJEF DESCRI PT1 ON THE DRAW NG
[008] FIG Imiduelyssyosiatssl veith rextsleplatioys apotsbleevitumthemiiverk.opach yEEmay b§ 009]

FIG 2 illust .mobi e station.locati. . [0010],.FlG. 3
| Lustr at e WSHbIRPBIE rancp it SR r o7 fnife BRBF SRt of fapile stitchine
i|lustrates @pef @&S@m ah eXteindRBELbY kégicand Cspaaht Ray Be doRBbhed &fiadii®a

[0012] FIG 5 illustrates operations for identifying and locating a nobile
station. [ Caggpdmoble gatidnbasdnpeniss sigves (Barieyasple.dest sthaem, malfimsgoring ahdcat i ng

a mobile staflph,y A RElAE IR cthENs IR A ARG Hoo il poie 54051 052 3
information for the targeted mobile station.
[007] In accordance with other embodiments, a method for geographically locating
a mobile station within a mobile communication network includes obtaining IMEISs, which
are each uniquely associated with individual mobile stations that are operable or present
within the communication network. Once these IMEIs have been obtained, targeted mobile
stations that have equipment identifiers of a particular status may then be identified and

their geographical locations calculated.

BRIEF DESCRIPTION OF THE DRAWING

[008] FIG. 1 illustrates an exemplary mobile communication system.

[009] FIG. 2 illustrates a mobile station location process.

[0010] FIG. 3 illustrates operations for locating a mobile station.

[0011] FIG. 4 illustrates operations for identifying and locating a mobile station.
[0012] FIG. 5 illustrates operations for identifying and locating a mobile station.

[0013] FIG. 6 illustrates operations for identifying and locating a mobile station.

DETAILED DESCRIPTION




[0014] In the follow ng detail ed description, reference is nmade to the
acconpanying drawing figures which forma part hereof, and which show
vari ous enbodi ments by way of illustration. It is to be understood that
ot her enbodi nents may be utilized, and structural, electrical, as well as
pr ocedur alwenenegesizray be nmade wi t hout departing from tHEE/Ges@®2952 t he
present invention. [0015] First of all, the term"location" as used herein
may have several different meani-ngs dep3endi ng upon the particul ar context

in which this te i i 0 y [ on" of
2 mobi 1 ¢ stati on U LAEBitohile AP Sorgldn, PRRCEREEN o helEeonkBRAhG P11
communi cat i Glrawiag figirks whickfdreil: pah @eleoh bndewlgitiddhoorny arisu Ldmiticdithdrys by way of

comruni cat i ng. This | ocation informati on nay be used for such things as
cal | routi ndglusHatiendt Eiepe paderstapd. that othenymhadinagis may begHizedand siectyras ns
"position | i ., i.cal [ 3 %gﬁl y QR |1 be
interchange%ﬁﬁ%gdcggg%w%lg%ggé%tggag é‘“%eggr% ggﬂ}’a‘ée ?g%%"t&? n Or%g fgﬁgﬁn%gl gog ation.
I n such conttexpresent esaicher ns denot e the geographic [ ocation or position

| ocation of a nobile station, which can be cal cul ated usi ngevg#a?bor ate

posi ti oni ng et h&¥H5] FHigt elealh fhederas losptian pasrused hgrain mayAlve figigrent
"l ocation" t i r : L C L. which
Che termi s g depeRBng b M e Paflos hEwh ERBIUAN DOACARCiimpll i |

system 10 hawk bgntextahdilbeatiomedfiwandbilt Statien giersaoy retabiclpesiamdnsofitieciaviog cent er
(GwBsC) 20, and.a nobile switchi ng. ceg\%t;% ( C%} 25.. The MBCis in |

communi cat i SHUVR § FPBPUREIOR B0 ReEhich G REGTOP PaFently BURIUBIALN ch i s
shown i n coniadheaioh thebiatiBAR Ry b @é&ﬁ@&'sﬂﬁﬁhﬁ%ﬁ&éc@ﬂ%lﬁiﬁggﬂ% cudRmepBiiiGly. are
illustrated for sinplicity as fadio towers. Each BTS provides wrel €ss

communi cati on t ¢003i6¢ Iroamother eontaxbithegerstsdpasiivs 1¢cuBs),” ‘Bogrigricaiongsionfiot y only,
the communi cati,on, system. 10 i s shown havi wo BTSs 35 and.two 40.
However, it Siaply pIoﬁét_“f}hd‘%‘ﬂ@%’&&er‘fﬁﬁﬁgeablﬁ’ﬁg?@%‘iﬂoﬁet 839%?6&” &ea 35, each
provi di ng ComBiRiskabh Ot GRY bR, 1Resd tddink HAldtd dhe §@$gr ¢ RatidnQf} BRlitidfre BSC
30 manages tel ecomuni cation functions associated with the BTS '35. The BSC
may provi de lpaien oCompbidd statipal Whick sanheselcalated siaing elaboraisgpositibning mgthods

managenent functj onal i i ncl udi ng,. wh npecessar t rchest.ratipn of
nandaf T < betHAGHMSAS: ShehPiute Adnpkphe BEERE R o0 A BRFI AT o
channel s andupb@faRSRntexfmdvhitt Q¥ kdRSs ance8s for the M5 to networks, such as
the public network 15. [0019] The public network 15 may be a public switch

t el ephone net wor KOQIPEFIY. | illystraigs atmebilesopimencation systemnkt Wewikg @ ImSb |
publ [ 1and pL s net ML (RGN ChSH Lo P SBoc BB iR Butiglyor
center (MSC) 25. The MSC is in communication with at least one base station controller
(BSC) 30, which is shown in contact with two base transceiver stations (BTSs) 35, which
are illustrated for simplicity as radio towers. Each BTS provides wireless communication
to one or more mobile stations (MSs) 40. For simplicity only, the communication system
10 is shown having two BTSs 35 and two MSs 40. However, it is to be understood that
there may be a number of BTSs 35, each providing communication coverage to a plurality
of MSs 40.
{0018] The BSC 30 manages telecommunication functions associated with the BTS
35. The BSC may provide power control, call resource allocation, and mobility
management functionality including, when necessary, the orchestration of handoffs between
the BTSs 35. The MSC 25 coordinates all communication channels and processes, and
provides access for the MS to networks, such as the public network 15.
[0019] The public network 15 may be a public switch telephone network (PSTN),
integrated services digital network (ISDN), public land mobile network (PLMN), circuit
switched public data network (CSPDN), packet switched public data network (PSPDN),



WD 2006/ 009712 PCT/ US2005/ 021052 4 and the |ike. The comuni cati on system
10 i s shown having an equi pnent identity register (ERR) 45, a hone |ocation
register (HLR) 50, and a visitor location register (VLR) 55. The EIR HLR
and VLR are shown as individual conponents of the network, but sone or all
of these WOAPAMts nay be integrated with the MSC 25PCIfUS@SHEEY ed.
[0020] The HLR is used by the network opgrator, often referred to as a
service provider, to nmaintain subscriber data. Subscriber data includes

both fixed daf f’he IkE C’bhdﬁacgmﬁlﬁﬁcatlgﬁ QfstehPfo 18 wnHaGinp ah écgﬂﬁﬁenm@htkt?r egldRscr ' ber

identities (IMsl), nam c dat'a such as the Wwhereabouts of” a nobil
stati on and (ER )46 hcsmlbcatgm régisterd HI.R$ b phdarasitaigeaten segstes (VIRIZ1The n m)st

nobil e co ns, such as .the system icted in FIG sone
sohere | o ndaBoRbR P SER it bt Fomire S f GERGH St bR ABBF Al at { ons
or devices tpése%&ﬁboﬂ@hishhdweh@tegmhemh thSMRE: 55, Bfs8@esiedcal | ed registration,
the M5 40 notifies a systemcontroller, such as the MSC 25, its status and

| ocati on. The NMSMQRA0$dhe &ddt tsused by &ltei rmrcwmrhfoq;cm; afteni mieered & abasayicsuch as
the VLR 55, and,refers to the VIR up receipt. of ended for
the parti oulSscpFETLE A sHBrrine bcsubscrrr et el BoREAIEHSUIE OB6 uoed
to relay the#mssaasnterhafondRobik subREiBEQAGHESIMSBS ﬁadldgﬁﬁhcaﬁﬁmwm@t ore
subscriber ‘data near the current |ocation of the M [ 0022] A nobile

station is awheresboutheha nmbiimSatmgmdtcmsenhngsrfer arysvpplemeniay semicesrake or

receive a call. tation. initi S of the
subscri ber i nformidﬁngboﬁtlggmfﬁﬁwgmﬁtb%s sgerg%lﬁ'fcﬁd#ﬁggysf %PHE&“? the HLR
In the exanplsem@fciiehie ishec té ckMRe 46286 andSthiuY @Ff thRobileRst@idns of | ber
information associated with the M5, which is naintained in the HLR 50, is

| oaded or otdssiced preseaopithan thesygernhidsinga Rogdss ealled MBGUakomihed]S dheotifisbi | e
stati on 1 GYLANhICIRCALEDs WiNRE 1By Dl bh SRR | e BIRLHOI AR, o o0

perlodlcally rep ortsoits cation,

causi ng t he loggiat infgnoliol hmmwegs@haéﬂh@wmaaéndcr&ersno theey I\ pon kéte@ddl tion,
whenever a nobile station roans jnto a new area serviced by a different
VLR, the HLR amﬂﬁqaaaa%en@ﬁéforﬁwmm@émmﬁ%matqql?éld@&blwase foopshouthe EIR

45 incl udesol:% 9@@3?@%@{18"@1‘ gsgféep %}E%@{Sls {hré;e%rgﬁé fo?gl%rag{eq @ubsst\! X d' ty

and status using a unique |

referred to dag neanthe oli@dnd ddcatdiad! tROREIS! 49 eqw prrent identifier (I MEI ) . I n
general, an EIR contains three primary grougs of I MEI. data. One is the
"white list” whi ¢9022he mabie station iaageveorhapdt has regiglsraddn dheapstunk anden ar e

approved for,apenatlon Wehill RyhdiCa b sthtiod BRI bdeSmb GetivR! ABY: of the

subscriber information concerning the mobile station is recorded in the HLR. In the
example of FIG. 1, when the MS 40 goes active, the HLR subscriber information associated
with the MS, which is maintained in the HLR 50, is loaded or otherwise copied into the
VLR of the MSC in which the mobile station is currently located. An active butidle mobile
station may also periodically transmit a message in which it reports its location, thus
causing the updating of the mobile station location in the VLR, In addition, whenever a
mobile station roams into a new area serviced by a different VLR, the HLR downloads the
subscriber data to the new VLR.

[0023] The EIR 45 includes a database which contains information regarding the
validity and status of mobile stations using a unique identifier, which is often referred to as
an international mobile equipment identifier (IMEID). In general, an EIR contains three
primary groups of IMEI data. One is the “white list” which includes the range of valid
mobile stations that are approved for operation within the network. Another is the “black
list” which includes the list of IMEI numbers which have been reported stolen, lost,

defective, malfunctioning, or otherwise deemed forbidden to operate within the network.



list"” which includes the list of IMEl nunbers which have been reported
stolen, lost, defective, malfunctioning, or otherw se deened forbidden to
operate within the network. WD 2006/ 009712 PCT/ US2005/021052 5 The third
group, referred to as the "grey list,” is an internediate |ist between
"white" and "black" and includes suspicious nobile stations that are
current |y Wadws/0eiper vi si on by authorities to confir mRgT4eRoSI0BH0FNg. [ 0024]
The I MEI may therefore indicate the sta’;,%s of a particular nobile station as
approved for operation (white |ist), i dden to operate within the network
(black i st r. t ” t).
W'tornat i el os R PEEE] § R T IR s D bR BLed QU b

st at us, suchbhskthe 1rmbddsesusmabmmobﬂ£ dtamhs that axiee:mrentlmﬂnfdansupemnsmgby and t he
like. As will be descrlfbedbl n nore detail below, the position |ocation of
particul ar foWenEesdp spRiERLPIAELISHBE cal cul at ed whenever the device has a
particul ar statugy been Led as

| ost or stolen. Oozg?héﬁtges%%ggjeﬁﬁﬁmhk%%S%rrtrlg@\ég&glgdat eOBI(%ﬁSE%Ongl odi c
or conti nuomspﬂoaed for wpetrdtiong@hige jint)e febitidénro aparenvithin tqutpfnﬂ«(blacldbm ot y
register (CEIgR{? 60. The IR i,s a centr I|z? gtabas t hat .. col f;

i nf or mat i on,2PRIG¥E 1QLPEFAlECRUL URAGT: superision dgrey ish)-s Alieehikely ghaqdima y’t % ations
from other E/gg 4, ﬁ’aﬁ%gﬁ' Atk Wil OLASE, sﬁ@rVHyEHeCﬁBbi@é‘ STRESVY f63t, 6RR%, Shown) .
[ 0026] The servin l'ocation center (SM.C) 65 controls the position

| ocati on pnmdﬁldcucmnfg;nand trentikef yAngili be dprosibed mnrnbmo@talbbﬁlmf/, the pasitiorcul ar

nobi | e stati.on er an assort on | | on-rel at ed
neasur enent §°°aPﬂn grpgﬁ?ﬂ aéfnowlﬁegt@ﬁﬂtmaré’m%fﬁ%’éﬁ?cﬁghﬁg%’& %V“i?o Btton or
l'ocation of :lpta.hfeumtﬂlgs EdcAms ﬁéih%bfaé'ﬁﬁété’@&Haﬁzﬁglbeéiﬁﬁaﬁifﬁh%@ 1GPsReRaNt s, such
as the BSC 30, BTS 35, and for M5-assisSted position |ocation

technol ogi es, and0is}ifsiesradnthpEH 43 way beopdatcdon 2 pdrididr nedisueusrend wittand
geogr aphi cal, ] ocation/vel o es tion.for - has jtion | ion
ool ogi odatargasn 3 aresthrit IR iR O g Pe CER bRt ang
wel | - known d@@gasblt@ﬂlcamecmm@ﬂﬁném@hdmcusrtmackf Rhit %ad RS, lisMMBES bis hRbile

M5- based, and network-assi sted positioning nethods. Specific exanpl es of

sui t abl e netstbigns ﬁrmptthHSNLS@sm;atedwﬁl ehenrompniceBepoetvatks (e se@ayr aphi c

| ocati on of the nc udet n f arrival. (TOA),
angl e of arrival I@&@;h gﬂlo%gg%f$%g&m%&b§&gEhg 3 10&11%31 Pence of
arrival (TDQfdced@B hﬁrfﬂ&cﬁhﬁ Dgtﬁé p&kidnl 16®xtigh bf Bfaeitear (iBAPtatie) 8&T peefdrhd e

di fference of arrival gl obal positioning system (GPS), assisted GPS

(AGPS), gedgrapirimaar %rwltwntWC@@ngelﬂﬁeéﬁnqaﬁufﬁme&tanplneparmlg) the SMLG ect or
m xed cel |l

cgﬁﬁagtes the geographic position or location of the MS 40 from data received from
associated components, such as the BSC 30, BTS 35, and MS 40 for MS-assisted position
location technologies, and assists in position location-related measurements and
geographical location/velocity estimation for MS-based position location technologies.
[0027] The SMLC may implement one or more conventional and well-known
positioning methods including, for example, MS-assisted, MS-based, and network-assisted
positioning methods. Specific examples of suitable methods that the SMLC may
implement for computing the geographic location of the MS 40 include timing advance
(TA), time of arrival (TOA), angle of arrival (AOA), observed time difference (OTD), time
difference of arrival (TDOA), enhanced observed time difference (EOTD), observed time
difference of arrival (OTDOA), global positioning system (GPS), assisted GPS (AGPS),
geographical proximity detection (for example, RFID), cell sector, mixed cell sector,

ranging via signal strength, various hybrids and combinations of such methods, and the like.

[0028] The gateway mobile location center (GMLC) 75 provides an interface to

external clients, and provides these clients with the position location of particular mobile



rangi ng via signal strength, various hybrids and conbi nations of such

nmet hods, and the |like. [0028] The gateway nobile |ocation center (GWC) 75
provides an interface to external clients, and provides these clients with
the position |ocation of particular nobile W 2006/ 009712 PCT/ US2005/ 021052
6 stations¥O3eeM09382 t hose having grey or black |isted IPUEIUSAHHGENOS2 As shown
in FIG 1, the GWC provides an interface for external position |ocation
services (LCS) client 70. During a position |ocation operation, the GWC

i nter faces iakigod, Beoald RosOn ARk drbipor i HiStell VEFRLRICH. NS SBRMENEIR R pSMLC f or

the nobile station, uses M.Cto o position |l ocation
esti mat e f orGMhE pSSdaslan enerface for actemaldmeitien lacdtion sameesibSdclimeritCs Puang

position | ocation request may origi e at. the, pent. An lient is
B ent 1Ly i RS SGHRLOR e, e M b eueshs Bith SR S0 e BR8 & at  on
based upon td&?cnﬂﬁl"cltth&bﬁr?erm ShAIU RorQhe mbbi®e FRRIN EnPLRkiRR SMIOE 1S¥6ER! Be | OSt

or stolen). Typical LCS clients include, for exanple, [|aw enforcenent,
i nsur ance cqgupidnh ésaticretsionric fopthed (e diens dnvicordqmee wiltersie earvddymebisi ©

saf ety agencies, anong ot hers. [002 h unctiqnal {ty. of. the GVSC 20, MSC
25, “BaC 3o, RerRon DO et miy R ea e e LCss e Al iR v Fl G
1 as distri hyiiaGhe JdoMBY Rcatidn dfs phRiclIBr méMIRRILSbRRsked Bftn thOBarfisslstaARAk i ty Of
one or nore of these conponents could |ikewi se be centralized into a single

nmodul e. Fur tthempbitestationéior oxamepde, ilest onstalén)t Bppeal &6 pbinnta includayior ekiafobles from
t hat shown i,n_ FI 1. For exanple, the SM.C may be cannected to and.serve
more ¢ han ol BeasHent SisaGi e R Gk PR o s e BT RiSe. w t b
the BTS 35. shfey dfendiBy amahS@héle referred to as a renote station, cellular
t el ephone, access ternmi nal, nobile device, user equipnent, or sone other

term nol ogy. Eac!i0d?9biThe fypciiondity iohtheHeMEEPRuMSEa2T, a1 SRS HLBU®R as t he
VS 40, mmy ok ye o R S AL AREAL ARG PL. Jah ISR KIER 1R o0 €

station. Intern r-e—equr pnen en I'S ‘one exanpl e of

such an i damdérkioed than thel findtippalRRlof ¥neSérah& of thebdeoriftiehte cslldlikewisebe t he
time of manufacturing. The M 40 may al so include an identity nodul e, which
may be used EoiralizedhEg 4 singlg module. Sukeempisethe conpeethiaty OEMeseeRIMPORCTHY@AEY e i S

comonly ref A i t] T 85 may
e a. pr ocescaiidtb efhoRplHRE T rof olutBE eyl e Lol MepBiashi 5 1
enabl es t he wBybIhidaeBSCBISe the M5, and it typically contains various

types of subscriber information. [0031] Although enbodinents are descri bed
and illustrated i[?030hdhe M His a tprmipaldiagcommunicates with the BTS 35. The MS may

also be referred to as a remote station, cellular telephone, access terminal, mobile device,
user equipment, or some other terminology. Each mobile station in the communications
network, such as the MS 40, may include a unique equipment identifier that identifies the
mobile station. International mobile equipment identity (IMEI) 80 is one example of such
an identifier and is typically stored in the mobile station at the time of manufacturing. The
MS 40 may also include an identity module, which may be used for identifying the
subscriber. In the GSM, such a module is commonly referred to as a subscriber identity
module (SIM). The SIM 85 may be a processor card or a smart card positioned within the
MS 40. The SIM enables the subscriber to use the MS, and it typically contains various
types of subscriber information,

[0031] Although embodiments are described and illustrated in the context of a GSM
network standard, the techniques described herein for locating particular mobile stations
may be implemented in accordance with other standards and networks. For example, the
system 10 may alternatively implement a code division multiple access (CDMA) system.
Such a CDMA system may be designed to implement one or more standards including, for

example, cdma2000, I1S-856, W-CDMA, Universal Mobile Telecommunications System



networ k standard, the techni ques described herein for |ocating particular
nobi |l e stations may be inplenented in accordance with other standards and
net works. For exanple, the system 10 may alternatively inplenment a code
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| S-856, W CDMVA, Universal Mobile Tel eco ni cati ons System WO 2006/ 009712
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nobi | e statiféﬁt Meﬁéoan IMEI that is found on the "black list" of the EIR
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an exenpl ary p05|t|on on process an escri I'n connection
with the fl oabhanderabodth@ mbhy offeer vartitioat & impldmeatkio204e podsiblpasl withom

| ocati on ces initiated by the external ent 70 sending a
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information in the request. Various methods for obtaining the “I'IvIEl of a
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FIG 4. osition |location request is received by the GWC
75, which f&ﬁ?\éfgfge%t e @aﬁ%st to the serving MSC 25 (bl ock 205). [0034]

vhen the NBC 25 180l ¥R5. 14i6.paeLikic ARNISAKEAEELs APy BiclEbod sends @

request for routing information to the bl ock 210). The
HLR 50 nmy iohewlectignsvithetbofloagchag of BIE.i3r s inditatadeblvek 21, tl’s prgtdrgoekiend in t he
HLR 50, and grgcess may be initiated by the external LCS client 70 sending a position location request
202 to the GMLC 75. In some situations, the LCS client will know the IMEI of the stolen
MS 40 and will include this information in the request. Various methods for obtaining the
IMEI of a stolen mobile station will be described in more detail in conjunction with FIG. 4.
In any event, the position location request is received by the GMLC 75, which forwards the
request to the serving MSC 25 (block 205).
[0034] When the MSC 25 receives the position location request 202, the MSC
sends a request for routing information to the HLR 50 and VLR 55 (block 210). The HL.R
50 may check its records to confirm that the MS 40 is registered in the HLLR 50, and that
routing information is available. As indicated in optional decision block 215, if the MS 40
is not currently located within the network served by the MSC 25, then the position location
request may be terminated and the LCS client notified of the result (block 220). On the
other hand, if the MS 40 is currently located within the network, the MSC 25 sends the
position location request 202 to the SMIC 65 via the serving BSC 30 (block 225).
[0035] In block 230, the SMLC 65 initiates an appropriate position location

procedure for identifying the location of the stolen MS 40. This position location procedure



routing information is available. As indicated in optional decision block
215, if the M5 40 is not currently located within the network served by the
MSC 25, then the position |ocation request nay be term nated and the LCS
client notified of the result (block 220). On the other hand, if the M5 40
i s currentW920066087¢ within the network, the MSC 25 serrdg/441en5/0pws8i ti on

| ocati on request 202 to the SML.C 65 via the serving BSC 30 (bl ock 225).
[0035] In block 230, the SMLC 65 initiat®s an appropriate position |ocation
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at the EIR 45 sociated with the IMEl of the stolen M
40, thus pr &ﬁ"&f‘%%sh@gwnﬁ?{%ﬁ%z iring of data associated with the stolen
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entity that kscpgimvaldateddapthendesiges drsystensfior sorage angliatet retripiRls Fargragploni | | be
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the EIR 45, HLR 50, VLR 535, or some other database. If the position location data 204 of
the stolen MS 40 is stored at the EIR 45, this data may be associated with the IMEI of the
stolen MS 40, thus providing a convenient pairing of data associated with the stolen MS 40.
Storing the position location data permits later retrieval of this information by external
LCS clients which may, or may not, be the same entity that originally submitted the location
request. This aspect will be described in more detail in conjunction with FIGS. 5 and 6.

[0038] Referring back to block 200 of FIG. 3, the external LCS client 70 is
described as issuing a position location request for a mobile station having a black listed
IMEI. To do so, the LCS client will typically acquire knowledge of the black listing of the
mobile station. In accordance with various embodiments of the invention, this knowledge
may come from any number of possible sources, as will now be described.

[0039] FIG. 4 depicts various techniques for detecting the presence of mobile
devices having an IMEI of a particular status (for example, black listed or grey listed), and
how such information may be used in locating the targeted mobile system. First of ali,

block 300 includes several different techniques for obtaining the IMEI of mobile systems



[ 0038] Referring back to block 200 of FIG 3, the external LCS client 70 is
descri bed as issuing a position |ocation request for a nobile station having
a black listed IMEl. To do so, the LCS client will typically acquire

know edge of the black listing of the nobile station. In accordance with
vari ous erOa@vaaeprIs2 of the i nvention, this know edge may/Esams/okrneam any
nunber of possible sources, as will now be described. [0039] FIG 4 depicts
various techniques for detecting the pr sence of nobile devices having an
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but this is req ce t tal ne It may
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not found o nH&%—‘slcﬁﬂmdﬁgklf{rﬂemlfsfa@anecwaﬁdM&f&ﬁ@@ﬁaﬁﬂmmmwtﬁa{e
(bl ock 335). However, if the iMEl of M5 40 is found on the black list,

then this e\xhﬁnuemowsslggsenenalnﬁb&lvlb@c?s?ﬁhtﬂvaosﬁtm BE] of¢ag MEMO is found

determ nation process aS|n ck 340. 0041 In.acc ance W th

sone enbodi r"r’En&f ﬁf“ﬁ‘e’hﬁ hen 36’8'35 P%Vn ‘Hé%eér?n“i‘.%\be oﬂat”}ﬁ'r Bt E%? 'Thuse the
GW.C 75, fOfde%ﬁﬁﬁmduﬂ}prb&s§%@ﬂ1d§&&%d®§lbﬁfcl@@h0 client LCS 70 a notification of

this event. A typical notification may include the WEI of the stolen nobile

station, and qui ﬁ@%bbsacmxylarpewnhmem emhquhmpmtbéfne pqaﬁ@nmn@"rﬂe{tdmnatl@ readily
available fromthe HLR dat ab 5|n hat the
ocat | on pr SEEEY ey “Phente PHEEedS 1 SePtRnge and N Prgmenint KR BEa | n
FIG 3. As plofHtiesbthteseit Bagbicdl Aetifidafon Iﬁajﬂfrn@l@@§ﬁle V@S o thstblen flBile
identification of the geographical |ocation of the stolen M5 40. The

cal cul at ed staiemtanénuitsiposhiely perbinen sNscdlgr insormetion thitésreedlyewiilable rom the
subsequent | )frll,f?g(? or o?l'ger EXtabase 6310&5345%1&1%& thzﬁ ttgeq ?1011 %ro%gss may then proceed

according to the flowchart depicted in FIG. 3. As previously described, the FIG. 3 process

results in the identification of the geographical location of the stolen MS 40. The calculated
location of the stolen MS 40 is communicated to, and subsequently received by, the LCS
client 70 (block 350).

[0042] Referring back to block 310, another technique for obtaining the IMEI of
mobile systems that are present within the network utilizes a conventional process known
as location registration. Registration may occur whenever the MS 40 is activated orenters a
location served by a particular BTS 335. During this registration process, various messages
are exchanged between the MS 40 and MSC 25. In some instances, the exchanged
messages include the SIM of the MS 40. The SIM may then be mapped to its associated
IMET using data obtained from, for example, the HLR, VLR, EIR or some other database.
Once the IMEI has been obtained, it may be validated using the process previously
described in blocks 325 and 330. As before, the existence of the IMEI on the black list may
be used to trigger a position location determination process, as previously described in

blocks 340 through 350.



[0042] Referring back to block 310, another technique for obtaining the | MEl
of nobile systens that are present within the network utilizes a
conventional process known as |location registration. Registration nmay occur
whenever the M5 40 is activated or enters a |ocation served by a particul ar
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a legal device Is copied "cloned" into device which is stolen,

illegal, or &Bplhéfr@h%]eavmﬂ%w@éﬁehﬁtedfm Xpé&r@ﬂien@d@mqwmtm@pmrw theyMEhangi ng
the NET’ an ds{nlgesgﬁwarrer?lp z'a. proceé u%;[ }ef')eneg?(}/ as c?onmg. Cloning is where the IMEI of a legal

device is copied or “cloned” into a device which is stolen, illegal, or otherwise forbidden
from operating on the network. By changing the IMEI, an illegal mobile station may be
permitted access to the network.

[0044] To circumvent illicit or unanthorized changing of an IMEI, the MS 40 may
be configured to monitor the IMEI that is stored in the device. If a change in the IMEI is
detected, the MS 40 may notify the system by initiating a page to the serving MSC 25, for
example. This page may include a message containing the original IMEI as well as the new
IMEI In order to perform such functions it may be necessary for the MS to store the IMEI
and/or some data associated with the IMEI (for example, data obtained during a cyclic
redundancy check (CRC)) in more than one location within the MS, with at least one such
location being write protected. The MSC 25 may then update the EIR 45 to include the new
IMEI on the black list. The detection of a tamper event results in the detection of a IMEI
that may automatically be determined to be black listed since it represents an illegal IMEI.
As such, the validation process of blocks 325 and 330 may be skipped, and processing may

flow to the location determination process at block 340. The new IMEI may then be used to



permtted access to the network. [0044] To circunvent illicit or

unaut hori zed changing of an J]MEl, the M5 40 may be configured to nonitor
the IMEI that is stored in the device. If a change in the IMEl is detected,
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[0047] Once the geographical location of the stolen MS 40 has been identified or

otherwise determined, there are several options for utilizing this information. For example,
as indicated in block 410, the location data may be stored in a database, such the EIR 45,
HLR 50, VLR 55, or other suitable location (for example the MSC 25, SMLC 65, GMLC
75). The stored data can also be made available to the external LCS clients 70 seeking the
recovery of stolen mobile stations.

[0048] ‘Another option, as indicated in block 415, is to communicate the
geographical location information of the stolen MS 40 to the appropriate LCS client 70.
The location information may be communicated in real-time, or near real-time, but this is
not a requirement. Yet another option is to both store the location data and communicate
this data to one or more LCS clients 70. Such an embodiment may be accomplished by
performing both operations of blocks 410 and 415.

[0049] FIG. 6 shows another exemplary process for identifying and locating lost,
stolen, or otherwise forbidden mabile stations according to embodiments of the invention,

In block 500, an initial operation may obtain or identify an IMEI that is on the black list of
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is identified, not erati tJ.f e, particul

station thatre'?dé {afocg'ﬂ \?\ﬁ‘ ﬁ“etllliﬂgR %ﬂﬁ]s@%fﬂ&ﬁﬁ%m&wwﬁ%ﬁw Thi s
may be accorm'tw&la o&xm fiaY F186 HabietoPREkORDaAd ﬁme%&&@@ﬁi@ BliePeRS Wiga EI R 45,
HLR 50, or the VLR 55. e next operation, which'is opti onal det erm nes

whet her or nbiferentidElpPinltiee @ha‘thand\ ifthe p:uob@femnqmm mt}mntthrenawoﬂmmce(ssm@c K

510). Typical this in adi avai | abl e. her the HLR
or L he VORS00 Slbehon A imetio Mo hes® X Bicilsr 15 IR g oy
fl ow back tcgtéﬂr@c&ﬁd%&mu@g@eﬁah@n@mﬁsmS1r5a5(17b926 BRESUeHaVelabedplhddifs ent

| MEl. On the ot her hand, if the nobile station is within the network,

processi ng menynef thaiis 151011134? @xﬁkatsitsmhh@ndﬂ@pkls 6024087 1@etrak HiSredFl@rb. pr ocess i s
initiated. The | 38@;1;%26118 Or Ioggﬁe‘éngs Hlse%rr]e%lerﬂ%v%ggcrma 1:[n|a)? elmpflemen%ﬁ usmg5 15,

517, 520, and 52
the exemplary series of operations shown in FIGS. 3-0, those of ordinary skill in the art will

realize that additional or fewer operations may be performed. Moreover, it is to be
understood that the order of operations shown in these figures is merely exemplary and that
no single order of operation is required. In addition, the various procedures and operations
described herein may be implemented in computer software, hardware, or some
combination thereof.

[0052] While the invention has been described in detail with reference to disclosed
embodiments, various modifications within the scope of the invention will be apparent to
those of ordinary skill in this technological field. It is to be appreciated that features
described with respect to one embodiment typically may be applied to other embodiments.

Therefore, the invention properly is to be construed only with reference to the claims.



manner that is simlar to that described in blocks 405, 407, 410, and 415 of
FIG 5. [0051] Although enbodi nents of the present invention may be

i npl enented using the exenplary series of operations shown in FIGS. 3-6,
those of ordinary skill in the art wll realize that additional or fewer
operations may be performed. Moreover, it is to be understood that the
order of operations shown in these figyres is nerely exenplary and that no
single order of operation is required. In addition, the various procedures
and operations described herein may be inplenented in conputer software,
har dwar e, or sonme conbination ther€pAIMS0052] While the invention has been
described in detail with reference to disclosed enbodinents, various

nodi fications within the scope of the invention will be apparent to those
of Ordi”aﬁ%aﬁgkhkn%fhlhis technological field. It is to be appreciated that
features escribed with respect to one enbodi nent typically nay be applied
to other enbodi nents. Therefore, the invention properly is to be construed

only with refefence to the ¢clains. 13 AIMS Wat is.claimed is: 1.
ayst em 1 ol-geogh AL #SpeTaBRAE TatF Mol SE4QHaH i ATl FRBTPaleston
communi catdnQitk. Eh WPtdd ne8ad s b dinfRRhig8e 8§ iAphaRSddMAYiNthedsystaimaue
equi pnent identifier, the system conprising: an equi pment dafabase

conpri si ngpmggueingment i dentifiers, each equipnment identifier uniquely
associated with a artL%géar nobil e statiaon aid.eqy&pnent

) f
Centi 1 ors " i RuPA e G Rt SR o B Rl e SRR T i

adapt ed tigent(fie} uffiély @ssotiafe@withtd gutidulatingobile ¥Rtioh, edéH efuRideguippnt .
identifiers of a plurality of nobile stations operating within the nobile
comuni caidpticrnisrthgragsoc(argd wishpaewinment siafusy nat i on i ndi cative of the uni que

equi prent identifi : G he-: LI & Vs Qf ' ' tations
w th equi prren'?a? éoggﬁ{ﬁlqﬁagtelgﬁodkygé#@g"ﬁ%@aﬁggL'?/dﬁ)%éﬁgggﬁég%@lénﬁen?denti fy a
t anper evidaitifessaG mibtywfinobile satiget @arannp witinsthatiobile corg@)micationesponse
indentifying the tanmper event nodify said _equi pmrent status assocj ated

t her ewi t QNS0T &) SOMBAIF Hif le&rmafgowéwtw&f MR EHBRTIES: WERl FeRitor and (4)

i Ui at e BBl pffalil BRI dRESRLbAN IOk fiferk RIcARHEY ifERRIcl $n kat i on T

response to t tatus indicating position information is desired; a
| ocati on dpipemani databaseteeidentify asahayyr edent esspeioteil dethpasigeied mdbale atatiom

i nformatign. éor sai d targe eg nngh%emﬁﬁgﬁ%onmkpu{%$gogaﬁsggoagkéiation of
t he posi tﬁ%SH“ FROREG G e%g%‘ﬂ&ﬁ'?e gmper eve y said equipment

therewith to a status indicating position information is desired, and (4) initiate a position

location operation for the targeted mobile station in response to the status indicating

position information is desired;

a location determination entity adapted to provide position location information
for said targeted mobile station in response to initiation of the position location operation,
the position location information identifying at least an estimated current geographical
location of said targeted mobile station; and

a location services (LCS) client interfacing with said control unit and in
communication with said location determination entity, wherein said location
determination entity is adapted to provide said position location information for said

targeted mobile station to said LCS client in real-time or near real-time to aliow said LCS

to track said targeted mobile station over a period of time.

2. The system according to claim 1, wherein said status indicating position

information is desired comprises a status indicating that the unique equipment identifier



the position location information identifying at | east an estimated current
geographical location of said targeted nobile station; and a | ocation
services (LCS) client interfacing with said control unit and in

comuni cation with said |location determ nation entity, wherein said |ocation
determ nation entity is adapted to provide said position |ocation
information for said targeted nobilejgtation to said LCS client in
real-tinme or near real-tinme to allow said LCS to track said targeted nobile
station over a period of time. 2. The systemaccording to claim1, wherein
sai d stanmﬁwhmhdoahbhgkﬁsshﬁdbhckHﬂmompﬂﬁhgmphsdd&sfuﬂdb&@nmnhams a status

|nd|cat|n t the uni,qgue equipnent identifier IS, .hcl ude onablack
list, sai erﬁ’l ﬁwofrFﬁonégﬁﬁ? F@BH@U‘H‘S&PW&H ‘ittl‘iﬁsb‘fnetﬂ% lebéjetﬁ Y@
i denti fi efnd nffun&fReRdi ng to nobile units that are at |east one of | ost,

defective, stolen, and malfunctioning. 3. The system according to claim1,
wherein said posi ti on location information conprises a velocity of said

d b di wh d
mobi & comuni W5y H Ak © Db r SRR SE b ol Pefeh b Secece

( CDVR) neio\M}fn'sesé@l@tx@@ﬂhzﬂmget&ﬂﬁla&@éﬂamﬁo”pr'Ses an equi pment identity
register (EIR), said control unit conprises a nobile sw tching center

(MSC), said location determ nation entity conprises a position determ ning

entity (FPE), ﬂ{égy§%hqlc§033'1'n ‘Fc?&ﬁuﬂ f’ﬁﬂie‘rélh §did F&{BHP[i&ﬁﬁuﬁﬂc&%nr r%rt‘dvg;kser? al

nunbers ( ESNs) m accor to C wherein sard nobile
conmuni ¢ adoinginisesed sude Idividommiultipdsaccess QGDM Ay netxsmr@mamjéqwlmhmt detaess ( CDVA)

net wor k, sai d, equi pnent dat abase se ment i den ty regi ster
(EIR), saioRis qf’r"oqq“l!i’mef“ @6‘?&‘6%“’9%’(%%“3%{%?%‘ co %?f' F%Préséﬁﬁérfo If§50), said

| ocation dekRigicBRL! (gms@mal&yocﬁf?meta%a@sopemylce ngie%taepfog;uehng entity
(PDE), and sal equi Identifiers conprise’a I\/B | e "Equi pnrent  ldentity
( MELD) . 6detéfhnmlsg/sttteyrﬂ%&1&)oami sadf ¢quipmheant rdenmfimewmpmsemctrommbemzé

conmuni cat i n@gﬁq conprises a global system for nobile comunications
(GSM netW equi pnent dat abase conprises an equi pnent identity
regi ster (El R) said control unit conprises a nobile switching center

(MSC), said location determ nation entity conprises a service nobile
| ocat i on Tent erhe(saNeTpccauding sa¢ldine buvisnensaid dwhile foramanicatingrjeswork

internati (:%rl]rﬂ)lrlses',@ Rbde d;%%h%ﬂﬁ%le hagn ﬂdﬂl\ﬁA? nétwlgﬁé, id equipment database

comprises an equipment identity register (EIR), said control unit comprises a mobile
switching center (MSC), said location determination entity comprises a position
determining entity (PDE), and said equipment identifiers comprise a Mobile Equipment
[dentity (MEID).

6. The system according to claim 1, wherein said mobile communication network
comprises a global system for mobile communications (GSM) network, said equipment
database comprises an equipment identity register (EIR), said control unit comprises a
mobile switching center (MSC), said location determination entity comprises a service
mobile location center (SMLC), and said equipment identifiers comprise international

mobile equipment identifiers (IMEls).

7. The system according to claim 1, wherein said location determination entity
responsively provides said position location information using at least one position

location determination method selected from the group consisting of timing advance



7. The system according to claim 1, wherein said |ocation determ nation
entity responsively provides said position |location information using at

| east one position |ocation determ nation method selected fromthe group
consisting of timng advance 15 (TA), tine of arrival (TOA), angle of
arrival (AOA), observed tine difference (OID), tine difference of arrival
(TDAA), enhanced observed tine difference (EOTD), observed tine difference
of arrival (OIDOA), global positioning system (GPS), assisted gl obal

posi tioning system (AGPS), geographical proximty detection, cell sector,

m xed ceI(ITA),stdmé of arrieal dTOANGngl ofiaaival GO@N ), %se&mgitthne 8iffedfdmee 89 5DEmM accor di ng
to claim]l, t her conpr,i si an interfac entralized dat ahase
conpri si ﬁﬁ“%@]’%fﬁ%ﬁ?&rggﬂt@bbgf)se@éwd0 ¥ élr?/e %@ﬁeiﬁ%&éﬁﬁﬁl f)ﬂ ile
stations tﬁﬁé&’i‘fﬂe%@@of’!ﬂﬂ%l%@b@ﬁ?)' %leal%Bst’@:ﬂh% ?ybséeglg(@i“s(}' §aste@rpldt wor ks, sai d

equi prent identifiers of said centralized da entifying a particular
st at us ofpcaﬁwomgayﬁcm ﬁtGIPSh geographierd popéniat detertinns dellrscetal, shigtdedl ity  of

nobi | e connunlc tion erein; said equi pment database is

peri odi calfy" &B fftngﬁ'gvm‘q ngnéaanr t identifiers in said centralized

dat abase. 9. A systemfor targeting nobile stations and geographically

| ocating targeted nobile stations within the nobile comruni cation network,
sai d syst®m cokissygemgecording tasclpisr L.dbrbarspmgrising:que equi pent i dentifiers

froma plural i lnddl Al oTBRINE Shall SRS ARFAL G LRy 2 mobi le

communi cat i on Net an equi ase I'ncl udes equl prent
i denti fi catiquaty as@tfabz{wfa‘tvitbmobﬁastduor&(wsqammdtmdaﬁ plbediey ofvabhit ng a plurality

of equipnent identifiers each uniquely . associated with bile station and
an equi pri@fMEHEIQR NgROHES: aﬁti%aqwmwté%eeﬂg & oamdice mh?%‘r{%‘ﬂrg%edenti fiers; a
control ugkdyr l‘ﬂé %ﬁﬁﬁﬁ%ﬁ?gthﬂﬁg o?@s‘é@m&lfsd 38bite QR %S&aﬁ:‘i’g’wﬁ‘%%ldgﬂiﬁaﬁﬂyf 1 ers
wth equl pnent ent ase

lers and equl pnent status In sald data sai d
cont rol ucvfmottllarcgmmung:atnwohnthferlm\&herans t hat have an equi pnent status that

is black listed,, said control wunit. ar stati.qgns
ot er m ned ¢ o MM Hfags Ererateili Rreet M raWPhT S Gt B0 uni
bei ng furdhigsliRdapkegdet 0 initiate a position |ocation operation for each

said targeted nobile station; a |location determnation entity for
determ ning position location information for said targeted nobile stations

inres ponge 1oy g)?slteqn ?oqqgrfgglmg%j)l;ilei s?e!titoiw? gr{dng%ogr%bl%cﬁg/sl%ét%% targeted
mobile stations within the mobile communication network, said system comprising:
means for obtaining unique equipment identifiers from a plurality of individual
mobile stations operating within a mobile communication network;

an equipment database that includes equipment identification information, said
equipment database including a plurality of equipment identifiers each uniquely
associated with a mobile station and an equipment status associated with each of said
equipment tdentifiers;

a control unit for associating each of said obtained equipment identifiers with
equipment identifiers and equipment status in said database, said control unit targeting
mobile stations that have an equipment status that is black listed, said control unit further
targeting mobile stations determined to have a tamper event associated therewith, said
control unit being further adapted to initiate a position location operation for each said
targeted mobile station;

a location determination entity for determining position location information for

said targeted mobile stations in response to said contro! unit initiating said position



16 Il ocation operation, the position location information identifying at

| east an estimated current geographical |ocation of said targeted nobile
station; and a location services (LCS) client interfacing with said control
unit and in comunication with said | ocation determ nation entity, said

| ocation determ nation entity being adapted to provide said position

| ocation information for said targetedgnobile station to said LCS client in
real -tinme or near real-tinme to allow said LCS to track said targeted nobile
station over a period of tinme. 10. The systemof claim9, wherein said black
list is detitvadpbytion teopospivariocasibainformatibaidentifyaig dida@st ameseimafed| ost ,
defective, stolen, and mal funcgtionin 11. The syst em of claim?9, V\/nerel n
sai d cont ywstenpgRographical lpggtigaro gzﬁgfﬁ@“g‘? mabilesiionhatd  have an equi prent

status that is, Bgs%n sb@ﬁc%g(Lé%clePﬁnt%}’ﬁ&ﬁm O%ld%bmr(%’unmﬁﬂ‘?dn the uni que

equi pnrent identifiers conprise at | east an ESN, and a MEID.
13. The systewicdtioolvathnsadl lovd’u@nehewrrsmranbrp@mt)tnsmd lbcatian daermiindtonreatiiyon

further onprjses.a velocity of. said.targeted st at 14. The
yst em of BOTRA4EPEa 1 piFe HE R Eipnstind Pistictin Bt iR 4 e bk BPUI 2ed dat abase
conpri si ngaRfittb RABMICS dRAL 1hfré£ﬂft§nfﬁﬂfcfllaaﬂ«t@élquﬁé % aAeSGidatE€sltakdcR saabi | e
stations associated with a plurality of nobile communication networks, said

equi prent targseadtmehilestationpvesa perieé af fimki zed dat abase identifying a particul ar
status of associated nobile stations operating within said plurality of
nobi | e communi cati on networks, wherein said equipnment database is

peri odi calg.y umbaetyendmvmﬂclmmwwmafemsaldiﬂm ifst Bréefihed Sodide@irhena badied

dat abase.
that is at least one of lost, defective, stolen, and malfunctioning.

11.  The system of claim 9, wherein said control unit also targets mobile stations that

have an equipment status that is grey listed.

12. The system of claim 9, wherein the unique equipment identifiers comprise at least
one of an IMEI, an ESN, and a MEID.

13, The system of claim 9, wherein said position location information further

comprises a velocity of said targeted mobile station.

f4.  The system of claim 9, further comprising an interface to a centralized database
comprising equipment identifiers each uniquely associated with mobile stations
associated with a plurality of mobile communication networks, said equipment identifiers
of said centralized database identifying a particular status of associated mobile stations
operating within said plurality of mobile communication networks, wherein said
equipment database is periodically updated with equipment identifiers in said centralized

database.



