
transmit magnetic stripe card data to merchants' conventional point of sale (POS) terminals 

and other devices with magnetic stripe readers (MSRs) or online checkout systems, in 

physical and virtual environments. 

[0009] The present disclosure also relates to devices, systems, and methods for converting 

static card data (for example, the CVVI or CVV2) into dynamic cryptograms that can only be 

used one time, and cannot be replayed by fraudsters, and leveraging mobile devices to deliver 

payment information that includes the cryptograms back to the card issuer for authentication, 

without changing the existing merchant acceptance infrastructure whether it is for physical 

payment via POS or remote payment via online checkout. The devices, systems, and methods 

allow users to automatically convert the static card data into dynamic one time use card data 

that can be authenticated by the payment network or processor on behalf of the thousands of 

card issuers as a service, without infrastructure change and integration by each issuer. 

[0010] In an aepeetembodimerit, a dynamic cryptogram which can be called a dynamic-CVV 

(dCVV) is used to secure card payments. A dCVV is generated freshly with a key plus 

primary account number (PAN), expiration or expiry date (EXP), timestamp and counter, 

when the card is used for payment in both Card-Not-Present (CNP) and Card-Present (CP) 

transactions. The dCVV, which is cryptographically generated, cannot be generated without 

the knowledge of the card data and a secret key. Also, each dCVV is only valid for a short 

period of time. This prevents the replaying attack described above, since re-use of the dCVV 

from a previously monitored transaction will result in an authorization error. 

I«0! 11 In another a jv ic inlnniuik nl, the card issuer or a stand-in service provider may 

differentiate CP transactions that use dCVV technology, because the validation algorithm 

used is different for dCVV transaction as opposed to ordinary magnetic stripe CP transactions. 

The dCVV transactions may be identified by replacing the EXP of the card data with a 

number equivalent to a date far into the future recognizable by the issuer or service provider. 

This obscures the EXP in a payment transaction while providing the card issuer with a 

convenient flag to recognize the card as being in dCVV mode. Other flags can be used to 

indicate the card is in dCVV mode, such as a flag in a discretionary field of the track data 

used to indicate dCVV mode. The PAN can also be registered in the issuer or service 

provider's database as a dCVV card. 

[0012] The concept of dCVV in the domain of MST also naturally applies to CNP 

transactions. In CNP transactions, a dynamically generated 3 digit code (or 4 digit code in the 

case of 
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American Express cards) retrieved from the mobile wallet application, is dynamically 

computed at the time of request, is entered into the checkout web site or application. The 

masked EXP also retrieved from the mobile wallet application, to be entered also uses a date 

far in the future indicating that this is a dCVV CNP transaction. This way both the original 

CVV-2 and EXP are hidden from an attacker monitoring the transaction. Moreover, 

intercepting a particular CNP transaction does not lead to an attacker using the information in 

another transaction, because the CVV code is computed in real-time and changes between 

CNP transactions, and is time stamped so that it would expire after a short time. 

(0013] In order to convert existing static card data into dynamic card data for mobile users 

without requiring each card issuer to change their provisioning infrastructure, the devices, 

systems, and methods effectively allow cardholders to convert existing magnetic stripe card 

data into dynamic tokenized dynamic card data using mobile devices without requiring the 

card issuers to setup a separate remote mobile provisioning system. The card issuer, the 

issuer's processor, or the issuer's payment network may host the Provisioning Authentication 

Server (PAS) to authenticate the dCVV packaged in the MST transmission, or dCVV2 for 

online transactions, and either validate for the issuer the dynamic payment data is authentic, 

or validate and return the original track data (in the case of the payment network,) or original 

CVV2 back to the issuer or its processor so that the payment network can do the 

authentication service (or tokenization service) on behalf of the card issuer. This can 

dramatically speed up the conversion from static card data in the field to dynamic tokenized 

card data to enhance security for CP and CNP transactions. 

1001 l:<| In \ tow <>| ii\<> above ami in aeeotdame v4it< •« tnsl -lei o t <>1 the pueeni applkati<-it, 

there is provided a method of creating and transmitting dynamic card data. comprising: 

> i" •iut. I,v > >!e\ K< raid daek dal<>' eti- txptinr In (In- -ic- !••: |lv • ai-l Vtd d ila >i <i'tg i 

!n NI If1 .codtag, l>\ she <Kniic (hi enet\i<ie<' cud 'i k'k da'a »<> a seive<; icceivinu, In' the 

de\ K\ , a v. oikun; key; goiieuMiutu 11us douce, modified eatd tuKk data i<u hiding a lime 

dependent CVV using the working key; and .sending, by the device, the modified t aid track 

data to a iH»iut of J.lie ivuwitwl <»i causing the modified eatd liaik data (o be displayed to a user 

H-e in ati i onmx t<v ti.msauion 
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loo m>i. Ill accordance with a second aspect of the present application., there is provided a 

n> iho<* ha pHnkaomm: d\namtc financial caid data I * IMUHI, < outptNnir tc^uitu>, by a 

a i* .lues! <'<M po^ ts»oium? uitd 11nek data. usqneeitv h> th*v <HI ainhenbeauou 

of a usci coi ^pofidnc, lo th\ <. aid lica,k dau horn a ea*d t i sc i\ei \\ la i nn 'h** ^01 vl K^uer 

v;i\n couespond; <o a caul Kcaei ol die end IORI, data; receiving, by the scnco an 

authentication result from the card issuer servei o»»d generating, by the server, a \%oikmy key 

lo» (h< pu*e»a»ioii of dynamic vatd Hack daU 

|00hV| In accordant with a thud aspect ol'lhe ptesuif application, ihete is piovkkxl a method. 
: M euHitmoy d\a una CYV tdC\ Yf, computing, tenant1 nuu b\ a ^u\ei. a wofktny ke\ (<a* 

ea'd tiarlx data; <<vet\inj^ b\ a rtncjM ii: stupe Motay^ und uairantx HMI deuie (MSI), th*. 

; I »*\ yeoetafitify In fir" MM, modified caul liack da!a un hiding a ch VV component 

ba;ad ia oynaJ < aid hack data, a tune stamp or MHIISIU and the n oik inn key sending the 

tuedutcd < a I trjek data to a point of sale leunmal or e-com.merce "Qpsile In payment 

pioi c:au"< , IM ei\ iiiie In the H e M, a »« qinst un \ ilu ah ai id ii^ dt 'V V b^m i i and isMjn 

seiea «M J (hud pam son ice piovklcf 111 lespoiLic to mmatiou of. the pavmeal puKcssimy 

whom lb * iciinc^f hu hides d«e ntodth^d * aol iuu L data; p<a fotminy, b\ the sn\ei, a 

* h< aUon c*f<he d< \x * ompiMienh aid sendm<\ fe 111 e ^oua a\ litiea'ioii I'idiio of Hnd 

* OHII'VJMMI fycxd oi1 the \ v i UicaUon <>Tthe d(1V \ component, 

BRIEF DESCRIPTION OF THE DRAWINGS 

[00141 Embodiments of devices, systems, and. methods are illustrated in the figures of the 

accompanying drawings which are meant to be exemplary and not limiting, in which like 

references are intended to refer to like or corresponding parts, and in which: 

[00151 FIG. I is a functional diagram of an overview of a system according to aspects of the 

disclosure; 

[0016] FIG. 2 is a flow diagram of a method of operation of initializing an MST according to 

aspects of the disclosure; 

[0017] FIG. 3 is a flow diagram of a method of provisioning a static card based on a user 
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