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What Is Claimed Is

1. A computer-executedtransaction-proeessing method for processing

a transaction based on blockchain, the method being-performed-by-a-transaction
nttiator-and-comprising:

sending, by a first node associated with the blockchain, a transaction

confirmation request for a target transaction to a second node associated with the

blockchain, whereineach-transaction—related-party; the transaction confirmation

request comprisesing transaction data associated with the target transaction, and

wherein the transaction data comprises identifying information of the first node’s

user associated with the target transaction;

receiving a transaction confirmation response from each-ef-the second

node-transaction-—related-parties, wherein the transaction confirmation response

comprisesiig a first data block and first signatureed-data, wherein the first data

block comprises i

confirmationresultand-an identifier of the second nodetransaction—related-party,
aand-the first piece of encoded transactionsigned data is-obtainedgenerated by

encoding the transaction data based on a predeterminedusing-the-preset

encoding scheme, and a firstmethod-to-generate-second-encoded-data;and
cenerating-a-seecond confirmation result, wherein the first signature corresponds to

a signature computed on the first data block using a private key of the second

node, and wherein the first confirmation result indicates approval of the target

transaction by the second node based on the identifying information;

generating, by the first node, a second data block comprising at least an

identifier of the first node, a second piece of encoded transaction data generated
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by encoding the transaction data based on the predetermined encoding scheme,

and a second confirmation result indicating approval of the target transaction by

the first node;

computingsigning, by the first node, a second signature, which is

computed onusinea-private key-of the-transactioninitiatora the second data
block using a private key of the first nodecemprisingthe second-encoded-datathe

obtathsecond-stened-data; and

in response to both the first and second confirmation results indicating that

the target transaction is confirmed:

storing the first and second data blocks and-the-firstsiened-data-of

second-signed-data-of the transactioninitiator-threugh-a-in the blockchain,

thereby preventing the transaction data from being leaked to other

members in the blockchain; and

storing the first and second signatures in the blockchain along with
the first and second data blocks, respectivelynetwork-when-determining
| b of the £i G . | Ly | . .
result-are-Confirmed.

2. The method according to claim 1, further comprising:

in response to bothpreeessing-the-tarsettransaction-throush-the blockehain

network-when-determining thateach-of the first and second confirmation results
indicating that the target transaction is-and-the second-confirmationresultare

cConfirmed, processing the target transaction for the blockchain.

3. The method according to claim 2, wherein processing the target

transaction further threueh-the bleckehainnetwerk-comprises:

recording processing result information of the target transaction-threugh
thebloeleboinpetssls and
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sending the processing result information-ef-the-target-transaction to a
respective node associated with the target each-efthe-transaction-related-parties

through the blockchain-retweork, thereby allowing the node tose-thateach-of-the
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transaction—related-parties processes the target transaction.
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storing the first and second data blocks in the blockchain further

comprises:
storing and-the first stgned-data block, the first signature,ef-each-ofthe

transaction-related-parties-and the second data block, and the second signatureee
in a same blockdata-ef-the-transaction-initiator.

57.  The method according to claim 16, wherein—atter-storing-the-first

methed-further comprising verifying the first signature and the second

signature.es:
e o
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69. The method according to claim 17, wherein;-befere storing the first
and second data blocks in the blockchainand-the-first-signed-data-of-each-of-the

the-transaction-initiator-the-method further comprises:
ormine the followi hecks:
checking whether the identifier of the second nodetransaction—related-party
and/er the identifier of the first node are associated withtransactioninitiator
matches-a-member-identifieron-atransactiontink-of the target transaction;

checking whether each-of-the first piece of encoded transaction data
matchesis-the-same-as the second piece of encoded transaction data; and

in response to the identifier of the second node and the identifier of

performing signature-vertfication-on-the first node being associated withdata
bleck-and-the first-signed-data-of-each-of the target transaction,related-parties-by
ustng-a-publickey-of-each-of and the first piece of encoded transaction-related

partiesto-verify-whetherthe first data-bleck matchinges the firstsiched-dataand

Serfopaia e e nakee s atton-on-the-second-data-block-and-the-second
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7H4. A computer-executed method fortransaetion processing-apparatus;

the-apparatus-being-deployed-at a transaction_ based on blockchain,—related-party

and the method comprising:

a-receiving-unit, by a first node associated with the blockchain.eonfigured

to-recetve a transaction confirmation request for a target transaction from a second

nodetransactioninitiator associated with the blockchain, wherein the transaction

confirmation request comprises#ig transaction data_associated with the target

transaction, and wherein the transaction data comprises identifying information of

the second node’s user associated with the target transaction;
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a-confirmation-unit-contisured-to-generatinge a first confirmation result

based onaeeerdineto the transaction data, wherein the first confirmation result

indicates approval of the target transaction by the first node based on the
identifying information-received-by-the receiving unit;

generating a first piece ofan-encodingunit-confisuredto encoded the
transaction data-received by-the recetving-unit-using-apreset encoding method-to
generatefirstencoded-the transaction data using a predetermined encoding

scheme;

computing a first signature, which is computed on the first data blocka
stening-unit-configured-to-sign; by using a private key of the first
node: ) Lated o first data bloc] e the £i G )

a-sending-unit, by the first node.conficured-to-send a transaction
confirmation response to the second nodetransaction-initiator, wherein the

transaction confirmation response comprisesirg athe first data block and the first
signatureed-data, whereinse-that-the-transactioninitiator-stores the first data block

comprises an identifier ofand the first node, the first encoded transaction data, and

the firstsd

confirmation result, thereby facilitating the second node in storing the first data

block in the blockchain in response to determining that the target transaction is

confirmed based on the first confirmation result and preventing the transaction

data from being leaked to other members in the blockchain-efeach-ofthe
) Lated o5 is Confi N

845.  The methodapparatus according to claim 744, further
comprisingwherein:
thereceiving-unitisfurthercontigured-torecetveproecessing result

information of the target transaction from the blockchain-setwerk; and
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1 a-processing-unit-confisured-to-proeess the target transaction according to
2 the-preeessine result information-reeeived-by-the receivingunit.

24 storingage-unit-stores-thefirst-data-blockand the first signatureed in the
25  blockchain along with the first data-ef-each-of the-transaction—related-parties-and

26 thesecond-data block-andthesecondstoneddataotthe traisactonHiator,

27 10. A computer system, comprising
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a4 Processor;

a storage device coupled to the processor and storing instructions, which

when executed by the processor cause the processor to perform a method for

processing a transaction based on blockchain, the method comprising:

sending, by a first node associated with the blockchain, a

transaction confirmation request for a target transaction to a second node

associated with the blockchain, wherein the transaction confirmation

request comprises transaction data associated with the target transaction,

and wherein the transaction data comprises identifying information of the

first node’s user associated with the target transaction;

receiving a transaction confirmation response from the second

node, wherein the transaction confirmation response comprises a first data

block and a first siegnature, wherein the first data block comprises an

identifier of the second node, a first piece of encoded transaction data

generated by encoding the transaction data based on a predetermined

encoding scheme, and a first confirmation result, wherein the first

signature corresponds to a signature computed on the first data block using

a private key of the second node, and wherein the first confirmation result

indicates approval of the target transaction by the second node based on

the identifying information:

generating, by the first node, a second data block comprising at

least an identifier of the first node, a second piece of encoded transaction

data generated by encoding the transaction data based on the

predetermined encoding scheme, and a second confirmation result

indicating approval of the target transaction by the first node;

computing, by the first node, a second signature, which is

computed on the second data block using a private key of the first node;

and
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in response to both the first and second confirmation results

indicating that the target transaction is confirmed:

storing the first and second data blocks in the blockchain,

thereby preventing the transaction data from being leaked to other

members in the blockchain; and

storing the first and second signatures in the blockchain

along with the first and second data blocks, respectively.

1148. The computer systemapparatas according to claim 1047, wherein
the method further comprises-processingunitis-speeifically-configured-to:

in response to determining that both the first and second

confirmationrecord-processing results indicating thatinfermation-of the target

transaction is confirmed,—and

——send-the processing result-information-of-the target transaction for the
blockchainte-each-ofthe-transaction—related-parties;so-that each-of the
. Lated . 1 on.

12. The computer system according to claim 11, wherein processing

the target transaction further comprises:

recording result information of the target transaction; and

sending the result information to a respective node associated with the

target transaction through the blockchain, thereby allowing the node to process

the target transaction.

13. The computer system according to claim 10, wherein storing the

first and second data blocks in the blockchain further comprises:

storing the first data block, the first signature, the second data block, and

the second signature in a same block.
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14. The computer system according to claim 10, wherein the method

further comprising verifying the first sienature and the second signature.

1549. The computer systemapparatas according to claim 1047, wherein

storing the first and second data blocks in the blockchain further comprisesing:

checking whether the identifier of the second nodetransaction—related-party
and/er the identifier of the first nodetransaction-initiator-matches-a-member
identifier on-a-transaction-link-of are associated with the target transaction;

checking whether each-of-the first piece of encoded transaction data
matchesis-thesame-as the second piece of encoded transaction data; and

in response to the identifier of the second node the identifier of the first

node being associated with the target transaction and the first piece of encoded

transaction data matching the second piece of encoded transaction data, storing

both the first data block and the second data block in the blockchain
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162+. A non-transitory computer-readable storage medium storing
instructions that-having-a-computerprogram-stored-thereon-wherein when

executed byin a computer;-the-computerprogram causes the computer to perform

athe method for processing a transaction based on blockchain, the method

comprising:aeeordingto-any-one-of elaimst+to10

sending, by a first node associated with the blockchain, a transaction

confirmation request for a target transaction to a second node associated with the

blockchain, wherein the transaction confirmation request comprises transaction

data associated with the target transaction, and wherein the transaction data

comprises identifying information of the first node’s user associated with the

target transaction:

receiving a transaction confirmation response from the second node,

wherein the transaction confirmation response comprises a first data block and a

first signature, wherein the first data block comprises an identifier of the second

node, a first piece of encoded transaction data generated by encoding the

transaction data based on a predetermined encoding scheme, and a first

confirmation result, wherein the first signature corresponds to a signature

computed on the first data block using a private key of the second node, and

wherein the first confirmation result indicates approval of the target transaction by

the second node based on the identifying information;

generating, by the first node, a second data block comprising at least an

identifier of the first node, a second piece of encoded transaction data generated

by encoding the transaction data based on the predetermined encoding scheme,
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and a second confirmation result indicating approval of the target transaction by

the first node;

computing, by the first node, a second signature, which is computed on the

second data block using a private key of the first node; and

in response to both the first confirmation result and the second

confirmation result indicating that the target transaction is confirmed:

storing the first and second data blocks in the blockchain, thereby

preventing the transaction data from being leaked to other members in the

blockchain; and

storing the first and second signatures in the blockchain along with

the first and second data blocks, respectively.

17. The non-transitory computer-readable storage medium according

to claim 16, wherein the method further comprises:

in response to both the first and second confirmation results indicating that

the target transaction is confirmed, processing the target transaction for the

blockchain.

18. The non-transitory computer-readable storage medium according

to claim 17, wherein processing the target transaction further comprises:

recording result information of the target transaction; and

sending the result information to a respective node associated with the

target transaction through the blockchain, thereby allowing the node to process

the target transaction.

19. The non-transitory computer-readable storage medium according

to claim 16, wherein storing the first and second data blocks in the blockchain

further comprises:
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storing the first data block, the first signature, the second data block, and

the second signature in a same block.

20. The non-transitory computer-readable storage medium according

to claim 16, wherein the method further comprises verifying the first signature

and the second signature.

21. The non-transitory computer-readable storage medium according

to claim 16, wherein storing the first and second data blocks in the blockchain

further comprises:

checking whether the identifier of the second node and the identifier of the

first node are associated with the target transaction;

checking whether the first piece of encoded transaction data matches the

second piece of encoded transaction data; and

in response to the identifier of the second node and the identifier of the

first node being associated with the target transaction, and the first piece of

encoded transaction data matching the second encoded piece of transaction data,

storing both the first data block and the second data block in the blockchain.
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