WD 2004/ 061631 PCT/ US2003/ 039566 TRUSTED SYSTEM CLOCK
BACKGROUND [0001] An operating system may include a
system clock to provide a system tinme for neasuring
small increnents of tinme (e.g. 1 mllisecond
increnents). The system clock nmay update the system
VO30t r esponse to a periodi c interrupt PCHESRG3NBWSEH
by a systemtiner such as an Intel 8254 event tinmer,
an Intel H gh Performance Event Tiner (HPET), or a

real tine clock ey@usTEED SYSTEMELOER ating system may

use the systemtine to tine-stanp files, to generate
periodic interrupts, to generate tine- based one- shot
BANKEROOND. to schedul e processes, etc. Cenerally,
the systemclock nay keep a systemtinme while a
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up and at system wake-up. Further, the system clock tends to drift away from the
correct time. Accordingly, the operating systerﬁ may use a reference clock to
periodically update the system time of the system clock.

[0002] One such reference clock is a hardware real time clock (RTC). A
computing device typically includes an RTC and a battery to power the RTC when
the computing device is powered down. Due to the battery power, the RTC is able
fo maintain a real time or a wall time even when the computing device is powered
off or placed in a sleep state, and generally is capable of keeping time more

-accurately than the system clock. Besides providing an interface for obtaining the

wall time, the RTC further provides an interface such as, for example, one or more

| registers which may be used fo set or change the time of the RTC. As is known by
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those skilled in the art, wall tine refers to actual
real tinme (e.g. 12:01 PM Friday, Decenber 4, 2002)
whi ch may conprising, for exanple, the current
seconds, mnutes, hours, day of the week, day of the
nonth, nonth, and year. Wall tinme derives its nane
Woep416e31t i me provi ded by a conventi onal eCoUk038aL566
hangs on a wall and is commonly used to differentiate
fromCPU tinme which represents the nunber of seconds
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assigning a date and/or tine to a financial
dtas@rragm&@mmwa&ﬁmeso gckiedhe pI9gesst he current date
and/or_tinme. However, for these tine-based access
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ta érdercerpglicigstfer tindreensitive data. tni pagtiqular.tthe compelingdexice mayy
attacker. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0004] The
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deviccomp prevent réading asemBibmessagp laftet a periaddf dmer(egy aof
illustration, elenments illustrated in the fi%}ures are
moath) has elapsed flom tlamesmisdian. Toacemputipgrderica mpslyealsa prevent
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elements for clarity. Further, where considered

| yERPbDRF bxainthle, lted eoremuting device may prevent assigning a date and/or
time to a financial fransaction that is earlier than the current date and/or time.
However, for these time-based access restrictions to be effective, the computing

device must trust the éystem clock is resistant to attacks that may alter the system

time to the advantage of an attacker.

BRIEF DESCRIPTION OF THE DRAWINGS
[0004] The invention described herein is illustrated by way of example and not
by way of limitation in the accompanying figures. For simplicity and clarity of
illustration, elements illustrated in the figures are not necessarily drawn to scale.
~ For example, the dimensions of some elements may be exaggerated relative to
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nunmer al s have been repeated anong the figures to
i ndi cate correspondi ng or anal ogous el enents. [0005]
FIG 1 illustrates an enbodi nent of a conputing
device. [0006] FIG 2 illustrates an enbodi nent of a
detector of the conputing device of FIG | that
wereMpeiojiossi bl e attacks agai nst a syst emPCT/AEW03/039566
[0007] FIG 3 illustrates an enbodi nent of a security
enhanced (SE) environnment that may be established by
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ot her instances, contraol str uct ures, gate |evel
a pppeile elackof thaswstamheoekict i on  sequences have not been

shovvn in detail in order not to obscure the invention.
hose_of ordinary skill in the art, with the included
Dﬂ&&ﬁ%Pﬁgﬁglp-ﬂP | be able to |rrpl enment appropri ate
functional ity w thout undue exgeml ment ati on. V\Q
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the specification to "one enbodi ne
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that the enbodiment descri bed my .
to time-sensitive data and/or to perform unauthoriZed time-sensitive operations. In

the following description, numerous specific details such as logic imple_mentations,
opcodes, means to specify operands, resource partitioning/sharing/duplication
implementations, types and interrelationships of system components, and logic
partitioning/integration choices are set forth in order to provide a more thorough
understanding of the present invention. It will be appreciated, however, by one
skilled in the art that the invention may be practiced without such specific details,
[n other instances, control sfructures, gate leve! circuits and full instruction
sequences have not been shown in detail in order not to obscure the invention.
Those of ordinary skill in the art, with the included descriptions, will be able to

implement appropriate functionality without undue experimentation.
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include a particular feature, structure, or
characteristic, but every enbodi nent nmay not
necessarily include the particular feature, structure,
or characteristic. Moreover, such phrases are not
necessarily referring to the sane enbodi nent.
Wwardowvesigstwhen a particul ar feature, struceor/es0039566
characteristic is described in connection with an
enmbodi ment, it is submtted that it is within the
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The processors 102 may further support a secure exit
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envi ronnment. I n one enbodi ment, the processor 102 nma
[0011] | ssue Avusxampsanbediment gfecoapeing dayice1i®9 is ghown in FIG. 1.
association with execution of the SENTER, SEXIT, and
Thee benplting devics | @hsay compliseameantivwé piogessors He2 coupled to
processors 102 may further conprise a nmenory
a chipsetdDi eia g protesshious) 1060 The clipsst $§4mapncosptseone0s. 4
WD 2004/ 061631 PCT/ U82003/ 039566 [0013] The
mprecinegetadscirt0R packagésiot dhips thatmpople trenprocessors K2 to
operating nodes such as, for exanple, a real node, a
syateph Aoty 108]a tokenviiol iriware 12 amaider, otizerd/Cadevidestid dlof
machi ne extensi on node (VMX node). Further, the
thBlcBEPEGHRY devite2 0URY.g. a mouse, keyboard, disk drive, video controller,

etc.).

[0012)] The processors 102 may support execution of a secure enter
(SENTER) instruction to in'iti'ate creation of a security enhanced (SE) environment
such as, for example, the example SE environment of FIG. 3. The processors 102

: fnay further support a secure exit (SEXIT) instruction fo initiate dismantling of a
SE environment. In one embodiment, the processor 102 may issue bus messages
on processor bus 106 in association with execution of the SENTER, SEXIT, and
ot_her. instrucﬁons; !n otﬁer embodimeﬁts, the processors 102 may further

- comprise a memory controller {not shown) to access system memory 108.
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support one or nore privilege levels or rings in each
of the supported operating nobdes. In general, the
operating nodes and privilege |evels of a processor
102 define the instructions avail able for execution
and the effect of executing such instructions. Mre
WPetHM16H| |y, a processor 102 may be per mPCT/ER003/039566
execute «certain privileged instructions only if the
processor 102 is in an appropriate node and/or
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andierPriyiieae 1Y ant t her eof . [0015] The chi pset 104 may

conprise one or nore chips or. integrated circuits,
[0014] packaghe TR HAMRYEameS BRsE VELUDYPUSIEN rottines
conponents of the conmputing device 100 such as, for
(BiQgihe BIQS sayrravidmioy-levas routiRes thaklbp propsssoss 402 may
other /O devices 114 of the conputing device 100. In
exasutedivipa syRiem starte 1o inifizlize gampeestsofterrairiing A6 ¥os 66
chi pset 104 conprises a nenory controller 116. )
10@ansiterinitiate exequéen erasoeiienting systemhEhgioker b may SO,
conprise all or a portion of the nenory controller
onel@. morgleeyplagiantic keyaend bheor oG Metlpripreoniigrsatipn registers
interface for other conponents of the '
(PCR registers) to record and report.metrics. The foken 110 may support a PCR

quote operation that returns a quote or contents of an identified PCR register. The
-token 110 may also support a PCR extend operation that records a received
metric in an identified PCR register. In one embodiment, the token 110 may
- comprise a Trusted Platform Module (TPM) as described in detail in the Trusted
'Computing Plafform Alliance (TCPA) Main Specification, Version 1.1a, 1

December 2001 or a variant thereof.

- [0015] The chipset 104 may comprise one or mare chips or integrated circuits

packages that interface the processors 102 to components of the computing
device 100 such as, for example, system memory 108, the token 110, and the

other I/O devices 114 of the computing device 100. In one embodiment, the
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computing device 100 to access the system nenory 108.
Further, the nmenory controller 116 of the chipset 104
and/ or processors 102 may define certain regions of
the menory 108 as security enhanced (SE) nmenory 118.
[0016] In one enbodi nent, the processors 102 may only
WOeHda616E nenory 118 when in an appropri 2CBUSp@03sNg
nnde (e.g. protected node) and privilege Ilevel (e.qg.
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enforce policies for tinme-sensitive data.
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timbeinteonpistsre genkraied eF oreyampie cif hetsysisgi tyndr e supia aee
and/or time to a financial transaction that is earlier
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service routine may increment the system time of the trusted system clock 120 by

—

one millisecond for each generated system timer interrupt, The computing device
100 may use the system time of the trusted system clock 120 to time-stamp files,

to generate periodic interrupts, to generate time-based one-shof interrupts, to

schedule processes, etc. Further, the computing device may use the trusted
system clock to enforce policies for time-sensitive data. In particular, the

: _computing device may enforce time-based access restrictions to data. For

example, the computing device may prevent reading an email message after a
period of time {e.g. a month) has elapsed from transmission. The computing

device may also prevent reading of source code maintained in escrow until &
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be effective, the conputing device nust trust the
trusted systemclock is resistant to attacks that may
alter its systemtine to the advantage of an attacker.
[0017] The chipset 104 may al so support standard I/0O
operations on I/O buses such as peripheral conponent
wotedeosmect (PCl), accel erated graphics pOTUS20{3A6356,
uni versal serial bus (USB), |ow pin count (LPC) bus,
or any other kind of 1/0O bus (not shown). A token
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power ed- down state (e.g. powered off, sleep state,
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once every second based upon an oscillating si
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the oscillator 128 may provide an oscillating signal
VRdus{aoishpwal Adaksn inPriacl2Zgsakbe usaddpconnaeshehipsed 18d8rC
124 may divide this oscillating signal to obtain an
viib @dekenst §ribat comprisrs dnecajurare plagorm coqdiguratiomregisters
used to update the wall time of the RTC 124. 7 WO
(PERU NG 63 1bRIBTEeIS2ROBiINGSR66 622 frap bejanTtRE tuisi(bew im 04
may further conprise a systemtimer 130 to generate
Cout (Ep€} ImarfaceSpecifitation, Upie! Qerpdration, dev. i, 2B ®ecembered
systemclock 120 at a programmable rate. To this end,
199¥. system tiner 130 may conprise an Intel 8254 event
timer, an Intel Hi gh Performance Event Tinmer (HPET),

[0018] or a rEaed citipset 104 malt further comprise a real time clock (RTC) 124 o

keep a wall time comprising, for example, seconds, minutes, hours, day of the
week, day of the month, month, and year. The RTC 124 may further receive
power from a battery 126 so that the RTC 124 may keep the wall time even when
the computing device 100 is in a powered-down state (e.g. powered off, sleep
state, etc.). The RTC 124 may further update its wall time once every second
based upon an oscillating signal provided by an external oscillator 128. For
example, the oscillator 128 may provide an oscillating signal having a frequency of
32.768 kilo-Hertz, and the RTC 124 may divide this oscillating signal to obtain an
update signal having frequency of 1 _Her_tz which is used to update the wall ﬁme of

the RTC 124,




event tinmer that may be programed to generate the
systemtinmer interrupt at a particular rate. In one
enbodi ment, the systemtiner 130 nmay conprise a
counter that nay be progranmmed with a count val ue,
and the systemtiner 130 may / update (e.g. decrenent
WY 2004091631he count val ue for each cycl e of PEWUS2003/039566
oscillating signal provided by an oscillator 132.
Furt her, the systemtinmer 130 may toggle a system
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and which the processors 102 may wite a count value
sigRaigirendded by aresdiliator 182 wither, ﬁ‘eﬁ yptenetimen 138rmay toggle a
interrupt. In another enbodiment, the processors 102
syelgm direy inderryt ée.9.1RE0) betwearsan aitivatedstate And ageactivated
nmessages via the processor bus 106 to obtain the rate
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rate of the systemtinmer interrupt. 8 WD 2004/ 061631
prdeleusned 3408 96.660). ThDGlenTtmectdduaay fultddr netmad éesapunt
conprise a systemtimer |ock 136. The systemti ner
vilue Rftar3égyiing theasytsionatireer inteyrupt Avandinglihahe systerotimeh30
systemtimer 130 from being altered. For exanple, the
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i gnore such wites, commuands,
timer 130 may further comptrise an interface 134 to program the rate of the system
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fimer interrupt and to obtain the rate of the system timer interrupt. In one
embodiment, the interface 134 may comprise one or mere registers which the
processors 102 may read from in order to obtain the count value and therefore the
rate of the system timer interrupt and which the processors 102 may write a count

value in order to set the rate of the system timer interrupt. In another embodiment,

the processors 102 may provide the interface 134 with commands or messages
via the processor bus 106 to obtain the rate of the system timer interrupt and/or to

program the rate of the system timer interrupt.




and/ or nmessages. The lock 136 may be |l ocated in a
security enhanced (SE) space (not shown) of the
chi pset 104. In one enbodi ment, the processors 102
may only alter contents of the SE space by executing
one or nore privileged instructions. An SE
woviresadnt , therefore, may prevent proce®snusdOdses
from altering the contents of the lock 136 via
untrusted code by assigning execution of untrusted
code t
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cl ock attack. et anot her enbodi nent, the status
Mgy Gnly aitsscqvé%nt%ef SESPacYPYPRCHing e gimae rivileged
counters that may be used to not only identify that a
insksuctions- e‘\r!s%?@fﬁoﬁr‘@&k therefarek mayfevaet preasgos 02 Mg
al so indicate the t of systemclock attack that was
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in the SE space of the 9 WO 2004/ 061631
umBtedsoe 3¢ DRYSHHT rids thaiare uoable to gucesssiitly enecutssush
code fromaltering the contents of the status store
privigged iogamtiomfhe det ector 140 of the chi pset 104 may
detect one or nore ways an attacker may |aunch an
{00217 at t acKTtegsatns storen 838 mays taprisesine or olooe kitsl 6t maylbemased
report whether a possible systemclock attack has
toztare mnduatlicaoe ofvahether capdsaiblessystemaglocit dtteck hesbedr ust ed
systemclock 120 is to alter via the interface 134 the

detatted.dtor example, the status store 138 may comprise a single bit that may be
activated to indicate that a possible system clock attack has been detected, and
that may be deactivated to indicate that a possible system clock attack has not
been detected. In another embodiment, the status store 138 may comprise a

. counter comprising a plurality of bits (e.g. 32 bits) to store a count. A change in

| the count value may be used {o indicate a possible system clock attack. In yet
another embodiment, the status store 138 may comprise a plurality of bits or
counters that may be used to not only identify that a possible system clock attack

7. was detected but may also mdlcate the type of system clock attack that was |

detected. The status store 138 may be further located in the SE space of the




whi ch the systemtinmer 130 generates systemtiner
interrupts. Even though one enbodi nent conprises a
| ock 136 to prevent untrusted code from changing the
rate of the systemtinmer 130, the detector 140 may
still detect attenpts to alter the rate via the
WRZGHOGEH 134. For exanple, in response tPCAASWEYIIHE
that data was witten to registers of the system
timer interface 134 that are used to programthe rate
cﬁfpséihﬂm%’ PrBh drﬁfﬁ&te& 36de frdiR aflErirRthe bontédits BRie 'é%@l.ﬂst e
he status store 138 to indicate that a possib

ggn cl ock attack has occurred. Simlarly, the
etector 140 may update the status store 138 to

i ndi ca '

10022], &% et abc FeBERRLR &0 HE: JLRHiey Sketbing & i YE9E AT

aﬁéci{é? ﬁ\%ﬁé}lﬁﬁ?ﬁ %@ gxﬁ?&r aﬁ%ﬁé?ﬁ?@s{e@ﬁ&st@d&cﬂ “&6 aBEP gmf fe

renefne e R svbigriiaeb s & ﬁg%%"é%’ A %“%“I%%’
et e ‘@gﬁé@&?‘e@ Hosk 2 4‘*@%? Al et 134 Pl 2
whED SRR gt PR EHIER 6 eaawﬁ%ié"afe?‘@h%ﬁév%fﬁ’ﬁ‘@s@eor
R o R S B o B

it B B8 suSiBRATEF 4 athahe JetsrOF o Bt sl el gE bR Hies the

ke t he t ust stem clock 120 run fast
reh ip dag Bt a§9§§£r§0¥ BHARdR rospotrcla eting, bk G g
wal | tinge mlarly, an attacker may decrease the
Wit iod| ﬁ@'ﬁte!fﬁ Oftth%sw t"l“ﬁ'f integfage derhihat aresrd toygrogiem the
2004/ 061631 PCT/ US2003/ 039566 the system clock 120
rate,af the sysiamdines 18Gdhe detectar HUhsmaniipdaie therdatus storsekise
the correct wall tinme. Further, an attacker mag/
inflisie\IBattaneossible systenm elecksitigalahaspccured  Simiarly, the detector
oscillatin gnal to zero HZ to stop the system clock
140may ppdate %Immmﬁ gtore E3&tpdndicate pessible spsiemsiast aftagkin
the detector 140 may update the status store 138 to
respetisedo detgctngstbatihe irdgriace 3¢ has kecaived oke bhmoeesgepIBANdSO
detecting that the oscillating signal of the
orovessiapes that magp cassertoe syntas émer 13htomaiiet ierate of issuing

8

system timer interrupts. In yet another embodiment, the detector 140 may
determine that such accesses to the interface 134 are not system clock attacks if

the lock 136 is deactivated, thus leaving the interface 134 uniocked.

[0023] Another way an attacker may attack the trusted system clock 120 is to

increase or decrease the frequency of the oscillating signal of the oscillator 132 or
to remove the oscﬂlatmg signal from the system timer 130. An attacker may

increase the frequency of the osclllatmg 5|gnal to make the trusted system clock

120 run fast and to indicate a system time that is ahead of the correct wall time.

Similarly, an attacker may decrease the frequency of the oscn!latmg signal fo make
10
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enbodi nent, the detector 140 may update the status
store 138 to indicate a 7 possible systemclock attack
in response to detecting that the frequency of the
oscillating signal has a predeterm ned relationship to

a predeterm ned range (e.g. |ess than a val ue,
Woaskes16ilhan a val ue, and/ or not between tPoT/USADIISES)G

To this end, the detector 140 may conprise a free
runni ng oscillator which provides a reference

R GididrAtionR 184 gmiloﬁ é}rﬁﬂ"i.’fo"‘ﬁth&ife égﬁstgﬁﬁﬁg Rkt .&ﬁgmﬁ%e

det’erm ne whet requency 0SCli ting

BBk Rtk LK IHIoRE 1 Lﬁ?ﬁi}g{él ""é"rr ange.

predetermned relations he pre

Jte?'(u%éé &E%sg@ée‘ﬁg%g}ﬁ@%?gﬁ@% %\85%{%&5@# lée ol ocessor s
“_i’%‘l'{gf#ﬁy%%ﬂ%%% b et g, @@s@%@?gf’ SV pfite the
SSethEoEEs b ekl f By Sorf B Ee oIS oot or
P OFRatiing fingist Wt ool 1 2o ?P@ésﬁn@@%ef
e bofoion AR 1oy e Sra\?lefsﬁs)r&t”@@tfo Figeate’s
PSS stseiiekatiadk i Hishares Booieng &h%@fﬁegregﬁ%%xtﬁ?@reock

i ng Mor eqver, the update store 200 ma
Oﬁ%@z&lflg a%ﬂﬁ'df@a agyageiermrngdglafipnshinde airadetermined renge Ye
trusted code to change the state of the update store
lesg dhamrrivalde, greajeriban q wale aneir a@fd@tW¢W@wah@ﬁh dofiie
state of the update store 200. The detector 140 11 WO
enddag deiecian 148umpyennsecdoBarnning psqilatemglichoaRydese
detection | ogic 202 to detect a possible system cl ock
referenesosaiatiegisignal frompuhichphadetestas 140 pey deimimipendeiiesd
systemtinmer interrupts. [0025] In one enbodinent, the
th@p‘mu@ncm itiee opilatingsigmipiovided &y Hiewgicliator 132 has thenmy
be activated to indicate that a update is pendi ng and
preldatermiagd belatibnsakip it/ tieededefeminediraiages t hat no update is
pendi ng. The detector 140 may activate the update

[0024] st or e 'P€l@niother wapomatiadker may bttapkrike ttsidd sysiere wiock Med is

interrupt to indicate that an
to prevent the processors 102 from updating the system time of the frusted

system clock 120 in response o each system timer interrupt, thus effectively
making the frusted system clock 120 run slow or stop. To this end, the detector

140 may comprise logic that detects whether the frusted system ciock 120 is

. updated in response to each system timer interrupt. An embodiment of such logic

is shown in FIG. 2. As illustrated, the detector 140 may comprise an update store
200 to indicate whether an update of the trusted system clock 120 is pending.

Moreover, the update store 200 may be located in SE space of the chipset 104 to

permit trusted code to change the state of the update store 200 and to prevent

untrusted code from changing the state of the update store 200. The detector 140
11 '




update of the trusted systemclock 120 is pendi ng.
Further, an interrupt service routine of the trusted
system cl ock 120 may deactivate the update store 200
after wupdating the systemtine of the trusted system
clock 120 to indicate that the wupdate is conplete.
WRadé¢l6dt i on | ogi ¢ 202 may then det er nmi n@CIWE03D39566
possi bl e systemclock attack has occurred in response
to a systemtinmer interrupt being issued while the

) in whi | e
o Pl 7t ARlogP A pURAL Ry Sopk btk

bak& Ghotife TRNaLE SRS 2RFarRY g"ééﬁgfﬁt@d systY ier ifteRBp@! val ue

that 1 ndicates the nunber syst'emtimer 1nterrupts

[oo2s]t hat h‘g?(r?e gﬁ%hg_ﬁéfliﬁg@gg&’até %&?&2{51%akg§%ia%d§§iﬁ%§’5itt Lﬂeé?

system ocC tector ncrene

té‘iﬁw@ég ;d;f.di%}g Hef a%ltpﬁ%t@ iszﬁ%}dir[boérﬁtgl&gg%eﬂe?%é;a%%téd

génerate emtinmer err

RS e tg%t r;be ¢ L{ags ﬁ%ﬁrﬁ:‘er ﬁ% Qgttéﬁtgp {?%?2 gctﬁ}éfet e {'Bﬁj%% K

Interru vice system
sifigedihredithde b odif EBiRled St ime b F RGeSt
ti .the t ted { I k 120
BR8Pk MRS EEIAATR 180 sstiheinga e AT sy
o LB PAT R 40 b e GBS 220 e
ordingly. E l e, the i L '
opEp e Frslpra e or/B5 FURE svumtk iz i bofgiadent e
G BPopp i e doLActin Cplec b ma Bekasimiing et aEbwle on
| ogi c, 202 then determ ne that a possihle system 12
YRS 610K BAGIRS BETES D (RSBOTRSII B YSteITLEREr AP e eitg
.occurred in response a systemtiner interrupt being
ispuad while i vadate pieregitrindiGaies thagan update sodil eerding.e 200
has a predetermned relationship (e.g. exceeds) a
[0026] hr edet lBARPiREHCHbRAIBENt Eeypdatp siire gB% May goBpESRATRUNRIK
updates. [0027] An enbodi nent of an SE environnment 300
- havingsh et valuefhat indicatep ghegrumbanof sysigre filmegierivals that

initiated in response to various events such as, for
have been generated since the last update of the system clock 120. The detector

140 may increment the counter of the update store 200 in response to each

. generated system timer interrupt to indicate the number of pending system clock
updates. Further, an interrupt service routine of the trusted system clock 120 may
obtain the count value from the update store 200 in response to a system timer
interrupt, and may update the system time of the frusted syste'm clock 120 based
upon the obtained count value, After updating the trusted system clock 120, the

_ interrupt service routine may further update the count value accordingly. For
example, the interrupt service routine may decrement the counte;' by the number
qf system timer interrupts that were serviced by the update of the trusted system

clock 120. The detection logic 202 may then determine that a possible system
. 12 -
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exanpl e, system start-up, an application request, an
operating systemrequest, etc. As shown, the SE

envi ronnent 300 nay conprise a trusted virtual nachine
kernel or nmonitor 302, one or nore standard virtual
machi nes (standard VMs) 304, and one or nore trusted
WO 2086163kachi nes (trusted VMs) 306. | n onecemkmainsad
the nonitor 302 of the operating environment 300
executes in the protected node at the nost privileged

BOACARBR had bAYrks 1rgret &’ e hQ &@ﬂﬁ%riﬁ@ﬁuﬁ#gﬁ)&ng"t@%d while

provide barriers en t evirtu

$BRount V818 lof #aq rﬁﬁé%gé@cﬁ% Yoy MasR ébe{agiérﬁ@g? kélgtfongﬂp (e.g.

operating syste exe

&!cle&éi% %gﬁgdé?érﬂ-ﬁrgeﬁj-%qbfet . %}q of '%Wybhég@%&'i%éc%@ﬂat??)

f°°2‘f‘%°“’°‘r o é’rh*e@%%ﬁ%iéi§%%9?'f%ﬁa9%iséﬂswﬁm BT,
TR O AERAE I LB e PGBl 7 1
%ﬁ{pﬁee%%s%rﬁ%ﬁf@g%a@a i s RO

nmoni tor 302. In

& ey the ey géﬁﬁammartm HustEd Vi eaping
k&ﬁﬁ'ﬂPasPn'@ﬁ 362 TR f bioT e Jrds rmadings (slapdag Vis) 304,
y 118 a\‘fﬂ‘ihe t oken 11 Further, the nmonitor 302
EnG OB I0FR Tusted Yidval actinas (usist ISIE0B! | oaeeaiofgenh e

rate of bhe ystemtinmer 130, and may al so prevent
ffeﬁlwpﬁ'@qré 2 obiie opersing.pRENMEN 300 exesites inshe petertal mprde
e update store 200. 13 i ce. WO 2004/ 061631
e /7055 B0Gleged Bsesso timie-oriR) feonarage owitvand pewvider m
one or nore neasurenents of the trusted kernel 312
batsiers batwaen ihevirvgh mpehiresi®én36. g. Message Di gest 5
(MD5), Secure Hash Algorithml (SHA-1), etc.) of the
[0028]k er nel Thealandayd Y &%mah@ornpnmmpemtmgcssstemm teduse
the token 110 to extend a PCR register with the
exequiasal thsf mpsleprivitaged Iproceasdr riagdf tive M odd (¢.peDDyeand cs
in an associated PCR | og stored in SE nenory
one or more applications 310 that execute at a lower privileged processor ring of

the VMX mode (e.g. 3D). Since the processor ring in which the monitor 302
executes is more privileged than the processor ring in which the operating system
308 executes, the operating system 308 does not have unfettered control of the
compuiing device 100 bui instead is subjeci fo the control and restraints of the

| monitor 302. In particular, the monitor 302 may prevent untrusted code such as,
the operating system 308 and the applications 310 from directly accessing the SE
memory 118 and the token 110. Further, the _monitor 302 may prevent untrusted
‘code from directly altering the rate of the system timer 130, and may also prévent

 untrusted code from altering the status store 138 and the update store 200.

13




118. Further, the nonitor 302 may establish the
trusted VM 306 in SE nenory 118 and | aunch the
trusted kernel 312 in the established trusted VM 306.
[0030] Simlarly, the trusted kernel 312 may take one
or nore neasurenents of an applet or application 314
FOA04481531 cr ypt ogr aphi ¢ hash of the appl etPCTOE03/EI566
obtain one or nore netrics. -The trusted kernel 312 via
the nonitor 302 may then cause the token 110 to
[0029F Xt end TneRRdhitoEBOBinaY pafdrih dndr WRIré measibmbhe ohthelteisted
314. The trusted kernel 312 may further record the

Kbl 892 siich &'a 855RGIaphie® 4. DREst NS
118. Fu?t her, ?ﬁg ?ragslt egage%rénel sgfﬁléz ngsﬁlma(&ﬁj;s’thew

!géshﬁg&ithﬁﬁqbﬁm—ﬁﬁg{) Bf[ thBRe®el ﬁ*eabité B5idint n%%r%ré@fgf%@,

the SE nenory 0031] The trusted kernel

&Y cdudk HRSlokEPITY foSteRd tarl'-:@elis %%Si%@%ﬁﬁl‘% Ig]%ﬁ{ci ﬁﬁnl}%ykeﬁ%[

i ndi cated above, the trus

2B n°'|§y 2 H;tg@ Wdtits in 3 5¥éf8§tédq5&|j{§b§ $41565h € memo

execute processors I'n response to a system

HRTFAHCRLRY hkor 3D2 i asBinich S ERNTAPSto S, BRifen

B3Rtk B Bted Rl TR R BB b s e . 1
o0s0; 01 HATERE B el b SAEE b At
' ) le, .th [ 302
O?ifié@%%‘?%bpfq%ﬁgq i @g%g%g‘?% c%t%qyﬁpb?%ﬁéén"éf i BRlcode to
RO Brthore asirion, £, P Rertda e e e Mioglion age e
caife PhGEE I e e RECETETERT vithihe Mot ik Sopiath Mo
TEO%/ 033?631 g%us 003/ 039566 Further, the system
P Jugted figmehsl 29y WEhwraerd dirumeivicsipran asspeiaied RGR log

si gnal and/ or nessages which cause the processors
S m@s*?e';a@ 1

vyl 8o bwther, theykusted keragl 31Rapadpunehiig fusted

ugdat es the systemtine of the trusted system cl ock
applet SHhie therpstakiphasdrustad M BP8 of the SE marpy, 118nd/ or
rressag_ageéof system cl ock nub 316 may further cause
[0031]t he pr Bretsusdedskernel 313 mayderthes gompire afrustedsysiem slothg
system 308 t hat
120. As indicated above, the trusted system clock 120 may comprise an interrupt
service routine which is executed by the processors 102 in response to a system
timer interrupt. The trusted system clock 120 may'increment its system time by an
‘amount that is based upon the rafe at which the system timer 130 periodically
generates the system timer interrupt, It should be appreciated that the trusted
system clock 120 may be located in another trusted module of the SE
environment 300. For example, the monitor 302 may include the trusted system
clock 120. In another embodiment, the trusted system clock 120 may comprise a
~ system clock nub 316 located in the monitor 302. The processors 102 may

--execute the system clock nub 316 in response to the system timer inferrupts.
14 -




updates an untrusted system clock 318 of the untrusted
operating system 308. [0032] In response to initiating
the SE environment 300 of FIG 3, the conputing
device 100 may further record netrics of the nonitor
302 and hardware conponents of the conputing device
VOFOMASI8SIPCR regi ster of the token 110. FACT/USHAIAIPES
the processor 102 may obtain hardware identifiers such
as, for exanple, processor famly, processor version,

[RUrDef I50sy stérs tRERHEL YT mbPdenchdth BRE br mbRY HicRlptsddighals,
t oken version of the processors 102, chipset 104, and

drifR ekt gesWisich B4LRE ARSTbcek8BrsNRY t6 BRITUtEEIIE S iHdQrusted
obt ai ned hardware identifiers in one or nore PCR

KePitH] 81 2that LPEEST thé spaamithR TR Rkt sysRIweBei 9. tr!év?e1 g%e

possi bl e attack against the trusted system cl ock

drinci8 %rdﬂs,%igﬁalsﬂanc{l& rﬁ’és%&é‘es”d?lg%%t&ﬁecldéﬁ %Btﬁgg mefy QuriFRY

detect that a ‘possible systemc attac

c%ﬁ%fh%%céé?%rs 992 Wé}%cufep RodEbahe SQerﬁgnggos Bt g6 @G ne

that a possible systemclock attac red in

pRARE PR Bk QeBIAEREr 915 Odhe L ste g Btk 36,

0032135 2 e SRS 1R se SRUMRL TR TR °°°
oSBT TiaPhuiteCchud PR B B iR R e
BFBEhEs of HEROMRMAR sl hO B TEORIBUER 6 B b oty
SRR B2und Btk Bl 6 b R
LSO BB St st b S
ST SRl oS 165 Pl b 50 Y

the detector 140 may indicate a possible system cl ock

PHEICEERK 1§% "?ﬂé{dé?'i rrgoTddhe,obtpingd Bardweraigentifigedp ene At A,
P t Feigi%%r. resetting) a count value of the status store

[0033] A example method of responding to a possible attack against the

| trusted system clock 120 is shown in FiG. 4. In block 400, the detector 140 may
detect that a possible system clock attack has occurred. For example, the detector
140 may determine that a possible system clock attack has occurred in response
to determining that the frequency of the osciliator 132 has a predetermined
relationship to a predetermined range, that the system timer interface 134 has
been accessed in a manner that may have changed the rate at which the system
timer 130 issues system timer interrupts, and/or that the number of pending
updates fo the trusted system cioék 120 has a predetermined relationship to a

_'predetermined number of pending updates. The detector 140 in block 402 may

-update the status store 138 fo indicate a possible system clock attack. In one
15 - -




[0034] The nonitor 302 in block 404 may determ ne

whet her a systemclock attack has occurred based upon
the status store 138. In one enbodinment, the nonitor
302 may determ ne that a systemcl ock attack has
occurred in response a to a bit of the status store
YOOHEFI/RY active. In another enbodi nent, ®EEUPSHH0EHSS
302 may determ ne that a system cl ock attack has
occurred in response a count value of the status
embodim&@Sthb aletontpr 440 mad giderats Npshsihil Sistedi 8BLPatlRk By

not equal) to an expected count val ue. For exanple,

adtieatingral Bitof tROStale Ko 38, i Snciier efbRERTcHE tROHGtECtyRl 40e
that is retained through systemresets, system power

day'ngicatera esivdysRAMEK 488K bf@MaEing €8 I@8hbRIng302

may conpare the count value of the status store 138

ddcféinédﬁﬁg,@éﬁih?! REet8Rd)H coviad st F 1RSI T sRie WAET her

the detector 140 has detected one or nore possible

[0034BY St eMTRk GednitdE 4BGK Biosk ﬂﬁfmag?%gfmfﬁ%@%jﬁfﬁ sg%ét.tn clock

updated its expected count v dition

dtfack has SdcafrbE baSe ot 3% sthtl€ sﬂ%&%‘tﬂ%h é‘%ﬁe GibRCthe

determ ne whet her "a system c has occurred
IS ORR SRR Sl 06 S PR T
1§ KO el B Ebtord 1 BefeRdcfg -Z%?fﬁ%%g@n*%ﬁe@? Plogftsr®
L g e e L
' [ 34.. ,

Pt of RS Sl Yo 1B g B P ot T 5 et e
Pl SRR b el EPr et s i B v riaimaing
RS RT R vl il BRSinag rdicheaisiom s coBIRTDBRERS1
PCTI US%%OS/ 03_9566 syst emﬂji mer _130 to be adj ust ed,
dpyRSOF &S BPRIAgNt teay dawps- THe SMRoL302 Ry, sorRare theseduat
syst cl ?ck attack if nmore than a predeterm ned
Vﬁ‘ﬁﬁﬁgﬁe&a UFtaR: Tt the exppcted coayt vajue tadgierying vhether
toletocisy 40,kgp cacled 498 or s eqRcible el erk gty sice

the monitor 302 last updated its expected count value.

[0035] In addition to the status store 138, the monitor 302 may also determine
whether a system clock attack has occurred based upon a trust policy. The trust
| policy may permit certain types of adjustments or chainges to the system time of
the t_rusted systemn clock 120 that are otherwise flagged by the detector 140 as

possible system clock attacks. For example, the status store 138 may indicate that

the rate of the system timer 130 was changed via the interface 134. However, the
trust policy may allow the processors 102 to increase or decrease the rate of the
system timer 130 by no more than a predetermined amount without it being

defined as a system clock attack. While the trust policy may allow the rate of the
16 -
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[0036] In block 406, the nonitor 302 may respond to
the detected systemclock attack. In one enbodi nent,
the nonitor 302 may respond based upon a trust

policy. In one enbodi nent, the trust policy nmay

I ndi cate that the SE environnent 300 does not contain
VP48 t i ve data and/or is not perf or mPAEUS2003/039566
time-sensitive operations. Accordingly, the nonitor
302 may sinply ignore the possible system clock

s?‘étémcﬂmer HBO a5 B@stEdT iR Pblicy Wy de@hé SXcHERYadjiiheft €

hat the nonitor 302 is to reSet 'the conputing device

a$ Q8o Getk HRWiT hidfe fBn aprédetitimitia mifbet Bf ad‘tjli%%ﬁé’r% e

to detecting certain types of systemclock attacks

(cfsﬁ ggﬁre hide ®% ﬁ{mhferfacéjﬁﬁf‘iﬁﬁih g Jfréﬁﬂterh‘n?edfrﬁt%%?(‘é@’ pBf

atlng S gna has a predeterm ned

déf,lptgh{é@gl,?E,{egri#e,ﬁééye?@&&ﬁrdghﬂfd range or that the rate

a predeterm ned

jooae] " &l at f?nrb‘i{lik%t%gtg@ nngérﬁgr%@ggaﬁ‘r%gvfnﬂlﬂ%e é&e&@cﬁ’& m glogk,

enbodi de an er est
t f
=i 1 SRR ¥ i iog nla RS che%?%g&é et
i, t
i AHicEp chtflieh of¢ EH%%E‘CY A Tt G e
sitive datg W th
3@@@?%%%&%% hhot-<etalieg P 2haet oo oot i BREve . o
ver hat .t stemt Is.caortect and/or
offhtand. prrabg. B fer 3{02‘9 r?ﬂxes're@v &bte R pSinidystem
The nito ck 408 1ma ;
obgbaickpant fésmﬁgtf' mﬁ% ofmapiae Eaie: A 16t fr@n"?or o0z
possi bl e syst em 0 enbodi
iso Fesebine sOmpHRg ie 58% thsr S REVRPRETES By o
138 in order to cI_ ear the indication of a g055| bl e
reRipensertp etectinchcatiabt tess of SHFEMAAH atiasrs SyehAe.JPT ST PiRay
17 WO 2004/ 061631 PCT/ US2003/ 039566 update its
deiepingitaa) tialiequepay aldhe repillating signal has \?&H"‘l‘:@t‘%ﬂmfl%
status store 138 such that the expected count val ue
relatignshietacpiedetpanined smoe v thet leusiedf Biesystsn: Hipere! 34 has
rel ationship that indicates that no system cl ock
a gredatsrkmingd refetionshiptte 8 peatleteroied Fangee Incanigher enpodiaent e
100 may performall or a subset of the exanple
the monitor 302 may provide an interested party an opportunity to verify and/or
change the system time of the trusted system clock 120. For example, the monitor
302 may provide a user of the computer device 100 and/or the owner of the time-
sensifive data with the system fime of the frusted system clock 120 and may ask
the user and/or owner to verify that the system time is correct and/or to update the

system time to the correct wall time.

[0037] The monitor 302 in block 408 may update the status store 138 to
remove the mdscatlon of a possible system status attack. In one embodiment, the
monitor 302 may deactivate a bit of the status store 138 in order to clear the

indication of a possible RTC attack. In another embodiment, the monitor 302 may '
17
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method of FIG 4 in response to executing instructions
of a machi ne readable nedium such as, for exanple,
read only nmenmory (ROM; random access nenory (RAM;
magneti ¢ di sk storage nedia; optical storage nedi a;
flash menory CA a devices; and/or electrical,
BRePUAEI315c0usti cal or other form of propX§AUSN03/039566
signals such as, for exanple, carrier waves, infrared
signals, digital signals, analog signals.

tpdatehitsr expeeted whirlt @alub andwaapbunt vallid obkhe sidtusstord 1138 such
illustrated as a sequence of operations, the

thatthe ekpegtedicouniyali@larid the oot @Al o the Bissus @yre 138Maes
various illustrated operations of the nmethod in

ertiedsh thatinditatss that hesRmdm cletltisttack h88B8an W¥tetied.
certain features of the invention have been descri bed

[0038Wi t h  TEBebRPGENG deviveaimpInta fhh BROE § subsB€of the example
description is not intended to be construed in a
rhétibd bITIGS & APRspIkitd dRediS hbRRtibiSF Dhaitfe R%A5MS €
gnbodlnents, as wel | as ot her enbodi ments of.the . ;
] Bl . A leE B i (ROLY Yafdord sbcsethonfory

oS S : _ ¢ . Con 18
(RAHSEHEh OR sk o 81058 SRFgRlmbdiE el SASY.
SRS OB SRR ol R ROR R BroRL il

SBOUEL ISR LA GoRaSIBER sBhARChapEBuah 4P

§ys . pon recel V! n . . .
S e L kS S
SLRAE Bl e SR PR et

pfer%rt FariodS MRS trated’ 8perations of the method in parallel or in a different ,

order.

f0039] While certain features of the invention have been described with
reference to example embodiments, the description is not intended to be
construed in a limiting sense. Various modifications of the example embodiments,

as well as other embodiments of the invention, which are apparent to persons

skilled in the art to which the invention pertains are deemed to iie within the spirit

and scope of the invention.
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detecting a possible attack agai nst the system cl ock
in response to determning that the system clock is
bei ng updated at an inapproptd ate rate. 3. The net hod
claim1l further conprising updating the systemtine in
response to systemtiner interrupts, and detecting a
CLAIMBOSSI bl e attack against the systemclock in response
to detecting an attenpt to change a rate at which the
system tinmer interrupts are generated. 4. The nethod
1. For age Wt 2 system fledrdhatderps 2 Svstgmuineaeinmgihedeonsgrisingm t i me
in response to systemtiner interrupts, and detecting

BtiG ShiMdicaAbh A%t an @gaéte%?trbf@sﬁwﬁﬁrﬁms%éh%tgi n

response to detecting one or nore accesses to an
interface of th systemtinmer that may alter a rate )
QF{%RM% PP?féb'%ﬁg?fé&%aamweisyéte@scwf@f’é%vem feCRiging a system timer
I ntigterrupt while the stbied iABitaRm ifdicatba itz thel UpdBIREIT the system time

conprisin dati pg the systemtine in response to
sy%%@i%ﬁﬁﬁﬂn?@r upts i ssued by a systemtiner, and

detecting a possible attack agai nst the system cl ock
updatingEosistas kreltinditate @ mstibREHROK Hgaidt tRdsy@%hh tloak.or
associated with the systemtiner has a predeterm ned

2. The metratliof nigimi p fisrthea comppesieg er mi ned range. 6. The met hod
of claiml1 further conprisingis IS h. 20

detectirgggc% byt SttakRighinef thb Q?stéﬁqetﬁd& ir§ teRb6n 'entoro%%?l%ﬂﬁ?gctfwgtctue system

. detecti n%q}ta possi bl e attack agai nst the system
clock iseingppeiaiastat 3y inapprapsietedatsof t war e from deacti vat i ng
the bit of the status store. 7. The nethod of claim1l

3. The mathblemirs drfpithesicogipugigat i ng a count of a counter of
the status store in response to detecting a possible

. i \/ [P .
pdaind 26 AGBHERN (oI SI S R RIS B DR posoie atack
against dhggistam clgck Mrespansh daldeiectiriganmttental ta ehange arrplei ad mtigh the system

timer interrupts are generated.
4. The method of claim 1 further comprising

updating the system time in response to system timer interrupts, and detecting a possible attack
against the system clock in response to detecting one or more accesses to an interface of the
systemtimer that may aiter a rate at which the system timer issues the system timer interrupts.

5. The method of claim 1 further comprising

updating the system time in response to system timer interrupts issued by a system timer,

and

“detecting a possible attack against the system clock in response to detecting a frequency
of an oscillator associated with the system timer has a predetermined relationship to a

predetermined range.

6. The method of claim 1 further comprising




updating the systemtine in response to systemtiner

interrupts issued by a systemtiner, and determ ning
that a possible attack has n#t occurred in response to
determining that an adjustnment to a rate at which the

activati®y St Brihd B tus STHE H r%&f‘on%% Q%Eﬂlﬁg‘%{e pés@tb‘f‘er &t Eﬁpgﬁﬁsc‘t tAe system

redetermned relationship to a determ ne
clock, and prRierting NoluLed sofiane fromlﬂe@n@mna@mmtsqfﬁge $Iptdatstqn€g
the systemtinme in response to systemtiner interrupts

7. The methweibflojaira 19ystteeoinbriging and determining that a
possi bl e attack has occurred in response to

updatlr@eé E3UR: B D Eolridof Wfﬁatb?%’f&rfln rggfo%% %;:1 {]@tgﬁgg% SIIE)EG fitack against

j ust ment s have been na
the Sy%ﬁ%ﬁ@ﬁﬁ tAngherevesingegntrusted @j}twawﬂrmm nﬁerlngrthe mwmbfsthemunter
A chipset conprising a status store to indicate

8. The wlettiddesf cRipagsittdr eombli@ek agai nst a system cl ock was
det ect ed and a detector to detect a possible attack

updahr@gllgé 2 ase ej?f gén %%@tt%%&st%ﬂ\dt dé% @E%u%tﬂstglggd tgltsxssgm timer, and
determigingtthah &mmlbla/\a@cﬁ daaeoots:d:cumerdjm raspaupdm daetsﬂm)meg treat an adjustment
whet h n u
toa ratéta\%ﬁlcﬁ“fhé %ﬂmﬁﬁgﬁs%%@thé %?sﬁeéﬁtt &ﬁé Pﬂéefrw %I?easaae;exjéggtspmned
feiaﬂondiépé@ﬁspr@eytﬁmmeldlren@ t ack agai nst the system cl ock
based upon the stored indication of the update store

9. The MBMot @F Bt 1 @lrtreY 8éBPAding™er interrupts used to update
the systemclock. 11. The chipset of claim 10 further

stem t.i ner t en rat Interru
updatinfl PGSR i 1B Rso Ge et e, beunin cause] e yier tmr, and
determiniggitimeg ta rtdsem@yaai:aehhad mdmrrleg i mpaﬁ@aobetedammgﬁhﬂi mMgre thana
1 S, beln

predetefiifibe bl oo ol oo PrRg i el wGinid e svatgm tmer ssues

the sysiﬂhletmrnnteheptapdate store is | ocat ed in a security
enhanced space that prevents untrusted code from
updating the update store. 13. The chi pset of claim 12

10. A chjpeeteiompriBiegst at us store conprises a bit that
untrusted code is prevented from deactivating and

ép gﬂ#ﬁnf%rgqggdgeﬂlﬁ%;d 6%&%@&%@%&“& 4 QREREIokR was detected,
an

a detector to detect a possible attack against the system clock and to update the status
store based upon whether a possible attack against system clock was detected, and

an update store to store an indication that indicates whether an update to the system clock
is pending, wherein the detector detects a possible attack against the system clock
based upon the stored indication of the update store and receipt of system timer

interrupts used to update the system clock.

11. The chipset of claim 10 further comprising a system timer to generate an interrupt, wherein
the detector detects a possible attack against the system clock in response to determining that the

system clock is being updated at an inappropriate rate.




the detector activates the bit of the status store in
response to detecting a possible attack against the
system cl ock. 14. The chi pse?l of claim 12 wherein the
status store conprises a counter that untrusted code

12. THeSchifs8V&Y ancv%@rém?r?et oér%%tteeﬁ%}gfe S|§ ‘b%%}%ﬁru{ijé agag‘%y 98Bk d space that

security en envir
preVe"&?e%NStPﬂtC@de fiao updatingliseaptiate atqzrelat es a count of the
counter in response to detecting a possible attack

13. Th@%;ﬁgggoftﬁnqz%r%gg,ﬁl ock. 15. The chipset of claim11
further conprising a systemtiner lock that in

resgonse to being activated prevents a rate at which
talussiqip comprisegenkit hebentiustedspde iamrevanted fegradegctivating and

f r Ofﬂm@@d Béhe cﬁ'ak%&@r‘ﬂy eﬂﬁanc@ﬁ%n@umn‘ﬁ%‘?ﬁ isHer Jﬁltt@& o &g’actwat? and

wherein the systemtiner lock 1s |ocate
space that prevents untrusted code from

e ety alies B1e kel tag ek ot oRpies 1@ Hetoming  possible attack

C ONgHinst thelieRPci6IPr | Sing menmory to store an
interrupt service routine for systemtinmer interrupts,

enerate systemtinmer interrupts
14. Thecﬂ‘é‘%lsétﬂ{/%?é@n@‘%‘ﬂ? Mon of the interrupt service
routi ne, a processor to update a systemtine of a

ﬂ)&ﬁt@tus eloBE borhfrise€ ARROART tHat BNARED dllelid)Srevimbe frbMRlipdating and
an update store to store an

tl
el Conaer  afe el Suaneed RBYiroamenha aeeniited tareactivate, and

system clock is pending, and k i3 22 a detector to

thetdetdctar ypdateks bl @uat dfask cagters teshbiseSts HetMind 8 pssible attack
ored indication of the update store

anoa%gglégﬁ'séas 8(}’5‘{' W timer interrupts. 18. The
conputing device of claim17 further conprising a
15. Thesthipses of¢laime11 furthadéanadrsinghesysesm dmeplosis that i rasporek to being

actlvategg}?%\{:é?% é[?g%ge/vglyc g sgg %V@%erdgeetn%%tgsdthe\g@gtgm tlmetrrcla(\e/ents from being

altered.

16. The chipset of claim 15 wherein the system timer lock is located in a security enhanced

space that prevents untrusted code from altering state of the system timer lock.
17. A computing device comprising
memory to store an interrupt service routine for system timer interrupts,

a system timer to generate system timer interrupts that invoke execution of the interrupt

service roufine,

a processor to update a system time of a system clock in response to executing the

interrupt service routine,

an update store to store an indication that indicates whether an update to the system clock

is pending, and




store to indicate a possible attack against the system
cl ock. 19. The conputing device of claim17 further
conprising a bit to indicate&hether a possible

attack agai nst the system cl ock was detected, wherein

6Bl A By 8 PR BB
devi c@dcbtfatlom af Mwewdahatce'e and hecebvet! systeindioer dderiruptsa

security enhanced space that prevents untrusted code
18. Thecompyiinafqvitg & slaineriy durbiter corpiiing a steiusTitere do ndisatenghether a

pos&bl@%‘t’t&a&]@ag%fms@ Hal Pskhy {:JHékt \Egg JSOLRE | ePn Bi: %&Wlﬁldates the status

oscillator to provi systemtiner w
store tgiggicple pasgibls afinak againsltes ﬁyeﬁfﬂé clogst em ti mer generates
the systemtimer interrupts at a first rate that is

19. Thdemwsliting eBvise of dfiﬁﬁﬂﬁmﬁlﬁh@rfcdrﬁlﬁlsihg%i Bi tEﬁmd“@t@w%br a Qﬁélnble
agai nst

etk 0p IR PSS o8 i i S o i it o et
possiblé ndacleainsothetdystensdlbdd. at i ng signal has a
predeterm ned relationship to a predeterm ned range.

20. Thezgomﬁ[l?iﬁi; GQW;’éJBf a%md‘@’\!vﬁﬁeﬁfthg l:() 's%{aYeJ W Qe it &npanced space that

rs n respon
preveni@eqnﬁgstg@ppd@ﬂr@d aperingeenndends ofdhe bt whi ch the system
t| mer generates the systemtiner interrupts from
altered. 23. The conputing device of claim 22
21. Th@v&?@? iR davicesgfagiaim 17 firethen coptprisiag lap extemal opcilaterde pravidg the

system@iﬁfé@%ﬁ@n%@éméimb naPWhéedt s untrusted code from
altering state of the systemtimer |ock. 24. The

uting device of claim19 wherein the interrupi
&@QF"@E‘ e[tISHEr 3&%?1‘5? isg%@mé'”ﬁfﬁt@iﬁ#'m% pLR firshise ffﬁ'gls based upon a

I N\fRIgasndyA HeeSscbtifNSigRal, aAy € system tinme clocks. 25.
A machi ne-readabl e medl um conprising a plurali ty of

b"@g{ﬂ ?tl (0] S that |n response to bei nr% execut ed
getqr SohBeRsiiR alRakiagaingbigg Sy sigMeeskdn espensatosetermining
a Sb(ﬁttlﬁﬁﬂr@dmlsy aMntfle BBCINEAIRAG lsRynal s pre8stekrRinkd fHISRINShIA to a

pendi date of the systemclock in response to
haﬁ&?‘ﬂ:‘%ﬂmﬁ'f) SJPRYRti ner interrupt, YS 23 deternining

that an attack against the systemclock of the
22. Thecompliting devdey bfdailns? Rewer comprising a system timer lock that in response to

being activated prevents a rate at which the system timer generates the system timer interrupts
from being altered.

23. The computing device of claim 22 wherein the system timer lock is located in a security
enhanced space that prevents untrusted code from altering state of the system timer lock.

24. The computing device of claim 19 wherein the interrupt service routine comprises a system
clock nub that invokes updates of one or more system time clocks.

25. A machine-readable medium comprising a plurality of instructions that in response to being'
executed result in a computing device

updating a system time of a system clock and an update store used to indicate a pending
update of the system clock in response to handling a sytem timer interrupt,




det ect ed based upon a count value of the update store
that is indicative of a nunber of generated system
timer interrupts since a pre® ous update of the system
time of the systemclock, and responding to the

ek APBL8  ELA88 48  Drpamioos r
pl ufgierted based vigarraicaundMalué of thh epdate stdre thatis indieative of a number of
CONMBitdragd @gnéﬁﬁlrﬁéﬁrﬂgﬂgdtg gm{:é) a%;Pe%ioa ]th%ﬁﬁgeb@ﬁ the system time of the

requesti ng i nteres
sy sB¥igmn cleek.gfndt he system cl ock is correct. 27. The
machi ne-readabl e medi um of claim25 wherein the

I h
e .

€ attack by
26. The ﬁ%%ﬁiﬂéiréﬁlia@léqﬁéﬁur‘h%f Ham?2§ %%%éirﬁ %ﬁ% p\‘ﬂﬁ%lﬂy o?ﬁste:}ﬁ@ﬂ@ns further result in
hi ne-readabl e medi um of claim 2 erein

the CO'BPLUWQMGWE §9SPPRLES dR NP GHECK bi 'teﬁéestnnewl ipterastedtitaety to confirm that a

systenciiesit the SydlemickRk ispriadi ng to the attack by
preventing tine-sensitive oper atl ons. 29. The

e. nedi.um o , .

27. T REDHRE TS ARRRINE T S MBS 25 i (B oLy plinsiffewons rurtner resutt i
the congmtipg dievige despbodingl &t e mitadckigy sroadinting agtdsaak tidScheiv data.

det ected based upon whether a bit of a status store
28. Thd'@

R o i 21 15 ey B8 ALFAREE BeRgbAR her resuit i
the compuding deyige r%ﬁ@ﬂ@@ﬁrﬁa}he Atackdni rrevanding timerdengitivenogerations.

attack has been detected based upon whether a counter

29. Theohaehiisd-atadable tneaciurh dsclaif BXAREeRANE PiRklity &f |H§ruc§c3ns fbAGar result in
mﬁgtf cl aim 25 wherein

the corf R AP BFCPRE P AOrLer b Rten debeR Fapediign whothor a bit of

status staeat begn detivetrl. det erm ni ng that an attack has been
det ect ed based upon a status store and a trust

30. TheofﬁéérﬁrYe re%ﬁablg %JTFHB]‘ QQF{ | nsﬁ@tﬁtﬂ@ﬁluﬁ"@tf{» n%tl%' gérﬁ%%rther result in

wherein t Cctio her
the compyting ﬁ@lmﬁi@mwgg m Ao attde lesicengtecheat based apomakether a

counter? B8 stgfetl'?a%tag'ﬂ?ﬂ %c{e‘da%ggﬁﬁ/%%}eo determ ning that

nor e t an a predeterm ne eér of adjustnments have
been made to a rate of a system tinmer used to drive

31. Thetr‘ﬂ%c%qe@ﬁ@tgep grediumsaf claip Zpwhgrainiite elrlipi ofiingjrugtipns further result in

the compRikey GcvideQdeariiinihg tHat 8k BtMkeidi e Mottt 1:sbE uﬁor$¥ $H88 store
CF is pending, and detection |logic to detect

cl.o
andatrbﬂs@fm e attack agai nst the system cl ock based upon
the wupdate store and one or nore systemtinmer
32. Theinmchimeurpadahis sddium ofrolame? Samhargid ateplofalityhef irsyraitieons further result in

the computing device determining that an attack has been detected in response to determining
that more than a predetermined number of adjustments have been made to a rate of a system

timer used to drive the system clock.

33. An apparatus comprising an update store to indicate whether an update to a system clock is
pending, and detection logic to detect a possible attack against the system clock based upon the
update store and one or more system timer interrupts used to invoke an update of the system

clock.




clock. 111,, 24 34. The apparatus of claim 33 wherein

the detection |ogic determ nes that a possible attack

agai nst the system cl ock has2dccurred if a system

timer interrupt is received while the update store
34. Thé Beb4raLE S 8Fint! b GReKin i

) 35&5 The appalr a%@h%? F”?F%P%@%‘E@F@F%%WS§E@3§ 8@% Igra gack

againstigmpystemsiackihias octiaredribs systeratiiev mtasdipt is re¢aididotile temupdate
store iR SodeNg E%g&q : deactivated to

Ii ndi csat e&% hat r@gsp at %B?%'S%ﬁgﬁﬁg, and the detection

| ogi c determ nes that a possible attack against the
353“%%}’3?%%?" SAm BRI eippte starespEtnaReS 7 Ribinat mexbegstivated to

indicaté an UpERE Waskrdthgl idttha iyt beddedchenteP EahSic Sk H n%)i:e]lpdate is pending,
e

dth act i vte. 36. . The ,a%g%traat us of claim 35 erein ‘
and the JRIRFIGhA9G: de!Panes GpkaIPRIRble SURGACRSLIR SHYEm cyskdas occurred f
a systetrhitherihteueptis raialved hesl tHeasiof i apthd SoidYg st ent s of

the update store and that permts trusted code to

o oSO O W 0L Sl SO B o
that prayabtgeintrastied aode/froro falteringuetnéantodf the dpdais stonabndithet permits trusted

code topaqet@pi: entQBEthE%Sdgtg.ts?&%.i on l'ogi c determines that a
possi bl e attack against” the system clock has occurred

if the count value has a predetermned relationship to

37. ThetaParfAGd S7dBiRes Widrsig-  38. The apparatus of clai m 37
wherein the update store is located in a security

nhanced space that prevents untrusted code from
ERdRIeSRIE PoRRIISe R CoUE valpa indicadive pla awbentdupgrieninetare
tr peherg, #Rde to alter contents of the update store.

the detection logic determines that a possible attack against the system clock has
occurred if the count value has a predetermined relationship to a predetermined value.

38. The apparatus of claim 37 wherein the update store is located in a security enhanced space
that prevents untrusted code from altering contents of the update store and that permits trusted

code to aiter contents of the update store.




