LE 1 Vi Ml =l~l=_11 1 1 1 11 r- *159159* 1 COMPUTER SYSTEM FOR
-xAPPLI CATI ON BY ACCREDI TATI ON - ACCESS The invention relates to

“i mprovenent s toJMﬁMMMWﬂmmﬂﬂtsing systens in which access of a user to one
'or 5 nore prog h npl e applications, is controlled by one or
@ NMOre credentials. Thedvisecurity of a data processing system and in

particular the security of access to prograns such as operating systens or
applications (hone banking, 10 e-commerce, etc.), is based on

aut hentication of the user by nmeans of static credentials which usually
consist of a nane assigned to the user (their "login nane") and a static
password. In the reneOMBETERf SYBTEMIEORTAPPLICA TEON &¥S AUt RET TAEEN

processi ng systeni nmeans any systen1coggrg%ing a personal conputer, a
t el ephone, a nobile tel ephone, or a p SRR digital assistant, etc.
enabl i ng a user toThexecoveneiither ralaoced appl | tapronewentbe e€bi entatpart
. of an appligation..fQr L on t_ of client- 20 server
architecturé? Autﬁ%ﬁt?céﬁio%ﬂgfo%gcgpg'%hség_%%saoééé% %ﬁSﬁﬁﬁ: a°"'St &t c
password ar ENREOWALPALERE, afr e xXgawile anmentd thtion: isheopasswoed by

transmtted ohd §teabrto-a-88RYeL16nd authentication nodule; 25 - encrypted
password: a session key is transmtted using a public key algorithm (for
exanpl e a DI FFE- HELTRARSCAITGd™ t Af) & dRkeh REessisssing sey@tenchamél ino be

set up bet ween: oWl ent idHees secarwhivcho t hey password i srodFansnmdied, ¢
W thout it bein necessary for those 30 en#ities to share a secret password

bet ween t hemP et ot thand®Y 2 Ui'gest Chut hat1tat FoARSt he (RPP&Nt BARKiBE:t he
appl i cHt i on enonyptsce heepassworid parsea dingestthefnti@tion of the user

by means of static credentials which usually consist of a
name assigned to the user (their "login name") and a
static password.

In the remainder of this document the expression

15 "data processing system"” means any system comprising a
personal computer, a telephone, a mobile telephone, or a
personal digital assistant, etc. enabling a user to
execute either a local application or the client part of
an application, for example in the context of a client-

20 server architecture. _

Authentication protocols based on a user knowing a
static password are known in the art:

- basic authentication: the password is transmitted
in clear to a server-end authentication module;

25 - encrypted password: a session key 1is transmitted
using a public key algorithm (for example a DIFFE-HELLMAN
algorithm), which enables a secure channel to be set up
between two entities via which the password is
transmitted, without it being necessary for those

30 entities to share a secret password between them
beforehand;

- digest authentication: the client part of the
application encrypts the password (or a digest of the
password) using a challenge sent by the server-end

35 authentication module;
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password) wsing a challenge sent by the server-end 35 authentication
smodul e; 1121121201 0EIVIEIVITTEVETNTIVIETT2112011Y *GO00R* 2 Kerberos: the
.credentials are transmtted to the user by the server-end authentication
nodul e, encrypted wusing the user's password, so that only the user can use
»the credentials. 5 However, static passwords are vulnerable in a nunber of
ways, because they can be divulged (if kpow edge of the password is gained
legitimately or fraudulently by a third person), broken if they are weak
(passwords used repetitively without nodification, short 10 passwords,

dictionary attack), discovered by tapping a conmunication |line or
ed by r oduci

emul ating an authentjcation server, or repl re ng an
_ authenti cation seqﬁekﬁgbe?Bsre ?ﬂ%d%%ggﬁ?%r§ﬁﬁa§f§%ﬁm%§F?%o%ﬁiﬁ?qhe
art to use other machahesns whicherad eambhensécuarte ohhamddbe st @anicrypted

passwords. A first | ut.i aon kno i he_ar nsj I nam c
- passwords, ittt agg%oﬁlégﬁﬁié%ygﬁ%gﬂ%ﬁi ?e%hggcﬁnﬁéfhgg?E@%Qgrggﬁsggg
Dynani ¢ passWoe dsredenbeasgnchronous (nodified synchronously at the user

end andsat the 20 ggruerrendschen exymleasif fanctionRE-Lhetirg and/ or
t he nunber of uses) or asynchronous (on each access request the server-end

aut hent i cat i D P®HUI 8 TgeErEtes BECHEERer EREYr arkddim PRl | ehyeLaRfch (i
transmtted tohhedqgusesrendhto gepewate the dynanea pasgwerdakyi1geans of

passvor 00) - GEerr TREDLYaPY ehar B bt PERES Lor FePTENd Hnd XTG OLBY VERK. A
the user end({pafswodysanisedpasswet dsicahy beigénertatret bl @apersonahort
Srou i, PASEAERD MR A AT ER0, BysReuce ko Snpiho o
crypt ogr aphieommunication line or emulating an authentication server,

or replayed by reproducing an authentication sequence.

To remedy the above drawbacks it 1is known in the
art to use other mechanisms which are more secure than

15 static passwords.

A first solution known in the art consists of using
dynamic passwords, 1.e. passwords which are modified each
time they are used. Dynamic passwords can be synchronous
(modified synchronously at the user end and at the

20 server—-end, for example as a function of the time and/or
the number of uses) or asynchronous (on each access
request the server-end authentication module dgenerates a
different random challenge which 1is transmitted to the

user end to generate the dynamic password by means of an

25 appropriate algorithm). In either case (synchronous or
asynchronous passwords), secret keys are shared at the
server-end and the user end. At the wuser end, the

dynamic passwords can be generated by a personal security
device (PSD) such as a smart card, a secure portable
30 electronic device ("token"), etc.

Another solution wuses public key cryptographic
systems, the user holding a private key and the public
key being certified by a certification authority. An
authentication sequence using a system of this kind can

35 proceed as follows:
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systens, the user holding a private key and the public key being certified
«by a certification authority. An authentication sequence using a system of
this kind can: 35:proceed as follows: 3 the user transmts a certificate
(containing their |ogin name, public key, address, etc.) to the server; -
“on receiving the certificate, the authentication 5 nodule of the server
generates a challenge and sends it tot user; - the user signs the
chal l enge using their private key; and - the authentication nodul e
verifies the signed 10 challenge using the public key and authenticates
the user if there is a match. Solutions based on a dynam c password or
public key replace authentication_nechani sns basedfpn stqtggtag%ﬁ%mnrd
_or call on an externdl® autheht i CAEPEH S vet . 95 T115* 5 so (kKRowA 'R the
art to use alsdigl eesdgn arand,SSQuislerwerkeypas swioire ssor vertic .0y eanshef
whi ch, thro%%gr a_ single authentication and authorization process, a user

ver . .
can access d conputers and systens they are authorized to access w thout

having to enter manyrdi FEepering0 Pessaordsfioage, t Hdye hayehpaghcation

aut hent4 cat gd, 3 by ar ayfhenticati gRnRLQGRSS £NPheYi BEgR HPNgep@sswerd (a
password including a | arge nunber of characters), the user can request the
password sertverth® @@eiute an application. The password server then |oads
into the 25 user's- tig{dri AabrasSemnsoftiat ahhnckbdengstihey usesis petedestial s
for the requested application, enabling the termnal to start running the
application.‘FbMéVéﬁ, this solution requires a specific authentication
(SSO server and - st i ldutdasedioataohi rsvdauehenerthteon dhet heigses 30

vis-aygs thal, SRIYEL 00;Lhehaskanah A hatddy RARHOIC: cadbe tAYebEEN
ains to inprove the’securify o
if there is a match.

Solutions based on a dynamic password or public key
replace authentication mechanisms based on a static
password or call on an external authentication server.

15 It is also known in the art to use a single sign on
(SSO) server (password server) by means of which, through
a single authentication and authorization process, a user
can accéss all computers and systems they are authorized
to access without having to enter many different
20 passwords. Once they have been authenticated, by an
authentication process employing a strong password (a
password including a large number of characters), the
user can request the password server to execute an
application. The password server then locads into the
25 user's terminal a set of data including the wuser’'s
credentials for the requested application, enabling the
terminal to start running the application. However, this
solution requires a specific authentication (SSO) server
and is still based on a first authentication of the user
30 vis-a-vis that server on the basis of a static password.

The invention aims to improve the security of
mechanisms by which, wusing static credentials (login
name, password, etc.), users at a fLerminal can
authenticate themselves vis-a-vis a program executed

35 either locally in that terminal or partly in the terminal



mechani snms: by which, using static credentials (login nane, password,
<etc.), users at a termnal can authenticate thenselves vis-a-vis a program
executed 35 etthenr locally in that termnal or partly in the termnal 4 4
and partly in a server to which it is connected. Another object of the
~invention is to provide a data processing systemincluding inproved
mechani sns for controlling access to onesor nore applications in which 5
the authentication protocol based on sharing of static and secret
credentials between the custoner end and the server-end of an application
is not nodified and the authentication nodule of the server-end
application remains.the sane. 10 Tq thiis end, t.he inventi provi des a
dat a procesgPﬁgp§§§%¥nﬁpo? gf&@&fi%& ggufgégf:dﬁ%(%ggagg%g o which access
by a user is contrahbedeby d¢lireepr owifsi bheof incertenni dls &osighedide <aid
user, said s [ -ng: = e rip gl Ladg a
processi ng %%%emgrl{s%gf%%llgg;ec%%%@lhat%%ltcelgls@?ng:r{ﬁ%?&é%?dh‘%rgggrgé%ﬁts- ﬁ‘oirrst
nmenory nmeanscastoelaird Wadesai HOprogr avF TOF Sstadth Ng- L Peas tf
credentikal s spgcifiid:0: 5@k €ioNSQrot@h BEEeSS Sonshelrimeanstf etatic
aut hori zing access to 20 said programin response t% a match betgegp sai d
Palsi he

first credefRfalS$cdiedr e $ACRE ENESTOr VAR SHS CaRE Bs e¥8hd 2
credential s gpplbedeMida sai dar erapplalcdio @ai d spragtamodafiledt drehstthene

security devic ersonal. to said user 2 Ssog) _ h i d.termpal
and includinﬁugagﬁﬁacﬁgﬁBPy Wﬁéﬁ%ﬁfo?fsegﬁgﬁ s%%?ggg %%&sa% ﬁi&ﬁ%ﬁ?&h
credenti al s, rehainet ehezedmen that said termnal includes at | east sone of

credenﬁ'a!s nanage@§nttﬂﬁgps L 81udi : -igggﬁgiggr &ﬁ@ﬁhﬁgﬁgnda_ data
transmtting credentials 30 adapted to read said_second credentials stored
in said processing system for executing at least one program to

which access by a user is controlled by the provision of
credentials assigned to said user, said system including:

- at least one terminal including data processing

15 means for executing at least part of said program,

- first memory means associated with said program
for storing at least first credentials specific to said
user, and

- access control means for authorizing access to

20 said program in response to a match between said first
credentials stored in said first memory means and second
credentials applied via said terminal to said program,
and

at least one security device personal to said user,

25 associated with said terminal and including second memory
means for secure storage of said second credentials,

characterized in that said terminal includes at
least some of credentials management means including:

- means for reading and transmitting credentials

30 adapted to read said second credentials stored in said
second memory means and transmit them to said access
control means in response to presentation of a request to
access sald program, and

- credentials updating means for selectively

35 commanding the generation and loading into said first and



second nenory nmeans and transmt themto said access control neans in
<response to presentation of a request to access said program and -
credenti al s updatieng neans for selectively 35 conmanding the generation
and loading into said first and 5 second nmenory means of new credential s
~replacing the credentials previously stored. Preferably, the data
processi ng system according to the |nven§|on conprises at | east one of the

following 5 features: - said access conttol neans are adapted to
aut hori ze access to said programin response to identity of said first and
second credentials, - said second nenory neans are adapted to store a 10

first |dent|f|cat|on code of said user, said termnal. includes interface
means for appPyPRY aNSBLBHd MEYRht i9F cdt9'6n CEFER 0 F4 d rﬁéﬂ?&fﬁg sedifrity

devi ce and @ﬁ@@éﬁti@lgapdepeb§@m§|si@@@ﬁlty device is authorized in
response to identi % ff sa é1and second .15 denﬁlficatig i%Od%s’ -
said credentials u%) E\ ?ﬁ@b anE é:ci‘aﬁrod:‘?ssnb%nsg e sargCnewtd °
credential s Ehm(nnﬂvanﬂﬂqwxandmpmlsEﬁansn1tlddﬁmn dincecoFy tthe sdipd Lowristy and
second penmory. g@ ? Wi t hout communi cating said new credentials to said 20
user, -"said cre i al s managenent neans are software neans form ng part
of said program --saiS@icr edePEeSFs GHIATOlg MRRRRS ar 8 Tedapt @ Fod gg@erate

and | oad new ¢fedenilaksckBko &l éiaiarﬁkoa@gm 2% SECHhIENPEY 1 BRARS ty
consecutively upon authorization of —access sald access control neans, -

sai d credent?&l %a%@néb%ﬁ%n?nﬁeﬁﬁgogfjeC§8fife\%ll§‘ Sweans i ndependent of said
program - said Cred%ahﬂalsﬁedtﬁdﬁtmégolﬂ‘?am&aafse atapteadpted 3 generat e and

| oad n?&/Creglnt{e“ldeﬁgf%f§%€H£ﬂr%&xﬁa of said wuser, said terminal
includes interface means for applying a second
identification code to said personal security device and
access to said personal security device is authorized in
response to identity of said first and second

15 identification codes,

- said credentials updating means are adapted to
generate said new credentials automatically and to
transmit them directly to said first and second memory
means without communicating said new credentials to said

20 user,

- said credentials management means are software
means forming part of said program,

- said credentials updating means are adapted to
generate and load new credentials into said first and

25 second memory means consecutively upon authorization of
access by said access control means,

- said credentials management means are software
means independent of said program,

- said credentials updating means are adapted to

30 generate and load new credentials into said first and
second memory means consecutively upon validation of said
identification code by said validation means,

- said credentials management means include means
for dating and loading into at least one of said memory

35 means the date at which credentials are generated and



second menory neans consecutively upon validation of said identification
scode by said validation neans, - said credentials managenent neans incl ude
nmeans for dating+sand |oading into at |east one of said nenory 35 neans
the date at which credentials are generated and r | 6 inhibitor means for
~aut hori zi ng generation of new credentials by said updating neans only
after a particular tinme has el apsed sincg the generation of said
credentials stored in said nenory neans, said programis stored and
executed wholly within said termnal for |ocal execution of said
application, - said systemincludes at |east one server and neans for
transmtting data between said termnal and said server, said programis

_stored and exBRUPedOpar t154A1D i FO%ai d2RBRAT hAE"8nd FFAYRISL T saPd sétsFer,
and said flt§éd€'ﬁﬂ'@é}“{sﬁeaﬁl§a arsfalassoapataednwthnémsi SemMer . th@f a

f eat d advant i t f th I

. desori pti on BRZEABSARASITE DIt nE L PROGH: FARCSuIGh FE" 5 EHOBy ay BT
exanpl e onlycaedenﬁSaﬂefeterd tilme sadcbmEammyingnetread ngs, in which: Flgure
11 a general block.diaoram ol data. . PLOCERS! DA SHELAMARISY LG, 2

first enbodi ment of t ntion in the case of an appl i cation executed
partly in asaedntpaniaad éam lpcied @xestaidion 26 Mg enp i scat Wock

di agram of a first_enbodimenfsrof tihe 19t pta@_ce%h@g sahséer@éf\%m iahd
Figure 1; Figure 3 is a flowhart showing a first node of wupdatin

credential s M2RRe RE a oSSt g Sy SPdm shewieern £ bdr et‘?leBajFl ok 4
is a flomhasélah@;\@m@m S§£Dcﬂdpm@&aﬁf igipdabired ciredeakéalisedn pade 1dat a

processing system shown _i.n Flgur ; ure 5 ShO a_second e OdlnE t of
Do ot R L el SRS, Zoaf VLY BUO EePFERNd SIROLITRY

first memory means are assoc1ated with said server.

Other features and advantages of the invention will
emerge from the following description of embodiments of
the invention, which is given by way of example only and

15 refers to the accompanying drawings, in which:

Figure 1 1s a general block diagram of a data
processing system constituting a first embodiment of the
invention in the case of an application executed partly
in a terminal and partly in a server;

20 Figure 2 1is a block diagram of a first embodiment
of the data processing system shown in Figure 1;

Figure 3 1is a flowchart showing a first mode of
updating credentials in the data processing system shown
in Figure 2;

25 Figure 4 is a flowchart showing a second mode of
updating credentials in the data proceésing system shown
in Figure 2;

Figure 5 shows a second embodiment of the data
processing system shown in Figure 1;

30 Figure 6 shows one mode of updating credentials in
the data processing system shown in Figure 5;

Figure 7 shows a third embodiment of the data
processing system shown in Figure 1;

Figure 8 shows a fourth embodiment of the data

35 processing system shown in Figure 1;



30 Figure 6 shows one node of updating credentials in the data processing
=system shown in Figure 5; Figure 7 shows a third enbodi nent of the data
processi ng systemsshown in Figure 1; Figure 8 shows a fourth enbodi nent of
the data 35 processing systemshown in Figure 1; r f 7 Figure 9 shows a
~data processing system constituting a second enbodi nent of the invention
in which one or nore applications are executed locally in a termnal; and
5 Figure 10 shows one node of updating credentials in the data processing
system shown in Figure 9. Referring to Figure 1, the data processing system
shown conprises a termnal T which is connected to a personal security
device PSD and to an information_system 10 | via a network R The personal
security device PI¢@re|inRed 6%%e t & ni i@@ta byPhHERARSSEBr oviSdiShg,
bi di recti onadot & @nswt 840N, Of sd & 108 MBd s bedneerns t heine Exarplres of tihe
termnal T include a personal conpute I t el ephone, .a ile %ele hone, a
personal 154Gt @l€adsi it |2 n@?c?g ?ESCSﬁSeﬁﬁ%ﬁﬂﬁQ§F¢§%®} dd*tii fh
user i nterf acermans; alatia processing neans (m croprocessor) and

approprd ate nenories_ (not.sh . S I a - A
Ao TR the. terattal 1 BBy on TR O ARELCEELRLECREARIATE A% o0
., An wherth¢ nkalde vheothes hegwerk tRt 6howinvéins FSpUrs2 2. S cont ai ni ng

respective progranms AGSLnfCEE rigure ACS.the Ha€QUiscddsing system

contradistinction to what is shownin the figure, each server S1, S2, ..

,S,, of theshoHdr FRIPEH S&systent BrRODRH Use "B L5 ur 4Fi tSPHReappti d&t i Bns.

To 25 summarpaesotde settwate abveaeh rappldreati®nan sidfvidediohetyeeant he
the _information,sy

ternﬁngi_T ggfvone of th Seryers f T on . 5§é¥9%§;ﬁ§§ .

appl i cation EOnPr iET Ve Roof 1\ P AT And SPRETSSH Wt & Pt hid

application Ahked to the terminal T by means L providing
bidirectional transmission of information between them.

Examples of the terminal T include a personal

computer, a telephone, a mobile telephone, a personal

15 digital assistant, etc. It is conventionally provided

with user interface means, data processing means

(microprocessor) and appropriate memories (not shown).

By means of appropriate programs ACCl, ACC2, ACCN, the

terminal T is capable of executing applications Al, A2,

20 ..., An when linked wvia the network R to servers S;, S,

., S, containing respective programs ACS;, ACS;, ...,

ACS,. Of course, in contradistinction tc what is shown in

‘the figure, each server 3, Sz, ..., S, of the information

system I could use a plurality of applications. To

25 summarize, the software of each application 1is divided

between the terminal T and one o¢f the servers of the

information system I: the application Al comprises the

software ACCl and the software ACS;, the application A2

comprises the software ACCZ2 and the software ACS;, and the

30 application An comprises the software ACCN and the

software ACSy.

The network R providing bidirectional transmission

of data between the terminal T and the servers S:, S,

., S5, of the information system I can be of any kind,

35 for example the Internet.



conprijses the software ACC2 and the software ACS2, and the 30 application
=An conprises the software ACCN and the software ACSN. The network R
provi di ng bidirects onal transm ssion of data between the termnal T and
the servers S1, S2, ..., Sr, of the information system | can be of any

~kind, 35 for exanple the Internet. In the context of this application,
a personal security device PSDis a deV|§§ hel d exclusively by and/or
accessi bl e exclusively to a user who is dul aut hori zed (for exanple by
means of a personal 5 identification nunber PIN or otherw se) and enabling
the secure storage therein of data with guaranteed security against

readi ng and/or witing of data by an unauythori ng r.son. For exarrglléﬁ, t he
devi ce can be a st € d,CUHCHD Qlecttidal 1Y &\ﬂ%r Tyor PabPELEPEEET oni ¢

" device (tOkeg’chfﬂgi/uctﬂ@@l@d i PE 1 edi frunberdeafi denpiite land eciatlpusti viedit s band
sof tware and dwar e pr ot on_neans. barrin access e i.nter

buses on mhl%ﬂgy%% oAt e??i@%?s ?%Ff%%lvﬁé¥.¢§ I t elgagngfl% dﬂ?&
card, for examheritéde 15(feans dxappohd di by t heednak tef the tepsiraahal
conprisg a chr&g'%' Egsgtigﬁd%m‘é!‘é' Chpﬁ@“oPeolt%‘%% ated 4 Oeﬁgsllﬁgf phaal T

or external an alternative personal securitfy device
can take thes§¢@ine of toghORar e ¢ RSt Al |oéd qieht@ hé’thO @ﬂ@lfﬁrh%ﬁe@r 8REUEREHI i ng

Secur StOr%Qﬁaﬂﬁs@p£éQ8§hbyaﬁﬁ?b!p&QQtﬂ%badﬂ1diﬁétﬁinhﬂahnaﬁhhérlzed
enbodi ment does not offer the same |evel of security as a smart card, but

nevert hel esP%eftésents a significant inprovenent in that the cr edenti al s
of the user can bergwdickiaaeh 125 athenaidwiatd ycaandb4 her efnaetf reaquint by.

sy AR R Lo delan Nbe Besonal Sepudl by Rce 15Dy uoes
1nclud1ng a limited number of input and output ports and
software and hardware protection means barring access to
the 1internal buses on which the data travels 1in the
device. In the case of a smart card, for example, the
15 means L providing the link to the terminal T comprise a
smart card reader which can be integrated into the
terminal T or external to 1it.
As an alternative to this, the personal security
device can take the form of software installed in the
20 terminal T and enabling secure storage of optionally
encrypted data in the terminal. This embodiment does not
offer the same level of security as a smart card, but
nevertheless represents a significant improvement in that
the credentials of the user can be modified
25 automatically, and therefore frequently. This 1is
explained further below.
The personal security device PSD includes a memory
M which stores credentials specific to the user of the
terminal T and enabling that user to use the applications
30 Al, A2, ..., An. The credentials assigned to the user
comprise a login name and a password specific to the
application concerned, for example.
At the information system I end, the servers S:, Sg,
., S, include respective files F., F;, ..., F, storing

35 the credentials of all users authorized to access an



termpal T.and enabling that user to use the applications 30 A, A2, .. .,
sAn. The credentials assigned to the user conprise a login nane and a
password specific 4o the application concerned, for exanple. At the
information system| end, the servers S1, S=, ... , S., include respective
~files F, F2, ..., F;, storing 35 the credentials of all users authorized
to access an b Q J application inplenentgd by the server concerned. Thus
the credentials of the user of the terminal T are stored in the menory M
and the file F1 for application Al, in the nenory Mand the file F2 for
application A2, and in the 5 nenory Mand the file FN for application An.
O course, the data processing syst sho in Figure 1 can inclu a
_plurality of2RRthFARLSDT i %egg;?yt hgﬁﬁeﬁ/ﬁfr F8nicﬁ§n|eﬁif'orn§ﬁu§n
system | andch@t epdednttialbe dsecthdyudeff eferthausersuidfl TO execstte raxnl
application (honme banking, - GO rce, etc. a - inches t
application on tkﬁ%eﬁn?m?ggmMngPaT. cgg%se ;Fg %ﬁg %géggﬁélﬁqggcﬁrﬁi’tI}%déc\gllece
PSD can be comubtyoMalaroh the dntley Bf fpmpeasbhaFatident?i<i caid ohnnifiser
PIN by ghe Useroyiaqt beqt en 8ah T, Lo Oegot heategtieah for access to the

devi ce accepted, the credentials of the user relating to the
appl i cation concer®td @Ersead Fhe t Hd ter SR STAH i 1Y SRV S&PED dRd

transmtted toghhe Serwar ieenertaned.plihenl Sy vef €orpanesst e cenedertidal s
received fromthe 20 term nal hose contained, in ';tsﬂéred%ntial
a e

T with 't S
file and adthobiSeReEXREK o oftthe: 1RO YF Cthe t ¢HEeRded
credenti al nmamagenesédpbogdam EvPnicsupeaei.ded for rmanagi ng credentials for

aut henﬁbcati on vi sfg-vi %ée%%t%ppl i%@ti Oﬁﬁgﬁ‘lica'%%o Ce (hb&ngnd EQBk‘:{B@‘?‘“ ng

credentials. As describ in nmore detai el ow, the _ _
e—-commerce, etc.), a user launches the application on
their terminal T. Access to the personal security device

PSD can be conditional on the entry of a personal

identification number PIN by the user via the terminal T.

15 Once the request for access to the device PSD has been

accepted, the credentials of the user relating to the

application concerned are read in the personal security

device PSD and transmitted to the server concerned. The

server compares the credentials received from the

20 terminal T with those contained in its credentials file

and authorizes execution of the application 1f they
match.

A credential management program CMP 1s provided for

managing credentials for authentication vis-a-vis
25 applications Al, A2, cees An and for updating
credentials. As described in more detaill below, the

program CMP is divided between the terminal T and the

servers Si, Sz, ey S, assigned to the various
applications.
30 For authentication vis-a-vis a gilven application,

the terminal T must read the credentials relating to that
application in the personal security device PSD.

To this end, it 1is possible to replace the standard
client-end or terminal-end application with a modified

35 application which manages communications with the device



program CMP i s divided between the terminal T and the servers S~, S2,
5, S., assigned to the various applications. 30 For authentication

vis-a-vis a girven application, the terminal T nust read the credentials
relating to that application in the personal security device PSD. To this
~end, it is possible to replace the standard client-end or term nal -end
appllcatlon with a nodified 35 applicati;gn which manages comuni cations
with the device 4b 10 PSD in addition to managi ng the standard
characteristics of the application. This type of inplenentation
corresponds to the enbodi nent shown in Figure 2. It is also possible

wi t hout nDd|%¥§nq the andarg 5 client-end or te&nl %pd )l ation,
to use dedi cared ?%9?0 Pegﬁqﬂ%i%%e Git PHPE ?n d&\i S ﬁ%&ié%d
transmt theuftotﬂhe a@ppﬂmaatmunconcerﬁhds denecwmffonmpiﬁmennau}dﬁus

et ude, T orcexpIRhENAEMULALHRD R o RHROA Ol PG, & Message

containing t entials second sol ution cotrresponds to the
enmbodi ments shown Ih ESgades 5©Sﬁ¥hkﬁﬁ wirgheuhowoedfFigar §he, sikinskafor

sinplicity showsntOBhY Qe SEFNERaB-chl LR 1RIGWier? efdodsmeniodilhaeq
term nal -end credential s managenent prog&gn1takes the 15 form of _a nodjfi ed

client-end appfFrarforf ACERRATHE aftfcIERPH2F tHe ERBdERT S RaRagditent
programis repsgsgntedhely ta O:lHeC|@pﬂi@@f@deﬁbhaéSnﬁﬁnageﬂﬁlﬁholﬂrsoqro&m

CVPS at  th ! ted hy |
Chat. whi ch o35 Gt S0 83t AR o 1O 20 3651 | AT or ROALFYERG (hae

credential s béyhserd,or okoadﬁﬂ@Mbﬂeﬂentaalsmee$ageng Conhemmmggrs thise
progra 161 r%ec%%BeCEbYE‘c){oHaréérPés;BS'ﬁ‘dspr rapg ACCM

whi
and A toget élgllqFormthe credentials nana%enent program CVP shown in
Figure 1. 25MpodHeertgupBOneiBoliFBRESt Be dr édéhtS-al s

Turn now to Figure 2, which for simplicity shows
only one server S. In the Figure 2 embodiment, the
terminal-end credentials management program takes the

15 form of a modified client-end application ACCy. The part
CMP. of the credentials management program is represented
by a circle. The credentials management program CMPs at
the server S end 1is also represented by a circle: this
program is that which exists as standard in any

20 application for modifying the credentials of users or
loading credentials relating to new users. The programs
CMP:. and CMPs, which are respectively parts of the
programs ACCy and ACS, together form the <credentials
management program CMP shown in Figure 1.

25 In the Figure 2 embodiment the credentials
management program integrated into the application A have
direct access to the personal security device PSD, via
the modified c¢lient-end ©program ACCy, and to the
credentials file F of the server S.

30 To enable a user running application A to benefit
from an improvement in the security of the authentication
process, a security administrator supplies the user with
a device PSD containing no credentials. The device PSD
does not contain any static password.

35 The user connects their device PSD to their



managenent. programintegrated into the application A have direct access to
:t he personal security device PSD, via the nodified client-end program
ACCM, and to.the e credentials file F of the server S. 30 To enable a user
runni ng application A to benefit froman inprovenent in the security of
~-the authentication process, a security admnistrator supplies the user
with a device PSD containing no credenti,als. The device PSD does not
contain any static password. 35 The user connects their device PSD to their
11 termnal T and initializes a personal identification nunber PINin the
term nal. The user then installs the nodified client-end application ACCM

instead of the standard client-en appl i cation previous used. . The
first tinme tF%rB?BGEaanCEN ién&gé3§ﬁ5e§cc§bspefﬁ8 I|8§ﬁ§£EEQﬁR§%%er
enters thei rnpebsonalIN ibdenhef iteatiiomlnunber PIN to authorize access to the

devi ce PSD and thep, gpens. goopps.t ;e 2hal | SaLl on b A0 f1eans of, Lhe,
static credential s known e User 'and- previously used wit _f%e|r
st andard cIi@mplé@dtiapplPééhloﬁnSTﬁ@dcuKr%ntth¢edéh@héﬁgdar@lpﬁé§6ﬁ¥éh to

the seryer-end applicali gpACSuUsiNg e standard authentication protocol.
15 Once the gg?ver end agpelcaﬁio%nhgs been opened, .the part CMPc of the

client-end applicafPen TACON gel?atds REQHFRBNIHASSWSH dlsepﬁL ekenfEE Sthange
of password fgguesipplOciheospr verhend sod ¢ waren @RS, tt(héﬁlhﬂ ch pletr sto@nsmi t s

th d t I the stati dent th
passwor d Genbi ok BHETREENPS WBYCRE  BbRsi By THEN oY% HUFRE o nid R

devi ce PSD. déeinewPsst abnd passwoodegenercatesstss | 5ot Hére stopbdcanichebivile F
i Lnibhe TRORGY MEuops seb koot dpiihe siecto J 5. ek am gt s
a dictionarypreviously used with thelr standard client-end
application. The current credentials are presented to
the server-end application ACS using the standard
authentication protocol.
15 Once the server—-end application has been opened,
the part CMPc of the client-end application ACCy generates
a random password, presents a change of password request
to the server-end software CMPs, to which it transmits the
new password, and then loads the static credentials,
20 comprising the password generated in this way and
possibly the login name, into the device PSD. The new
static password generated is then stored in the file F
and in the memory M but is not known to the user. This
mechanism enables the use of strong passwords, 1i.e.
25 complex passwords (words not found in a dictionary,
difficult to remember and therefore to guess, etc.)
comprising a large number of characters, which offer a
much greater resistance to hacking than short passwords
which are used in practice when they must be remembered
30 or entered at the keyboard by a user.

The next time the user accesses the application,
the user has only to enter their personal identification
number PIN via the terminal, the authentication process
then proceeding automatically by reading the credentials

35 in the device PSD and transmitting them via the program



difficult to renmenber and therefore to guess, etc.) conprising a |large
snunber of characters, which offer a much greater resistance to hacking

t han short passwor«ds which are used in practice when they nust be
remenbered 30 or entered at the keyboard by a user. The next tinme the user
-accesses the application, the user has only to enter their personal
identification nunber PIN via the terni@?I, t he aut hentication process

t hen proceeding automatically by reading the credentials 35 in the device

PSD and transmitting themvia the program12 CWMP,; to the server-end

program CVMPq. During this authentication process, the credentials are

never displayed on the screen of the termnal T therefore remmi.n
_unknown to tHeFuser? mﬁpﬁh SEFIRG IS tgﬁpg%@%ecgﬁgfy of H§l§§stg$ﬁSThe
static passwatitheabithenohe updatedspr chiamgedredahtidahe t herapphiesati on

concerned | s, peepeoed. (B> SOWIC,LBLFLONT 83, 8L gL O caLLY oL Sxarl ¢

daily, as sﬁ%ﬂ%p Fh° i gure 4, or the specifi'c request t he systém 10
adni ni str at oremd&ef er thhgowo Fitgur etBe t Heeyser Worahul aseseragthegaesthieo

access an appligaf{gon,X ghetggsggﬁqinal T (step 1) and that request is
processed by the server S (step 2). The user enters their nunber or

personal 15 i dentifheafteripumsesyoand izt hBehet® ipdatgdtep spaaned it

is transm ttegeforthe davi ceRSDatwhint edit st 4i s CoPas esdl hesnurben

entered by the %ser mﬁéh that stored .in the device SDEQS . If the PIN
nunber ent erBl BYILRE deePTd&ES 16 S Yrat T t FEAER of €W h ﬁbe?s(gﬁofﬁe
access request irdguefauséd drstep Ghenhsphctdusesrdadieeser vér ¢ osabérdon

t he reguest the result of the step 4 test is positive, the
devi ce PSD fg%§§§f%%}%¥%%éntials (static password) stored 25 in the device

for application xﬂ%%f@@rggganaothgigure 3, the user formulates a
request to access an application X at the terminal T

(step 1) and that request 1is processed by the server S
(step 2). The user enters their number or personal
15 identification number PIN via the terminal T (step 3) and
it is transmitted to the device PSD, which in step 4
compares the number entered by the user with that stored
in the device PSD (5).
If the PIN number entered by the user does not
20 match the stored number (5) the access request 1is refused
{step 6) which causes the server S to abandon the request
(step 7).
If the result of the step 4 test is positive, the
device PSD reads the credentials (static password) stored
25 in the device for application X (step 8) and the
credentials are transmitted wvia the terminal T to the
server S where they are compared (step 9) with the
credentials (static password) stored in the file F for

the application X and the user concerned (step 10). If
30 the data compared in step 9 does not match, access to the
application X 1is refused (step 11). If the data does

match, access to application X 1is authorized by the
server S (step 12) and the terminal T generates new
credentials for application X (step 13).

35 The new credentials (random password) are



credentials are transmtted via the terminal T to the server S where they
sare conpared (step 9) with the credentials (static password) stored in the

file F for the application X and the user concerned (step 10) . If 30 the
data conpared in step 9 does not match, access to the application X is
-refused (step 11) . If the data does match, access to application Xis

aut hori zed by the server S (step 12) ang the termnal T generates new
credentials for application X (step 13). %5 The new credentials (random
password) are 13 transmtted to the server S and to the device PSD (steps
14 and 15) where they are respectively stored in the file F and in the
menory M The process termnates with execution of applicat] X at the
server S andiatsfihaied §° F€§p§@tri‘iﬁeqys(§{1@p§olé?7§ndfe§l) ce Aﬁj?@rrﬂagﬁ?él Y,
as shown in kK k€ 45) theerer edent iadles Heatmidtcl yelss woraed ain beheodiifieed or

updated if predeterm ned tine has el apsed since the.l i .
passwor d \/vasFacFi‘élﬁigeﬂf1 THES prEEESe el oyed T s PIO G dent itggfnatngt{g%’at &'2 Bwn in

Fi gure 3 up es@eatteipr 2o andpidr cathics: rd¢astn thid | s@ovebe Sdesed | bednagailn.
After ep , th 1oal, T.iolitiage process to change the

cr edentsslt al slfH‘z’orIteaS p%?%ﬁél]% S(S%(%éepﬁwé?a vvmpch | eads to reading in the
devi ce PSD of the Addterratiishi ch 2he | 98¢Wer edent i af 89882 appti catlBn X

;N_ere slgored cﬂé@jlér&eiaifééi @§t§§@c( %%wcj?%d) S&@ﬂt@hgel ﬁll&?l@_lf?_eidf ﬁ nhﬁhﬂgaut_ |
ime, for exanple one day, .has el apsed since the,|as i e credential s
were updated-f 13 REEAeREMIBLEydntial 828y & [FRSStbdF el 5%% exdetlut gblﬁeof

the 20 appliwati Puddwdhe servercimmagedt he tenai natodeésl | emplodedeciby

(steps, 21 and, 22). |f step 20 determ.nes..that t m 'rgjpa [
el apseld t he- 4B G troggﬁ%ga g%wﬁevlvplcr%el(fe&%tel eﬁhgl_pf ogrE ap ig%t%;%% g(ofstep
23) which aréhirespscstidveriyl stovedoé ndescr heedli hgafnef the server S and the

memory Mof the dewice step 12, the terminal T initiates a process

to change the credentials for application X (step 18),

which leads to reading in the device PSD of the date at

15 which the last credentials for application X were stored

in the device PSD (step 19). Step 20 checks if a minimum

time, for example one day, has elapsed since the last

time the <credentials were updated. If not, the

credentials are not modified and execution of the

20 application in the server S and the terminal T follows
directly (steps 21 and 22).

If step 20 determines that the minimum time has
elapsed, the terminal T generates new credentials for
application X (step 23) which are respectively stored in

25 the file F of the server S5 and the memory M of the device
PSD (steps 24 and 25), with the date of updating stored
at least in the memory M of the device PSD.

The embodiment of the invention shown in Figure 5
uses a different implementation of the c¢redentials

30 management program from that shown in Figure 2. At the
terminal T end, the credentials management program 1is
part of a Drag-and-Drop application DD which is
independent of the terminal-end or client-end application
ACC. At the information system I end a credentials

35 management software module CMS independent of the server-



PSD (steps-24 and 25), with the date of updating stored at least in the
-menory M of the device PSD. The enbodi nent of the invention shown in Figure
5 wuses a diffierent inplenentation of the credentials 30 nanagenent
program fromthat shown in Figure 2. At the termnal T end, the credentials
-managenent programis part of a Drag-and-Drop application DD which is

i ndependent of the termnal-end or client-end application ACC At the
information system| end a credentials managenent software nodul e CVS

i ndependent of the server 14 end application ACS nmanages the file F of
credentials associated with the server S. The nodul e CM5 can be
inplemented in the server S or in an independent server. _ As in Figure 2,
it nust be endersppbdicahapni mtendlatEs Che iﬁ%éﬁtiFonoéoe%r%%?n?ﬁ%{ﬁ any

modi i cation of, the hagdearecs sQftwar esof thed nhodubei aMSystembe The
foll ow ng description assunes that a user of. term.nal T ids atl rgegfj%er

aut hori zed tiEPACEESSesh Hpphitattdn e lexeclt ed at™ HE'YEH A" ehd by  t he
client-end 3@ appl Fegtren 2ACG anfluat tdee sedeestend lhhathelryelareen ehy

application ACS. -The user is. also ssu@ t A gey S$iON.ef h
credentdi al s t@ﬁabllpﬁﬁnlﬁﬁé?fﬁ t BO&it h%%?i cate t%élgge}“\r(}gé&?c%)%?h%napgl i cation

and open it halmiwenderort Gdipienemnt tHee i ipfovedt secusyeye™15- nechani sns
according 10 the LRYeNt) oy, thE SEEUEL Ly i AMaisshicd Obngtves Uberusst a
e. a device

bl ank device PSD, "i. i containing no credentials. The user then
connect s t héierndewilcd PSD 2 breadyr autBPRi-RER FoafFqaTst £ LRI St PRat i on

DD in the 20denrdqal grThecyser abseihaiti alizessyhe peesonalient-end
identification nunber PIN controlli nghaccess to thgl By %resoggllvesg_c&gaty

devi celOPSD. aFRe 1S s AskedFordt he I ¢ ¢rédent i@l 87 which - are
comuni cat ediQ itdee iesredenti.al s Tremagerent ispdal 8o CNEss @%by tochebe in

appliCatiOnp%%é§%§¥ﬁ$ro%o5¥gggﬂg£§ﬂ§eehgglﬁﬁﬁﬁthem to authenticate
themselves to the application and open it.
In order to implement the improved security
15 mechanisms according to the invention, the security
administrator gives the user a blank device PSD, i.e. a
device containing no credentials.
The user then connects their device PSD to their
terminal T and installs the application DD in the
20 terminal. The user also 1nitializes the personal
identification number PIN controlling access to their
personal security device PSD.
The user is asked for the old credentials, which
are communicated to the credentials management module CMS
25 by the application DD in order to authenticate the user.
New credentials (static password) are generated by the
application DD and transmitted to the module CMS which

updates the credentials file F either directly or via the

program ACS. The new credentials are not known to the
30 user and can include a "strong" static password (see
above) .

To wuse the application, the wuser starts the
application DD, enters their personal 1identification
number PIN to enable access to the device PSD and enters

35 into the program ACC the static credentials read by the



New credentials (static password) are generated by the application DD and
stransmtted to the nodule CM5 which updates the credentials file F either
directly or visa the program ACS. The new credentials are not known to the
30 user and can include a "strong" static password (see above). To use the
-application, the user starts the application DD, enters their personal
identification nunber PIN to enable access to the device PSD and enters 35
into the program ACC the static credentiggs read by the 15 application DD
in the device PSD, for exanple by neans of a Drag-and-Drop operation using
the application DD and a nouse. The mechani sms enabling the credentials
contained in a personal security device PSD to be entered into an 5

_appl i cati on dnpireemision BDDiagiard SOGlFogerat i B st e’ cPYbBE2PS Pfench

patent appl I&aﬁfgg EBd%%éW%Jéﬂaemrpanﬁﬁ@ﬁbﬁé bpp 11999 iyh tid sangpki cant

under the title ositif informati ces ar accreditation g
perfectlonn@w%SﬁbIaTB?oE€§§@ﬁdSH§WQﬂ? %Wgza ®sS %?6&61? r GgBgaine
accreditatiom]a W@ﬂﬁ@dﬂb’iétﬁﬁieyradvhed%HSDfumtberahﬂ&né$ iMhenathe

credentjals are ] oaded o the a I cat
screen f fr%?p%%§$¥h%Tlgﬁﬁ F@ﬁﬁlnpgnLnom% é}ﬁh613%§¥90 %ﬂgﬁgéggsg %r

updat i ng or d’&Eit]fyh)é@ dnedergnah s patsnii |dpmbicdel desER bR W TH féfledence
to the Figure 65, flowehar{; TQ@§9pr e%ﬁl'seﬁﬁ%&%éﬁkeéﬁBeH'Ehéh%EtHQe

user | aunches tRe appllcatlon DD on the termnal T. In step 26 the user
requests accHsssresthbf aﬂmﬁQﬁEQQﬁﬂTX)a? tmyﬁ%ﬁn1ﬁﬂr'ra¢ﬁ§eﬂééﬁtéﬁPers

their 20 pgrsonalcigentifi ﬂméﬁﬁlfﬁﬂﬁ&ﬁsiﬁﬁblfuéﬂiﬁk:ZKuaﬂd iarcstsep B§ the
PIN is_conpared in the device PSD v person |de tifi atlon nunber

PIN st& ed i HH¥C(29) aqqreQHﬁ?Q%ﬂ?'ﬁuwb¥F§caoIW%¥ 3558 f8fused
(step 30). fdrtiertwetrinders meﬁLtaepmmauﬁnﬁxahwpd36|mydﬁédhento

credenti&s;gﬁg gBBHE%%EE%% %ﬂé§i£4éiﬂg%dgﬁgfﬁ)é&)the screen of the
terminal and remain unknown to the user.
The process for updating or modifying credentials

15 will now be described with reference to the Figure 6
flowchart. This process 1is executed each time that the
user launches the application DD on the terminal T.

In step 26 the user requests access to the
application DD at the terminal T. The user enters their

20 personal identification number PIN in step 27 and in step
28 the PIN is compared in the device PSD with the
personal identification number PIN stored in it (29). If
the two numbers do not match, access 1is refused (step
30) . If the two numbers match, a process for updating

25 the credentials for application X is initiated (step 31).
In the module CMS, this process leads to a request for
authentication of the user for application X (step 32)
and reading of the user's credentials for application X
currently stored in file F (step 33).

30 In parallel with this, the process initiated in
step 31 leads to reading the credentials of the user for
application X in the device PSD (step 34). The
credentials are transmitted to the module CMS via the
terminal R.

35 In step 35 that module compares the data read in



In the nodule CVMS5, this process leads to a request for authentication of
.the user for application X (step 32) and reading of the user's credentials
for applicatien X scurrently stored in file F (step 33). 30 In parallel
with this, the process initiated in step 31 |leads to reading the
-credentials of the user for application X in the device PSD (step 34). The
credentials are transmtted to the nodule CM5 via the terminal R 35 In
step 35 that nodul e conpares the data regé in 16 the file Fin step 33 and
the data read in the nenory M of the device PSD in step 34. If they do not
match authentication vis-a-vis the nodule CM5 is refused (step 36) and
the credentials are therefore not nodified. 5 Gherwse, inthe termnal T,
the applicatflon EEﬂegéhewat§§eﬁe®3cﬁéﬂbﬁﬂNaI§aF6rQﬁﬁﬂ|kﬁu¥%% xepet ¥pla7) .

Those nem’CrﬁgeQ%bal§e@5@e5tﬁ§§djhﬂ thepfide F via theey madul e CVRatsthep
38) and in the device PSD (step 39 I f the che PSD contglns cre entials
rel ating t o 2P ECE FAA oNe Sappliicat tiofh, "PRBL Ba M SoveT bF LR €p

application 2P then tmétiatesnaiplecess ftaempfdatel mg tt hedidriedential s for
application Y (step 40)..The same process at.es creden f al |
applica%ions for\&%QﬁgN%%%’dé€%cggssﬂ:coﬁFgggsggre%ggtl5%%'%éﬁ%§hcg%}se,
as descri bedgavé¢tates erencecredEngureé s4, foyer@rdtiasy itaw ¥r edeiep aBg) -
(static passiupldd eah b&ecg@ﬂ‘giéjhgn%'re%@Q%r&d%erﬂﬂ@emén% o) apsipg from

the generation an stora e credentials currently stored in th
devi ce PSD. m@ﬂmkﬁe£M$a€SFﬁptﬁ?é aedohn ERBodrNMERE &ED HetamvAdht i on

connection of the terghpalgelil@ thep neduke i GM5 cdeps o1 Presedeiageess to
t he apPllcatlon Access i s effecﬁed as descrj bed mnth re ence totg gure
2, by 1QendiTREe he tEABderttl s 2P51ENE 48 ver - BT apfliccati'on ACK 25 8fd, if
access to thewpiid i &VSDDOo thedi fynitheates a process for updating the

credentials for application Y (step 40). The same process
updates the credentials for all applications for which
the device PSD contains credentials.

15 Of course, as described with reference to Figure 4,
generating new credentials (static password) can be
conditional on a predetermined time elapsing from the
generation and storage of the credentials currently
stored in the device PSD.

20 Note that in this second embodiment of the
invention connection of the terminal T to the module CMS
does not precede access to the application. Access 1is
effected as described with reference to Figure 2, by
sending the credentials to the server-end application ACS

25 and, if access to the module CMS to modify the
credentials is not possible, for example if the module
CMS is implemented on a server other than the server S,
access to the application supported by the server S 1is
nevertheless possible using the unmodified credentials

30 contained in the memory M and the file F. Updating the
credentials is merely deferred until a connection with
the module CMS can be set up when the application DD is
launched some other time. The system according to the
invention therefore differs in all respects from the

35 password server systems which require a connection to be



credentials is not possible, for exanple if the nodule CMS is inplenented
.on a server other than the server S, access to the application supported
by the server «S is- neverthel ess possible using the unnodified credentials
30 contained in the nenory Mand the file F. Updating the credentials is
-merely deferred until a connection with the nodule CVS can be set up when
the application DD is |aunched sone oth§ time. The system according to
the invention therefore differs in all respects fromthe 35 password
server systens which require a connection to be 17 set up beforehand from
the termnal to the password server to enable access to an application.

Figure 7 shows an enbodi ment of the inventiaon mhicqo di ff Es fromt hat
_shown in Fi giftfe 3onl3Rhar ¢edpecti 6t 5hthe tredid & lor Soni 141 | PPAGERE
personal i zi ngsther systempTheasyssentshawnabplEicgtirien? i ncl udes a

personalizing tool_ T provided with_a credentials nagenen gr.ar 0
enabling a security ni stPaE8r #%t §%br%d‘t%‘im§1n?czeoﬁE%l%r%a%eﬁrﬁltg{)g %gggﬁ\/\lfe
to a user farifardds gifven appdt cahbwn iim t Feghrke SF oflyhenseraswestuppdrti ng

the apny i caty,on concerned and: it he,petaanpl SeaUniLY nglerloe, RHR Nt ended
for the user. This neans that, in a ition"to the initiral credentials, the
personal identifilati orfywsodan Pl Nyt oadéd i Atiguife devi cdPPSPASY 152neans

of the persqnaldzati onit@ol thoiThercredeptiabg ofwithe userctenehbeals
application concerned can instead be initialized or updated.dir c%#ggby
i ded

the securit y'2RRERTHISE r RFBPT 2Us NG ° s CRARA-G Jadi T 4T AtY oA L OBt §EF
for definingdhentightiszef tie userevitiadsvi sel20itbe tapphi cakironfod naa

second, phase the devi ce PSD and _t assocj at.e P C e to
the usH vié”é@ﬁbr%?%f%ﬁﬁ nel's, " 2§N?S§§§%nga%5 6#%%t$%§?g%n5%§$%FgSﬁ§r
with smart daradsapPhe cageont hepncennedt saitcheiln delve c®@ePSDNEG t hefrripsg

termnal T apd | Qadsshhe ARpld&at EQR PR Nt@ctheiIThis means that, in
addition to the initial credentials, the personal
identification code PIN is loaded into the device PSD by
15 means of the personalization tool T. The credentials of
the user for the application concerned can instead be
initialized or updated directly by the security
administrator, using standard administration tools
provided for defining the rights of the user vis-a-vis

20 the application.

In a second phase the device PSD and the associated
PIN code are sent back to the user via separate channels,
as is standard practice, in particular with smart cards.

The user then connects their device PSD to their

25 terminal T and loads the application DD into their
terminal.

To access an application, the user launches the
application DD, enters their PIN code to enable access to
the device PSD and then, using the application DD, and as

30 previously described with reference to Figure 5, enters
into the program ACC the credentials read in the device
PSD by a Drag-and-Drop operation using a mouse.

Otherwise, the credentials are updated periodically

as described with reference to Figure 5.

35 Note that the initialization and personalization



termnal. To access an application, the user |aunches the application DD,
-enters their PIN code to enable access to the device PSD and then, using
the application DD; and as 30 previously described with reference to Figure
‘5, enters into the program ACC the credentials read in the device PSD by
-a Drag-and-Drop operation using a nouse. Otherwi se, the credentials are
updated periodically as described with ggference to Figure S. 35 Note that
the initialization and personalization 1 process could instead be

i npl enented in the case of a hardware and software architecture |ike that
described wth reference to Figure 2, i.e. in the situation where the
credential s managenent programis an integral part of 5 the client-end

appl i cati on pACRIESs andutle sepverdedt APPLREESRITEA ACS. HHyuress <Howé a

variant of the (fitd akizat sgRtaRde Perspnabigatibon Process tshawsciknbElgur e
7. In Figure 8, the credentials_of the_users are %&?generat ed by E
personal i zatiidh tBefeLRder e THALTDI Zof +-& setlritty adni'H stPat FEfd are

stored, for +@aCh- M&®Intid s anahAgbinahtcpedentinalis fdl et assati phetd wift h
the credentials nagenent, nodul.e . _The curi 1 ni r
suppl i s thetll?serggﬁl?ﬁ%_eﬁfjam?p&ﬂlc BED, %@ET‘. Shy (0 SOk RLond

a evice e. a device containing no
credenti al s.apiiiacdttical A@ut henticati on password, also stored in the file

K is Ffansm“e%tg%éé‘es USBLWYI & &, $epanat gschanneln; dhe) USef i sonpeat s
the device PSD they have received to the termnal T_ and if necessary
instal | s t heerz®radpliaati®r e Thes iR ARsbiglF8cdtes their device PSD a

personal identificgtiaonquunberg Pl NhelThe rdsemnttiRan egnneets tigetBe are
credential s managenent nodul e CMS i

_ y. means of the gli ation DDfmd_
aut hentY cat &SRt VRE aviR& 2R ]tzi?aql%‘bfW\%ieuE@ nttg‘rei NPt et nPEi al
25 aut hent i cat §e8upasswerihicanmud wat edntio atrlkerst Gned, t ier each user,
in an initial credentials file K associated with the
credentials management module CMS. The security
administrator supplies the user with a blank device PSD,
15 i.e. a device containing no credentials. An initial
authentication password, also stored in the file K, is
transmitted to the user via a separate channel.
The user connects the device PSD they have received
to the terminal T and if necessary 1nstalls the
20 application DD. The user also allocates their device PSD
a personal 1identification number PIN. The wuser then
connects to the credentials management module CMS by
means of the application DD and authenticates themselves
vis—-a-vis that software by entering the initial
25 authentication password communicated to them. Once the
user has been authenticated, the module CMS loads into
the application DD the initial credentials stored for the
user concerned in the file K. The initial credentials
are transferred by the application DD into the device
30 PSD, 1in which they are stored. In parallel with this,
the initial credentials of the user are loaded by the
module CMS into the file F, or updated in that file if
the user was already accredited for the application
concerned.
35 Then, as described with reference to Figures 5 to



user has been authenticated, the nodule CVM5 |oads into the application DD
-.the initial credentials stored for the wuser concerned in the file K The
initial credentials are transferred by the application DD into the device
30 PSD, in which they are stored. In parallel with this, the initial
-credentials of the user are | oaded by the nodule CM5 into the file F, or
updated in that file if the user was alrgady accredited for the
application concerned. 35 Then, as described with reference to Figures 5
to 19 7, all the user has to do to authenticate thenselves vis-a-vis the
application is enter their PIN code and then |load the credentials read by

the application DD in the device PSD into the g&ggr am A%C, &ﬁi ng %he 5
appl i cation DD, adl cbhfsels@s RSt hECprevi ds 2 ditmefits, WHEl°FoddPrng
the credentigals pyw neansof app1Pragiand- I opropar athedruskPhy tdwelenoasd and

the application DD, the credentials, are nat display S en_ of
the terninalthid &pPedt f ef%?%d%?l?(%%vxﬁeﬁg {he P?L% %%g?'lc%}[&?grn B
initializatite andepeesonabdzat iiomo t hehe cr gdentrical s AF€, updetiaw asthe

described wth reference Fi gures 5.an . Figure;9 shows a,se¢9nd
enbodi nint GPRHET T Eht | ED% 15| r?%_v\/ni%ﬁu?ﬁ%' ap aIg%]c.a%i on is exaouted
entirely | ocatdodimentsie woem naadiny HRanS THISA dppt | B%t FERNEA Pbaded

into the tepmqalnglidfils Gasedhen cradanid al sifd | exbuse stated tnet he
termnal T. e credential s managenent r](E)?r am C\WP i s, al ﬁLo execut egh

| ocal |y and Frliscaiaran oPP20 Wife BretRHntR B opt SppPitc &% B 192 pP8gr am
CWP has dirgcte@iccessthe thempersonald seeuriteradewieendShkandncan thecess
the file F either directly, as shown, or via the application LA
Initialfy, t4FSecurity adnministrator supplies the 25 user with a bl ank
devi ce PSD cont ai mifitigemo dmddentliisdasion and  personalization, the

credentials are updated as described with reference to
Figures 5 and 7.
Figure 9 shows a second embodiment of the invention
15 in which the application is executed entirely locally in
the terminal T by means of an application LA loaded into
the terminal. In this case the credentials file F 1is
stored in the terminal T. The credentials management
program CMP is also executed locally and forms part of
20 the Drag-and-Drop application DD. The program CMP has
direct access to the personal security device PSD and can
access the file F either directly, as shown, or via the
application LA.
Initially, the security administrator supplies the
25 user with a blank device PSD containing no credentials.
The user connects their device PSD to their
terminal T, loads the application DD and assigns a
personal identification code PIN to their device PSD.
The application DD needs the old credentials of the
30 user for the application LA for authenticating the user.
The application DD generates new credentials which are
loaded into the device PSD and replace the old
credentials in the file F, either directly or via the
application LA.
35 To access the application LA, all that the wuser



The user cennects their device PSD to their termnal T, |oads the
-application DD and assigns a personal identification code PINto their
device PSD. The application DD needs the old credentials of the 30 user
‘for the application LA for authenticating the user. The application DD
-generates new credentials which are |oaded into the device PSD and repl ace
the old credentials in the file F, eith§§ directly or via the application
LA. 35 To access the application LA all“that the user 20 then has to do
is launch the application DD, enter their PIN code enabling access to the
device PSD and |load the credentials into the application LA by nmeans of a
Drag- and-Drop operation, as described with reference to 5 Figures 5, 7 and
8. It nust ddwm Wbesuhderst ood %%%@C@héhec@@@éﬁﬁaéﬂ§naﬂ€3mo?ng?5pFQ?éH on

the screen dunj ngohibi $na@nerat i aicasngd eensequendtycs eFBDN amknbywd t ohthe

user. The proceg;ﬂg%bagdgﬁlgg t he crg gg% §$$ &gf %gggteﬁ} %% bhggdata
processi ng $y<t | I t he gu 10
flowchart. Fg%§4n&<ﬁequ6§gedtaonefsaﬁn t@eseppbedatmgfﬁi[;zzfenﬁfaag4lapdthe
user enters eir e_i.nt.o nd,the.gade is
transnitted TFHH eV|c% 95% wﬁﬁcﬁwg$1§§§ %d%ﬁg$%§ |?amnt% t he PIN

15 code stmuﬂbdqnu1a1$3ﬁreerWleaplamedmmﬂﬂﬁh@hécrﬁ@@uémr4%9rEPééted
(step 44). I tggjg/ C?rp %%C(ponég éﬁ@in%mQ@nDanﬂbc«haft@stﬁe RIs@gess for
en

updati ng t hecre for ap I cation (step 45). To.this end, jt
reads the credentildls §ﬂ6ﬁéﬁﬁQOCﬁer§§§¢H€§tlGHeX FﬁeﬂﬁPElPlFStéB 46?eand

those stored.fxit hgrsame adw&ac tbess¥ing tmmm eroRSDifStEpyédd . 9 The
credentlals are co ared step at i of the credentials is

fi
ref uself (st ép 49H1HFEEHSA doY nbte ﬁﬁ?&ﬁnngg | OVﬁey 86 match, the

application DD genenaires mewuested access to the appllcatlon DD in
step 4la, the user enters their PIN code into the
terminal T in step 41b and the code is transmitted to the
device PSD, which in step 42 compares it with the PIN
15 code stored in it (43). If they do not match, the
request is rejected (step 44).
If they do match, the application DD initiates a
process for updating the credentials for application X
(step 45). To this end, it reads the credentials stored
20 for application X in file F (step 46) and those stored
for the same application X in the device PSD (step 47).
The credentials are compared (step 48) and modification
of the credentials is refused (step 49) 1if they do not
match.
25 If they do match, the application DD generates new
credentials for application X (step 50) which are stored
in the file F (step 51) and in the device PSD (step 52).
If the terminal T is equipped with software for
several applications X, Y, etc., a new process of
30 updating the credentials for application Y 1s initiated
in step 53, and the same process 1is repeated for all the
applications.
It follows from the foregoing description that the
system described can authenticate users by means of

35 static credentials and in particular a static password,



credentials for application X (step 50) which are stored in the file F
(step 51) and in the device PSD (step 52). If the termnal T is equipped
with software .for -several applications X, Y, etc., a new process of 30
"updating the credentials for application Y is initiated in step 53, and the
~sanme process is repeated for all the applications. It follows fromthe
foregoi ng description that the systemdescribed can authenticate users by
means of 35 static credentials and in particular a static password, 21

whi ch credentials remain unknown to the user. The user therefore does not
need to remenber a password and is therefore not tenpted to wite their
password down anywhere so that they do not forget it. 5 The static

_password canbiCRogprESRNdAG It FHBe LaXPRPerdt htRBnpEEhl e WiEh USHe

appl i cati on ggpesrped, d@ivenothateéhe teseredombenota Nnead sworaendidzasit or
enter it into their termnal. Wiat,is nore,. the étatic Bassmor

) . IS
peri odi cal | yrh9BepHat eBChut SREREA 101 &1 tor SUbfEct ?SSVﬁégdiggwgtion
of the user.adfhenhéstrengthandtheyi ddi ealtl Yorerewed . static password is

stored in a securi devi ce. wWhi i er al,.to _aﬁgr, rt
card orgsi m | ar ty{ﬁ%e Srt%fl(fheﬁ%ﬁ%‘zﬁ/gsp?%?war%é t yép%?p [Char}c:ﬁ f téj?ss ?ﬁ%ery
hi gh 15 | evehanimpnol eogitbn cagaaisitolid |vwigih | Hae eapPi éAptsonoCPagernele dat a

cont ai ned th(g{@éﬂ- tﬁig akhy, L@ racLRSS At apRld cad i PBnokheesyst 8M cdessri bed
does not require real tinme connection of the termnal to any server other

than that oni@whikkotBeedd Bpplitation may be partly executed. Although in
the enbodi nents shexn iR Fh@tk £s the 7senti8 bhesebedents aberisenagensnt
nodul e can_be instglle 0

T o a3 Rbh 20T e v o AT RIF 1, LB Bt e
connecti on toft hehé ndependent Ter véstiromdt medesparyofidcally renewed
static password is stored in a security device which is
personal to the user, of the smart card or similar type
or of the purely software type, which offers a very high
15 level of protection against illegitimate attempts to read
the data contained therein.

Finally, to access an application, the systemnm
described does not require real time connection of the
terminal to any server other than that on which the

20 application may be partly executed. Although 1in the
embodiments shown in Figures 5, 7 and 8 the credentials
management module CMS can be installed on a server
independent of that in which the application is partly
executed, it nevertheless remains a fact that the

25 connection to the independent server is not necessary for
accessing the application. The system described 1is
therefore fundamentally different from password server
systems.

Also, the system described does not entail any

30 modification of existing servers, the only modifications
needed concerning the software to be installed on the
terminal (s) . The data processing system described
therefore considerably strengthens the security of
existing systems using authentication by static

35 credentials to access one or more applications.



accessing the application. The systemdescribed is therefore fundanentally
different from password server systens. Al so, the system described does
not entail any. 30-nodification of existing servers, the only nodifications
‘needed concerning the software to be installed on the termnal(s). The
~data processing system described therefore considerably strengthens the
security of existing systens using authggtlcatlon by static 35
credentials to access one or nore applications It goes without saying
that the enbodi nents described are nerely exanpl es which can be nodified,
in particular by substitution of technical equivalents, wthout departing
fromthe scope of the invention. For 5 exanple, the credentials could be
. updated, not as descrigbed onviHeOWEcasicon Nt ehbAtacddss t BmpRdiments

appl i cation Qrgaf k%daali’ree%‘éleém ngdahprespeliiiath hasn @lecapsedi £bed, asna
function of a nunber of events, counter can be increnented. on e%gﬁ
é tine

aut hent i cat iR rieguedt 1BYor Sﬁﬁséééﬁt&@@es§§ o tRe Rt edent PP VAR
of each autheiideat a@pawqugstmfm th@a@ho@iécecsﬁ thet Hewverrtadent i alFsy t he

content_of the counter js with a thr Id v nd

credenty al s HFERH f i Eb i f c[r}%é{eqdﬁrﬁae]sshol CdjO’\l/g‘lj as L}?eeaﬁceer%achltégg THE

t hreshol d cwménxﬂﬁé@hogm1sbhehabddasmmedenflMQthe apdased atothentine
of each SUCHSS ¢JA€ « Ayt he 3 gﬁﬁure e%fét%f}ﬂﬁe% tqa@'g%tﬂl%@ B8s

descri bed vu% rence t nmust be understood that the
expr essi on ék&m&ﬁﬁﬂn Hlug @%edilﬁuﬂﬁéléésd?fpﬁiO%U%%%rcKéin§V92§SdeS|§nates

the credential s, @sr sdgh EQa§%WQ%ﬁedﬂ@@ Qﬂﬂ&ﬂﬁﬂleé@tﬂeﬂﬁﬁﬂafﬂbn request
aut hentication vis-a-vis an ap |Cat one ]2% nore, s %ﬁet or pr|Vate
C

keys fH cal®ul adi r‘?@c%néCS?SﬁDrteo Clt 8erﬁ]f% e ETch. Fhe Hi5datihy SF t he
"credenti al Ladref efutetkito @boMen carduartef ore obonceach 2R @iddrer tchethe

CredentialSc9sé%ﬁ%£§fd/OEhge%g%£é§ Fgﬁvgﬂg counter is compared with
a threshold value and the credentials are modified if the
threshold value has been reached. The threshold can be

15 chosen so that the credentials are updated at the time of
each successful authentication in relation to an
application, as described with reference to Figure 6.

It must be understood that the expression
"credentials" used in the description and claims

20 designates the credentials as such (password, login name,
etc.) used for authentication vis-a-vis an application
and one or more secret or private keys for calculating
one or more credentials as such. The updating of the
"credentials" referred to above can therefore concern

25 either the credentials as such and/or secret or private

keys for calculating credentials as such.



keys f.or cal cul ating credentials as such. 23 CLAIMS 1. A data processing
.system for executing at |east one programto which access by a user is
controlled by . the-provision of credentials assigned to said user, said 5
'systemincluding: - at |east one term nal including data processing neans
«for executing at |east part of said program - first nmenory neans
associated with said program for storing.,at |least first credentials
specific to said 10 user, - access contiol means for authorizing access to
said programin response to a match between said first credentials stored
in said first nenory neans and second credentials applied via said
termnal to said program 15 and -at | east one security device personal to
_said wuser, associated with said t er m FEPINRq i ncl udi ng second nenory
means for secure storagedetasardcsecdnd; wredentiat sex@0uchagaeteriezed in
that said terminal (T) includes at _|east sonme of edent j epent
neans (CMWP) or’ﬁ%cPﬁ&%ﬁ)@‘.m -t%gﬁs}cfajora?%%sd? néyanad ??%%s%stt%:%g{:gggg%tl l's
adapted to rigesl pabdisécond fcrededmenilislst osedgnrdsdiad s@bd segend weroly
means (g@ aqg%%{gﬂspﬁélﬁ$§gggo sai d access control neans in response to
i t

presentation a reques access said program__and - credentials
updating neans for- s&f edeiawd] yoneorhfdidintg t hBCHBAEPSt | HhtAnBTPE&ESAG Y nt o

said first apeh,30rSeCORA-TEIREY hRABS sEFpaM: off ReWLradRMdml s repl aci ng
the credentials previously stored. 2. A g¥sten1 cc rdLEg t

oclaiml
characterized in Thatrshi AS§OLssTEoRPr 615 IR q9) “a éﬁ%ﬁ%eﬁrpgtam
aut hori ze acegssstersaigd 4 ogeasti Ifinesponsedéntident idpecific to said

10 user,

- access control means for authorizing access to
said program in response to a match between said first
credentials stored in said first memory means and second
credentials applied via said terminal to said program,

15 and

-at least one security device personal to said

user, associated with sald terminal and including second

memory  means for secure storage of said second

credentials,

20 characterized in that said terminal (T) includes at
least some of credentials management means (CMP)
including:

- means for reading and transmitting credentials
adapted to read said second credentials stored in said
25 second memory means (M) and transmit them to said access
control means in response to presentation of a request to
access saild program, and
- credentials updating means for selectively
commanding the generation and loading into said first and
30 second memory means (F, M) of new credentials replacing
the credentials previously stored.
2. A system according to claim 1, characterized in
that said access control means (9) are adapted to
authorize access to sald program in response to identity

35 of said first and second credentials.



35 of ,said-first and second credentials. 24 3. A systemaccording to

-either claiml or claim2, characterized in that said second nenory neans
(M are adapted to store a first identification code of said wuser, said
‘termnal (T) includes interface neans for 5 applying a second

«identification code to said personal security device (PSD) and access to
said personal security device is authori, éed in response to identity of
said first and second identification codés (PIN. 4. A systemaccording to
any of clainms 1 to 3, 10 characterized in that said credentials updating
means are adapted to generate said new credentials automatically and to
transmt themdirectly to said first and second, nenory neans (F,

_without communicat?ng BaiSdSnél Feekntral £ ¢ %%?%Fu§é?lm1 OT A G m
according top anynhetaetaried i@ Lhatchadiagt esc@ed nemdbhat msahd ¢Medents al s
managemnent means are softmare ans .fo art of rogr.am
( ACCT, ACS1;2 éet% ). ST ?ysFéﬁ1 cc ?%Pﬁgk g g 5 chaﬁgct r%&ed
in 20 that sséd, crmhecﬂntltaézsnupajhtlﬁ@ neansll(dEMD) mrt@raimm etheams gdéper at e

d | . |
and | oad new, yg%fgeﬂgaaa[ Ssbibfasaldelif £l 208hnS EBMOLY; dTBRAs sbhia 1M

consec orrzation access by sal d access con means.
7. A systemsecorting tevamg of (RIRA nsandt o agcesps dhar agdei z@GrisRNERat

sai d Credenté@éérﬂwaa%%% means, t K CMPY e@r ens ofdpries dreans; hegepepdent of
said program (ACC ~“ACS). 8. A systemaccording to clains 3 and 7,

characteri zetPi® ?h%%ts%Pﬁ E?%BBﬁtF§?§t&6&5?Fﬁ ERAES I INCVP) are adapted
to generate and | oad nzequ;rse:@nt haksrdnhg std d ahiyr s¢ f ard siecond nEROBY

TS 55 aolensPREERE A Yo ER v R ot S e L hogiig sote by
adapted to generate said new credentials automatically
and to transmit them directly to said first and second
memory means (F, M) without communicating said new
credentials to said user.

15 5. A system according to any of claims 1 to 4,
characterized in that said credentials management means
(CMP) are software means forming part of said program
(ACC1l, ACS1l; ACCZ, etc.).
6. A system according to claim 5, characterized in
20 that said credentials updating means (CMP) are adapted to
generate and load new credentials into said first and
second memory means (F, M) consecutively upon
authorization of access by sald access control means.
7. A system according to any o¢f claims 1 to 4,
25 characterized in that said credentials management means
(CMP) are software means independent of said program
(ACC, ACS).
8. A system according to claims 3 and 7,
characterized in that said credentials updating means
30 (CMP) are adapted to generate and load new credentials
into said first and second memory means (F, M)
consecutively upon validation of said identification code
by said validation means.
9. A system according to either claim 6 or claim

35 8, characterized 1in that said credentials management



35 8, .characterized in that said credentials nmanagenment A 25 neans (CWP)
.include neans for dating and loading into at |east one of said nenory
nmeans (M the .date-at which credentials are generated and inhibitor neans
(20) for aut hori zi ng generation of new credentials by said 5 updating
+nmeans only after a particular tinme has el apsed since the generation of
said credentials stored in said nenory ans (M. 10. A system accordi ng
to any of clainms 1 to 9, characterized ?ﬁ that said programis stored and
executed 10 wholly within said termnal (T) for |ocal execution of said
application. 11. A systemaccording to any of clains 1 to 9, <characterized
inthat it includes at |east one server (S) . and neans ﬁg%dfor transm tting

_dat a betweermeaie tEHMR nalnCImdeT) RS saPd Sertverd Tl t $a9d1ptegrdm i s
stored and gxgecut ehdapkl YsidSalethdef MuBahs( T)MandHear tikyei naisawthi cder ver
gSZbe?n?S;h épgéeggiglglEgﬁangggg¥a%%%nsaég)j%ﬁﬁlﬁ%iﬁpchgg%g m&ﬁ@)s%%%

authorizing generation of new <credentials by said

5 updating means only after a particular time has elapsed
since the generation of said credentials stored in said
memory means (M).

10. A system according to any of claims 1 to 8,
characterized in that said program is stored and executed

10 wholly within said terminal (T) for local execution of
said application.

11. A system according to any of claims 1 to 9,
characterized in that it includes at least one server (S)
and means (R) for transmitting data between said terminal

15 (T) and salid server, in that said program is stored and
executed partly in said terminal (T) and partly in said
server (8), and in that said first memory means (F) are

associated with said server (S).



