Description DATA PROCESSING SYSTEM AND DATA PROCESSING
METHOD Technical Field [0001] The present invention relates to a data
processing system and a data processing method for efficiently
distributing coupons using advertising media and for measuring the
effects of advertisement based on coupon use status. Background Art
[0002] Systems such as those of click-guaranteed advertisement on the
Internet allow the effects of advertisement to be measured. By contrast,
the systems of measuring the Bffggtrsioft%dovertisement have yet to make
their way into broadcast-type distribution sysr%ems such as television
broadcasts and digital signage. At present, in order to measure the
effects of measurement, ways are devised to display two-dimensional bar
codes o addiionat infermationsuchastetephorestuabersaod URLs
(Uniform Resource Locator) on advertising media including posters and
advertisement videos, or to distribute electronic coupons or the like at the
same time that advertisement contents are delivered. However,
ehaiséading thel additional information in advertisement contents may

[0001]

The present invention relates to a data processing
system and a data processing method for efficiently
distributing coupons using advertising media and for
measuring the effects of advertisement based on coupon

use status.

Background Art
[0002]

Systems such as those of click-guaranteed
advertisement on the Internet allow the effects of
advertisement to be measured. By contrast, the systems of
measuring the effects of advertisement have yet to make
their way into broadcast~type distribution systems such
as television broadcasts and digital signage. t present,
in order to measure the effects of measursment, ways are
devised to display two-dimensional bar codes or
additional informatiocn such as telephone numbers and URLs

(Uniform Resource Locator) on advertising media including

bt



shorten the time period in which to reproduce video advertisements or
may otherwise degrade the quality of the advertisement contents. And
where the additional information such as electronic coupons is distributed
independently as digital data at the same time that contents are
delivered, dedicated reception terminals are needed as receivers to
acquire the electronic coupons. This will limit users. [0003] In any case,
where coupons are distributed, it is necessary to prevent unlawful uses

such as illicit copying or falsification, of the coupons. 004]r nwhile,
tﬁ%sé:ﬁ;ﬂ?ca%?cgrcgéoéd: in fapa%ese %’a?er‘nt aid- ope% Rlo % e\’33»1398

sofme fechniques as related art relatgd to,the present. application, .

Disclosure of Invention [0005] The present invention has been made in

VM@E%E@e%@xbx@ve&hr@@msga@%s,&é@@@@@&ect&i‘deeéa\;e@mmmg
provide a data processing system and a data processing method capable

of efficiently distebhuting’ couponssusinyg advertising:media andwdnts may
measuring the effects of advertisement based on coupon use status.
shorten the time period in which to reproduce video
advertisements or may otherwise degrade the guality of
the advertisement contents. And where the additional
information such as slectronic coupons is distributed
independently as digital data at the same fTime that
contents are delivered, dedicated reception terminals are
needed as recelvers to acgulre the electrenic coupons.
This will limit users.

[0003)]

In any case, where coupons are distributed, it is
necessary to prevent unlawful uses such as i1llicit
copying or falsification c¢f the coupons.

(00041

Meanwhile, this applicant proposed in Japanese

Patent Laid-open No. 2006-331398 some techniques as

related art related to the present application.

Disclosure of Invention

[000:
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The present invention has been made in view of the



[0006] Another object of the present invention is to provide a data
processing system and a data processing method capable of preventing
illicit uses of coupons when these coupons are distributed. [0007] A data
processing system according to the present invention includes:
advertising media for providing advertisement data in which coupon ID
data attached to each of coupons is embedded as a watermark; a
terminal device including acquisition means for acquiring the
advertisement datgél provided by the adverfising media,_ extraction Cr)rgiea%s
f&r gﬁ?a&i‘nrgcfh%scgﬂlpcc?ns D ata from TRe Advertisement data acquire

by the acguisition means, . searestgrage means-for stofing.terminaldB; ng
data as well as the coupon ID data extracted by the extraction means,
termingksidecommusication meansifor ragsmittingithe coupemtDdatac
and the terminal ID data held in the secure storage means, and
terminalksidernoneantact=3:dcomMmurication myeants:for frarsmitting the
coupon ID data and the terminal ID data held in the secure storage
rRESIEE BletiempticrRdevicelinSldiiy rédiem stichi-8ile noncontact
communication means for receiving the coupon ID data and the terminal
10 Y3E% transmitted from the

Another object of the present invention is to
provide a data processing system and a data processing
method capable of preventing i1llicit uses of coupons when
these coupons are distributed.

[CO0T]

L data processing system according to the present
invention includes: advertising media for providing
édvertisement data in which coupon ID data attached to
each of coupons is embedded as a watermark; a terminal
device including acquisition means for acguiring the
advertisement data provided by the advertising media,
extraction means for extracting the coupon ID data from
the advertisement data acguired by the acgulsition means,
secure storage means for storing terminal ID data as well
as the coupon ID data extracted by the extraction means,
terminal—-side communication means for transmititing the
coupon ID data and the terminal ID data held in the

secure storage means, and terminal-side noncontact



terminal-side noncontact communication means of the terminal device,
and redemption-side communication means for transmitting a log in effect
when any of the coupons related to the coupon ID data is redeemed,
whereby the coupons related to the coupon ID data are redeemed; and a
coupon management device including management means for managing
the coupons in relation to the coupon ID data, and management-side
communication means for receiving the redemption logs transmitted from

the redem(g)tionocljle\xliri(éea o) d%s to r%na%% tthce. receJ'C\@ed Igg&muosli}nqhghe ata
rﬁgﬁ’fanélélrﬁeﬁ%eans. c]”lﬁ\/leanvl\rllhl €, a data processing met odj

accarding to. the, present inventiondngludes.the steps,ot using » ;e
advertising media to provide advertisement data in which coupon ID data
attached te each-abequponsis;armbedded asna walesmark, Gausinga
terminal device to acquire the advertisement data provided by the
afdveriising mediaptmrextract the ceupen D data fronv they acgeiredupen
advertisement data, and to store the extracted coupon ID a data into
séBurastoragé nieans aaciRs|Idsefihiial 1D 2a4tR! Fécsiving e Cbupon
ID data and the terminal ID data transmitted from the terminal device,

ideriying L e E6uPORS POART to tREEEtToh 1 Halis HWY Fandihifiting to

aéé%‘f%g qgg §9§¥Wﬂ?'%% é%%g}on-side communication means

for transmitting a leg in effect when any of the coupons
related to the coupon ID data ls redeemed, whereby the
coupons related to the coupen ID data are redeemed; and a
coupon management device including management means for
managing the coupcns in relation to the coupon ID data,

and management-side communication means for receiving the
redenption logs transmitted from the redemption device so
as Lo manage the received logs using the management means.
[0008]

Meanwhile, a data processing method according to
the present invention includes the steps of: using
advertising media to provide advertisement data in which
coupon ID data attached to each of coupons is embedded as
a watermark; causing a terminal device tc acguire the
advertisement data provided by the advertising media, to
extract the coupcn ID data from tThe acguired

advertisement data, and to store the extracted coupon ID



effect when any of the coupons related to the coupon ID data is
redeemed; and causing the coupon management device to manage the
terminal ID data and the redemption logs in relation to the coupon 1D
data. J0009] Advantageous Effects According to the present invention,
advertisement data in which coupon ID data is embedded is provided, so
that ordinary media such as display devices and the like may be utilized
as advertising media. And the extracted coupon ID data is stored into the

ot 0 f’%‘l@gs?e@%é‘?s%@fl Dolds, the terminal, D data, se é%&ﬂg‘ awyl

copying and distribution of the coupon ID data can be prevented.
Furthermare, redemptign legs, g managedkingelationsto: shencouponiD
data, which makes it possible to identify the attributes of advertisement
viewers-aae sherebyof implenhent:a: highty keligdie. method for m@asuping
the effects of advertisement. 5 Brief Description of Drawings [0010] [FIG.
1 HGs pipandewsshowidg Bestilictufresbatatd prokessitgcsystem to

which the present invention is applied. , '
transmitting to a coupon management device a log in

effect when any of the coupons related to the coupon ID
data is redeemed; and causing the coupcn management
device to manage the terminal ID data and the redemption
logs in relation to the coupon 1D data.
[0009]
kdvantageous Effects

According to the present invention, advertisement
data in which coupon ID data is embedded is provided, so
that ordinary media such as display devices and the like
may be utilized as advertising media. And the extracted
coupon ID data is stored into the secure storage means
that holds the terminal TD data, so that unlawful copying
and distribution of the coupon ID data can be prevented.
Furthermore, redemption logs are managed in relation to
the coupon ID data, which makes it possible to identify
the attributes of advertisement viewers and thereby Lo
implement a highly reliable method for measuring the

effects of advertisement.



[FIG. 2] FIG. 2 is a block diagram of a coupon ID management device
used by the data processing system to which the present invention is
applied. [FIG. 3] FIG. 3 is a block diagram of an advertisement video data
creation device used by the data processing system to which the present
invention is applied. [FIG. 4] FIG. 4 is a block diagram of a mobile phone
device used by the data processing system to which the present
invention is applied. [FIG. 51 FIG. 5 is a view showing how coupon 1D

ata s a%geqéuwed QX trllle O@Olﬂ!@ eitlones device capturing advertisement

video d Fsrpjfgye(fon a dlsp?ay dévice. [FIG. 6] FIG. 6 is a block

df’@@rﬁp’]‘ of a coupon management 6 device used by the data processing
system to which the present invention is applied. [FIG. 7] FIG. 7 is a block
diagram of a redemption device used by the data processing system to

which the present invention is applied.

FIG. 1 is a view showing a structure cf a data
processing system to which the present invention is
applied.

[FIG. 2]

FIG. 2 is a block diagram of a coupon ID management
device used by the data processing system to which the
present invention is applied.

[FIG. 3]

FIG. 2 is a block diagram of an advertisement video
dataz creation device used by the data processing system
to which the present invention is applied.

[FIG. 4]

FIG. 4 is a block diagram of a mobile phone device
used by the data processing system to which the present
invention is applied.

[FIG. 5]

FIG. 5 is a view showing how coupon ID data is

acguired by the mobile phone device capturing

advertisement video data displayed on a display device.

FIG., 6 is a block diagram of a coupon managygement



[FIG. 8] FIG. 8 is a block diagram of an electronic commerce device used
by the data processing system to which the present invention is applied.
[FIG. 9] FIG. 9 is a flowchart showing a procedure of the data processing
system to which the present invention is applied. [FIG. 10] FIG. 10 is a
view showing a process by which the mobile phone device acquires the
coupon ID data from the advertisement video data displayed on the
display device as part of the data processing system to which the present

invention i§5% plied.. FeIG a1T,1 F s avie owing cess by,
inuenton inaapiarl [ G4 PG, LLIs adew showing & procens Oy

mobile"phone device acquires encrypted coupon data as part

(éggg data processing system,to which the present 7 invention is applied.
[FIG. 12] FIG. 12 is a view showing the process of a first example of

regemption in which a user having acquired a coupon data 93 uses the
coupon as part of the data processing system to which the present
invention &G. 7 is a block diagram of a redemption device
used by the data processing system to which the present
invention is applied.

[FIG. 8]

FIG. 8 is a block diagram of an electronic commerce
device used by the data processing system to which the
present invention is applied.

[FIG. 9]

FIG. 9 is a flowchart showing a procedure cof the
data processing system to which the present invention is
appiiéd.

[FIG. 107

FTG. 10 is a view showing a process by which the
mobile phone device acguires the coupon ID data from the
advertisement video data displayed on the display device
as part of the data processing system tc which the

present invention is appiled.

FIG. 11 is a view showlng a process by which the
mobile phone device acqguires encrypted coupon data as

part of the data processing system to which the present



applied. [FIG. 13] FIG. 13 is a view showing the process of a second
example of redemption in which the user having acquired the coupon
data 93 uses the coupon as part of the data processing system to which
the present invention is applied. [FIG. 14] FIG. 14 is a view showing the
process of a third example of redemption in which the user having
acquired the coupon data 93 uses the coupon as part of the data
processing system to which the present invention is applied. [FIG. 15]
EIF(%F@%l is a vges\/v sgowjré%the process of a fourth example of redemption
in‘Which the u”’“ser?fa%l'n*g acquired the coupon data 93 uses the coupon as

part of the.data processing system to which the present invention is 8
applied. [FIG. 16] FIG. 16 is a view showing the process of a fifth

example ef redemptien in which thesugerchaving @equited the eouporst
data 93 uses the coupon as part of the data processing system to which
thepresenvifvertiemjs-ion in which a user having acguired a
coupon data 93 uses the coupon as part of the data
processing system to which the present invention 1is
applied.

[FIG. 131

FIG. 13 is a view showing the process of a second
example of redemption in which the user having acquired
the coupon data 93 uses the coupon as part of the data
processing system to which the present invention 1is
appliied.

[FIG. 14]

PIG. 14 is a view showing the process of a third
example of redemption in which the user having acquired
the coupon data 93 uses the coupon as part of the data
processing system to which the present invention is
applied.

[FIG. 15}

(81

FIG. 15 is a view showing the process of a fourth
example of redemption in which the user having acquired
the coupon data 93 uses the coupon as part of the data

processing system to which the present invention Lis



applied. Best Mode for Carrying Out the Invention [0011] As shown in
FIG. 1, a data processing system 1 to which the present invention is
applied is a system that distributes coupons of an advertiser using
systems of advertisement video distribution. The data processing system
I includes a coupon ID management device 10 that manages coupon 1D
data for identifying the coupons issued by the system 1, an advertisement
video data creation device 20 that distributes advertisement video data in
Whicpith% issued coupon ID data is embedded as a watermark, a display
device 30 that reproduces and displays the advertisement video data in
whieh thegwatermark is embedded, a mobile phone device 40 which is
owned by a user viewing the advertisement video on the display device
30 and which.extracts the watermark:from 9ithe ndverisementavided data,
a coupon management device 60 that manages the issued coupon data,
eregemption deviesu70ithat tedebrhsthé eBupsn actaited byfas&s
and an electronic commerce device 80 that supports electronic

Comimere® Whetehy tife usEFpurctaseS Biotuéts Bhtthe TAtetrst SF e
like. LOOlZ

Dro essgng system to which the present invention is

applied.

Best Mode for Carrying Cut the Inventiocn
[0C11]

As shown in FIG. 1, a data processing system 1 to
which the present invention is applied is a system that
distributes coupons of an advertiser using systems of
advertisement videc distripution. The data processing
system 1 includes a coupon ID management device 10 that
manages coupon 1D data for identifying the coupons issued
by the system 1, an advertisement video data creation
gevice 20 that distributes advertisement video data in
which the issued coupon ID data is embedded as a
watermark, a display device 30 that reproduces and
displays the advertisement videc data in which the
watermark is embedded, a mobile phone device 40 which is
owned by a user viewing the advertisement video on the

display device 30 and which extracts the watermark from



The coupon ID management device 10 issuing the coupon ID data is
made up of a computer such as an ordinary server device and managed
illustratively by an advertising agency. As shown in FIG. 2, the coupon ID
management device 10 includes a coupon ID database (DB) 11 typically
composed of a large-capacity hard disk on which is established a
database relating issued coupon ID data to coupon data, a coupon ID
issuance section 12 that issues coupon ID data, a distribution information

input section 13 that admits from the cqupg e evice
oo e A bnent vilos At craaton. davise 5o Maben
igformation.abautthe. adverisement yigdes, data in, which-coupan I, data
IS embedded as a watermark, and a redemption log input section 14 that
admits a redemptiondeg-given when-the eoupenciatads redeemedsyrthe
coupon management device 60 or by the redemption device 70. 10 0013]
Theiceupen ¢D database established onithe coupomD database (DB) 11
stores the issued coupon ID data in relation to the coupon data defined in
tERRS BF PROGUGCBIREBHRtYRRT Fher $Se cifs the BidtAB ok TOI1CTS
information including the dates_and times at which advertisement video

dilta Was dRUTHRES, &id the +25=-
[0012]

The coupon 1D management device 10 issuing the
coupon ID data is made up of a computer such as an
ordinary server device and managed illustratively by an
advertising agency. As shown in FIG. 2, the coupon ID
management device 10 includes a coupon ID database (DB)
11 typically composed of a large-capacity hard disk on
which is established a database relating issued coupon ID
data to coupon data, a coupon ID issuance section 12 that
issues coupon ID data, a distribution information input
section 13 that admits from the coupon ID management
device 10 or from the advertisement video data creation
device 20 distribution information about the
advertisement video data in which coupon ID data is
embedded as a watermark, and a redemption log input
section 14 that admits a redemption log given when the
coupon data is redeemed by the coupon management device

60 or by the redemption device 70.

10



redemption logs including the dates and places of coupon acquisition by
users, dates and times of coupon use by the users, places of coupon use
by the users, and user attribute information. [0014] Meanwhile, the
distribution information is information that is input from the distribution
information input section 13 after the coupon ID data has been issued.
The distribution information input section 13 admits distribution schedule
data defined by the advertisement video data creation device 20 as the
er':%tBiEg ion information over the network. The distribution information thus
input’is stored onto the coupon ID database in relation to the coupon ID

data. [0033]Further, thegedemptionogs.are infermation whieh dngjudes:p

the dates and times of coupon acquisition by 11 users, places of coupon
agguisifion by uisers,dates-and times etceupon-usebythedisess,iplaces
of coupon use by the users, and user attribute information. A redemption
lag:issinfarmatior: tatds input friom aheeédemption |6g inputdectioritg
when a coupon has been used by a user, i.e., when a coupon is
redesmet - FhanederftonslbgaRpUc Sectiof 14 &fhits Yédémption logs

transmitted over the . . , :
information including the dates and times at which

advertisement video data was distributed, and the
redemption logs including the dates and places of coupon
acquisition by users, dates and times of coupon use by
the users, places cof coupeon use by the users, and user
attribute information.

[0014]

Meanwhile, the distribution informatiocn is
information that is input from the distributicon
information input section 13 after the coupon ID data has
been issued. The distribution information input section
13 admits distribution schedule data defined by the
advertisement videc data creation device 20 as the
distribution infermation over the network. The
distribution informaticn thus input 1s stored cnto the
coupcon ID database in relation to the coupon ID data.
[oo1s1]

Further, the redemption logs are information which

includes the dates and times of coupon acguisition by

11



network by the coupon management device 60 or by the redemption
device 70 periodically or as needed. The input redemption logs are stored
in relation to the coupon ID data. lllustratively, the dates, times and
places of coupon acquisition by users and the users' attribute information
are input from the coupon management device 60; the dates, times and
places of coupon use by the users are input from the redemption device
70. [00161 As described, by resorting to the coupon data, distribution
information],band redlgmcption Ir(l)gas sto_regL. iQi Cr}t?,{a ionlgoséhescog%%n éDadnaCt{a
of the dafabase; itis pggﬁgle {0 Fihd when and where the' issted
GoUpoDSYere, '@Qea%dguw%@- The findings providednformation that
may be offered to the advertiser as advertisement measurement
infeemationdndicative 0f the effects.efe adverisemanin 12 [D014likon on
issuance of the coupons to be distributed using advertisement video data,
the gouponriboissnance séctionik? attaches coupomdD datartethen log
coupon data of each coupon so that the distribution information and
rédemptionddgsinvolved miay:be THEATAY ST i Fet&tion &5 the CotipbRIDY

data on the above-mentioned database. When , . ‘
i.e., when a coupcon 1is redeemed. The redemption log input

section 14 admits redemption logs transmitted over the
network by the coupon management device &0 or by the
redemption device 70 periodically or as needed. The input
redemption logs are stored in relation to the coupon ID
data. Illustratively, the dates, times and places of
coupon acqguisition by users and the users’ attribute
information are input from the coupen management device
650; the dates, times and places of coupon use by the
users are input from the redemption adevice 70.

[0016]

As described, by resorting to the coupon data,
distributicen information, and redemption logs stored in
relation to the coupcn ID data on the database, it is
possible te find when and where the lssued coupons were
acquired and used., The findings provide information that
may be coffered to the advertiser as advertisement
measurement information indicative of the effscts of

advertisemant.



the coupon ID data is issued in relation to the coupon data of the issued
coupons, the coupon ID data and the coupon data are related to one
another before they are supplied to a coupon database of the coupon
management device 60 over the network or through recording media so
that the coupon management device 60 may verify the coupon ID data.
[0018] Here, according to the present invention, only the coupon ID data
is distributed to prevent unlawful use. In addition, the size of the data to
kL Ied is reduced so that the amount of the data to be processed by
the” mobile phone device 40, redemption device 70, etc., may be limited.

The coupan D dataissued by theLouponib. issuance seation-d2isithen
supplied to the advertisement video data creation section 20 over the

Refwerk of hreugh recordingimedia k3 [0019] Asushown in HGu3ntie
advertisement video data creation device 20 is a device which is
rmanaged byars ahvertising agericyy 8 T station ofthedikecand WHich o
includes an advertisement video data input device 21 that admits

apvArtisEHBAvigR0 dRA prBfidet By advértisars: b Byhe divetiSing

agency, a coupon ID ipput device 22
égde%pthﬁp logs 1 volveg may be managed in relation to

the coupon ID data on the above-mentioned database. When
the coupon ID data is issued in relation to the coupen
data of the issued coupons, the coupon ID data and the
coupon data are related to one another before they are
supplied to a coupon database of the coupon management
device 60 over the network or through recording media so
that the coupon management device 60 may verify the
coupon ID data.

[0018]

Here, according to the present inventicon, only the
coupon ID data is distributed toc prevent unlawful use. 1In
addition, the size of the data to be handled is reduced
so that the amcunt of the data to be processed by the
mobile phone device 40, redemption device 70, etc., may
pe limited. The coupon ID datz issued by the coupon 1D
issuance section 12 is then supplied to the advertisement
video data creation sectilon 20 over the network or

through recording media.



that admits the coupon ID data supplied by the coupon ID management
device 10, an image processing device 23 that embeds the coupon ID
data in the advertisement video data as a watermark, and a distribution
device 24 that distributes the advertisement video data in which the
coupon ID data is embedded. [0020] The advertisement video data input
device 21 is illustratively a recording medium reproduction device such
as a VTR, a DVD (Digital Versatile Disc) player or the like. As such, the
a%{gg isement video data input device 21 reproduces advertisement
video data from recording media such as magnetic tapes or DVDs

delivered Ay the.gdvertises @r by theadvertising agency+and suppliesthe
reproduced data to the image processing device 23. [0021] 14 The

cedpaniBrnput-device?2 is magewip-of atiSB WUnivessalserialBus)
memory reader, a memory card reader or the like. As such, the coupon
|Bdnputdevice 229 supplies th& image processing:device23 withithech
coupon D data which is read from the USB memory, memory card or the
like provided By HeVCUIIGTIY Managiife ACdevieE 8t of WhiclE has beeh
supplied over the network, . . ‘
admits advertisement videc data provided by advertisers
or by the advertising agency, a coupon ID input device 22
that admits the coupon ID data supplied by the coupon ID
management device 10, an image processing device 23 that
embeds the coupon ID data in the advertisement video data
as a watermark, and a distribution device 24 that
distributes the advertisement videc data in which the
coupcn ID data is embedded.
[¢020]

The advertisement video data input device 21 is
illustratively a recording medium reproduction device
such as a VTR, a DVD (Digitel Versatile Disc) player or
the 1like. As such, the advertisement video data input
device 21 reproduces advertisement video data from
recording media such as magnetic tapes or DVDs delivered
by the advertiser or by the advertising agency, and
supplies the reproduced data to the image processing

device 23.

[0021]

14



[00221 The image processing device 23 is an encoding device that
performs compression encoding suitable illustratively for digital television
broadcasts or for Internet distribution. Through a series of steps of
compressing encoding, the image processing device 23 embeds the
coupon ID data as a watermark in the advertisement video data. For
example, where the advertisement video data coming from the
advertisement video data input device 21 is encoded using the MPEG

(Moving Picture Coding Rxneits, Grauy/Maving Picture [Experts Grouph2

or MPEG-4 standard, the image processing device 23 adds

effarearecting.code te the caupen IDdatafromathecaupon iR iNpader
device 22 using the high- frequency component of the so-called DCT
(Piscrete Cogine Transfenm) eoefficienpohtaimed aptite tisreioferiéoding,
and embeds the coupon ID data furnished with the error 15 correcting
coderds: the Waterbmarke [0023FARGINALIVEN ifdhe Vided Bohteht efuron
advertisement is distributed uncompressed as digital signals, the coupon
BRI 1€ eribetteFintg Mariél didperdsin e dyacd 8Ba R each’

sampled value of the video signals making yp the advertisement,videq,

or which has been supplied over the network.
[CO22Z]

The image processing device 23 1s an encoding
device that performs compression encoding suitable
illustratively for digital television broadcasts or for
Tnternet distribution. Through a series of steps of
compressing encoding, the image processing device 23
embeds the coupon ID data as a watermark in the
advertisement video data. For example, where the
advertisement video data coming from the advertisement
video data input device 21 1s encoded using the MPEG
iMoving Picture Coding Experts Group/Moving Picture
Experts Group)-2 or MPEG-4 standard, the image processing
device 23 adds error-correcting code to the coupon ID
data from the coupon ID input device 22 using the high-
frequency component of the sco-called DCT (Discrete Cosine
Transform) coefficient obtained at the time of encoding,

and embeds the coupen ID data furnished with the error-

15



content, i.e., in the least significant bit or in a few bits down to the least
significant bit of each of the pixels involved. 0024] Also, the position in the
frame in which to embed the coupon ID data is in one or a plurality of
suitably located so-called macro blocks for easy reproduction of the
coupon ID data. If the number of bytes in the coupon ID data is large,
then a plurality of macro blocks nearby are used. And illustratively, in
order to extract the coupon ID data embedded as a watermark, a frame is
%rgvi:deqcforg alignment of the domain where the coupon ID data is

émbed ea.‘&urtﬁermore, in ‘consideration of the display to be captured by
the fgbile phone device 40, the coupon ID data is embedded in a
p[lurality of positions inside the frame. The number of frames in which to
embed the eeupaniPdata, ie., the lengtb{ottmeyof 16:advertisement,
may span the entire advertisement. However, since there are cases
wehierera pluratitytofiprodistsrake: ey ertisethipra sirngffe adveritiserdent, the
coupon ID data should preferably be embedded in the frame in which the
préduetin. quiéstiorriskisplayed (0025 THERGSLITh B datd Hue=~

embedded in the frequency

dispersed 1in tge space domain, in each sampled value of
the video signals making up the advertisement video
content, i.e., in the least significant bit cr in a few
bits down to the least significant bit of each of the
pixels involwved.

[0024]

Blso, the position in the frame in which to enmbed
the coupon ID data is in one or a plurality of suitably
located so-called macro blocks for easy reproduction of
the coupon ID data. If the number of bytes in the coupon
ID data is large, then a plurality of macro blocks nearby
are used. And illustratively, in order to extract the
coupon 1D data embedded as a watermark, a frame 1s
provided for alignment of the domaln where the coupon ID
data is embedded. Furthermore, in consideration of the
display to be captured by the mobile phone device 40, the
coupon ID data is embedded in a plurality of pesitions
inside the frame. The number of frames in which to embed

the coupon ID data, i.e., the length {of time) of

1o



domain or in the space domain remains invisible to the end user. [0026]
Meanwhile, where advertisement video data is in analog form, the image
processing device 23 converts the coupon 7D data into an image signal:,
_.e., creates graphic images of numerals and symbols constituting the
coupon ID data, and places these graphic images in unobtrusive
positions such as at the bottom or in a corner of the frame so as to
overlay or superimpose the images in the advertisement video signal.

gg%gé@'%%ggéueﬁgm%%@ coupqn, 1D dataissibletg the user Theve

vertisement video data in this case may alternatively be in digital form.
[0027] The.advertisernent vidgo-datafor distribution, ¥t whieh.tbeLoupon
ID data is embedded as described above 17 by the image processing
deviee 23sisifarwasded taihe disteibutiorrdenice 24.<ThedistribUtioriata
device 24 may illustratively be a transmission device for digital television
broadtdstsy fdicatdloy television Breatcasts ot fér saR ke brbadeastsor
a computer or a server furnished with a modem for the Internet, with a
LENEFE for theEthéfTet bf WtPBRIG¥E8ss LAN card and

[0025]

The coupon ID data thus embedded in the fregquency
domain or in the space domain remains invisible to the
end usear,

[0026]

Meanwhile, where advertisement video data is in
analog form, the image processing device 23 converts the
coupeon ID data into an image signal, i.e., creates
graphic images of numerals and symbols constituting the
coupon ID data, and places these graphic images in
unobtrusive positions such as at the bottom or in a
corner of the frame so as to overlay or superimpose the
images in the advertisement video signal. The overlaid or
superimposed coupon ID data is visible to the user. The
sdvertisement video data in this case may alternatively
be in digital form.

(00271
The advertisement video data for distribution, in

which the coupon ID data is embedded as described above

17



connected to the Internet. Also, the distribution device 24 is a device that
records video signals to recording media such as VTRs, CD recorders
and DVD recorders. And the distribution device 24 supplies the display
device 30 with the advertisement video data for distribution in which the
coupon ID data is embedded in a manner suitable for distribution through
transmission media such as broadcasts or distribution over the Internet or
by use of recording media. [0028] The display device 30 shown in FIG. 1

B ant.ane of Jarge aad small digplay deviges et uB o pUBG spaces.e

doors, at trainstations, or in shops. lllustratively, the advertisement
video data embeddad withthe cauponiil atadistihutedsby dhe 4 nay
distribution device 24 is received by the display device 30 and stored onto
itst internalthard disk forarepraditetionsanc display-acdording. 48 ta 1
designated schedules. [0029] For the data processing system 1 above,
the luser §s can persoriwhe Miews the advérisehiermWides daks BefRrsts
reproduced by the display device 30 when passing nearby. The user who

gwind BE nidiiatesithe mbbite phond devicé 36 °C4T atquité the TotPon ID

%%%éqg%é e&f%ﬁ“?%ﬁﬁﬁ%xﬁbr the Internet, with a LAN caxrd

for the Ethernet or with a wireless LAN card and
connected to the Internet. Alsc, the distribution device
24 is a device that records video signals to recording
media such as VTRs, CD recorders and DVD recorders. And
the distribution device 24 supplies the display device 30
with the advertisement video data for distribution in
which the coupcn ID data is embedded in a manner suitable
for distribution through transmission medla such as
roadcasts or distribution over the Internet cor by use of
recording media.

(00283

The display device 30 shown in FIG. 1 is any one of

large and small display devices set up in public spaces,
outdoors, at train stations, or in shops. Illustratively,
the advertisement video data embedded with the coupon ID
data distributed by the distribution device Z4 is
received by the display device 30 and stored onto its

internal hard disk for reproduction and display according
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video data being displayed on the display device 30. [0030] More
specifically, as opposed to the functionality of ordinary mobile phones, the
mobile phone device 40 has the capability to extract a watermark as
shown in FIG. 4. The mobile phone device 40 includes an image pickup
section 41 for taking images of an object and a watermark extraction
section 42 for extracting the watermark from the image data captured by
the image pickup section 41. [0031] The image pickup section 41

contains .a plurality of, le nd pickup devices such as CCD
(E%ac?geésg(ﬁg&%]%é %?/?ccgelg?ge%ment or CMOS (Complementary
I\/ﬂ%@i@xide Semiconductor) . The image pickup section 41 performs
predetermined image processing and A/D conversion processing before
storing the capturediimage-data=intd agnensseaure mémory, 45h%9 {6632]1s
Also, where the advertisement video data displayed on the display device
39 isdo encaptured swhiletare applicatio A foccdptuling adverisetiéRt
video data is being activated on the display device 30, a particular
JERRIABIIAE duvetiserfiéAPviidothiia Whetd tHe Toupon® I date i Y -

e%nh%edugseedrlsw%%ptg&ends bgghrenérrqggeee é) I(%l}%ljéj moblle phone device 30

can acquire the coupon ID data from the advertisement
video data being displaved on the display device 30.
[0030]

More specifically, as cpposed to the functionality
of ordinary mobile phones, the mobile phone device 40 has
the capability to extract a watermark as shown in FIG. 4.
The mobile phone device 40 includes an image pickup
section 41 for taking images of an object and a watermark
extraction section 42 for extracting the watermark from
the image data captured by the image pickup section 41.
(00311

The image pickup section 41 contains a plurality of
lenses and pickup devices such as CCD (Charge-Coupled
Devices) element or CMOS (Complementary Metal-Oxide
Semiconductor). The image pickup section 41 performs
predetermined image processing and A/D conversion
processing before storing the captured image data into a

non-secure menory 45.
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section 41. The captured data is compression-encoded using the JPEG
(Joint Photographic Expert Group) standard or the like before being
stored into the non-secure memory 45. As described, where
advertisement video data is to be acquired by the image pickup section
41 acting as acquisition means, the image pickup section 41 takes an
image of the inside of a frame 36 for alignment of the advertisement video
data displayed on the display device 30, i.e., the domain in which the
Wﬂ; ID data is embedded as a watermark, as shown in FIG. 5. [0033]
en P1e application for capturing advertisement video data is being

activated opthe display device 30. and when the,advertigament videa: yed
data displayed on the display device 30 is captured, the watermark

extragtionasegtion 423 exiracts froms theccaptucec image daita tke scoupon
ID data embedded as the watermark. 20 0034] More specifically, the
watpimark éxtraction sectionr 4Zakighsthc saptared picigre dateawis
respect to the captured frame 36 by correcting size, inclination, and
drstbRibrRfrbAT SIaREWIRE pitfurét8king AriteBy afigning théfEcr6 bidck
where the coupon ID data was embedded by the image processin
RURE23 i tHe BTGB Vilgo * o0 G ce WEEEE <ic ibhpon

D data is embedded is captured by the image pickup
section 41. The captured data 1s compression-encoded
using the JPEG (Joint Photographic Expert Group) standard
or the like before being stored into the non-secure
nmemory 45. As described, where advertisement video data
ig to be acquired by the image pickup section 41 acting
as acquisition means, the image pickup section 41 takes
an.image of the inside of a frame 36 for alignment of the
advertisement video data displayed on the display device
30, i.e., the domain in which the coupon ID data is
embedded as a watermark, as shown in FIG. 5.
[G033]

When the application for capturing advertisement
video data is being activated on the display device 30
and when the advertisement video data displayed on the
display device 30 is captured, the watermark extraction
section 42 extracts from the captured image data the

coupon ID data embedded as the watermark.
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data upon encoding, with the macro block of the picture data captured by
the image pickup section 41, before extracting the coupon ID data from
the high-frequency component of the so-called DCT coefficient obtained
upon encoding and further carrying out error correction processing,
whereby the coupon ID data is extracted. [0035] Also, when the video
content of advertisement is distributed uncompressed as a digital signal,
the above- mentioned frame 36 is used to perform correction processing

fom{éignment. Thereafter, each sampled value of the picture signal, i.e.,
th dt significant bit or a few bits down to the least significant bit of

each of the pixelsinvolved.are extiacted, and.eurr corestion Jprogessingr,

is carried out, whereby the coupon ID data is extracted. [0036] 21
Ryrtharmore, where the advertiserentvidee data i inanateg farm, e
graphic picture composed of numerals and symbols constituting overlaid
af stiperisapasedreodpoi viD:-dateeisExtacted throughla charfagter and
recognition process. The coupon ID data is then extracted from the
@ﬁﬁﬁmgjggﬂﬂﬁggmjgkgqﬂyﬁq@ picture-taking and by aligning
the macro block where the coupon ID data was embedded by
the image processing device 23 in the advertisement video
data upon encoding, with the macro block of the picture
data captured by the image pickup sectiocn 41, before
extracting the coupon ID data from the high-frequency
component of the so-called DCT coefficient obtained upon
encoding and further carrying out error correction
processing, whereby the coupon ID data is extracted.
[0C35]

2lso, when the video content of advertisement is
distributed uncompressed as a digital signal, the above-
mentioned frame 36 is used to perform correction

processing for aligmment. Thereafter, each sampled valiue

of the picture signal, i.e., the least significant bit or

(W)

few bits down to the least significant bit of each of
the pixels involved are extracted, and error correction
processing is carried out, whereby the coupon ID data is
extracted.

[0036]



Also, the mobile phone device 40 includes a system OS section 43 that
manages the device as a whole, a decryption engine 44 that decrypts
distributed coupon data that has been encrypted, and the non-secure
memory 45 that doubles as a system memory. 0038) The system OS
section 43 managing the device as a whole illustratively allows an
operation section 51 to transmit a call request signal corresponding to a
telephone number through a terminal-side communication interface 49,
and transmits the coupon I%data e,xtractgver)é the Wat%rr@gr %xtcriagct'goni S

42 along alftﬁtrﬂ%‘t%?mlrfal LRSSl

data heldin a secure memory 48, to be

déscusr%s st%mf%gh{%ﬁem al-side sommupnication intesface 49,0

the coupon management device 6 in order to acquire coupon data. And
the Qogssecure memory Ab-isthasically:a nonsrevwitable mesaery thatpon
stores the picture data 22 captured by the image pickup section 41 as well
asrthezcaupen data #r eadrypted foim sorrespending tothe coupdnniD
data transmitted from the coupon management device 60. The decrygtion
engine44 dedhyptsthecencriyptetisupon data trnshfite8%rom the &
coupon management device 60 through the terminal-side communication
iMEFaee ¥ GIAGAE dotipbna®r data extracted by the watermark

[0037]

Ziso, the mobile phone device 40 includes a systen
0S8 section 43 that manages the device as a whole, a
decryption engine 44 that decrypts distributed coupon
data that has been encrypted, and the non-secure memory
45 that doubles as a system memory.
(00381

The system 03 section 43 managing the device as a
whole illustratively allows an operation section 51 to
transmit a call request signal corresponding to a
telephone number through a terminal-side communication
interface 49, and transmits the coupon ID data extracted
by the watermark extraction 42 along with the zerminal ID
data held in a secure menmory 48, to be discussed later,
through the terminal-side communication interface 49 to
the coupon management device 60 in order to acquire
coupon data. And the non-secure memory 45 is basically a

non~rewritable memory that stores the picture data
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extraction section 42 and the terminal ID data held in the secure memory
48. [0039] Furthermore, the mobile phone device 40 includes a
non-contact communication OS section 46 as the means for conducting
short or near distance non-contact communications such as RFID (Radio
Frequency ldentification System) or NFC (Near Field Communication) a
terminal-side non-contact communication interface 47 that communicates
With the non-contact communication interface of the redemption device

and [he secuie. memory é@é@a&s@é%% the,terminal 1P.data.as 1 he
|de%t|%2

cation data unigueto the mobile phone device 40. That is, the

mobils phone.device 40-usasthernorrcoptact seommmiIication S sectiem
46, terminal-side non-contact communication interface 47, and secure

MENRY:48 ie:rimplement thesfunctienakitymof thedC caedetitized by23 0.

electronic money systems or the like. 00401 In addition to holding the

termirid ¢DydatAUNiGUE 1toahé ‘mebilk PRofe devict 40 ke ctyaron

memory 48 stores points credited to the user as well as electronic é[wéoney
ac

a2 ThEeTTHe n?é}mbﬁf’%%%‘o §fb‘f8§?hé“88688ﬁ16|‘b"d8‘%vé§t d by

thge1 rvé%tcegﬂm%lé e>t<'gact|on Eectlo

e communlcatLon interface 492,
using the coupon ID data extracted by the watermark
extraction section 42 and the terminal ID data held in
the ssacure memory 48,

[0022]

Furthermore, the mobile phone device 40 includes a
non-contact communication OS section 46 as the means or
conducting short or near distance non-contact
communications such as RFID (Radio Frequency
Identification System) or NFC {(Near Field Communication],
a2 terminal-side non-contact communication interface 47
that communicates with the non-contact communication
interface of the redemption device 70, and the secure
memory 48 that stores the terminal ID data as
identification data unigue to the mobile phone device 40.
That is, ihe moblile phone device 40 uses the non-contact
communication 05 section 46, terminal-side non-contact
communication interface 47, and secure memory 48 to

implement the functionality of the IC card utilized by
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The secure memory 48 thus stores the above-described data of high
value and is designed to prevent falsification or unlawful copying of such
high-value data. [00411 Although the secure memory 48 here has a
limited capacity and thus accommodates small-size data such as
terminal ID data and coupon ID data, the secure memory 48 may
alternatively store coupon data if provided with a larger capacity. The
data held in the secure memory 46 is output through the terminal-side

ré%nccotnrtacti%orpngnnuenicastiosq ei%tgrgagetg@ the }gﬁya is also read out to the
system 85-Section 437and transmitte through the terminal-side

cgmqw]nication interface 49. [0042] The mobile phone device 40 further
includes the terminal-side communication interface 49 made of an
antenna arthedike-fos reeeivinglkacho, Wwavesr a gisplay 2Z4rsection 5:ique
typically formed by an LED panel or an organic EL panel for displaying
operatienstatis orghetike cand can dperation sectioresnaysicallyt
constituted by pushbuttons, slide switches and the like for inputtin% .
OPETaR6N BRGIEIS. OPERtTRFthECoperatiBAsectitn %1t enabIss e mobile

hone device 40 to communicate with the o Si
ﬁ%%l@%ypi%ﬁﬁﬁ" The secure memory 48 %‘?quoltespa%r%g r%%gtaggggotge

D data extracted by the watermark extraction section 42.
The secure memery 48 thus stores the above-described data
of high value and is designed to prevent falsification or
unlawful copying of such high-value data.
[0041]

Although the secure memory 48 here has a limited
capacity and thus accommodates small-size data such as
terminal ID data and coupon ID daté, the =ecure memory 48

o~

may alternatively store coupon data 1f provided with a
larger capacity. The data held in the secure memory 48 is
output through the terminal-side noncontact communication
interface 47; the data is also read out to the system OS5
section 423 and transmitted through the terminal-side
communication interface 49.
[0042]

The mobile phone device 40 further includes the

rerminal-side communication interface 4% made of an

antenna or the like for receiving radio waves, a display
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section 41 as described above in order to capture advertisement video
data or to extract coupon ID data from the captured advertisement video
data. The mobile phone device 40 can decrypt the encrypted coupon data
held in the non-secure memory 45 using the terminal ID data and coupon
ID data held in the secure memory 48 so as to display unencrypted
coupon data on the display section 50. Also, when the coupon ID data is
transmitted to the coupon management device 60 to acquire the

encrypted g%UI%O“ data, the operation section 31, may be gperatedtg. i
gr?e num

input the te eph er, user name, age, gender, and questionnaire

information making up the ;attribite information fe be sentitadhe CoHPOAn
management device 60 together with the coupon ID data. 0043]
According:toithe presentinventioppthesmobpile cplarie devitecd0 may
alternatively be a small-size 25 information processing terminal such as a
RDAHPersoma, Digital Assistant)e 00z} Thescoupon Armageeritidevice
60 to be accessed by the above-described mobile phone 40 for cougon
o‘é@@@é&%itiéh%ﬂéﬂes Se8upoATID ddiEbass 61 CotpsssFof™ -t

large-capacity hard disk or the like on which j . .
@gabfg% the %ogile phone eVLCQmEdS@gngg%munlcate with

the opposite party or to start up the image pickup
sectiocn 41 as described above in order to capture
advertisement video data or to extract coupon ID data
from the captured advertisement video data. The mobile
phone device 40 can decrypt the encrypted coupon data
held in the non-securse memory 45 using the terminal ID
data and coupon ID data held in the secure memory 48 soO
as to display ﬁnencrypted coupcn data on the display
section 50. Alsc, when the coupon ID data is transmitted
to the coupon management device €0 to acquire the
encrypted coupon data, the operation section 51 may be
operated to input the telephone number, user name, age,
gender, and guestionnaire information making up the
attribute information to be sent to the coupon management
device 60 together with the coupon ID data.
100431

According to the present invention, the mobile

phone device 40 may alternatively be a small-size
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a coupon database for managing coupon ID data and coupon data in
relation to one another, a management-side communication interface 62
that communicates with the terminal-side communication interface 49 of
the mobile phone device 40, an encryption engine 63 that encrypts
coupon data using coupon ID data and terminal ID data, and a verification
section 64 that verifies the coupon ID data transmitted from the mobile
phone device 40 against the coupon ID data supplied from the coupon 1D

management _device 10, as s in FIG. 6. [00457 T ou

R A aES e poche Bore B! FERab 3 61 Laofos T chpor Bt
defined.in tetms of ;product discounts and other specifics, the terminal ID
data of the mobile phone device 40; attribute information such as the
telephone number of the mobile phone device 40, user name, age,
results of a questionnaire, and mail 26 address; and dates, times and
places of toaponuata acquisitivanin aticretd-thetcolsorr i dagec by
supplied from the coupon ID management device 10. This type of
chbOpoRRIEADESE 7§ pRSAsIANEd MirRiRaa ith i COUpORIDFGata and

coupon data supplied from the coupon D management device 10, Whe
M st e gl Lol e e
data}L, the

d

arge-capacity hard disk or the like on which is formed
a coupon database for managing coupon 1D data and coupon
data in relation tec one another, a management-side
communication interface €2 that communicates with the
terminal-side communication interface 49 of the mobile
phone device 40, an encryption engine 63 that encrypts
coupcn data using coupon ID data and terminal ID data,
and a verification secticon &4 that verifies the coupon ID
data transmitted from the mobile phone device 40 against
the coupon ID data supplied from the coupon ID management
device 10, as shown in FIG. 6.
[0045]

The coupon database formed on the coupcn ID
database 61 stores the coupcn data defined in terms of
product discounts and other specifics, the terminal 1D
data of the mobile phone device 40; attribute information
such as the telephone number of the mcbile phone device

40, user name, age, results of a guestionnaire, and mail
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coupon database stores the terminal ID data and attribute information in
relation to the coupon ID data, and also stores the date and time at which
the coupon data encrypted using the coupon ID data and terminal ID data
was transmitted to the mobile phone device 40, as the date and time of
coupon acquisition. [0046] When a coupon is redeemed, the coupon
database receives the coupon ID data and terminal ID data from the
redemption device 70 and, based on the date and time of reception and

on the ID data abqut the place where the redem on device 70 is set up,
rRgstE s the? re%elgve Yatd HoThe Hate the. ang%olaceg fo&%o"r? use.

047& Wh?@ﬁﬂe coupopID. data and teyminal D datarare, fransmitied feom

he mobile phone device 40 for acquisition of coupon data, the encryption

e@%ﬁ 832 7-8ncbipts the.gaupendata selatedto the coupen tata
using the coupon ID data and terminal ID data as encryption keys and
transmits theceberypted coupon data tedhe fnobilesphone A0thtdygh the
management-side communication interface 62. .0048% When the user
usescoupbh datacattashep o redeerha suppliied from the coupon

ID management device 10. When the mobile phone device 40
transmits the coupon ID data and terminal ID data, the
coupon database stores the terminal ID data and attribute
information in relation to the coupon ID data, and also
stores the date and time at which the coupon data
encrypted using the coupen ID data and terminal ID data
was transmitted to the mobile phone device 40, as the
date and ftime of coupon acguisition.

[0046]

When a coupon is redeemed, the coupon database
receives the coupcn ID data and terminal ID data from the
redemption device 70 and, based on the date and time of
reception and on the ID data about the place where the
redemption device 70 is set up, registers the received
data as ths date, time,.and place of coupon use,.

[0047]

Wnen the coupon ID data and terminal ID data are

transmitted from the mobile phone device 40 for

acguisition of coupon data, the encryption engine 63
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it, the verification section 64 receives the coupon ID data and terminal ID
data from the redemption device 70 and verifies the received coupon ID
data and terminal ID data against the coupon ID data and terminal 1D
data in effect when the user acquired the coupon data, i.e., against the
coupon ID data and terminal ID data transmitted to the coupon
management device 60 by the user in order to acquire the coupon data.
When the coupon ID data and terminal ID data transmitted from the

mobile phone device 40 are found to match th upon, IR data ax
i SD Gola ST R JoaGmBton device 70 (e varficaton

as mption device e verification

section 64 trapsnyits,redemption data todthe: redemptien device 70

through the management-side communication interface 62, the
redemption-dateheingnarrangadio redeem thecoppondllustratively farsa
price discount and then nullify the coupon. [0049] 28 As shown in FIG. 7,
the redemptionldente 70 i$@ devicesthat has the fgsctioratisyi 8ka POS
(Point Of Sale terminal) set up at a shop selling products. As such, the
redemptiopedevice TOGRERMES £Aon-contact communication OS section
71 as the means for managing non-contact communications over short or

nEdt istances such as RFID or NFC, and a redemption-side non-contact
Con"num%ﬁ%%]the user uses coupcn data at a shop to redsem
it, the verification section 64 receives the coupon ID
data and terminal ID data from the redemption device 70
and verifies the received coupon ID data and terminal ID
data against the coupon ID data and terminal ID data in
effect when the user acquired the coupon data, i.e.,
against the coupon ID data and terminal ID data
transmitted to the coupon management device 60 by the
user in order te acguire the coupon data. When the coupon
ID data and terminal ID data transmitted from the mobile
phone device 40 are found to match the coupon ID data and
terminal ID data sent from the redemption device 70, the
verification section 64 transmits redemption data to the
redemption device 70 through the management-side
communication interface 62, the redemption data being
arranged to redeem the coupon illustratively for a price
discount and then nullify the coupon.

[0049]
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interface 72 for communicating with the terminal-side non-contact
communication interface 47 of the mobile phone device 40. [0050] When
purchasing a product to which the coupon can be applied, the user may
hold the terminal--side non- contact communication interface 47 of the
mobile phone device 40 over the redemption-side non-contact
communication interface 72. This causes the redemption- side
non-contact communication interface 72 to communicate with the

terminal-ﬂge non-contact _communication interface 47 %‘tjg%gno;kalei s a

phone device 40 “fltustrative y to receive the coupon ID data, terminal ID

%%@a%@c%%%d HQHP‘EHQ%%%F&&?AMWGQfff%mﬂb@ mabilephones a1 e
device 40. (0051] The redemption device 70 includes a system OS 29

sectionri3 that spanages the redemption deyicerddias e whale, auch, the
decryption engine 74 that decrypts distributed coupon data that has been
enefyoted; anddendnsetiire nmeniery 75 thath dooblescas & pcation
memory. Upon receipt of encrypted coupon data transmitted from the
rfAébife Photie dévieé 40 thrBagh the FedEmpaGRRTIS ABNSCTHtACT

communication interface 72, the decryption engine 74
CommMUNications OVer Short or near dLrstances such as RFID

or NFC, and a redemption-side non-contact communication
interface 72 for communicating with the terminal-side
non-contact communication interface 47 of the mobile
phone device 40.

[0050]

When purchasing & product to which the coupon can
be applied, the user may hold the terminal-side non-
contact communication interface 47 of the mobile phone
device 40 over the redemption-side non-contact
communication interface 72. This causes the redemption-
side non-contact cemmunication interface 72 to
communicate with the terminal-side non-contact
communication interface 47 of the mchile phone device 40
iilustratively to receive the coupon ID data, terminal ID
data, encrypted coupon data, etc., transmitted from the

mobile phone device 40.

The redemption device 70 includes a system 0S5
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decrypts the encrypted coupon data placed in the non- secure memory 75
using the coupon ID data and terminal ID data which were received along
with the encrypted coupon data. [0052] Furthermore, the redemption
device 70 includes a POS function section 76 that implements the
functionality of a POS terminal, a display section 77 that displays
operation status and the like, and a redemption-side communication
interface 78 that communicates with the coupon management device 60

Qrwith the coupon.ID, management ‘3%\&8%&9%&910%@&*&% PQS fungtion
er

section 76 Is furnished typically with a rea o read optically a bar code
qribedike; attashed illustrativehnto a preduct. When teadiag the ibarteade
from a product, the POS function section 76 30 displays the name and
priceraithézprodtict ontbe display esectignt 24 Wien therencryptedre
coupon data transmitted from the mobile phone device 40 is decrypted,
the'®0S Rinctivhtsettion 76 afso display/safie tetrypted EoRPort Sdatal ™
i.e., product name, discount rate and other specifics of the cougon data
dﬁqh%qﬁgﬁgﬁﬁgbéﬁaﬁp?ﬁ %6%ﬁltransm1tted from the mobile

phone device 40 through the redemption-side non-contact
communication interface 72, the decryption engine 74
decrypts the encrypted coupon data placed in the non-
secure memory 75 using the coupon ID data and terminal ID
data which were received along with the encrypted coupon
data.
[0052]

Furthermore, the redemption device 70 includes a
POS function section 76 that implements the functionality
of a POS terminal, a display section 77 that displays
operation status and the like, and a redemption-side
communication interface 78 that communicates with the
coupcn management device 60 or with the coupon ID
management device 10.
[0053]

The POS function section 76 is furnished typically
with a reader to read optically a bar code or the like
attached illustratively to a product. When reading the

bar code from a product, the POS function section 7€
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Meanwhile, many business transactions involving products are conducted
today over networks such as the Internet. That means products may be
bought or sold using the coupon ID data and terminal ID data held in the
mobile phone device 40. For this reason, the data processing system 1 of
the present invention further includes an electronic commerce device 80
that implements electronic commerce. As shown in FIG. 8, the electronic

- commerce device 80 includes an electronic commerce section 81 which
provides product information to numerqus_ devices includingitpl% rgobile

photReaevice o BoRTedBY t8 ASfvdtks Such s thaThtéthel aRd Witk Y
regeives paymeny, lntormation Aoyl ig RIgdUetseiaated g yserand

ther information, and a communi nterface 82 that communicates.
with.the: mohileheneg device 40,9k withthe scoupan managementdevice
60. [0055] 31 When the mobile phone device 40 having obtained coupon
IR dataaacesses the efecteanie canypetcesdeviee 80ctoypurchase@on
product using the coupon, the communication interface 82 receives from
tlie hrobife phone vevicet40: #re coliptrriDrdataedisd trninalEY data
along with order data, and transmits the coupon ID data and terminal ID

d8RE f0 Thecoupoh haRagBfiert Hevic 6638 &5 /rvérntytRe=+on 77+
[0054]

Meanwhile, many business transactions involving
products are conducted today over networks such as the
- Internet. That means products may be bought or scld using
the coupon ID data and terminal ID data held in the
"mobile phone device 40, For this reason, the data
procgssing system 1 of the present invention further
'includes an electreonic commerce device 80 that implements
electronic coﬁmercé. hs shown in FIG. 8, the electronic
commerce device 80 includes an electronic commerce
secticn 81 which provides product infermation to numercus
devices including the mobile phone device 40 connected to
networks such as the Internet and which receives payment
information about the product selected by the user and
other information, and a communication interface 8Z that
communicates with the moblle phone device 40 cor with the
cou?on management device 60.

[0055]



coupon ID data. When the coupon ID data is verified by the coupon
management device 60, the communication interface 82 receives
unencrypted coupon data transmitted from the coupon management
device 60. The electronic commerce section 81 then settles the payment
using the coupon. 0056] Described below in reference to FIG. 9 is a
procedure performed by the data processing system 1 to which the
present invention is applied. [0057] Initially, the advertising agency

commissigned to, greple an.adyerisement Jom gn.atharlisedesions

advertisement video data, and creates coupon data by deétermining the

specifics afthg.couponde-ge discount irate)to-he distrifutedaleng with so

the advertisement video data. The coupon data thus created for each
coupenrd isskiraisheddnith caupan |Dradatackstep Sihthescompori di: ion
management device 10 relates the coupon ID data to the coupon data
amdtregfsters e retatetvdstaiwith thée:cotpdn 1D database estabiished o

the coupon ID database 11.[0058] Next, after creating the advertisement
vidder8atat data and terminal ID data along with order data,

and transmits the coupon ID data and terminal ID data to
the coupon management device 60 so as to verify the
coupon ID data. When the coupon ID data is verified by
the coupon management device 60, the communication
interface 82 receives unencrypted coupon data transmitted
from the coupon management device 60. The electronic
commerce secticn 81 then settles the payment using the
coupon.

[00E5e]

Described below in reference to FIG. & is a
procedure performed by the data processing system 1 to
wnich the present inveniion is applied.

[0057]

Initially, the advertising agency commissioned to
create an advertisement from an advertiser designs
advertisement video data, and creates coupon data by
determining the specifics of the coupon (e.g., discount
rate) to be distributed along with the advertisement

video data. The coupon data thus created for each coupon

32



based on the request from the advertiser, the advertising agency
prepares distribution information about the created advertisement video
data, i.e., a schedule specifying the times and places at which to
distribute the advertisement video data, and inputs the distribution
information thus prepared to the advertisement video data creation device
20 in relation to the advertisement video data. In step S2, the distribution
information input section 13 of the coupon ID management device 10

admits the distribution information related to the coupon D data from the
a*cﬁ/e]rrgfll”sreﬂrﬁédﬁlfe \C/iidvé‘otdqatgocurggffor? ge\%:éaZO. T%es&gﬁibﬁ%bn%ltﬁforfnﬁ on

'%Eﬁ%ﬁ&%gggaogmﬂb%%%eor}dDrgatgpeéeg%_elegg 40 the,cqupandb tne
data. [0059] In step S3, before actual distribution of the advertisement
video datadisstaed, the;eeupen: maragementdevige-6:is:supplied by
the coupon ID 33 database of the coupon ID management device 10 with
theswgoupoItiRidatd and the tauponidata im relatontopne anotheravese
the network or using recording media; the supplied coupon ID data and
cédpon data are registered with the coupon database of the coupon 1D
d%%bsa&e 61. 0060] As explained, steps Si through S3 constitute the

Next, after creating the advertisement videc daltsa
based on the request from the advertiser, the advertising
agency prepares distribution information about the
created advertisement video data, i1.e., a schedule
specifying the times and places at which to distribute
the advertisement video data, and inputs the distribution
information thus prepared to the advertisement videc data
creation device 20 in relation to the advertisement video
data. In step 32, the distributiocn information input
section 13 of the coupcn ID maragement device 10 admits
the diztribution information related to the coupon ID
data from the advertisement video data creation device 20.
The distribution informaticn is registered with the
coupon ID database in relation to the coupon ID data.
[0059)]

in step S$3, before actual distribution of the
advertisement videco data is started, the coupon

management device €0 is supplied by the coupon ID
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Biite

process carried out before coupon distribution is started, i.e., before the
distribution of the advertisement video data is started. Once the
distribution of the advertisement video data is started, the user may stop
in front of the display device 30 reproducing the advertisement video
data, and may take a image embedded with the coupon ID as a
watermark out of the screen currently reproducing the advertisement
video data, using the image pickup section 41 of the mobile phone device

40.. When acquiring t S gporh the YSELACCESSES the.CoUpaR: 1 the

management device ransmits to the device 60 the coupon ID
data.and tesminal.l D data-togetheriuith sueh atiributednfosmationcas:the
telephone number, user name, age, gender, and questionnaire
informationc 2 steph S4n dhewoupon management dévice 6@ déceives the
coupon ID data, terminal ID data, and attribution information transmitted
fromrthe wser'sunobild phoaealevick 40 arRr34irégisters tHe ¥ecdivad data
as well as the date, time, etc., of coupon acquisition determined by an

B

iteFalt iMet OHAR e NAHE Bfe COUPGIT datitiite eStaBishEF R fhe
cougon ID database 61. The place of coupon acquisition is determined by
tHe 8%on ID data indicating from which display device 30 the coupon

was va%ﬁ?Qﬁgﬂained, steps 81 through S3 constitute the
process carried out before coupon distribution is started,
i.e., before the distribution of the advertisement video
data is started., Once the distribution of the
advertisement video data is started, the user may stop in
front of the display device 30 reproducing the
advertisement video data, and may take & image embedded
with the coupon ID as a watermark out of the screen
currently reproducing the advertisement video data, using
the image pickup section 41 of the mobile phone device 40.
When acguiring the coupon, the user accesses the coupon
management device 60 and transmits to the device 60 the
coupon ID data and terminal ID data together with such
attribute information as the telephone number, user name,
age, gender, and guestionnaire information. In step 54,
the coupcn management device 60 recelves the coupon 1D
data, terminal ID data, and attribution information

transmitted from the user’s mobile phone device 40 and
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[00611 The coupon management device 60 transmits the registered
contents of the coupon database to the coupon ID management device
10 periodically or as needed. In step S5, upon input of the registered
contents of the coupon database through the redemption log input section
14, the coupon ID management device 10 registers the input contents
with the coupon ID database established on the coupon ID database 11.
[0062; When purchasing the product from which the coupon ID data has

bee acquired, the user transmits the coupon D data,andtermingl;lp.data
fform the terminal-sit C c ' N he

minal-side non- contact communication interface 47 of the
mobile phene device 410 at least the-kedemplion-side-non-geatast 1
communication interface 72 of the redemption device 70. Where
etagtecnic contmercekis toike conduetedpthe mobile3&phenedevice=40 on
transmits at least the coupon ID data and terminal ID data through the
terminabsidencamniisication inferfadén49rto the efectroni®edmmerce
device 80. The redemption device 70 or the electronic commerce device
SECHANSHTIESMD the CBtOMATRAJEMERIEAE 68 thE cofipdn 1D data
A ferming 1o fiala recenealton (1 moble, phope Jevies 4010r v

acguired.
(00611}

The coupon management device 60 transmits the
registered contents of the coupon database to the coupon
ID management device 10 periodically or as needed. In
step S5, upon input of the registered contents of the
coupon database through the redemption log input section
14, the coupon ID management device 10 registers the
input contents with the coupon ID database established on
the coupon IR database 11.

[0062]

When purchasing the product from which the coupon
ID data has bee acquired, the user transmits the coupon
iD data and terminal ID data from the terminal~-side non-
contact communication interface 47 of the mobile phone
device 40 to at least the redemption-side non-contact
communication interface 72 of the redemption device 70.

Where electronic commerce is to be conducted, the mobile
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verification and other processes. Based on the date and time at which the
coupon ID data and terminal ID data were received and on the ID data of
the place where the redemption device 70 is set up, the coupon
management device 60 or the electronic commerce device 80 registers
the date, time, and place of coupon use with the coupon database for use
as a redemption log. [0063] In the coupon ID management device 10, the
date, time, and place of coupon use transmitted from the redemption

deMise 70 ftam he.colpop Management deviee 80.ewilien 263 ana
edemption log to the coupon ID database established on the coupon 1D

datahase 117 Fhis. vedemptionloghwhich-teveals-whes andnwvhere the on
issued coupon was acquired and used, can be presented to the
advestisercas advertisementrneasureimentimformationeindicatiiy théhe
effects of advertisement. Alternatively, 36 the redemption logs stored on
the ¢conpohadatabiseof e CCoupth MARAEERTENE deviee6G ngpBece 89
presented to the advertiser as the advertisement measyrem nt

ifoRmEfionS (00641 ExFIRTET bBOAF FiTetérencs t FIG” 108 S8HES of
Slepsinwhich fhe yiser acaulies caupon. . gl frorpodhe fisnigy dewice
30 using thé Mobile f)nﬁone device 40.

phone device 40 for redemption processing involving
verification and other processes. Based on the date and
time at which the coupon ID data and terminal ID data
were received and on the ID data of the place where the
redemption device 70 is set up, the coupon management
device 60 or the electronic commerce device 80 registers
the date, time, and place of coupon use with the coupon
database for use as z redemption log.

[00e3]

In the coupon ID management device 10, the date,
time, and place of coupon use transmitted from the
lredemption device 70 or from the coupon management device
60 are written as a redemption log to the coupon LD
database established on the coupon ID database 11. This
redemption log, which reveals when and where the issued
coupon was acguired and used, can be presented to the
advertiser as advertisement measurement information

indicating the effects of advertisement. Alternatively,
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That is, these are the steps constituting the process (i) shown before step
S4 in FIG. 9. 0065] The display device 30 currently reproduces the
advertisement video data embedded with the coupon ID data as a
watermark. In this state, the user takes an image of the display on the
display device 30 using the image pickup section 41 of the mobile phone
device 40, the taken image being aimed at the domain of the display
where the coupon ID data is embedded as the watermark inside the

frame 36 for alignment of the displayed . advertisement,video data, Thep
tﬁg%var'[%?r%%?k‘g%}aéﬁ T sse"c?i%%% glig:j%lsé3 thcegélggtxﬁreé image data with

respectto. the captured frame 364y carecting size. inclination,- jand

distortion from Slantwise image pickup and by aligning the macro block
where.the coupon 1D datawas reshesdedrbystherimage: ptocessing: ion.
device 23 in the 37 advertisement video data upon encoding, with the
nmaare4 block of the image data captured by the image pickup section 41,
before extracting the coupon ID data from the high-frequency component
of the so-Ealleck DT cheffietent "oBtairfs ip6n Bhcbdiny afd ffrtferssr &3

carrying out error correction processin%, whereby the coupon ID data 91
k?%%ﬁﬁﬁ@ﬂln which the user acfuires coupcn LD data Irom

the display device 30 using the mobile phone device 40.
That is, these are the steps constituting the process (1)
shown before step S4 in FIG. &.

[0065]

The display device 30 currently reprcduces the
advertisement video data embedded with the coupon ID data
as a watermark. 1In this state, the user takes an image of
the display on the display device 30 using the image
pickup section 41 of the mobile phone device 40, the
taken image being aimed at the domain of the display
where the coupon ID data is embedded as the watermark
inside the frame 36 for alignment of the displayed
advertisement video data. Then the watermark extraction
section 42 aligns the captured image data with respect to
the captured frame 36 by correcting size, inclination,
and distortion from slantwise image pickup and by
aligning the macro block where the coupon ID data was

embedded by the image processing device 23 in the
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[0066] When the video content of advertisement is distributed
uncompressed as a digital signal, the above- mentioned frame 36 is used
to perform correction processing for alignment. Thereafter, each sampled
value of the image signal, i.e., the least significant bit or a few bits down
to the LSB of each of the pixels involved are extracted, and error
correction processing is carried out, whereby the coupon ID data 91 is
extracted. [0067] Furthermore, where the advertisement video data is in

%%%!0_% form, a graphic image composed of nymerals and symbals.,.,

constituting overlaid or superimposed coupon ID “data 91 is extracted
through acharacter feeognitian -process« The conpondBdata Hiisthen

extracted from the extracted graphic image. [00681 38 The mobile phone
deviee 4 storessthecceuport i datad it thuscebtainedlibtaithiesdogme the
memory 48 where the terminal ID data 92 is retained. [0069] Explained
below-freference teFIGO1ENS acserids of StepsinahieRThe tser 2 clent
acquires the coupon data related to coupon ID data using the mobile
pﬁ@ﬁ@Qﬁgﬁcgpon encoding and further carrying out error
correction processing, whereby the coupen ID data 91 1s
extracted.

[0066]

Wnen the video content of advertisement 1s
distributed uncompressed as a digital signal, the above-
mentioned frame 36 is used to perform correction
processing for alignment. Thereafter, each sampled value
of the image signal, i.e., the least significant bit or a
few bits down to the LSB of each of the pixels involved
are extracted, and error correction processing is carried
out, whereby the coupon ID data 91 is extracted.

[00e7)]

Furthermore, where the advertisement video data is
in analog form, a graphic image composed of numerais and
symbols constituting overlaid or superimposed coupon ID
data 91 is extracted through a character recognition
process. The coupon ID data 91 1s then extracted from the
extracted graphic image.

[0068]
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40. That is, these are the steps constituting the process (ii) shown after
step S4 in FIG. 9. [0070] First, the mobile phone device 40 reads the
coupon ID data and terminal ID data from the secure memory 48 and
transmits the retrieved data to the management-side communication
interface 62 of the coupon management device 60 through the
terminal-side communication interface 49. At this point, the mobile phone
device 40 also transmits attribute information to the coupon management

device 60, 007140 furm. Jhe, coupon. nanagemant deviee B0.asgesses

the coupon database, r gl%terst e terminal ID data 92 with the coupon

database inrelation 4q the segeived-cupen-data 93,339 readseeupoRne

data 93a related to the coupon ID data. In the coupon management
deviga £9; then39 encryptionsengineieI:encrypts the coupon data 93a
using the coupon ID data 91 and terminal ID data 92. Then the coupon
nanagément device 60 transmits the encrypted coupon data 93b through
the management-side communication interface 62 to the mobile phone
device 40Ftat TS ReHH e CouportRFtat 6P antterminal ID%AtR 92 S

In turn, the mobile phone device 40 stores into tlgg non-
of steps 1n which the user acquires @ coupon data

related to coupon ID data using the mobile phone device
40. That is, these are the steps constituting the process
{ii} shown after step S4 in FIG. S.
[CCT70]

First, the mobile phone device 40 reads the coupon
ID data and terminal ID data from the secure memory 48
and transmits the retrieved data to the management-side
communication interface 62 of the coupon management
device 60 through the terminal-side communication
interface 4%9. At this point, the mobille phone device 40
alsc transmits attribute information to the coupon
management device 60.
roo71]

In turn, the ccupon management device 60 accesses
the coupcon database, reglsters the terminal ID data 92
with the coupon database in relation to the recelved
coupon data 93, and reads coupon data 93a related to the

coupon ID data. In the coupon management device 60, the



secure memory 45 the encrypted coupon data 93b received through the
terminal-side communication interface 49. [0072] In this manner, the user
can acquire the encrypted coupon data 93 in the mobile phone device 40;
the coupon data may be used when a product is purchased next time. At
this point, the mobile phone device 40 stores the coupon data 93 in the
non-secure memory 45 that has a relatively large capacity. The coupon
data 93, having been encrypted, is protected against unlawful use. [0073]

Explained.below in.referenc i r ofredempt
|nr\%h ¢k tﬁe user%’:\E\lngngge’?):cagu|reaJ Igtiﬁgl i%%po%%&ag%ga Els?eas th%gcc%%g%@

[00Z24].The dirst-example of redemption, asshown in FiGe A2, isnen the
characterized by this: that the encrypted coupon 40 data 93b held in the

nofsecUe=Memey 45 andithe couponaidata: 9tlend:terminead 4D data
92 retained in the secure memory 48 are transmitted from the mobile
phomecdevies 20° 36 thé redamptibs desicesPOeand tHatehe veemptisnlon
device 70 decrypts the encrypted coupon data 93b into unencrypted

CHUpBR Eta 93a Whid Eaf thén BeFeaBENTERY 1BBH751 =1

transmitted the coupon ID data 91 and terminal ID data 92.
In turn, the mebile phone device 40 stores into the non-
secure memory 45 the encrypted coupon data 93b received
through the terminal-side communication interface 49.
[0072)

in this manner, the user can acgulre the encrypted
coupon data 93 in the mobile phone device 40; the coupon
data may be used when a product is purchased next time.
At this point, the mobile phone device 40 stores the
coupon data 93 in the non-secure memory 45 that has a
relatively large capacity. The coupon data 93, having
been encrypted, is protected against unlawful use.

[0073]

Explained below in reference to FIG. 12 is a first
example of redemption in which the user having acguired
the coupon data 93 uses the coupon.

(00747
The first example of redemptiocn, as shown in FIG.

12, is characterized by this: that the encrypted coupon
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That is, when visiting a shop to purchase a desired product for which the
coupon ID data 91 has been acquired, the user first holds the
terminal-side non-contact communication interface 47 of the mobile phone
device 40 over the redemption-side non-contact communication interface
72 of the redemption device 70. This causes the redemption device 70 to
read the encrypted coupon data 93b from the non-secure memory 45 of
the mobile phone device 40 and places the retrieved data into the non-

sgeure memory 75, Atthe same time, the redemption deyice- 79 readsdhe

coupon ID data 91 “and terminal ID data 92 from the secure memory 48 of
the mabile phongedeviee 40: 1Theregerapion devigenflicausesithesecure
decryption engine 74 to decrypt the encrypted coupon data 93b in the
BeISeCcUe nemory @5susing ¢ue Covport il datd Blcand: terenifal IDdAA
92, and displays the unencrypted coupon data 93a or. the display section
77 TtiscallowisBrdleAcatthie:£E sREp td-ehetk fiie SpEcifies dfthe 86upon
data 93, with the payment settled by the POS functlon secg on 76

SHplying the ﬁ?@&ﬁﬂtrate“}ﬂ?oﬁé?%%@ﬁ%s SRS oditinch data 93.70076]
B
[0075]

That is, when visiting a shop to purchase a desired
product for which the coupon ID data 91 has been acqguired,
the user first holds the terminal-side non-contact
communication interface 47 of the mcobile phone device 40
over the redempticn-side non-contact communication
interface 72 of the redemption device 70. This causes the
redemptidn device 70 to read the encrypted coupon data
93pb from the non-secure memory 45 of the mobile phone
device 40 and places the retrieved data into the non-
secure memory 75. At the same time, the redemption device
70 reads the coupon ID data 91 and terminal ID data 92
from the secure memory 48 of the mobile phone device 40.
The redempticn device 70 causes the decryption engine 74
to decrypt the encrypted coupon data %3b in the non-
secure memory 75 using the coupon ID data 91 and terminal
ID data 92, and displays the unencrypted coupon data 93a

on the display section 77. This allows a clerk at the

41



and to the coupon management device 60. [0077] Further explained
below in reference to FIG. 13 is a second example of redemption in which
the user having acquired the coupon data 93 uses the coupon. [0078]
The second example of redemption, as shown in FIG. 13, is
characterized by this: that the mobile phone device 40 decrypts the
encrypted coupon data 93b held in the non-secure memory 45 into the
unencrypted coupon data 93a using the coupon ID data 91 and terminal

'&9%%2 Jgetainedn te]sé@%% mermory. 48,50, that the coupen datan

can be redeemed. [0079] That is, when the user visits a shop to purchase
a rdesiraghproduct farwhichthergoupon I1R:datai¥h hasdees atguired,
the mobile phone device 40 reads the coupon ID 42 data 91 and terminal
|E-datai 92; frone thie. securecmemeryx8, ctagsessthecd€cryptiof ergine 44
to decrypt the encrypted coupon data 93b held in the non-secure memory
4% digplayS the unencrypted coupon data 93a on the display device
50. This allows a clerk at the shop to check visually the specifics of the
cb%%]data, with the payment settled by the POS function section 76

applying In this example, the redemption device 70 transmits
a redemption log to the coupon ID management device 10
and to the coupon management device 60.
[o077]
Further explained below in reference to FIG. 13 is
a second example of redemption in which the user having
acguired the coupon data 93 uses the coupon.
60781
The second example of redemption, as shown in FIG.
13, is characterized by this: that the mobile phone
device 40 decrypts the encrypted coupon data 93k held in
the non-secure memory 45 into the unencrypted coupoen data
93a using the coupcen ID data 91 and terminal ID data 92
retained in the secure memory 48, so that the coupon data
can be redeemed.
[0079]
That is, when the user visits a shop to purchase a
desired product for which the coupcon ID data 91 has been

acqguired, the mobile phone device 40 reads the coupon ID
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the discount rate or other specifics of the coupon data 93a. [0080] In this
example, the redemption device 70 transmits a redemption log to the
coupon ID management device 10 and to the coupon management
device 60. [0081] A third example of redemption shown next in FIG. 14 is
characterized by this: after the coupon ID data is acquired from the
display device 30, the coupon management device 60 is not accessed
immediately to acquire the encrypted coupon data 93Db; instead, the

C{)ﬁtﬁ)o%wanagement device%)% a,gcegszse%%% tq%ereggglpglg%%yéq%,7ga

time BF emptlon [0 ﬁat is en visiting a shop to purchase

a desired .product forwhich thecoupon|D-daiaRl-has been acquirad 43

the user first holds the termlnal side non-contact communication interface
47-abthe mobile phone-device 40:ovesthe rederptiemside A6n-cantact
communication interface 72 of the redemption device 70. This causes the
redeniption dévice7ortonaatkieccoupon Krdata®SE apd termifasiD data
92 from the secure memory 48 of the mobile phone device 40. The
r@géﬁﬁﬁoﬁqdewgéqq)a;iows a clerk at the shop to check

visually the specifics of the coupon data, with the
payment settled by the POS function section 76 applying
the discount rate cor other specifics of the coupon data
93a.
[G080o]

In this example, the redemption device 70 transmits
a redemption log to the coupon ID management device 10
and to the coupon management device €0.
100813

2 third example of redemption shown next in FIG. 14
is characterized by this: after the coupon ID data 1is
acguired from the display device 30, the coupon
management device €60 is not accessed immediately to
acquire the encrypted coupon data 93b; instead, the
coupon management device 60 is accessed via the
redemption device 70 at the time of redemption.
(o082}

That is, when visiting a shop to purchase a desired

product for which the coupon ID data 91 has been acquired,
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transfers the coupon ID data 91 and terminal ID data 92 acquired from
the mobile phone device 40 to the coupon management device 60
through the redemption-side communication interface 78. [0083 Here,
upon receiving the transferred coupon ID data 91 and terminal ID data 92
through the management-side communication interface 62, the coupon
management device 60 causes the verification section 64 to verify the
coupon ID data 91 out of the coupon ID data 91 and terminal ID data 92

guired fron Ing mebilg phare devige 49 agaist e coupen database

established on the coupon ID database 61 to see if the coupon ID data 91
is cfggistergd with the-database and-correspanssito-a istiibutes coupan.
When the coupon ID data 91 is found verified, the coupon management
dendice bR egistierscthecterminal > datao82 avith thergouporedatabase.
Thereatfter, 44 the coupon management device 60 transmits the
unererypted  ¢8upén data O3ackatedodRE E6BPAA 1D datstoteses the
redemption device 70 through the management-side _communication

IRRFFRIBRGZTRE Fedémption Aevice 70 dispiay8 Gh the di8pray sectidh 77
the couﬁon dIaDtadg?@ rggeiyed thr uﬁqh the redemption-si

O L t secu ﬂ%reyshgg of the

feation fiterfacé 78° This allows a Clerk a op to check

mobile phone device 40. The redemption device 70
transfers the coupon ID data 21 and terminal ID data 92
acguired from the meobile phone device 40 to the coupeon
management device 60 through the redempticn-side
communication interface 78.
[0083;

Here, upon receiving the transferred coupon 1D data
91 and terminal ID data 92 through the management-side
communication interface 62, the coupon management device
60 causes the verification section 64 to verify the
coupon ID data 91 out of the coupon ID data 91 and
terminal ID data 92 acquired from the mobile phone device
40 against the coupon database established on the coupon
ID database 61 to see if the coupon 1D data 81 is
registered with the database and corresponds to a
distributed coupon. When the coupon ID data 91 1s found
verified, the coupon management device 60 registers the

terminal ID data 92 with the coupon database. Thereafter,
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the specifics of the coupon data 93, with the payment settled by the POS
function section 76 applying the discount rate or other specifics of the
coupon data 93a. 100841 At the same time, the coupon management
device 60 creates redemption data 94 that redeems the coupon data
related to the coupon ID data 91 transmitted from the mobile phone
device 40, and transmits the redemption data 94 to the mobile phone
device 40 via the redemption device 70. That is, upon receipt of the

redemption data 94 transmitted from the mapagementside .\ oo v ypred
communication mte%gacenGtZ of the" coupon management device 60

through, the redemptionrside communicationntertaces8 Lthe. redgamption
device 70 transmits the received redemption data 94 to the terminal-side
nasepptact.communicationcinterfaee 4ifofrihaamehitlenphereidevice 40
through the redemption-side non-contact communication interface 72. 45
Thecmobilezplione device 40:stofés infhthersebure Memore 4g the’ ©
redemption data transmitted from the coupon management device 60 via
tHé Fedamption J&ice 7oPand Aaffie§the Colipdn TOWRRE FActoprévent

duplicate use by unscrupulous parties. OSSiSAAn é%%fg{% gé%rlngl[le of

0
rEdERpTion, e 288por %Kfedemptlok—

interface 78. This allows a clerk at the shop to check
the specifics of the coupon data 23, with the payment
settled by the P0OS function section 7¢ applying the
discount rate or other specifics of the coupon data 93a.
[0cg4]

At the same time, the coupon management device 60
creates redemption data %94 that redeems the coupon data
related to the coupon ID data 91 transmitted from the
mobile phone device 40, and transmits the redemption data
94 to the mobile phone device 40 via the redemption
device 70. That is, upon receipt of the redemption data
94 transmitted from the management-side communication
interface 62 of the coupon management device 60 through
the redemption-side communication interface 78, the
redemption device 70 transmits the received redemption
data 94 to the terminal-side nen-contact communication
interface 47 of the mobile phone device 40 through the

redemption-side non-contact communication interface 72.
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is not acquired by the mobile phone device 40 accessing the coupon
management device 60. That means the user can save on the
communication cost of the mobile phone device 40. And the redemption
device 70 transmits a redemption log to the coupon ID management
device 10 and to the coupon management device 60. [0086] Compared
with the third example of redemption, a fourth example of redemption
shown next in FIG. 15 is characterized by this: that coupon data is
transmitted from the cgugon m%a%%ment device 6&;0 the redemption.
dE\icB Yl thBToHT o The Sheryptdd Totipor Hata 93b: “the coupon data
is encrypted when transmjtted from the .Goupop. management dayice 60 to
the redemption device 70 so as to enhance data security therebetween.

- 10987}, Thatis, mhen-visitinga shendo parchase: a desired 46 prpduetifor
which the coupon ID data 91 has been acquired, the user holds the
tetninat-side toa-contact-cammimication interfacer47 of doe hickilesphere
device 40 over the redemption-side non-contact communication interface
Tyofthecrademption device<rd. This causes the redemption device 70 to
read the coupon ID data 91 and terminal ID data 92 from the secure

mMémdTy 48 of the

In the third example of redemption, the coupon data
is not acquired by the mobile phone device 40 accessing
the coupon management device 60. That means the user can
save on the communication cost of the mobile phone device
40. And the redemption device 70 transmits a redemption
log to the coupon ID management device 10 and to the
coupon management device 60.

[008e]

Compared with the third example of redemption, a
fourth example of redemption shown next in FIG. 15 is
characterized by this: that coupon data is transmitted
from the coupon management device 60 tc the redemption
device 70 in the form of the encrypted coupon data 93b;
the coupon data is encrypted when transmitted from the
coupon management device 60 to the redemption device 70
so as to enhance data security therebetween.

[oo0g7]

That is, when visiting a shop toe purchase a desired
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mobile phone device 40. And the redemption device 70 transfers the
coupon ID data 91 and terminal ID data 92 acquired from the mobile
phone device 40 to the coupon management device 60 through the
redemption-side communication interface 78. [0088[ Here, upon receiving
the transferred coupon ID data 91 and terminal ID data 92 through the
management-side communication interface 62, the coupon management
device 60 causes the verification section 64 to verify the coupon ID data

%0 oL INeCoupan D dala 2, ang, el D date, 9 AU IO, g,

the 'mobile pﬁ%’)neiz":l“ewceL aé)é’}%gﬁhe coupon database established on

t@?ﬁ?%@&@ 1R database pl,19.5¢e)if thescoupon 1D data 91 is registered
with the database and corresponds to a distributed coupon. When the
cospenD-data-91 is, found: yerifiedotheceeupabimanagermentadsyice 660
registers the 47 terminal ID data 92 with the coupon database. Thereafter,
the €oupba madagement-deiize 60 causes e encryptiohcehgire 63 to
encrypt the unencrypted coupon data 93a related to the coupon ID data
Usirtheesupan 10 deta 91e dmeRBiAThal $0 Hifta 92; and'#anSAits the t7¢
encrypted coupon data 93b to the redemption device 7O&hr°u9$11th§nd

& Rt sife caMmMUhiE&GT fiftertate 82 DponTaceint”

terminal ID data 92 from the secure memory 48 oI the
mobile phone device 40. And the redemption device 7C
transfers the coupon ID data 91 and terminal ID data 92
acquired from the mobile phone device 40 to the coupon
management device 60 through the redemption-side
communication interface 78.
100881

Here, upon receiving the transferred coupon ID data
91 and terminal ID data 92 through the management-side
communication interface 62, the coupon management device
60 causes the verification section 64 to verify the
coupon ID data 91 out of the coupcon ID dataz 91 and
terminal ID data 92 acqguired from the mobile phene device
40 against the coupon database established on the coupon
ID database 61 to see if the coupon ID data 21 is
registered with the database and corresponds to a
distributed coupon. When the coupon ID data 91 is found

verified, the coupon management device 60 registers the
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of the encrypted coupon data 93b through the redemption- side
communication interface 78, the redemption device 70 causes the
decryption engine 74 to decrypt the encrypted coupon data 93b using the
coupon ID data 91 and terminal 1D data 92 transferred earlier to the
coupon management device 60, and displays the unencrypted coupon
data 93a on the display section 77. This allows a clerk at the shop to
check the specifics of the coupon data 93a, with the payment settled by

the PQS function sectiqn 76. p?in the discount rate or other specifics
of The" léloai:'{pogrt%5 da at§3§2[0‘68 A 1?h(:% “s“grl%%ot?m%?t %ggﬁpon*{legeag%er’

management, deyice 80, creates redemption.datathat redecms the o,

coupon data related'to the coupon ID data 91 transmitted from the
mekilephene device-49-and ransmitsdhegedemptiop-datas 94 to the
mobile phone device 40 via the redemption 48 device 70. That is, upon
receiptetithecredem ptiomn datd D4irarsmittetsiroimethecmanagémer-side L
communication interface 62 of the coupon management device 60

throtigh e thie Federhptisaside dondhiCAGGT Thte Faté 7 8 BT eti&fhption
device 70 transmits the received redemption data 94 tg the terminal-side
NBAEStaCEES A hiCAtIGH SnfeHaTE AT GPthE bbile phore @&HEe %0°
through the

management-side communication interface 62. Upon receipt
of the encrypted coupon data $3b through the redemption-
side communication interfacé 78, the redemption device 70
causes the decryption engine 74 to decrypt the encrypted
coupon data 93b using the coupon ID data 91 and terminal
ID data 82 transferred esarlier to the coupon management
device 60, and displays the unencrypted coupon data 93a
on the display section 77. This allows a clerk at the
shop to check the specifics of the coupen data ©23a, with
the payment settled by the PCS function section 76
applying the discount rate or other specifics of the
éoupon data S3a.

[0089]

At the same time, the coupcn management device 60
creates redemption data that redeems the coupon data
related to the coupon ID data 91 transmitted from the
mobile phone device 40, and transmits the redemption data

94 to the mcbile phone device 40 via the redemption
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redemption-side non-contact communication interface 72. And the mobile
phone device 40 stores into the secure memory 48 the redemption data
94 transmitted from the coupon management device 60 via the
redemption device 70, and nullifies the coupon ID data 91 to prevent
duplicate use by unscrupulous parties. [0090] In the fourth example of
redemption, the coupon data 93 is not acquired by the mobile phone
device 40 accessing the. coupon management device 60. The user can
thus save on the communication cost of the mjgbilgaghrog&3 device 40.

ﬂga,j‘fﬁ% éxcharigé of %80983%@%%%3% the COUpoR AaRag_Mert =
deyias 09 andthe redetiption, deyice 710 Sa0-he accomplishad sequiely.

And the redemption device 70 transmits a redemption log to the coupon

IDpanagement devieed0angio the caupan managenentaddeviee 6Qgn
[0091:. 49 A fifth example of redemption shown next in FIG. 16 is
chaeactetzed bydthis: that thereouporeiD datai 91 antatermifial hdata 92
stored in the secure memory 48 of the mobile phone device 40 are
tramsemitted 1o the couponlnmarremant dévice 6084 tife BREHBAIG ON
commerce device 80, and that the coupon management device 60

tramsinits? thé colifoh Yata DBa Bihe dI8BFGHE tontmerEE davica 8™

interface 47 of the mobile phone device 40 through the
redemption-side non-contact communication interface 72.
And the mobile phone device 40 stores into the secure
memory 48 the redemption data 94 transmitted from the
coupen management device 60 via the redemption device 70,
and nullifies the coupon ID data 91 to prevent duplicate
use by unscrupulous parties.
{0090]

In the fourth example ¢f redemption, the coupon
data 93 is not acguired by the mobile phone device 40
accessing the coupon management device 60. The user can
thus save on the communication cost of the mcbile phone
device 40. Also, the exchange of coupon data between the
coupen management device 60 and the redemption device 70
can be accomplished securely. And the redemption device
70 transmits a redemption log to the coupon ID management
device 10 and to the coupon management device 60.

[00¢1]

49



to redeem the coupon data. 0092] That is, when the user accesses a shop
using the mobile phone device 40 to purchase a desired product for
which the coupon ID data 91 has been acquired, the mobile phone device
40 reads the coupon ID data 91 and terminal 1D data 92 from the secure
memory 48, transmits the retrieved coupon ID data 91 and terminal ID
data-92 along with order data to the electronic commerce device 80
through the terminal-side communication interface 49. Upon receipt of the

coupon Ip data 91. Ancfermin . daig, 92 rough he.communicalon

interface the electronic commerce device 80 transfers the received
data.fg the ceupon management device 80-50-as e acquiradhe coupen
data 93a. [0093] When receiving the coupon ID data 91 and terminal 50
I1B-datar92 from the:elegtropic eemmercerdevice-80¢hroughr- thés of the
management-side communication interface 62, the coupon management
deice 60rcansesdhe vetifiation esdctionsg4 to-eerifycthé ‘couporFiDidata
91 out of the coupon ID data 91 and terminal ID data 92 acquired from

REHREBTE PROAE WebfceP40 Heirdtihs totpoA HatalaSE Estabihed 6n

tggfogggnggg¥ﬂg gsgégpghsgggég%ment device 60 transmits

the coupon data 93a to the slectronic commerce device 80
to redeem the ccupon data.
(00521

That is, when the user accesses a shop using the
mobile phone device 40 to purchase a desired product for
which the coupcn ID data 91 has been acquired, the mobile
phone device 40 reads the coupon ID data 91 and terminal
ID data 92 from the secure mMemory 48,-transmits the
retrieved coupon ID data 91 and terminal ID data 22 along
with order data to the electronic commerce adevice 80
through the terminal-side communication interface 49.
Upon receipt of the coupon ID data 91 and terminal ID
data %2 through the communicaticn interface 82, the
electronic commerce device 80 transfers the received data
to the coupon management device 60 so as to acgquire the
coupon data 923a.
[00393]

Wnen receiving the coupon ID data 21 and terminal
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coupon ID data 91 is registered with the database and corresponds to a
distributed coupon. When the coupon ID data 91 is found verified, the
coupon management device 60 resisters the terminal ID data 92 with the
coupon database. Thereafter, the coupon management device 60
transmits the unencrypted coupon data 93a related to the coupon ID data
to the electronic commerce device 80 through the management-side
communication interface 62. The electronic commerce device 80 can

then check the_specifics of the coupon data 93a and.settle the payment ..
By af)l‘ia)fy‘zflng9 e%%%oégite rfteeo%to’tﬁgr'* Specifics 6f %ed%\cr)h%%n%gta%%a{.lg )

And the electronic commerce device 80: fransmits & redemptionyeg to the

coupon ID management device 10 and to the coupon management
device £0x [004]-Alternativelydn the filth example ofsedempiionorthe
coupon data may be encrypted by the encryption engine 51 63 of the
cotipoivmahagemerd:delice 66, andithe eRCrypted cdupor-data may be
transmitted to the electronic commerce device 80. The decryption engine
cfthealectforie tonfrhefdeldedies 8 maythen techyptthgteridptetP™
coupon data for redemption. [00951 In the above-described data
;ﬁBEe&ﬂﬁé%@sﬁﬂﬁﬁf evice 40 against the coupon database

established on the coupon ID database 61 tc see 1f the
coupon ID data 91 is registered with the database and
corresponds to a distributed coupon. When the coupon ID
data 91 is found verified, the coupcn management device
60 registers the terminal ID data %2 with the coupon
database. Thereafter, the coupon management device 60
transmits the unencrypted coupon data 23a related to the
coupon 1D data to the electronic commerce device 80
through the management-side communication interface Y
The electronic commerce device 80 can then check the
specifics of the coupon data 93a and settle the payment
by applying the discount rate or other specifics of the
coupon data 93a. And the electronic commerce device 80
transmits a redemption lcg to the coupon ID management
device 10 and to the coupon management device &0.
(00941

Alternatively in the fifth example of redemption,

the coupon data may be encrypted by the encryption engine
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the display device 30 reproduces the advertisement video data
embedded with the coupon ID data as a watermark in order to distribute
coupon ID data. This means the display device 30 can be an ordinary
display device. And the mobile phone device 40, after acquiring the
coupon ID data embedded as the watermark in the advertisement video
data, stores the coupon ID data into the secure memory 48 to prevent
unlawful copying or distribution. Furthermore, the data processing system

eeps the coupon ID data and the terminal I data related to on 4
igngotﬁgrfv%ﬁicﬁorﬁgﬁgs Iﬁ?rﬁggsef%‘fento %Frllﬁ'u%e %551831'(1 rgédeem the elec r%%?c

@&Qﬁg&é that cap.only, be.used-by the mabilephone devieen4Q of thesiser

who has viewed the advertisement video data. In addition, the coupon ID
raanagement deviee 48-an6 cotpos-nanagemert deviceta manage the
redemption logs in relation to the coupon ID data. This makes it possible
tooidentifietizattibu®s ofadvertserrent viewers aner 82 tisreBy teupon
implement a highly reliable method for measuring the effects of
aStRertiserent aRBPubAGity. [0096] The terminal ID data explained above
may be the ID data assigned uniquely to each mobile phone device 40.
Aﬁt%?r%gﬁvely, the terminal ID data may be the ID data of an IC card used

byanlC(Eydé%@ngybve—described data processing system 1,

the display device 30 reproduces the advertisement videc
data embedded with the coupon ID data as a watermark in
order to distribute coupon ID data. This means the
display device 30 can be an ordinary display device. And
the mobile pheone device 40, after acquiring the coupon 1D
data embedded as the watermark in the advertisement video
data, stores the coupon ID data intc the secure memory 48
to prevent unlawful copying or distribution. Furthermore,
the data processing system 1 keeps the coupon ID data and
the terminal ID data related to one ancther, which makes
it pessible to distribute and redeem the electronic
coupons that can only be used by the mobile phone device
10 of the user who has viewed the advertisement videso
data. In addition, the coupon ID management device 10 and
coupon management device 60 manage the redemption logs in
relation o the coupon ID data. This makes 1t possible to

identify the attributes of advertisement viewers and
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[0097] The examples explained above were shown using techniques for
embedding watermarks in compressed or uncompressed images.
Alternatively, other methods, processes or techniques for otherwise
embedding watermarks may be adopted. 0098] Also, the examples
explained above were shown having the coupon ID data embedded in the
advertisement video data as the watermark. Alternatively, the coupon ID
data may be embedded in audio data which is reproduced in synchronism

with the adyvertisement image data on t ispl Vi 0 and which is
T %6?%?’ 1171'63? merr‘pc ga gl %%g’ %%lqﬁ%?g% {%%ﬁ ‘atgkd

ou robah dPeakers. In this the coupon ID data will be

multiplexed. in. the apgio. signakin.such asmanaer-that the geupen 4B data

will not affect the audio signal through the masking effect on the
frequency axis and time axis of the audio 53 signal. That is, the coupon ID
data will be multiplexed in a manner not perceived by the human's
auditory senseteAndithé nidbitephoredevice4) ArayVatilizeya® ntéhial 1P
electroacoustic transducer such as a microphone to pick up the audio
Sirial froTh itHB HHvardSBIRé At VideBfta RéproduEkd B thé tisisiay © -
device 30, and may extract the, WaEterTmar from a sp%ceifi%kgé)n}%indomhe

f&&ﬁﬁﬁﬁ@%ﬁ&?%Y’ the terminal ID data may ata of

an IC card used by an IC card system.
[C097]

The examples explailned above were shown using
technigues for embedding watermarks in compressed or
uncompressed images. Alternatively, other methods,
processes or technigues for otherwise embedding
watermarks may be adopted.

(0098

2lso, the examples explained above were shown
having the coupon ID data embedded in the advertisement
video data as the watermark. Alternatively, the coupon ID
data may be embedded in audic data which is reproduced in
synchronism with the advertisement image data on the
display device 30 and which is output through speakers.
In this case, the coupon ID data will be multiplexed in
the audio signal in such a manner that the coupon ID data
will not affect the audio signal through the masking

effect on the freguency axis and time axis of the audio
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time axis of the signal where the watermark is embedded in the audio
signal. [0099[ Also, the examples explained above have shown the
advertisement video data reproduced on the display device 30.
Alternatively, paper-based posters or electronic posters may be used as
the media for implementing the advertisement embedded with
watermarks. 54 Claims 1. A data processing system comprising:
advertising media for providing advertisement data in which coupon ID

data attached tq each of coupons is, embedded s a waleimark; g, oy eq

S1dnas . .
terminal devicé including acquisition means for acquiring the

adyertisement data provided by said, advertising media, extragtion sgans
for extracting the coupon ID data from the advertisement data acquired
v Saichacquisition means, seeure=storage: means:for staring: terminal ID
data as well as the coupon ID data extracted by said extraction means,
tefminmat-sidecemmunicatisdureans foktragsmitting teconpon IDrdats

and the terminal ID data held in said secure storage means, and
tekmiFa SRS RGN EGHaBE cERTUNIEAtI G FfsansTorfranditfifg T =

coupon |D data and the terminal ID dat
regroduced by the display devf%e 30, and may extract the

watermark from a specific domain of the freguency axis or
time axis of the signal where the watermark is embedded
in the audic signal.
[cooeol

Also, the examples explained above have shown the
advertisement video data reproduced on the display device
30. BAlternatively, paper-based posisrs or electronic
pesters may be used as the media for implementing the

advertisement embedded with watermarks.
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held in said secure storage means; a redemption device including
redemption-side noncontact communication means for receiving the
coupon ID data and the terminal ID data transmitted from the
terminal-side noncontact communication means of said terminal device,
and redemption-side communication means for transmitting a log in effect
when any of the coupons related to said coupon ID data is redeemed,
whereby the 55 coupons related to said coupon ID data are redeemed;
and a coupon management deviceg jncluding a coupon database for
managing said coupons in relation osald coupon ID data, and

management-sidg_communication meapsfor recgiving.the redemption

logs transmitted from said redemption device so as to manage the
received lggsdising isajd:-couponsdatabase: i2i ithe data:processing: data
system according to claim 1, wherein said coupon management device
ineludes receptioromeans farzregeiving:the couparciD dataanddhe is
terminal ID data transmitted from said terminal-side communication
MeETSIEIErsticn HISETSHOT lehcrypting coupon data related to the
coupon ID data using_the coupon ID data and the terminal ID data

received By S&RFTEteptiof Thedng; " Gntl Trahsnis&ion means G- 2ms =°F

t%%ﬁﬂ??@%éh§é¥“§¥8§¥¥1sement data provided by sald

advertising media, extraction means for extracting the
coupon ID data from the advertisement data acguired by
said acquisition means, secure storage means for storing
terminal ID data as well as the coupon ID data extracted
by said extraction means, terminal-side communication
means for transmitting the coupon ID data and the
terminal ID data held in said secure storége means, and
terminal-side noncontact communication means for
transmitting the coupon ID data and the terminal ID data
held in said secure storage neans;

a redemption device including redemption-side
noncontact communication means for recsiving the coupon
ID data and the terminal ID data transmitted from the
terminal-side noncontact communication means of said
terminal device, and redemption-side communication means
for transmitting a log in effect when any of the coupons

related to said coupon ID data is redeemed, whereby the
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coupon data derived from encryption by said encryption means said
terminal device, and said terminal device stores the encrypted coupon
data received by said communications means into non- secure storage
means. 3. The data processing system according to claim 2, wherein said
redemption device includes decryption means 56 for decrypting said
encrypted coupon data using the coupon ID data and the terminal ID data
transmitted from the terminal-side noncontact communication means of

Sc%gmgex{g"r_%%ll%%\g%e’taéndsg%lcg rgggwl%sgg&o%ggt?‘gdeemed; and
communication means receives said encrypted coupon data as well as

the coupan JD,data and theterminalli: dataitransmitted from-theon

terminal-side noncontact communication means of said terminal device,

and deerpts saidrencrypted eaupon:dateorising:saidicatipan M data and
said terminal ID data so as to redeem said coupons. 4. The data
processingsystam acootding to wiaiem 2 - sviterefrrsaiditefminal device s
includes decryption means for decrypting said encrypted coupon data
UShig B Colisen (D8atEafamhe SrmiAgrID-daiRelitRsald Cecired

storage means, and display means for dis Ia)éikqg L .
redénption device 30" as Lo manage received logs using

said coupon database.

2. The data processing system according te claim 1,
wherein

said coupon management device includes reception
means for receiving the coupen ID data and the terminal
ID data transmitted from said terminal-side communication
means, encryption means for encrypting coupon data
related to the ccupon ID data using the coupon ID data
and the terminal ID data received by salid reception means,
and transmission means for transmitting the encrypted
coupon data derived from encryption by saild encryption
means said terminal device, and

sald terminal device stores the encrypted coupon
data received by said communications means intce non-
secure storage means.

3, The data processing system according to claim 2,

wherein

said redemption device includes decryption means
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decrypted coupon data, said terminal device displaying the decrypted
coupon data on said display means so as to let said coupons be
redeemed by said redemption device. 5. The data processing system
according to claim 1, wherein said terminal device transmits the coupon
ID data and the terminal ID data held in said secure storage means from
the terminal-side noncontact communication 57 means of said terminal
device to the redemption-side noncontact communication means of said

redemption device, saidiredermpiion devicedransiits saigheoupon: ID data
and said terminal ID data from said redemption-side communication
meansiosaid coupandnanagement devicepadd said ceupontted from
management device uses verification means to verify said coupon ID
data asdwhend saidicoupor i data isverified CeARSHISRB THipoTrdata
related to the coupon ID data from said management-side communication
MRER5TS Sait Feddmpidf device while transmitting redemption data

indicating that the coupon data.related to the coupon ID data has been .. .
redeemed 6 sdid ?Spﬁ%é?de%c%evigos%ﬁ l?é%cfie"ngpt(fé)jrr]m(?‘:ilé*\7|JE:eFfL 6. The data

processing system e%%é){}?@g&oc%m&, Juherein.sgichterminahdevicgpon
transmits the coupon ID"data
ID data and the terminal ID data transmitted from the
rerminal-side noncontact communication means of said
terminal device, and decrypts sald encrypted coupon data
using said coupon ID data and said terminal ID data so as
to redeem said coupons.

4. The data processing system according to claim 2,

wherein said terminal device includes decryption
neans for decrypting said encrypted coupon data using the
coupon ID data and the terminal ID data held in said
secure storage means, and display means for displaying
decrypted coupon data, said terminal device displaving
the decrypted coupon data on said display means s0 as to
let said coupons be redeemed by said redemption device.

S. The data processing system according to claim 1,
wharein

said terminal device transmiis the coupon 1D data
and the terminal ID data held in said secure storage

means from the terminal-side noncontact communication
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and the terminal ID data held in said secure storage means from the
terminal-side noncontact communication means of said terminal device to
the redemption-side noncontact communication means of said
redemption device, said redemption device transmits said coupon ID data
and said terminal ID data from said redemption-side communication
means to said coupon management means, said coupon management
device uses verification 58 means to verify said coupon ID data and,

when said.coupan  ID data is verifie es rypt] ans to.encrypt
tﬁ%aréguﬁdgn fats rézlgﬁfénd1 ?oaﬁec%g&r?oénu% dgktqag usin&g)%ﬂgdt'e cour%n ID data

and, said terminal 1D, data., befarer rapsmitting he encrypigd coupesdata,
from said management-side communication means to said redemption
device, saigiredemption devicedecryptssaidenherypted ccauparodatad
using said coupon ID data and said terminal 1D data, and said coupon
rManagemeéns dévicestrarismits Tedémptiofr datasindit atindahat fie c6ussh
data related to the coupon ID data has been redeemed to said terminal
desigs I vig aaiPredepaptor Hebite’ 7C TREUAtAP66ES6RT sy&tent s, and

according to claim 1, further com risin%1 . e .
said coupen managenment device uses verification

neans to verify said coupon ID data and, when said coupon
1D data is verified, transmits the coupon data related to
the coupon ID data from said management-side
communication means to said redemption device while
transmitting redemption data indicating that the coupon
data related to the coupon ID data has been redeemed to
said terminal device via saild redemption device.

6. The data processing system according to claim 1,
wherein

said terminal device transmits the coupon ID data
and the terminal ID data held in said secure storage
means from the terminal-side noncontact communication
means of said terminal device to the redemption-side
noncontact communication means of said redemption device,

said redemption device transmits sald coupon 1D
data and said terminal ID data from said redemption-side
communication means to said coupon management means,

said coupon management device uses verification
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an electronic commerce device, wherein, when placing an order for a
product with said electronic commerce device, said terminal device
transmits the coupon ID data and the terminal ID data held in said secure
storage means from said terminal-side communication means to said
electronic commerce device, said electronic commerce device transmits
said coupon ID data and said terminal ID data to said coupon 59
management device, and said coupon management device uses

verification means to veri{y said coupan D dat &[ﬂd, en %@g £oupan
LS 3 i o ' B eje)s]
a4t isVerftied: fransnits the: coupon gtaare%ated to the coupon ID

data from said management;side compmunication,meansdg saidelgotronic
commerce device. 8. A data processing method comprising the steps of:
Using advertising mediado provide agvgstisernentidada ir iichs eddpon

ID data attached to each of coupons is embedded as a watermark;
cavisingha terminad devitestoiatquiredthes adVertibensentidata provided by
said advertising media, to extract the coupon ID data from the acquired
atvertisemsatdatd) artreraBretheaxPasted Totipohd® Hatdinto secure

storage means which holds terminal ID ) .
management-side communication means to said redemption

device,

said redemption device decrypts sald encrypted
coupeon data using said coupon ID data and said terminal
ID data, and

said coupon management device transmits redemption
data indicating that the coupon data related to the
coupon ID data has been redeemed to said terminal device
via said redemption device.

7. The data processing system according to claim 1,
further comprising

an electronic commerce device,

wherein, when placing an order for a product with
said electronic commerce device, said terminal device
transmits the coupon ID data and the terminal ID data
held in said secure storage means from saild terminal-side
communication means to said electronic commerce device,

said electronic commerce device transmits said

coupon ID data and said terminel ID data to sald coupon

59



data; receiving the coupon ID data and the 'terminal ID data transmitted
from said terminal device, identifying the coupons related to the coupon
ID data, and transmitting to a coupon management device a log in effect
when any of the coupons related to said coupon ID data is redeemed;
and causing said coupon management device to manage the 60 terminal
ID data and the redemption logs in relation to said coupon ID data. 61

- management device, and

sald coupon management device uses verification
means to verify said coupon ID data and, when said coupon
ID data is verified, transmits the coupon data related to
the coupon ID data from said management-side
communication means te said electronic commerce device.

8. A data processing method comprising the steps
of:

using advertising media to provide advertisement
data in which coupon ID data attached to each of coupons
1s embedded as a watermark;

causing a terminal device to acguire the
advertisement data provided by said advertising media, to
extract the coupon ID data from the acguired
advertisement data, and to store the extracted coupcn 1D
data into secure storage means which holds terminal ID
data;

receiving the coupon ID data and the terminal ID
data transmitted from said terminal device, identifying
the couponsg related to the coupon ID data, and
transmitting tc a coupon management device a log in
effect when any of the coupons related to said coupon ID

data i1s redeemed; and

causing said coupon management device to manage the

&0



terminal ID data and the redemption logs in relation to

said coupon ID data.



