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METHOD, SERVER AND AGENT FOR MONITORING USER INTERACTION
PATTERNS

Technical field of the invention

The present invention relates to method performed by an analysis
server for monitoring user interaction patterns in client applications interfacing
a server. The present invention further relates to an analysis server for
performing the method. The present invention further relates o an agent
executing on a client computing device for identifying and transferring
analysis data to the analysis server.

Background of the invention

Monitoring user interaction in a client application, e.g. a web browser
rendering a web site, is used for several reasons. One reason is to, at an
early stage, discover that an error has occurred in the client application, for
example that a button or a drop down is no longer functioning properly. Such

-an error in the client application may change user interaction patterns of the

client application. The monitoring may also be performed for statistics
purposes.

Such a process of monitoring user interaction often involves complex
and ever changing setup scenarios. New processes are implemented and
deployed faster than ever. For every new process implemented or changed in
the client application, monitoring has to be implemented to see that the new
process function properly. This has historically been done by scripting the
interaction pattern and letting an agent execute the script, simulating a real
user using the client application. This approach is both resource heavy and
complex since manual scripting has fo be performed for each new process, It
is also resource heavy fo identify and define each new process. For each
development of the client application, a new monitoring script may have to be
added or an existing script may have to be altered.

US 20130067327 (IBM Corp) describes a solution for event pattern
script recording in which user actions are recorded. The user may itself
initiate the recording when interacting with the application. These scripts may
later be used for comparison, such that anomalies may be discovered. The
method described in this document is both resource heavy and complex and
needs human interaction. Moreover, new scripts obviously have to be
recorded when new processes are implemented.
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needs human interaction. Moreover, new scripts obviously have to be
recorded when new processes are implemented.

Moreover, the client application may be connected to a server, and a
user interaction may cause events of data traffic to be sent between the client
application and the server. In such a setup, an error in the server may also
change the user interaction patterns of the client application. A usual
approach to monitoring user interactions has historically been done by
analyzing the processing of the server in response to a user inferaction. This
approach still needs new monitoring scripts or analyzing scripts for each new
implemented process. Further, many owners of a client application may not
have access to the servers in case they use a hosted solution for the server.

Accordingly, there is a need for an improved way of monitoring user
interaction patterns.

Summary of the invention

In view of the above, an objective of the invention is to solve or at least
reduce one or several of the drawbacks discussed above. Generally, the
above objective is achieved by the attached independent patent claims.

According to a first aspect, the present invention is realized by a
method performed by an analysis server for monitoring user interaction
patterns in client applications interfacing a server and rendered on client
computing devices. The method comprises the step of: receiving, from agents
executing on the client computing devices, analysis data pertaining to
sequences of user interactions with the client applications, and events of data
traffic between the client applications and the server made in response to the
user interactions, each user interaction and event of data iraffic being
associated with a user identifier of a user executing the user interaction.

The method further comprises forming groups from the analysis data
by grouping each user interaction with any events of data traffic made in
response to the user interaction, labeling each group with a group identifier
based the user interaction and the any events of data traffic grouped in the
group and associating each group with the user identifier being associated
with the user interaction.

The method further comprises, for each user identifier in the analysis
data: identifying patterns among the formed groups associated with the user
identifier, each pattern comprising a sequence of the formed groups including
at least a start group and an end group, the pattern corresponding 1o a
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sequence of user interactions, and labeling each pattern with a pattern
identifier based on the group identifiers of the sequence of the groups of the
patiern, and storing information pertaining to the identified patterns in a data
storage means, the information comprising at least the pattern identifier of
each pattern,

The method further comprises o, for each identified pattern identifier
stored in the data storage means, calculating a normal state of the identified
pattern identifier among the formed groups. The normal state is calculated
based on the difference between two values. The first value is a number of
unique user identifiers being associated with a group having the same group
identifier as the start group of the pattern having the identified pattern
identifier. The second value is a number of unique user identifiers being
associated with a sequence of groups having the same group identifiers as
the sequence of groups of the patiern having the identified pattern identifier.

By the term “client application” should, in the context of present
specification, be understood a web browser, a smart client, an app, a thin
client, or any other software based application executed on a client computing
device such as a desktop computer, a laptop computer, a smart phone, a
tablet computer, a smart watch efc.

By the term “server” should, in the context of present specification, be
understood any type of server, such as a web server, a local service acting as
a server which saves content such as web pages or images, e-mails etc.
iocally (i.e. a service running on the client computing device), a remote cache
server such as a dedicated network server, etc.

By the term “data traffic” should, in the context of present specification,
be understood any type of data traffic, using any type of protocol or format
such as HTTPR, TCP, JSON, WebSocket efc.

By the term “agents executing on the client computing devices” should,
in the context of present specification, be understood for example a client side
script, or any other software application which can identify user interactions
and events of data traffic to and from the client application and further
transmit this data to a remote server such as an analysis server for monitoring
user interaction patierns.

By the term “analysis data” should, in the context of present
specification, be understood data from all client computing devices, having an
agent installed or running, which at the time is running the client application. It
may be noted that the data may be received continuously from the agent(s),
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wherein in analysis server continuously forms groups from the received data,
and wherein the formed groups and stored on the analysis server, e.g. in
RAM or on disk (or in a database coupled to the analysis 3erver) until one of
the following conditions are fulfilled. According to one embodiment, the
condition comprises that a fixed number groups have been formed. According
to other embodiments, the condition comprise that groups a formed during a
certain time frame such as an hour, a minute, a day or any other suitable time
frame. According to further embodiments, the condition comprises that the
byte size of the stored formed groups has exceeded a threshold byle size.
The remaining steps of the inventive method are then performed when one of
the conditions are fulfilled.

An advantage of storing the formed groups on disk is that a sliding
window approach may be employed when identifying patterns among the
formed groups. This means that for any new group formed and stored, the
previously stored groups, among which patierns have already been identified,
may be used for identifying patterns again, this time with the new group
included and with for example the first group among the previously stored
groups removed. The stored groups may thus be viewed upon as a first-in-
first-out (FIFO) queue, which is used continuously for identifying patterns,

The term “user interaction” should be understood to encompass any
type of user interaction with a client application such as a click on a button, a
selection in a drop down, checking or un-checking a check box, clicking a link
selecting a menu item, etc.

It may be noted that a group from the analysis data may comprise one
or several user interactions performed by the same user, i.e. associated with
the same user identifier, and any events of data traffic sent to and from the
server that is associated with the one or several user interactions.

By the term “sequence of user interactions” should, in the context of
present specification, be understood that a pattern comprises a first group
comprising a user interaction and at least a second group comprising a
subsequent user interaction, wherein the at least two user interactions are
performed by the same user. This will be further exemplified in the detailed
description of this specification.

By the term “user identifier” should, in the context of present
specification, be understood any type of identifier indentifying a specific user.
The user identifier may be unique on a session basis, or based on the specific
client computer, for example the IP number of the client computer or a MAC
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address of the network card. It may further be possible to use a license of the
client software, or to query a license manager on application startup for a
software license or to query a specific user identification provision
server/service for a unique user identifier. The user identifier may further be
the same during a specific time frame for a client computer, or based on the
login of the user using the client computer.

By the term “data storage means” should be understood any type of
data storage means such as RAM or disk, or a database. The data storage
means may be remote from the analysis server or locally present on the
analysis server. A database may comprise a distributed database comprising
several databases. The data storage means may comprise for example both
a RAM and a database, or any other combination of the above mentioned.

The present invention is based on the understanding that by placing
the agent on the client, for example by placing a simple script on a website,
and sending all data pertaining to user interactions with the client application
and events of data traffic between the client application and the server made
in response fo the user interaction to an analysis server, the configuration
needed for performing user interaction moniforing may be substantially
reduced. New processes do not have to be scripted or defined by a user.
Instead such new processes will be automatically identified by the analysis
server and further monitored.

Since the analysis server receives data associated with the user
identifier, the server can track sequences of user interactions and store the
sequences, and the associated events of data traffic, as a pattern. By
grouping at least one user interaction and any traffic events associated
therewith, and labeling the group by a group identifier based on (paris of) the
analysis data pertaining to the grouped interaction and events, the group
identifier can be used for finding other groups with the same group identifier
across the analysis data, wherein the groups identified with the same group
identifier may originate from a user interaction performed by different users.
Consequently, the present invention provides for identifying user interactions
performed by different users as “the same user interaction” when it comes to
pattern monitoring.

The patterns that is identified from the groups from a specific user may
thus in a similar way be considered as the same as a pattern identified from
groups from another user, if the group identifiers of the groups of the pattern
matches between the users.
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it may be noted that the step of storing information pertaining to the
identified patterns may comprise checking if a the pattern identifier of the
identified pattern already exist in the data storage means, and only storing the
information if the pattern identifier of the identified pattern does not exist in the
data storage means.

After all the patterns has been identified and labeled by a pattern
identifier, a normal state of the pattern across all the identified users among
the formed groups can be calculated. Basically this is performed by
comparing how many users that start a pattern with how many that finishes
the pattern. The state may thus be defined as a percentage number. For
example, the normal state of the sequence A-B is 33%, A and B representing
two groups, the normal state of the sequence A-C is 20%. The remaining
47% may for example have ended the client application after the user
interaction giving rise to group A. This means that if 100 persons are starting
the pattern A-C, L.e. the number of unique user identifiers (100) being
associated with a group having the same group identifier (e.g. "A") as the start
group of a pattern having the identified pattern identifier (e.g. "A-C"), 20 of the
users are finishing the pattern, i.e. a number of unique user identifiers (20)
being associated with a sequence of groups (e.g. group A followed by group
C) having the same group identifiers (e.g. “A”, "C"} as the sequence of groups
{e.g. group A followed by group C) of the pattern having the identified pattern
identifier (e.g. “A-C").This will be further explained in the detailed description
of this application.

The present invention is advantageous since any new process
implemented on the client application or the server will immediately give rise
to new patterns being identified by the analysis server and given a normal
state. No scripting or similar human interaction is necessary.

According to embodiments of the present invention, each user identifier
comprises at least one user type. According to this embodiment the method
further comprising the steps of for each identified pattern identifier stored in
the data storage means and for each specific user type of the at least one
user type, calculating a normal state of the identified pattern identifier for the
specific user type among the formed groups. The normal state is based on a
difference between two values, The first value is a number of unique user
identifier comprising the specific user type and being associated with a group
having the same group identifier as the start group of the patiern having the
identified pattern identifier. The second value is a number of unique user
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identifiers comprising the specific user type and being associated with a
sequence of groups having the same group identifiers as the sequence of
groups of the pattern having the identified pattern identifier.

When monitoring user interactions, it may be interesting to monitor the
interaction of a certain type of users. To facilitate this, each user identifier
may comprise at least one user type which comprises information relating to
the type of user. The user type may for example specify what type of web
browser the user is using, what country and/or city the user is currently
present in, or what internet service provider (ISP) the user uses etc. The
normal state of a pattern for a specific user type is performed in the same way
as for the overall normal state of a pattern, but only groups and patterns for
users having the specific user type, i.e. Mozilla Firefox or Sweden, is used for
calculating the normal state,

According to embodiments of the present invention, the method further
comprises the step of grouping the identified patterns stored in the data
storage means comprising more than two groups and having at least the
same start group and end group. For each grouped pattern, the method
further comprising the step labeling the grouped pattern with a pattern
identifier based on the group identifiers of the sequence of the groups of the
patterns grouped in the grouped pattern. The method further comprising the
step of storing information pertaining to the grouped pattern in the data
storage means, wherein the information comprises at least the pattern
identifier of the grouped pattern. The normal state for the pattern identifier
labeling the grouped pattern is then calculated by adding the normal states of
the stored patterns grouped in the grouped pattern.

In a client application comprising many possible sequences of user
interactions, it may be interesting to group certain identified patterns, which
comprises at least the same start group and the same end group, info a
grouped pattern for calculating and monitoring the normal state of a more
general sequence of user interactions.

According to embodiments of the present invention, the method further
comprises the step of, for each calculated normal state, storing the normal
state for the corresponding pattern identifier and the corresponding pattern
identifier in the data storage means. This means that the normal state of any
normal state of an identified pattern identifier among the formed groups,
and/or any normal state of an identified pattern identifier for the specific user
type and/or any normal state for a pattern identifier labeling a grouped pattern



10

15

20

25

30

35

8

may be siored in the data storage means. The stored normal states of any
type of patterns (e.g. pattern identifier), may be used for statistics purposes,
or for any other type of user interaction monitoring purposes.

According to embodiments of the present invention, the step of storing
the pattern identifier labeling the grouped pattern and the normal state is only
performed if at least one of the normal states of the stored patterns grouped
in the grouped pattern is lower than a threshold level. According to this
embodiment, only patterns having a low normal state, i.e. wherein for
example it is unusual for a user to go from group D to group E before going to
group T, it is much more common to go from group D to group Btogroup T, it
may be interesting to group the two patterns {o a grouped pattern, D-E|B-T,
and monitor the normal state of this pattern, since the normal state of the
unusual pattern D-E-T may fluctuate quickly if only a couple of more users
perform that sequence of user interactions.

According to embodiments of the present invention, the method further
comprises the steps of monitoring the change of the normal state of a pattern
identifier over a time period, and generating an error condition in case the
change of the normal state exceeds a threshold level.

The advantage of this embodiment is that the analysis server may
detect changes in the normal state for a pattern, and generate an error
condition which may be sent, for example, to a web site administrator or a
support/quality department of the owners of the client application. The error
condition may be used for ensuring that the client application is functioning
correctly.

According to embodiments of the present invention, the method further
comprises the steps of monitoring the change of the normal state for a
specific user type of a patiern identifier over a time period, generating an error
condition in case the change of the normal state exceeds a threshold level.

The advantage of this embodiment is that the analysis server may
detect changes in the normal state for a pattern for a specific user type, and
generate an error condition which may be sent, for example, to a web site
administrator or a support/quality department of the owners of the client
application. The error condition may be used for ensuring that the client
application is functioning correctly.

According to embodiments of the present invention, the length of the
time period is based on a number of user interactions with the client
applications during that time period. Consequently, the method may be more
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robust to swift changes of the number of users that interacts with the client
applications, for example during night time or during a big holiday.

According to embodiments of the present invention, the length of the
fime period is based on a time-limited change on the server. Consequently,
the method may be more robust to for example a campaign on a web site,
which may alter the normal states of the user interaction pattern for a short
time period. In this case, the web site administrator may not want error
conditions sent to her since the fluctuation of the normal states are expected.

According to embodiments of the present invention, each of the client
applications can be interfacing a plurality of servers. Since the agent is only
executing on the client computer device, the method is insensitive to the
number of servers from which data traffic sent to and from each server needs
to be monitored. The scalability and simplicity of the inventive method is thus
greatly improved compared to if monitoring agents had to be present in each
of the plurality of servers.

According to embodiments of the present invention, the client
application is a web browser rendering a web site, and the group identifiers is
based on a state of a web page on which the user interaction was performed.

By the term “state of a web page” should, in the context of present
specification, be understood for example the content in an Ajax control on the
web page, or the presently selected item in a drop down menu or any cther
possible state of the web page. The group identifier may be based on what
condition the client application is in when the user interaction took place.
Using a state of a web page, this may be achieved no matier what elements
are building up the web page. According to some embodiments, the state of
the web page may be the URL of the web page.

According to embodiments of the present invention, the labeling each
group with a group identifier comprises removing client application session
specific data from the events of data fraffic and the corresponding user
interaction and then labeling each group with a group identifier based on the
remaining parts of the events of data traffic and the corresponding user
interaction. According fo embodiments, the analysis data is saved in a
database or any other data storage means as defined above. By removing
user specific and session specific data from the events of data traffic and data
pertaining to the user interactions, the storing may be achieved faster and
require less memory. Data that is removed may for example pertain to time
stamps, unigue ids of parts of data included in an event of data traffic,
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protocol specific data etc. Moreover, by removing user specific and session
specific data from the events of data traffic and data pertaining to the user
interactions before temporarily saving the data for later analysis (i.e. until one
of the above discussed conditions are fulfilled) may require less memory and
the saving may be more time efficient. Furthermore, the removing of user
specific and session specific data from the events of data traffic and data
pertaining to the user interactions may greatly simplify the grouping and
identification of the groups.

In a second aspect, the present invention provides an analysis server
for monitoring user interaction patterns in client applications interfacing a
server and rendered on client computing devices.

The analysis server comprises a receiving unit adapted for receiving,
from agents executing on the client computing devices, analysis data
pertaining o sequences of user interactions with the client applications, and
events of data traffic between the client applications and the server made in
response fo the user interactions, each user interaction and event of data
traffic being associated with a user identifier of a user executing the user
interaction.

The analysis server further comprises an event grouping unit an event
grouping unit adapted for forming groups from the analysis data by grouping
each user interaction with any events of data traffic made in response to the
user interaction, labeling each group with a group identifier based the user
interaction and the any events of data traffic grouped in the group and
associating each group with the user identifier being associated with the user
interaction.

The analysis server further comprises a pattern identifying unit adapted
for, for each user identifier in the analysis data, identifying patterns among the
formed groups associated with the user identifier, each pattern comprising a
sequence of the formed groups including at least a start group and an end
group, the pattern corresponding to a sequence of user interactions, and
labeling each pattern with a pattern identifier based on the group identifiers of
the sequence of the groups of the pattern, and for storing information
pertaining to the identified patterns in a data storage means, the information
comprising at least the pattern identifier of each pattern.

The analysis server further comprises a normal state calculation unit
adapted for, for each identified pattern identifier stored in the data storage
means, calculating a normal state of the identified pattern identifier among the
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formed groups. The normal state is based on the difference between a
number of unigue user identifiers being associated with a group having the
same group identifier as the start group of the pattern having the identified
pattern identifier, a number of unigue user identifiers being associated with a
sequence of groups having the same group identifiers as the sequence of
groups of the patiern having the identified pattern identifier.

it may be noted that the units described above may be implemented in
a single software executed on the analysis server, for example by one or
more processors in the server. The units may also be implemented in
different connected software’s executing on the analysis server. In that case,
one or more of the above mentioned units may be implemented in a single
software.

According to some embodiments, the analysis server comprises a
computer-readable recording medium having recorded thereon one or more
programs for implementing the method according to the first aspect of the
present invention when executed on a device (e.g. the analysis server) having
processing capabilities.

fn a third aspect, the present invention provides an agent executing on
a client computing device, the client computing device rendering a client
application interfacing a server, the agent being remotely coupled to an
analysis server for monitoring user interaction patterns. The agent comprises:
means for identifying a user interaction with the client application, means for
identifying a user session for the identified user interaction, means for
identifying events of data traffic between the client application and the server
made in response to the user interaction, means for associating the user
interaction with a user identifier based on the identified user session, and for
associating the identified events of data traffic between the client application
and the server made in response to the user interaction with the user
identifier, and means for transferring analysis data comprising the identified
user interaction and the identified events of data traffic to the analysis server.

The second and third aspect may generally have the same features
and advantages as the first aspect.

Other objectives, features and advantages of the present invention will
appear from the following detailed disclosure, and from the drawings.
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Brief description of the drawinags

This and other aspects of the present invention will now be described
in more detail, with reference to the appended drawings showing
embodiments of the invention, wherein:

fig. 1 describes a system comprising an analysis server according to
embodiments of the present invention,

fig. 2 is a block diagram describing an analysis server according to
embodiments of the present invention,

fig. 3 is a flow chart describing a method for monitoring user interaction
patterns according to embodiments of the present invention,

fig. 4 schematically describes user interactions with a web site,

fig. 5 describes patterns according to embodiments of the present
invention, |

fig. 6 schematically describes different time spans for monitoring a
change of the normal state of a pattern,

fig. 7 is a block diagram describing an agent executing on a client
computing device according to embodiments of the present invention.

As illustrated in the figures, the sizes of layers and regions are
exaggerated for illustrative purposes and, thus, are provided to illustrate the
general structures of embodiments of the present invention. Like reference
numerals refer to like elements throughout.

Detailed description

The present invention will now be described more fully hereinafter with
reference to the accompanying drawings, in which currently preferred
embodiments of the invention are shown. This invention may, however, be
embodied in many different forms and should not be construed as limited to
the embodiments set forth herein: rather, these embodiments are provided for
thoroughness and completeness, and fully convey the scope of the invention
to the skilled person.

Figure 1 show by way of example a system 100 wherein user
interaction patterns in client applications interfacing a server 102a-b and
rendered on client computing devices 110a-¢ are monitored. The system 100
comprises an analysis server 106 connected to a data storage means 108, in
this example a database 108 but may as well be a hard drive or a RAM or a
combination thereof, for storing at least pattern identifiers and a
corresponding normal state for the pattern identifier. In this embodiment, the
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analysis server 106 and the database 108 are separate devices, but in other
embodiments, the analysis server comprises the database 108, In the
exemplary system of figure 1, three client computing devices 110a-c are
connected to the two servers 102a-b and the analysis server 106 via a
network 112, for example the internet or a intranet. Each of the client
computing devices 110a-c renders a client application which interfaces the
servers 102a-b. Each of the client computing devices 110a-c¢ further
comprises an agent which identifies user interaction with the client application
on the client computing device 110a-c and events of data traffic between the
client applications and the two servers 102a-b made in response to the user
interactions and sends data pertaining therewith to the analysis server 106.
The function of the agent will be further described below in conjunction with
figure 4 and figure 7. |

A method performed by an analysis server performed for monitoring
user interaction patterns in client applications interfacing a server and
rendered on client computing devices and components of such an analysis
server 106 will now be describes in conjunction with figure 2 and 3.
The analysis server 106 comprises a receiving unit 202 which is adapted for
receiving 5302, from agents executing on the client computing devices,
analysis data pertaining to sequences of user interactions with the client
applications, and events of data traffic between the client applications and the
server made in response to the user interactions. Each user interaction and
events of data traffic made in response to the user interaction is associated
with a user identifier of the user performing the user interaction. The analysis
server may according to some embodiments comprise a temporary data
storage means (not shown) for storing the continuously received analysis
data from the ageni(s), for later use, e.g. for verification of normal states of
patterns. The temporary database may be located in the analysis server 106
or located remotely, in a separate device, and coupled to the analysis server.
Moreover, according to some embodiments, the received analysis data is
(also) stored in a more permanent data storage means, for example a data
storage means 108, for later use in the analysis process, for example for
verification of monitoring results, or for use if further information regarding the
analysis data is needed.

The analysis server 202 further comprises an event grouping unit 204
adapted for forming groups $304 from the analysis data by grouping each
event of data traffic associated with the user identifier with a corresponding
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user interaction, and labeling each group with a group identifier based on the
events of data traffic and the corresponding user interaction. The event
grouping unit is further associating each group with the user identifier being
associated with the user interaction. The event grouping unit 204 receives the
analysis data from the receiving unit 202 continuously as described above.

According to some embodiments, when grouping each event of data
traffic associated with the user identifier with a corresponding user interaction,
client application session specific data is removed from the events of data
traffic and the corresponding user interaction. This means for example, if the
user interaction takes place in an e-shop, where the user puts a certain article
in a virtual shopping cart, the user interaction being the user clicking the
“buy”-bution, the client application session specific data may be the id of the
product, the time stamp of the buy-click, the color of the product etc. In this
example, the only thing that may be interesting is that the user clicked a
“buy”-button on for example the women jacket page, and that the events of
data comprises information regarding that the cart now includes an item.

As can be seen in figure 2, the event grouping unit 204 may optionally
be coupled to the data storage means 108, for storing the formed groups. The
event grouping unit may according to some embodiments further store the
‘cleaned” user interactions and events of data traffic according to the above in
the data storage means 108. This requires less space in the data storage,
compared to storing the full interactions and data traffic. The event grouping
unit 204 labels each group with a group identification, for example a hash-
value of the user interaction and the data fraffic in the group, or a hash value
of the cleaned user inferactions and events of data traffic according to the
above, The group identifier thus reflects the state of the client application
when the user interaction(s) in a group was made. In the e-shop example
above, the group identifier may reflect, and be based on, for example the URL
of the women jacket-page. In case the e-shop is based on for example Ajax-
controls, which means that many or all “pages” in the e-shop has the same
URL, the group identifier may reflect, and be based on, the state of the Ajax-
control in which the supply of women jackets where presented. The event
grouping unit will also associate each group with the user identifier being
associafted with the user interaction(s) of the group.

The analysis server 106 further comprises a pattern identifying unit 206
adapted for, for each user identifier in the analysis data, identifying patterns
S306 among the formed groups associated with the user identifier, from the
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event grouping unit 204. Each pattern comprises a sequence of the formed
groups. Each pattern includes at least a start group and an end group such
that the patiern corresponds {0 a sequence of user interactions. The forming
of pattern will be further discussed in conjunction with figure 5. The pattern
identifying unit 206 labels each pattern with a pattern identifier based on the
group identifiers of the sequence of groups of the pattern. The patiern
identifier may for example be a list of the group identifiers of the groups which
the pattern comprises. This may be advantageous since the groups in the
pattern may be easily back-tracked from the pattern identifier. According to
embodiments, the pattern identifying unit 206 is also coupled to the data
storage means 108, for storing (S306) the identified patterns. The information
stored for each pattern comprising at least the pattern identifier of each
pattern. if the pattern identifier is built up according to above, the groups of
the pattern having the pattern identifier is easily back tracked.

The analysis server further comprises a normal state calculation unit,
208, adapted for, for each identified patiern identifier stored in the data
storage means 108, calculating a normal state S308 of the identified patiern
identifier among the formed groups. The calculation of normal state will be
further discusses in conjunction with figure 5 but the calculation is based on
both information which may be received from the event grouping unit 204 and
from the pattern identifying unit 206. The normal state calculation unit 208
may thus be connected to the event grouping unit 204 and from the pattern
identifying unit 206. In other embodiments, the normal state calculation unit
208 may extract the needed data for calculating a normal state from the
database 108.

The analysis server may according to embodiments further comprise a
pattern storing unit 210 adapted for, for each pattern identifier, storing 5310
the pattern identifier and the corresponding normal state for the pattern
identifier in the data storage means 108.

Figure 3 further describes optional steps 8312, 5314 of the method
performed by the analysis server 106 which now will be explained in
conjunction with figure 5. According to some embodiments, the method
further comprises the step of grouping the identified patterns S312 comprising
more than two groups and having at least the same start group and end
group. In figure 5, three patierns or sequences of groups, which are labeled
A-H in figure 5, comprises more than 2 groups and have the same start group
and end group. These are the patterns A-C-E, A-B-E and A-D-E. According to
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some embodiments, these three patterns may be grouped into one grouped
pattern, A-C|B|D-E, wherein the notation C|B|E describes that any of the
groups C, B, D may be the middle group in the grouped pattern. This grouped
pattern may be labeled with a pattern identifier based on the group identifiers
of the start group and the end group, possibly with some addition that is

based on the possible middle groups C, B, D.

The calculation of normal states of a pattern will now be described with

use of table 1.

Pattern Group 1 Group 2 Group 3 (if Normal
any) state

A-B-E A, 5000 B, 100 E, 90 1.8%

A-C-E A, 5000 C, 1000 E, 700 14%

A-D-E A, 5000 D,50 E, 50 1%

A-G-H A, 5000 G, 500 H, 300 6%

A-F A, 5000 | F, 1000 - 20%

Table 1

The first column states the pattern; each of the patterns in figure 5 has
one row in table 1. As can be seen in table 1, each pattern start with group A.
The values under “Group 1" thus describes, for each pattern, a number of
unigue user identifiers being associated with a group having the same group
identifier (e.g. “A”) as the start group of the pattern having the identified
pattern identifier. The value of the last group in the pattern consequently
corresponds to a number of unique user identifiers being associated with a
sequence of groups having the same group identifiers as the sequence of
groups of the pattern having the identified pattern identifier. Consequently,
5000 users (user identifiers) have started the pattern A-C-E (pattern
identifier). Out of these 5000 user identifiers, 100 has continued to group C,
and 90 of the 100 has finished the patterns by continuing to group E. The
normal state of pattern A-C-E is thus 90/5000 = 1.8 %. Similar, 5000 users
(user identifiers) has started the pattern A-B-E. Out of these 5000 user
identifiers, 1000 has continued to group B, and 700 of the 1000 has finished
the patterns by continuing to group E. The normal state of pattern A-C-E is
thus 700/5000 = 14 %. The normal state for the pattern A-D-E (1%), A-G-H
(6%) and A-F (20%}) are calculated in the same way,

The normal state of the grouped pattern discussed above, A-C|B|D-E is
calculated by adding the normal states of the patterns grouped in the grouped
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pattern. The normal state of the grouped pattern A-C|B|D-E is thus 1.8 + 14 +
1=16.8%.

According to some embodiments, the grouped pattern and the normal
state of the grouped patiern are only stored if at least one of the normal states
of the stored patterns grouped in the grouped patiern is lower than a
threshold level. Consequently, in the above example, if the threshold level is
>1%, the (identifier for the) grouped pattern A-C|B|D-E and the normal state
will be stored, but if the threshold level is below 1 %, the storing will not be
performed.

According to some embodiments, all but one of the normal states in a
grouped pattern must fall below the threshold level for the storing to be
performed. In the above case, if the threshold level is for example 1.5%, the
grouped pattern A-C|B]|D-E will not be stored. According to some
embodiments, when this happens, A-D-E (below the threshold level) may be
grouped with A-B-E or A-C-E and then stored.

According to some embodiments, only patterns (grouped or regular)
with a normal state above a threshold level will be stored and thus monitored.
The owner of the client application may for example only be interested to
monitor the normail state of a certain number of patterns. According to other
embodiments, only the top number of patterns, i.e. with the highest normal
states, will be stored.

According to some embodiments, each user identifier comprises at
least one user type. User interaction patterns may thus be monitored for user
on a specific user type level. For example, if the owner of an e-shop is
worried that users browsing the e-shop using Mozilla Firefox may experience
problems of paying for the products, the owner may want to monitor user
interaction patterns for the user type "Mozilla Firefox”. Table 2 describes the
same thing as table 1, but only for users with the user type "Mozilla Firefox”.
In other words, the values under "Group 1" in Table 2 thus describes, for each
pattern, a number of unique user identifier comprising the specific user type
(e.g. "Mozilla Firefox”) and being associated with a group having the same
group identifier (e.g. “A”") as the start group of the pattern having the identified
pattern identifier, The value of the last group in the pattern consequently
corresponds to a number of unique user identifiers comprising the specific
user type and being associated with a sequence of groups having the same
group identifiers as the sequence of groups of the patiern having the
identified pattern identifier.
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| Pattern Group 1 Group 2 Group 3 (if Normal
~ any) state
A-B-E A, 1000 B, 20 E, 10 1%
A-C-E A, 1000 C, 100 E, 70 14%
A-D-E LA, 1000 D, 40 E 10 1%
A-G-H A, 1000 G, 500 H, 300 30%
A-F A, 1000 _F, 10 - 1%
Table 2

From the above, the owner of the web site may for example find out
that only 1% of the users complete the pattern, A-F compared to 20% in the
overall case in Table 1, but instead 30% of the Firefox-users complete the
pattern A-G-H instead of 6% in the overall case in Table 1. The A-F may as
an example correspond to the paying of a product while A-G-H corresponds
to reading the help pages. It may be noted that the above discussed
regarding grouping patterns and filtering the patterns before storing them may
be equally valid for the user interaction patterns on a user type level.

The monitoring of user interaction patterns may be done in order to
make sure that the client application works as it should, which may mean that
the normal state of the user interaction patterns stays pretty much the same
from day fo day. For this reason, according to some embodiments, the
change of the normal state for a pattern (identifier) over a time period may be
monitored. If the normal state exceeds a threshold level, an error condition
may be generated, and sent or presented to for example the owner of the
client application or similar. This deviation analysis for the normal states may
occur over different types of time frames. The time frame may be fixed, an
hour, a day etc. The time frame may also be dynamic and the length may be
based on the amount of usage of the client application. This is illustrated in
figure 6. Each of the dotted lines 502 represents analysis data received from
an agent. The number of dots on each line represents the occurrences of
data received from each agent. Lots of dots mean that lots of data is sent
from the agent. The time frames are represented by the rectangles 504, 506,
The width of the rectangle corresponds to the length of the time frame. As can
be seen in figure 6, the first time frame 504 is shorter than the second time
frame since, during the first time frame 504, all six agents send data to the
analysis server. During the second time frame, one of the busiest agent stop
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reporting use of the client application for which it reports data. A second agent
also stops reporting usage of its client application. Consequently, during the
second fime frame 506, usage of the client applications drops, and the
second time frame 5086 is thus longer.

It may be noted that figure 6 and the above text describing figure 6 is a
very simplified version of the reality to simplify the description of the concept
deciding the length of time frames. In a real implementation, a time frame
504, 506 may comprise thousands of agents reporting data, and generally a
specific agent is not reporting data during an entire time frame.

It may be further be noted that the content of figure 6 may also be used
for describing the time frame used by the analysis server for collecting
analysis data and forming groups before identifying patterns and calculating a
normal state for each pattern.

The components and functionality of an agent executing on a client
computing device, wherein the client computing device is rendering a client
application interfacing a server, and wherein the agent is remotely coupled to
an analysis server for monitoring user interaction patterns will now be
described in conjunction with figure 4 and 6. Figure 4 shows by way of
example user interactions 412a-c with a web site (client application). The web
site is interfacing a server 102. An agent 416 (also shown in figure 6) is
sending analysis data 414 to the remotely coupled analysis server 108. The
analysis data pertains to user interactions 412a-c and events of data traffic
418a-c between the web site and the server 102 made in response to the
user interactions 412a-c. A user 410 is interacting with the web site. She first
enters the first page 402, user interaction 412a. The agent 416 comprises
means 702 for identifying the user interaction 412a with the client application.
The agent further comprises means 704 for identifying a user session for the
identified user interaction, and means 708 for associating the user interaction
412a with a user identifier based on the identified user session.
Consequently, the agent 416 has identified the user session and will
associate all info about the user interactions with the user identifier (during
this session) before fransferring 414 the data to the analysis server 108.

The user interaction 412a causes events of data traffic 416a between
the web site the server 102 made in response to the user interactions 412a to
occur. The agent 416 further comprises means 706 for identifying events of
data traffic 416a between the client application and the server 102 made in
response to the user interaction 412a, and means 708 for associating the
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identified events of data traffic 416a between the client application and the
server 102 made in response to the user interaction 412a with the user
identifier. Consequently, the agent 416 will associate all info about the
identified events of data traffic with the user identifier (during the session
described in figure 4) before transferring the data to the analysis server 108.

The agent 414 further comprises means 710 for transferring analysis
data 414 comprising the identified user interaction 412a and the identified
events of data traffic 416a to the analysis server 108.

The user 410 continues to interact 412b-c with the web site, and the
user interaction causes events of data traffic 416b-c between the web site the
server 102 made in response to the user interactions 412b-c to occur. The
agent will identify these interactions 412b-c and events of data traffic 416b-c
and fransfer analysis data 414 comprising the identified user interaction 412b-
¢ and the identified events of data traffic 416b-c to the analysis server 108 in
the same manner as described above.
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CLAIMS

1. A method performed by an analysis server (106) for monitoring user
interaction patterns in client applications interfacing a server (102a-b) and
rendered on client computing devices (110a-c), the method comprising the
steps of.
receiving (§302), from agents (416} executing on the client computing
devices (110a-c), analysis data (414) pertaining to sequences of user
interactions (412a-c) with the client applications, and evenis of data traffic
(416a-c) between the client applications (110a-c) and the server (102a-b)
made in response 1o the user interactions (412a-c), each user interaction
(412a-c) and event of data fraffic (416a-c) being associated with a user
identifier of a user executing the user interaction,
forming groups (8304) from the analysis data (414) by grouping each
user interaction (412a-c) with any events of data traffic (416a-c) made in
response to the user interaction (412a-c), labeling each group with a group
identifier based the user interaction (412a-c) and the any events of data fraffic
(416a-c) grouped in the group and associating each group with the user
identifier being associated with the user interaction (412a-¢)
for each user identifier in the analysis data:
identifying patterns (§306) among the formed groups associated
with the user identifier, each pattern comprising a sequence of the
formed groups including at least a start group and an end group, the
pattern corresponding to a sequence of user interactions (412a-¢), and
labeling each pattern with a pattern identifier based on the group
identifiers of the sequence of the groups of the patiern, and
storing information (8306) pertaining to the identified patterns in
a data storage means (108), the information comprising at least the
pattern identifier of each pattern,
for each identified pattern identifier stored in the data storage
means (108);
calculating a normal state (§308) of the identified pattern
identifier among the formed groups by based on a difference between
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a number of unique user identifiers being associated with
a group having the same group identifier as the start group of
the pattern having the identified pattern identifier, and

a number of unique user identifiers being associated with
a sequence of groups having the same group identifiers as the
sequence of groups of the patiern having the identified patiern
identifier.

2. The method according to claim 1, wherein each user identifier
comprises at least one user type, wherein the method further comprising the
steps of
for each identified pattern identifier stored in the data storage means
(108),
for each specific user type of the at least one user type,
calculating a normal state (5308) of the identified pattern
identifier for the specific user type among the formed groups
based on a difference between
a number of unique user identifier comprising the
specific user type and being associated with a group
having the same group identifier as the start group of the
pattern having the identified pattern identifier, and
a number of unique user identifiers comprising the
specific user type and being associated with a sequence
of groups having the same group identifiers as the
sequence of groups of the pattern having the identified
pattern identifier,

3. The method according to any one of claims 1-2, further comprising the
step of

grouping the identified patterns (8312) stored in the data storage
means (108) comprising more than two groups and having at least the same
start group and end group, and for each grouped pattern:
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labeling the grouped pattern with a pattern identifier based on
the group identifiers of the sequence of the groups of the patterns
grouped in the grouped pattern,

storing information (S312) pertaining to the grouped pattern in
the data storage means (108), the information comprising at least the
pattern identifier of the grouped pattern

calculating a normal state ($314) for the pattern identifier
labeling the grouped pattern by adding the normal states of the
patterns grouped in the grouped pattern.

4, The method according to any one of claims 1-3, wherein the method

further comprising the step of:
for each calculated normal state, storing (S310) the normal state for

the corresponding pattern identifier and the corresponding pattern identifier in
the data storage means (108).

5. The method according to claim 4 when being dependent on claim 3,

wherein the step of storing the pattern identifier labeling the grouped pattern
and the normal state is only performed if at least one of the normal states of
the stored patterns grouped in the grouped pattern is lower than a threshold

level.

6. The method according to any one of claims 1-5, further comprising the

steps of
monitoring the change of the normal state of a pattern identifier over a

time period,
generating an error condition in case the change of the normal state
exceeds a threshold level.

7. The method according to claim 2 or any one of claims 3-6 when being
dependent on claim 2, wherein the method further comprising the steps of

monitoring the change of the normal state for a specific user type of a
pattern identifier over a time period,
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generating an error condition in case the change of the normal state

exceeds a threshold level.

8. The method according to any one of claims 6-7, wherein the length of
the time period is based on a number of user interactions with the client

applications during that fime period.

9. The method according to any one of claims 6-7, wherein the length of
the time period is based on a time-limited change on the server.

10.  The method according to any of the claims 1-8, wherein each of the
client applications are interfacing a plurality of servers.

11, The method according to any of the claims 1-10, wherein the client
application is a web browser rendering a web site, and wherein the group
identifiers is based on a state of a web page on which the user interaction

was performed.

12.  The method according fo claim 11, wherein at least some of the group
identifiers are based on a URL of a web page on which the user interaction

was performed.

13.  The method according to any of the claims 1-12, wherein the labeling
each group with a group identifier comprises removing client application
session specific data from the events of data traffic and the corresponding
user interaction and then labeling each group with a group identifier based on
the remaining paris of the events of data traffic and the corresponding user

interaction.

14.  An analysis server (106) for monitoring user interaction patterns in
client applications interfacing a server (102a-b) and rendered on client
computing devices(110a-c¢), the analysis server (106) comprising:
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a receiving unit (202) adapted for receiving (8302), from agenis (416)
executing on the client computing devices (110a-c), analysis data (414)
pertaining to sequences of user interactions (412a-c¢) with the client
applications (110a-¢), and events of data traffic (416a-c) between the client
applications (110a-c) and the server (102a-b) made in response to the user
interactions (412a-c), each user interaction (412a-c) and event of data traffic
(416a-c) being associated with a user identifier of a user executing the user
interaction,

an event grouping unit (204) adapted for forming groups (8304) from
the analysis data (414) by grouping each user interaction (412a-¢) with any
events of data traffic (416a-c) made in response to the user interaction (412a-
¢), labeling each group with a group identifier based the user interaction
(412a-c) and the any events of data traffic (416a-c) grouped in the group and
associating each group with the user identifier being associated with the user
interaction (412a-c)

a pattern identifying unit (206) adapted for, for each user identifier in
the analysis data, identifying patterns (8306) among the formed groups
associated with the user identifier, each pattern comprising a sequence of the
formed groups including at least a start group and an end group, the pattern
corresponding to a sequence of user interactions (412a-c), and labeling each
pattern with a pattern identifier based on the group identifiers of the sequence
of the groups of the pattern, and for storing information pertaining to the
identified patterns in a data storage means (108), the information comprising
at least the pattern identifier of each pattern,

a normal state calculation unit (208) adapted for, for each identified
pattern identifier stored in the data storage means (108), calculating a normal
state (8308) of the identified pattern identifier among the formed groups by
based on a difference between

a number of unigue user identifiers being associated with a
group having the same group identifier as the start group of the pattern
having the identified pattern identifier, and
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a number of unique user identifiers being associated with a
sequence of groups having the same group identifiers as the sequence
of groups of the pattern having the identified pattern identifier.

15, An agent (418) executing on a client computing device (110a-¢), the
client computing device (110a-¢) rendering a client application interfacing a
server (102a-b), the agent (416) being remotely coupled to an analysis server
(108) for monitoring user interaction patterns, the agent comprising:

means (702) for identifying a user interaction (412a-¢) with the client
application,

means (704) for identifying a user session for the identified user
interaction (412a-c),

means (706) for identifying events of data traffic (416a-c) between the
client application and the server (102a-b) made in response to the user
interaction, and

means (708) for agsociating the user interaction (412a-¢) with a user
identifier based on the identified user session, and for associating the
identified events of data traffic (416a-c) between the client application and the
server made in response to the user interaction (412a-c¢) with the user
identifier,

means (710) for transferring analysis data (414) comprising the
identified user interaction (412a-c) and the identified events of data traffic
{(416a-c) to the analysis server (106).



