*.1 I'NTEGRATED SI LI CON CI RCUI T. COVPRI SI NG A" PHYSI CALLY NO\I—
FUNCTI ON, AND METHOD AND SYSTEM FOR TESTI NG SUCH A CIIRCU T The
invention relates to a silicon integrated circui't conpri si rﬁlwwww’gmmmﬂlﬁﬂll y
non- copyabl e function and a nethod, -based on reliability tes

sel ecting such a circuit. It applies npt ably to the Why

- circuits and the authentlcatlon of electronic conponents. ' For
" nurrerous applications,: is useful to be able to unanblguously identify

ke SLELIS T

facility. Thus, |ncorporat|n Hrﬁ@ @QYHd circuit a physically
- non- copyabl e functl on of PUF type, the acr onymderiving fromthe
expression "Physically Unclonable Function”, allows the generation of a

- uni‘que signature spr@J fivenfich $é1h!ésctbré>LﬂllfconThtlegra‘-iécgf&ﬁl:Mf eormyisihg aised to

put in plac |.ectroni c,system aut hent i atl n chan i.S unique
¥ gnat ure. covaleDy T GRuRe R R R e Ao S 381 g ene ™
circuit. | nforseteating esuchhee ciscwt. dy@pplies netaberytomhehﬁleids loé crymtegrepited circuit
i's not requgif®ts and the authenticatit® STicltoniconiegner ated directly by the
circuits,_ Human intervention not being required, the resi stance to attacks, .
not abl y 8f 20 observation attack type, is inpr oved Ther e. exi st
in the prior art varikus nuaysoas ampjloehemﬁl itg iPUBséfunctbi dres. ablusy the -
article by., P P is,
mFﬁBQHsI ndér&lk % g&d?ﬁd %rrzﬁy ngﬁﬁttegoé?r%wt 80 ufi ﬁ’§

I\/B.SS&ChUSSGtt Sstit te 0 escri bes
const i t ut es2&PIOPLFechI tbemnooamreamnwnsosa»bée edfaplydedisinoush s Q'Y%hspar ent

- material coamuitsfrog bandgnh ysedies pei sieclipaarsing dsmaltiowang breiudeo ation of

|aser | Hant Al Tl PIESuRT 8@l SoUSEdlbiaicky BEal U gaiesght Pod fn

evenaar ent ecurl ty W th .
Noi sy Dat a: cmwa\bbﬁ @rmtlemfrf?léfé Sy cilicearenymsidarine Gem At exroBsMeRer fei ti ng,

- 30 Secaucus'Pw&|dd$ﬁUnS@rnbanea¢un\éﬂbrh agnda\lemh\éogémer&%?ofa mhuglhe §|gﬁ§t$16e an
- opaque natefia ? S“ﬂc ¥ iﬁ's w th éjlneéetrhgeooir l‘ﬁhllesra F"Jl’Jrf:
posi tioned %t% ¢ thed terﬁ Lt PR, y s call ed _

sil'i con PUFelegsesicishietet autbeniication msshenisnci es introduced by net hods for
fabri catysng i ntegr aﬂﬁguﬁiqhetﬂxér%tuﬂ@arﬂélfsé%re%% ds%r@l!q@é’@héﬂcyjefbrb% en the -

wires and the t ans stors said circ cant
from one ci PREH"M C ©d SﬁHFWE:IHthﬁS‘?fth? ﬁWaQ%me‘EiﬁV "‘6tf"nt g g ice. This
fam |y conpciragtss nobteglrgdar bi t er PUFs, fing oscillator PUFs and SRAM PUFs.
Stlicon PUFs may bemémig%@m}eedaaengé\%&&r ofFBEH). By ! bifcutfs! NQitharny

technol ogi cal nodification
intervention not - being reqUIred the .,_reSIstance to attacks, notably of

20 observatlon attack type, is improved. :
"~ There -exist in the prior art various: ways of - 1mp|ement|ng PUF
- func’uons “Thus, the article by R. ‘Pappu entitled Physical One-Way
Functions, PhD Thesis, Massachussetts Institute of Technology, March 2001, -
‘describes what constitutes an optical PUF. Optical PUFs are bomposed ofa. -
25 transparent material -comprising randomiy dlspersed partlcles aIIowmg the
deviation of laser light. _

Coating PUFs are also used Thns type of PUF is descrlbed in the .
artlcle by P. Tuyls, B ‘Skoric and T. Kevenaar entitled Security wn‘h Noisy
Data: Private B/ometr/cs, Secure Key_Sz‘orage and Anti- Counterfe/t/ng,'

30 Secaucus, NJ USA:'Springer-Veriag_'New York, 2007. in this case, an
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- The frequenc] es generat e

" 10Arbiter PUFs are described in the article by B. Gassend, D. E. Clarke, M
~van Dijk, and S. Devadas, entitled Silicon physical randomfunctions, ACM.
_Conference on Conput er and Communi cat i ons ‘Security, 2002, pages 148-160:
.In this type.of PUF, one and the same.signal propagates by follow ng two
paths of a delay circuit, the two circyits being 15 distinct. and being
configurable with the ai d of control words. An arbiter conpares the delay:
between the two signals resulting from these two propagations, .and the .
result of this conparison-culmnates in the signature of the integrated .
circuit. Onepafuetmetatiehistyabiembf dersdswitly gielestriPppticlestanst istesitenedent s -

al  owi ng thgppas AeBhtehadd Oreu®f the paths nust be bal anced in 20 terms of .
del ays, thereby rende t hepr desi n di-ffic

pairs of ring oscil? {a 'g é’ifeb!f@o cal's qC%WQBU%GF%hﬁé?FSartBedégﬂ?Lgf‘B%d inthe
article by @cokereBSbiks amddBce®dyantathoantfpt FabdicBtiys integratetc tiongtbl €héunct i ons
for device glHhentiica P@%cﬁpgot%%n%e %s%ﬁﬂ?ﬁ@frbﬂé\sto%ak #80f sigges 9- 14.

dentical rin ators are
conpar ed. TRECY 8 I3 |Ndese Sthﬁ‘l'T§aEb rqrbeoWCHGIt‘Pr?Ha%& G?Vﬁ’” 'iW@%‘i’r@hB‘f"Gre of the
i ntegrated of theuddme Alic Avzaiaknilgfconimiges sotddiatidrier iPY)Rhahgsaictlatsci | | at or s

are sensi ! pRrLorROeal! OUr s apos ORI ERISoRURRAR AL HRBAC Lhe

effects rel at mu coupl I'n he oscillators or .to the
di stur bance§'r¢%t§Wﬂtﬁ@éb@”bﬁ?cﬁnd@g'@ﬁ"m iBeatpr i ng an attack. 30 - An‘aim

of the inwention i sAbpéabUFs dre @ddcBbeatie thbaradensgmenidmredddpawacks. For

Lhi s PUrPOsedihe RHDLECTIRT AP d MENAD iy SEL GO RIERT kAl roui ¢

conprising a Ey5|ca h copyabré tunction
generat i on é#nCéO@i gh&a IC@nﬁﬁj@me o Compaiter and c@mmmma@ondrﬁqutv corrprl ses

a -ring oschbbhat é &Om‘gm Olf“n id %BetéfaWFseQné)Yarﬁi hadn@mé. sigdid | oop -
bei ng fornmed of kﬂ?lg Jr‘f%)e n |ca F h] %9 cognsct ed to. one
" anot her in- SEPPE8 eﬁn@ ARG PQ‘ tdgayac'%‘ﬁl PG SlHEu! g% conposed
of M del-#y @lsénénasd mmgecb&mgurablenmtrartbe haid ofncemrdlegordst Aal sdbiteonpri ses a-
control nodyhg, Sr"e@efh%t 'd'% ngEQ\PEeVnOkhé"@wgssugﬁéi'sdré@ﬁﬁi@h%hﬂghé’s%e%&0

configure the va ue of t s i.ntroduc ains of lags. on the
signal e trRRPREANIYPS: ﬁ@%thq Eesdlt%tm%ﬁ%mpé%%orhC%é{@j‘?%%tﬁ? SBRire Freasuri ng
‘the frequentye piegriedsdigoal Oat dfttee adpbdckef oft this {ypstofdPaF nis dfigt thags af t er

the updati n%le?r{en%]%llg\?/ g ﬁ'lle ﬁ?rra%%n%egloﬂl éptr?é)%ms ﬁfth[fﬂ':t)aen%a a(n edquuc' ng

_fromthe frequency neas e S|gnature of the S
circuit. ZWhéermerE@ie{aﬁsthe'f%’b/ reneerpictheadeagndiffyleui t or an FPGA Accor di ng -

- to one enbodi ment, pbes wltgrp@wr& r||n J$BRIEtoRS aRNEIGY RiliceR AEYs. They are '

According t nat uge ed f
. aut henti cat |%8fﬁc” Hemdﬁ] r%n@s %B'?laé"éj S O[?evgd%ﬁp?rét%e%}? ﬁgs:ca/
- f.or - st eeri ngneheadblgj fgn@tlontsr@Veieergawﬁémﬂmtl@Or@ﬁm@eG@f dteyl geraratiam di sti nct
~ paths, a paphd, @bb?’d;%‘giéé% -84 Ol ity @ndfs d&até@%'éb&rbh@éﬁﬁ&l nhae
ol

- steeri-ng_being, contr d bry%t HJ east ? it bel on cont wor d. -
20Accord?:hg°?%”%?|r§‘ L@ EToat: TbE ReuRe RS eNEPRUshIb b adet b ed ot a

concat enati eignatfe obthe otegnated scimui. @rcba\&hatddohmg becﬂlatptﬂt isathat saidcont r ol

nodul e, sai dsgpdyle agce’keefr%hfv?g SUREARET QBSorRolilBe bAsksS chhsﬁbdfdémds So

as to conflguret he chai ns o ags
example the effects related to the mutual coupling between the oscillators-or

o the disturbances introduced on an oscillator during an attack.

An aim of the invention is notably. to alleviate the aforementioned
“drawbacks. " _
- For this purpose the subject.of the invention is a silicon integrated -

.CIrCUIt comprlsmg a physncally non-copyable function LPUF aIIownng the
.35 generatlon of a sngnature specific to said circuit. Said function compnses a



"'The" bits of the signature 'are,- for, exanple, determined as a 25 function
of  the ranking of the frequencies measured for the various Conbinations of

- the control words. The bits of the signature are determined, for exanple,.

as a function of the estimated differences between two measur ed frequency.
val ues, a neasured frequency val ue cor%espondrng to a-conbination of 30

controI wor ds. - The-bits of the signature are, for exanple,
_determ ned as -a function of the value of the ratio between two estrmated
‘frequency differ ences. I'n one enbodi ment, the circuit

conprises arnrandghatausbepossd g’énelpap dravetsed pyiabsigsal’ egea‘aei &apdbé&ivegng used ,
s0.as 1o selgfbd N Rrp@ﬁrgléatry MBI ERand E)@l’é@%n%bﬁﬁe&é’dl iesReHblgErt 0 the

conbi natr ons of, the ¢ ontro rds are neas The circuit congrr ses, ‘for
“exanpl e, at N S4EE aBAL aarnteyrspreatesecwaérs ?%é?lﬁ‘@ PEmPsed B felgy a bit,
generat ed welemeats eommectedfto tdme sngthat ur eeries. It also cofﬁlpesétulaj ectraf the

i nvention i8.8l8%yeh aerﬂ% r‘l@}oﬂ (gntrro?%t)%g s'a!;ot fOFR 64n 'Js%#l”to %ohﬁémre'tﬁleng a

~ physical 'y non-copy function successr teps’is applred'to
the tested ¥lve gl e delpysdniraducacdyt therrbains @ iaasomriie signalte thaassiBbe to
generate' athehgniailes eosipeicks isCmbas Frai@ne hictidid melakbrivg ehosedqudrelicbi ity

level, thesg_s of [ t e r T 10 and
Th for dont Sureng froer anpucs the ot SR G 188 SlergHE BRI Fhenor ds
havi ng a HafRAtiy vmr@ltaltcdsethreeret%e@eans tfer deéueaeffrqredheaﬂrwenny and then’
to a phage mbamwnmetrﬁtscluémn@upnheblghenreeﬁthb&tﬂcuﬁ quantities

i ndi cative of the -TFS?E nat e bits t he gkgcurt are T& ured, upto T

measur enent s bei ng 5t df%r?xaéflpé%aal’tﬁ FifCeUTt gf Al asurenments 15
bei ng accunul at ed gwcaglingtaent derbnhleteterthterswrwmneespleadraa@nlcntptroe

i ndet ermi nag&; the decision being taken after conparison with at |east' one

val ue deduced fromthe val ue of the meter ‘Th,. the tested: cr rcuits bei ng
sel ected as a functIGRA S lﬁ%@’lﬁth%etfﬁﬁrgmf?&ét@Fn?'ﬁa%tereol% §sgei’acitad.
‘Accor.di-ng tsutoseticatide. of i npl enentation, the method conprises 20 a step of

det erni ning the pr gl%%bdérétl ¥|§H£@lls é‘orﬁgﬁ Slishy. é&rrgkgél @%Eﬁglo‘?‘irqesrﬁlgfﬁne 1-erf

probability. bei n? termhne
YUX, ] 2XHD - signal fraversing them accordrng to at least two distinct paths a path -

introducing a delay value being specific thereto, the steerrng being controlled
by- at least one bit belongrng to a control word.

20 . According to one aspect of the invention,. challenge words'
composed of a concatenation. of control words are presented at the rnput of
the control module, said module generating combinations on the basrs of sard
words so as to configure the chains of lags. o

~ The bits of the signature “are; for, example, determrned as a

25  function . of the rankrng of the frequencres measured for ‘the various

. combrnatrons of the control words. S

The bits of the signature are determrned for example as a
'functron of the estrmated differences between two measured frequency
values, a measured frequency value corresponding to a combrnatron of .
- 30 confrol words. , o
' The bits of the srgnature are, for ‘example, determrned as a
function of the value of the ratio between two estrmated -frequency
drfrerences : ,

_ ~In one embodrment the crrcurt compnses a random number
35 generator, the _number_s generated being used so as to select the order in



"in Which: erf() |sthe Gauss error functlon 25 0- i's the variance of the
measur enents of the quantiti es representative of the signature bits of t.he
circuit. : Accordi ng to. another node of inplenentation, the nethod

s corrpri ses a step of determining the probability of error per. signature

" bit, said probabi ity being determ ned by using the éxpression: ,' -v7 X
30=1 1 7- 'of in which:" o] is a frequency difference nmeasured between two -
frequenci es cor responding to the appli cation of two distinct conbinations
~of control words; s is defined such that s2 is the variance of the -
 measur enent whishdbe fiequencies corresmndmgdmthe cembalagione df thearongwawptds, if no
~_bit of the §}£m@g§lur%dl s indeterm nate. When the LPUF function of -
a tested circuit sTassom ated with a parity bit whose Val ue is determ ned
- on the basis of the
f or "exanpl ebit bbingheeduaizerrectfa bindzneratea &l 4 érgon, of Sierdigidtyrel ess t han 2.

~ The val ugs of s2 anﬂwﬁgut%%%a&fqﬁgﬁ%%gms EBF e?ﬁ%ﬁ'}:&oeof t%gtrn lntt%TPt%r gature

Substantially equal to + supply vo t hat | s
‘subst ant i al F§eYileOMAsiFinDa Ry Hica!lydmeceonygb tewénctrmhk%u: B $ppESESIN ¢fage, -
t he measur eseptss pipdtied heiting tenad ettt BOARS ot Belesamme s trhakisg it -

aeconding. BOTREr DERBIE e SRR SobaRE (B SARTHETRL S S| Bl n{“;’LZS‘”
wi th a user religbiéibyflgvel, thasetstens mréeﬁp@ﬁd@qdpmectmk@fﬂgeuqar@netersrre to

. control feassd SR d@hﬂ@%g teetcktBS i ANa8B aindi21ioRe f RehHS \R/@rdsol | ect
20. the neasur.enen

: t t d f the .
- signature bl'tE"Afd %H'U@e(ﬁs%y %%i??aesgte'e%%é U%P%esdle?ﬁﬂ(lenﬁl“gag s ©
oper at i-ons Hesots at pdasd oh ndassirgrherste teingg whiehr egffresentpive quegtdiesy t he

comput er anghqeizgpk a&eclihé’ns@tétuf'entb‘?t%f 8F&he2eirdi th‘%{recnéfa rte@r ' %5 't?sTand

“advant ages of the |nve tion cone arP par eB _\L e ai t he -
~descri pt i onMARPLIFMLIY %P@gﬂmﬁﬁpe\%g/ signalggl Pifi tﬁeﬁa IMERIUWEMERY, of f ered
_ vvlth r egtr dbeiogt hecmpmietmﬂedodlaavwmgmcmmwgwemmchhe corresponding bit is

mdetermlnate the decision being taken after comparison with at least one
value deduced _from_ the value of the parameter_.Th, the tested. circuits being
~ selected as a function of the number of indeterminate bits detected.
_ ' According to one mode of implementation, the method comprises
20 a step of determining the probability -that a circuit is not selected said
= prebablhty being determined by using the expressmn. '

Th ]
Pre|—]"' l—erf] ————
{ (Gx\/2xHDﬂ

_in WhICh
o erf() is the Gauss error functlon _
25 o is the variance of the measurements of the quantltles representative of the
" signature bits of the circuit. .
' According  to. another mode of - |mplementatlon the method
comprlses a step of determlnlng the probablllty of error per- sugnature bit, said
probability being determined by using the expres_suon.
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in which:

G gircituTAMRIsesafql examRle cali leastseiiedpaity Qi Ul asel ected,



" 30Figure 1 gi ves an exenplary arbiter PUF, Figure 2 presents a del ay - 3
~element that may be used in an arbiter PUF;, . Figure 3' gives an exenplary

silicon PUF according to the invention conprising a |oop structure; Figure

4 gives an exanple of delay elenents that may be used in a chain of |ags
included in an LPUF,; _ Figure 5 gpresents an- LPUF conprising N = 2
chains of lags; Figure 6 gi ves an exerrpl ary scheme for 'conbining the

- 5control words used in an LPUF; Figure 7 gives an exenplary error functi.on

making it possible to estimate the reliability -of the LPUF; -Figure 8

i | lustratesdthe prifredypereyof diffarendet eveasuredf hidween i \zwobrfraruencm LPUF;

10Fi gure 9 GrH&$oRBingX e pliEREH. MR RN YidtincE ABhTMatRs dst 2BfkQf '
conmparison of the frequency neasurenents associ ated w tlh them and making it
possi bl e toVPE¥Fuce. the rate of rejection of a circuit conprising an LPUF;
Figure 10 gs isedefmnedesxianitha s6fs thheanehbodf ke rhesdurameoi naséts 15according to
~the invention; Figure 11 gives an exenplary test systemi rrpl enment i, ng t he:

met hod of testing according to the i-nvention. Figure 1 gives '

exenpl ary. arbiter APUHCURAS Selfaied. POFXaNEle, §U89 diaef e édﬁﬁ?dé’éd's' of ‘a

. chain of K ideb@mym@laesrents 100, 101, 102 connected to one another in series

and of an arbi ter okuec 1OBECRMARHad 1 9.Lbg dash SkaSbETAN Jof sai d

- chain. A signal e is Introduced ferent
el ect roni ¢ pRAthPitLwhose gglueTiredeiemaiped| amihe Sasiomf thelsignaprenalysaid

confi guried ditduit, sBR @rdhitof seidUtE@r tor GXakipH, e nabkr 2% iMidiSrmthate02,
CK. To a WO%rgs of K bits t¥1here corresponds a configuration for each of the

two pat hs 1 'Sf(SrﬁuCﬂyﬁ?S r%f i gu uration |s uni que for a given binary control
word, each of the bTi'tesV@HJesmdewand Werhgrasmeaswedofidn graraplendorot t he

- delay el eneghsherdRfe s&&;antﬂaﬁrge aadel a0 elﬁrraegkubaylvegage ﬁatr@r% biRguigunct i on
two' uni q at hs associated 30

and parti ci in | on of the
. with a cont‘?‘@* g,\gotastantraﬁy ?Ower%ynlé 7o rEFPEA &R ”‘imﬁ? SHRPMredaY%e del ays
i ntroduced the rheaseeteotsHtdss b0y cdrthuchet wedsn thdreamewostiioas.s ari si ng- from

e, the result of thig H o ﬁ%nrn%'ntmrﬂgtdl#ﬁa ltékt@y?t'ern ng)SéﬁF% i ng the.

control word, . anot her e to thus
generate biWg @P%?Cd)éd'nséert %lreenepgnarerséstefn tSh%orawsasir of 3 GOMPLEET t he
ar bi t er PUFursishemlv@tmentsst.interface, with anFiegivibe eduipfresie rikiry idebeaiblel enent -

that -may be ouéo%qrdl%eaaeu%rﬁer}r{eprpggg tthehf'u otgoen gysar{jg)ngtbeslb%ngq c%ﬁ%or{pl € the

j-th el enmen
present &d - aei Rpasurements . thﬁé@%fﬁseﬁtaéb/%ﬂﬁﬁ@tltleﬁhedléafﬂ\fm@f the Sﬁiaéurél enent

correspondspitd 4D Srognédcs 1P thBd tédted circuits, the processing' operations
'_assocrated with this phase being thereafter performed by the computer and
drsplayed on its interface. . . ‘ ‘

25 - Other oharaoterrstrcs and advantages of the mventron will become :
apparent with the aid of the description which follows given by way of
: nonllmrtrng illustration, offered with regard to the appended drawrngs among _

- which: -

30 - Figure 1 gives an'exempiary arbiter PUF;
| - : Figure 2 presents-a delay element that may be used in an
- arbiter PUF; '- |
- Figure 3 gives an exemplary silicon PUF according to the
invention comp'r_ising a loop structure; '



" The input signals are steered as a function of the val ue-taken by the:
control bit G, said bit controlling two gates 205, 206 allowing this _
steering. For exanple, the signal eo,j can follow either a first path 200
if G =100 or-a second path 201 if C, = 1. In the first case, the output
signal sO corresponds to the input si g@al eo,|.affected by . the delay dO'.
associated with the first path 200 and in the second case, the output

signal sl corresponds to.the i nput signal .eo,j affected by the delay chi’
associ-ated with the second path 201. . 15Wth regard to the signal etj, the. -
~latter will then foll ovigelet Aegives fary QKafPatGhOfZGQIGVfe'@“e&tsofhér mayskéond pat h

203 if C, =1. In the ljgerdst, LCAFn o¥ R8s’ ,,w@dgg,nsdrg_wpsl corresponds to the-
- input signal eti affec

II‘ bé’ t he del a{Pg} asso % e first path. -
202 and in the second '04¥& 3 PHEEHE g‘?Pé"pr?i”Q: rr%%%g B85t he i nput
signal etj affected byFighe delghesdEn @ssopiay esch2feniforh cbtmrblrsreag:dhd pat h’

203. - So thatcctn%selo @é/e heffenbgral | ow the inplenentation of ‘an
arbi ter. BUF it is necessar at e paihs internal to said el ements be.

‘bal anced, that is to s@gViEn tgl\ter%earpsr%ﬂnpery BHPREINCHYD MaBHS)t BeSYRiENt i cal
‘and the crossed paths to23lima2® e ttiabitlgndfitcal PUFhi s bal ancing is all the
nore conpl ex 25 the f del ay
el ement. The i npl ene% I %)eggo%%% %c E{ﬁésllegéft hereelti%}rﬁghcogrgpe%ne
Figure 3 gives an exenflisany@nsifcon PUF according to the invention

cgrrp_rl snpgda_ | Oo’ﬁ str gr—:.t;ureeg ng& éh@x@@d‘plé’gﬁ: combiritisneaaphtec|iwordd - f
esl gnate In the su t escrl (0] ny ving from
PR B (ST Bharfe BincTsfney ldstherigs )

t he. expreSS| on "Loop An LPUF
is a silicon PUF conprassiongted Mobptreon angr madingf it osaifients tﬁdulcedbe% 1, .-

302, N being at | east r%@életregébuoa ofEtun%ult% nerngsarﬂ_r&mple - T ng
oscillator. osed of.

el enent s. 303 Unli ke 'gPtengb&\éﬁsr ?%t%o(?"tﬁ’tﬁzo 8}? mggpd atF%trngo?'rctLﬂé LPUF

conpri se$ a singl e oscaddoading to the invention; (One of the advant ages of the

'structure of an LPUF 'ﬁrpbrteat11td7}‘?es5aﬂce pl§r Ct‘é Istdr |ﬁ‘1|p|erﬁe1ﬁm§ethéy chai ns.

. Moreover, there is no | em™of nutua cou et ween oscli | lMators, since
there is just one Ioopme'fhOd OfteSt'”Qi%Rﬂ‘?r‘a@Qé?/”tﬂtaY?ﬂt@ﬁl 302 receives a
control word G of M bits, a vvord corresponding to a del ay val ue specific

to the circuit. cJ:ecf';ure g'e/Femen é}en%)lafy %Fbr%rcﬁﬂﬁr%nw}éﬂtgr @chrresponds'

- to a lag val ue of enent of t he
chai n of20| agéstpmarily composedmfl Agchaie e gqheI@y W“E'F*@Jﬁ%&%ré

particul arl ¥ofhHckdiOto ML aRbtABEIESéridsOad BYak @nsites tdidigerit N 0BrcRBEeteE Ng t he
logi ¢ gat es, ﬁt%l ecﬁra%grteﬁggr 0 ecg;‘ué] %n',&?tor%?‘%‘?érn‘tﬂohﬂcécf ARt h%trQUF and '”tol

r eal V\A res, cat e rous
i denti cal nandréraverﬁﬂsSt\A@uprﬁecetttreiﬁctztcmlmtttﬁemt‘r neniet éolabaeé,ermntSV\het her

within the ft()@”’ﬂ‘/@H‘GZOrfnaWb% Q&%rgopecpwﬁ%@ara Iof @i s.ﬁa@rcoﬁﬁgrﬂwsrdepkts L
t hat _an_LPUF | rtic

follows fro arl desi
Fi gure £ g@% émcexanﬁKeTBfa W@f‘fﬁpglbétﬁetﬁ? ‘%lté‘atSpﬁﬁ 8é3°U§%LHaF?fggﬁ a chal n
of | ags i nckadeadfitne awolptits 104, 105. Thigrconfiguratisn ghainigeedfor & givenoduced

into the depﬁbé f&&ﬁ%’%of‘@%ﬂoﬁadf%é'bﬁé‘%k s&r@ﬂw&&%ﬁ%a& 5&5 cBHi*rcTst%“o'ﬂQ two

di stinct pa 403 hoi ce o s on the value of
the contr ol obithe delvagleatanit d90wi0n, t1ke. @oﬁ?tadl e'@'l“@ﬁteﬁ?“”%aﬁ §195Shavi ng

the ai mof saglcget bng peRkigdtinghe thedepaitibs oAk A ofiqddatstasbdietedi d of a

mul ti pl exer ces i and j indicate respectively the chain |ndex-_
and t hee%ndedtgqafC‘%‘;Er%I W gdrrent in the chain.
The arbiter element 103 Compares 'the delays introduced by these

: two paths 104, 105 between the two srgnals arrsrng from e, the result of this -
_oomparrson ouImrnatrng in a bit Q. By modrfylng the control word, another bit
Q is generated. Thus it is possible to thus generate binary words used as.
35 signature of the cir_cuit'in_ which the arbiter PUF is implemented. |



" By 'way of example, if Cd =0, the input signal eid will follow a first .
path-403.and the output of the first. delay el.enent wl.l correspond to the .~
signal eid affected by a delay did, said del'ay resulting fromthe - - L

- propdgation_of 30 the signal along this first path. “‘Conversely, if Gd =1,

the input signal eid will follow a sec:?nd path 404 and the output of. the

first delay elenent will correspond to the signal eid affected by a del ay
didl, said delay resulting fromthe propagation of the signal along this
.second path : Advant ageously, it is not.necessary to carry .

~out a bal ancing 35 bet ween the various paths of a del ay el ement 403, 404

~since it suffices It;:e?urgu;pb %%@ES é@%g@/‘%léﬁﬁeﬁ ﬁlgpﬁ,tag Bguggﬁplﬂr rLQrbh@-Ve cl.ones -

‘406, 407 of _the or nal correspondi n el epent
wi'thin one RHE TR SglR¥ @ﬁ%ﬁeﬁt IBipramemrls f‘ﬁéftﬁf%‘?’@e@ag‘i érd‘tatﬂ1 iy antee
than in an debieher RUF sSgmae.ed; endvarj aus ppeddntedobsangell ay tiek ey do  not

cross. SThe. gelaY ReiRL gL Ay Bt N cRALT, RIVSbEAL SChas acteristi Cs

~from one’chaj n, elays.that- the
LPUF can expl oi t. Hihgureussipnalseate stegred lapUFTunshn 08 thegvalue takeshy ns, of -
l'lags. The the tawrarhisit 'S, adaid ags cbblii) lweagdtes x0T, | 205 MlioRIngy thed errents
These chai nssI 8;' a(i/ags are topologically, that is to say functionally,

i dentical and e the sane physical structure. The del ay el ements 506, 507 '
as well as thel r i frosexempis tthe sigheBeq cen ffollawdeithaiarirstdeath 26811 §i¥n the

| segotnﬂ 'qbait@ ({?fa ;}.@%n@ h 2‘61€|f0ctlaecn1s A @el firskegsd, Qh@[kﬁ;t?uﬂ?i@ﬁ%l smtseﬂtﬁs
-an e ou u 0 e, np 0 e 1 I'S W
and U he ot B esRinil o T 3R kT ot SRS WP sRbob B b
function i sthplfiasiemtim%@alnd ih togps&@Rd caFhi thelcdmpa dignsbehbdryespongs ite ut es a -
‘bonfi gurablgeqsgit @#a‘?reobaffected bP/ rghér B@ngé&j é’s%'oa)ét '\ﬁl messe%%ﬁd c?%g% are

controll ed" respectl y two ary 20C an are each
conposed of 2§ pits denot ed respectively 01, 1 . C,mand 02.1, 02.2, -
..., 021 These t\Wltw\mgisdadsmegagﬁalaé@dhbyataarmntﬁe@folmdulﬂeerﬁﬁﬁrstThe _
frequency u I b ed by a
Taaurortnibabated By oLaldecly R 465k oLl dle hASRdS matalE el Y
del ays i nt r3dudled! HPrasEODES |t©uthec Hlﬂuhss'@ﬁa‘ | &g saffegind leeWhéf gelay ode’ t he :

control. worgksodppdd ®éth the ftréte;sathme mﬁwmb sr@a,dhldj @a@@ﬁh@mw&% daPr -

exa l e, sug vel fjrst Iue .t hat-
rr}[)o say 1 ﬁ%@%ﬁ?on% a’f fpe Tpu ﬁ)@nala%bl atl}%g% Ib‘rye "5 H%‘%%‘%t%é OF%J and 02
are equap t\@lﬂZéTGoseC@ﬁd qetﬂea 4 second value of the .pair. (C-, 02) (2j,

of i hios.TSﬁa”eai“i@"S@%aﬁd".“‘&bede@ I3l vieTRanenctde raguoncl oo
“pair (CL 03P pied BUF EaS hetibshivy et 158 cRalot dEerh Jaciid, A FREatD, 20 and
freq(2j O)balﬁmmmi tthed S toreap thrae: theen p aradlelep adiesd (ROEd 2 0R)ebd idensal laeprtleesent ative
y ?L ';hef :3' ﬁsc@{sséchﬁatﬁ'sgﬂfﬁ Lﬁ(ﬁig r?Q§eﬁ?£%FW bésﬁ&ﬁ@}éﬁé\?t‘ﬁe nJrQ dcl[ofnflpﬁ%?nce iis.
.exgrggsl 3 ?12 Imrg?e the paths cano cros% at the Ievel of eaclh eay eIemen‘?WlTheg S

lmplementatlon of arbiter PUFs is therefore.complex.

_ Figure 3 gives an exemplary silicon PUF acc_ord_ihg to the
ihvenﬁ(')n comprising a loop structure. The.silicon PUF of this: example‘ is

30 designated in the subsequent description by the acronym LPUF deriving from_
T the expression "Loop Physmally Unclonable Function”. :

An LPUF is a silicon PUF comprlsmg a loop 300 formed of N

~ chains of lags 301, 302, N belng at least equal to 2. Thls loop forms a S|mple

. rmg oscnllator ' R



"6 = freq(0,2" )-freq(2',0)(1) : ~ The difference of propagation |ags
in the chains of |ags, a consequence of the application of- .the two val ues
of the pair (Cl, C2) nodifying the path followed by the srgnal is not zero
and may be exploited. Indeed, this difference in | ags i npacts t he '
difference in frequency neasured 10 6)g the latter consequently being :
usabl e notably for the generation of tﬁe bits of the signature specific to
the circuit. Thus, a convention nay be chosen in such a way as to
generate the bits.of the signature on the basis of the representative

~quantities 6, indicAtahei ef laghe0hi Be2 if cemeosegahMielay Rlemexaniite, if N =

2, the bit ynlige aeﬂh?bsélﬁatbp FUA, fthé ok&illBBE ok ittvee LR cofbidest & sidgléf - 6i is
negative. n order to generate the various bits of the signature,

bi nary wor desc'l{%PPr ed "chal l enge words"- in the subsequent description, are
presented to the inPuoe ofthehaivaPidgeard the cdrsted dfyan heUfoist thelt thedul e 505.

The cont ol nm%@%eco?%oﬂe@%n%e%em SHHirs, b@ére%vercqwarenetdooar%b@mwnt rol
words used to conI gure frequency

differ ences”?i'%i‘r‘ra e Brw&enror%e@%tars am&ﬁéhfrrgﬁ%g@sr\er%nroe conposed of N
control words. ThesEaclmdehagolchmr:dH B89 rbesivambicnetoli wordi Gifdré miits, aays
accordi ng tg/oNi E‘?@ﬁﬁ%%%f GQU@BBé’Erﬁ fbsthgfcrrkar? N words C the

excl amat i on' mar K operation,.so ..as to obtain as
many configurati ons o§§|ab¢%‘tr8\‘ word CheoTEaRRORes & 2 lagalug Ped@ldnse i s
then detgr %r&r@bntf@mt@r@aﬁioﬁgbrye thelementsradtheroichih f lager. N=2, an exenpl ary

response oo respondhiignd tnd HeeShan Lt BLRY ahISOe | SifkbuRy dBpgpeessed as

a function of the previ ntione uency ence _
response naplaeenmrﬁ-é@uﬁqge@on$r@mngexrantparé;forgyngl ﬁhﬁndﬂg%rﬂ!atw anfk Beiler of the

frequenci esjdftéfcohhectNnspR@S§RES V\ﬁtﬁrtﬁafr@,isté}@ é?@nﬂﬁtdqaédlgﬂ?as the chain of W't h the
ai ne ARVETEN

ai m of. conparin sorti t he freque

conbi nati on 'gc(g%(ﬁ% edal}rggqeﬁepee gy OB?ylg trcaf 48 %he gﬁ?lyc ;118r there to-
be at | etist mawbdrlmbtamﬁeabeabllyna\theﬁm vgthimdal&ramework ohéhe desipn rdmmi ng

di stance HDA@fICtJ}%uﬁQHpFﬁ@% é?r'&uﬁ’i IWBF(Q@S ﬁ%m‘ tﬁrsctﬁé‘tsérgﬁlb@ﬁus E‘Q‘tl@hé ipe 35

expressed usin expr essi on: PE [LAT].(2) in whi ch
5 WO is a fli Flt%ﬁea@f‘erm ni ng the Hamn ng V\él ght 0.represents the
excl usi ve O?Iogrc operation. If (C,, Cr) are two control words

established on the PREHS:Qud SOBMIAL LPRGOL HONESARL Ady 9B NBNAI n°. the_'-

condi ti on expressed ng expression nust erably
satisfie i @ daiepf '?65 eludedimpn LoUFhavi ng at | east two d| fferent -
conmbinations: E [1, AAprdrtlfélg'hal (33 irtohbteduns thé deldytdiemiht 405.tSwdN chai ns

of | ags nUStsrgrr'\% céﬁ%rﬂag@&e By ‘feollowrng two distinct paths. 403, 404. The choice of
I the path depends on the value of the control bit C.J associated with the
control element, said bit having the aim of selecting one of the two paths 403 -
- 25 or- 404 with the aid of a multiplexer 400. The indices i and j indicate
respectively the chain index and the index of the element in the chain.

' By way of example, if C;; = 0 the input srgnal e;; will follow a first
path 403 and the output of the first’ delay element will correspond to the
signal e, affected by a delay d;, said'delay resulting from the propagation of

30 the signal along this first path. Con\rersely, if Cij = 1, the input signal e;; will
follow a second path 404 and the. output of the first delay element will :
correspond to the signal e;; affected by a delay d., , said delay resultrng from
the propagation of the signal along this second path.

Advantageously. it is not necessary to carry out a balancing
35 ‘between the various paths of a delay element 403, 404 since ‘it suffices to



" value '1', ot her.vvi-s'e_no difference of bits can be detected by the
controller. The fn. bit can always be equal to '0" by convention. For

o exanp|-e, |f' N=2 and M3, the difference i3j obtained for the value of the

Cpair(Ci, 02) = (0, 1) is the sane as for ‘the pair values (Cl,-.02) = (2,
3), (C 02) (4, 5) and (G, 02) = 9(6 7). stated otherw se, the.

~foll owi ng expression nust be satisfied® d .1\41(4) 1= 1 An LPUF can al so

i ncl.ude a mechani smfor protecting against 25 attacks by observation or- by

. fault injection. Accordingly, a random nunmber generator may be integrated
‘into the ci doplidate Tﬁeeddlat elememesyinberdas edha\@ slehes #06, 40veolbihderriginal whi ch’ t he
frequenci es cape 6§%F>ﬁgspo}'a\+ﬁgbtmﬁe E%@&Kﬁﬁt WwitHin BﬁéfaHSrthé ?éﬁ% cﬂ]@h%' t val ue

‘not: .ascertaln t e va nce t nmeasur enent requenC| es
is done in BAKEIMIBLGRENCESE o HIAEYHER SN RHr FEter PUF since the =
Advant ageousbyiousapathPbia tislay efdnsdramio o crasisse and interference rel at ed to

the environment. | ndRedect Nferahat s 0 0%, SR 0Bk NRLRLE ipe af f ect edf__

" in an identical ance no r equency
. measur erent §r0m;0fﬁ¢1éfﬂ%ﬂ*(tﬁ@eh%ﬁﬂlay‘déhﬂ%&t@éuc%ﬁ'fﬁﬁ?@ detnysethpt thetLRWF of . -
- greater durabheRrplbhan the nmeasurement, and consequently, the generatlon of
. the signature remains reliable, which may not be the case for- the PUFs with

~pairs of ring oscillators. For an application ained at the authentication

of a circuit, an LFtguneey ptesentsean WP conamisingbhard eming bélagsr dhgm

deriving,dr %tchgm%pra%%%o@rls %kh %%T.B@waee@ é?éﬁmentsTﬁhéséTEﬁQﬁQ' sm r'n‘sty
be i npl emen rcuj t

t b t t |
message o hiaes areppBdeAiball’ B 1 erlrhala e feiiee} oe edaber
" determ nes aameeppysis steskage Thakdelgy idlempossbdbe500 aumedinas daeie the =
S cCircuit. | ”‘i’rﬁ@%nﬁ&ﬂ%nr%%pé}%%uﬁﬁ’ga%%%|d%ﬂﬂééh§ﬂﬁﬂﬂé deRofd %h%%ﬁ”t"a@s gener at ed_

by the PUF and 's specif 0 saldcircu An LPUF"can also
be used for Qﬁcﬂ_pﬁtqhé'ﬁ‘skaé? ligsRe tataNEnanaABEAR: 8FHINENY the |P8MAUDGE e sel f uses
a subset 19f sebaid engwents sag@panct thbdéirsivgthahepe sfabogdinersaled logiy be used

as encrypti gté%)fs fyﬁé‘%}.& Sﬁ%er&@ﬁ‘?ﬁn?c%ﬁgégm% di? sédQ &&%é‘tﬁﬂ t' 0” of N

. .control each o N,
chains. of |é@wedﬁ%eméwg@ﬁ§féuwéra10¢r§|9ureéﬂ¢ @%lellattorof t he rreasurenents and of -

the 20 frequency cmmtw&@eﬁayreémlehtsnsocﬁ rson &he cbhtreiresidibecwenpbbpat i ons of
the N words G, . the ex mat mark representing the factori-al oper ati on.
So as to ha\%O na&WPedr%e(ﬁt éjloﬁ’m nations it is possible to supplenent the
~-condi ti ods (3) and ¢43ndiCt Are pact a@mp@ﬂrﬁﬁofdwblttsw@n@tmitrre@pewye CQ, are

different. Bi,s . can, hangxnreesed. bmzﬁﬁHeseA%Cw69d%5§m generated by aThe '
measured fre ue CI e a&g%corrpared with one another so as to ferma response :

in accordané@n trﬂo n protocol. For exanple the N conbinati ons may be_
sorted differently Thne ‘Geaency( bi JHe autramgégrentes. the last chain of lags is. :

~analyzed by a measurement module 504. The frequency value measured
25 depends on the delays introduced by the various chains of lags, and
therefore on the control words applied- to them. The’ control module 505
~ applies, for example, successwely a first value of the pair (C¢, Cy) = (0, 2‘)
‘that is.to say that C,j = 1-(je[1; M]) and that the other bits of'C4 and C, are . - .
equal to zero, and then a second value of the pair (C4, Cp) = (2J 0).. '
30 , ~ The measurement module 504 successvvely measures the
_ frequenc'ies of the signals c‘orrespondmg to the application of the two values
- of the pair (C1, Cp), said measufement’s being denoted respectively freq(0, 2!)
and 1“req(2J O). From these measurements  are deduced quantities
representatlve of the bits of the. S|gnature For example a frequency .



+ 30Figure 6 gives an exenplary scheme for combi ni ng -the control wor

in an LPUF.

In this exanple N=3 and the control words C, can take

‘values A. B and C 600 cOanylng with conditions (3). (4) and (5).
.possi bl e conblnatlons 603 -may: be generated for the. control mords (a. C2
C3) and 720 frequency arrangenents nmay,be obt ai ned. 13 .

* Advant ageously, the nunber. of possibl-e challenge words is S|gn|f|c
nore consi derable.than for an arbiter PUF. |Indeed, for an arbiter

nunber equals 2m For an LPUF, and taking account of ‘expressions (3). (4)

and (5),

t hdiffatamberd; as tlperesﬁbrl esihaledebyéhevamodyol srodgies 6AShysingéhs

fol Il ow ng tl%%\%n@;@(pfésrslo‘ﬁe”a' n vaI ues of N and M M 45 6 7. 81
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Sl—freq(O ) freq("' ) .' .' | ' (1) '_

" The- dlfference of propagation lags in the chains of lags a
consequence of the appllcatlon of the two values of the pair (Cs, Cy)
modifying the path followed by the 3|gnal, is not zero and may be exploited.
Indeed, this difference in lags impacts' the difference in frequency measured

§;, the latter consequently being usable notably for the generatlon of the bits -

of the srgnature specific to the circuit.

Thus, a convention may be chosen in such a way as to generate :

“the bits of the S|gnature on the basis of- the-representatlve guantities §;
indicative of the bits of the signature. For example, if N 2, the bit i is equal
to 0if & is positive and’ equal to_1.if 6;is negative.

| In order to generate the various bits of the srgnature blnary words
called challenge words™ in the subsequent description, are presented to the

input of the LPUF and processed by the control module 505. The control

module 505 generates on this basis ' combinations of control words _used to
'config'ure' the chains of lags and SO that frequency differences can be
measured ‘Indeed, a challenge word is composed of N control words. These

control words .may be combined in different. ways accordlng to N! possible

control combinations of the N words C;, the exclamation mark representrng

the factorial operation,.so ‘as to obtain as many configurations as possibie of - |

the chains of lags. A response is then determined, for example by the control -

module. For N=2, an exemplary response corresponding to the signature of
the circuit may be expressed as a function of the prevnously mentioned

frequency difference..If N>2, a response may be determined, for example, as -
a function ‘of the order of ‘the frequenmes for the N! possible control :

comblnatlons
‘With the aim of comparmg and sorting the frequencies obtalned for
various combinations of control and therefore of Iags,_ it is necessary for there

distance. HD of the combination of words C is consndered HD may be
expressed usmg the expressmn - '

" to be at'least two different cornbinations of words C;. If the total Hamming -



256 1K 4K 64K LPUF4 N=2 13 40 121 364 1093 3280 29524 ,-ZSOK. -21m LPUF
N=3 4 .44 3602. 680 19244 130K - :

11

HD = ZHWC@C)IM [LN] L (2)

Il>

in which: _
5 HW() is a function determining the Hamming weight;
©.represents the exclusive OR logic operation.

If (G, C}-) are two control words established on the. basis of a

combination of words acting on N chains, the condition expressed by the

10 following expression' must préferably-be satisfied in order to be certain of
having at least two different combinations: -

Vii'e[LN] HD 21 )

15 Moreover, the | bit of the N chains of lags must not remain at the
value ‘1', otherwise no difference of bits can be detected by the controller.
The ™ bit can always be equal to ‘0' by convention: For example, if N=2 and _

 M=3, the difference 3j obtained for the value of the pair (C, Cz) = (0, 1) is the
same as for the pair values (C4, Cz) = (2, 3), (C+; Co) = (4, 5) and (Cy, C2)

20 (6, 7), stated otherwise, the following expfessxon must be satisfied: '

:P_

vie[LM]

cﬂ | @

An LPUF can also include a mechanlsm for protectlng against
25 attacks by observation. or by fault injection. Accordmgly, a random numberf
generator may be-integrated into the circuit. The latter may be used to select o |
the order in which the frequencies are measured. Thus the attéck_er can
‘neither force a bit vaiue nor ascertain the value of a bit since the -
measurement of the frequencies is done in a random sequence of the control
30 words. : R _
. Advantageously, an LPUF is resistant to noise and interferehce
related to the environment. Indeed, the chains of lags making up.the--LPL'JF_ o
are affected in an identical way by disturbance noise. The result of the .



" -1M 45M - 2G -5000G Table (1): Nunber of possible challenge words -

Advant ageously, the nunber of different signatures that may be 10 generated
is therefore very high for an -LPUF in conparison wi.th an arbiter PUF.

For an application aimed at generating an encryption key intrinsic to the
conponent on which the LPUF is il emey ed, . one schene consists 15 in using
predefined control words, that is to say .control words stored by the
circuit. The principle is the sane as authentication except that there is
no di spatching of challenge words, it is up to the LPUF to consider a
subset of cttaweéwgemamtdsm@ntamutbaretfwe mardtyuaffasiteds bpfthiswissiftil Isaefi ons ar e

measur ed angrBesmAlrstbn tha%Qhe measurementI anQrc@ﬁEec%L%n'tlkl etdeMefatidneofPr | NCi pl e
of this. sch we_ consi nmodul e

us, i dent'i cal
Contron wor e SRR s FRBIN PRy g e respiot bt EUP e s of Cuor d
" one of V\:hOSBaItH ofsringadesliatdre. val ue 1. The value associated wiith this centrol
word is 2, j. denoting the j-t- h delay 25 element used to generate a bit of
the key. The contral nodule for the LPUF thereafter generat es N
conbi nati ons by appi%i &ty appfestian atmem at dhe hautRerinatipol ofveresudi anas in
t hi s exanpl ePAF| mbii®ecastdr with WOCRS @eehamlemt traahcrongmoderividy &ipar thef r om one,

t he number gf rgggptﬁgétlé%rﬁ?ol@esﬁ%ﬁ% pafe N and not N'. The N.frequencies

Cor r espondi n rons are obtained through neasurenents. A
measur ed frequency Wdf MECEBRIFESPBNGS iMplemedatibidntiesraton. arsLRentiMel wor ds -

(CLON), ®ai gaidalirgeit e chalichgBoheshabe et (Wdrd is preseMed to M3t LPUReaN fheequenci es
.11, f2,fN (%F etﬁ@ g Qﬁto the N combinations rrentlgned her ei nabove and

can be wit TN f,1|~gS rﬁaﬁﬁ%?qnsﬁ MESpAYE, ('BaGNY it possible "t

authen’ncate the circuit. Indeed, this response message corresponds to a
signature generated by the PUF and is specific to said circuit. _
o -~ An LPUF can also be ‘used for. encryptlon key generation.
15 Accordlngly the LPUF itself uses a subset of challenge message and the
SIgnature thus generated may be used as encryption key. - _
A challenge -word corresponds to the concatenation of N controI
" words C; (i€[1, ..., NJ]). a control word. betng used for each of the N chains of
lags. The response. ‘word is the result of the measurements and of the
20 frequency comparisons: resulting from the N! p053|ble combinations of the N
words Ci, the exclamation mark representlng the faotorlal operation. So as to
have N! differ'ent combinations it is possible to supplement the conditions (3)
and (4) with the fact that aH the control words Ci are dtﬁerent This can be

expressed by: _ _ o , o
25 R _z',i'é[l;A-"]_H(CsEBCI,..)ZI o (5).

" The measured t‘r"eque‘ncies are comparedlwith one another so as
~ to form a response in accordance, with a given protocol. For eéxample the N!
combmatlons may be sorted dn‘ferently to obtain (N!)! arrangements

-30 - Figure 6 gives -an exemplary scheme for combining the control -
words used in an LPUF. In this example N=3 and the control words Ci can - -
take three values A, B and C 600 complying with conditions (3),-(4) and (5).
Thus, 6 pos31b|e combinations 603 may be generated for the control words

” (C1 C2 C3) and 720 frequency arrangements may be obtained. -



“f -1 =1freq(0.2 0) ffreq(2' 00) . 10  These measur ed frequenmes
‘are sorted, for exanple, in'such a way that to a. difference or a . '
conbi natlon of .measur ed frequenC| es there corresponds a.bit of the ,

Si gnature to be generated.. : By way of example, if N=2, a

di fference of frequencies i. makes it. 1%p055|ble to obtain the J-th bi t of
the encryption key, said dlfference beli’ng. determ ned by, usi ng the =
expression (1). L In the case where N=3, there are 3 possible

val ues of frequenm es and consequently six pOSSI bl e conbi nations. The three
val ues are:! fi f rAstpEDiageRuslyf 2he hoedeo. @ popsible fahetgrRel vagrd3 isThe bits
~of the encréﬂﬂﬂ@ﬁntﬁﬁ%o@@o#ﬁ@rﬁﬁfét 5nl?@ra4?9%9t§FiPWFt rthe}%@ EJ -dnQfrhiert @bl € an

ex le o I ven Conbi nati on' of
n‘eggﬁr ed frBxidhis r@grgber gqugls 2. For an LPUF and taklng account of expressrons

(3). (4) and (5), the number of possible challenge words is -given by the
5 following table (1)for certain values of N and M: '

2 13 4l5 !t 6 | 7 | 8110 ]12] 16
4 | 8 | 16 | 32| 64 128 | 256.| 1K | 4K 64K |

Arbiter.

CLPUF G 4 | 13 40 | 121 | 364 | 1003 | 3280 | 29524 | ~250K | ~21M

| - N=2 ' , '

| LPUF| 4 | 44 | 360 | 2680 | 19244 | ~130K | ~1M | ~45M | ~2G | ~5000G | -
.' Table (1): 'Numbe'r of possible challenge words

Advantageously ‘the number of dlﬁerent S|gnatures that may be
10 generated is therefore very hlgh for an LPUF in comparlson wrth an arbiter
. PUF.

~For an aoplication aimed at generating an encryption key intrinsic
to the component on which the LPUF is implemented, one scheme consists
15 in us_ing predefined control words, that is to say.control words stored. by the =
circuit. The principle is the same-as authentication except that there is .no ‘
dispatching of challenge words; it is up to the LPUF to consider a subset of
challenge words on which the frequencies of the combinations are measured
‘and compared. ° | L B |
20 . _ _'
In order to |Hustrate the principle of this scheme we consrder a
. control module for the LPUF using identical control words Ci whose blts are
 forced to zero, except for a control word one of whose bits takes the value 1.
' The value associated with this control word s 2, j.denoting the j-th delay
25 " element used to generate a bit of the key. The control module for the LPUF
- thereafter generates N! combinations by applymg a permutation to the N
~ control words. Cl As in this example all the control words are |dent|cal (zero) .
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apart from one the number of combinations is equal to N and not N.. The N
frequencies correspondlng to these N combinations are obtalned through-
' measurements.

_ A measured frequency value corresponds to a combmatxon of .
5 control words (C ..., Cy), said value belng denoted freq(Cs...., Cn). Thus, the .

N frequenCIes fi, f2, ..., fn corresponding to the N combma’uons mentioned .
hereinabove and can be written in the following manner:

fi = freq(0,0,...,Z'it) '

faor = fleq( 0.2 0)
i —freq( 0....0)
10 . | | - : ;
These measured frequehcies are sorted, for example, in such é -
way that to a difference or a combination of measured frequencies there
corresponds a bit of the signature to be generated.
By way of example if N=2, a difference of frequencies & makes it

' ‘1_:>_ pOSSIb|e to obtain the j-th bit of the encryptlon key sald difference bemg K
- determined by usmg the expressmn (1).

_ In the case where N=3, there are 3 possible values of frequencies‘
“and consequently six possible combinations. The three values are:
20 ' - ' S
fi = freq(O,O,Zj )
f2 = freq(0.2°,0)
fs =freq(2',0.0) -

‘The bits of the encryption key can thereafter be deduced with the
“aid of a table an example of Wthh is glven herelnbelow '
25 ' '



" Table (2):
of the si.gnature

chal l enge words to obtain the signature.

exenpl ary correspondence bet ween neasur ed frequencr es and bits

Thi s sanme schene can be applied using predefrned

The nunber of chall enge words is

related to the number of bits that can be extracted to constitute an
encryptr on key or a response word usedsto authenticate the circuit

. conprising the LPUF:  For.

ch.all enge words w | I

exanpl e,

i f N:2 and M5, by taking account of

be rej ect &

difs of g@ srgnature

table (1), is 10 possrble th obtain 121 different bits. 1f Nis greater a
than 2, the nunber of bits -that.can be obtained increases rapidly since
. there exist (N')! possi Ie,arrangenents as - xplarne previously in the
descri ption. - The maxi num nu na0bn Bitessurmki ng BipPfttheel si gnature is equal to
15 t he nunber. of possi b] e chal | enge words, NUIﬁFblred by the logarithmto-
base 2 of (N)!. Table € %5t here exists a Very considerable .
nunber of chal | .enge mords and tlherefore off, signature bits. The latter may,
- however ;. be redundant s 3 chaIIe1ge Aprds may share t he sanme conbi nati ons
of bits, for exanple if e—ctattenge*worrd—Mi=(0}, 1,2) .is close to the . .
chal l enge 20 word M2=(0 1 35 This%red nddncy Ir enfi ns| | ow on choosi ng
conbi nations of control nds havi pg veryfjarge dpst-ances between them -
"Thus this choice may: bel. for exanpl e carried aqut whilp conplyrng wth a
di stance constraint such-tHat the Hamn ngfdistancg bet ween ‘a chal | enge wor d
and the N conbi nations| of ff he lothgr words; i'S not |ess than a mninmm.
val ue.. 1n. LAOGE, &geﬁ nd M2 is.
HN (0,1 2). EE%%é?%ng%H$ﬁ§iCgﬁggahgegﬁ%ggﬁﬂﬁinrnun{ggﬂu %g%’one of these

This same scheme can be applied using predefined' challenge

words to obtain the signature. The number of challenge words is related to .

the number of brts that can be extracted to constitute an encryption key or a

response word used to authenticate the circuit comprising the LPUF -

10

- For. example if N=2 and M= 5, by takrng account of table (1), it is
possrble to obtain 121 different bits. - ' -

I N is greater than 2, the number of bits that can be obtarned _

__ increases raprdly since there exist (N!)! possrble arrangements as explarned

previously in' the

description.

The maximUm number of bits making up the signature is equal to |

20

- 25

the number of possibte challenge words, multiplied by the logarithm to base 2

of (N
challenge words and therefore of signature Bits The latter may', however; be

Table (1) shows that there exists a very considerable number of

redundant since challenge words may share the same combinations of bits,

. for example if N=3, the challenge word M1= (0,1,2) is close to the challenge

word M2 (O,‘I ,3). This redundancy remains low- on choosing combinations of
control words having' very large distances between them. Thus this choice
may be for example carried out while complyrng with a drstance constraint
such that the Hamming distance between a challenge word and the N!
' in. the
(0,1,3)]

combinations of the other words is not less than a minimum . value.
previous example the distance between'M1 and M2 is HW[(0,1,2) ©

-= 1. If the chosen _mrnrmum value is 2, one of these challenge words will be
~ rejected. '



" The' LPUF circuit can conprise a parity- bit. Indeed, -notahly because of the

- physical .characteristics of the circuit after fabrlcatlon one of . the
bits of the si-gnature may be generated in an erroneous nanner. - The parity
bit is conputed by the circuit on all the bits-of the 5 signature. One
convention that- may be used is to set qche parity bit to '0" if-the number
of signature bits at '1' is even. A nonvol atile nenory may be
used to save this bit. If an FPGA circuit is used, it suffices to have 2 .
configuration files specrflc to -each value of the parity bit. 10ln order to
reduce the probabil The dtUkesirsniat ¢ang campeise oaeprdy sbignitdged. biatablgever al -

measur enent §eg4,desf ﬁ@%hkhﬁ&at&@érﬂﬁ@@toﬂhéf%rréljrt af‘f@ fébﬂéh?ﬁow 8ndidgks, also :
called tri a or med ,successi v PUF neasurenent ‘nodul e

e
o e v s R SEEEE T PRt Gt Yo Bl B oG ot e o ¢ haga
trials are thereaf+tEne aadtyrbit as edmputed bg thegeiraift omellltheabitumiitae ed resul t

gives the S%@P\%ﬁh‘% %pétco?lvenltlon that m%r@ecﬁ%ﬁbt%t FFL pérﬁy RS9 aRe With t‘he_

operation o east, It may be rea |Iy det ect ed
during the PHBYSSSI HghaturbitseRipbiRiPYRy to the trial . 20This bit can then be .
readily corrected bx rianvelatiiengembryi faytbd usad tostve tiat. Hitéf prarFlPtcyAl S. not’

C_prrpl led .. Frgutrs sed, it sufﬁa—e.g %d‘%%@cdo%gu?glohlﬂtéé @ﬁlg‘tjo%l:h.'valgg @' d Of

Figure 8, one o e curves corresp
other curvef&p2itédondi ng to nore reliable:bits of the signature.

expl ai nefh . previ ousiry ordh BNERYUEHENEEHBLEEIENL! lGafehEry drerdridnabed, the

liabl e hj t Th
o on s gl e SEPLEEEIAL el P 914 A UOLORATRINGS AL The
making it péigsiabire bits, @I@@paltmdrlds may Yelrsstornat syeeassiye wthecltﬁtﬂlé havi ng a

negli gibl e H{é?i%@%mérﬁtYm@Itulg%‘rGé @Weﬂ%cﬂﬂro@bb%ﬁ%én STS@%I&E@ obtBHEg t hi s
nmet hod nakeE Bosgj&etollncre se t e relia LFll(ljt b use of t e LPUFs-
since it.mR¥sY sd1e5f NASt A6 FcougYaie l%l’dgl eaﬁl'@ of t Bits and
also to ‘r5anlactthren’|altgd resLit glves theysrcj;rmzeﬂe bia circuit having a given

reliability | evel possi ny bei ng used for a given famly of appllcatlons

Thi S met hod may for 17
y When a parlty bit is assqcrated with the operation of the LPUF, the

least reliable bit - -may be_-_readily detected - during _the ‘processing
correspondrng to the trials. S |

20 Thls bit can then be readrly corrected by mvertrng it if it turns out
that the parrty is not Comphed with. _

This_principle is |llustrated with  the aid of Flgure 8, one of the
curves 800 corresponds to the least reliable bit, the other curves
corresponding to more reliable bits of the signatdre As explained previously, -

25 ‘once the measurement has been terminated, the unreliable . blt may be :
corrected if the parlty is not complied with. '

_ The characteristics of the .LPUFs may be. used in order to
'|mp|ement a method makrng it possible to test and/or to select integrated
30 circuits having a negligible probabrlrty of generatlng an erroneous srgnature
Thus this method makes it possrble to increase the reliability of use of the . -
LPUFs srnce it makes it possible notably_ to discard the unreliable circuits and
K also to rank them by reliability level, a circuit having a given reliability level
possibly being‘used for a given family of applications. This method ‘'may for



" exanpl e be applied at the end of the process for fabricating the circuits,-
'S0 as to.retain only the nost reliable circuits. . Advantageously, this '~
possibility of selecting the -circuits makes it possible to di spense with
the inplenentation of an error-correcting code: " "The obj ective of
the method is notably to discard the cffcuits havi ng a " probability of
generating an erroneous signature greater than a given probability val ue.
‘An exenpl ary inplenentation of the nethod is given in the subsequent
description. In this exanple, a circuit conmprising an LPUF is 10
consi der ed. eXﬁ@Pl@PQﬂzan@imﬁratsfés quepolcihgi precests foadebricetion the giewiisr €obi t bei ng

deduced fr0ré‘s&@@etﬁ’ﬂ%Wtﬂ@ﬁr%st%hd‘bﬂ@@#@ﬂ@y difference 6, such as defined
previously.

- erin tion of C|rCU|tsthat have
been fabricated i de%qwa@éﬁqeéustyhﬁ"'%é’ro?%tgt"g jgfogéjPF n‘& BEGHSi AAKER &t ri buti on
Wi th zero npassiblarddisbenss with tiee @m2ylemeatatips of en sapr-carégting@de)

representjng a Gausmearanje R AR ABo) 30CFebra 208! crtét&s_' evel - of

acircuit, eac measur enent _of IS sensitive e envi ronnent
measured valig¥ngsa HroRapilite O (ﬂ?d‘ieﬁ@t'rtgoat‘ tfé’“i”ePHsb‘i'@n%Pre Brfate] H}?é‘t @re of the
circuit is dewmotpeobdbilityoblbews a Gaussian distribution centered at--;Lii and

of variance s2 corrﬁsp%%%ﬁ%yt ﬂnggﬁggg%?ﬁlrg{rﬁﬁ%mrgg h%% Q}"Nen ﬁ]ttﬂesay 25

The val ue of .5] nust obtain a
reliable valsybsesuephdeswipignelfeiis axaale. o@emrculttcgprmrlsmq én kRUbiis j .

d]f:nohed 30 Rehsideetir #spormisSF cffdhﬁpr%?é@mﬂkg ,cHafhst Bemysolbalaﬂlygwattﬁwtbgt heI si gn-
of the measyr i I n {he -ex ted val ue
"e3j. This g)r %@a%&}“%git f(r:%rﬁ ge ']cg)%p it Lgéltf%g‘“?ltg/ 1‘dc}felr%vﬁen§J §9<%} &%si on: ( e
=1( - ,rf1 deﬁllec( geviously. _
' . By considering a population of circuits that have been fabricated ‘
identically, the variable §; follows a Gausssan distribution with zero mean and
15 variance 7, that is to say:

&j eN(O,cr:j) ' | S | (_6)

N(a,b) representing a GaUSSIan law with mean'a and variance b.

20 At the level of a circuit, each measurement of & is sensntlve to the-_
environment. A measured value of ¢ corresponding to the j-th bit of the
5|gnature of the CIrCUIt is denoted &: follows a Gau33|an dlstrlbutlon centered
at ¢; and of variance s? corresponding. to the measurement nOIse that i to

_ say: ' '

25 . \ _ . o

D S_i.eN(S_i,sz) o ._ : (7)

~ The value of § must be as far as possible from 0 so as to obtain E
~ reliable value of the measurement 5;. The probability of error in bit j, denoted

30 Pej, corresponds, for. example, to the probability that the sign .of the
measured value '6; is different from the sign of the expected value §;. This '_

probability can be exp’ressed. using the following expression:

_Pe,l_i=2(1—erf(5\an .. - _ . (8)

AN



18 in which the function. erf() is the Gauss error function. . A

gr aphi cal- exanple representing this error is given in. Figure 7. Ped
corresponds to an area 701 corresponding to the integration between -cf:

and 0 -of the probability denS|ty of 700. g This -probability of -
error Pois significant if6.; is clos 0 0. It my be reduced in practice-
by perform ng a nunber T of trlals duri'ng which the results of neasurenents
are accunmul ated. Thus T measurements are carried out. Pei can be expressed
using the follow ng expression: : ~Thus, if Si is |ow and
greater than a threshold value Th, a S|gn|f|cant nufnljer T of trials nust

be applied Irf whiBg ttqaeﬁﬂnf:ﬁkgh SH(%th@r@m ért'cgr)fuhétron15 low By fixing-a
t.hreshol d of Th, aia%ass“ Et imnate circuits Vi ng7 val ues of
oj of less than Th \ﬁaﬁ?%‘: ear%‘H?t%{? ROpiELEBPT IS §VER Y eahd vihi | e
.conpl yi ng- wPt hcqrmpnudﬁ)tq anfarea 7@11 sotresfzmdiray o the iolegratibh beyeen -o

advant ag%oughyobﬁthé:b%ga,hwetrg,tt,gkbng()@ccount -of unfavorable conditi ons in
‘terns of terrperature and r;l)}]?yvotage of the circuit. 20If a circuit '
o

consi dered having a W‘l%%)é’ra o AU R 151 IoRiTEAN Fat 1§ Geseoei Gadlnavioeh a
~signature brdduckt isudrbciieEs by hadrfarimérce abeurabet dast trimie duirihgj wisisshthehat 61 <
Th in order doits tcttemeQéJréHl'ehtst aréPGcéih@atetd- Thike T AheRakkhichis t?haérea tested
.circuit is rejected in this exanple can therefore be predicted.using the -
fol | owi ng e&PriedHiubie; 08N be pxpressed using tha fpllownawrriAs¥xpr essi-on:  hTh <
Th) = erfo 1. 30 . The exanpl e hereinaboVe corresponds to N=2 and contr ol
words having only - . / ' ' '
o [l—el

| ’v’?%-oﬁ_j\ o - o
. L S\lz_ )

e =
~Thus, if § is fow and greater than a threshold value Th, a-

significant n'ur'nb’er T of trials must be applied if the desired error probability is.

15 low. By fixihg a threshold of Th, it is thus possible to eliminate circuits-having

values of § of less than Th, while Raving a certain probability of error and
“while complying with the number of trials to be carried out. Th may

advantageously be chosen while taking account of unfavorable condltlons in
' terms of temperature and supply voltage of- the circuit.

20 If a circuit is considered having a number M of delay elements
each associated with a signature bit, it su'ff_iees that there be at‘leést one bit |
such that & < Th in order for the circuit to be rejected The probability thata

" tested circuit is. rejected in.this example can therefore be predlcted usmg the -
-followmg expressmn ”

25 . . | o o
P, =1-[1-P(6|<Th)" - (10)
~in which expression: ‘ _
| (0‘<Tn)—en’-( n, 1 (11)
NV 2 xa )/ -
30

~ The example hereinabove corresponds to N=2 and control werds having only |
a single bit j at the value 1. The error probability decreases if N>2 or if the



"a single bit j at- the val ue 1. The error pr obabi I|ty decreases |f N>2 or if
~the control" words contain. several nonzero bits with a certain Hamm ng:

di stance' - HD , between them as’ expressed by equation (12). = . . A

- Si gnature bi t |s thus cofrelated with HD del ay el ements servi ng to- generate
the - drfference between two frequency rtpgasurerrents It is equivalent.to

consi dering that the measurenent consists of the sumof HD vaI ues- of 63. It
foIIowstherefromthat TI’7 (12) R xerl ' :

- .controI words contarn several nonzero brts with a. certain’ Hammrng drstance
a "HD between them, as expressed by equatron (12).
' _ - A signature bit s’ thus. correlated with’ HD delay elements servrng;
to generate the drfference between two frequency measurements It is-

5 1 --equrvalent to consrderlng that the measurement consrsts of the sum of HD
'values of &. It foIIows therefrom that: - o

N

P(é <T/1 elf’ T ’ | (12)
. _ XO—/ ' .

10 “Increasing the Hamming distance HD between the control words used makes} "
it possible consequently to decrease the probabrlrty of rejectrng the crrcurts L
P L - _ - - ,

The number B of srgnature bits may then be far greater than M. The reJectron '
rate in this case is identical to the expressron but replacrng M by the effectrve -
15 . number of blts B of the srgnature ' -

Pr]—]— 1—elfr—h J (13)
- \GXN”XHD LT

o The method accordrng to. the |nventron performs a- series . of.t_'_- .
20° .measurements of possrbly as many as T trrals and’ then to accumulate the -
k results o, of sard measurements for each brt The values obtarned by virtue .
Ol of. these trrals are compared ‘with -one-or more predefrned threshold values L
. The result of thrs comparison makes it-possible’ to decide whether that bit of
the srgnature for which the trials have been carrred out- corresponds to a0, to
25 -afortoan rndetermrnate value wheri the threshold is not attained, in which .~
" case the bit is considered to be |ndetermrnate or-unreliable. An rndetermrnate
valle is a value whroh does not make it possible to decrde whether the bit |s-"
~at ‘0" or at. 1' This technrque ‘makes it possible-to enhance the reirabrlrty of L L
the measurement Tresults used for generatrng the bits of the srgnature and' _
30 consequently to, reduce the probabrhty that a bit- of this’ srgnature rs generated :
with an.error: '



* 10 tncreasing the Hammi-ng di stance. HD between the control words used nakes
it possible consequently to decrease the probability of rejecting the
circuits Pre; The nunber. B of signature bits may then be far greater
than M The reJ ection rate in this.case i's identical to the expression; but
replacing Mby the effective 15 nunber, q)f bits B-of the signature: -1B Th
-erfl ? 0-x-\,12x HD , | (13) The hod according to the invention
perforns.a series of, 20 measurenents of possibly as ';many as T trials,
and then.to accunul ate the mm:tits 6 of said Measurements for each bit. The
val ues obt ai ned by Advantagestsiyh&se madsarementetipenpay &¢. oplinnigedifether nor e

predefined threshrbsLiy abrugs LRUA B?odsetﬁeléon%utémrﬁfd?%@%h UMK 1T -
possible to Se0| de whe he signature Tor which the tri-al s

i
have been c¥PEELBHM @6?%*@%}5%%5 Bt?a'f‘ d25 a1 or to an indeterninate
Val ue when the thr &strtoNg2i shaomeastr@merdshiortespase, fdre ekarnpies toothzi dered to

be | ndet af il 0IeH SaBleio M) daRkerlaakg (HRIBId ol s Alal B! ch

does not make It possi ecl de he bi 1.

Thi s techni §lRSENBRESOMPagssswithy the r%?é%tﬁeméee ﬂsereqaércr AIR3sHISMSTS fore

measur enent eaesltto thessignétore, gpess ato trgesingd bcosesforidirey gratpleetoand 30
consequent | M,]et\;ﬁ]rgsduce the probability that a bit of.this signature is
generated . an error. 20 Advant ageousl y, the neasurenent
time may be optimized ThxT.Her whishrall isnshosen i @in a0gsegHeR negasysem ARl

conput at4pon for a giver g’ieg@atnamahtgl\xaru@en a certain threshol d val ue is
attai ned. - —ThxT, for. which a 0 chosen rf ‘an aggregated

measurement is less than this value.

.When the accumulation of the measurement results correspor’rdir’r_g '
15 to a given bit of the signature of the circuit attains one of these threshold
values, the measurements are stopped, and a decrsron is taken. as regards :
the value of the bit. . '

The_principle of successive measurements and of comparison with
.20 a t'hreshold may be ap'plied within the framework .of the me’thod of testing
' crrcurts but also by the circuits themselves, as explained prevrously
' .For a circuit considered to be relrable subsequent to the
application of the te's_t method according to the invention, there will
systematically be convergence. The most reliable bits will converge 'rapid'ly
25 and the least reliable ones will require more measurement trials.
When the test method is applied to circuits comprisihg an LPUF
' comprising a parity bit associated with the'signature the ‘rej'e'ction rate may
be significantly reduced. Indeed, the test scheme will not reject the crrcurts
~having an unrelrable signature bit, that is to say for whrch 6 <Th. '
30 i , |
Figure 9 gives an example of combinations of control word and of
-' comparison of the frequency measurements associated therewith making- it
possible to reduce thé rate of rejection of a circuit co.mpr_ising an LPUF.
When N > 2, it is possible to use a measurement which is independent of
35 temperature by using ratios between differences of frequencies rather than



._ bet ween neasurenents.

" For "N=2, the neasurenents correspond, for exanple, to the differences -6,
such as previously defined. Thus, two threshold val ues nmay be chosen and
conpared with the results of the aggregated neasurenents for each bit of

t he signature, these two threshol ds correspondlng for exanple to the

val ues: © ThxT, for ich. a1l is chosen if an aggregated
measur enent 10|s greater t han thls val ie; -ThxT, for which a 0 is chosen if
‘an aggr egat ed measurenent is |ess than thls vaIue When the accunul ation of
t he measurement results .corresponding-15 to a 'given bit of the Signature -
of the cir cdifferenceairetweere nogasunesentshrTéwhiited of Hleusignatueeohtmsdireitent s ar e

st opped, - angr@ti@@ﬁ'd%b@éed $rohfkRE \%Ué Qﬁgh% rgﬁoé’aﬂzgﬁreob srﬁﬁvzsbttte gThe

principle of successive nmeasurenents an ari 0 a threshold-
may be appl PREFIHFERMPRANEONE CAHERERNIBE WeKS (At haéPd¥ =t esting circuits, but
al so by the circuitis mlmerasasévme samaexpl bitnade plegvucedisioyn a metric A;; . For

a circuits ngﬁé%%(’? r%‘?(ﬁhﬂlé gRl e subsequent -to the application of the

test met hod acc e’invention, ‘there will systematically be
convergence. The m)st reliable bits w II conver ge rapi dIy 25 and the least .
reliable ones will require nore neasur mert trials. - the t est
nmet hod is applled to circuits conpri si ng & LPUF conpri si ng a par Ity bit
associated.with the signature, the rejection rate may be significantly
reduced. Indeed, the test scheme will not reject the circuits having an
unrel i abl e si gnat urle thistgquakian. the atussa§: dnolro; whitebp@d to ti difterkiegure 9

gi ves amgexgmphe neéas@%eﬂlfrt«atreﬁassofa Rkl werng t%’égsﬁjedod?ﬁ\g?éh §p@ of the .
SSi e ,

frequency asure s associ ated therew th making I't po to reduce

the rate of 'rsei“étcfto 3ong |CPEh?LtW%r8ﬁpr| sing an LPUF. When N > 2, it is
possible to use a newsaommimodwiedhr 3:3 Lﬁdép@ﬁddﬁtemﬂn%thtewpmcat\ure by

using ratl osndagen, HebRIANEBE AfinlGoHARE! GorEXiRE rttaexarﬁare%ffferencés

iTcurt’ are then
deduced f r offi9URR O EAIESAMNEXaPRIS AN MANGDDE Fﬁtgttrteo@taﬁé\g@aturelsee@&ufbr e

conbi natisons..of 0t lindeeqpaet Dadthaavids. IHANB, Gmé anareB. the second bit Hyroft hi s _
~ case, the srm@wt@re%tsster.fdﬁd@@dartcr Oghe BRipdidd - corresponding, for
exanple, to : ) . R
Frgure 10 grves an example of the method of testrng circuits
according to the invention.
20 . The objectrve of a- frrst step of the ‘method 1000 is to select the
- confrguratron parameters for the test. Thus, the values of the previously
- defined parameters T and Th’ may be selected, sard values having an
~influence on the probabrhty of selecting or of rejecting a circuit as well as on
. the duration of the test. This configuration step also makes it possible to
25 select B combrnatrons of control words.so as to guarantee a Hammrng
" drstance HD between two combinations of this set of B combinations. .
The objective of a second step 1001 of the method is the'_ '
~determination of the probability of error per bit as well as the probabrlrty of
rejecting the tested. circuits. These two probabilities are determined Lrsing, for
30 example, expressions (9) and (13) while taking into account on the one hand
the parameters T and Th such as chosen during the configuration step, and
. on the ‘other hand the measured values 1002 of the "variance of the
measurement noise s and of tne varrance of the measurements c° that is
 due to the processrng dlspersron The measurement of these variances may



"In this equation, the values 6; and 6] correspond to the differences 10 of
~the neasured frequencies, a difference being neasured between two distinct -
conbi.nations of control words. - - The control nodule for the LPUF
then determines the nmetric A and dedUceS therefroma bit of the signature.
of the circuit. The exanple of Fi gur'e ‘gives an exanpl-e in which the first
bit- bo of the signature is set to 1 if .. 15.> 0 , and equal's 0 ot herw se.
In the same manner, the second bit bl of t he signature is set to'1if A3.4
~-> 0, and equals O ot her wi se. ' gure 10 gives an exanple of the
method of thespeFYMEd BURDS MEBSHIAMSY meart%@qvm/@rig?@ﬁrsowkii'@ddfbfti&t.ve of a
first stepHf the .nmethod 1000 is to select the configuration paraneters .
for the test. Thus,. the yal ues.of th reV|o sl.y. def s T and -
Th may be sel ect edThgaid(fY?in”&%t’sonhaQ}‘i ﬁ@g ‘?rﬁbj tﬂiit'eg "g&%gh tgﬁgil ity of
sel ecti ng @advahtagepeslyi tegadapt titmivtaluasOﬁNéh& casﬂgmattqmeper@mter@na@fa the test.
This confi qHﬁ&Fdnde 15t 6Bed R@ed@kes it possible to 25 sel ect B conbi nations-

of control word uar nte dj st an HD bet ween, t wo :
conbi nati ons of th §958E’1358 tgﬁgt ?tSHm'&%h te%f%ﬁﬁ?v’@ea‘?ursmf&ond step
- .1001. of thghaset isad deserntiee vxdmtimfrrtheaestedicméuit|Iae;opwdbab|rbilatyedfti‘efrror per.
oLt as we lis 88t itecd¥eoRanl difchik i e)ectéélﬁﬁé H&sh%éﬁh% Gldoped ®o These

t wo probabilf'i ties are rmned USIn Bressu ogs (9) and
(13) while. qlbmen@'rwt%tfb?éctbarﬂseéma@heeeﬁed Hargst: e rﬁéﬂgé)iret BrOMOhnd Th
such as16hasedulduor tge URIFC obhiagiedaln the sitep, toabel tested ieconitdueed frand t he

Measured val pgs gv%g?asqfo %JIIJZy thveaié'c:%@ﬁt%onghﬁ gﬁﬁ&%&flﬁ@elé@ééﬁuﬁr?g and of -

t he vari ance of rocessi ng
di sper si on.thgHisstrsepuseasie ajpwithedaeasipmanisc th«ayreqlz@qyedlﬁ%rﬁﬂgﬁmd by any
Measur ements neaRsalki84buremenh il bEOPeSindEidr icBctt bR ofitte. S|gnature so The

oot "t he. VA0 POSRBRIPRN, bbb ST Rat br SE UL AOYANLEgEy L O

user' s riéedss described previddy.obj ective of a third step 1003, terned the '

_measur enent phase, i §ef P giehgg %%rﬂ‘@@ﬁ Belts HRGotRShEirsiil BUkfectey €ONSi dered
reliable. jIf this is not the ca circult is rejected. This - :

measur ene tﬂéﬁ%@,é’ti’ts'sdﬁﬁlcpeﬂd?%?darlei'atﬁﬁe circuits that the user has decided
~to test. Accordingliy;the hmseowhe tHed LRbiFUhes feopatityebil PUKRS ctisnasiahe@l i n- t he

circuit to g ;deartc%ﬂ fbrswﬁ%désginggﬁedbl't Bf ﬁiécg ﬁ‘at\’)’?eyis%t EQnﬁ@éi’leM b8

conbi nati ons of control el ected gfé g rst step, so as to
al | ow t B8 ne#sRteRRReisCiSE. eRe 3 Wé&{?eﬁfcyjedp?’f‘té hwe b%CO@BV@da? f&2sur enent
trials are gighitaremeieud generadd bThisobit tié sitgeguernty slmvasatd cbeumd:m:urrul ated.

and Corrpar e&’et&ttgn eri'gr |Rranni9r§rghétne %ﬁha(nlddto c%ir%@tsit such _
it should be noted that in order to optimize the reliability of this test
- scheme, the me_asurements of the yariance_s s? and _62_, and . also the
'25_ measurement phése may 'ac'ivan_tageously be conducted u_nci'er conditions
ccorresponding to the extreme operating conditions of the tested- circuits.
These conditions correspond, for example, to a temperature substantially
equal to +70° C and to a supply voltage substantially lower by 5% with
respect to the nominal supply- voltage of the tested circuit. :
130 - - ,

_ Figure 11 gives an exemplary test system implementing the tés't -
method according to the invention. The test system 1100 is composed, for-
example of-a computer 1105 furnished with a user interface 1104. The
syste_m also comprises an item- of equment 1101 making. it possible to
.35 ncontr_ol meaSLireme_nt probes 1106, 1107. These measurement probes are



.~ 15 as described_previ0usly : |f the LPUF has no parity bit at its
di sposal ;. the circuit is rejected if at least a bit is not considered
reliabl e. o In the case where the LPUF has a parity bit at its’

di sposal , a ‘tested circuit for which a single bit of the signature is not
considered reliable 20 will not be rejgcted, and a value of the parity b|t

“will be conputed on the signature thus generated. This bit wll-
subsequently allow said Grcuit to detect an error in an unreli abl e blt and
.to correct it. It should be noted that in order to optimze the -

reliabilitywioed tu o taesetle@tﬂmeqfreardt heZheersprisng s elctronie sirguitdades s2 and
&2, and al sside1283 n?a?léltfr%!]?%nﬁh%g ém}zpuﬁdw*ﬁ@ts%?é?#% dfergoReICt ed

- under conditions co onding.to the e ne o erat n ditions of the
t est.ed C|réﬁﬁl?e”¥ﬁ£ %gaﬁﬁﬁFggﬁ@‘¥8WPB§ EﬁéﬁgﬂQBQﬂﬁﬁﬁfﬁ: nper at ur e

. subst ant i al pgssigedd configurd Ceatedt aral aalsettqopllsplaycbrhe Eﬁ;&ltsubst antially l-ower by

5% with respect to the nomnal supply voltage of the tested circuit. 30
Figure 11 gives an exenplary test systen1|nplenent|ng the test - nethod
according to the invention. The test system 1100 is conposed, for exanpl e,
of a conputer 1105 .furnished with a user.interface 1104. The system al so
conprises-an item of equipnment 1101 nmaking, it possible to -35 control
measur.enent probes 1106, 1107.. These neasurenent probes are 23 wited up to
an electronic card 1102 conprising the electronic circuit to be tested
1103, said circuit conprising an LPUF. The systeminplenents the test-
nmet hod such as described previously. The user interface 1104 nakes-it
possible to configure the test and also to display the results.. 24 'CLAIMS
1- A silicon integrated circuit conprising a physically non-copyable
function LPUF allow ng the generation.of a signature specific to said,
~circuit, said function being characterized in that it conprises: a:ring
_OSC|IIator conposed of ‘a | oop (502) traversed by a signal e, said loop
being fornmed of N topologically identical chains of |ags (500, 501) :
~connected to one another in series and of an inversion gate (503), a .chain
of lags (500, .501) being conposed of M delay el enents (506,-507).connected
"to ohe another in series; 10a control nodule (505) generating N control '
words (C. 02), - ' - - :



" said -words being used to conflgure t he vaIue of the delays introduced by
the chains of lags on the signal e traversing them .a measurenment-
nodul e (504) neasuring the frequency of the 15signal -at t he out put of the
| ast chain of lags-(501) after the updating of the control words; neans- for
deduci ng fromthe frequency nmeasur enenfgs t he bits nmeking up the.signature
of the circuit. 202- The circuit as clainmed in Claim1l, characterized in
that the circuit is an ASIC or an FPGA. 3-- The circuit as clainmed in any .
one of clainms 1 and 2, characterlze%|A] at the signature is used as
encryption key. 25 The circuit as clalne in any one of clairns 1 and 2,
characteérized in that the signature i-s used for its authentication.  5- The.

circuit as claj.nad smeo@nﬁte@me@fc.tdmﬂ B6@BASHHIa ChiRydEalgOnbaicapy e zed in:

~.that the delay elenen ans fo ? er go the si gnal -
traversing them% m%i@@?@h&% 9?’(‘;‘%@{'0’1 aoﬁ%r%tét(?t %eﬁft?s O3, 404), a
~ path introduci ngcacuebaiy furattioe bethd, d@raderizet))in edtrigcon@Bisespeci fi ¢ thereto, _

the steering being contr L#SQClI@foraTcohﬁ%%d re: Mdp ( é%)z tr&f‘ér@étglbvgato a
control word. 6-.The circuit as preceding -

claims, 55 characteri$888li% %%?0% 'I”Q 9%103@?6%%%%%@88“03'

" .concat enati on of cont roﬂtammofdlagar(m(prEéHe)entoetd\eatedttbe)nerqmmh@fmtsleeesont rol -

nmodul e (505), said m)dgll]ce Og%el %Fsﬂ% ég{g)gm? 8%aggftf hgglsbgﬁ The sal d

words so as to configure the )r; II‘CUIt as
“claimed in any One of Pﬁ'@gﬁp@ééﬁﬁfchef Ml%ﬁ'%e'emat%@t)ér QQOPqnﬁef’tﬁQttothe bits
of the signature are dehesndthednaeriasfunction of the ranking of the

o ndoer oo Yae el SoablS: mOR UReT SRR R0 bofibo MBI Py 1L
t hat said-words bemg used to conflgure the value of the delays : :
| ' lntroduced by the chains of lags on the signal e traversmg
them; :
- a measurement module (504) measurlng the frequency of the
15 ', " signal at the output of the last chain of lags (501) after the
o updating of the control words;
means for deducing from the frequency measurements the
bits makmg up the sngnature of the CII’CUlt

20 2- The circuit as claimed in Clalm 1, characterlzed in that the circuif is an
| ASIC or an FPGA.

3- The circuit as claimed in any one of claims 1 and 2, characterlzed in
that the signature is used as encryptlon key.

25 .
4- The circuit as clalmed in any one of clanms 1 and 2, characterlzed in
that the signature is used for its authentlcatlon . '
_ 5- The circuit as claimed in any one of the preceding claims,
30 ~ characterized in that the delay elements comprise means for steering

(400) the signal traversing them. (ei)) according to at least two distinct
paths (403, 404), a path introducing a delay value (di;’, di;') being



11, characterize

"the bits.of the signature are. determned as a function of the estimted -
di fferences ( ) between two neasured frequency val ues, a neasured frequency
val ue corresponding to a .conbination of control words. 209- The circuit as .
claimed in any one of -clains 1 to 6, characterized in that the bits of the .
signature are determined as a functi on,of the value of the ratio between:
- two estimated frequency differences (). 10- The circuit as clained in any "
one of the preceding clainms, 25 . characterized in that it conprises a
random nunber generator, the nunbers generated being used so as to sel.ect
the order.in vmmﬂﬂftm@ef&t@qtﬁ@n%ﬁ?%@&bem@ﬂ@@ﬁ@llﬁf@bt/cﬁtﬂﬂ?ﬁﬁt@@@tﬁ)lhé@lt)ons of -
the control V\ordge@ﬁ@nge@g%egol we@ll- The circuit as clained in any one of
t he precedi ng - charac ized in that it Conprises at |east one. parity
bit, such a bit being used to correct a bit, generated with an error, of
- the:signature.6- 2Be &iPcuitA aret diaicheolf ineeh'yngntantoégﬂw grtecedinyi t:leirmarrpri si ng
a physi cal 1y nongonyalalised ki | SRLIERYE \R5aS LT IECd & aRsnafignalorcdia 5 1 Lo
ste

at a successi IS a tested ,
circuits so as t8OHE Aqds RES ereseniadsaintiRi IRGYY ‘tf tﬁ@s%”ﬁpe”toéu WerPate. a -
5si gnat ur e speci §aid niad @ bdneraticgicombirtatiods ohdsebhasielof adit wdrys kewal , t hese .

st eps correspondton&rtflgureathﬁedhg&tsg)qr%%b5bae5 rameters T and Th (1000) for
[ _

configuring the test nations of control Wrds having .a
Hamm ng di stance. at | east equal to a predefined.value HD; 10. a phase of

measurengnt s (L0908  disiincasihdisithddenhesant ahbvef quantprbt&sing i diainis,.
oL boenbBaAtd B ST oD Sy G Yl o IeERU g b0 T

. measur ement s belng o pertor me f Ive feasdrenent s being
accunul at ed so afinctonistithre r&mtemm@ff theere@ceneeeoneﬁah@edawr the: varipatser ni nat e,

15 the deci si onchebrdidkennalibeiroGasmari son with at | east one val ue
deduced fromthe value of the paraneter Th, the tested circuits being -

sel ected as a function of the nunber of indeterninate bits detected. -2013-
The nethed as &l @heredlciinag tlaimed B, anyhareact @ainsetitd 6, dHasdctetizeclonphatses a

st eE gf | det e[)m NG ith6t tRE QRARIrE e H@?érmﬁ'he%‘ é&H'fundt%nrH?tthé‘éEﬁﬁét%@ Si" d.
'2;? ac:, XI/ t2¥HDejl ngﬁ%%ﬂ%ze? oe) l?\>6een wogmeasure)c(iF}Fe%suselngy values a measure:cLJ _-_ -

frequency value correspondlng to a combmatlon of control words

éo ) 9- The C|rcu1t as claimed in any one of Clalms 1 to 6, characterized in that
" the bits of the sngnature are determined as a functlon of the value of '
the ratio between two estimated frequency differences (o,) _

_ . 10- The circuit as claimed in any one of the preceding claims,
25 characterized in. that it. comprises a random number'gen'e'rator, the
| numbers generated being. used so-as to select the order in ‘which the
frequenmes correspondlng to-the combinations of the control words

are measured

30 11- The _circuit as claimed in any'one of the preceding- claims;
~ characterized in that it comprises at least one. parity bit, such a bit
being used to correct a bit, generated with an error, of the signature.



* 25erf() is the Gauss error function; a is the variance of the neasurenents
- of the quantities, representatlve of the signature bits of the circuit. 147
The nethod as clained in any one of clains 12 and 13, characterized 30 in
that it .conprises a step of determining. the probability of error per
signature bit, said probability being éket ermned by using the expressi on

27 ' (VTxJ 1-ef 1l 1s7) if Tnwiich 8, is a frequency.
di fference neasured between two frequencies corresponding to the
.application of two distinct conbinations of control words; . s is defined -

such that s2 12 Aheethadi einiesting inthgratehsuc@isenompisisg .a. physigallyThen-net hod as
clained in any O&?p)/aplechﬂficﬂsn 120 Ldclafhed FCtRlL gRd dfrblérﬂét 18pChfCUIt IS~

Selected if no bit e signature is | ndeterm nate. The - rrethod as
_claimed in any offergfterred i has %éUEQFSS&?aPééEeé’Fr'ﬁeQPH"ﬁ ttHatf‘e\Aﬁﬁé'i‘? t he LPUF"
~function of a testeitsco aslitd seSeoass@clramrsdmmktrig mqmasrbteytdolgenedamese value is’
determ ned on th n [ i d rcuit iIs
sel ect edgrf t he g‘ﬂﬁ%ﬂé S?&:'ﬁ de(% 3?%1 ﬁfao'tﬂ“et |ts %&eﬁ ,feﬁé'f).[ Ié?llelsé%sﬁan 2
17- The met hod -a%€BP &PFBEPATNIKNY: one of claims 12 to 16, char acterized in -
that the val ues of 's2 andisatiofsdf areepareamuéredr éa,@ma) 1000) f@r tconfuguraigur e '

substanti al | y. equal tothte t%éi)ﬁg assugpéo}‘r%t}{r%t irghﬁ/o(r:dsr ﬁ%\/rtr t hat 20

" is substantially | ower res he nom na tﬁ/i}l oI t age,
t he measurenents phaseH@mmegl diaéarm@ aideﬁﬂﬁ@uealtgrad@rﬁdeﬁr@;edsaaree ditions.

18- A test systemi rrpl §%B§é B8 ricAguiER dHesl (F503) GuAh gRthidHrepysativefl
2.5¢clainms 13 to 17, gufrﬁﬂgg' 2804 Pat Jeat%f tli% E;ﬁwa?rﬂg%%geoq tt?% cfcfi é‘ﬂ%“ter

(1105) furnished with user ter em o equi prent
(1101) mmking it possi bieestredc ot rtol Tneesasueerpantspbeings petfo0ted 14697), the -

function of said .probggnheid@t, EHfés%Of'rﬁ&ésdr@r%eﬁ%a%%ﬁﬁrﬁ‘d&hﬁru@teé%

representative quantl ti es di,catjve .of at ure bits and

produced by the tested?&iq gGF%@ whatpe) theg ﬁ%rr?ﬁ%’eg@&r tHb B@Ptaﬁrl e
associ atied with this pteseedision@peingakeaf afear qenfaisoadvitly at heast amgut er

'- (1105) and di Spl ayed OOth&%eHU&@JFr%ethg%Q@of the parameter Th, the tested .
“ circuits being selected as a function of the number of
indeterminate bits detected.

20. 13- The method as claimed in claim 12, characterized in that it comprises
' - a step of determining the probability that a circuit is not selected, ‘said
probability being determined by using the expression:"

o \ B
. Prc_i,:I 1—CrfL—1h—J
ox+/2xHD

in which:

25 erf() is the Gauss error function;
c is the varrance of the measurements of the quantrtres representatrve
of the srgnature bits of the circuit. '

14- The method as claimed in any one of claims 12 and 13, characterized

30 in that it co'm'pris'es a step of determining the probability' of error per

| signature bit, said probability being -determined. by using the
'expression; B ' ' . '
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in whlch

& is a frequency dlfference measured between two frequenc;les
correspondmg to the apphcatlon of two distinct comblnatlons of. controt
words; - : '

sis defined such that §° is the variance ef the measurement noise..

The method as claimed in any one of claims 12 to 14, characterized in-
that a circuit is selected if ho bit of the signature i$ indeterminate.

The method as tlaimed in any one of claims 12 to 14, characterized in’
that when the LPUF function of a tested circuit is associated with a

parity bit whose value is determined on the basis of the signature of

said circuit, said circuit is selected if the number of indeterrhi_nate bits -

is strictly less than 2.

The method as claimed in any one of clalms 12 to 16. characterlzed in

that the values of s? and of 6° are measured (1002) for a temperature C

substantially equal to +70°C and a supply voltage for the circuits that

_ processingoperations associated with this phase being the_reafter_ .
'performed by the computer (1105) and displayed on its interface .

is substantially lower by 5% with respect to the nominal supply

.voltage the measurements: phase (1003) being conducted under the

same conditions.

A test system imple-menting the method as. claimed in any >on_e of

‘claims 13 to 17, characterized in that it'is composed of a computer

(1105) furnished with a. user interface (1104), with. an item of
equipment (1101) making it possible to control measurement probes

(1106, 1107), the function of said. probes being. to coliect -the.

measurements of the representative quantities (6;) indicative of the
signature bits and  produced by the tested circuits (1103), the

(1104),



