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MULTI-DEVICE AUTHENTICATION PROCESS AND SYSTEM
UTILIZING CRYPTOGRAPHIC TECHNIQUES

BACKGROUND

{0001} Electronic access transactions are susceptible to fraud. For example, a
credit card can be stolen or fabricated, and used in a fraudulent card-present
iransaction at a merchant even though the true owner of the card is not present at the
merchant. In ancther example, a person's access badge may be stolen and an
unauthorized person may attempt o enter a location where they would not be otherwise

authorized to enter.

{0002} With regard to fraudulent payment transactions, it has been reported that
merchants are losing over $180 billion dollars per year in credit card fraud. Further, the
ability for unauthorized users 1o access locations or data where they are not authorized

to do so can present safety and security risks.

{0003} Increased security can be provided by simply implementing more and
more authentication procedures. However, this is not desirable, because implementing
{00 many authentication procedures can deter legitimate users from conduct legitimate
transactions. For example, requiring a user to remember multiple passwords to conduct
a single transaction can be so frustrating to the user, that the user may not want to

conduct that transaction at all.

0004} While systems that employ two-factor authentication to prevent fraud exist,
these systems may require participating merchants to perform a registration process,
which, for each participating merchant, may involve the transmission or creation of an
identifier unigue to the merchant. In scenarios involving a high number of merchants,
creating and maintaining infrastructure {e.g., a database and registration personnel) to
manage merchant-specific identifiers may be burdensome. Additionally, the
requirement {o regisier may dissuade other merchanis from participating in the system.
i
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f0005] Furthermore, while many existing fraud prevention systems may be
directed towards preventing fraudulent transactions caused by customers and/or other
non-merchant actors, these same systems may trust merchant participants to correctly
perform certain operations of the fraud prevention system without actually verifying
whether these operations are actually performed correctly. As a resull, such systems
may not be able to detect rogue merchants that engage in fraudulent behavior or

merchanis thai are not in compliance.

{0006] Embodiments of the invention address this and other problems,

individually and collectively.
BRIEF SUMMARY

006071 Embodiments of the invention are direcied to systems and methods for
ensuring that fransactions are conducted by authorized users and ensuring that
rescurce providers are not acting in an insecure or fraudulent manner, wherein the

systems and methods circumvent the need for resource provider registration.

{0008} One embodiment of the invention is directed to a method. The method
comprises receiving, by a server computer, device information from a portable
communication device of a user, a base station identifier that uniquely identifies a
resource provider locatlion and a first cryptographic pattern formed from hashing at least
a credential or a token,; hashing, by the server computer, at least the first cryptographic
pattern and the base station identifier to form a second cryptographic pattern; receiving,
by the server computer, an authorization request message comprising at least part of a
second cryptographic pattern from a access device in a transaction; and analyzing, by
the server computer, the authorization reqguest message o determine that the user of
the portable communication device is also conducting the transaction at the access

device.

{0009] Other embodiments of the invention are directed {0 one or more server
computers, each comprising:. a processor; and a computer readable medium comprising

code, executable by the processor, for implementiing the above-described methods.
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00107 These and other embodiments of the invention are described in further

detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

00113 FIG. 1 shows a diagram of a system and a process flow according {o

embodiments of the invention.

0012] FIG. 2 illustrates a block diagram of a system, according to some

embodiments of the invention.

0013} FIG. 3 shows a block diagram of a portable communication device

according to an embodiment of the invention.

[0014] FIG. 4 shows a block diagram of an exemplary transaction processing

system according to an embodiment of the invention.

[0015] FIG. 5 shows a flowchart of a hash matching process according to an

embodiment of the invention.
DETAILED DESCRIPTION

{0016] Embodiments of the present invention provide technigues for verifying a
fransaction based upon the presence of a user's portable communication device being
at a location such as a resource provider location. As an illustration, in embodiments of
the invention, when a user enters a merchant store with a portable communication
device, the portable communication device provides an indication o a transaction
processing system that the portable communication device is currently at the merchant
focation. At g later time, when the user conducts a transaction with a portable
fransaction device {which may be separate and different from the portable
communication device), the fact that the user’'s portable communication device had
been detected at the merchant store a short time ago is taken into account as a positive
indicator that the transaction is not fraudulent. Additionally, during the transaction, the
merchant store generates and fransmits a cryptographic pattern to the transaction

processing system, which is used to verify that the merchant is complying with the
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transaction verification process. Embodiments of the invention can verify that, for a
given transaction, both the portable communication device and the portable transaction
device are present at the merchant before a transaction can be authorized and that the
merchant is able to correctly generate a cryptographic patiern that is associated with the
transaction, thereby reducing the risk that fraudulent transactions can be conducted by

the user and the merchant.

00173 According to some embodiments, a process for verifying a transaction
may include the foliowing steps. When a user with a portable communication device
nears a beacon associated with a merchant store, in response o being awoken from
receiving a transmission from the beacon, the portable communication device transmits
its device information to the transaction processing system. The transaction processing
sysiem retrieves a primary account number (PAN) and a PAN expiration date of a
portable fransaction device that is associated with the portable communication device
and generates a first cryptographic pattern using this information, along with one or
more random numbers. The fransaction processing system then transmits the first
cryptographic pattern and the one or more random numbers to the portable
communication device. The portable communication device then connects to a base
station that is also associated with the merchant store and receives, from the base

station, a universally unique identifier (UUID) that is built into the base station.

{0018} The portable communication device generates a second cryplographic
pattern from the first cryptographic pattern and the UUID, and transmils the second
cryptographic pattern and the one or more random numbers o the base station. The
portable communication device also transmits the UUID to the transaction processing
system. Inresponse to receiving the UUID, the transaction processing system locally
generates its own second cryplographic pattem using the first cryptographic patiern and
the UUID.

0019} At a later time, when the user conducts a transaction with the portable

transaction device (which may be separate and different from the portable

communication device) at a payment terminal of the merchant store, the payment

terminal may obtain the PAN and expiration date from the portable transaction device.
4
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The payment terminal or a device external to the payment terminal may then generate
its own first cryptographic paitern from the PAN and expiration date, generaie its own
second cryptographic pattern from the first cryptographic pattern and the UUID, and
determine whether there is a match amongst the patterns that were recently received by
the base station. If a match is found, the payment terminal may forgo other Cardhoider
Verification Methods (CVMs), {e.g., omit prompting the user for entry of a PIN or
signature) and transmit at least a portion of the second cryptographic paitern with an
authorization reguest message o the transaction processing system. The transaction
processing system then determines whether any of the palierns it recenily generated for
the PAN maiches the received portion. If a maich is found, it can be delermined that
the portable communication device was present when the transaction was conducted,
that the user of the portable transaction device is thereby authenticated and in fact
authorized to use the portable transaction device, and that the merchant is in

compliance.

{00207 Although many of the specific examples described below relate {o
payments, embodiments of the invention can apply o other types of transactions
including physical location access fransactions {e.q., a transaction in which a user may
wish to enter a venue such as a frain terminal) and data request access transactions
{2.q., a transaction in which a user may wish to access information about their plane
flight at a kiosk in an airport).

{0021} Prior to discussing the details of some embodiments of the present
invention, description of some terms may be helpful in understanding the various
embodiments.

{0022} A “portable communication device” may be a poriable device that can be
fransported and be operated by a user, and may include one or more electronic
components {e.g., an integrated chip, eic.). A poriable communication device according
o an emboediment of the invention may be in any suitable form including, but not imited
to a mobile phone (e.g., smart phone, celivlar phone, etc.), a tablet computer, a poriable
media player, a personal digital assistant device (PDA), a wearable communication
device (.g., walch, bracelet, glasses, efc), an electronic reader device, a laptop, a
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netbook, an ultrabook, etc. A portable communication device may also be in the form of

a vehicle {e.g., a car) equipped with communication capabilities.

0023} Portable communication devices according to embodiments of the
invention can be configured to communicate with external entities such as remote
communication gateways through iong range communications technologies and
protocols. They may alse be configured to communicate with external entities such as
access devices using any suitable short or medium range communications {echnology
including Biuetooth {(classic and BLE - Bluetooth low energy), NFC (near field

communications), IR {infrared), Wi-Fi, efc.

{0024} A “portable transaction device” may be a portable device that can be used
to conduct a transaction. A portable transaction device may include a storage
technology {(e.g., elecltronic memory, magnetic stripe, efc.) 1o store credentials or tokens
associated with an account of a user. A portable transaction device can be in any of the
forms described above with respect {o the portable communication device, or in the
form of a card {(e.g., integrated chip card, magnetic stripe card) or a fob, etc. In some
embodiments, the portable transaction device and the portable communication device
may be the same device, and need not be separate devices. Specific examples of
portable transaction devices can include wearable devices, payment cards such as

credit, debit, and prepaid cards, vehicles with remote communication capabilities, etc.

{0025] A “server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers funclioning as a unit. In one example, a
server computer may be a database server coupled {0 a Weab server. A server
computer may comprise one or more computational apparatuses and may use any of a
variety of computing structures, arrangements, and compilations for servicing the

requests from one or more client computers.

{0026] An “access device” may be any suitable device for providing access o an
external computer system. An access device may be in any suitable form. Some
examples of access devices include point of sale (POS) devices, celiular phones, PDAs,

personal computers (PCs), tablet PCs, hand-held specialized readers, sei-top boxes,
6
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electronic cash registers (ECRs), automated teller machines (ATMs), virtual cash
registers (VCRSs), kiosks, security systems, access systems, Websiles, and the like. An
access device may use any suitable contact or contactiess mode of operation to send or
receive daia from, or associated with, a portable communication device. In some
embodiments, where an access device may comprise a POS terminal, any suitable
POS terminal may be used and may include a reader, a processor, and a computer-
readable medium. A reader may include any suilable contact or contaciless mode of
operation. For example, exemplary card readers can include radio frequency (RF)
antennas, oplical scanners, bar code readers, or magnetic siripe readers {o interact with

a portable communication device.

{0027} An “authorization request message” may be an elecironic message that is
sent 1o request authorization for a transaction. The authorization reguest message can
be sent to a payment processing network and/or an issuer of a payment card. An
authorization request message according to some embodiments may comply with 1SC
8583, which is a standard for systems that exchange electronic fransaction information
associated with a payment made by a user using a payment device or payment
account. The authorization request message may include information that can be used
o identify an account. An authorization request message may also comprise additional
data elements such as one or more of a service code, an expiration dale, etc. An
authorization request message may also comprise fransaction information, such as any
information associated with a current transaction, such as the transaction amount,
merchant identifier, merchant location, etc., as well as any other information that may be
utilized in determining whether {o identify and/or authorize a transaction. The
authorization request message may also include other information such as information
that identifies the access device that generated the authorization request message,

information about the location of the access device, sic.

0028} An "authorization response message” may be an electronic message reply
to an authorization request message. The authorization response message can be
generated by an issuing financial institution or @ payment processing network. The

authorization response message may include, by way of example only, one or more of

~r
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the following status indicators: Approval -- transaction was approved; Decline -
fransaction was not approved; or Call Center - response pending more information,
merchant must call the toll-free authorization phone number. The authorization
response message may alsc include an authorization code, which may be a code that g
credit card issuing bank returns in response {0 an authorization request message in an
electronic message (either directly or through the payment processing network) to the
merchant computer that indicates approvail of the transaction. The code may serve as

proof of authorization.

[0029] A “credential” may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A credential may be a string of
numbers, letiers, or any other suitable characters, as well as any object or document
that can serve as confirmation. Exampiles of credentials include value credentials,
identification cards, certified documents, access cards, passcodes and other login

information, etc.

{00303 A “value credential” may be information associated with worth. Examples
of vaiue credentials include payment credentials, coupon identifiers, information needed

to obtain a promotional offer, eic.

{0031} A “payment credential” may include any suitable credential that can be
used o conduct a payment transaction. Such information may be directly related {o the
account or may be derived from information related {o the account. Examples of
account information may include a PAN {primary account number or “account number”),
user name, expiration date, CVV (card verification vaiue), dCVV (dynamic card

verification value), CVV2 (card verification value 2), CVC3 card verification values, elc.

{0032} An “application” may be computer code or other data stored on a
computer readable medium (e.g. memory element or secure element) that may be

executable by a processor o complete a task.

0033} A “token” may be a substitute value for a credential. A tokenmay be a
string of numbers, letters, or any other suitable characters. Examples of tokens include

payment tokens, access tokens, personal identification tokens, etc.
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0034} A "payment token” may include an identifier for a payment account that is
a substitute for an account identifier, such as a primary account number (PAN) and/or
an expiration date. For example, a token may include a series of alphanumeric
characters that may be used as a substitute for an original account identifier. For
example, a token “4800 0000 0000 0001” may he used in place of a PAN “4147 0800
0000 12347 in some embodiments, a ioken may be “format preserving” and may have
a numeric format that conforms to the account identifiers used in existing transaction
processing networks {e.g., 150 8583 financial transaction message format). In some
embodiments, a token may be used in place of a PAN {o initiate, authorize, setlle or
resolve a payment transaction or represent the original credential in other systems
where the original credential would typically be provided. In some embodiments, a
token value may be generated such that the recovery of the original PAN or other
account identifier from the {oken value may not be computationally derived. Further, in
some embodiments, the token format may be configured to allow the entity receiving the

token to identify it as a token and recognize the entity that issued the token.

{0035] “Tokenization” is a process by which data is replaced with substitute data.
For example, a payment account identifier (.g., a primary account number (PAN)} may
be tokenized by replacing the primary account identifier with a substitute number (e.¢. 38

token) that may be associated with the payment account identifier.

{0036} A “token provider” or “token service system” can include a system that
services payment tokens. In some embodiments, a token service system can facilitate
requesting, delermining (.9., generating) and/or issuing tokens, as well as maintaining
an established mapping of tokens to primary account numbers (FANS) in a repository
(e.g. token vault). in some embodiments, the token service system may establish a
token assurance level for a given token to indicate the confidence level of the token to
PAN binding. The token service system may include or be in communication with a
token vault where the generated {okens are stored. The {oken service system may
support token processing of payment transactions submitted using tokens by de-
tokenizing the token to obtain the actual PAN. In some embodiments, a token service
system may include a tokenization computer alone, or in combination with other
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computers such as a transaction processing network computer. Various entities of a
tokenization ecosystem may assume the roles of the token service provider. For
example, payment networks and issuers or their agents may become the foken service
provider by implementing the token services according to embodiments of the present

invention.

0037} A “token domain” may indicate an area and/or circumstance in which a
token can be used. Examples of the token domain may include, but are not limited to,
payment channels (e.g., e-commerce, physical point of sale, etc.), POS entry modes
{e.g., contactiess, magnetic stripe, elc.), and merchant identifiers to uniguely identify
where the token can be used. A set of paramelers (i.e. token domain restriction
controls) may be established as part of token issuance by the {oken service provider
that may allow for enforcing appropriate usage of the token in payment transactions.
For example, the token domain restriction controls may restrict the use of the token with
particular presentment modes, such as contaclless or e-commerce presentment modes.
In some embodiments, the token domain restriction controls may restrict the use of the
token at a particular merchant that can be uniguely identified. Some exaemplary token
domain restriction controls may require the verification of the presence of a {oken
cryptogram that is unigue to a given fransaction. In some embodiments, a token

domain can be associated with a token requestor.

{0038} “Token expiry date” may refer to the expiration dateftime of the token. The
token expiry date may be passed among the entities of the tokenization ecosysiem
during transaction processing {o ensure interoperability. The token expiration date may
be a numeric value (&.¢. a 4-digit numeric value). In some embodiments, the token
expiry date can be expressed as an time duration as measured from the time of

issuance.

0039} A "foken request message” may be an electronic message for requesting
a token. A {oken request message may include information usable for identifying a
payment account or digital wallet, and/or information for generating a payment {oken.
For example, a token request message may include payment credentials, mobile device
identification information (2.g. a phone number or MSISDN), a digital wallet identifier,
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information identifying a tokenization service provider, a merchant identifier, a
cryptogram, andfor any other suitable information. information included in a token

request message can be encrypied (e.g., with an issuer-spedcific key).

0040} A “token response message” may be a message that responds to a token
request. A token response message may include an indication that a token request was
approved or denied. A token response message may also include a payment token,
maobile device identification information {e.g. a phone number or MSISDN), a digital
wallet identifier, information identifying a tokenization service provider, a merchant
identifier, a cryptogram, and/or any other suitable information. Information included in a

foken response message can be encrypted (e.g., with an issuer-specific kay).

{00413 A “resource provider’ may be an entity that can provide a resource such
as goods, services, information, and/or access. Examples of resource providers include
merchanis {e.g., a supermarket), data providers such as government agencies, transit
agencies {(e.g., a train station), eic. A "merchant” may typically be an entity that
engages in tfransactions and can sell goods or services, or provide access to goods or

Services.

{0042} An "acquirer” may typically be a business entity (e.g., a commercial bank)
that has a business relationship with a particular merchant or other entity. Some
entities can perform both issuer and acquirer functions. Some embodiments may
encompass such single entity issuer-acquirers. An acquirer may operate an acquirer

computer, which can also be generically referred to as a “transport computer”.

{0043} An “authorizing entity” may be an entily thai authorizes a request.
Examples of an authorizing entity may be an issuer, a governmental agency, a
document repository, an access administrator, etc. An authorizing entity may operate
an authorization computer. An “issuer” may refer {0 a business entity (e.q., a bank)} that
issues and oplionally maintains an account for a user. An issuer may also issue
payment credentials stored on a user device, such as a cellular telephone, smart card,

tablet, or lapiop to the consumer.
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00443 An "account identifier” may include an identifier for an account. An
account identifier may include an original account identifier associated with a payment
account. For example, a real account identifier may be a primary account number
(PAN) issued by an issuer for g card account (e.q., credit card, debit card, elc.). For
instance, in some embodiments, a real account identifier may include a sixteen digit
numerical value such as "4147 0900 Q000 1234." The first six digits of the real account
identifier (e.g., "414709"), may represent a real issuer identifier (BIN) that may identify

an issuer associated with the real account identifier.

[0045] A “key” may refer {o a piece of information that is used in a cryptographic
algorithm to transform input data into another representation. A cryplographic algorithm
can be an encryption aigorithm that transforms original data inio an allernate
representation, or a decryption algorithm that transforms encrypted information back to
the original data. Examples of cryptographic algorithms may include triple data
encryplion standard (TDES), data encryplion standard (DES), advanced encryption
standard (AES), etc.

{0046} A "cryptographic pattern” may include cryptographically secure data.
Examples of cryptographic patterns may include cryptographic hashes, encrypled data,
etc.

{0047] FIG. 1 Hustrates a system 100 according to an embodiment of the

invention. The system 100 can be used {o authenticate a user that is attempting o use

a poriable transaction device to conduct a transaction at a resource provider location.

{0048} System 100 includes a portable communication device 102 (e.g., a mobile
phone), a beacon 101 (e.¢., an in-venue BLE beacon), a base station 104 (e.g., an in-
venue BLE base station or controller), an access device 106 {e.g., an in-venue POS
terminal), a portable transaction device 108 (e.g., a card), and a transaction processing

system 110

10049] The beacon 101 may perform pericdic broadcasts that portable
communication device 102 is in range to receive. The transaction processing system

110 can be in communication with the portable communication device 102 and the
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access device 106. The base station 104 may be in communication with the poriable

communication device 102 and the access device 106,

00507 A user (not shown) may operate the portable communication device 102
and a portable transaction device 108. The portable communication device 102 may be
a mobile phone, while the portable fransaction device 108 may be a credit or debit card.
if the user is guthentic, then the beacon 101, portable communication device 102, the
portable fransaction device 108, the access device 106, and the base station 104 woulid
all be located at the same location {e.q., the same resource provider, the same entrance

to a venue, etc.).

{0051} The communication between portable communication device 102 and
transaction processing system 110 can be performed using a secure communication
protocol such as transport layer security protocol, secure sockets layer protocol, or

other suitable secure communication protocols.

{0052] The access device 106 and the base station 104 can be coupled together
or communicate in any suitable manner. For example, the access device 106 and the
base station 104 may be connected by a physical wire, or may be connected through a
short range wireless connection (&.g., as described below with respect {0 the base
station 104).

[0053] The beacon 101 and the base station 104 can be uncoupied or coupled
together. In some embodiments, the beacon 101 and the base station 104 can be

embodied by the same device.

{0054} In some embodiments, BLE (Bluetooth Low Energy) iechnology is used as
the short range communication protocol or technology. Bluetooth Low Energy is a
wireless personal area network technology used for transmitting daia over short
distances. it is designed for low energy consumption and cost, while maintaining a
communication range similar to classic Bluetooth. BLE communication consists
primarity of “advertisements” or amall packets of data, broadcast at a reguiar interval by
beacons {which may be present in or be a base station) or other BLE enabled devices

via radio waves.
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f0055] BLE advertising is a one-way communication method. Beacons (e.g.
beacon 101) that want {o be “discovered” can broadcast, or "advertise” self-contained
packets of data in set intervals. These packets are meant to be collected by devices
like smartphones, where they can be used for a variety of smartphone applications to
trigger things like push messages, app actions, and prompts. An optimal broadcast
interval can be 100 ms. Broadcasting more frequently uses more battery life but allows
for gquicker discovery by smariphones and other listening devices. Standard BLE has a

broadcast range of up to 100 melers.

[0056] BLE stations can also be present in the base slations {e.g., base station
104) in embodimenis of the invention. BLE stalions can allow for two way
communication with a mobile communication device. A base statlion {e.g., base station
104) may have, buill into it, a UUID that can be transmitted to recipients. A recipient
may use the UUID to identify the base station or an entity (e.g., a resource provider)

that is associated with the base station.

[0057] Universally unique identifiers (UUIDs) may correspond to an identification
scheme used to uniquely identify a particular entity from amongst a group of entilies
without significant central coordination. For example, each base station may be
assigned a particular 128-bit value that serves as its UUID. A base station may then
use its UUID to uniquely identify itself out of all other base stations within a particular
environment. In some cases, each base station may be assigned its UUID at the time
of its manufacture. In other cases, the base station may be given ifs UUID via

configuration of its software or firmware.

{0058} The transaction processing system 110, which can be implemented as 3
cloud based system or as a server computer system, can be remotely located with
respect to the portable communication device 102, the portable transaction device 108,

the accass device 106, and the base station 104,

{0059] The entities in FIG. 1 and the other Figures may communicate using any
suitable communications networks. Suitable communications networks may be any one
and/or the combination of the following: a direct interconnection; the internet; a Local

Area Network (LAN); a Metropolitan Area Network (MAN); an Operating Missions as
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Nodes on the Internet (OMND); mesh networks, a secured custom connection; a Wide
Area Network (WAN), a wireless network (e.g., employing protocols such as, but not
imited fo a Wireless Application Protocol (WAP), I-mode, and/or the like}; and/or the
like.

100607 Prior to conducting a transaction, a user may enroll the portable
communication device 102 for the transaction service by downloading a fransaction
application (&.g., a payment application, mobile wallet application, efc.) onto the
portable communication device 102. The user then links the portable communication
device 102 to one or more portable transaction devices (e.qg., the portable transaction
device 108). The information regarding the portable communication device 102 and the

user may be stored in the transaction processing system 110.

{0061} Additionally, a resource provider may oblain an identifier of the transaction
processing system 110 from the transaction processing system (e.g., via a website
associated with the transaction processing system) 110 and configure the beacon 101
to pericdically broadcast the identifier. it should be noted that multiple rescurce
providers or all resource providers may configure associated beacons to broadcast the

same identifier.

{0062} Once the user is registered, the user walks into a resource provider venue
with both the poriable transaction device 108 and the poriable communication device
102 instalied with the transaction application. The resource provider venue may also
include the access device 106 and the base station 104, The resource provider may be

a merchant, a transit terminal, a building, etc.

{0083] At step 5101, when the portable communication device 102 comes within
range of the periodic wireless broadcasts (e.9., a beacon) of the beacon 101, the
portable communication device 102 receives one of the beacons, which contains the
fransaction processing system’s UUID. The broadcast may optionally include dateftime
information such as the current date and/or time (&2.g., a time stamp). In response {o
receiving this particular UUID, the fransactional application awakens within the portable

communication device 102,
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{0084] At step 5102, portable communication device 102 (using the fransactional
application) may send a cryptographic pattern request o the transaction processing
system 110 to request a cryptographic pattern from transaction processing system 110,
The cryptographic pattern request may include device information such as a device 1D
identifying the portable communication device 102 and/or a device fingerprint of
portable communication device 102, as well as any or all of the data oblained from the
beacon transmission, and time information (e.g., date and/or time}. Examples of device
identifiers may include IMEI numbers, MBISDN numbers, UDID (Universal Device 1D)
numbers, SIM card numbers, etc. Examples of device fingerprints may include unigue
serial numbers assigned o unique hardware, web browser fingerprints, efc. Device
information may also include account identifiers or other information specifically tied to a
portable communication device 102. The device information in this example does not
include real user credentials such as areal PAN. However, in other embodiments,
instead of sending a device D and/or device fingerprint, real credentials {or a payment
token) may be sent by the portable communication device 102 {o the fransaction

processing system 110.

{0085] At step 5103, when transaction processing system 110 receives the
crypiographic patiern request, transaction processing system 110 validates the device
1D and device fingerprint against previous information provided from poriable
communication device 102 during enroliment. This is done to ensure that portable
communication device 102 is an enrolled device, and that portable communication
device 102 has not been hacked {e.g., jail-broken) or otherwise compromise with
malware or viruses. The transaction processing system 110 then looks up an account
identifier {(&.g., a PAN) and an expiration date (or {okenized versions of the PAN and
expiration date} associated with the portable communication device 102 using the
device 1D and/or device fingerprint (assuming that the PAN was not transmitted by the
poriable communication device 102). This can be done by electronically searching a

datasbase for the credential or token.

{0086} Once the account identifier and expiration date are obtained, the
transaction processing system 110 generates a first cryptographic paitern (e.g., PAN
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patiern). The first cryptographic pattern can be based on the account identifier, the
expiration date of the account identifier, and, optionally, the current date. In some
embodiments, a nonce may be added to the first cryptographic pattern to prevent replay
attacks. In some embodiments, the first cryptographic pattern can be the result of
hashing these data elements and taking a predetermined number of byles of the
hashed data elemenis. The predetermined number of bytes may be the most significant
four bytes of the hash result. In some embodiments, transaction processing system 110
may sign the first cryplographic pattern using a private key of a public/private key pair.
The transaction processing system 110 may alsc log the time of the cryptographic

pattern request.

{00871 At step 5104, transaction processing system 110 responds to the
cryptographic pattern reguest by sending the firsi cryptographic pattern along with any
corresponding nonce o the portable communication device 102. 1t should be noted that
the portable communication device 102 may be associated with more than one PAN. in
this case, the transaction processing system 110 may use the device ID and device
fingerprint to retrieve multipie PANS, and use each PAN {0 generate a cryptographic
pattern. The cryptographic patierns may then be returmned to the portable
communication device 102

{0088} At step S105, after the portable communication device 102 receives the
cryptographic pattern along with any corresponding nonce, the portable communication
device 102 begins scanning for nearby base stations. Once it finds the base station
104, the portable communication device 102 initiales a connection with the base station

104 and receives a UUID of the base station 104,

{0069 At step 5106, the portable communication device 102 generates a second
cryptographic patiern. The second cryptographic pattern can be based on the first
cryplographic pattern and the UUID. In some embodiments, a nonce may be added to
the second crypiographic patiern (o prevent replay attacks. In some embodiments, the
second cryptographic pattern can be the result of hashing these data elements and
taking a predetermined number of bytes of the hashed data elements. The
predetermined number of bytes may be the most significant four bytes of the hash
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result. The transaction processing system 110 may alsc log the time of the

cryptographic pattern reguest.

00707 Al step 107, the portable communication device 102 transmits the second
cryptographic pattern to the base station 104, along with any corresponding nonce. In
response, the base station 104 stores the second cryptographic pattern (e.g., in a table)
for later retrieval by the access device 106, In some embodiments, the base station 104
transmits both the cryplographic pattern and its UUID, and optionally the nonce, to the
access device 106. These elements are stored within the access device 106 for later
usage. In embodiments in which the cryptographic pattern is signed by transaction
processing system 110, either the base station 104 or the access device 106 can be
provided with a corresponding public key of the private/public key pair to validate the

signature.

{0071} Al step 108, the portable communication device 102 transmits the UUID of
the base station 104 to the transaction processing system 110, In some embodimenis,
the portable communication device 102 may also transmit the first cryptographic
pattern, the device |D, and/or the device fingerprint to the transaction processing system
110 {o inform the transaction processing device 110 which cryptographic pattern the
fransmitted ULID is associated with. Furthermaore, to prevent replay attacks, the
portable communication device 102 may also generate and transmit a nonce along with

the UUID to the transaction processing device 110.

{0072} At step 109, the fransaction processing system 110 locally generates ils
own second cryptographic pattern. The second crypiographic patiern can be based on
the first cryptographic pattern and the UUID. In some embodiments, the second
cryptographic pattern can be the result of hashing these data elements and {aking a
predetermined number of bytes of the hashed data elements. The predetermined
number of bytes may be the most significant four bytes of the hash resuit. The
transaction processing system 110 may also log the time of the generation of the

second cryptographic pattern

[0073] At step S110, the user conducts a transaction by interacting portable

fransaction device 108 with access device 106. The portable transaction device 108
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may interact with the access device 108 using any suiiable contact based method (e.q.,
using a magnetic stripe or electrical contacts) or contactiess based method (e.g., using
NFC, Bluetooth, Wi-Fi, etc.).

0074 At step 5111, the access device 106 reads the account credentials {(e.g.,
account identifier such as a PAN, expiration date, etc.) stored on the portable
fransaction device 108, and locally calculate its own second cryptographic pattern. For
example, access device 106 may first calculate the first cryptographic pattern by
hashing the account identifier and expiration date read from the portable transaction
device 108, and optionally the current date and/or a received nonce, and taking the
most significant four bytes of the hash result. The access device 106 may then
calculate the second cryplographic pattern by hashing the first cryptographic pattern
and the UUID, which was suppiied to the access device 104 from the base station 104.

{0075] At step 5112, access device 106 compares the locally generated second
cryptographic pattern against the list of cryptographic paiterns stored in base station
104, and makes a local decision regarding the processing options for this transaction. A
matching cryptographic pattern can be used as a cardholder (e.q., user) verification
method (CVM) indicating to the issuer (or other authorizing entity) that the portable
communication device 102 is present. For example, if the locally generated second
cryptographic patiern matches a previously received cryplographic patlemn {(e.g., the
second cryptographic pattern originally generated by the portable communication device
102), the access device 106 may omit prompting the user for entry of a PIN or signature
to improve the user experience since the matching cryptographic pattern verifies that
the portable communication device 102 is present. Also, since the presence of the
portable communication device 102 has been confirmed as being present, additional
user verification methods (such as requests for PINs or signatures) need not be

performed.

{0076} After the access device 106 confirms that the authentic user is present,
the access device 106 may then generate an authorization request message. The
authorization reguest message may include any suitable information including a portion
of the locally generated second cryptographic patiern (i.e., patiern portion}. in some
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embodiments, the patiern portion may include the iocally generaied second

cryptographic pattern in its entirety.

00771 In some embodiments, the authorization request message may omit the
pattern portion. For example, if the access device 106 determined that the second
crypiographic patiern generated by the access device 106 matched a previously stored
second cryptographic patiern, then the access device 106 may simply creale an
indicator that indicates that the maich was successful and may embed this in the
authorization request message. This will serve as proof of autheniication fo a
downsiream entity such as an acquirer, payment processing network, or issuer. The
authorization reguest message may also include any other elements including a

transaction amount, payment token or credential, etc.

{0078} At step 5113, access device 108 sends the authorization reguest
message including one or more of account credentials, a transaction cryptogram and

the pattern portion o the tfransaction processing system 110.

{00791 At step 5114, the transaction processing system 110 (or a server
computer included within the system) can analyze the authorization request message (o
determine that the user of the portable communication device 102 is also conducting the
fransaction at the access device 2086. In some embodiments, this can be done by
determining if the patlern portion is present in the authorization request message and
determining whether the pattern portion corresponds o {(e.g., maliches) one of the
stored cryptographic patterns that was locally generated at the transaction processing
system 110 for the account associated with the authorization request (i.e., for the PAN
of the portabie transaction device 108). For example, the transaction processing
system 110 may find a match belween the patiern portion and its own second
cryptographic pattern that it generated and stored in step S109. Generally, a match
between the pattern portion and the second cryptographic patiern is found when the
bytes of the pattern portion are identical to those of the corresponding portion of the
second cryptographic pattern. in embodiments where the pattern portion includes the
entire cryptographic pattern, then a match would be found only if all bytes of the patiern
portion were identical to those of the second cryptographic paitern.
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100807 In embodiments where the authorization request message includes an
indicator rather than a pattern portion, the transaction processing system 110 may
determine that the cryptographic pattern matching conducted at the access device 1068

was successful by analyzing the indicator.

0081} In particular, the transaction processing system 110 may aitempt to match
the pattern portion with a stored cryptographic pattern that was generated by the
transaction processing system 110 within an aliowable time window prior to the receipt
of the authorization request message. An allowable lime window may depend upon the
circumstances of the particular location. For example, if the transaction is a transit
fransaction, then the allowable time period may be the normal arrival and waiting time {o
departure on a particular vehicle {0 a particular destination. if the transaction is a
departmenti store, than the time window could be a couple of hours or less. if the
transaction is at a fast food restaurant, then the transaction time may be 30 minuies or

less.

[0082] The transaction processing system 110 may also determine whether or
not the fransaction is authorized based upon other factors including whether there are
sufficient funds or credit in the account that is being used to conduct the transaction. In
other embodiments, the transaction processing system 110 may forward the
authorization request to a downstream authorizing computer (not shown) and the
authorizing computer may determine whether or not the fransaction is authorized. if an
authorizing computer makes the authorization decision, it will transmit an authorization
response message back to the fransaction processing system 110 with the

authorization resulf.

{0083} Al step 5115, transaction processing system 110 sends the authorization
response message {0 access device 106 indicating whether the transaction s approved

or declined.

{0084] Al the end of the day or al some other period of time, a clearing and

settlement process can take place.
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{0088} it shouid be noted that incorporating the UUID of the base station {e.g,,
the base siation 104) intc the second cryplographic patiern prevents an unauthorized
person from being able to capture the second cryptographic patiern and use it at a
second location in a fraudulent manner. For example, by eavesdropping into
communications between the entities in FIG. 1, a fraudster may be able to steal the
second cryptographic pattern. However, when the fraudster attempts to use the second
cryplographic patiern at another resource provider to perform a fraudulent transaction, it
will not work. This is because the other resource provider's base station and the base
station 104 have different UUID’s, and the stolen cryptographic pattern would fail to
match any cryptographic pattern locally generated by the transaction processing system

110 that is associated with the other resource provider.

{0086] During operation, several actions may be taken {o avoid theft in stores,
where, after the thief steals the poriable transaction device from a victim, the thief then
waits inside the store while the victim leaves the store (not knowing that their portable
fransaction device 108 was stolen). For example, at the time of transaction, base
station 104 can ping portable communication device 102 again. In this case, a mid-
range wirgless communication such as BLE is well-suiled {o estimate the distance {0 the
portable communication device 102, so that the base station 104 can detect how far
away the portable communication device 102 is to access device 106, A time-out for
the cryptographic patterns can also be implemented {o force a renewal or refresh if
passed. Different time windows may be used depending on the type of store (fast food

vs. furniture, for example).

{0087} it should be noted that although the access device 106 has been
Hiustrated as a POS terminal, the system can also be used at an access device such as
an ATM for the issuer to gain confidence that the withdrawal is legitimate. Although the
form factor of the ATM is different from a FOS terminal, the flows would be similar to

those described above.

10088} It should be also noted that although the portable communication device is
fiustrated as a mobile phone, and the portable transaction device is illustrated as a

card, in some embodiments other pairs of devices can be used. For example, the
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portable communication device can be a wearable device such as a waich, and the
watch can be used with & mobile phone or a card acting as the portable transaction
device to perform the transaction flows described herein. As ancther example, the
portable communication device can be a vehicle equipped with communication
capabilities operated by the user ai a drive-thru, and the vehicle can be used with a
mobile phone, a wearable device, or a card acting as the poriable transaction device to

perform the transaction flows described herein.

{0089] Furthermore, although the base station is illustrated as communicating
with the portable communication device using Bluetooth low energy (BLE) protocol,
other types of short/mid-range wireless communication protocols such as Bluetooth or
Wiki can be used. BLE may be more suitable than other protocols due to iis low energy
consumption, ability {o estimate distance of the portable communication device, and the

ability of auto-connection to a BLE-enabled poriable communication device.

{00380} FIG. 2 shows a block diagram of a system 200 according {o an
embodiment of the invention. The system includes a portable transaction device 208,
one or more terminals 208, a base station 204, a poriable communication device 202,

an acquirer server, 220, an issuer server 222, and transaction processing system 210.

{0081} The access devices 206 may include verification processing to guery the
MLC (mobile location confirmation) Verification Module 204C to determine the user's
physical presence in the venue. In particular, an access device may attempt to maich a
sacond cryptographic pattern that was locally generated at the access device {0 ancther
second cryptographic pattern that was recently stored at the MLC-IS Verification
Module.

{0082} The transaction processing system 210 comprises a mobile gateway
210A, a network interface 210B, and an MLC platform 210C in communication with
each other. The MLC platform may also comprise a store check in service 210C-1, an
enroliment service 210C-2, a location update service 210C-3, an MLC database 210C-

4, MLC backend servers 210C-5, and one or more data processors 210C-6.
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0083} In some embodiments, the transaction processing sysiem 210 may
include data processing subsystems, networks, and operations used to support and
deliver authorization services, exception file services, transaction scoring services, and
clearing and setliement services. An exemplary transaction processing system may
include VisaNet™ . Transaction processing systems such as VisaNet™ are able to
process credit card transactions, debit card transactions, and other types of commaercial
transactions. VisaNet™ in particular, may include a VIP system (Visa inlegrated
Payments system) which processes authorization requests and a Base 1 system which

performs clearing and setllement services.

{0054} In some embodiments, in response (o receiving a cryplographic patiemn
request that includes the device 1D of a portable communication device, the store check
in service 210C-1 searches for the primary account number(s} (PAN) and PAN
expiration date that are associaled with the device ID. If PAN(s) and PAN expiration
date(s) are found, the store check in service 210C-1 can perform the following for each

pair of PAN and PAN expiration date:

o Format the PAN and PAN expiration date into a compressed numeric.
Compressed numeric data elements consist of two numeric digits (having value
in the range Hex '0' - 'Q') per byte. These data elements can be left justified
and padded with trailing hexadecimal 'F's.

+ (Senerate a new random number and save the value for later use.

= (Concatenate from left to right the PAN, PAN expiration date, and the random
numbper generated

« Hash the resuit of the concatenation using the SHA-256 hashing algorithm to
obtain the 32-byte hash result.

e Convert the binary string of hash value into a BaseB4 string using Baseb4 data
encoding.

f0085] As shown above, the result of the concatenation is used as input to the
SHA-Z58 hashing algorithm to obtain the 32-byte hash result. it should be noted that
the SHA-256 hashing algorithm may correspond with a particular hash function and/or

encryption algorithm known in the art. Other hash functions may be used without
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diverting from the essence of the disclosure. Some examples of other hashing functions
are MD5, SHA-1, HMAC, linear hashes, rolling hashes, or the like.

{0086} The store check in service 210C-1 can return an encoding (e.g. Baset4)
of the string of hash value(s) and random number(s) generated for each pair of PAN
and PAN expiration date found, and can also return the status code and the
corresponding message as the APl response. If PAN and PAN expiration date are not
found, the store check in service 210C-1 can retumn the status code and the

corresponding message as the AP! response.

{00871 The enrcliment service 210C-2 can assist the process of registering users
of portable transaction devices into the MLC platform 210C, which, for a given user,
includes the step of associating, within the MLC database 210C-4, device information of
the user’s portable communication device with the PANs of the user’'s one or more

portable fransaction devices.

{0058] The portable communication device 202 may comprise a mobile location
agent 202A. The mobile location agent 202A may be programmed o provide for
beacon detection capability — this capabiiity is required to wake up or notify the mobile
tocation agent 202A once the cardholder/mobile device owner enters into a resource
provider venue where the beacon monitors. [t may also provide for BLE connection
management — the mobile [ocation agent 2024 can be used {o set up and manage a
BLE connection with the base station 10 send store check in information to the store
controller BLE.

{0059] The base station 204 may be in any suitable form (e.g., a single device
with a single housing, multiple devices with muiliple housings, any suilable combination
of software and/or hardware, elc.) comprise a BLE beacon 204A, a BLE station 204B,
and an MLC verification module 204C. Although the BLE beacon 204A is jllustrated in
the base station 204, it may be present in other devices (8.g., a separate device) in
other embodiments or the invention. The BLE beacon 204A is a device that constantly
advertises a predefined BLE data package that includes the identifier of a transaction
processing system. it can be used to nolify the user's portable communication device

when the user walks info g resource provider venue (e.¢., a merchant store). The BLE
25
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station 204A can be a device that exchanges information with the portable
communication device 202 over the BLE channel. itis used {o receive the
crypiographic patierns from the portable communication device 202. The verification
module 204C can be used to store the cryptographic patterns, receive the hash
maiching request from the access device, perform the hash matching, and retumn the
hash matching results back to the access device. Although the verification module
204C is illustrated in the base station 204, it may be present in other devices (e.g., the

access device) in other embodiments of the invention.

{01007 FIG. 3 Hlustrates a block diagram of a portable communication device 301,
according to some embodiments. Portable communication device 301 may include
device hardware 304 coupled to a memory 302. Device hardware 304 may include a
processor 305, a communications subsystem 308, user inferface 306, and a display 307
{which may be part of user interface 306). Processor 305 can be implemented as one
or more integrated circuits (e.g., one or more single core or multicore MICroprocessors
and/or microcontrollers), and is used o control the operation of portable communication
device 301. Processor 305 can execute a variety of programs in response o program
code or computer-readable code stored in memory 302, and can maintain multiple
concurrently executing programs or processes. Communications subsystem 308 may
include one or more RF transceivers and/or connectors that can be used by portable
communication device 301 to communicate with other devices and/or to connect with
external networks. User interface 306 can include any combination of input and output
elements {o allow a user {o interact with and invoke the functionalities of poriable
communication device 301. In some embodiments, display 307 may be part of user
interface 306.

0101} Memory 302 can be implemented using any combination of any number of
non-volatile memories {e.g., flash memory)} and volatile memories (e.g., DRAM, SRAM),
or any other non-transitory storage medium, or a combination thereof media. Memory

302 may store a mobile OS 314 and a mobile application environment 310 where one or

more mobile applications reside 312 (e.¢., a payment application such as a mobiie
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wallet application, merchant application, mobile location application, etc.) to be

executed by processor 305.

0102} FIG. 4 shows a diagram of a transaction processing system 400 that can
incorporate any of the previously described systems. The transaction processing
system 401 includes a user device 401 that is operated by a user 402. The user device
can interact with an access device 404, and can be the previously described poriable
transaction device. The access device 404 is in communication with an authorization
computer 412 via a resource provider computer 406, a transport computer 408, and a
processing network 410. A token service system 414 may be in communication with the
processing network 410 (or may be incorporated within it. The processing network 410

may include the previcusly described transaction processing system.

{0163} In a transaction conducted using the system 400, the user may use the
user device 401 {o interact with the access device 404, The access device may then
generate and transmit an authorization reguest message o the processing network 410
via the resource provider computer 408 and transport computer 408, I the
authorization request message contains a token such as a payment token, the
processing network 410 may retrieve real credentials associated with the token from the
token service system 414 and may replace the token with the real credentials in the
authorization request message. The authorization request message may then be

forwarded to the authorization computer 412 for an authorization decision.

{0104} After the authorization computer 412 makes the authorization decision, i
returns an authorization response back to the access device 404 via the processing
network 410, the transport computer 408, and the resource provider computer 406. if
desired, the processing network 410 may replace the real credentials in the
authorization response message with a previously provided token. As noted above, a

clearing and settiement process may be subsequently performed.

{0105] FIG. 5 shows a flowchart Hustrating a hash maiching process according to
an embodiment of the invention. The hash maliching process can be performed by a
base station, access device, and/or transaction processing system, as described above

in FiGs. 1and 2.
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{0106} At step 5502, the hash matching process can begin.

101071 At step 5504, a decision is made, by a device, as to whether any data
elements are missing and/or if the format is not supported. In step 5514, if there are
data elements that are missing and/or if the format is not supported, then an invalid

request indicator is generated by the device.

10108} At step S508, a decision is made, by the device, as to whether any

crypiographic patierns are in the device being used.

10109] At step 5508, if there are cryplographic patierns in the device, the

received cryptographic pattern is processed by the device.

101101 At step 5510, a determination is made by the device as to whether a

generated cryptographic pattern matches a stored crypiographic pattemn.

01111 At step S516, if there is a match, then a success indicator may be created

by the device.

0112] At step 5512, if there is not a match, the device determines if there are
more cryptographic patterns in the module. In step 5518, if there are no further

cryptographic patterns {o test, then a failure indicator may be generated.
0113} At step 5520, the cryptographic patiern matching process ends.

[0114] Some entities or components described herein may be associated with or
operate one or more computer apparatuses to facilitate the functions described herein.
Some of the entities or components described herein, including any server or database,

may use any suitable number of subsystems to facilitate the functions.

0115} Examples of such subsysiems or components can be interconnected via a
system bus. Additional subsystems such as g printer, keyboard, fixed disk {or other
memory comprising computer readable media), monitor, which is coupled to display
adapier, and others are shown. Peripherals and input/output (YO) devices, which
couple to YO coniroller (which can be a processor or other suitable controlier), can be
connected to the computer system by any number of means known in the art, such as

serial port. For example, serial port or external interface can be used to connect the
28
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computer apparatus to 8 wide area network such as the internet, a mouse input device,
or a scanner. The interconnection via system bus aliows the central processor o
communicate with each subsystem and to control the execution of instructions from
system memory or the fixed disk, as well as the exchange of information between
subsystems. The system memory and/or the fixed disk may embody a computer

readable medium.

{0116} Embodiments of the invention provide for a number of advantiages. For
example, by using an in venue base station, embodiments of the invention can
accurately determine if an authentic user is actually conducting a transaction with a
portable transaction device. A fraudster who does not have the user's portable
communication device will not be able {o conduct a transaction using the user's portable
fransaction device. Thus, unauthorized access to locations, unauthorized payment
transactions, and unauthorized data reguests can be prevented using embodiments of
the invention. Further, as is apparent above, the verification of the user's authenticity at
the location of the transaction can be verified before the user ever gels to the point of
starting the transaction and the verification processing used in embodimenis of the
invention is secure. As a result, additional authentication processes (e.g., PiN or
password requests, or signature) need not be used in embodiments of the invention.
This reduces any friction that might be generated between the resource provider and
the user as the result of the user not remembering his or her authentication data, oras a
result of the increased transaction time that would otherwise resuit from additional

authentication processing.

0117} Additionally, while previous transaction processing systems may not have
provided a way 1o protect against rogue resource providers that provide fraudulent
authorization requests, locally generating cryptographic patierns at the portable
communication device, the resource provider, and the transaction procassing system,
and verifying that the patterns match during transactions can ensure that the resource
provider is in compliance. In particular, the matching of the pattern portion recsived with

the authorization request from the resource provider with recent cryptlographic patterns
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that were locally generated at the transaction processing system is done to ensure that

the resource provider is generating its own second cryptographic patiern correctly.

0118} Furthermore, previous transaction processing systems could require the
resource provider {0 perform a registration process that involves (1) the resource
provider submitting information that identifies the resource provider to the transaction
processing system 110; (2) the transaction processing system generating, storing (8.g.,
within a database} and transmitiing to the resource provider, an identifier that uniguely
identifies the resource provider; and (3) the resource provider to configure its
infrastructure {(e.g., the base station or the access device) with the identifier. In
contrast, some embodiments may uniquely identify a resource provider using a UUID
that is natively provided by (e.g., built into) the base station used by the resource
provider. In doing so, some embodiments may remove the registration process, thereby
lowering the barrier for resource providers o participate in the system. Additionally,
some embodiments may free the transaction processing system from having to

generate and store identifiers for each participating resource provider.

{0119] Messages between the computers, networks, and devices described
herein may be transmitfed using a secure communications protocols such as, but not
lirited to, File Transfer Protocol (FTP); HyperText Transfer Protocol (HTTP), Secure
Hypertext Transfer Protocol (HTTPS), Secure Socket Layer (85L), ISC {e.g., 150 8583)
and/or the like.

{0120] Other embodiments of the invention are also contemplated. Other

embodiments of the invention may include the following:

0121} An additional embodiment is direcled {o a method comprising: receiving,
by an access station from a portable communication device, a second cryptographic
pattern that is derived from a base siation identifier and a credential or a token; during a
fransaction that is conducted at the access device, receiving a credential or a token
from a poriable transaction device, generating ancther cryptographic pattern that is
derived from at least the base station identifier and the received credential or token;

comparing the second cryptographic patiern the other cryptographic pattern; and if the
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patierns match, sending an authorization request message that comprises at least a

portion of the other cryptographic pattern to a server computer,

0122} Another embodiment of the invention can be directed o an access device

that includes code, executable by a processor, to perform the above described method.

0123} Specific details regarding some of the above-described aspects are
provided above. The specific details of the specific aspects may be combined in any
suitable manner without departing from the spirit and scope of embodiments of the
invention. For example, although the embodiments described above relate {o
autheniication processing, other types of processing can be performed using
embodiments of the invention. For example, since embodiments of the invention can
verify that a user is actually at a specific jocation, embodiments of the invention could

also be used {o provide incentives or rewards to a user.

{0124} it should be understood that the present invention as described above can
be implemented in the form of control logic using computer software (storedin a
tangible physical medium) in a modular or integrated manner. Based on the disclosure
and teachings provided herein, a person of ordinary skill in the art will know and
appreciate other ways and/or methods to implement the present invention using

hardware and a combination of hardware and software.

[0125] Any of the software components or funclions described in this application,
may be implemenied as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for example,
conventional or object-oriented technigues. The software code may be stored as a
series of instructions, or commands on a computer readable medium, such as a random
access memory (RAM), a read only memory {(ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an oplical medium such as a CD-ROM. Any such
computer readable medium may reside on or within a single computational apparatus,
and may be present on or within different computational apparatuses within a system or

network.



10

0126} The above description is illustrative and is not restrictive. Many variations
of the invention will become apparent {o those skilled in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference to

the pending claims along with their full scope or equivalents.

{0127} One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

{0128} A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.

01297 All patents, patent applications, publications, and descriptions mentioned
above are herein incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.



WHAT |IS CLAIMED 1S:

1. A method comprising:

receiving, by an access device from a portable communication device, a second
cryptographic pattern that is derived from a base station identifier and a credential or a token,
wherein the access device receives the second cryptographic pattern from the portable
communication device via a base station associated with the base station identifier;

during a transaction that is conducted at the access device, receiving the credential or
the token from a portable transaction device, wherein the credential is a primary account
number and the token is a payment token;

generating another cryptographic pattern that is derived from at least the base station
identifier and the received credential or token;

comparing the second cryptographic pattern the another cryptographic pattern; and

if the patterns match, sending an authorization request message to a server computer.

2. The method of claim 1, wherein the portable transaction device is a payment
card.

3. The method of claim 1, wherein the base station identifier is a UUID.

4. The method of claim 1, wherein the second cryptographic pattern is also

derived from a nonce, and the another cryptographic pattern is also derived from the nonce.

5. The method of claim 4, wherein the access device receives the nonce along
with the second cryptographic pattern from the portable communication device.

6. The method of claim 1, wherein the access device comprises a point of sale
device.

7. The method of claim 1, wherein the second cryptographic pattern is stored at
the base station in a list with other cryptographic patterns.

8. The method of claim 1, wherein the authorization request message comprises
at least a portion of the another cryptographic pattern, and wherein the server computer
compares the at least the portion of the another cryptographic pattern to a first cryptographic
pattern at the server computer, the server computer deriving the first cryptographic pattern
from the base station identifier and the credential or the token.

9. The method of claim 1, wherein the second cryptographic pattern is derived
from the token.

10. The method of claim 1, wherein the portable communication device and the
access device communicate via BLE (Bluetooth Low Energy).

11. An access device comprising:

a processor; and

a computer readable medium, the computer readable medium coupled to the processor
and comprising code, executable by the processor for implementing operations comprising:

receiving, from a portable communication device, a second cryptographic pattern that
is derived from a base station identifier and a credential or a token, wherein the access device
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receives the second cryptographic pattern from the portable communication device via a base
station associated with the base station identifier;

during a transaction that is conducted at the access device, receiving the credential or
the token from a portable transaction device, wherein the credential is a primary account
number and the token is a payment token;

generating another cryptographic pattern that is derived from at least the base station
identifier and the received credential or token;

comparing the second cryptographic pattern the another cryptographic pattern; and

if the patterns match, sending an authorization request message to a server computer.

12. The access device of claim 11, wherein the base station identifier is a UUID.

13. The access device of claim 11, wherein the access device is a point of sale
terminal.

14. The access device of claim 11, wherein the portable communication device
and the access device communicate via BLE (Bluetooth Low Energy).

15. The access device of claim 11, wherein the second cryptographic pattern is
derived from the token.

16. The access device of claim 11, wherein the access device receives a nonce
along with the second cryptographic pattern from the portable communication device.

17. The access device of claim 11, wherein the second cryptographic pattern is
also derived from a nonce, and the another cryptographic pattern is also derived from the
nonce.

18. The access device of claim 11, wherein the second cryptographic pattern is
derived from the credential.
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