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METHOD AND DEVICE FOR PREVENTING SERVER 

FROM BEING ATTACKED 

TECHNICAL FIELD 

[0001] The present disclosure relates to the field of network security technologies, 

and in particular, to a method and device for preventing a server from being attacked. 5 

BACKGROUND 

[0002] As Internet technologies rapidly develop, network security assurance 

attracts more attention. Generally, network security relates to how to prevent a server 

in the network from being attacked. To attack a server, an attacker uses a service 

request to occupy excessive service resources of the server, which leads to overload of 10 

the server. Moreover, the server cannot respond to other requests, and consequently 

the resources of the server can run out. As such, the attacker makes the server to 

refuse to provide services. 

[0003] Currently, a browser first sends a service request to the server. The service 

request includes a token value in the cookie (data stored by the server on a local 15 

terminal device of a user) encrypted by using the message digest algorithm 5 (MD5). 

After receiving the service request, the server verifies the encrypted token value to 

determine whether the service request sent by the browser is valid to prevent the 

server from being attacked. However, the encrypted token value is obtained by 

executing static script code, and the static script code is exposed in a plaintext. 20 

Therefore, the attacker can directly obtain logic in the static script code and parse out 

the encryption method of the token value. As such, the attacker can skip a detection 

mechanism of the server by simulating the service request of the regular user and then 

attack the server. Therefore, security protection for the existing server is low. 

SUMMARY 25 

[0004] In view of the previous problem, the present disclosure is proposed to 
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provide a method and device for preventing a server from being attacked, to overcome 

the previous problem or at least partially resolve the previous problem. 

[0005] To achieve the previous objective, the present disclosure mainly provides 

the technical solutions below. 

[0006] According to one aspect, an implementation of the present disclosure 5 

provides a method for preventing a server from being attacked, and the method 

includes the following: dynamically and randomly allocating a page script 

corresponding to a page request from a plurality of page scripts corresponding to the 

page request, when receiving the page request sent by a browser; sending the 

dynamically and randomly allocated page script to the browser, so that the browser 10 

executes the page script to obtain a script execution parameter; determining whether 

the page verification request is expired, when receiving a page verification request 

sent by the browser; and if expired, outputting error prompt information indicating 

page expiration; or if unexpired, verifying whether the script execution parameter 

included in the page verification request is valid; and if invalid, rejecting the page 15 

request. 

[0007] According to another aspect, an implementation of the present disclosure 

further provides a device for preventing a server from being attacked, and the device 

includes an allocation unit, configured to dynamically and randomly allocate a page 

script corresponding to a page request from a plurality of page scripts corresponding 20 

to the page request, when the page request sent by a browser is received; a sending 

unit, configured to send the dynamically and randomly allocated page script to the 

browser, so that the browser executes the page script to obtain a script execution 

parameter; a determining unit, configured to determine whether a page verification 

request is expired, when the page verification request sent by the browser is received; 25 

an output unit, configured to output error prompt information indicating page 

expiration, if the page verification request is expired; a verification unit, configured to 

verify whether the script execution parameter included in the page verification request 

is valid, if the page verification request is not expired; and a rejection unit, configured 

to reject the page request if the script execution parameter included in the page 30 

verification request is invalid. 

[0008] Based on the above, the technical solutions provided in the 

implementations of the present disclosure have at least the advantages below. 

[0009] According to the method and device for preventing a server from being 
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attacked provided in the implementations of the present disclosure, when receiving 

the page verification request sent by the browser, the server first determines whether 

the page verification request is expired. If the page verification request is unexpired, 

the server verifies whether the script execution parameter included in the page 

verification request is valid. If the script execution parameter is invalid, the server 5 

rejects the page request to prevent the server from being attacked. Currently, the 

server verifies an encrypted token value to determine whether a service request sent 

by the browser is valid to prevent the server from being attacked. Compared with this, 

in the present disclosure, the server verifies the script execution parameter to prevent 

the server from being attacked. The script execution parameter is obtained based on 10 

the page script dynamically and randomly allocated from the plurality of page scripts 

corresponding to the page request, and different script execution parameter acquisition 

logic is used in the page scripts. Therefore, even if an attacker obtains script logic in 

dynamic code, the attacker cannot parse out the encryption method of the script 

execution parameter within a predetermined time period. In addition, when the 15 

request time of the page verification request exceeds the predetermined time period, 

the server rejects the page request. The browser needs to reload a page verification 

request to send the page verification request again, and a script execution parameter in 

the reloaded page verification request is obtained by executing a re-extracted page 

script. Therefore, the attacker cannot attack the server in the implementations of the 20 

present disclosure. As such, security of the server is improved in the implementations 

of the present disclosure. 

BRIEF DESCRIPTION OF DRAWINGS 

[0010] By reading the detailed descriptions of the following preferred 

implementations, various other advantages and benefits can be understood by a person 25 

of ordinary skill in the art. The accompanying drawings are only used for the purpose 

of illustrating the preferred implementations, and are not considered as a limitation on 

the present disclosure. In addition, the same reference symbols are used to represent 

the same components throughout the accompanying drawings. In the accompanying 

drawings: 30 

[0011] FIG. 1 is a flowchart illustrating a method for preventing a server from 

being attacked, according to an implementation of the present disclosure; 
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[0012] FIG. 2 is a flowchart illustrating another method for preventing a server 

from being attacked, according to an implementation of the present disclosure; 

[0013] FIG. 3 is a composition block diagram illustrating a device for preventing 

a server from being attacked, according to an implementation of the present 

disclosure; 5 

[0014] FIG. 4 is a composition block diagram illustrating another device for 

preventing a server from being attacked, according to an implementation of the 

present disclosure; and 

[0015] FIG. 5 is a block diagram illustrating a system for preventing a server from 

being attacked, according to an implementation of the present disclosure. 10 

DESCRIPTION OF IMPLEMENTATIONS 

[0016] The following describes the example implementations of the present 

disclosure in more detail with reference to the accompanying drawings. Although the 

accompanying drawings show the example implementations of the present disclosure, 

it should be understood that the present disclosure can be implemented in various 15 

forms, and shall not be limited by the implementations described here. Instead, these 

implementations are provided to provide a more thorough understanding of the 

present disclosure and to completely convey the scope of the present disclosure to a 

person of ordinary skill in the art. 

[0017] To make the advantages of the technical solutions in the present disclosure 20 

clearer, the following describes the present disclosure in detail with reference to the 

accompanying drawings and the implementations. 

[0018] An implementation of the present disclosure provides a method for 

preventing a server from being attacked. As shown in FIG. 1, the method includes the 

steps below. 25 

[0019] 101. Dynamically and randomly allocate a page script corresponding to the 

page request from a plurality of page scripts corresponding to the page request, when 

receiving a page request sent by a browser. 

[0020] The page request includes a page URL, and the page URL is a page that is 

corresponding to the page script requested by the browser. In this implementation of 30 

the present disclosure, one page URL is corresponding to a plurality of page scripts. 

Different script execution parameter acquisition logic is used in page scripts 
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corresponding to the same page URL. A plurality of different script execution 

parameters are obtained when a plurality of page scripts corresponding to the same 

page URL are executed. Page execution results of the plurality of page scripts 

corresponding to the same page URL are the same, that is, pages generated after the 

browser loads and executes the page scripts are the same. It is worthwhile to note that 5 

in this implementation of the present disclosure, the page script corresponding to the 

page request can be dynamically and randomly allocated from the plurality of page 

scripts corresponding to the page request by using a random number generated based 

on a current time or a random number generated based on a time for sending the page 

request. No specific limitation is imposed in this implementation of the present 10 

disclosure. 

[0021] For example, if a user enters a URL of AMAZON in an address bar of the 

browser and presses an enter key, the server receives a page request sent by the 

browser. A page URL in the page request is AMAZON. Then, the server dynamically 

and randomly allocates a page script corresponding to the page request from a 15 

plurality of page scripts corresponding to the page request. That is, the server 

dynamically and randomly allocates a page script corresponding to the page request 

from a plurality of page scripts corresponding to AMAZON. 

[0022] 102. Send the dynamically and randomly allocated page script to the 

browser. 20 

[0023] Further, the browser loads and executes the page script to obtain a script 

execution parameter. After loading and executing the page script, the browser displays 

a corresponding page and obtains the script execution parameter. Script execution 

parameters are some additional parameters on the page and do not affect the displayed 

page. In this implementation of the present disclosure, when page scripts 25 

corresponding to the same page URL are executed, different script execution 

parameters are generated in different page script execution results. 

[0024] For example, a certain page URL is corresponding to three page scripts. 

Script execution parameter acquisition logic in a page script is to obtain an encrypted 

token value in cookie information. Script execution parameter acquisition logic in 30 

another page script is to obtain encrypted values of current mouse coordinates of the 

user. Script execution parameter acquisition logic in the remaining page script is to 

obtain an encrypted value of a current time. It is worthwhile to note that in this 

implementation of the present disclosure, logic for executing the page script and the 
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encryption method of the script execution parameter are not limited, provided that 

different script execution parameter acquisition logic is used in the page scripts in the 

present disclosure to distinguish between different page scripts. 

[0025] 103. Determine whether a page verification request is expired, when 

receiving the page verification request sent by the browser. 5 

[0026] The page verification request can be sent by using the page obtained based 

by loading and executing in step 102. Specifically, the request can be sent by clicking 

a certain link on the page, selecting a certain command button, entering some 

keywords, etc. No specific limitation is imposed in this implementation of the present 

disclosure. The page verification request includes the script execution parameter, and 10 

the script execution parameter is an encrypted parameter. 

[0027] In this implementation of the present disclosure, a specific process of 

determining whether the page verification request is expired can be as follows: First, 

the server obtains a request time of the page verification request and a time for the 

browser to execute the page script from the page verification request. Then, the server 15 

determines whether the request time of the page verification request is later than the 

sum of a predetermined time period and the time for the browser to execute the page 

script. The server determines that the page verification request is expired, if the 

request time of the page verification request is later than the sum of the predetermined 

time period and the time for the browser to execute the page script. The server 20 

determines that the page verification request is not expired, if the request time of the 

page verification request is not later than the sum of the predetermined time period 

and the time for the browser to execute the page script. 

[0028] The predetermined time period can be set based on actual requirements, 

for example, 10 minutes, 20 minutes, or 40 minutes. No limitation is imposed in this 25 

implementation of the present disclosure. It is worthwhile to note that an attacker can 

attack the server by simulating behavior of the regular user, and it takes time for the 

attacker to simulate the behavior of the regular user. Therefore, in this implementation 

of the present disclosure, under the condition that the user can send a request to the 

server normally, the shorter the predetermined time period, the less likely the attacker 30 

is to attack the server. 

[0029] For example, if the request time of the page verification request obtained 

from the page verification request is 13:15, the time for the browser to execute the 

page script is 12:34, and the predetermined time period is one hour, the server 



7 

determines that the request time of the page verification request is earlier than the sum 

of the predetermined time period and the time for the browser to execute the page 

script, that is, 13:15 is earlier than 13:34. Hence the page verification request is not 

expired. If the request time of the page verification request is 14:12, the server can use 

the previous determining method to conclude that the page verification request has 5 

expired. 

[0030] 104a. If expired, output error prompt information indicating page 

expiration. 

[0031] In this implementation of the present disclosure, the error prompt 

information indicating page expiration is output if the page verification request has 10 

expired, to prompt the user with a fact that the current page has expired. If the user 

still wants to perform an operation on the page, the user needs to refresh the page. 

Refreshing the page is equivalent to sending a page request to the server. After 

receiving the request, the server dynamically and randomly allocates a page script 

corresponding to the page request from a plurality of page scripts corresponding to the 15 

page request. That is, after step 104a, if receiving a refresh instruction from the user, 

the server jumps to step 101 to perform step 101 again. 

[0032] 104b. If not expired, verify whether a script execution parameter included 

in the page verification request is valid. 

[0033] Step 104b is parallel to step 104a. The server verifies whether the script 20 

execution parameter included in the page verification request is valid, if the page 

verification request is not expired. In this implementation of the present disclosure, 

the server can verify, based on the page script executed to obtain the script execution 

parameter, whether the script execution parameter is valid. A specific process of step 

104b can be as follows: First, the server obtains a local script parameter based on the 25 

page script, and then determines whether the local script parameter is the same as the 

script execution parameter included in the page verification request; if yes, it indicates 

that the script execution parameter is valid; if no, it indicates that the script execution 

parameter is invalid. 

[0034] For example, after the page verification request sent by the browser is 30 

received, if script execution parameter acquisition logic in the page script dynamically 

and randomly extracted from the plurality of page scripts corresponding to the page 

request is to obtain a token value in cookie information that is encrypted by using a 

message digest algorithm 5 (MD5), and the page verification request is in a validity 
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period, the server determines, based on the script execution parameter acquisition 

logic in the page script, whether verification on the script parameter can succeed. That 

is, the server determines, based on the MD5 encrypted value of the token in the 

corresponding cookie information stored in the server, whether verification on the 

script parameter sent by the browser can succeed. 5 

[0035] 105b. If invalid, reject the page request. 

[0036] In this implementation of the present disclosure, the page request is 

rejected if the script execution parameter is invalid after verification. Afterwards, if 

the user still wants to perform an operation on the page, the user needs to refresh the 

page. Refreshing the page is equivalent to sending a page request to the server. After 10 

receiving the request, the server dynamically and randomly allocates a page script 

corresponding to the page request from a plurality of page scripts corresponding to the 

page request. That is, after step 105b, if receiving a refresh instruction from the user, 

the server jumps to step 101 to perform step 101 again. 

[0037] It is worthwhile to note that in the present disclosure, the page request can 15 

be rejected by using user identity information in the page verification request, and the 

user identity information is cookie information generated by the server. After 

receiving the cookie information sent by the server, the browser stores a key/value in 

the cookie information into a text file in a certain directory. The browser sends the 

cookie information to the server when requesting a webpage next time. If the page 20 

verification request sent by the browser has expired, or the script execution parameter 

is invalid after verification, the server can set a service corresponding to the cookie 

information in the page verification request to "reject" so as to reject the page request. 

[0038] In the method for preventing a server from being attacked provided in this 

implementation of the present disclosure, when receiving the page verification request 25 

sent by the browser, the server first determines whether the page verification request 

is expired. If the page verification request is not expired, the server verifies whether 

the script execution parameter included in the page verification request is valid. If the 

script execution parameter is invalid, the server rejects the page request to prevent the 

server from being attacked. Currently, the server verifies an encrypted token value to 30 

determine whether a service request sent by the browser is valid to prevent the server 

from being attacked. Compared with this, in the present disclosure, the server verifies 

the script execution parameter to prevent the server from being attacked. The script 

execution parameter is obtained based on the page script dynamically and randomly 
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allocated from the plurality of page scripts corresponding to the page request, and 

different script execution parameter acquisition logic is used in the page scripts. 

Therefore, even if an attacker obtains script logic in dynamic code, the attacker cannot 

parse out the encryption method of the script execution parameter within the 

predetermined time period. In addition, when the request time of the page verification 5 

request exceeds the predetermined time period, the server rejects the page request. 

The browser needs to reload a page verification request to send the page verification 

request again, and a script execution parameter in the reloaded page verification 

request is obtained by executing a re-extracted page script. Therefore, the attacker 

cannot attack the server in this implementation of the present disclosure. As such, 10 

security of the server is improved in this implementation of the present disclosure. 

[0039] An implementation of the present disclosure provides another method for 

preventing a server from being attacked. As shown in FIG. 2, the method includes the 

steps below. 

[0040] 201. Obtain a page URL in a page request when receiving the page request 15 

sent by a browser. 

[0041] 202. Randomly extract a page script from a plurality of page scripts that 

exist in a predetermined script library and are corresponding to the page URL. 

[0042] Different script execution parameter acquisition logic is used in the 

plurality of page scripts. In this implementation of the present disclosure, before step 20 

202, the method further includes configuring page scripts corresponding to each page 

URL in the predetermined script library. The predetermined script library stores a 

plurality of page scripts respectively corresponding to different page URLs. Different 

script parameter acquisition logic is used in page scripts corresponding to each page 

URL. In this implementation of the present disclosure, the page script is used to 25 

execute and load a page that the browser requests, and obtain a script execution 

parameter from an execution result. When page scripts corresponding to the same 

page URL are executed, different script execution parameters are generated from 

executing different page scripts. 

[0043] It is worthwhile to note that, because the only difference between the page 30 

scripts is that different script execution parameter acquisition logic is used, pages 

generated by loading and executing the page scripts are the same. The only difference 

from execution of the page scripts is that the script execution parameters generated 

are different. 
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[0044] 203. Send the dynamically and randomly allocated page script to the 

browser. 

[0045] Further, the browser executes the page script to obtain a script execution 

parameter. After loading and executing the page script, the browser displays a 

corresponding page and obtains the script execution parameter. Script execution 5 

parameters are some additional parameters on the page and do not affect the displayed 

page. 

[0046] 204. Determine whether a page verification request is expired, when 

receiving the page verification request sent by the browser. 

[0047] In this implementation of the present disclosure, step 204 includes 10 

determining whether a request time of the page verification request is later than the 

sum of a predetermined time period and a time for the browser to execute the page 

script; and if yes, determining that the page verification request is expired; or if no, 

determining that the page verification request is not expired. The predetermined time 

period is used to limit a time when the browser can send the page request to the server, 15 

and the predetermined time period can be set based on actual requirements. 

[0048] It is worthwhile to note that an attacker can attack the server by simulating 

behavior of the regular user, and it takes time for the attacker to simulate the behavior 

of the regular user. Therefore, in this implementation of the present disclosure, under 

the condition that the user can send a request to the server normally, the shorter the 20 

predetermined time period, the less likely the attacker is to attack the server. 

[0049] 205a. If expired, output error prompt information indicating page 

expiration. 

[0050] 205b. If not expired, verify whether a script execution parameter included 

in the page verification request is valid. 25 

[0051] Step 205b is parallel to step 205a. If the page verification request is not 

expired, the server verifies whether the script execution parameter included in the 

page verification request is valid. In this implementation of the present disclosure, the 

page request further includes identifier information of the page script executed by the 

browser. Step 205b includes the following: searching the predetermined script library 30 

for a page script corresponding to the identifier information, where the predetermined 

script library further stores identifier information corresponding to each page script; 

and verifying, based on the page script corresponding to the identifier information, 

whether the script execution parameter included in the page verification request is 
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valid. The page script executed by the browser is the page script sent by the server to 

the browser in step 203. When sending the page script to the browser, the server also 

sends the identifier information corresponding to the page script to the browser. When 

sending the page verification request to the server, the browser also sends the 

identifier information of the page script to the server. Then, the server obtains a 5 

corresponding page script from the predetermined script library based on the identifier 

information of the page script, and verifies, based on the obtained page script, whether 

the script execution parameter is correct. 

[0052] In this implementation of the present disclosure, the verifying, based on 

the page script corresponding to the identifier information, whether the script 10 

execution parameter included in the page verification request is valid includes 

obtaining a local script parameter based on the page script corresponding to the 

identifier information; determining whether the local script parameter is the same as 

the script execution parameter included in the page verification request; and if yes, 

determining that the script execution parameter is valid; or if no, determining that the 15 

script execution parameter is invalid. 

[0053] 206b. If invalid, reject the page request. 

[0054] In this implementation of the present disclosure, if the script execution 

parameter is invalid after verification, the page request is rejected. Afterwards, if the 

user still wants to perform an operation on the page, the user needs to refresh the page. 20 

Refreshing the page is equivalent to sending a page request to the server. After 

receiving the request, the server dynamically and randomly allocates a page script 

corresponding to the page request from a plurality of page scripts corresponding to the 

page request. That is, after rejecting the page request, if receiving a refresh instruction 

from the user, the server jumps to step 201 to perform step 201 again, and randomly 25 

re-extracts a page script after performing step 201 again. Therefore, the attacker 

cannot attack the server in this implementation of the present disclosure. As such, 

security of the server is improved in this implementation of the present disclosure. 

[0055] In this implementation of the present disclosure, a scenario shown in FIG. 

5 can be applied, but is not limited to this. The scenario includes the following: In step 30 

1 in FIG. 5, the browser first sends the page request to the server. The page request 

includes the page URL. After receiving the page request, the server randomly extracts 

the page script corresponding to the page URL from the predetermined script library, 

and then sends the page script to the browser. That is, the server sends the randomly 
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extracted page script to the browser by using step 2 in FIG. 5. After receiving the page 

script sent by the server, the browser executes the page script and obtains the script 

execution parameter obtained by executing the page script. Then, the browser sends 

the page verification request to the server. The page verification request includes the 

script execution parameter. That is, the browser sends the page verification request to 5 

the server by using step 3 in FIG. 5. After receiving the page verification request, the 

server first determines whether the time of the page verification request is later than 

the sum of the predetermined time period and the time for the browser to execute the 

page script. The server verifies whether the script execution parameter is valid, if the 

time of the page verification request is earlier than the sum of the predetermined time 10 

period and the time for the browser to execute the page script. If invalid, the server 

rejects the page request. The script execution parameter in the present disclosure is 

obtained by executing the page script that is corresponding to the page URL and is 

randomly extracted from the predetermined script library, and different script 

execution parameter acquisition logic is used in the page scripts. Therefore, even if an 15 

attacker obtains script logic in dynamic code, the attacker cannot parse out the 

encryption method of the script execution parameter within the predetermined time 

period. In addition, when the page verification request is expired, the browser needs to 

reload a page verification request, and a script execution parameter in the reloaded 

page verification request is obtained by executing a re-extracted page script 20 

corresponding to the page URL. Therefore, the attacker cannot attack the server in this 

implementation of the present disclosure. As such, security of the server is improved 

in this implementation of the present disclosure. 

[0056] In another method for preventing a server from being attacked provided in 

this implementation of the present disclosure, when receiving the page verification 25 

request sent by the browser, the server first determines whether the page verification 

request is expired. If the page verification request is not expired, the server verifies 

whether the script execution parameter included in the page verification request is 

valid. If the script execution parameter is invalid, the server rejects the page request to 

prevent the server from being attacked. Currently, the server verifies an encrypted 30 

token value to determine whether a service request sent by the browser is valid to 

prevent the server from being attacked. Compared with this, in the present disclosure, 

the server verifies the script execution parameter to prevent the server from being 

attacked. The script execution parameter is obtained based on the page script 
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dynamically and randomly allocated from the plurality of page scripts corresponding 

to the page request, and different script execution parameter acquisition logic is used 

in the page scripts. Therefore, even if an attacker obtains script logic in dynamic code, 

the attacker cannot parse out the encryption method of the script execution parameter 

within the predetermined time period. In addition, when the request time of the page 5 

verification request exceeds the predetermined time period, the server rejects the page 

request. The browser needs to reload a page verification request to send the page 

verification request again, and a script execution parameter in the reloaded page 

verification request is obtained by executing a re-extracted page script. Therefore, the 

attacker cannot attack the server in this implementation of the present disclosure. As 10 

such, security of the server is improved in this implementation of the present 

disclosure. 

[0057] Further, an implementation of the present disclosure provides a device for 

preventing a server from being attacked. As shown in FIG. 3, the device includes an 

allocation unit 31, a sending unit 32, a determining unit 33, an output unit 34, a 15 

verification unit 35, and a rejection unit 36. 

[0058] The allocation unit 31 is configured to dynamically and randomly allocate 

a page script corresponding to a page request from a plurality of page scripts 

corresponding to the page request, when the page request sent by a browser is 

received. 20 

[0059] The sending unit 32 is configured to send the dynamically and randomly 

allocated page script to the browser, so that the browser executes the page script to 

obtain a script execution parameter. 

[0060] The determining unit 33 is configured to determine whether a page 

verification request is expired, when the page verification request sent by the browser 25 

is received. 

[0061] The output unit 34 is configured to output error prompt information 

indicating page expiration if expired. 

[0062] The verification unit 35 is configured to verify whether the script 

execution parameter included in the page verification request is valid, if the page 30 

verification request is not expired. 

[0063] The rejection unit 36 is configured to reject the page request if the script 

execution parameter included in the page verification request is invalid. 

[0064] It is worthwhile to note that, for other corresponding descriptions of the 
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function units in the device for preventing a server from being attacked in this 

implementation of the present disclosure, reference can be made to corresponding 

descriptions of the method shown in FIG. 1. Details are omitted here for simplicity. 

However, it should be clear that the device in this implementation can 

correspondingly implement all the content in the method implementation. 5 

[0065] According to the method and device for preventing a server from being 

attacked provided in the implementations of the present disclosure, when receiving 

the page verification request sent by the browser, the server first determines whether 

the page verification request is expired. If the page verification request is not expired, 

the server verifies whether the script execution parameter included in the page 10 

verification request is valid. If the script execution parameter is invalid, the server 

rejects the page request to prevent the server from being attacked. Currently, the 

server verifies an encrypted token value to determine whether a service request sent 

by the browser is valid to prevent the server from being attacked. Compared with this, 

in the present disclosure, the server verifies the script execution parameter to prevent 15 

the server from being attacked. The script execution parameter is obtained based on 

the page script dynamically and randomly allocated from the plurality of page scripts 

corresponding to the page request, and different script execution parameter acquisition 

logic is used in the page scripts. Therefore, even if an attacker obtains script logic in 

dynamic code, the attacker cannot parse out the encryption method of the script 20 

execution parameter within a predetermined time period. In addition, when a request 

time of the page verification request exceeds the predetermined time period, the 

server rejects the page request. The browser needs to reload a page verification 

request to send the page verification request again, and a script execution parameter in 

the reloaded page verification request is obtained by executing a re-extracted page 25 

script. Therefore, the attacker cannot attack the server in this implementation of the 

present disclosure. As such, security of the server is improved in this implementation 

of the present disclosure. 

[0066] Further, an implementation of the present disclosure provides another 

device for preventing a server from being attacked. As shown in FIG. 4, the device 30 

includes an allocation unit 41, a sending unit 42, a determining unit 43, an output unit 

44, a verification unit 45, and a rejection unit 46. 

[0067] The allocation unit 41 is configured to dynamically and randomly allocate 

a page script corresponding to a page request from a plurality of page scripts 
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corresponding to the page request, when the page request sent by a browser is 

received. 

[0068] The sending unit 42 is configured to send the dynamically and randomly 

allocated page script to the browser, so that the browser executes the page script to 

obtain a script execution parameter. 5 

[0069] The determining unit 43 is configured to determine whether a page 

verification request is expired, when the page verification request sent by the browser 

is received. 

[0070] The output unit 44 is configured to output error prompt information 

indicating page expiration, if the page verification request is expired. 10 

[0071] The verification unit 45 is configured to verify whether the script 

execution parameter included in the page verification request is valid, if the page 

verification request is not expired. 

[0072] The rejection unit 46 is configured to reject the page request if the script 

execution parameter included in the page verification request is invalid. 15 

[0073] Further, the allocation unit 41 includes an obtaining module 411, 

configured to obtain a page URL in the page request; and an extraction module 412, 

configured to randomly extract a page script from a plurality of page scripts that exist 

in a predetermined script library and are corresponding to the page URL, where 

different script execution parameter acquisition logic is used in the plurality of page 20 

scripts. 

[0074] Further, the determining unit 43 includes a determining module 431, 

configured to determine whether a request time of the page verification request is later 

than the sum of a predetermined time period and a time for the browser to execute the 

page script; and a determining module 432, configured to determine that the page 25 

verification request is expired, if the request time of the page verification request is 

later than the sum of the predetermined time period and the time for the browser to 

execute the page script; or a determining module 432, configured to determine that the 

page verification request is not expired, if the request time of the page verification 

request is not later than the sum of the predetermined time period and the time for the 30 

browser to execute the page script. 

[0075] In this implementation of the present disclosure, the page request further 

includes identifier information of the page script executed by the browser, and the 

verification unit 45 includes a searching module 451, configured to search the 
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predetermined script library for a page script corresponding to the identifier 

information, where the predetermined script library further stores identifier 

information corresponding to each page script; and a verification module 452, 

configured to verify, based on the page script corresponding to the identifier 

information, whether the script execution parameter included in the page verification 5 

request is valid. 

[0076] In this implementation of the present disclosure, the verification module 

452 is configured to obtain a local script parameter based on the page script 

corresponding to the identifier information. 

[0077] The verification module 452 is configured to determine whether the local 10 

script parameter is the same as the script execution parameter included in the page 

verification request. 

[0078] The verification module 452 is configured to determine that the script 

execution parameter is valid, if the local script parameter is the same as the script 

execution parameter included in the page verification request. 15 

[0079] The verification module 452 is configured to determine that the script 

execution parameter is invalid, if the local script parameter is different from the script 

execution parameter included in the page verification request. 

[0080] The device further includes a configuration unit 47, configured to 

configure page scripts corresponding to each page URL in the predetermined script 20 

library. 

[0081] It is worthwhile to note that, for other corresponding descriptions of the 

function units in another device for preventing a server from being attacked in this 

implementation of the present disclosure, reference can be made to corresponding 

descriptions of the method shown in FIG. 2. Details are omitted here for simplicity. 25 

However, it should be clear that the device in this implementation can 

correspondingly implement all the content in the method implementation. 

[0082] According to the method and device for preventing a server from being 

attacked provided in the implementations of the present disclosure, when receiving 

the page verification request sent by the browser, the server first determines whether 30 

the page verification request is expired. If the page verification request is not expired, 

the server verifies whether the script execution parameter included in the page 

verification request is valid. If the script execution parameter is invalid, the server 

rejects the page request to prevent the server from being attacked. Currently, the 
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server verifies an encrypted token value to determine whether a service request sent 

by the browser is valid to prevent the server from being attacked. Compared with this, 

in the present disclosure, the server verifies the script execution parameter to prevent 

the server from being attacked. The script execution parameter is obtained based on 

the page script dynamically and randomly allocated from the plurality of page scripts 5 

corresponding to the page request, and different script execution parameter acquisition 

logic is used in the page scripts. Therefore, even if an attacker obtains script logic in 

dynamic code, the attacker cannot parse out the encryption method of the script 

execution parameter within the predetermined time period. In addition, when the 

request time of the page verification request exceeds the predetermined time period, 10 

the server rejects the page request. The browser needs to reload a page verification 

request to send the page verification request again, and a script execution parameter in 

the reloaded page verification request is obtained by executing a re-extracted page 

script. Therefore, the attacker cannot attack the server in this implementation of the 

present disclosure. As such, security of the server is improved in this implementation 15 

of the present disclosure. 

[0083] The device for preventing a server from being attacked includes a 

processor and a memory. The allocation unit, the sending unit, the determining unit, 

the output unit, the verification unit, the rejection unit, and the configuration unit are 

stored in the memory as program units. The processor executes the program units 20 

stored in the memory to implement corresponding functions. 

[0084] The processor includes kernel, and the kernel invokes a corresponding 

program unit from the memory. There can be one or more kernels to improve security 

of the server by adjusting a kernel parameter. 

[0085] The memory can include a non-persistent storage, a random access 25 

memory (RAM), and/or a nonvolatile memory in a computer readable medium, for 

example, a read-only memory (ROM) or a flash memory (flash RAM). The memory 

includes at least one storage chip. 

[0086] The present disclosure further provides a computer program product, and 

when being executed on a data processing apparatus, the product is applicable to 30 

initialize the program code that includes the following steps: when receiving a page 

request sent by a browser, dynamically and randomly allocating a page script 

corresponding to the page request from a plurality of page scripts corresponding to the 

page request; sending the dynamically and randomly allocated page script to the 
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browser, so that the browser executes the page script to obtain a script execution 

parameter; when receiving a page verification request sent by the browser, 

determining whether the page verification request is expired; and if expired, 

outputting error prompt information indicating page expiration; or if not expired, 

verifying whether the script execution parameter included in the page verification 5 

request is valid; and if invalid, rejecting the page request. 

[0087] A person of ordinary skill in the art should understand that the 

implementations of the present disclosure can be provided as a method, a system, or a 

computer program product. Therefore, the present disclosure can use a form of 

hardware only implementations, software only implementations, or implementations 10 

with a combination of software and hardware. In addition, the present disclosure can 

use a form of a computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a magnetic disk storage, a 

CD-ROM, an optical memory, etc.) that include computer-usable program code. 

[0088] The present disclosure is described with reference to the flowcharts and/or 15 

block diagrams of the method and device for preventing a server from being attacked 

and the computer program product, according to the implementations of the present 

disclosure. It should be understood that computer program instructions can be used to 

implement each process and/or each block in the flowcharts and/or the block diagrams 

and a combination of a process and/or a block in the flowcharts and/or the block 20 

diagrams. These computer program instructions can be provided for a general-purpose 

computer, a dedicated computer, an embedded processor, or a processor of another 

programmable data processing device to generate a machine, so that the instructions 

executed by the computer or the processor of the another programmable data 

processing device generate an apparatus for implementing a specific function in one 25 

or more processes in the flowcharts and/or in one or more blocks in the block 

diagrams. 

[0089] These computer program instructions can be stored in a computer readable 

memory that can instruct the computer or another programmable data processing 

device to work in a specific way, so that the instructions stored in the computer 30 

readable memory generate an artifact that includes an instruction apparatus. The 

instruction apparatus implements a specific function in one or more processes in the 

flowcharts and/or in one or more blocks in the block diagrams. 

[0090] These computer program instructions can be loaded onto the computer or 
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another programmable data processing device, so that a series of operations and steps 

are performed on the computer or the another programmable device, thereby 

generating computer-implemented processing. Therefore, the instructions executed on 

the computer or another programmable device provide steps for implementing a 

specific function in one or more processes in the flowcharts and/or in one or more 5 

blocks in the block diagrams. 

[0091] In a typical configuration, a computing device includes one or more 

processors (CPU), an input/output interface, a network interface, and a memory. 

[0092] The memory can include a non-persistent storage, a random access 

memory (RAM), and/or a nonvolatile memory in a computer readable medium, for 10 

example, a read-only memory (ROM) or a flash memory (flash RAM). The memory 

is an example of the computer readable medium. 

[0093] The computer readable medium includes persistent, non-persistent, 

movable, and unmovable media that can store information by using any method or 

technology. The information can be a computer readable instruction, a data structure, 15 

a program module, or other data. A computer storage medium includes but is not 

limited to a phase-change random access memory (PRAM), a static random access 

memory (SRAM), a dynamic random access memory (DRAM), another type of 

random access memory (RAM), a read-only memory (ROM), an electrically erasable 

programmable read-only memory (EEPROM), a flash memory or another memory 20 

technology, a compact disc read-only memory (CD-ROM), a digital versatile disc 

(DVD) or another optical storage, a magnetic cassette, a magnetic tape, a magnetic 

disk storage, another magnetic storage device, or any other non-transitory medium. 

The computer storage medium can be used to store information accessible by the 

computing device. Based on the definition in the present specification, the computer 25 

readable medium does not include transitory computer-readable media (transitory 

media), for example, a modulated data signal and carrier. 

[0094] The previous descriptions are only implementations of the present 

disclosure, and are not intended to limit the present disclosure. A person of ordinary 

skill in the art can make various modifications and variations to the present disclosure. 30 

Any modifications, equivalent substitutions, or improvements made without departing 

from the spirit and principle of the present disclosure shall fall in the scope of the 

claims in the present disclosure. 
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CLAIMS 

What is claimed is: 

1. A method for preventing a server from being attacked, comprising: 

dynamically and randomly allocating a page script corresponding to a page 

request from a plurality of page scripts corresponding to the page request, when 5 

receiving the page request sent by a browser; 

sending the dynamically and randomly allocated page script to the browser, so 

that the browser executes the page script to obtain a script execution parameter; 

determining whether a page verification request is expired, when receiving the 

page verification request sent by the browser; and 10 

if expired, outputting error prompt information indicating page expiration; or 

if unexpired, verifying whether the script execution parameter comprised in the 

page verification request is valid; and 

if invalid, rejecting the page request. 

2. The method according to claim 1, wherein the dynamically and randomly 15 

allocating a page script corresponding to the page request from a plurality of page 

scripts corresponding to the page request comprises: 

obtaining a page URL in the page request; and 

randomly extracting a page script from a plurality of page scripts that exist in a 

predetermined script library and are corresponding to the page URL, wherein different 20 

script execution parameter acquisition logic is used in the plurality of page scripts. 

3. The method according to claim 1, wherein the determining whether the page 

verification request is expired comprises: 

determining whether a request time of the page verification request is later than 

the sum of a predetermined time period and a time for the browser to execute the page 25 

script; and 

if yes, determining that the page verification request is expired; or 

if no, determining that the page verification request is not expired. 

4. The method according to any one of claims 1 to 3, wherein the page request 

further comprises identifier information of the page script executed by the browser, 30 

and the verifying whether the script execution parameter comprised in the page 

verification request is valid comprises: 
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searching the predetermined script library for a page script corresponding to the 

identifier information, wherein the predetermined script library further stores 

identifier information corresponding to each page script; and 

verifying, based on the page script corresponding to the identifier information, 

whether the script execution parameter comprised in the page verification request is 5 

valid. 

5. The method according to claim 4, wherein the verifying, based on the page 

script corresponding to the identifier information, whether the script execution 

parameter comprised in the page verification request is valid comprises: 

obtaining a local script parameter based on the page script corresponding to the 10 

identifier information; 

determining whether the local script parameter is the same as the script execution 

parameter comprised in the page verification request; and 

if yes, determining that the script execution parameter is valid; or 

if no, determining that the script execution parameter is invalid. 15 

6. The method according to claim 2, wherein before the randomly extracting a 

page script from a plurality of page scripts that exist in a predetermined script library 

and are corresponding to the page URL, the method further comprises: 

configuring page scripts corresponding to each page URL in the predetermined 

script library and identifier information corresponding to the page scripts. 20 

7. A device for preventing a server from being attacked, comprising: 

an allocation unit, configured to: dynamically and randomly allocate a page 

script corresponding to a page request from a plurality of page scripts corresponding 

to the page request, when the page request sent by a browser is received; 

a sending unit, configured to send the dynamically and randomly allocated page 25 

script to the browser, so that the browser executes the page script to obtain a script 

execution parameter; 

a determining unit, configured to determine whether a page verification request 

is expired, when the page verification request sent by the browser is received; 

an output unit, configured to output error prompt information indicating page 30 

expiration, if the page verification request is expired; 

a verification unit, configured to verify whether the script execution parameter 

comprised in the page verification request is valid, if the page verification request is 

not expired; and 
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a rejection unit, configured to reject the page request if the script execution 

parameter comprised in the page verification request is invalid. 

8. The device according to claim 7, wherein the allocation unit comprises: 

an obtaining module, configured to obtain a page URL in the page request; and 

an extraction module, configured to randomly extract a page script from a 5 

plurality of page scripts that exist in a predetermined script library and are 

corresponding to the page URL, wherein different script execution parameter 

acquisition logic is used in the plurality of page scripts. 

9. The device according to claim 7, wherein the determining unit comprises: 

a determining module, configured to determine whether a request time of the 10 

page verification request is later than the sum of a predetermined time period and a 

time for the browser to execute the page script; and 

a determining module, configured to determine that the page verification request 

is expired, if the request time of the page verification request is later than the sum of 

the predetermined time period and the time for the browser to execute the page script; 15 

or 

a determining module, configured to determine that the page verification request 

is not expired, if the request time of the page verification request is not later than the 

sum of the predetermined time period and the time for the browser to execute the page 

script. 20 

10. The device according to any one of claims 7 to 9, wherein the page request 

further comprises identifier information of the page script executed by the browser, 

and the verification unit comprises: 

a searching module, configured to search the predetermined script library for a 

page script corresponding to the identifier information, wherein the predetermined 25 

script library further stores identifier information corresponding to each page script; 

and 

a verification module, configured to verify, based on the page script 

corresponding to the identifier information, whether the script execution parameter 

comprised in the page verification request is valid. 30 

11. The device according to claim 10, wherein 

the verification module is configured to obtain a local script parameter based on 

the page script corresponding to the identifier information; 

the verification module is configured to determine whether the local script 
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parameter is the same as the script execution parameter comprised in the page 

verification request; and 

the verification module is configured to determine that the script execution 

parameter is valid, if the local script parameter is the same as the script execution 

parameter comprised in the page verification request; or 5 

the verification module is configured to determine that the script execution 

parameter is invalid, if the local script parameter is different from the script execution 

parameter comprised in the page verification request. 

12. The device according to claim 8, wherein the device further comprises: 

a configuration unit, configured to configure page scripts corresponding to each 10 

page URL in the predetermined script library and identifier information corresponding 

to the page scripts. 


