-1 S07P1090 DESCRIPTION CRYPTOGRAPHIC PROCESSING
APPARATUS, CRYPTOGRAPHIC- PROCESSING-ALGORITHM
CONSTRUCTING METHOD, AND CRYPTOGRAPHIC PROCESSING
METHOD, AND COMPUTER PROGRAM Technical Field [ 0001] The
present invention relates to a cryptographic processing apparatus, a
cryptographic-processing-algorithm constructing method, and a
cryptographic processing method, and a computer program. More
specifically, the present inventionTefates to a cryptographic processing
apparatus, a cryptographic-processing-algorithm. constructing meftod, ! ¢ 9
and a cryptographic processing method which perform Feistel-type
common-key block-cipher.procgsses! ahd@icomputer program.

Background Art [0002] Nowadays, with the development of network
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The present invention relates to a cryptographic
processing apparatus, a cryptographic-processing-algorithm
constructing method, and a cryptographic processing method,
and a computer program. More specifically, the present
inventicn relates to a cryptographic processing apparatus, a
cryptographic-processing-algorithm constructing method, and
a cryptographic processing method which perform Felstel-type
common~key block-cipher processes, and a computer program.
RBackground Art
[0002]

Nowadays, with the development of network communication
and electronic commerce, security ensuring in communication
has beccome an important issue. One method for ensuring
security is cryptographic technolegy, and communication
using various encryption technigues is currently done in
actuality.

[00031
For example, a system has peen put into practical use,

in which a cryptographic processing module is embedded in a



2 S07P1090 compact device such as an IC card, and in which data
transmission and reception is performed between the IC card and a
reader/writer serving as a data reading and writing apparatus, thereby
performing an authentication process or encryption and decryption of
transmitted and received data. [00004] There are various cryptographic
processing algorithms, which are broadly classified into a public-key
cryptographic scheme in which an encryption key and a decryption key
are set as different keys, for examplé, a public key and a secret key, and
a common-key cryptographic scheme in which an encryption key &fd &L 020
decryption key are set as a common key. [0005] The common key

coenyptographiccschieme has variols algotithesd One efithem &da scheme
in which a plurality of keys are generated on the basis of a common ke

CIZRETE SORIER LAt R ATSTorMation precasE MhiResF 5I5Bke (Such- ase 4
angﬂ-gitpgal@e%bin: is.repeatedly performedusing the plyrality, of generatgd

eys. A typical algorithm to which such a key generation scheme and a
apglatadransfonrhatiemn yprocess are applied is:alcommoatkeynblockcisreror
scheme. (0006] As a typical common-key block-cipher algorithm, for

Sréxampeon BES @A Ecrypticn Stardarty BigotitAnt wiicr v data.
(00043

There are various cryptographic processing algorithms,
which are broadly classified into a public-key cryptographic
scheme in which an encryption key and a decryption key are
set as different keys, for example, a public key and a
secret key, and a common-key cryptographic scheme in which
an encryption key and a decryption key are set as a common
key.

[0005]

The common key cryptographic scheme has various
algorithms. One of them is a scheme in which a plurality of
keys are generated on the basis of a common key, and in
which a data transformation process in units of blocks (such
as 64-bit or 128-bit) is repeatedly performed using the
plurality of generated keys. A typical algorithm to which
such a key ¢generation scheme and a data transformation
process are applied is a common-key block-cipher scheme.
[ooce?

As a typical commoen-key block-cipher algorithm, for

example, a DES (Data Encryption Standard) algorithm, which



3 S07P1090 is a U.S. standard cryptography, is broadly used in various
fields. 0007] The common-key block-cipher algorithm, typified by the
DES, can be mainly divided into round-function sections that perform
transformation of input data, and a key scheduling section that generates
round keys applied in respective rounds of the round-function (F-function)
sections. Round keys (sub-keys) that are to be applied in the respective
rounds of the round-function sections are generated on the basis of one
master key (a main key) that is input o the key scheduling section, and
are applied in the respective round-function sections. [0008] A FeistelP1090
structure has been known as a specific structure for executing an
i =salgofithin tes wich sdchr rgund cfomptions are apphed.yThe Eeistel steuctares
has a structure that transforms plaintext into ciphertext by simply
T%E)%ﬁtlng transformation functions which are called round functions.
ples of documents describing cryptographic processes to which
Feistel structures are applied include Non-Patent Document 1 and
NoniPatentrDocurnent 21 8009} i Hbowevel, dorexample, @ cdiwnbi-keyhe

cryptographlc
DES, can be mainly divided into round-function sections that
perform transformation of input data, and a key scheduling
section that generates round keys applied in respective
rounds of the round-function {(F-function) sections. Round
keys (sub-keys) that are to be appliesd in the respective
rounds of the round-function sections are generated on the
basis of one master key (a main key) that is input to the
key scheduling section, and are applied in the respective
round-function sections,
[0008]

A Felstel structure has been known as a gpecific
structure for executing an algorithm to which such round
functions are applied. The Feistel structure has a
structure that transforms plaintext intc ciphertext by
simply repeating transformaticn functions which are called
rouna functions. Examples of documents describing
cryptographic processes to which Feistel structures are
applied include Non-Patent Document 1 and Non-Patent
Document 2.

[0009]

However, for example, a common=-key cryptographic



4 S07P1090 process to which a Feistel structure is applied has a
problem of leakage of keys due to cryptanalysis. Differential analysis
(also called differential cryptanalysis or differential attack), in which keys
applied in respective round functions are analyzed by analyzing multiple
pieces of input data (plaintext) having a certain difference and pieces of
output data (ciphertext) for the input data, and linear analysis (also called
linear cryptanalysis or linear attack), in which analysis based on plaintext
and corresponding ciphertext is perfégrmed, have been known as typical
techniques of cryptanalysis or attack techniques. [0010] Easy andlysig of 90
keys due to cryptanalysis implies low security of a cryptographic process

prusing she keys.ilnh ceyptedraphic algorithms<of the griol Bet] because
processes (transformation matrices) that are applied_in linear

P PRSI fAtion 35866nS bf FSuiTU-futictioh (EXfURTaioR) E&tfions are equal
pitesQne goother in rqynds, ofgfgelsygcgg(i 181808$ ranalysis;is feasible,

resulting in easy analysis of keys. [0011] As a configuration for dealing
cxwith stigh @sproblemsia r cemfiguration hasseeen pioposed;in wdich tpebdied

more different matrices are arranged in linear transformation

in respective round functions are analyzed by analyzing
multiple pieces of inpub data (plaintext) having a certain
difference and pieces of cutput data (ciphertext} for the
input data, and linear analysis (also called linearxr
cryptanalysis or linear attack), in which analysis based on
plaintext and corresponding ciphertext is performed, have
been known as typical techniques of cryptanalysis or attack
techniques.
100107

Easy analysis of keys due to cryptanalysis implies low
security of a cryptographic process using the keys. In
cryptographic algorithms of the prior art, because processes
(transformaticon matrices) that are applied in linear
transformation sections of round-function (F~function)
sections are equal to one another in rounds of respeciive
stages, analysis 1s feasible, resulting in easy analysis of
keys.
[00L11]

As a configuration for dealing with such a problem, a
configuration has been proposed, in which two or more

different matrices are arranged in linear transformation



-5 S07P1090 sections of round-function (F-function) sections in a Feistel
structure. This technique is called a diffusion- matrix switching mechanism
(DSM: Diffusion Switching Mechanism, hereinafter, referred to as "DSM").
Resistance to differential attacks or linear attacks can be enhanced using
this DSM. [0012) The diffusion-matrix switching mechanism (DSM) is
provided as a configuration that can be applied to a typical Feistel
structure having two data lines. In contrast, there is an extended-type
Feistel structure having three or more data lines, which is different from
the typical Feistel structure having two data lines. However, no  S07P1030
configuration has been disclosed, in which the above-mentioned

s ediffasion- piathigswitching mMechahisriyDSM pislapptiediinrsuchram
extended-type Feistel structure having three or more data lines so that

FSrelistancd t ittt ential AtEcKs"or fiteal® attickS s éihdnded” NH-Patent

mad20gument 1K, Nyberg, Exiended feistel; structurgs’s ASIACRYPT'96,
SpringerVerlag, 1996, pp.91--104. Non-Patent Document 2: Yuliang
Meireng, SksutbrmeMatsitimoto, rkliidekr dmak Om the' Constructiba=ofBleck e

Ciphers Provably Secure and Not Relying on Any Unproved Hypotheses.
“CRYPTO #1686 461186 Bistibsutd bF invehtior s can be enhanced

using this D3M.
10012]

The diffusion-matrix switching mechanism (DSM) is
provided as a configuration that can be applied to a typical
Feistel structure having two data lines. In contrast, there
is an extended-type Feistel structure having three or more
data lines, which is different from the typlcal Felstel
structure having two data lines. However, no gonfiguration
has been disclosed, in which the above-mentioned diffusion-
matrix switching mechanism (DSM} is applied in such an
extended-type Feilstel structure having three or more data
lines so that resistance to differential attacks or linear
attacks is enhanced.

Non~Patent Document 1: K. Nyberg, "Extended Feistel
structures™, ASIACRYPT'D6, SpringervVerlag, 1996, pp.%1--104.
Nen-Patent Document 2: Yuliang Zheng, Tsutomu Matsumoto,
Hideki Imail: On the Ceonstruction of Block Ciphers Provably
Secure and Net Relying on Any Unproved Hypotheses. CRYPTO
1989: 461-480

Disclosure of Invention



6 307P1090 Technical Problem [00131 The present invention has been
made in view of the foregoing problems, and aims to provide a
cryptographic processing apparatus, a
cryptographic-processing-algorithm constructing method, and a
cryptographic processing method which realize common-key block-cipher
algorithms with a high resistance to linear analysis and differential
analysis, and a computer program. [0014] More specifically,
round-function sections to which a- pturality of different linear
transformation matrices are applied are set in a Feistel structure obtairéd0C
by expanding a Feistel structure having two data lines, i.e., in an
Teextanded-typefetsiel structure having any number of data lines that is
equal to or more than two, such as three or four, thereby aiming to
[U8rovide a cryptographic processing apparatus, a

cryptogra, hé%%%qge%%_@@ﬁ%'%ﬁgg{gvﬁic éérr%'c_%%%em%h%%?dﬁoc R her

cryptogra hic processing me realize common-key
£ -algarthms withoa bigh, resistanee to Jinear analysis and differgntiah i
analysis, and a computer program. Technical Solution [0015; A first
pqﬁgﬁgﬁtmg“ggﬁﬁﬁ#ﬁqﬁVeﬁﬁdﬁq@gkﬁgﬁﬁ@hic~processing—algorithm
constructing method, and a cryptographic processing method
which realize common-key block-cipher algorithms with a high
resistance to linear analysis and differential analysis, and
a computer program.
[0614]

More specifically, round-function sections to which a
plurality of different linear transformation matrices are
applied ars set in a Feistel structure obtained by expanding
a Feistel structure having two data lines, i.e., in an
extended-type Feistel structure having any number of data
lines that is egual to or more than two, such as three or
four, thereby aiming to provide a cryptographic processing
apparatus, a cryptographic-processing-algorithm constructing
method, and a cryptographic processing method which realize
common-key block-cipher algorithms with a high resistance to
linear analysis and differential analysis, and a computer
program.

Technical Solution

[0015]

A first aspect of the present invention resides in:



7 SO07P1090 a cryptographic processing apparatus characterized by
including a cryptographic processing section that performs a Feistel-type
common-key block-cipher process of repeating an SP-type F-function in a
plurality of rounds, the SP-type F- function performing a data
transformation process including a non-linear transformation process and
a linear transformation process, wherein the cryptographic processing
section is configured to perform a cryptographic process to which an
extended Feistel structure havinga rumber of data lines: d that is set to
an integer satisfying d >_ 2 is applied, is configured to selectively %%?J?y@%
plurality of at least.two or more different matrices to linear transformation
processescthag afe pefornedsn FLiihctiohs KineSpesive FORTds te Py

. plurality of two or more different matrices being a plurality of different

IPiAtieéd satisfying a condition in which a minimum number of branches

for all of-the-datarlines: is,equaldo;ormere than.a predetesminadivalue,
the minimum number of branches for all of the data lines being selected
Fefrereamongemirimurn nimbers of ‘brahches comespending toeheaddas an
lines, each of the minimum numbers of branches c rresgggdir&g_to the
e

SEq&iAds DEMG ased 6h finBaF trarstermatidn HAtfces thelrded i S &~

fuﬁéE@%%Q@%ﬁEHfﬁ%ng a data transformation process including
a non-linear transformation process and a linear
transformation process,

wherein the cryptographic processing section

is configured to perform a cryptographic process to
which an extended Feilstel structure having a number c¢f data
iines: d that is set to an integer satisfying d 2 2 is
applied, is configured to selectively apply a plurality of
at least.two or more different matrices to linear
transformation processes that are performed in F-functions
in respective rounds,

the plurality of two or more different matrices being a
plurality of different matrices satisfying a condition in
which a minimum number of branches for all of the data lines
is equal to or more than a predetermined value, the minimum
number of branches for all of the data lines being selected
from ameng minimum numbers of branches corresponding to the
data lines, esach of the minimum numbers of branches
corresponding to the data lines being based on linear

transformation matrices included in F-functions that are



- B S07P1090 input to a corresponding data line in the extended Feistel
structure, and is configured so that the plurality of different matrices are
repeatedly arranged in the F-functions that are input to the respective
data lines in the extended Feistel structure. [0016] Furthermore, in an
embodiment of the cryptographic processing apparatus of the present
invention, it is characterized in that the plurality of different matrices,
which are utilized in the cryptographic processing section, are a plurality
of different matrices satisfying a cenditien in which a minimum number of
branches [BkD] for all of the data lines is equal to or more than thrée7 e 50
minimum number of branches [BKD] for all of the data lines being

irselécted feomcamenagmmimaminumbeisof braridhes{Bkes(@3ll Feistel
corresponding to the data lines, each of the minimum numbers of

S YrANEHES [BK(s(i))] corresponding to the data lines being calculated on

the hasjs of lipsak trapsformation, matriges inclyded in k (where-k is an.
integer equal to or more than two) continuous F-functions that are input to
maer :coreesponeding date kg g(ik inrthegextended Heistel strticiures [G3EA are
Furthermore, in an embodiment of the cryptographic
input to the respective data lines in the extended Feistel
structure.
[001l6!

Furthermore, in an embodiment of the cryptographic
processing apparatus of the present invention, it 1is
characterized in that the plurality of different matrices,
which are utilized in the cryptographic processing section,
are a plurality of different matrices satisfying a condition
in which a minimum number of branches [B/?] for all of the
data lines ig egual to or more than three, the minimum
number of branches [B,P] for all of the data lines being
selected from among minimum numbers of branches [B.P(s(i))]
corresponding to the data lines, each of the minimum numbers
of bfanches [BP{s(i})] corresponding to the data lines being
calculated on the basis of linear transformaticn matrices
included in k {(where X is an integer equal to or more than
two) continucus F-functions that are input to a
corresponding data line s(i} in the extended Feistel
structure.

[CO171]

Furthermore, 1in an embodiment of the cryptocgraphic



9 S0791090 processing apparatus of the present invention, it is
characterized in that the plurality of different matrices, which are utilized
in the cryptographic processing section, are a plurality of different
matrices satisfying a condition in which a minimum number of branches
[B2D] for all of the data lines is equal to or more than three, the minimum
number of branches [B2D] for all of the data lines being selected from
among minimum numbers of branches [B2D(s(i))] corresponding to the
data lines, each of the minimum numbets of branches [B2D(s(i))]
corresponding to the data lines being calculated on the basis of lingaF»1020
transformation matrices included in two continuous F-functions that are
prinpattolagcemespending data tine st sz the extendetd=gistet steucture.
[0018] Furthermore, in an embodiment of the cry raphic processing
h&ﬁﬁé’r’éﬁi’sléﬁﬂﬁelﬁre%%ﬁ inveRtiBhLE c'i’sl %r&ée?ﬁ) %Qfﬁ Wt the pidiamsy

f different matric e Ui e Gryptogr. C.processi

" thon. are e Hray ol Qiereht Mt Ee Saang A ebeore s

a r& minimuipaiuraber of hranthes:[B24} forialkef thet damylines s equalieion
or more than three, the minimum number of branches [B2L] for all of the

irdatadirleshéing Lsetectedém arhoRgaimiaam Rumbérzlofbranekeshe
@gLﬁ st corresgggglng to the data Ilpg e%glh of thet[plnlmum numbers

Is OL TCIE minimd

number cof branches [B,P] for all of the data lines being
selected from among minimum numbers of branches [B,P{s(i))]
corresponding to the data lines, each of the minimum numbers
of branches [B,P(s{i))] corresponding to the data lines being
calculated on the basis of linear transformation matrices
included in twe continucous F-functions that are input to a
corresponding data line s{i) in the extended Feistel
structure.

(0018}

Furthermore, in an embodiment <¢f the cryptographic
processing apparatus of the present invention, it is
characterized in that the plurality of different matrices,
which are utilized in the cryptographic processing section,
are a plurality of different matrices satisfying a condition
in which a minimum number of branches [B,*] for all c¢f the
data lines is egual to or more than three, the minimum
number of branches [B,*] for all of the data lines being
selected from among minimum numbers of branches [B,k(s(i))]

corresponding toe the data lines, each of the minimum numbers



-10 S0721090 of branches [BZL(s(i))] corresponding to the data lines

being calculated on the basis of linear transformation matrices included

in two continuous F-functions that are input to a corresponding data line

s(i) in the extended Feistel structure. [0019] Furthermore, in an

embodiment of the cryptographic processing apparatus of the present

invention, it is characterized in that, when the plurality of different

matrices are denoted by n (where n is an integer equal to or more than

two) different matrices, i.e., MO, MI,10Mn_1, the cryptographic

processing section is configured so that the different matrices MO,SM171090

--Mn-, are repeatedly arranged in an order in the F-functions that are
ofinputtocthesespectivel data lines imstheneltended Feistebistractuien60R6].ng

Furthermore, in an embodiment of the cryptographic processing

cegparatiofthe PresBRtivention 78 Chafactenzed i it the == =3

1 FLYRIQIARRIC process|ng seclion His.conligred ta perfoym. a cryptographic
process to which an extended Feistel structure that performs only one

cdefunctiond imgneaoandisapplied. [0021hdusthermire, Nedrtel
embodiment of the cryptographic processing apparatus of the present

SHRVETHIRE it is

[0019]

Furthermore, in an embodiment of the cryptographic
processing apparatus of the present invention, it is
characterized in that, when the plurality cof different
matrices are denoted by n (where n is an integer equal tc or
more than two) different matrices, 1.e., My, My, ..Mp_,, the
cryptographic processing section is configured sc that the
different matrices M,, M, ..M, , are repeatedly arranged in
an order in the F-functions that are input to the respective
data lines in the extended Feistel structure.

[0020]

Furthermore, in an embodiment of the cryptographic
processing apparatus of the present invention, it is
characterized in that the cryptographic processing sectlion
is configured to perform a cryptographic process to which an
extended Feistel structure that performs only one F-function
in cne round is applied.

[oczts
Furthermcre, in an embodiment of the cryptographic

processing apparatus of the present invention, it is



-11 SO07P1090 characterized in that the cryptographic processing
section is configured to perform a cryptographic process to which an
extended Feistel structure that performs a plurality of F- functions in
parallel in one round is applied. [0022] Furthermore, in an embodiment of
the cryptographic processing apparatus of the present invention, it is
characterized in that the cryptographic processing section is configured to
perform, when a is any integer satisfying a >_ 2 and x is any integer
satisfying x >_ 1, a cryptographic -protess to which an extended Feistel
structure that utilizes a types of F-functions and that has the numbgpaf1020
data lines: d which is set as d = 2ax is applied, the a types of F-functions
chperfarteing ditferent ihear raastormationr processes aserg thesplusality of
_ different matrices, and configured to perform equally x pieces of each of
1otheypes YARE atypesy SPEMuACONEIn ST Ford. J62SE Eurthetmbre, an

=P ANembpdiment otthg %WBE%‘JT@R?IE g&%%eé%ﬁkg %pB%@%é% S_’Eg(‘:eof P

present invention, it is characterized in that the cryptographic processing
fsectionnis eenfigured hyiincluding: arvErfanetion perfosning unit that

performs ax F-functions which are performed in parallel in one round; and
[ %@ éentrol unit that performs data input/output control for the F-function

peﬁ%ﬁ@%ﬁé%%%re, in an embodiment of the cryptographic
processing apparatus of the present invention, 1t is
characterized in that the cryptographic processing section
is configured to perform, whesn a is any integer satisfyving a
=2 2 and x 1s any integer satisfying x 2 1, a cryptograpnic
process to which an extended Felstel structure that utilizes
a types of F-functions and that has the number of data
lineg: d which is set as d = 2ax is applied, the a types of
F-functions performing different linear transformation
processes using the plurality of different matrices, and
configured to perform equally x pieces cf each of the types
{(the a types) of F~functions in one round.
[0023]

Furthermore, 1n an embodiment of the cryptographic
processing apparatus of the present invention, it is
characterized in that the cryptographic processing section
is configured by including: an F~function performing unit
that performs ax F-functions which are performed in parallel

in one round; and a control unit that performs data

input/output control for the F-function performing unit.



- 12 SO07P1090 [0024) Furthermore, in an embodiment of the
cryptographic processing apparatus of the present invention, it is
characterized in that the cryptographic processing section includes: a
plurality of F-function performing units that perform different linear
transformation processes using the plurality of different matrices; and a
control unit that changes a sequence of utilizing the plurality of F-function
performing units in accordance with a setting, wherein the control unit is
configured to selectively perform-anyZof-cryptographic processes (a), (bl),
and (b2), i.e., (a) a cryptographic process using a Feistel structureS07710320
having the number of data lines d that is set as d = 2, (bl) a cryptographic
L Oprokess which uses an extended Feistel structure having the number of
data lines d that is set to any number satisfying d ? 2, and in which onl

one PAFOREHSH Iallowed fo BETEHSITIE hieadh réund or{h3y 4~ ©

prefyPlographic proeess which uses anextended Eeistel structurehaving
the number of data lines d that is set to any number satisfying d ? 2, and

chianwhicha phiiality o BEfunttions aretaliowed to: beperformiediinsparalleh
17, Sach round, (0028 Furhemore n gn embodmentotine
perform different linear transformation processes using the
plurality of different matrices; and a contrcel unit that
changes a seguence of utilizing the plurality of P-function
performing units in accordance with a setting,

wherein the control unit i1s configured to Sel@ctively
perform any of cryptographic processes {a), (bl}, and (b2),
i.e.,

{a) a cryptographic process using a Feistel structure
having the number of data lines d that is set as d = Z,

(bly a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying d 2 2, and in which only one F-
function is allowed to be performed in each round, or

(b2} a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying 4 2 2, and in which a plurality
of F-functions are allowed to be performed in parallel in
each round.

fO025]

Furthermore, in an embodiment of the cryptographic



13 SO07P1090 processing apparatus of the present invention, it is
characterized in that the control unit is configured to select a processing
mode to be performed in accordance with a bit length of data that is to be
subjected to an encryption or decryption process. [0026] A second
aspect of the present invention resides in: a cryptographic processing
method for performing a cryptographic process in a cryptographic
processing apparatus, the method characterized by including a
cryptographic processing step of pefférming a Feistel-type common-ke
block-cipher process of repeating an SP-type F-function in a pIuraﬁfV@f*GgO
rounds in a cryptographic processing section, the SP-type F-function
preedoming & datrransformaltion proeess inclidifig alrdn- lirears

D D 2 S aoaan. Ruogess, gl he
Cryptographicprocessing step is a step of performing a cryptographic

s Arocess 1o whichan gxtended keistel structrgdaving adiinber.ebdatac
lines: d that is set to an integer satisfying d ? 2 is applied, and includes an

a dperatienstép of peefoeminitp operationsin whiches pittality ¢ftat least two
or more different matrices are selectively applied to linear transformation

STSHERELEE It ars Perornidl rESiRctions

[0026]

L second aspect of the present inventicon resides in:

a cryptographic processing method for performing a
cryptographic process in a cryptographic processing
apparatus, the method characterized by including

a cryptographic processing step of performing a
Feistel-type common-key block-cipher process of repeating an
Sp-type F-function in a plurality of rounds in a
cryptographic processing section, the SP-type F-function
performing a data transformation process including a non-
linear transformation process and a linear transformation
process,

wherein the cryptographic processing step

is a step of performing a cryptographic process to
which an extended Feistel structure having a number of data
lines: d that is set to an integer satisfying d 2 2 1is
applied, and includes an operation step of performing
operations in which a plurality of at least two or more
different matrices are selectively applied to linesar

transformatiocn processes that are performed in F-functions



- 14 SO07P1090 in respective rounds, wherein the plurality of different
matrices, which are applied in the operation step, are a plurality of
different matrices satisfying a condition in which a minimum number of
branches for all of the data lines is equal to or more than a predetermined
value, the minimum number of branches for all of the data lines being
selected from among minimum numbers of branches corresponding to
the data lines, each of the minimum numbers of branches corresponding
to the data lines being based on tinéér transformation matrices included
in F-functions that are input to a corresponding data line in the exteRded?
Feistel structure, and wherein the operation step is a step of performing
LTl eSS A ARG SGperations based on the plurality of different

matfiges In the F-functions that are inpuL1o therecpective data lies iy,
the éxtended Feistel structure? 00 7]d Urthermore, in an embodiment of

agheicnptographic. peacessing method of the present inveption, #igferent
characterized in that the plurality of different matrices are a plurality of
madifferet rmatriceSsatisiying ancoridition in vehicka mimmumaumberests of

branches [BKD] for all of the data lines is equal to or more than three, the
% i Rimbor of brilihet kD] TF il of (16 4Ath Ifos befigre. “ror

a predetermined value, the minimum number of branches for
all of the data lines being selected from among minimum
numbers of branches corresponding to the data lines, each of
the minimum numbers of branches corresponding to the data
lines being based on linear transformaticn matrices included
in F~functions that are input to a corresponding data line
in the extended Feistel structure, and

wherein the operation step

is a step of performing linear transformation
operations bassd on the plurality of different matrices in
the F-functions that are input to the respective data lines
in the extended Felstel structure.

[0027]

Furthermore, in an embodiment of the cryptographic
processing method of the present invention, it is
characterized in that the plurality cof different matrices
are a plurality of different matrices satisfying a condition
in which a minimum number of branches [B,”’] for all of the
data lines is egual to or more than three, the minimum

number of branches [B,P] for all of the data lines being



- 15 S0'7P1090 selected from among minimum numbers of branches
[Bkn(s(i))] corresponding to the data lines, each of the minimum numbers
of branches [Bk9(s(i))] corresponding to the data lines being calculated
on the basis of linear transformation matrices included in k (where k is an
integer equal to or more than two) continuous F-functions that are input to
a corresponding data line s(i) in the extended Feistel structure. [0028)
Furthermore, in an embodiment of the cryptographic processing method
of the present invention, it is charactérized in that the plurality of different
matrices are a plurality of different matrices satisfying a condition FR7ELOS0
which a minimum number of branches [B2 for all of the data lines is equal
setbegitmdrd HRan Hirerd the miATATurR URaaToer of brarehewe 2B forsdltof )

the data lines becigg t%elected frcim amongargpirggnlgumbersrgazgr%rlllc es, .

CO[%%S??(BS’)d lc%?respon > minimi

2 Jdat as,
Ing to tﬁe cfariaﬁl’nes, éach of the minimum numbers

o fothranches [Ba(s(iP) correspondiagte-thedata lines being calcuateden ng
the basis of linear transformation matrices included in two continuous

caRfunctions that ‘e ifpi16 & CorEspondingedatbdifie=s(boin the esisided

. Feistel structure. [0029] Furthermore, in an embodiment of the
i &&Bﬁﬁﬁaﬁﬁmk (Jhere k 18 an integer egual to or more than

two} continuous F-functlons that are input to a
corresponding data line s{i) in the extended Feistel
structure.

[00z8]

Furthermore, in an embodiment of the cryptographic
processing method of the present invention, it 1is
characterized in that the plurality of different matrices
are a plurality of different matrices satisfying a condition
in which & minimum number of branches [B,"] for all of the
data lines is egual to or more than three, the minimum
number of branches [BZD} for all of the data lines being
selected from among minimum numbers of branches [B,P(s{i))]
correspending to the data lines, each of the minimum numbers
of branches [B,D(s{i))] corresponding to the data lines being
calculated on the bhasis of linear transformation matrices
included in two continuous F-~functions that are input to a
corresponding data line s(i) in the extended Feilstel
structure.

[0029]

Furthermore, in an embodiment of the cryptographic



-16 SO07P1090 processing method of the present invention, it is
characterized in that the plurality of different matrices are a plurality of
different matrices satisfying a condition in which a minimum number of
branches fB2L] for all of the data lines is equal to or more than three, the
minimum number of branches [B2L] for all of the data lines being
selected from among minimum numbers of branches [B2L(s(i))]
corresponding to the data lines, each of the minimum numbers of
branches [B2L(s(i))] corresponding té&he data lines being calculated on
the basis of linear transformation matrices included in two continudis’ 71090
F-functions that are input to a corresponding data line s(i) in the extended
PIRalstes isteudtare0030] Furtherndretiniay embbelimeatofithe

cryptographic processing method of the, present inveption, it is \
SRRt In T Jiantie BIURT) b iehent. WA ES are WBhGts:

a4y B (wWhere niis-andnteger equal to gF vpore thantwo)different reatkices: on
i.e., MC', M\, ... M"_" the operation step is a step of repeatedly

irperforaiing thé rdifferentunatices MOy Mt e M. [Bihlarf orderlin thé F-he
functions that are input to the respective data lines in the extended Feistel

“ifuctare® T0031]° Bifthenfiors, i 2nembaintéRtsT the cryProgriphic

number of branches [B.F] for all of the data lines being
selected from among minimum numbers of branches [B,F(s(1}))]
corresponding to the data lines, each of the minimum numbers
of branches [B,"(s(1)})] corresponding to the data lines being
calculated on the basis of linear transformation matrices
incliluded in two continucus F~-functions that are input te a
corresponding data line s{i) in the extended Feistel
structure.

[0030]

Furthermcre, in an embodiment of the cryptographic
processing method of the present invention, it is
characterized in that, when the plurality of different
matrices are denoted by n (where n is an integer egual to or

more than two) different matrices, i.e., My, M,

1f

Mo, the
operation step 1s a step of repeatedly perfcorming the
different matrices My, My, ..M, 7 in an order in the F-
functions that are input to the respective data lines in the
extended Feistel structure.

[0031]

Furthérmore, in an embodiment of the crvptographic



17 S07P1090 processing method of the present invention, it is
characterized in that the cryptographic processing step is a step of
performing a cryptographic process to which an extended Feistel
structure that performs only one F-function in one round is applied. [0032]
Furthermore, in an embodiment of the cryptographic processing method
of the present invention, it is characterized in that the cryptographic
processing step is a step of performing a cryptographic process to which
an extended Feistel structure that pérforms a plurality of F- functions in
parallel in one round is applied. [00331 Furthermore,.in an emboditert!dfo?
the cryptographic processing method of the present invention, it is
preharasterizetdiiihat the driyptayraphkicproteEssing step is-a istep of

performing, when a is any integer satisfying a ? 2 and x is any integer .
ARG K714 O BlogrAhiE BrOSees 15 hich B SEAdAd Fetdtel®

s tpctyrethat wtilizes, atypesaf frfunctionsand-that has the number of

data lines: d which is set as d = 2ax is applied, the a types of F-functions
experfolating different inearctramsformationeprocessesusing-tive plurfality of on
different matrices, and a_ step of performing equally x pieces of each of

IMh&15pes (e atypes) ofE-functions in one round.
(00327

Furthermore, in an embodiment of the cryptographic
processing method of the present invention, it is
characterized in that the cryptograghic processing step 1is a
step of performing a cryptographic process to which an
extended Feistel structure that performs a plurality of F-
functions in parallel in one round is applied.

[00331

Furthermore, .in an embodiment of the cryptographic
processing method of the present invention, it is
characterized in that the cryptographic processing step is a
step of performing, when a 1s any integer satisfying a 2 2
and x is any integer satisfving x 2 1, a cryptographic
process to which an extended Felstel structure that utilizes
a types of F-functions and that has the number of data
lines: d which is set as d = 2ax is applied, the a types of
P-functions performing different linear transformation
processes using the plurality of different matrices, and a
step of performing equally = pileces of each of the types

(the a types) of F-functions in one round.



- 18 SO'7P'_090 0034] Furthermore, in an embodiment of the
cryptographic processing method of the present invention, it is
characterized in that the cryptographic processing step is a step of
performing a cryptographic process, in which an F- function performing
unit that performs ax F-functions performed in parallel in one round is

~ applied, in accordance with control performed by a control unit that
performs data input/output control for the F-function performing unit.
[0035] Furthermore, in an embodimeérit of the cryptographic processing
method of the present invention, it is characterized in that the S07P1090
cryptographic processing step is a step of performing a cryptographic

[Ghrétess by using a plurality of F-function performing units that perform

dlﬁeg%ri;gmgar transformation 1ggrﬁoc(?sses using I;Cihee plurali%of diffﬁﬁent

matrlces,'anr Of/: lejéinjgnaa(:%n?ro Snljfﬂ%%*t:cﬁénges acsreyqpuen%gaé% utfﬁzing

pdbedurality gbknunctionperferping units:ik aceordgnce:with a setting,
wherein the cryptographic processing step is a step of, in accordance
cheitl: controkperformed by thieecontrd binitr selectivelippedeimimgsampor = a

tograph . (bl), and (b2), i.e., i -
ot T 4 Foder ot IS TRTAG e nCiTees of dhiaTaee

C
&t ‘of datd Ihes dthat is
#1988 @8h = r forming unit that performs ax F-functions

performed in parallel in one round is applied, in accordance
with control performed by a control unit that performs data
input/output control for the F-function performing unit.
[0035]

Furthermore, in an embodiment of the cryptographic
processing method of the present invention, it is
characterized in that the cryptographic processing step is a
step of performing a cryptographic process by using a
plurality of F-function performing units that perform
differant linear transformation processes using the
plurality of different matrices, and by using a control unit
that changes a ssquence of utilizing the plurality of F-
function performing units in accordance with a setting,

wherein the cryptographlic processing step is a step of,
in accordance with control performed by the control unit,
selectively performing any of cryptoegraphic processes (&),
(bl}, and (b2}, i.e.,

{a) a cryptographic process using a Feistel structure

having the number of date lines d that is set as d = 2,



-19 S07P1090 (bl) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is set to any
number satisfying d ? 2, and in which only one F- function is allowed to be
performed in each round, or (b2) a cryptographic process which uses an
extended Feistel structure having the number of data lines d that is set to
any number satisfying d >_ 2, and in which a plurality of F-functions are
allowed to be performed in parallel in each round. [0036] Furthermore, in
an embodiment of the cryptographict processing method of the present
invention, it is characterized in that the control unit selects a proce38ifigt ©>°
mode to be performed in accordance with a bit length of data that is to be
subjéeied to ar epenEItRIMACdecypaon piotess {983 7an Acthirdraspect
rc2fthe presentinuention resides in: 3 cryplographic-progessing:alaprithm .
constructing mettiod forf con%trucﬁng a cryptographic processing algorithm

sd aninfermation,processing-apparatus, the nethod- characterized byne r-
including: a matrix-determining step in which, in a cryptographic-
T protessing<algorittme ¢onfigbrationtbowhieh amextentdedoReistelostructure

havin% a number of data lines: d that is L
(B2) a cryptographic process which uses an extended

Feistel structure having the number of data lines d that is
set to any number satisfying d 2 2, and in which a plurality
of F-functions are allowsd to be performed in parallel in
each round.

00306}

Furthermore, in an embodiment of the cryptographic
processing method of the present invention, it is
characterized in that the control unit selects a processing
mode to ke performed in accordance with a bit length of data
that is to be subjected to an encryption or decryption
process.

[0037]

A third aspect of the present invention resides in:

a cryptographic-processing-algorithm constructing
method for constructing a cryptographic processing algorithm
in an information processing apparatus, the method
characterized by including:

a matrix-determining step in which, in a cryptographic-
processing-algorithm configuration to which an extended

Feistel structure having a number of data lines: d that is



-20 SO07P1090 setto an integer satisfying d >_ 2 is applied, a control
unit provided in the information processing apparatus determines a
plurality of at least two or more different matrices that are to be applied to
linear transformation processes performed in F-functions in respective
rounds; and a matrix-setting step in which the control unit repeatedly
arranges the plurality of different matrices, which are determined in the
matrix-determining step, in the F-functions that are input to the respective
data lines in the extended Feistet-stidcture, wherein the
matrix-determining step is a step of performing a process of deternfiRiig. © 20
as the plurality of two or more different matrices, as matrices to be
sedpplieds a plutality of diferedtimatricessatisfyingealcordition irewhichla
minimum number of branches for all of the data lines is equal to or more

Uthan predetermined” Gattie” tié linthufiiimBEr BEbriiched Tor all of

adbe datglines being selected4rom amgng minimum pumbers ekbranches
corresponding to the data lines, each of the minimum numbers of

nairanches torrespording tocthemdatadinesdeing based omfineamation
transformation matrices included in F-functions that are input to a

Pldgrresponditg ﬁafﬁﬂrﬁ‘fe FrPth%‘&‘féﬁBéanﬁe?s?el%?ﬁ&‘f&r‘é?%séj’%%drtﬁ“d
aSp%Ctn({')iEQ%QL%%Q{@ﬂQ\éEMrQ_%d%HEh the control unit

repsatedly arranges the plurality cf different matrices,
which are determined in the matrix-determining step, in the
F-functions that are input to the respective data lines in
the aextended Feistel structure,

wherein the matrix-determining step

is a step of performing a proceés of determining, as
the plurality cf two or more different matrices, as matrices
to be applied, a plurality of different matrices satisfying
a condition in which a minimum number of kranches for all of
the data lines is equal tc or more than a predetermined
value, the minimum number of branches for all of the data
lines being selected from among minimum numbers of branches
corresponding to the data lines, each of the minimum numbers
of branches corresponding to the data lines being based on
linear transformation matrices included in F-functions that
are input to a corresponding data line in the extended
Feistel structure.
[C038]

A fourth aspesct of the present Iinvention resides in:



-21 SO07P1090 a computer program that causes a cryptographic
processing apparatus to perform a cryptographic process, the program
characterized by including a cryptographic processing step of causing a
cryptographic processing section to perform a Feistel-type common-key
block-cipher process of repeating an SP-type F- function in a plurality of
rounds, the SP-type F-function performing a data transformation process
including a non- linear transformation process and a linear transformation
process, wherein the cryptographic processing step is a step of causing
the cryptographic processing section to perform a cryptographic pfocesst?®
to which an extended Feistel structure having a number of data lines: d
thatds ser:ar integes satisfyingd 22 apslied: @l icidés an

operation step of performitnog opgrftiolgs iné/\!:hicq a Plurglitc\; ofratéeeassst twt -
PG riore GitétBRE matHSes ard s é)c]il\'/e"T‘y apB”I}iDe“cfﬁ) fifear transtormation

p¥9eesses, thal-ate-pedarmed in Exfunctigns in respective rounds, wherein
the plurality of different matrices, which are applied in the operation step,

are a pluraityoofr-diffetente matdees satisfying a Eonditivhria which a
minimum number of branches for all of the data lines is equal to or more

CHKBhC A TR feriEF VAILIET t7E TinPRUM hBEF SF banches f6r aieE
-dhedata lipes heing selacted from-amongemMiNipWM i ny an sP-type F-

function in a plurality of rounds, the 3P-type F-function
performing a data transformation process including a non-
linear transformation process and a linear transformation
process,

wherein the cryptographic processing step

is a step of causing the cryptographic processing
section to perform a cryptographic process to which an
extended Feilstel structure having a number of data iines: d
that 18 set to an integer satisfving d 2 2 1s applied, and
includes an operation step of performing operations in which
a pluraliity of at least two or more different matrices are
selectively applied to linear transfocrmation processes that
are performed in F-functicns in respective rounds,

wherein the plurality of different matrices, which are
applied in the operation step, are a plurality of different
matrices satisfying a conditicn in which a minimum number of
branches for all of the data lines is equal to or more than
a predetermined value, the minimum number of branches for

all of the data lines being selected frcom among minimum



- 22 S07P1090 numbers of branches corresponding to the data lines,

each of the minimum numbers of branches corresponding to the data

lines being based on linear transformation matrices included in

F-functions that are input to a corresponding data line in the extended

Feistel structure, and wherein the operation step is a step of performing

linear transformation operations based on the plurality of different

matrices in the F-functions that are input to the respective data lines in

the extended Feistel structure. [0038E A-fifth aspect of the present

invention resides in: a computer program that causes an informati®fi/ F+ 020

processing apparatus to construct a cryptographic processing algorithm,
nugesprogranverarabastizedie iefidlhg da MatiiRdeléfminiig:seep 6Bch of

.. causing, in a cr?égto rapuiciproce sing-algorithm canfiguration. to Whigh
the m1 mam e#@ oL Pranches~co ﬁfﬁp?%g%n. €O, n% ?a =
an éextended Feistel structuré having a number ot data fines: d that is set

11t0-an integer satisfyingd ?i2.is-appliec ar contrel wnit Rrevided dn the:1 uged
information processing apparatus to determine a plurality of at least two

inoEFmbee cdifferenttmatricesahanaretto-be appliad tslinaar tansidrmations
processes performed in F-functions in respective rounds; and a

Lo mEx-SERIHY Step of cAl&ng the Eontré unit t

wheresin the operation step

iz a step of performing linsar transformation
operations based on the plurality of different matrices in
the F-functions that are input to the respective data lines
in the extended Feistel structure.

100397

A fifth aspect of the present invention resides in:

a computer program that causes an information
processing apparatus to construct a cryptographic processing
algorithm, the program characterized by including:

a matrizx-determining step of causing, in a
cryptographic-processing-algorithm configuration to which an
extended Feistel structure having a number of data lines: d
that is set to an integer satisfyving d =z 2 is applied, a
control unit provided in the information processing
apparatus to determine a plurality of at least two or more
different matrices that are to be applied to linear
rransformation processes performed in F-functions in
respective rounds; and

a matrix-setting step of causing the control unit to



- 23 S07P1090 repeatedly arrange the plurality of different matrices,
which are determined in the matrix-determining step, in the F-functions
that are input to the respective data lines in the extended Feistel
structure, wherein the matrix-determining step is a step of performing a
process of determining, as the plurality of two or more different matrices,
as matrices to be applied, a plurality of different matrices satisfying a
condition in which a minimum number of branches for all of the data lines
is equal to or more than a predetern¥ifed value, the minimum number of
branches for all of the data lines being selected from among minin¥¢m= 120
numbers of branches corresponding to the data lines, each of the
r SRR NURIBErsIof brehchesoriesponiin fof tiecaatanlinesiissing
hbaied on Icipetar transf(c)irmatio% matrices iqcéu@eq in F<functions that_are
"inplit f6°& corresponding data Tine in the éxtendéed "Féistet structire fbo4d]
r-Nate-that the eamputecprogram eftheresentinventian disacomputer: n
program that can be provided using a storage medium or a
theommiuricEibri medivm, forexample, a recording medium such as a CD,
a FD, or an MO, or a communication, medium such as a network, that

providés § pro§ PR & &6 mMputEETeatdtie forivat for a computer system
capable of sexecuting.variouspragram.cedes. Such a pragram is,grovided

the plurality of two or more different matrices, as matrices
to be applied, a plurality of different matrices satisfying
a condition in which a minimum number cof branches fcr all of
the data lines is equal to or more than a predetermined
value, the nminimum number of branches for all of the data
lines being selected from among minimum numbers of branches
corresponding to the data lines, each of the minimum numbers
of branches corresponding to the data lines being based on
linear transformation matrices included in F-functions that
are input to a corresponding data line in the extended
Feistel structure.

(G040}

Note that the computer program of the present invention
is a computer program that can be provided using a storage
medium or a communication medium, for example, a recording
medium such as a CD, a FD, or an MO, or a communication
medium such as a network, that provides a program in a
computer-readable format for a computer system capable of

executing varicus program ccdes. S3uch a program is provided



- 24 S07P1090 in a computer-readable format, whereby a process
according to the program is realized in the computer system. [0041]
Further other objects, features, and advantages of the present invention
will become apparent from more detailed descriptions based on
embodiments of the present invention, which will be described below, or
the attached drawings. Note that a "system" mentioned in the
specification is configured as a logical set of a plurality of apparatuses,
and is not limited to a system in whi€lt the apparatuses having respective
configurations are contained in the same casing. Advantageous Effecfst ¢=0
[0042] According to a configuration in an embodiment of the present
iringentiowlinst Feisiglatype commah-kejBloekicighér” precessinawRiehny
¢ Sl:t)k'é y EOF-functi,osnsriggkujg%ré%ngg-l@ggr Ctr%nsggrerjr:\atsiorsl sggions and
Yinedr thansformation Sectiors aré repéated(fy Ber 6fméd i & plurality of
' d@pngs, round- function sections to which a plurality of different linear
transformation matrices are applied are set in a Feistel structure obtained
by eXpahtitiy a Feistebstigctuee having: 1we datadinesivice: L irpg Feistel he
structure having any number of data lines that is eci)ual to or more thf‘Qd

DGR S hch ™58 Mre¥ o four, thersBy rédiRiig the difftdichomatic -2+

descriptions based on embodiments of the present invention,
which will be described below, or the attached drawings.
Note that a "system" mentioned in the specification is
configured as a logical set of a plurality of apparatuses,
and is not limited to a system in which the apparatuses
having respective configurations are contained in the same
casing.

Advantageous Effects

[0G42]

According to a configuration in an embodiment of the
present invention, in a Feistel-type common-key block-cipher
process in which SPN-type F-functions including non-linear
transformation sections and linear transformation sections
are repeatedly performed in a plurality of rounds, round-
function sectiens to which a plurality of different linear
transformation matrices ére applied are set in a Feistel
structure obtained by expanding a Feistel structure having
two data lines, i1.e., in a Felstel structure having any
number of data lines that is equal to or more than two, such

as three or four, thereby realizing the diffusion-matrix



- 25 S07P1090 switching mechanism (DSM), so that a common-key
block-cipher algorithm can be constructed and a cryptographic process
can be performed with a high resistance to linear analysis and differential
analysis. [0043] According to a configuration in an embodiment of the
present invention, a configuration is provided, in which a cryptographic
process to which an extended Feistel structure having a number of data
lines: d that is set to an integer satisfying d ? 2 is applied is performed,
and the configuration is provided-as?a configuration in which a plurality of
at least two or more different matrices are selectively applied to line@f F1 020
transformation processes performed in F-functions in respective rounds.
svA plivality of differeanmeifites satisfyingta eonditionrin ehick e aiiniminhe ©
-number of branches for all of the gata lines is_equal to or more than a
al&%ﬁéf’ Phinad vafue are §&tas tie apri‘l?ra"ilitycé:f}/f?/\}oog?: more différent > “*°
pdnatrices theyminimun pumberof branches for all:efdhe data lipes being;
selected from among minimum numbers of branches corresponding to
dithéedatatlires, ®athysfithe minimum numbers of branches corresponding
to the data lines being based on linear transformation matrices included
[5H Efunctions that are input to a corresponding data line in the extended

Feisigl -strugture. dhereby realizing the diffusionmatfix, SWitehings ¢ che
present invention, a configuration is provided, in which a
cryptographic process to which an extended Feilstel structure
having a number of data lines: d that is set to an integer
satisfying d 2 2 is applied is perfcrmed, and the
configuration is provided as a configuration in which a
piurality of at least two or more different matrices are
selectively applied to linear transformation processes
performed in F~functicns in respective rounds. A plurality
of different matrices satisfving a condition in which &
minimum number of branches for all of the data lines is
equal to or more than a predetermined value are set as the
plurality of two or more different matrices, the minimum
number of branches for all of the data lines being selected
from among minimum numbers of branches corresponding to the
data lines, esach of the minimum numbers of branches
corresponding Lo the data lines being based on linear
transformation matrices included in F-functions that are
input to a corresponding data line in the extendsd Feistel

structure, thereby realizing the diffusion-matrix switching



- 26 SO07P1090 mechanism (DSM), so that a common-key block-cipher
algorithm can be constructed and a cryptographic process can be
performed with a high resistance to linear analysis and differential
analysis. [0044] Furthermore, according to a configuration in an
embodiment of the present invention, a configuration is provided, in which
a (a? 2) types of F-functions perform different linear transformation
processes using a plurality of different matrices, in which an extended
Feistel structure (x >_ 1) that utilizeg ¢he F-functions and that has the
number of data lines: d that is set as d = 2ax, and in which a s07r1030
cryptographic process to which the extended Feistel structure is applied
¢ parformedd e, corffiguratior is provideleycoifitiratidopie whidlgorithm
equally x pieces of each of the types (the a types) of F-functions are
Rt ft  BRETEurEr ereBy B GO B chyBioGTasTic 1Bckesing

orme

pARRArAIS in:which no useless cirewit is provided s, realized, J0Q43} 4
Furthermore, according to a configuration in an embodiment of the
digrésentinventienza piurality of F- function performing units are configured
to perform different linear transformation processes using a plurality of
EOcﬁf%r}ent matrices, and a configuration is provided, in

Furthermcre, according to a configuraticon in an
embodiment of the present invention, a configuration is
provided, in which a (a 2z 2} types of F-functions perform
different linear transformation processes using a plurality
of different matrices, in which an extended Feistel
structure {(x 2 1) that utilizes the F-functions and that has
the number of data lines: d that is set as d = 2ax, and in
which a cryptographic process to which the extended Feistel
structure is applied is performed. The configuration is
provided a configuration in which egually x pieces of each
of the types (the a types) of F-functions are performed in
one round, whereby a compacht crypfographic processing
apparatus in which no useless circuit is provided is
realized.

EOO45]

Furthermore, accerding to a2 configuration in an
embodiment of the present invention, a plurality of F-
function performing units are configured to perform
different linear transformation processes using a plurality

of different matrices, and a configuration is provided, in



- 27 SO07P1090 which a sequence of utilizing the plurality of F-function
performing units is changed in accordance with a setting, whereby a
cryptographic processing apparatus is realized, which can selectively
perform any of cryptographic processes (a), (bl), and (b2), i.e., (a) a
cryptographic process using a Feistel structure having the number of data
lines d that is set as d = 2, (bl) a cryptographic process which uses an
extended Feistel structure having the number of data lines d that is set to
any number satisfying d ? 2, and in Which only one F- function is allowed
to be performed in each round, or (b2) a cryptographic process whith/ 21090
uses an extended Feistel structure having the number of data lines d that
whisCsettosayp Anmher Satishdnig dr 2 thad i whichi & pledlify- binction
F-éunctions are allowed to be performed in parallel in each round. Brief

PEHE8Etth BFDrawitgs® {60461 TFi: 17 Bfg AR Bidghamh Shofing 29
typical common- key.block-cipher canfiguration hayipg, aFeiste] structure.

[Fig. 2] Fig. 2 is a diagram describing a configuration of an F-function that
reiglsetas,a round:furrctionssieationy { Fig. 13} Fig.:3isa diagranr deserbingrai ¢
Feistel-type cryptographic algorithm in which two different liner

Prp&ASmation matrites df&wtiizéd., - -

{a) a cryptographic process using a Feistel structure
having the number of data lines d that is set as d = 2,

(bl) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that 1is
set to any number satisfying d =z 2, and in which only one F-
function is allowed to be performed in each round, ox

(b2} a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying d 2z Z, and in which a plurality
of F-functions are allowed to be performed in parallel in
each round. |
Brief Description of Drawings
[0048]

[Fig. 1] Fig. 1 is a diagram showing a typical common-
key block-cipher configuration having a Feilstel structure.

[Fig. 2] Fig. 2 is a diagram describing a configuration
of an F-function that is set as a rcocund-function secticn.

[Fig. 3] Fig. 3 is a diagram describing a Felstel-type
cryptographic algorithm in which two different liner

transformation matrices are utilized.



- 28 S07P1090 [Fig. 4] Fig. 4 is a diagram describing a Feistel-type
cryptographic algorithm in which three different liner transformation
matrices are utilized. [Fig. 5] Fig. 5 is a diagram describing definitions of
an extended Feistel structure. [Fig. 6] Fig. 6 is a diagram showing an
example of an extended Feistel structure having seven data lines (d = 7).
[Fig. 7] Fig. 7 is a diagram describing definitions of respective constituent
sections and input/output data of the respective constituent sections of an
extended Feistel structure. [Fig. 8] Efy. 8 is a diagram describing
application of DSM to an extended Feistel structure or a type 1. [F%).P@]lo90
Fig. 9 is a diagram describing application of the DSM to an extended
FeistBistructure’dB a tfpé 2. FFig 10T Fiy. A0S B dibgfamh désciibig type

application of the DSM to the extended Feistel structure aor the type 1.

xR CHT . 1170 A eiagtai Hestbirg SEpIcatan of (s DSV toine

¢ rextendedFeistel siucture or ihe type 2: [Eig. 12] Fig. 12 is a diagram
describing a configuration in which implementation efficiency is improved
in ah Bktenddd FéistelSstivetared {Rigr 418] Figp ABtsadiagpanidéscribing £
an example of a hardware configuration in which implementation

ADeREIEHEY T infproved if ah-extehded Feistel structure.

[Fig. 6] Fig. 6 is a diagram showing an example of an
extended Feistel structure having seven data lines (d = 7).

[Fig. 7] Fig. 7 i1s a diagram describing definitions of
respective constituent sections and input/output data of the
respective constituent sections of an extended Feistel
structure.

[Fig. 8] Fig. 8 18 a diagram describing appiication of
DSM to an extended Felstel structure or a type 1.

[Fig. 9] Fig. 9 is a diagram describing application of
the DSM to an extended Feistel structure or a Lype 2.

[Fig. 10} Fig. 10 is a diagram describing application
of the DSM to the extended Feistel structure or the type 1.

[Fig. 11] Fig. 11 is a diagram describing application
of the DSM to the extended Feistel structure or the type 2.

[Fig. 12] Fig. 12 1s a diagram describing a
configuration in which implementation efficiency is improved
in an sxtended Feistel structure.

[Fig. 13] Fig. 13 is a diagram describing an example of
a hardware configuration in which implementation efficiency

is improved in an extended Felstel structure.



- 29 S07P1090 [Fig. 14] Fig. 14 is a diagram describing an example of
an arrangement for efficiently implementing three types of F-functions.
[Fig. 15] Fig. 15 is a diagram showing a 2mn-bit block- cipher
configuration which is provided as a Feistel structure having the number
of data lines that is set as d = 2. [Fig. 16] Fig. 16 is a diagram showing an
extended Feistel structure which satisfies the diffusion-matrix switching
mechanism (DSM), and which has the number of data lines that is set as
d = 4. [Fig. 17] Fig. 17 is a diagram dé&scribing a circuit sharing
configuration in which block cipher using different numbers of bits anHe’ 20
performed. [Fig. 18] Fig. 18 is a diagram describing a Feistel structure to
whichF Fdunétidng e, thted sypgeslobErfuhctioAS FILE2cand F8xawle of
applied, and ngcg has the. numtt)%r of_dat? lines that ist et as 9':: 2. [Fi

2™ G)'Fig: 1618 A diagram describing dn eXample of & €ortfiguration’or a

- Gryptographic processing apparatus that performs the three types of
F-functions F1, F2, and F3. [Fig. 20] Fig. 20 is. a diagram showing an
exarmpleyof aSdorifigurafion of an 1€ mpdute sbrvingiasa eryptagraphiccck-

rocessing apparatus, which performs a cr,ygt%graphic process

P )
LRioT iy b R eS8t ifberifion s Provided as e Feistel

structure having the number of data lines that is set as d =
2.

[Fig. 16] Fig. 16 1s a diagram showing an extended
Feistel structure which satisfies the diffusion-matrix
switching mechanism {(DSM), and which has the number of data
lines that is set as d = 4.

[Fig. 177 Fig. 17 is a diagram describing a circuilt
sharing configuration in which block cipher using different
numbers of bits can be performed.

[Fig. 18} Flg. 18 is a diagram describing a Feistel
structure to which F-functions, i.e., three types of F-
functions Fl, 2, and F3, are applied, and which has the
number of data lines that i1s set as d = 2.

[Fig. 19%] Fig. 19 is a diagram describing an example of
a configuration of a cryptographic processing apparatus that
perfcrms the three types of F-functions Fl, FZ, and F3.

[Fig. 20] Fig. 20 1s a diagram showing an example of a
configuration cf an IC module serving as a cryptographic
processing apparatus, which performs a cryptographic process,

according to the present invention.



- 30 SO07P1090 Best Modes for Carrying Out the Invention 0047] A
cryptographic processing apparatus and a cryptographic processing
method, and a computer program will be described below in details. The
description is made in the order of section headings as follows: 1. Feistel
Structure Having SP-Type F-Functions 2. Operation Function of Number
of Branches and Evaluation Function of Resistance 2-1. Operation
Function of Number of Branches: Branch() 2-2. Evaluation Index of
Resistance to Differential Attacks2-8: Evaluation Index of Resistance to
Linear Attacks 3. Method for Setting DSM for Feistel Structure HawRgF 1090
Two Data Lines 4. Setting of DSM in Extended Feistel Structure 4-1.
Bel%égbﬁﬁdiﬁg Extanded Feistel Stractube 4.2 v€onfiguration for Enhancing
Tftance to Differential Attacks in Extended Feistel Structure 4-2-1.
uration for Selecting Matrices, Which Is to Be Set in F-Functions,

Thahw@%‘{@@@a%\ﬁm@y&@@mb@r of Branches B2D Equal To or
More Than Three 4-2-2. Configuration for Selecting Matrices, Which Is to

cri3e Set fafFhEunctions: Jihat M ales- Vadtue efiNlirinmumiNUmber of Brancheés 1

BkD Equal To or More Than Three o ‘ '
e described below in details. The description is made in

the order of section headings as follows:

1. Feistel Structure Having SP~Type F-Funciions

2. Operation Function of Number of Branches and
Evaluaticn Function of Resistance

2-1. Operation Function of Number of Branches: Branch()

2-2. Evaluation Index of Resistance to Differential
Attacks

2-3. Evaluation Index of Resistance to Linear Attacks

3., Method for Setting DSM for Feistel Structure Having
Two Data Lines

4, Setting of D3M in Extended Feistel Structure

4-1. Regarding Extended Feistel Structure

4-2., Configuration for Enhancing Resistance to
Differential Attacks in Extended Feistel Structure

4~2~1. Configuration for Selecting Matrices, Which Is
to Be Set in F-Functions, That Make Value of Minimum Number
cf Branches B,P Egqual To or More Than Three

4-7-2. Configuraticon for Selecting Matrices, Which Is
to Be Set in F~Functions, That Make Value of Minimum Number

of Branches B,” Equal To or More Than Three



- 31 S0721090 4-3. Configuration for Enhancing Resistance to Linear
Attacks in Extended Feistel Structure 4-3-1. Configuration for Selecting
Matrices, Which is to Be Set in F-Functions, That Make Value of
Minimum Number B2L of Branches Equal To or More Than Three 5.
Configuration in Which DSM Is Utilized for Extended Feistel Structure
Having Specific Form 5-1. Application of DSM to Extended Feistel
Structure of Type 1 5-2. Application of DSM to Extended Feistel Structure
of Type 2 6. Proof of Relationships Bétween Numbers of Active S- Boxes
in Extended Feistel Structure of Each Type and Minimum Number§®fF1050
Branches Based on Linear Transformation Matrices in F-Functions 6-1.
Procf-of Rélatiénsghips thetweén Nambers of Actve iS-Boxes inExXtended
Feistel Structure of Tﬁ%{)e 1 and Minimum Numbers of Branches Based on

BYNAE AP TranStEmAlGH Matticss inF-EUnttidfs 6-2. Proof of Relationships
between Numbers.of Active, S-Boxes in Extendedfeistel Struciureof -

Type 2 and Minimum Numbers of Branches Based on Linear
+ oT raasformatiorFMatrices: ém &, Fohetionsa ke mproved Configuration formbe
Implementation Based on _Contrivance of Setting of F-Functions and

Bﬁ%6€é§¥6PCh@S Equal To or More Than Three

5. Configuration in Which DSM Is Utilized for Extended
Feistel Structure Having Specific Form

5-1. Application of DSM to Extended Feistel Structure
of Type 1

5-2. Application cof DSM to Extended Feistel Structure
of Type 2

6. Proof of Relationships Between Numbers of Active 5-
Boxes 1n Bxtended Feistel Structure of Each Type and Minimum
Numbers of Branches Based on Linear Transformation Matrices
in F-Functions

6-1. Proof c¢f Relaticnships betwesen Numbers of Active
S-Boxes 1n Extended Feistel Structure of Type 1 and Minimum
Numbers of Branches Based on Linear Transformation Matrices
in F-Functions

6~2. Proct of Relationships betwsen Numbers of Active
S-Boxes 1in Extended Feistel Structure of Type 2 and Minimum
Numbers of Branches Based on Linear Transformation Matrices
in F-Functions

7. Improved Configuration for Implemsntaticon Based on

Contrivance of Setting of F-Functions and Frocess of



32 S07P1090 Utilizing F-Functions 7-1. Method for Efficiently Arranging
F-Functions in Extended.Feistel Structure of Type 2 7-2. Commonality of
Components in Feistel Structure and Extended Feistel Structure 8.
Summary of Cryptographic Processes and Cryptographic Algorithm
Constructing Processes of Present Invention 9. Example of Configuration
of Cryptographic Processing Apparatus [0048] [1. Feistel Structure
Having SP-Type F-Functions] First, a Feistel structure having SP-type
F-functions will be described. A Faistel structure is known as a
common-key block-cipher design.. The Feistel structure has a struettret 090
which transforms plaintext into ciphertext by repeating a basic unit of
UtprotéssigtharrTetéitéd to as a round function. 0049] A basic

configuratign of the Feistel structure will be described with reference to
Fig, b Fig. L SRS A oS e ST aoPetdl S Eiire hag Mo Hata”

Edingsdhaving asnwmber efrounds s thatindicates r rounds. Note that the
number of rounds r is a parameter that is determined at a design stage,
and that-it scavaliehwhichréark bechanged innaccordhnde Withiféiire and
exan&gl&, the Ienegih of an inBut key.

Exten Felst Structlure

8. Summary of Cryptographic Processés and Cryptographic
Algorithm Constructing Processes of Present Invention

9. BExample of Configuration of Cryptographic Processing
Apparatus
[0048]

[1. Felstel Structure Having SP~Type F-Functions]

First, a Felistel structure having SP-type F-functions
will ke described. A Feistel structure is known as a
common—key block-cipher design. The Feistel structure has a
structure which transforms plaintext into ciphertext by
repeating a basic unit of processing that is referred to as
a round function.

[0049]

A basic configuration of the Felistel structure will be
described with reference to Fig. 1. Fig. 1 shows an example
of a Feistel structure having two data lines having & number
of rounds = r that indicates r rounds. DNote that the number
of rounds r is a parameter that is determined at a design
stage, and that it is a wvalue which can be changed In

accordance with, for example, the length of an input key.



33 S07P1090 [0050] In the Feistel structure shown in Fig. 1, it is
supposed that the length of plaintext which is input as a target to be
encrypted is 2mn bits, where m and n are both integers. First, the 2mn-bit
plaintext is divided into two pieces of mn-bit input data PL (Plain-Left) 101
and PR (Plain-Right) 102, and the input data PL (Plain-Left) 101 and PR
(Plain-Right) 102 are provided as input values. [0051] The Feistel
structure is represented using repetition of the basic unit of processing,
which is referred to as a round funcéién; and a data transformation
function included in each round is referred to as an F-function 1205 frf tHé'#°
configuration shown in Fig. 1, an example of a configuration in which the
{ORF0nction (round function) 120 is repeated in r stages is shown. [0052]
For example,_in the first round, mn-bit.input data. X and an mn-bit round
key % 1%][% which ?sei% pﬁFﬁ%‘rﬁ 1él“@(ﬁ%eys Bg%grajtlrh gE)sgeqc'ti(c)jlrf (nlo% ilf‘usstrated),
sudksinput tathe Enfuncling420, ang after adatairansfomatignprocess is
performed in the F-function 120, mn-bit data Y is output. An exclusive OR
taggeration i petfornedtinaniexclusiveiOR, sedtce 10441sing: thie dutpeith

data Y and the other input data. that is input from the previous_stage (in
iq&iﬁfgﬁﬂmaFirst, tﬁ% 2mn§bgk nla k%ext Es gividéﬁsgéko(tﬁ%

pieces of mn-bit input data Py (Plain-Left) 101 and Py
(Plain-Right) 102, and the input data Py (Plain-Left) 101
and Pp (Plain-Right} 102 are provided as input values.
[0051]

The Feistel structure is represented using repetition
of the basic unit of processing, which is referred to as a
round functien, and & data transformaticn function included
in each round is referred to as an F-function 120. In the
configuration shown in Fig. 1, an example of a configuration
in which the F-function (round function) 120 is repeated in
r stages is shown.

[0052]

For example, in the first round, mn-bit input data X
and an mn-bit round key K, 103, which is input from a key
generating section (not illustrated), are input to the F-
functién 120, and, after a data transformation process 1s
performed in the F-function 120, mn-kit data Y is output.

An exclusive OR operaticn 1s performed in an exclusive-OR
section 104 using the output data Y and the other input data

that is input from the previous stage (in a case of the



- 34 SO07P1090 first stage, input data PL), and an mn-bit operation result
is output to the next round function. This process, i.e., an encryption
process in which the F-function is applied so as to be repeated only times
corresponding to a determined number of rounds (r), is completed, and
pieces of divided data CL (Cipher-Left) and CR (Cipher-Right) , which are
ciphertext, are output. With the above-described configuration, as a
decryption process in the Feistel structure, it is only necessary to reverse
the order of inserting round keys;ard itis concluded that it is not
necessary to configure inverse functions. [0053] A configuration ofth&e 1020
F-function 120 that is set as a function in each round is described with
Firetdreniceds Fign2uPatt (@ dhFig. 218 aadiagrar showiag dputs arfsan t
. _output oj tge Ft-[]unction 120 in one rougd, and pla}ré(b) of Fi% 2isa
lsdi%ﬁr“é)ﬁ “shoc\)/ving thé %%aifé%lgonﬁguunrﬁﬁéﬁ ‘of the F-Fukction 120. As® -
arshown ip par{b), of Figs 2, the Fi; function. 120 has a sescalled SRAYRE: so
configuration in which a non-linear transformation layer (an S layer) and a

adinearbeansformationdayer (aiPdayer) are gpnnedted toceachiethern0954]
The F-function 120 shown in Fig. 2 is a function having a setting.in which

THRR9EnGth SFRPtToutpUt bits i§ THRAT 1t ("1 iRteders). it e BB e

dé%éu@gﬁQ@ﬂyﬁgr—Left) and Cgz (Cipher-Right}, which are
ciphertext, are output. With the above-described
configuration, as a decryption process in the Felstel
structure, it is only necessary to reverse the order of
inserting round keysg, and it is concluded that it is not
necessary to configure inverse functions.

[G053]

A configuration of the ¥-function 120 that is =set as a
function in each round is described with reference to Fig. Z.
Part {(a) cof Fig. Z is a diagram showing inputs and an output
of the F-function 120 in one round, and part (k) of Fig. 2
is a diagram showing the detailed configuration of the F-
function 120. As shown in part (b) of Fig. 2, the F-
function 120 has a sco-called SP-type configuration in which
2 non-linear transformation laver {an § layer} and a linear
transformation layer (a P laver) are connected to each other.
[0054]

The F-function 120 shown in Fig. 2 is a function having
a setting in which the length of input/output bits is m x n

bits {m, n: integers). In the 3P-type F-function, first,



- 35 SO07P1090 exclusive OR is performed using key data K, and data X,.
Next, the non-linear transformation layer (the S layer) is applied, and then
the linear transformation layer (the P layer) is applied. [0055] Specifically,
the non-linear transformation layer (the S layer) is a layer in which m
non-linear transformation tables with n-bit inputs and n-bit outputs, which
are referred to as S-boxes 121, are arranged, and mn-bit data is divided
into n-bit pieces. The n-bit pieces are input to the corresponding S-boxes
121, and data is transformed. In eacly of the S-boxes 121, a non-linear
transformation process, for example, in which a transformation tatl€ 7$1 020
applied is performed. [0056] The linear transformation layer (the P layer)
exisiceonfigurerl usingadineardranstormaticry seetion ¥22athechneark; .
transformation section 122 takes an mn-bit output value Z, which is data

Negiitput front i SH53s 15276 R hptt and§&rformé findar2Yer) 1¢
agfansigrmation for.the.input tg, outputan opybif result, The linear. . »

fransformation section 122 performs a linear transformation process such
1 zasa) phocesspdf pefmutating positions of input bits, and outputs an mn-bit

output value Y. Exclusive OR is performed using this output value Y and
fQHBgﬂ data that is provided from the

Specifically, the non-linear transformation layer (the
S layer) 1s a layer in which m non-linear transformation
tables with n-bit inputs and n-bit outputs, which are
referred to as S-boxes 121, are arranged, and mn-bit data is
divided intoc n-bkit pieces. The n-bit pleces are input to
the corresponding S-boxes 121, and data 1s transformed. In
each of the S-boxes 121, a non-linear transformation process,
for example, in which a transformation table is applied is
performed.

[0056]

The linear transformation lavyer (ths P layer) is
configured using & linear transformation seciicn 12Z. The
linear transformation section 122 takes an mn-~bit output
value Z, which i1s data output from the 3-boxes 121, as an
input, and performs linear transformation for the input to
ocutput an mn-bit result. The linear transformation section
122 performs a linear transformation process such as a
process of permutating positions of input bits, and outputs
an mn~bit output wvalue Y. Exclusive OR 1s performed using

this output value Y and input data that is provided from the



- 36 SO07P1090 previous stage, and the result of exclusive OR is
provided as an input value for an F-function of the next round. [0057]
Note that, in a configuration of an embodiment described below, linear
transformation performed in the linear transformation section 122 serving
as the linear transformation layer (the P layer) is defined as linear
transformation which is performed so that an mn x mn matrix defined over
GF(2) is applied, and that, in addition, a matrix included in the i-th round
is referred to as M. Note that it is=supposed that both the S-boxes, which
serve as non-linear transformation sections, and linear transformatiorFin® 0
the configuration described in the present invention are bijective. [0058]

or2v Operationdunctiod ofidumben bt Brdnehesiand #evaloation Functicn of
Resistance] Next, an operation function of the number of branches and

2337 BvaRkidfionfantfort of rédistance hidi are” necBs84r totitetstand

- fhe-present invention, will be described. (2-1. Operation Function of

" Number of Branches: Branch()) An operation function of the number of
branches: Branch{)-fos optimal gliffusion transform QptmahBiffusion

described below, linear transformation perfcrmed in the
linear transformation section 122 serving as the linear
transformation layver (the P laver) is defined as linear
transformation which is performed so that an mn x mn matrix
defined over GF(2) is applied, and that, in addition, a
matrix included in the i-th round is referred to as M;. MNote
That 1t is supposed that both the S~boxes, which serve as
non-linear transformation sections, and linear
transformation in the configuration described in the present
invention are bijective.

[0058]

i2. Operaticon Function of Number of Branches and
Evaluation Function of Resistance]

Next, an operaticn function of the number of branches
and an evaluaticn function of resistance, which are
necessary to understand the present invention, will be
described.

(2-1. Operation Functicon of Number of Branches:
Branch() )

An operation function of the number of branches:

Branch{) for optimal diffusion transform (Optimal Diffusion



- 37 SO07P1090 Mappings), which is provided as an example of linear
transformation that is performed in the linear transformation section 122
serving as the linear transformation layer (the P layer) included in the
above- described F-function, is defined as follows. [0059] A mapping
describing linear transformation from nxa-bit data to nxb-bit data is
represented as follows: 8: (0, 1)na -Y {0, I}"s The number of branches:
Branchn(8) is defined for the mapping as follows: Branchn(8) =
mina*a{hwn(a) + hwn(8(a))} Note that'mina*a{Xa} represents the minimum
value among all X. satisfying a s 0, and that hwn(Y) represents a f{hnctoN20
of returning the number of (non-zero) elements in which all of n bit pieces
Magfrdatgre ndtzero ishenrabitd edlumn ¥is«dedimited arid represented in
units of n bits. Note that, in this case, a mapping 8 that is provided so that

CIBEERRTE) S B+ PR defheirad aREiint& diffGsibhnfransform. [0060]
e e oNRRNEN Index ol Resisjance Ia ifferentgl AtpgkalA
common-key cryptographic process in which a Feistel structure is applied

t hasd prablem of leakage aftkeys dugtor) included in the above-
described F-function, is defined as follows.
[0059]

A mapping describing linear transformation from nxa-bit
data to nxb-bit data is represented as follows:

6: {0, 1}™ — {0, 1™

The number of branches: Branch,(0) is defined for the
mapping as follows:

Branch, (8} = ming = pihwp{ot) + hw, {0 (c))}

Note that ming : 0{¥gl represents the minimum value among
all X, satisfying a # 0, and that hwa(Y) represents a
function of returning the number of (non-zero) elements in
which all of n bit pieces of data are not zerc when a bit
column Y is delimited and represented in units of n bits.

Note that, in this case, a mapping 0 that is provided so
that Branch,{8) is b + 1 is defined as an cptimal diffusion
transfcrm.
[0060]

(2-2. Evaluaticn Index cf Resistance to Differential
Attacks)

A common-key cryptographic process in which a Feistel

structure 1s applied has a problem of leakage of keys due to



- 38 S07P1090 cryptanalysis. Differential analysis (also called differential
cryptanalysis or differential attack), in which keys applied in respective
round functions are analyzed by analyzing multiple pieces of input data
(plaintext) having a certain difference (AX) and pieces of output data
(ciphertext) for the input data, and linear analysis (also called linear
cryptanalysis or linear attack), in which analysis based on plaintext and
corresponding ciphertext is performed, have been known as typical
techniques of cryptanalysis or attack®echniques. [0061] The minimum
number of differential active S-boxes included in a differential patréthat 1090
represents connection relationships of differences can be applied as an
criexrfon ww/atuating fésistariceao differentinbattadks: Adifferdntial path is
di%égtath in which specific differential values are designated for all pieces of

E BREftRIG PIECeR B Fatl in enthyiftioh ftitctiBns 2Fife “difBrefitiaf
ke uggﬁm@t arbitragly. determined, and-the. diffsrentialvalues obtained
efore/after transformation processes are related to one another.
anBeforefaftendiheap ttransfermatiart piogessesatie ralationships betweemyg a
input differences and output differences are determined as one-to- one

Sefetatihships. ARigh! betorlattt titingdr HaHRIGmitich, the
(c%$ﬂ¥¥E%&R§b%BMe%%E“%E§W¥”EQ€%§ and linear analysis (also

called linear cryptanalysis or linear attack), in which
analysis based on plaintext and corresponding ciphertext is
performed, have besen known as typical techniques of
cryptanalysis cor attack technigues.

[006€1]

The minimum number of differential active S-boxes
included in a differential path that represents connection
relationships of differences can be applied as an index for
evaluating resistance to differential attacks.

A differential path 1s a path in which specific
differential values are designated for all pieces of data
axcluding pisces of key date in encryption functions. The
differential values are not arbitrarily determined, and the
differential values obtained before/after transformation
processes are related to one another. Before/after linear
transformation processes, the relationships between input
differences and output differences are determined as one~-to-
one relationships. Although, before/after non-linear

transformation, the relaticnships between input differences



-39 S07P1090 and output differences are not determined as one-to-one
relationships, a concept of probabilities is introduced. It is supposed that
probabilities for an input difference and output differences can be
calculated in advance. The sum of all probabilities for all outputs is one.
[0062] In a Feistel structure having SP-type F-functions, non- linear
transformation is performed only in a portion of processes using S-boxes.
Accordingly, in this case, a differential path having a probability other than
zero represents a set of pieces of differential data that are provided as
differential values starting with a differential value for plaintext (inp&if)/anid 20
ending with a differential value for ciphertext (output), and differential
arvhloes that dref provided befare/after atk$<oxesaredifferentiab vabues
having probabilities other than zero. An S-box which is included in a
* edifferetitiat path having s probability “ 6tHer thary 28fo, ‘dhd-fo-whith g - 1t
; differential value that is, ot zerq is.inppL is referred ta as.a- idifferential,
active” S-box". The minimum number among the numbers of active S-
ohoxes inalfdiferential paths bavingprobabilities othera than zeTads sum of
referred to as a "minimum number of differential active S-boxes", and the

2o |G P s htrdtFer fPknGwh 3-&Rafety fd&&fr differential attacks.
i(%%t?} that there is no point in attacking a differential path in

In a Felstel structure having SP-type ¥F-functions, non-
linear transformation is performed only in a portion of
processes using S-boxes. Accordingly, in this case, a
differential path having & probability other than zero
represents a set of pleces cf differential data that ares
provided as differential values starting with a differential
value for plaintext {input) and ending with a differential
value for ciphertext (output), and differential wvalues that
are provided before/after all S-boxes are differential
values having probabilities other than zero. An S-box which
ig included in a differential path having a probability
other than zero, and to which a differential wvalue that is
not zero ls input is referred to as a "differentizl active
S-box". The minimum number among the numbers of active S-
boxes in all differential paths having probabilities other
than zerc is referred to as a "minimum numpber of
differentlial active S-boxes", and the wvalue of this number
is known as a safety index for differential attacks. Note

that there is no point in attacking a differential path in



- 40 SO07P1090 which all differential values are zero because the
probability of the path becomes one. Thus, the path will not be
considered below. [00631 In an embodiment of the present invention, a
configuration is provided, in which the minimum number of differential
active S-boxes is ensured to be large, thereby enhancing safety for
differential attacks. [0064] (2-3. Evaluation Index of Resistance to Linear
Attacks) Furthermore, the minimum number of linear active S_ boxes
included in a linear path that represéits-connection relationships of linear
masks (although it is referred to as a "linear approximation” in mo$&t>7P1 090
cases, herein, a word "path" is used in order to correspond to difference)
whiam belapplied asamtingdéxfel evaluating resistareestodmedreattacks.
[00651_A linear path is a path in which specific linear mask values are

PrgE&Enattfor il fiécES 61 dRBLEREGIMGE piecdd 5 kdy Babfi® W1 +1
nogneryptign functions. \The linear mask values are not arbitrarily

determined, and the linear values obtained before/after transformation
[ Oprégesses are related to one another. Before/after linear transformation
processes, the relationships between input linear mask

In an embodiment of the present invention, a
configuration is provided, in which the minimum number of
differential active S-boxes 1s ensured te be large, thereby
enhancing safety for differential attacks.

[0064]

(2-3. Evaluation Index of Resistance toc Linear Attacks)

Furthermore, the minimum number of linear active S-
boxes included in a linear path that represents connection
relationships of linear masks (although it is referred to as
a "linear approximation” in most cases, herein, a word
"path" is used in order to correspond to difference) can be
applied as an index for evaluating resistance to lineax
attacks.

[0065]

A linear path is a path in which specific linear mask
values are designated for all pieces cof data excluding
pieces of key data in encryptilon functions. The linear mask
values are not arbitrarily determined, and the linear values
obtained before/after transformation processes are related

o one another. Before/after linear transformation

processes, the relationships between input linear mask



-41 S07P1090 values and output linear mask values are determined as
one- to-one relationships. Although, before/after non-linear
transformation, the relationships between input linear mask values and
output linear mask values are not determined as one-to-one relationships,
a concept of probabilities is introduced. A set of one or more linear mask
values that can be output exists for an input linear mask value, and
probabilities that the respective linear mask values are output can be
calculated in advance. The sum of &l probabilities for all outputs is one.
[0066) In a Feistel structure having SP-type F-functions, non- linegC7p1090
transformation is performed only in a portion of processes using S-boxes.

vaAceardingly dntthistcasie; @ lineae pathahawing arprobabdity othker thanone-
zero represents a set of pieces of linear-mask-value data that are

t BiovRIet Bt Valfes stariRgYdth atmear SARE S RF plaftekt FHfsut)

ing. with a linear r ciphertext_ (output) ine
e P B A g
varebabiities other: than zeen. An S:bex which israclusied-iaa: ingarpaths
having a probability other than zero, and to which a linear value that is not
OTFETHIS MSULIS réfeHEHoES a "incar Etive StbBX e mififfin L S

5] ;’g%%%%i%g‘éon%ths% pumbers of getlve, 3-boxes 1 all lineay paths haying
can be output exists for an input linear mask value, and
prokbablilities that the respective linear mask values are
output can be calculated in advance. The sum of all
probabilities for all outputs is one.

[G066]

In a Feistel structure having SP-type F-functions, non~
linear transformation is performed only in a portion of
processes using S-boxes., Accordingly, in this case, a
linear path having a probability other than zero represents
a set of pileces of linear-mask-value data that are provided
as linear values starting with a linear value for plaintext
{input) and ending with a linear value for ciphertext
{output), and linear values that are provided before/after
all S~boxes are linear values having probabilities other
than zero. An S~box which is included in a linear path
having a probability other than zero, and to which a linear
value that i1s not zero 1s input is referred to as a "linear
active S~box". The minimum number among the numbers of

active S-boxes in all linear paths having probabiliities



- 42 SO07P1090 other than zero is referred to as a "minimum number of
linear active S-boxes", and the value of this number is known as a safety
index for linear attacks. Note that there is no point in attacking a linear
path in which all linear mask values are zero because the probability of
the path becomes one. Thus, the path will not be considered below.
[0067 In an embodiment of the present invention, a configuration is
provided, in which the minimum number of linear active S-boxes is
ensured to be large, thereby enhanging-safety for linear attacks. [0068]
f3. Method for Setting DSM for Feistel Structure Having Two Datadimes]050
As described previously, a configuration in which the diffusion-matrix
otswitching meechanism (RSM1 biffusion aSwitching-Mechanism; hereinafter,
referred to as "DSM") is applied has been proposed as a configuration for
+ igftandng resistakcefothe aP6VE-dRsERBES differéntidl AttaERSor* finear
attacks_in a cryptographic process jn which a Feistel structure js applied.
e D&M hasa CoRfigration 1n which o of fors differant malices afe°

i samanged irxlinears transformationisectionsefraund-function gE-functiosy r
sections in a Feistel structure. With the DSM, the‘mi.nimum number of
mdfleaf aEtive Sthoxes tanbecénsiretto befapgeility of the path

becomes one. Thus, the path will not be considered below.
{00671

In an embodiment of the present invention, a
configuration is provided, in which the minimum number of
linear active S-boxes is ensured to be large, therehy
enhancing safety for linear attacks.

[0068]

[3. Method for Setting DSM for Felstel Structure Having
Two Data Lines]

As described previously, a configuration in which the
diffusion-matrix switching mechanism (DSM: Diffusion
Switching Mechanism, hereinafter, referred toc as "DSM") is
applied has been propesed as a configuration for enhancing
resistance to the above-described differential attacks or
linear attacks in a cryptographic process in which a Feistel
structure 1s applied. The DSM has a configuration in which
two or more different matrices are arranged in linear
transformation sections of round-function (F-function)
sections in a Felstel structure. With the DSM, the minimum

number of linear active S-boxes can be ensured to be large,



- 43 S07P1090 whereby resistance to the differential attacks or linear
attacks can be enhanced. 0069] An outline of the DSM will be described.
When the diffusion-matrix switching mechanism (DSM) is applied in a
Feistel structure, a plurality of different matrices are provided as matrices
that are applied in linear transformation sections (P layers) of
round-function (F- function) sections constituting the Feistel structure. For
example, all of the matrices applied in the respective rounds in the Feistel
structure having r rounds as shown #i Fig. 1 are not set as the same
linear transportation matrices, and at least two or more types of mathcesl 20
are arranged in accordance with a specific rule. 0070] For example, Fig.
wh3 shiowsrars exampie of a Feistel isfrietare:inavhieh the idiffusion-matrix
switching mechanism (DSM) is realized using two linear transformation

2 Y3t S MO ME AME Fig. 4 shows an example of a Feistel structure

[Oi@é@ﬁ}ich the diffusion-matrix switching mechanism (DSM) is realized
using three linear transformation matrices MO, M" and M2. [0071] In the
example ot thenEeisfelgtruchime shovin e Fige 3; rthectwo linear the
transformation matrices M. and M, are

diffusion~matrix switching mechanism (DSM) 1is applied in a

Feistel structure, a plurality of different matrices are

provided as matrices that are applied in linear

transformation sections (P lavers) of round-function (F-

function) sections constituting the Feistel structure. For
example, all of the matrices applied in the respective
rounde in the Feistel structure having r rounds as shown in

Fig. 1 are not set as the same linear transportation

matrices, and at least two or more types of matrices are
arranged in accordance with a specific rule.

[0070]

For example, Fig. 3 shows an example of a Feistel
structure in which the diffusion-matrix switching mechanism
(DSM) is realired using two linear transformation matrices
M, and My, and Fig. 4 shows an example of a Feistel structurs
in which the diffusicon=-matrix switching mechanism (DSM) is
realized using three linear transformation matrices My, M.,
and M,.

[0071]

In the example of the Feistel structure shown in Fig. 3,

the two linear transformation matrices M, and M, are



- 44 SO07P1090 configured as different matrices. Additionally, in the
example of the Feistel structure shown in Fig. 4, the three linear
transformation matrices Mo, M, ., and Mz are configured as different
matrices. [0072] In order to realize the diffusion-matrix switching
mechanism (DSM), it is necessary that applied matrices satisfy
predetermined conditions. One of the conditions is a constraint
concerning the above-described number of branches (Branch) This
constraint will be described below- %@07%3] Regarding the number of
branches in each of a plurality of different matrices Mp to Mn appliedte1090
linear transformation performed in round-function sections of a Feistel
ctfiiciuresthe minimderawnbes of branches.idan applied mattix: BAG,
and the minimum numbers of branches corresponding to incidence

SXAzRicesYf & plirdftyOfapphed ihaticess B20! B3, Ard BGL aiédekinede
1 %ﬁe@%ﬁ%@ arlggélﬁ%g QilénB iz D) fq(cBé g‘n&ié ,('\442), Baﬁﬂ‘ i@l(zB gq:neCkc I\r{lf k};tzred
as different matrices.

[0072]

In corder to realize the diffusion-matrix switching
mechanism (DSM), 1t 1s necessary that applied matrices
satisfy predetermined conditions. One of the conditions is
a constraint concerning the above-described number of
branches (Branch). This constraint will be described below.
[0073]

Regarding the number of branches in each of a plurality
of different matrices M; to M, applied to linear
transformaticn performed in round-function sections of a
Feistel structure,

the minimum number of branches in an applied matrix: BP,
and

the minimum numbers of branches corresponding teo
incidence matrices of a plurality of applied matrices : B,P,
BsP, and B;L

are cefined as follows:

[Equation 1]

B = min(Branch,(M)))

B, =min(Branch, (M, | M, 1)



S07P1090 B = min (Branch, ([M, | M,+2 | M,+11)) Bz =min(Branch"(['M
I'M,+'z~)) [0074] In the equations, Mi denotes a linear transformation
matrix applied to a linear transformation process in the i-th round in the
Feistel structure, [MJIJM1+2H"] denotes an incidence matrix obtained by
concatenating respective matrices Mi'Mi+2? tM denotes a transposed
matrix of a matrix M, and M-1 denotes an inverse matrix of the matrix M.
[0075] In the above-described equations, specifically,: B2 D, B3D, and
B,L denote the minimum values of thes numbers of branches in matrices
obtained by connecting matrices included in F-functions in two or th@€e 1090
J5ounds that are consecutlve rovided every other round in the Feistel
Bistr i gl Y, For example, it is known that the

Bzreslggﬁt%ﬁppa@'[@?s : ﬁfe Tﬁt so that the above-described respective

‘numbers of branches 54tisfy the following conditions, i.e., B2D >_ 3, B3D
> 3, and B2L >- 3, whereby the resistance to differential attacks or - 46
S07P1090

(00741

In the eguations,

Mi denctes a linear transformaticn matrix applied toc a
linear transfermation process in the i-th round in the
Felstel structure,

[M;iM; -]-] denotes an incidence matrix obtained by
concatenating respective matrices M;IM, ],

M denotes a transposed matrix of a matrix M, and Mt
denctes an inverse matrix of the matrix M.

[0G75]

In the above-described equations, specifically,: B,Y,
B.¥, and B,l denote the minimum values of the numbers of
branches in matrices obtained by connecting matrices
inciuded in F~functions in two or three rounds that are
consecutively provided every cther round in the Feistel
structure to one another.

[0076]

For example, it is known that the respective matrices
are set so that the above-described respective numbers of
branches satisfy the following conditions, i.e.,

B,” =z 3, By® 2 3, and B, =2 3,

whereby the resistance to differential attacks or



linear attacks can be enhanced in the Feistel structure. Note that the
respective subscripts and superscripts of BID, B2D, B3D, and B2L have
the following meanings. That is, n of BnD denotes the number of matrices
that are connected to one another, D of BnD denotes a condition for
having resistance to differential attacks, and L of BnL denotes a condition
for having resistance to linear attacks. 00771 [4. Setting of DSM in
Extended Feistel Structure] In the present invention, a configuration is
proposed, in which the diffusion-madtrix switching mechanism (DSM) is
realized in a Feistel structure having any number of data lines that=@rér1030
two or more data lines, for example, three lines or four lines, instead of in
1ithedzeistet strusturenhaving:tnvondata linest Fhemondiguiation-wilkbe < .
described below in detail. [0078] A Feistel structure to be described in
the Present iRventicn iCaR extentePEER I ShuttdeinSikieR the 1Pts of

s, Bumber ot divisians tat is dhe number of daia ipep s, denoted by d for

generalization although it is the same as ove-described Feistel

structge havingrtwerdata linescincthat SP-typedefunrations-areused; hat

where d is an integer that is equal to or more than two. [0079] - 47
argopprogeted to one another, D of Bl denotes a condition
for having resistance to differential attacks, and L of B./F
denotes a condition for having resistance to linear attacks.
[0077]

[4. Setting of DSM in Extended Feistel Structure]

In the present invention, a configuration ls proposed,
in which the diffusion-matrix switching mechanism (DSM) is
realized in a Feistel structure having any number cof data
lines that are two or more data lines, for example, three
lines or four lines, instead of in the Felistel structure
naving two data lines. The configuration will be described
below in detail.

[0078]

A Feistel structure to be described in the present
invention is an extended Feistel structure in which the
number of divisions that is the number of data lines 1is
denocted by d for generalization although it is the same as
the above-described Feistel structure having two data lines
in that SP-type F-functions are used, where d is an integer

that i1s equal to or more than two.

[0079]



Although the configuration in which the diffusion matrix switching
mechanism (DSM) is applied to the Feistel structure in the limited case in
which the number of data lines = 2 holds has been proposed as
described above, a method has not been known, in which resistance is
enhanced by applying the DSM to an extended Feistel structure having
the number of data lines d that is set to any number d satisfyingd ? 2. In
the present invention, a configuration is realized, in which resistance to
differential attacks or linear attacks i7erhanced by applying the
diffusion-matrix switching mechanism (DSM) to an extended Feistél0C7P1050
structure having the number of data lines d that is set to any number
satishying clizt2 tSpecific topligutationsiancypracessrexamples of dhe
present invention will be described below. [0080] (4-1. Regarding
mEhgedEd FefdtenStrliehey Hafinifohs of an dRtnddd Egistéistrifetie®!

syl be esc{':?e\?n‘@'”ﬂ%fe{%'&cecéo 195 Ov}ﬁo 1he, specifig ﬁ@%m Az data

extended Feistel structure is defined as follows: 1. Has IS equal or
11nere than twe) data linescand thersize of each of the data linessis,ma

bits. 2. The input/output size of an F-function is mn bits. 3. Has rounds
nefdCsrereferfed 16 88U prodessing:tOTe BattRie Br a%plBFdlity 6
daui“n%igﬁatﬁ8 &9@3&9%&1extended Felstel structure having

the number c¢f data lines d that is set to any number d
satisfying d =2 2. In the presgsent invention, a configuraticn
is realized, in which resistance to differential attacks or
linear attacks is enhanced by applyving the diffusion-matrix
switching mechanism (DSM) to an extended Feistel structure
having the number of data lines d that ls set to any number
satisfying d = 2.

Specific configurations and process examples of the
present invention will be déscribed below.
[0080]

(4-1. Regarding Extended Feistel Structure)

Definitions of an extended Feistel structure will be
degcribed with reference to Fig. 5. In the specification,
an extended Feistel structure is defined as follows:

1. Has d {(d is equal or mcre than two) data lines, and
the size of each of the data lines is mn bits.

2. The input/cutput size of an F-function is mn bits.

3. Has rounds that are referred to as units of

processing., One data line or a plurality c¢f data lines are



subjected to a transformation process using an F-function in a round. The
result is subjected to exclusive-OR using another data line. However,
when two or more F-functions are included in one round, duplicated data
lines do not exist as data lines that serve as inputs/outputs of all of the
F-functions. [0081] An example of the extended Feistel structure that is
constructed in accordance with the above-described definitions will be
described with reference to Fig. 5. The above-mentioned definition 1. Has
d (d is equal to or more than two)-data lines, and the size of each of the
data lines is mn bits. The definition is described with reference to Fg.7®1 090
The definition means that, in Fig. 5, the input/output size of each data line
s ulbqb is-each of datarlinesrb o ghisdAnpbitsand that e totaknynber 0fn in
bits for an input/output is dmn bits. 0082] The above-described definition
a Zopmelinpd¥cutpacsize ofafFRiATHOA i§ e bitd UFhe erefifitionlisy
described with reference to Fig. 5. For example, mn bits that are output
i HR optiafon 1561 S5 A Bkl QR ORI Gperatr Baist B01
ar3eIVing1asian upperstage ale inpubto;an Fafyngtien 202-\va adatas+49

50791090
exist as data lines that serve as inputs/outputs of all of
the F-functions.
[0ogl]

An example of the extended Feistel structure that is
constructed in accordance with the above-described
definitions will be described with reference to Fig. 5.

The above-mentionea definition 1. Has d {(d is egual to
or more than two) data lines, and the size of sach of the
data lines 1s mn bits.

The definition is described with reference to Fig. 5.
The definition means that, in Fig. 5, the input/output size
of each data line that is each of data lines 1 to d is mn
bits, and that the total number of bits for an input/ocutput
is dmn bits.

[0082]

The above-described definition 2. The input/output size
of an ¥F-function is mn bits.

The definition is described with reference to ¥ig. 5.
For example, mn bits that are ocutput as an operation result
from an exclusive-0OR (XOR) cperatiocon section 201 serving as

an upper stage are input to an F~function 202 via a data



line 2. Furthermore, a round key K is input, and an operation process is
performed. This operation process is the process that has been described
with reference to part (b) of Fig. 2, and includes non-linear transformation
performed in the S-boxes and a linear transformation process, in which
the linear transformation matrix Mi is applied, that is performed in the
linear transformation section. The output of the F-function 202 is mn bits,
and is input to an exclusive-OR (XOR) operation section 203 of a data
line 4. 0083] The above-described définition 3. Has rounds that are
referred to as units of processing. One data line or a plurality of d&ta’lines0
are subjected to a transformation process using an F-function in a round.
1iTike Pesullis Subjected to @xclusive-QR usSingsariothet datantinerHowever,
when two or more F-functions are included in one round, duplicated data
OPfESCdG MOPERISE &S data iRBSIREEServe’ %ﬁnﬁﬁ@%‘ﬂftbﬁ% BFQI‘F%F ﬂwes

£He fBQ%tJ:OéESs The-gefinjion s deserined with refergnee d%%lf 2 Fi9-9,

shows an extended Feistel structure having an r-roun |gurat|o One
{bor more Esfungtionsare included imeach : roskt, andstherrestiids subjected

to exclusive OR using another data line. Regarding a round n shown in
pepigosrgdphialit) of E-forthons afe thelide&bin oricFolni Eieiare BRocess,

iantr ncthontgll nd an F- functu%n 212 shown mCFl SM 50 SO7P109(9

lNear Transiormatlion ma appliie
that is performed in the linear transfcrmation section. The
output of the F-~function 202 is mn bits, and is input to an
exciusive-OR (¥OR) coperation section 203 of a data line 4.
[0083]

The above-described definition 3. Has rounds that are
referred to as units of processing. One data line or a
plurality of data lines are subjected to a transformation
process using an F-function in a round. The result is
subjected to exclusive-OR using another data line. However,
when two or more F-functions are included in one round,
duplicated data lines do not exist as data lines that serve
as inputs/outputs of all of the r-functions.

The definition is described with reference to Fig. 5.
Fig. 5 shows an extended Feistel structure having an r-round
configuration. Cne or more F-functions are included in each
rount, and the result is subjected to exclusive OR using
another data line. Regarding a round n shown in Fig. 5, a
plurality of F-functions are included in one round, and are

an F~function 211 and an ¥-function 212 shown in Fig. 5.



0084] As described above, when a plurality of F-functions are included in
one round, input/output lines of the respective F-functions are data lines
different from one another, and are set so that duplicated data lines are
not applied as the input/output data lines. An input data line of the
F-function 211 shown in Fig. 5 is a data line 1, and an output data line of
the F- function 211 is a data line 2. An input data line of the F-function 212
is any one of data lines 5 or more, and an output data line of the F-
function 212 is a data line 3. The inpiit/output data lines are set so as not
to be duplicated. [0085] Note that, as shown also in Fig. 5, in the S072109¢
specification, an F-function is denoted by [F], and a round key is denoted
[0y K] . Subscripts and superscripts that are set for the respective
identifiers F and K have the following meanings: That is, i of Fi or KJ

denbtes & Fodrd shd A dehotéd dh entifiéatiort Hufibef of aratFaRctich <
SERIdlerh bessne It Nt el slngs e AR T
F-30AR1098s are data lines different from one another, and
are set so that duplicated data lines are not applied as the
input/output data lines,

An input data line of the F-function 211 shown in Fig.
5 is a data line 1, and an cutput data line of the F-
function 211 is a data line 2.

An input data line of the F-function 212 is any one of
data lines 5 or more, and an output data line of the F-
function 212 is a data line 3.

The input/output data lines are set so as not to be
duplicated,

[0cg5]

Nete that, as shown also in Fig. 5, in the
specification, an F-function is denoted by [Fl, and a round
key 1s denoted by [K]. Subscripts and supsrscripts that are
set for the respective identifilers F and K have the
following meanings:

That is, 1 of F;® or K." denotes a round, and n denotes
an ldentification number of an F-function or a round key in
the same round.

Note that a linear transformation matrix that is

applied in a linear transformation section of an F-function



in each round is denoted by [M] in the description given below although it
is not illustrated. As in the above- described case, a subscript and a
superscript that are set for M have the following meanings. That is, i of M
n denotes a round, and n denotes an identification number of a linear
transformation matrix for a corresponding one of a plurality of F-functions
that are set in the same round. [0086] Fia. 6 shows an example of an
extended Feistel structure that satisfies the above-described definitions
and that has seven data lines (d = B Note that, in Fig. 6, although
symbols of exclusive-OR operation (XOR) sections for outputs of SC7P1090
respective F-functions and respective data lines are omitted, the
irextended &eistel strdeture daskay configiratidreindshichigxclusiverORn
gperations (XOR) using corresponding inputs are performed at respective

DRSBTS PBihts of Hie Bifputd of fie féSibrtive FAincitng antthe
adespegtive data lings, andiinwhich.the resylts.ofthe exclusive-OR . ..«

operations (XOR) are output in a downward direction of the same data
f£dines. e the exampte. showny imEgn 6;@sround i+4, a round i+5, a round
i+9, and a round i+10 are rounds that are provided in such a manner that

two oPftore E-fdnétionéiaré fiftided th 6ABREuN@ R ReyHEMYTFurictions
145$999£89@9§?¥§&§%Q?“@?e%iQié@a§°§?&9§90zmation matrix for

a corresponding one cof a plurality of F-functicons that are
set in the same round.
[0086]

Fig. 6 shows an example of an extended Feistel
structure thai satisfles the above-described definitions and
that has seven data lines {(d = 7;. Note that, in Fig. 6,
although symbols of exclusive-OR operation (¥OR) sections
for outputs of respective F-functions and respective data
lines are omitted, the extended Feistel structure has a
configuration in which exclusive-OR operations (XOR) using
corresponding inputs are performed at respective
intersection points of the ocutputs of the respective F-
functions and the respective data lines, and in which the
regults of the exclusive-CR operétions (XOR) are output in a
downward direction of the same data lines. In the exémple
shown in Fig. 6, a round i+4, a round i+5, a round i+%, and
a round 1+10 are rounds that are provided in such a manner
Tthat Two or more F-functions are included in one round.

Regarding F-functions [F] and round keys [K] provided in



these rounds, numbers denoting identification numbers of the F-functions

or the round keys in the same rounds are provided at the top right

corners. [00871 When a Feistel structure having the number of lines d

that is set as d = 2 is constructed in accordance with the above-described
definitions 1 to 3, it is provided as a Feistel structure having two data

lines, i.e., the Feistel structure that has been previously described with
reference to Fig. 1. In other words, a connection structure in which
F-functions are input alternately to tvwo respective lines is provided.
However, in a case of an extended Feistel structure having three aramoerng) ¢
data lines, a connection structure is not uniquely determined since a

t Hueality of. data dines dhat cambe selectad -as:inputs-and outpus 8§ For the
functions exist. In other words, the larger the d in an extended Feistel
Fstrietires fite AigHerahsditmbercofplaces nat wisich Ffuicidnscan be
set. Th%fleﬁ) %g%vnh which F functlons can be set is exponentially

rovide
PhiRdreagéd” [ the'T pr%sen?mven%on a configuration is proposed,

rowhich the diffusion-matrix switching mechanism (DSM: Diffusion
Switching Mechanism) that enhances resistance to differential attacks or
linedfrettacksis redlize binsuchian édended Feistelstpgcture 53.nes d

S07P1090 . - . .
that i1s set as d = 2 1s constructed in accordance with the

above-described definitions 1 to 3, it is provided as a
Feistel structure having two data lines, i.e., the Feistel
structure that has been previousliy described with reference
to Fig. 1. In other words, a connection structure in which
F-functions are input alternately to two xeépective lines is
provided. However, in a case of an extended Feistel
structure having three or more data lines, a connection
structure is not uniguely determined since a plurality of
data lines that can be selected as inputs and outputs of F-
functions exist. In other words, the larger the d in an
extended Feistel structure, the higher the number of places
at which F-functions can be set. The flexibly with which F-
functions can be set is exponentially increased.

[0088]

In the present Invention, a configuration 1s proposed,
in which the diffusicon-matrix switching mechanism (DSM:
Diffusion Switching Mechanism) that enhances resistance to
differential attacks or linear attacks is realized in such

an extended Feilstel structure.



[0089] In a Feistel structure in which the number of linesd issetasd = 2,
for example, as shown in Fig. 3 or Fig. 4, two different linear
transformation matrices Mo and M1, or three different linear
transformation matrices MO, M1, and M2 are provided as matrices
applied in linear transformation sections (P layers) of round-function
(F-function) sections constituting a Feistel structure, whereby the DSM is
realized. However, in order to realize the DSM, it is necessary that
applied matrices satisfy predetermine?l €onditions. One of the conditions
is a constraint concerning the above-described number of brancheég) 7p1020
(Branch). [0090] In an extended Feistel structure having the number of
[cdatallines d that is set as d: any integer satisfying d >_ 2, before a
description of a configuration for realizing the DSM, definitions of

respettive ohstiftert 'Settions andtinputoutpitddta S the Téspective @
1 sCQstituent sections of, .ap extended Eeistel stiuctureused inthe w4,
description given below will be described with reference to Fig. 7. Fig. 7 is
twa Ofegrasritnwhichhenly onesdatading:is: extracted iand:shgwsrftom, ameng
data lines constituting an extended Feistel structure, for example, as
thaisivAl it PRy B FAS SHewn inFBigS 70 AR 8 uRGErStESE thar dater whith M:
Is - 54 S07P1090

aré provided as matrices applied in linear transformation
sections (P lavers) of round-function (F-function) sections
constituting a Feilstel structure, whereby the DSM is
realized. However, in order to realize the DSM, it 1is
necessary that applied matrices satisfy predetermined
conditions. One of the conditions is a constraint
cencerning the above-described number of branches {(Branch).
[0090]

In an extended Feistel structure having the number of
data lines d that is set as

d: any integer satisfying 4d =z Z,

pefore a description of a configuration for reallzing
the DSM, definitions of respective constituent sections and
input/output data of the respective constituent sections of
an extended Feistel structure used in the description given
below will be described with reference to Fig. 7.

Fig. 7 is a diagram in which only cne data line 1is
extracted and shown from among data lines constituting an
extended Feistel structure, for example, as shown in Fig. 6.

As shown in Fig. 7, 1t can be understood that date which is



input to one data line is subjected to exclusive-OR (XOR) using one or
more outputs of F-functions, and that, then, it is output. This is applied to
any data line included in the extended Feistel structure. [0091] In Fig. 7,
a state is shown, in which outputs of a plurality of F-functions [F5()), 1,
Fs(l), 2, ..] are added using exclusive-OR operations (XOR) for one data
line [s(i)]. Note that, each of d data lines included in the extended Feistel
structure is referred to as S(i) (1 <- i << d). The F-functions that are input
to the data line S(i) are referred as E4{1%1, 1, Fst+_;, 2, .. in the order in
which they are input to the data line S(i) from earlier ones. AdditioA&lRE 00
input data that is input to the data line s(i) is denoted by Ws(j), o Data
inplotained after dn oatputaf dre Ffuhgiart £),jdsesulijectedtat@xclisive
OR is denoted by W5(1),j In addition, input data that is input to the ,
USEREnétich Fs BehdtedBytR3@), | AttiotghExath REG),[G8%ata tha: 1t
1 sbelongs o angther fine.oher than the.dataine.s(); herein..it i3 supRosed,
that which line each Xs(j,j belongs to does not matter. In this case, it can
exbecansidesad: that the extended Feistel structure has a configuration in
V(\J/gilc]h the d data lines are connected to one another. 55 S07P1090

[0
in ¥ig. 7, a state 1s shown, in which outputs of a
plurality of F~functions [Fewuy, 1r Fsiiy, 2/ ...} are added using

exclusive-0OR operations (XOR) for cne data line [s(i)}.

Note that, each of d data lines included in the

1A

extended Feistel structure is referred to asz S{i} (1 i<
d}. The F-functions that are input to the data lines S(i)
are referred as Fsiiy, 1, Fsqiy, 20 ... in the order in which they
are input tc the data line 5(i) from earlier ones.

Additionally, input data that is input to the data line
s{i) 1s denoted by Wsi, o-

Data obtained after an output of an F-function Fsy,y, 5 1is
subjected to exclusive OR is dencted by Ws, 5.

In addition, input data that is input to the F-function
Fsiiy, 3 is denoted by Xsii), 5-

Although each ¥si, 4 1s data that belongs to ancother
line other than the data line s(i}, herein, it is suppcsed
that which line each X.i,, 3 belongs to does not matter.

In this case, 1t can be considered that the extended

Feistel structure has a configuration in which the d data

lines are connected to one another.



0092] A configuration for realizing the DSM in an extended Feistel
structure, i.e., hereinafter, a configuration for realizing the DSM in an
extended Feistel structure having the following d, will be described below.
d: any integer satisfying d >- 2 The description is made in the order of
section headings as follows: (4-2. Configuration for Enhancing
Resistance to Differential Attacks in Extended Feistel Structure) (4-3.
Configuration for Enhancing Resistance to Linear Attacks in Extended
Feistel Structure) The respective eonfigurations will be sequentially
described. [0093] (4-2. Configuration for Enhancing Resistance tos07r1090
Differential Attacks in Extended Feistel Structure) First, a configuration for
[ CErizancing resistance to differential attacks in an extended Feistel
structure will be described. As described above, differential attacks are

attalkS P WHieH kBys apphisd 1 fedFectivetrotnd Hindtorid afe: Eralpéed
- L AEP Mgl DS LD f3 (e e g
rekhe piAmMume 585QAP109@ xtended Feistel structure having
the following d, will be described below.
d: any integer satisfving d =z 2
The description is made in the order of section headings as
follows:

(4~2. Configuraticn for Enhancing Resistance to
Differential Attacks in Extended Feistel Structure)

(4-3. Configuration for Enhancing Resistance to Linesar
Attacks in Extended Feistel Structure)

The respective configuraticns will ke sequentially
described,

[0033]

{4-2. Configuration for Enhancing Resistance to
Differential Attacks in Extended Felsfel Structure)

First, a configuration for enhancing resistance o
differential attacks in an extended Feilstel strugture will
be described.

As described abbve, differential attacks are attacks in
which kevs applied in respective round functions are
analvzed by analvzing multiple pileces of input data
{(plaintext) having a certain difference (AX) and pieces cf

cutput data (ciphertext) for the input data. The minimum



number of differential active S-boxes included in a differential path that
represents connection relationships of differences can be applied as an
index for evaluating resistance to differential attacks. A differential path
includes differential values in pieces of data excluding pieces of key data
in encryption functions. Before/after linear transformation processes, the
relationships between input differences and output differences are
determined as one-to-one relationships. Although, before/after non-linear
transformation processes, the relatigriships between input differences
and output differences are not determined as one-to-one relationshipsy1 090
probabilities of occurrence of output differences for an input difference
nuales=calcdlated: £ #hersuta Of alt probabiliies éor alhoutpatsiisione. [0094] In
a Feistel structure having SP-type F-functions, non- linear transformation

g iRttt uSihG orily SbE%ES. RIS casE S BlfferBn &l FAth Heving &
ofp@%%'})é%%%r than %eroa[g%ﬁse‘?{‘tésa set af pieces-of differential data

that are provided as ditferential values starting with a differential value for
repatexicinpid) and ending wath a wdiferential value foreipherext(ouiput),

and differential values that are provided before/after all S-boxes have
insropabfities ofrerihanizerd2 AReS-box WhrhaS indudéd sinsx afffeféntal
pi%ac;[gshagpgcgyprgggg”igynog]r?é%g%r%fce>:rr1o’f_u§17ct%%7npsjioggefore/afte:zf
linear transformation processes, the relationships between
input differences and output differences are determined as
one-to-one relationships. Although, before/after non-linear
transformation processes, the relationships between input
differences and output differences are not determined as
one~to~one relationships, probabilities of cccurrence of
output differences for an input difference are caliculated.
The sum of all probabilities for all outputs is one.
[0094]

In a Feistel structure having SP-type F~functions, non-
linear transformaticon 1ls performed using conly S-boxes. In
this case, a differential path having a probability other
than zero represents a set of pileces of differential data
that are provided as differential wvalues starting with a
differential wvalue for plaintext {(input) and ending with a
differential value for ciphertext {ocutput), and differential
values that are provided before/after all S-boxes have

probabilities other than zero. An S-box which 1s incliuded

in a differential path having a probability other than zerc,



and to which a differential value that is not zero is input is referred to as a
"differential active S-box". The minimum number among the numbers of
active S-boxes in all differential paths having probabilities other than zero
is referred to as a "minimum number of differential active S- boxes", and
the value of this number is used as a safety index for differential attacks.
[0095] Making the minimum number of differential active S- boxes large
leads to enhancement of resistance to differential attacks. A technique for
constructing a DSM structure for-making the minimum number of
differential active S-boxes large in an extended Feistel structure hawingl 080
the number of data lines d that is set to any integer satisfying d ? 2 will be
arglesoribedibelow. 0096 Arlinear transiermation matebs used:im ais input
F-function [F,(I,X] included in an extended Feistel structure is denoted by

LIMEEF g dIn thisTcase, aRiddiivmB2ds @) for Scalctidting thefumber
19 RIANCHES, /D W%&%B&Qe ; eer%‘iﬂ%'t& funcy “8&&%8“?‘%&%%”%0%%%
Branch() is applied, is defined as ollows: Equation 2] - 5 7P10
diBZ {s@p =min(Rraneh'hdMiGl, bistantl i) 0097bther than zero is
referred to as a "minimum number of differential active $-
boxes", and the value of this number is used as a safety
index for differential attacks.
[0095]

Making the minimum number of differential active S-
boxes large leads to enhancement of resistance to
differential attacks. A technique for constructing a DSM
structure for making the minimum number of differential
actlive S-boxes large in an extended Feistel structure having
the number of data lines d that 1s set to any integer
satisfying d 2 2 will be described below.

[002e]

A linear transformation matrix used in a F-function

Frf

[Fgisy, =1 included in an extended Feistel structure is
dencted by [Mzuy, «]. In this case, an eguation B,{s{i)) for
calculating the number of branches, in which the operatiocn
function of the number of branches: Branch{) is applied, is

defined as follows:

{Equation 2]



The above-mentioned equation is an equation for calculating the

minimum value of the number of branches in an incidence matrix [MS(i),
jiMs(i), j+i] of two 'Linear transformation matrices [M5(i), if M5(i), j+1] that
are used in two F-functions [FS(i), jl Fs(i), j+i] which are adjacent to each
other, and which are input to any data line s(i) constituting the extended
Feistel structure. [0098] In any data line s(i) constituting the extended
Feistel structure, [j] that corresponds to the number of F-functions, which
are input to the data line s(i), from-thiestop stage is set to any j, and data
[WS(i),j] on the data line s(i) will be considered. Input/output data [WS[(B,1 120
and [WS(i), j+2] sandwich input portions of the two F-functions [F3(i), j+I]

a A1), J& Ich. } to the data li (i), for the data line s(i) .
th%g{af)(}iﬁ“gj%%é %}u%gm%{' fw&g;‘ﬂ)mms\lsa), j+2] on the data line
s(i), the following case is considered. W.(i), j =0 Ws H), j+2 =0 [0099] -
59 S07P1090 In this case, between respective input differential values

[AX3(i),j+2] and [AXe(1), j+2] for the F-functions [FS(i) j+i] and [F3(i), j+2]
oadjacent to each other from among the F-functions, which are

The above-mentioned eguation is an equation for
calculating the minimum value of the number of branches in
an incidence matrix [Mg.,, 4I1Mg44y, 4411 of two linear
transformation matrices [MSH},j’ Mg(iy, ju} that are used in
two F-functions [Fgy, 40 Fory, 441] which are adjacent to
each other, and which are input to any data line s{i)
constituting the extended Feistel structure.

[oosgg]

In any data line s{i) constituting the extended Feistel
structure, [i] that corresponds to the numbsr of F-functions,
which are input to the data line s{i}, from the top stage is
set to any 3, and data [Wyuy, 3] on the data line s(i}) will
be considered.

Input/output data [Wsy, +] and [Ws@y, 5+42] sandwich input
portions of the two F-functions [Fg(i), 541] and [Faoyy, 4421
which are input tco the data line s{i), for the data line
s{i}. Regarding the input/output data [Wsq,, 31 and [Wsuy, ge2]
on the data line s({i), the following case is considered.

Weeiy, 3 = 0

Wsiy, 342 = C

0089



input to the data line s(i), the following relationship holds: [Equation 3]
12Wn(OXs(1)J+1)+hw,(~S(i),J+2) ~ B2 Isll)) [0100] Note that, in the
above-mentioned relationship, hw denotes hamming weight, and the
left-hand side of the above- mentioned relationship represents the number
of non-zero elements in input differential data of the F-functions, i.e., the
sum of the numbers of active S-boxes. Ensuring this number to be a large
value is a condition in which enhancement of resistance to differential-
attacks can be expected. Accordinghp ifother conditions other than the
condition are the same, it is concluded that it is preferable that mafic&slineo
the respective F-functions constituting the extended Feistel structure be
seletted:-80 aisdeosmake B2(s(i)) as large as possible. [0101] - 60
S07P1090 In extended Feistel-type cryptography in the prior art, a

configUrdfih if WIkIER bhédinkar trangt fohratrix ﬁﬁﬁze@?ﬁ linear:

arffansiermation seefigns jn.alt Flupctions, is a general canfigusatign. ]

However, when the two linear transformation matticé$’ [M5(i) o] ahd”’* 37
adMSEhjt 1 thatate usedkin thedwodndunctians frstien &5(inis,] adjacentre
to each other, which are input
input to the data line s{i),
the following relationship holds:

[Egquation 3]

hw, (AX 1) + Iw, (AX ) 10) 2 By (5(0))

8}, i+l

[0100)

Neote that, in the above-mentioned relationship, hw
denotes hamming weight, and the left-hand side of the above-
mentioned relationship represents the number of non-zero
elements in input differential data of the F-functions, i.e.
the sum of the numbers of active S-boexes., Ensuring this
number to be a large value 1s a condition in which
enhancement of resistance to differential attacks can be
expected. Acceordingly, if other conditions other than the
condition are the same, it is concluded that it is
preferable that matrices in the respective F-functions
constituting the extended Feistel structure be selected so

as to make B,P(s(l)) as large as possible.

[0101]



to the data line s(i), are the same matrices, the above- described equation

for calculating the number of branches, in which the operation function of

the number of branches: Branch() is applied, i.e., B2D(s(i)), becomes

two, which is the minimum value. Thus, an effect of enhancement of

resistance cannot be expected. [0102] Additionally, even in a case in

which different matrices are used, when two matrices are carelessly

selected, there is a case in which B2D(s(i)) becomes two. B2D(s(i)),

which is defined by the above-described- equation for calculating the

number of branches, is made to be a much larger number of brancigg;1090

whereby a localized minimum number of differential active S-boxes is

ensureddetbadarg e sosthat resigtance o diftereptial attacksscarber artc,

enhanced. Accordingly, for example, matrices are selected so as to make,
& BODE(HYEqEARD ofmbre BRarPTired IivhFeby 265 T SHTPIOID ré&istarnce-°

w9 diferential allacks cay he.enanced, (0108, BEP(S()) I3 calculated for
eac]h of the data lines in the extended Feistel structure. The minimum

fuiadue from ;amengdhe calculatedivalues issdenoted by B2 D. A method for
selecting matrices in the F-functions so as to make BzD equal to or more
thantBrEs 6l b sdscibedtwe linear transformation matrices

(Mg 5y, 41 and [Mgy4,, 411) that are used in the two F-functions
(Foy, 90 Fs(i), 4411 adjacent to each other, which are input

to the data line s(i), are the same matrices, the above-
described equation for calculating the number of branches,

in which the operaticn function of the number of branches:
Branch{} 1s applied, i.e.,

B, (s (1)),
becomes two, which is the minimum value. Thus, an effect of
enhancement of resistance cannot be expected.
ro1ozl

Additionally, even in a c¢ase in which different
matrices are used, when two matrices are carelessly selected,
there 1s a case in which B,P(s(i)) becomes two.

B.?(s(i}), which is defined by the above-described
equation for calculating the number cf branches, 1s made to
be a much larger number of branches, whereby a localized
minimum number of differential active S-boxes 1s ensured to
be large, so that resistance to differential attacks can be
enhanced. Accordingly, for example, matrices are selected

3

so as to make B,P(s(i1)} equal to or more than three, whereby



[0104] (4-2-1. Configuration for Selecting Matrices, Which Is to Be Set in
F-Functions, That Make Value of Minimum Number of Branches B2 D
Equal To or More Than Three) First, it will be described below that making
the minimum number of branches [B2D], which is the minimum number
among the minimum numbers of branches [B2D(s(i))] calculated for all of
the data lines in the extended Feistel structure, equal to or more than
three can be realized by providing at least two types of matrices. [0105]
First, two different matrices [AO] andqA-;} are prepared, which make the
number of branches in an incidence matrix [AO]A,] of the two differédf 21080
matrices [A3] and [Ai] equal to or more than three, i.e., which satisfy as
rdellewsn Braneh A h > i3 [0 106} sNext, ineak-trtansfosmation matrices
of the linear - 62 S07P1090 transformation sections of the plurality of
[ELfishctions, which are input to the data line s(i) in the extended Feistel

strucluis.a1e setas folows; AQJS set.as the, ligeat yansiormation mayx
(0]

that is” set in the Tinear transformation section of the first F- function Fa(;),

tHe As:is satias the lisear transformation mewdx thatisum value from

among the calculated values is denoted by B,P. A method for
selecting matrices in the F-functions so as to make B,Y equal
o or more than three will be described.

[0104]

{d-2~1. Configuration for Seliecting Matrices, Which Is
to Be Set in F-Functions, That Make Value of Minimum Number
of Branches B,” Equal To or More Than Three)

First, it will be described below that making the
minimum number of branches [B,?], which is the minimum number
among the minimum numbers of branches [B,P(s(i))] calculated
for all of the data lines in the extended Feistel structure,
equal to or more than three can be reallzed by providing at
least two types of matrices.

(01053

First, two different matrices [A;! and [A,] are prepared,
which make the number of branches in an incidence matrix
[AglA,] of the two different matrices [A,;] and [A,] equal to
or more than three, 1.e., which satisfy as follows:

Branch, {[A; A1) 2 3
{010¢]

Next, linear transformation matrices of the linear



set in the 'linear transformation section of the second F- function Fe(i(, 2.
AO is set as the linear transformation matrix that is set in the linear
transformation section of the third F- function F,( ), 3. In this manner, the
two different matrices [AO] and [A2] are alternately arranged in this order
from the top for the plurality of F-functions, which are input to the data line
s(i). [0107] When the linear transformation matrices are set in this
manner, the above-described equation for calculating the minimum value
of the number of branches in the inciilence matrix [Ms(i) jHMs(i) j+1] of
the two linear transformation matrices [Ms (1), j, Ms(i), j+1] that ar&03ed 090
in the two F- functions [F3(1), j, Fs(i), j+3.] adjacent to each other, which
traredfputtotamyndatacline sf),d4$ proavided assfdlowso£63-$07P1090s,
[Equation 4] BD (s(i)) = min(Branch" ([MS(,>,i MS(i)j+1 ])) >_ 3 In other
YIRETds? its enttred thatthe FinfmbdT Rumbel dfbraheh&ETSeda4l to or

rdngtethan theee, [0108] As g mater of caurse, when the matrices [AO]
and [Ay] are permuted, the same effect is obtained. Additionally, when
the matricessare simitatly set-foreachoftiedatc ion matrix that is
set in the linear transformation section of the first F-
function Fsy, 1.
A, is set as the linear transformation matrix that is
sat in the linear transformaticn section of the second F-
function Fsi1y, 2.
Ay 1s set as the linear transformation matrix that is

set in the linear transformation section of the third F-

function Fguy, 3-

In this manner, the two different matrices [A,] and [A;]
are alternately arranged in this crder from the top for the
plurailty of F-functions, which are input tc¢ the data line
s(i).

(0107}

When the linear transformation matrices are set in this
manner, the above-described equation for calculating the
minimum value of the number of branches in the incidence
matrix iMsu),

| M s .+] of the twec linear transformatiocn
Jits iy, 3+l

matrices [M Mg1y, 311) that are used in the two F-

s(i), 3f

functions [Fy.,, 3+ Fsyiy, 341] adjacent to each other, which

are input to any data line s(i}, is provided as follows:



lines s(i) in the extended Feistel structure, B2 can be made equal to or
more than three simply by using the two matrices. [0109] Branch,([AOIAI
1) ? 3 In this manner, the two different matrices [AO] and [Al] satisfying
the relationship given above are prepared, and the respective matrices
are set so as to be alternately arranged in the F-functions that are input to
the respective data lines s(i) in the extended Feistel structure, whereby
the value of the minimum number of branches B2 can be made equal to
or more than three. Enhancement-ofrestistance to differential attacks by
using the diffusion-matrix switching mechanism (ESM) can be realfetE1090
[0110] - 64 SO7P1090 An example in which the two different matrices

[ Z[M0d mhel [All are applied has been described above. Next, an example will
be described below, in which different matrices are generalized using any
number [K] that is equal to or more than two. [0111] A linear

mation matrix u n F-function [ES(),j].included in an
gjt%iﬁ (s n@tlaé%y [Msd) his case, an equation
B2(s(i)) for calculatlng the number of branches, in which the operation
function of the number of branches: Branch() is applied, is
In other words, it is ensured that the minimum number
of branches is equal tc or more than three.
(01081
As a matter of course, when the matrices [Ay] and [Aq]
are permuted, the sames effect 1s obtained. Additionally,
when the matrices are similarly set for each of the data
lines s(i) in the extended Feistel structure, B,P? can be made
aqual to or more than three simply by using the two matrices.
[0109]
Branch, ([AylA; 1) 2 3
In this manner, the two different matrices [A;] and [Aq]
satisfying the relationship given above are prepared, and
the respective matrices are set so as to be alternately
arranged in the F-functicns that are input to the respective
data lines s{i) in the extended Felstel structure, whereby
the value of the minimum number of branches B,” can be made
equal to or more than three. Enhancement of resistance to
differential attacks by using the diffusion-matrix switching
mechanism (DSM) can be realized.

{0110]



defined as follows: [Equation 5] B (s(i)) = min(Branch" ((MS(+),j ~ MS((),j+)
| Ms(=),j+z ... Ms(i),j+k-11)) [0112] The above-mentioned equation is an
equation for calculating the minimum value of the number of branches in
an incidence matrix [N3(1), jIMs (), j*+, I ... I Ms (i), j+x-).] of k linear
transformation matrices [Ms(), j, MS(i), 1+11 , Ms(i), j+k-;] that are used in
k F-functions [Fs(i), jr FS(i), j+V ..., Fs(i) J-,,_ ] which are adjacent to one
another, and which are input to any data line s(i) constituting the

extended - 65 S0'7P1090 Feistetstrécture. 0113] In any data line s(i)
constituting the extended Fe's-el structure, [j] that corresponds to fHe/F1020
number of F-functions, which are input to the data line s(i), from the top
stageiisesetiolanyi |; and ddtafWs (B onithédatatines(h il belA ] and

considered. Input/output data [W,(1(, ]ang [W5(i), i+k] sandwich input
[Baortions SR IER- RIS F5(E ﬁjﬂ.)]e [FS(H)" fik;, which are input to

the gata line, (i), forthedatalines(i)s Regarding the input/oytpyt data

[Ws(;.(, j] and [WSO, j+r,] on the data line s(i), the following case is
dictffesideredns (izes0are generalized using any number (k] that
is equal to or more than two.
(01111

A linear transformation matrix used in an F-functicn

[Fs(sy, 5] included in an extended Feistel structure is
denoted by [{Msuy, 51+ In this case, an equation B,"{s(i)) for
calculating the number of branches, in which the operation
function of the number cof branches: Branch{) is applied, is

defined as follows:

[Equation 5]

Bf (S(z)) = mj_in(Bra”Chn ([Ms(z),j I Ms{i),jﬂ i Ms(z)yﬁz ; T Ms(r'),jﬂ'c—-i}))

[0112]
The above-mentioned equation is an eqguation for

calculating the minimum value of the number of branches in

an incidence matrix [Mg iy, 51Mg5y, 5410 [Mgpzy, sax-1! of k
linear transformation matrices [Mg iy, 40 Magiy, ge10 oo Mayiy,
j+1{‘1} that are used in k F-functions {Fs{l), 37 FS(J:,), HTr ey
Fsriy, 4+x-11 which are adjacent to one another, and which are

input to any data line s{i) constituting the extended



Ws(i), j+k = 0 [01141 In this case, between respective input differential
values [AX,0,j+] [AXs(i), 5+k] for the k F-functions [F5(i), j+1] .. [F5(i), j+K]
adjacent to one another from among the F-functions, which are input to
the data line s(i), the following relationship is obtained: [Equation 6] j+k
hw" (AXs(,),,) > Bk (s(i)) 1=j+I 66 S07P1090 [0115] In addition, in the
above-mentioned relationship, hw denotes hamming weight, and the
left-hand side of the above- mentioned relationship represents the number
of non-zero elements in input differéntiat data of the F-functions, i.e., the
sum of the numbers of active S-boxes. Ensuring this number to b@ﬁ?é?g%go
value is a condition in which enhancement of resistance to differential

Fedttdcks cdirBetexsected. Accordingly, if other conditions other than the

" ition are the same, it is concluded that it is preferable that matrices in

*the respective F-functions constituting the extended Feistel structure be

selegtedhsq asia:makeBk(s(l)) aslargeastpossiblee extended Feistel
structure, []J] that corresponds tc the number of F-functions,
which are input to the data line s{i), frocm the top stage is
‘set to any 3, and data [Wg(y, 3] on the data line s{i) will
be considered.

Input/output data [Wsy,y, 51 and [Wery, 5+x] sandwich input
portions of the k F-functions [Fg.y, 4411 o [Fgigy, 34¢l, which
are input to the data line s{i), for the data line s{i}.
Regarding the input/output data [Ws, 4] and [Weii, 34x] on
the data line s({i}, the following case 13 considered.

Wseay, 3 = 0

Weiiy, 44 = C
(01141

In this case,

between respective input differential values [A¥syy, 441)

[AXs (i), 34x] for the k F-functions [Fg;y, 411] o [Fariy, s41d
adjacent te one ancother from among the F-functions, which
are input to the data line s{i),

the following relationship is obtained:

[Equation 6]

Jk

Z hw, (AXs{i)J) 2z Bf? (s(@))

{=j+1



[0116] However, when even only one pair of same matrices exists in the
k linear transformation matrices [M3(1), ,] [M5(1), j+k-1] that are used in
the k F-functions [F5(i) j] ... [Fs(1), ;+k-1] adjacent to one another, which
are input to the data line s(i), the above-described equation for calculating
the number of branches, in which the operation function of the number of
branches: Branch() is applied, i.e., BKD ( S (i )), becomes two, which is the
minimum value. Thus, an effect of enhancement of resistance cannot be
expected. - 67 S07P1090 [0117}Additionally, even in a case in which
different matrices are used as the k linear transformation matricesSM8{i};2C
[ ._. [M5(i), j+k-11 , when matrices are carelessly selected, there is a case
in which BK(s(i)) becomes two. [0118) Bk(s(i)), which is defined by the
above-described equation for calculating the number of branches, is
{4hadé to be a much larger number of branches, whereby a localized

minimur gigberof lineanactiys S-boxes is psureip-be Jawge,.so that

resistance to differential attacks can be enhanced. Accordingly, for
deaxaraplen mattices ase geltected so.as ta afakenBk(s(B). egualftoaranare ve -

than three, whereby resistance to differential attacks can be enhanced.
mentioned relaticonship represents the number of non-zero
elements in input differential data of the F-functions, i.e.,
the sum of the numbers of active S-boxes. Ensuring this
number to be a large value is a condition in which
enhancement of resistance to differential attacks can be
expected. Accordingly, if other conditions other than the
condition are the same, it ig concluded that it is
preferable that matrices in the respective F-functions
constituting the extended Felstel structure be selected so
as to make B,P(s(i)) as large as possible.
[0116]

However, when even only one pair of same matrices
exXists in the k linear transformation matrices [M,
iMg iy, y4+x-1] that are used in the k F-functions [Fj ., 4l
[Fsiy, 44x-1) a@djacent to one another, which are input to the
data line s(i), the above-described eguation for calculating
the number of branches, in which the cperation function of
the number of branches: Branch{) is applied, i.e.,
B P(s{iy),

becomes two, which i1s the minimum value. Thus, an effect of

enhancement of resistance cannot be expected.



[0119) BKk(s(i)) is calculated for each of the data lines in the extended
Feistel structure. The minimum value from among the calculated values is
denoted by BkD. A method for selecting matrices in the F-functions so as
to make BKD equal to or more than three will be described. [0120) (4-2-2.
Configuration for Selecting Matrices, Which Is to Be Set in F-Functions,
That Make Value of Minimum Number of Branches Bk D Equal To or
More Than Three) It will be described below that making the minimum - 68
S07P1090 number of branches [BkKjywhich is the minimum number
among the minimum numbers of branches [BKD(s(i))] calculated fa#Calk o >0
the data lines in the extended Feistel structure, equal to or more than

[ thigd can be realized by providing at least k types of matrices. [0121]
First, k different matrices [AO], [A1], [A], ...[Ak-i] are prepared, which
makéfie niRBer§r brarthesTof ant iiGdence’ idifix T*Agpé? 150AK_1] of

mdDe kdifferent matrices, [A0L [81]A2l. Ak, J 2qual g gr %@EDQQ

three I.e., which satisfy as follows: Branchn(JAQjAIl... Ak_1]) > 3 [0122 ]
b@@ﬁgImeatnamgmqumgqrnammescmﬂmaﬂnearare carelessly

selected, there is a case in which B/P(s(i)) becomes two.
[0118]

B,P(s{i)), which is defined by the above-described
eguation for calculating the number of branches, is made to
be a much larger number of branches, whereby a localized
minimum number of linear active S~boxes i1s ensured to be
large, so that resistance to differential attacks can be
enhanced. Accordingly, for example, matrices are selected
so as to make B.P{s{i)) equal to or more than three, whereby
resistance to differential attacks can be enhanced.

[0119]

ByP(s{1)) 1s calculated for each of the data lines in
the extended Felstel structure. The minimum vaiue from
among the calculated values is denoted by B,°. A method for
selecting matrices in the F-functions so as to make B,” equal
to or more than three will be described.

[0120]

{(4~2-2. Configuration for Selecting Matrices, Which Is
to Be Set in F-Functions, That Make Value of Minimum Number
cf Branches B,” Equal To or More Than Three)

It will be described below that making the minimum



transformation sections of the plurality of F-functions, which are input to
the data line s(i) in the extended Feistel structure, are set as follows: AO
is set as the linear transformation matrix that is set in the linear
transformation section of the first F- function F3(~), 1. Al is set as the
linear transformation matrix that is set in the linear transformation section
of the second F- function F50, 2 A2 is set as the linear transformation
matrix that is set in the linear transformation section of the third F - 69
S07P1090 function F5(1), 3. Ak_1 i§®setas the linear transformation
matrix that is set in the linear transformation section of the k-th F- fiihctibR©J
F3(1), k AO is set as the linear transformation matrix that is set in the
nuifiear trahsformaticrs seétidh ofthe &k -ths FefunctioniEs{l) ket oAl issety
as the linear transformation matrix that is_set in the linear_transformation

e dtion of the REPH - fUnctioh FS (7, kF2 IrF thid marifer’ the k itferdht
a1magices [AQL Alh s02. ;- [Ak Llaresspeatedly ananged.in thig.qrder

from the top for the plurality of F-functions, which are input to the data
edineis( or more than three can be realized by providing at

least k types of matrices.
ro1211

FPirst, k different matrices [RAyl, [A{], (2,1, IR 4]
are prepared, which make the number of branches of an
incidence matrix [AgiA,l...15,1] ©f the k different matrices
(2,1, A1, (A1, ...1A,.] equal to or mocre than three, i.e.,
which satisfy as follows:

Branchy ([Bp (A .. 18,1]) 2 3
(01221

Next, linear transformation matrices of the linear
transformation secticns of the plurality of F-functions,
which are input to the data line s({i) in the extended
Feistel structure, are set as follows:

A, is set as the linear transformation matrix that is
set in the linear transfcrmation section of the Zirst F-
function Fggy, 1.

A, 1s set as the linear transformation matrix that is
set in the linear transformation section of the second F-
function Fseyy, 2.

A, is set as the linear transformation matrix that is

get in the linear transformation section of the third T-



[0123] When the linear transformation matrices [AO], [Al], [A2], .[Ak_1]
are set in this manner, the above-described equation for calculating the
minimum value of the number of branches in the incidence matrix [M3 (1)
,j 1 Ms (ij+11...M51), j+k-1] of the k linear transformation matrices [M5)i),
, MS(1), j+1' 'M5(i), j+k_11 that are used in the k F-functions [F,(1), j,
Fs(1), j+1.Fs(i), j+k-1] adjacent to one another, which are input to any
data line s(i), is provided as follows: - 70 SO07P1090 [Equation 7] B (s(W))
= min(Branchl ([M8(r),/ | Ms(=),/+1 M5(r),/+z ... M,(r),/+n-1 D) ? 3 In other
words, it is ensured that the minimum number of branches is equal &3 B 020
more than three. [0124] As a matter of course, when the matrices [AO],
fupikt] i 4A2)-:JAk .-;] are permuted, the same effect is obtained.
Additionally, when the matrices are similarly set for each of the data lines
s(i) n'the extended Feistel structure, B2 can be made equal to or more

thafhthre% simply by;using the |k matrices J812pk Branchn (IAQ Az L. .. &
Ak _| D ? 3In this manner, the k different matrices [AQ], [Al], [A2], .

sefAkin] satsfying¢he relationshiprgivénabove arenprepared, aﬁctlnh€—
respective matrices are set so as to be
function Fayiy, k-

Ay is set as the linear transformation matrix that is
set in the linear transformation section cf the k+1-th ¥-
function Fsiiy, x+1-

L, is set as the linear transformation matrix that is

set In the linear transformation section of the k+Z2~th F-

function Fsiiy, x4z

In this manner, the k different matrices [A,], [A],
[A-1, ...[A_;] are repeatedly arranged in this order from the
top for the plurality of F-functions, which are input to the
data line s(z).

[0123]

When the linear transformation matrices [Ag], [Al, [A.],
1A, ;1 are set in this manner, the above-described eguation
for calculating the minimum value of the number of branches

in the incidence matrix [M;,, 5IM 4+x-11 ©of the

eiy, 3+1lMsay,

k linear transformation matrices [Mggyy, 4 Moy, 3420 -Magyy,

jix-1] that are used in the k F-functions [Fg ), F

v 3 5 (1),

j+1--Fs(iy, 34x-11 adjacent to one another, which are input to

any data line s({i), is provided as fcllows:



repeatedly arranged in an order in the F-functions that are input to the
respective data lines s(i) in the extended Feistel structure, whereby the

. value of the minimum number of branches BkO can be made equal to or
more than three. Enhancement of resistance to differential attacks by
using the diffusion-matrix switching mechanism (DSM) can be - 71
S07P1090 realized. 0126] Note that, regarding selection of a value of k,
when Kk is at least equal to or more than two, an effect can be expected.
The larger the k is, the larger the guafanteed range. Thus, enhancement
of resistance can be more expected. However, in contrast, because’thel 020
minimum number of types of necessary matrices is increased, there is a

[ Eprobabdity tHat such k is not suitable for an efficient implementation.
Thus, the value of k is a value that should be selected in accordance with
a situation at a design stage. [01271 (4-3. Configuration for Enhancing

Resistance to §inear Qtﬁws in Ifxt nded Feistel Structure) Next,
Bﬁfﬁéié Fath ; ing' resistatice;tot I arfmta&k’s;T rifie}ﬂzerazﬁécl2 3
Feistel structure will be described. As previously described, the minimum

number of 'linear active S-boxes included in a linear path that represents

In other words, it is ensured that the minimum number
of branches is equal toe or more than three.
[0124]

As a matter of course, when the matrices [Ay], [A{],
[A,1, ...[A,_4] are permuted, the same effect is obtained.
Rdditionally, when the matrices are similarly set for each
of the data lines s{i) in the extended Feistel structure, ByP
can be made egual To or more than three simply by using the
k matrices.

[0125]

Branchn ( [BglAs .. 1A 1]} =2 3

In this manner, the k different matrices [BAq], [A;],
(A1, ...[A,,] satisfying the relationship given above are
prepared, and the respective matrices are set so as to be
repeatedly arranged in an order in the F-functions that are
input to the respective data lines s(i) in the extended
Feistel structure, whereby the value of the minimum number
of branches B,” can be made equal to or more than three.
Enhancement of resistance to differential attacks by using

the diffusion-matrix switching mechanism (DSM} can be



connection relationships of linear masks (although it is referred to as a
"linear approximation” in most cases, herein, a word "path” is used in
order to correspond to difference) can be applied as an index for
evaluating resistance to linear attacks. A linear path is a path in which
specific linear mask values are designated for all - 72 S07P1090 pieces
of data excluding pieces of key data in encryption functions. Before/after
linear transformation processes, the relationships between input linear
mask values and output linear mask atues are determined as one-to-one
relationships. Although, before/after non-linear transformation pro€&€ssgs) >0
the relationships between input linear mask values and output linear
remaskalues are not determined as one-to-one relationships, probabilities
of occurrence of output linear masks for an input linear mask are
[Ocaiédlated. The sum of all probabilities for all outputs is one. [0128] In a

Feistel strygture havipg SP-type Eriunclions, jpon- lineat transfrmationis,
performed only In a portion of processes using S-boxes. Accoroﬁngly, in
isthis-case.sa |meas pathy havingea prababilitywethenthantferotrepresents a
set of pieces of linear-mask-value data that are provided as linear values

S*SARTG with' 8 finedF V&l foF plainfext “(ifputy: aAd endity With'2 hirear
r&ggggfo&ﬁ@@?”@ékancement of resistance can be more expected.

However, in contrast, because the minimum number cf types of
necessary matrices i1s increased, there i1s a probability that
such k 1s not suitable for an efficient implementaticn.
Thug, the wvalue of k is a value that should bhe selected in
accordance with a situation at a design stage.

[0127]

(4-3. Configuration for Enhancing Resistance to Linear
Attacks in Extended Feistel 3tructure)

Next, a configuration for enhancing resistance to
linear attacks in an extended Felstel structure will be
described.

As previously described, the minimum number of linear
active S-boxes included in a linear path that represents
connection relationships of linear masks {although it 1is
referred to as a "linear approximaticn" in most cases,
herein, a word "path" is used in order to correspond to
difference) can be applied as an index for evaluating
resistance to linear attacks. A linear path is a path in

which specific linear mask values are designated for all



(output), and linear values that are provided before/after all S-boxes are
linear values having probabilities other than zero. An S-box which is
included in a linear path having a probability other than zero, and to which
a linear value that is not zero is input is referred to as a "linear active
S-box". The minimum number among the numbers of - 73 S07P1090
active S-boxes in all linear paths having probabilities other than zero is
referred to as a "minimum number of linear active S-boxes", and the
value of this number is used as a-sadfety index for linear attacks. [0129]
Making the minimum number of linear active S-boxes large leads 771020
enhancement of resistance to linear attacks. A technique for constructing
pila@SMdcstructare formakingdhe imisiurt numberoklinear activeS-boxes
large in an extended Feistel structure having the number of data lines d

Tuimal st togfrf‘ifﬁﬁ?éj‘efrts%’iis%ﬁﬁﬁ?f? SRt GBE&EY B = 16E30]
£ rA linegy transfermation.matrix used in a:R-function. [R5 included in an

extended Feistel structure is denoted by [M,g(),x]. In this case, an
ousguation. Bei sy for calcudating-thedsumber ofbranchess ticwhiohethe
operation function of the number of branches: Branch() is applied, is

re&@mﬁﬁpag*gmmNSAﬁgﬂﬁﬁﬁﬁv8Fefcre/after non-linear

transformation processes, the relationships between input
linear mask valiues and output linear mask values are not
determined as cns-to-one relationships, probabilities of
occurrence of output linear masks for an input linear mask
are calculated. The sum cof all probabilities for all
cutputs 1s one.

[0128]

In a Felstel structure having SP-type F-functions, non-
linear transformation i1s performed only in a portion of
processes using S-bkoxes. Accordingly, in this case, a
linear path having a prchability other than zero represents
a set of pleces of linear-mask-value data that are provided
as linear wvalues starting with z linear value for plaintext
(input) and ending with a linear value for ciphertext
{output), and linear values that are provided before/after
all S5-boxes are linesr wvalues having probabilities other
than zerc. An S-box which is included in a linear path
having a probability other than zero, and to which a linear
value that is not zero i1s input i1s referred to as a "linear

active S-box". The minimum number among the numbers of



Bz (s(i)) = rnin(Branchn ([ M-' tM2.),J+t ])) SWJ [0131] The
above-mentioned equation is an equation for - 74 S07P1090 calculating
the minimum value of the number of branches in an incidence matrix [tM
1%(i) ; [tM-1s(i), i+i] of transposed matrices [tM Is,,, j] and [tM 1s(1) j+i] of
inverse matrices of two respective linear transformation matrices [M3(1),
;] and [M81 j+1] that are used in two F-functions [FS()), j, Fs(i), +1] which
are adjacent to each other, and which are input to any data line s(i)
constituting the extended Feistel strt¢ture. [0132] In any data line s(i)
constituting the extended Feistel structure, [j] that corresponds to ffe7F1090
number of F-functions, which are input to the data line s(i), from the top
acstage i§$-$etteamyy, ahd, forreeeertaiatjithefollowings akex'definedean
input to the j-th F-function; X,(j),j a result obtained by exclusive OR (XOR)
°trn bt Bt the'itthEfGiction &%d dat& onthE H&Vﬁ‘liﬁ@%?:%% ~ an

11pRYttosthe Fkth Bfunction: X3() HeLinear masks for thegg gespective s eq
data pieces are defined as follows: I'X LWSs(i), j I'Xs(j), j+i

as a safety index for linear attacks.

[0129]

Making the minimum number of linear active S-boxes
large leads to enhancement of resistance to linear attacks.
L technique for constructing a DSM structure for making thes
minimum number of linear active S-boxes large in an extendead
Fgistel structure having the number of data lines d that is
set To any integer satisfying d 2 2 will be described below.
[0130]

A linear transformation matrix used in a F~function
[Fai), =3 included in an extended Feistel structure is
denoted by [Mgqy, =1. In this case, an eguation B,*{s(i}) for
calculating the number of branches, in which the cperation
function of the number of branches: Branch{) is applied, is

defined as follows:

[Equation 8]
s{i).] 5(i),j+t

BY(s(i)) = min(Branch, (I'M 7, I'M 2, .. 1)

[0131]

The above-mentioned eguation i1s an eguation for



In this case, if at least any one of the linear masks is not zero, the
following relationship is satisfied. - 75 S07P1090 [Equation 9] hwn
(FXs(i];) + hw(FWS(,,), J) + hw(FXs(i),]+,) ? BL (s(i)) [0133] In other word,
the above-mentioned relationship is satisfied. It means that, the larger the
value of the left- hand side of the above-mentioned relationship, the larger
the localized number of linear active S-boxes. Accordingly, it is concluded
that it is preferable that matrices be selected so as to make B2L(s(i)) '
large. [0134] However, when the twé4inear transformation matrices
[M5(1) j] and [ M3(4? j+1] that are used in the two F- functions [FS(®{+F 1090
F,(i), ~+2] adjacent to each other, which are input to the data line s(i), are
cathewsame matricesythel rabove=deseribédequationdor calCutatmgcthes in
number of branches, i.e., B2L(s(i))] becomes two, which is the minimum

an eI RS ST afEitof ehharicemenlt of resistanée Canhbe pERspEtted.
naB2L(s0Y) iszade to be g muchyjarger of branches; whergby a.minimum -

number of linedr dctive S-boxes is ehsuréd fo be large, so that resistance
tuo linespttacks €anibe:enhaneed: fihis; fabn7Gatrices Mgy, 4] and

[(Mg¢sy, 3411 that are used in two F-functions [F

(i), 3 s(i},

Tﬂ] which are adjacent to each cther, and which are input to
any data line s{i) constituting the extended Feistel
structure.
[o12zy

In any data line s{i) constituting the extended Feistel
structure, [J] that corresponds to the number of F-functions,
which are input to the data line s(i), from the top stage is
set to any j, and, for a certalin 3, the followings are
adefined:

an input to the J-th F-function: Xgy), 5

a result obtained by exclusive CR (XOR} of an ocutput of
the Jj-th F-function and data on the data line s{i): Wsq,, ;
an input to the j+l-th F-function: Xsuy, 341
Linear masks fcor these respective data pileces are

defined as follows:

FXS(l) ’ j
sy, 4
Msy, a0

In this case, 1f at least any one of the linear masks

is not zero, the following relationship is satisfied.



S07P1090 example, matrices are selected so as to make B2L(s(i)) equal
to or more than three, whereby resistance to linear attacks can be
enhanced. [0135] B2L(s(i)) is calculated for each of the data lines in the
extended Feistel structure. The minimum value from among the
calculated values is denoted by BZy. A method for selecting matrices in
the F-functions so as to make B2L equal to or more than three will be
described. [0136] (4-3-1. Configuration for Selecting Matrices, Which Is
to Be Set in F-Functions, That MakeNfaltie of Minimum Number Bey of
Branches Equal To or More Than Three) t will be described below fHatF1 050
making the minimum number of branches [B21], which is the minimum

{ Baumbérantong the minimum numbers of branches [B2L(s(i))] calculated
for all of the data lines in the extended Feistel structure, equal to or more
than three can be realized by providing at least two types of matrices.

[0135] First, two different matrlceém&’l & and [Al] are pregared which

hiakk e pumbedovbiaihes deXcemaihtBS Ag@)-1] of the

two dlfferent matrices [AO] and [Al] equal to or more than three, i.e.,
which satisfy as follows: Branchn ( [tAO 1 1tAI-1])? 3-77
[0133]

In cother word, the above-menticned relationship is
satisfied. It means that, the larger the value of the left-
hand side of the above-mentioned relationship, the larger
the localized number of linear active S-boxes. Acccordingly,
it is concluded that it is preferable that matrices be
selected sc as to make B,l(s(i)}) large.

[0134]
However, when the two linear transformation matrices

[M 51 and [ Mgy, 441] that are used in the two F-

s{i},
functions [Fgy, 5, Feryy, 3411 adjacent to each other, which
are input to the data line s{i}, are the same matrices, the
above—described equation for calculating the number of
branches, i.e.,

By L(s(i})),
becomes two, which is the minimum value. Thus, an effect of
enhancement of resistance cannot be expected. B,M(s(i)) is
made to be a much larger of branches, whereby a minimum

number of linear active S-boxes is ensured to be large, =0

that resistance to liner attacks can be enhanced. Thus, for



S07P1090 [0138] Next, linear transformation matrices of the linear
transformation sections of the plurality of F-functions, which are input to
the data line s(i) in the extended Feistel structure, are set as follows: AO
is set as the linear transformation matrix that is set in the linear
transformation section of the first F- function Fs(j(, 1. Al is set as the linear
transformation matrix that is set in the linear transformation section of the
second F- function Fs(, 2 A. is set as the linear transformation matrix that
is set in the linear transformation-settion of the third F- function F,(i), 3. In
this manner, the two different matrices [AC,] and [Al] are alternate§0721020
arranged in this order from the top for the plurality of F-functions, which
exarepihput toatheidata lne: s{ 10189 Whenthedineaktrahsformation equal
matrices are set in this manner, the above-described equation for

FCAIEUIEtAG the *mirimiih vallie ofthe fifmber dof Brarcheb inthé iRdidance

~amafrix M s(3) i Mis(3.), j,,] of the transposed matrices [tM s(i), -] and
[tMof the inverse matrices of the two - 78 S07P1090

[0135]

B;k(s{i}}) is calculated for each of the data lines in
the extended Feilstel structure. The minimum value from
among the calculated values is denoted by B,*. A method for
selecting matrices in the F~functions so as to make B,l eqgual
to or mcere than three will be described.

(0136]

{4-3-1., Configuration for Selecting Matrices, Which Is
to Be Set in F~Functions, That Make Value of Minimum Number
B, of Branches Equal To or More Than Threse)

It will be described below that making the minimum
number of branches [B,*], which is the minimum number among
the minimun numbers of branches [B,*(s(i))] calculated for
all of the data lines in the extended Feistel structure,
egual to cr more than thﬁee éan.be realized by providing at
least two types of matrices.

[0137]

First, two different matrices [A,] and [A;] are prepared,
which make the number of branches in an incidence matrix
(‘2,7 1"A,""] of the two different matrices [A,] and [A,] egqual
to or more than three, i.e., which satisfy as follcws:

Branch, ( [FA, "R, 771 = 3



respective linear transformation matrices [M,(,) j] and [Ms(i), j+i] that are
used in the two F-functions [FS(), j, F,(i), j+11 adjacent to each other,
which are input to any data line s(i), is provided as follows: [Equation 10]
B2 (s(i)) = min(Branch" ([tMs(r),, MS(,)1i+1 ])) 3 In other words, it is
ensured that the minimum number of branches is equal to or more than
three. [0140] As a matter of course, when the matrices [AO] and [Al] are
permuted, the same effect is obtained. Additionally, when the matrices
are similarly set for each of the data’lines s(i) in the extended Feistel
structure, B2L can be made equal to or more than three simply by3@siRg 090
the two matrices. 1,0141] Branch;([tAO-11tA2-1]) ? 3 In this manner, the
[ Gt different matrices [AO] and [Al] satisfying the relationship given
above are prepared, and the respective matrices are set so as to be

altefiitsly ArraRgEd i #56 ERfeliong tHatareiRpulh tHefrespative
¢ datadines.s()Jn the extended Feistel strycture; whereby_the value of the

minimum number of branches B2L can be made - 79 50791090 equal to
wharcmose thamthreer Enhaacement bf resistahcefo linearsattacksey using
the diffusion-matrix switching mechanism (DSM) can be realized.
Feistel structure, are set as fcollows:
A, 1s set as the linear transformation matrix that is
set in the linear transformaticn section of the first F-
function Fsyig, 1.
A, is set as the linear transformation matrix that is
set in the linear transformation section of the second F-
function Fasy, 2-
Ay is set as the linear transformation matrix that is

set in the linear transformation section of the third F-

function Fsy, 3-

In this manner, the two different matrices [A;] and [A,]
are alternately arranged in this order from the top for the
plurality of F-functions, which are input to the data line
s{i).

[0139]

When the linear transformaticn matrices are set in this
manner, the above-described equation for calculating the
minimum value of the number of branches in the incidence
matrix ["M7g .y, 31y, 4.1) of the transposed matrices [M

kel
a4

: 2] and [TMt. . <11 0OFf the inverse matrices of the two
g{i), J s{i), j+1

’



[0142] [5. Configuration in Which ISM Is Utilized for Extended Feistel
Structure Having Specific Form] As described above, the DSM technology
is applied in the extended Feistel structures having the number of data
lines d that is set to any integer satisfying d > 2, whereby resistance to
differential attacks or linear attacks can be enhanced. Specific extended
Feistel structures in which a safety index for differential attacks or linear
attacks can be ensured at a high level will be described below. [0143] As
previously described with referenee t@ Figs. 5 and 6, the extended Feistel
structures having the number of data lines d that is set to any integeér7P1090
satisfying d ? 2 have various configurations, such as a configuration in
rawhieht inputs from vareus etherdatadinescanibe provided as Jinputs to, ;|
one data line, and a configuration in which a plurality of F-functions can
j+be PEAGIMER it paFalfel i oRe ttsunta: TtHe éxteRded Feistel strictures wilf
e | ly. classified_ into two types ( e.lan tp?%), nd a specific
S henca Foraa! St e & e e T B e ks
s @nlineas attasks ©an be ensunedqat.- 80 SO7P1090 a high level will be
described below for each type. [0144] (5-1. Application of DSM to
[ Fextended Feistel Structure
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In other words, it is ensured that the minimum number
of branches is egqual ¢ or more than three,
[0140]

As a matter of course, when the matrices [A;] and [A]
are permuted, the same effect is obtained. Additionally,
when the matrices are simllarly set for =sach of the datsa
lines s (i) in the extended Feistel structure, B," can be made
equal to or more than three simply by using the two matrices,
o141

Branchy, { {*A,7 A, 711y 2 3

In this manner, the two different matrices [A,] and [A;]
satisfving The relationship given above are prepared, and
the respective matrices are set sc as to be alternately
arranged in the F-functions that are input to the respective
data lines s{i) in the extended Feistel structure, whereby

the value cf the minimum number of branches B,l can be made



of Type 1) First, application of the DSM to an extended Feistel structure
of a type 1 will be described with reference to Fig. 8. It is supposed that
the extended Feistel structure of the type | has the following parameters.
Parameters: (a) The number of divisions for a piece of data: d (where d
is equal to or more than three) (b) The length of a piece of input/output
data: dmn bits (c) The length of pieces of divided data: mn bits (d) The
number of F-functions per round: 1 [0145] As shown in Fig. 8, an
F-function is applied to mn-bit data on a-data line provided on the left end
shown in Fig. 8 in each round, and the process result of the F-functionsso oo
output to an immediately adjacent data line and subjected to

exclusive-ORmblote thatitheopesators-of axchisive-OR are mitted-in kig.
8. [0146] As shown in Fig. 8, a configuration is provided, in - 81
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[%. Configuration in Which DSM Is Utilized for Extended
Feistel Structure Having Specific Form]

As described above, the D3M technology iz applied in
the extended Feistel structures having the number of data
lines d that 1s set to any integer satisfying d 2 2, whersby
resistance to differential attacks or linear attacks can be
enhanced. Speciflic extended Feistel structures in which a
safety index for differential attacks or linear attacks can
be ensured at a high level will be described bhelow.

[0143]

As previously described with reference to Figs. 5 and &,
the extended Feistel structures having the number of data
lines d that is set to any integer satisfying d 2 2 have
various configurations, such as a configuration in which
inputs from various other data lines can be provided as
inputs to one data line, and & configuration in which a
plurality of F~functions can be performed in parallel in one
round. The extended Feistel structures will be largely
classified into two types (a type 1 and a type 2}, and a

specific extended Feistel structure in which a safety index

for differential attacks or linear attacks can be ensured at



right end and the other data lines other than the data line are shifted to
the left by one in the next round. [0147] A configuration for enhancing
resistance to differential attacks and linear attacks by applying the DSM
to the extended Feistel structure in which one F-function is performed in
each round in this manner will be described. [0148] In (4-2. Configuration
for Enhancing Resistance to Differential Attacks in Extended Feistel
Structure) that has been previously described, it has been described that
B2D(a(i)) is calculated for each datadine-in an extended Feistel structure,
that the minimum value among the calculated values is defined asBZp10%0
and that matrices in F- functions are selected so as to make B2D equal to
a orimiore <hah thtee, whergbytesistance-todifferentiad a@ttackgpean be
enhanced. Furthermore, in (4-3. Configuration for Enhancing Resistance
[Otb44hear Attacks in Extended Feistel Structure) that has been previously

described, 16033 beep descibed fhal BA3(s(N s qaleulated fos each daja
line in an "extended Feistel structure, that the minimum value among the -

082$R7R1090 calculated values is defined as B2L, and that matrices in
F- functions are selected so as to make B2L equal to or more than three,

whefebssiasistanéé 6 lihear aftadkecafheto an extended Feistel

structure of a type 1 will be described with reference to
Fig. 8.

It is supposed that the extended Feistel structure of
the type 1 has the followling parameters.

Parameters:

{a) The number of divisions for a piece ¢f data: d
iwhere d 1is egual fo or more than three)

(b) The length of a piece of input/output data: dmn
bits

{c} The length of pileces of divided data: mn bits

(d} The number of F-functions per round: 1
[0145]

As shown in Fig. 8, an F-function is applied to mn~-bit
data on a data line provided on the left end shown in Fig. 38
in each round, and the process result of the F-function is
output to an immediately adjacent data line and subjected to
exclusive-0R. Note that the cperators of exclusive-OR are
omitted in Fig. 8.
[0146]

As shown in Fig. 8, a configuration 1is provided, in



enhanced. [0149] In addition to B2D and B2L, furthermore, the minimum
number of branches among the number of branches in linear
transformation matrices in F-functions included in the extended Feistel
structure of the type 1 as shown in Fig. 8 is denoted by B ]D. [0150] In
this case, when the number of differential active S- boxes included in p
continuous rounds in the extended Feistel structure of the type 1 as
shown in Fig. 8 is denoted by ActD(p) and the number of linear active
S-boxes is denoted by ActL(p), the following relationships exist: ActD(3d)
BID + B2D ActL(3d) 2B2L in the above-mentioned relationships, AGD(3dY S0
denotes the number of differential active S- boxes included in 3d
wrcortiinuoasdetunds,iard Both(B3dd denoteshthelrifmbendf lisearsactiveo
S-boxes included in 3d continuous rounds. Proof that these relationships

PTIE Wl BRdescibet befowesd So7P 1690 0151FASHEstHbEd abtvel
w BTG matoes MRatipgle Rl BAP A Bkt 18 IV Yo cne
right end and the other data lines other than the data line
are shifted to the leff by one in the next round.

(01473

A configuration for enhancing resistance to
differential attacks and linear attacks by applying the DSM
to the extended Felstel structure in which cne F-function is
performed in each round in this manner will be described.
[0148]

In {4-Z2. Configuration for Enhancing Resistance to
Differential Attacks Iin Extended Feistel Structure) that has
been previously described, 1t has been described that
B,P{s (1)) is calculated for each data line in an extended
Feistel structure, that the minimum value among the
calculated values is defined as B,Y, and that matrices in F-
functions are selected so as to make B,” equal to or more
than three, whereby resistance tc differential attacks can
be enhanced.

Furthermore, in (4-3. Configuration for Enhancing
Resistance to Linear Attacks in Extended Feilstel Structure)
that has been previously described, it has been described
that B,*(s(i}) is calculated for each data line in an

extended Feistel structure, that the minimum value among the



ensured to be large, and, consequently, resistance to differential attacks

and linear attacks can be enhanced. Note that it is known that a

theoretical maximum value of B1D, B2, or B2L is m + 1. [0152]

Regarding the above-mentioned relationships, i.e., ActD(3d) B1D + B2

and ActL(3d) 2B2L, the minimum number of branches B2 or B2L, which

has been previously described, is included in the right-hand sides of the

relationships. Making the minimum numbers of branches large

contributes to ensuring the number 6factive S-boxes to be large, and is

effective in enhancing resistance to differential attacks and linear 8faéks: 0

Accordingly, in the configuration of the extended Feistel structure of the
calypelk asshonnimsFigs 8¢ ationdigueatian bin whichtthemimimuirzaamber F-

of branches B2D or B2L, which has been previously described, is made
fu&‘f&&l%w%@réﬁﬁa%?%eﬁ% eétfective™amd, with ﬁ%“@dnf%‘hr&ﬁoﬁ‘om

thraex%'séﬂ%% Jo.differential attacks and lingar affacks can be ensured at a
level higher than that in the prior art. [0153] - 84" SO7P1090 (5-2.

enApplieation of DSM to Extended Felstel Structure of Type 2) Next,
application of the DSM to an extended Feistel
0149]

In addition to B,P and B,l, furthermore,

the minimum number of branches among the number of
branches in linear transformation matrices in F-functions
included in the extended Feistel structure of the type 1 as
shown in Fig. 8 is denoted by B;°.

[0L50]

In this case, when the number of diffsrential active S-
beoxes included in p continuous rounds in the extended
Feistel structure of the type 1 as shown in Fig. 8 is
denoted by ActD(p) and the number of linear active S~boxes
is denoted by ActLi{p}), the following relaticnships exist:

RetD(3d) 2 ByP + B,D

ActL(3d) 2z 2B,L

In the above-mentioned relationships,

ActD{3d}) denotes the number of differential active 5-
boxes included in 3d contlnuous rounds, and

Actl{3d) denoctes the number of linear active S-boxes
included in 3d continuous rounds.

Proof that these relationships hold will be described

below.



structure of a type 2 will be described with reference to Fig. 9. It is
supposed that the extended Feistel structure of the type 2 has the
following parameters. Parameters: (a) The number of divisions for a piece
of data: d (where d is an even number equal to or more than four) (b) The
length of a piece of input/output data: dmn bits (c) The length of pieces of
divided data: mn bits (d) The number of F-functions per round: d/2 0154]
As shown in Fig. 9, F-functions are applied to mn-bit data lines provided
as odd-numbered data lines from-theieft end in each round, and the
process results of the F- functions are output to immediately adjacent/ddtas ¢
lines and subjected to exclusive-OR. Note that the operators of
roexalusive-OR are omitted in Fig. 9. [0155] As shown in Fig. 9, a
configuration is provided, in which the data line provided on the left end is
used to JsErfoTAP Bata R folPthe - Fancticrs inadachorundrandin k833"

207P1090 which the data Iingnpgg}/idgg %nC%h.e left_.end is moved to the

P2right end aind the otier the-data e are Shiftsd to

data lines other than
ed@@ﬂ@ﬁkﬁkﬂ@%ﬂmﬂ%%ﬁﬁxﬁﬂQﬂpdconsequently, resistance to

differential attacks and linear attacks can be enhanced.

Note that it is known that a theoretical maximum value
of BP, B,P, or B, is m + 1.
[0152]

Regarding the above-mentioned relationships, i.e.,

ActD(3d) z B,P + B,” and

ActL (3d) 2 2B.Y,

the minimum number of branches B,” or B,Y, which has
been previocusly described, is included in the right-hand
sides cof the relationships. Making the minimum numbers of
branches large contributes to ensuring the number of active
S-boxes to be large, and is effective in enhancing
resistance to differential attacks and linear attacks.
Rccordingly, in the configuration of the extended Feistel
structure of the type 1 as shown in Fig. &, a configuration
in which the minimum number of branches B.P or B,L, which has
been previously described, is made equal to or more than
three is effective, and, with the configuration, resistance
to differential attacks and linear attacks can be ensured at
a level higher than that in the prior art.

{0153



[0156] A configuration for enhancing resistance to differential attacks and
linear attacks by applying the DSM to the extended Feistel structure in
which d/2 F-functions are performed in each round in this manner will be
described. [0157] In (4-2. Configuration for Enhancing Resistance to
Differential Attacks in Extended Feistel Structure) that has been

previously described, it has been described that B2r(s(i)) is calculated for
each data line in an extended Feistel structure, that the minimum value
among the calculated values is defiged.as B2D, and that matrices in F-
functions are selected so as to make B2D equal to or more than thweeri090
whereby resistance to differential attacks can be enhanced. Furthermore,

in (4¢3-Configurationfor Enhansing Resistangede LinsarAtiagksiicrure
Extended Feistel Structure) that has been previously described, it has
cthdarpdesderibed that B21, is calculated for each data line in an extended
Feistel structure, that the min%mt m valye among the tcalcul(?ted values is
defined 55 BT - 4Ra thaf matricesin F- fundtiShs are Safdtted 85550
sdhake B2l equal to.Qramore 1 86 SO7EI090; than three, wherehyhce o

resistance to linear attacks can be enhanced. [0158]
Fig. 9.

It i1s supposed that the extended Feistel structure of
the type 2 has the following parameters.

Parameters:

{a; The number of divisions for a piece of data: d
(where d 1s an even number equal T or more than four)

(b} The length cof a piece of input/output data: dmn

{c}) The length of pieces of divided data: mn bits

(d} The number of F-functions per round: d/2
101541

As shown in Fig. 9, F-functions are applied fto mn-bit
data lines provided as odd-numbered data lines from the left
end in each round, and the process results of the F-
functions are cutput to lmmediately adliacent data lines and
subjected to exclusive~OR. Note that the operators of
exclusive-0OR are omitted in Fig. 9.
[0155]

As shown in ¥Fig. 9, a configuration is provided, in
which the data line provided on the left end is used to

perform data input for the F-functicns in each round, and in



In addition to B2 D and B2 L, furthermore, the minimum number of
branches among the number of branches in linear transformation
matrices in F-functions included in the extended Feistel structure of the
type 2 as shown in Fig. 9 is denoted by Big. [0159] In this case, when the
number of differential active S- boxes included in p continuous rounds in
the extended Feistel structure of the type 2 as shown in Fig. 9 is denoted
by ActD(p) and the number of linear active S-boxes is denoted by
ActL(p), the following relationships exist: ActD(6) ? B1D + Bee ActL(6) ?
2B3$L In the above-mentioned relationships, ActD(6) denotes the naffigrc S0
of differential active S- boxes included in six continuous rounds, and

whActL (6)dedates therrumberotiknearactive S-dbxesnimcludetbinesixto the
continuous rounds. Proof that these relationships hold will be described

T iBElowE 101608 AS UeSEfiséd Abbie; by filizing Thafrites thafnidkeB1, "¢
e e e
r pand linear attacks can be enhanced.

A configuration for enhancing resistance to
differential attacks and linsar attacks by applying the DSM
to the extended Feistel structure Iin which d/Z F-functions
are performed in each round in this manner will be described.
[0157]

In (4-2. Configuration for Enhancing Resistance to
Differential Attacks in Extended Feistel Structure) that has
been previously described, 1t has been described that
B,P(s(i)} 1is calculated for each data line in an extended
Feistel structure, that the minimum value among the
calculated values is defined as B,P, and that matrices in F-
functions are selected so as to make B,P equal to or more
than three, whereby resistance to differential attacks can
be enhanced.

Furthermore, in {4-3. Configuration for Enhancing
Resistance to Linear Attacks in Extended Felstel Structure)
that has been previcusly described, it has been described
that B,“(s(i)} 1s calculated for each data line in an
extended Feistel structure, that the minimum value among the
calculated values is defined as B,*, and that matrices in F-

functions are selected so as to make Byt equal to or more



Note that it is known that a theoretical maximum value of B1D, B2 D, or
B2L is m + 1. [0161] Regarding the above-mentioned relationships, i.e.,
ActD(6) B,D + B2 and ActL(6) 2B2L, the minimum number of branches
B2D or B2L, which has been previously described, is included in the
right-hand sides of the relationships. Making the minimum numbers of
branches large contributes to ensuring the number of active S-boxes to
be large, and is effective in enhancing resistance to differential attacks
and linear attacks. Accordingly, in th€ cenfiguration of the extended
Feistel structure of the type 2 as shown in Fig. 9, a configuration ROWHICh20
the minimum number of branches B2D or B2L, which has been previously
thdescribett s madekbguakioigrimore: than thressis effectivesandwith the
configuration, resistance to differential attacks and linear attacks can be
enga&\rad-at a level higher than that in the prior art. [0162] [6. Proof of
oRelationships Between Numbers of Active S- Boxes in Extended Feistel
Structure of Each Type and Minimum - 88 S07P1090 Numbers of
BranchesgiBasedontkinear Hanstormation Matriges «dn F-Functions] Next,
the proof of relationships between the numbers of

the minimum number cof branches among the number of
‘branches in linear transformation matrices in F-functions
includged in the extended Felstel structure of the type 2 as
shown in Fig. 9 is denoted by B,P.

[0159]

In this cass, when the number of differential active 5-
boxes included in p continuous rounds in the extended
Feistel structure of the type 2 as shown in Fig. 9 is
dencted by ActD{p) and the number of linear active S-boxes
is denoted by ActlLip), the following relaticnships exist:

ActD(6) 2 B,® + B,°

ActL (6} =z 2B,k

In the above-mentioned relationships,

LotD{6) denotes the number of differentizl active 5-
boxes included in six continuous rounds, and

ActlL(6) denctes the number of linear active S-boxes
included in six continuous rounds.

Proof that these relationships hold will be described
bDelow.

[0160]

As described above, by utilizing matrices that make B,



active S-boxes and the minimum numbers of branches based on linear
transformation matrices in F-functions, which have been described in the
section headings (5-1. Application of DSM to Extended Feistel Structure

of Type 1) and (5-2. Application of DSM to Extended Feistel Structure of
Type 2), which are given above, will be described. [0163] (6-1. Proof of
Relationships between Numbers of Active S-Boxes in Extended Feistel
Structure of Type 1 and Minimum Numbers of Branches Based on Linear
Transformation Matrices in F-Functigns).First, the proof of relationships
between the numbers of active S-boxes in the extended Feistel stragtureoso
of the type 1, which has been previously described with reference to Fig.

5,8, anddhe mininua numkers efdranelres based on-lingaistransfoppation
matrices in F-functions will be described. [0164] In other words, in a case
eTif wisieh Hiee peiniversst, diffelential sttivecs-boXes Iscladéd irrp to

tinuous roun 89 S07 090 in the xte ded Fel tel structure
L s R oy Sa T 1 A ey S Hesh Eaive

S-baxese is-denoted %Aﬁﬂ-&ﬂh thﬁat@”%wk@ﬁégﬂl@f@mp%%&§hum value

of ByP, B,P, or B,L ism + 1.
(0161

Regarding the above-menticned relationships, i.e.,

ActD(6) = B.P + B,P and

BctL(6) = 2B,L,

the minimum number of branches B,? or B,!, which has
been previously described, is included in the right-hand
sides of the relationships. Making the minimum numbers of
branches large contributes to ensuring the number of active
S-boxes to be large, and is effective in enhancing
resistance to differentizl attacks and linear attacks.
Accordingly, in the configuration of the extended Feistel
structure of the type 2 &s shown in Fig. 9, & configuration
in which the minimum number of branches B,Y or B,*, which has
been previously described, ils made equal to or more than
three i1s effective, and, with the configuration, resistance
to differential attacks and linear attacks can be ensured at
a level higher than that in the priocr art.
[0l62]

(6. Proof of Relationships Between Numbers of Active 5-

Bexes in Extended Feistel Structure of Each Type and Minimum



ActD(3d) B1D + B2D ActL(3d) 2B21 Proof that these relationships hold
will be described below. [0165] When the configuration of the extended
Feistel structure of the type 1, which has been previously described with
reference to Fig. 8, is shown in another form, it can be shown as a
configuration shown in Fig. 10. Although the configuration is shown in Fig.
8 in such a manner that respective data -lines are permuted on a
round-by-round basis so that a data line which is used to perform input to
an F- function is placed on the left.epd, permutation of the data lines on a
round-by-round basis is not performed in Fig. 10, and each of the datar1 090
lines is shown as one line. In Fig. 10, rounds 1 to 6d are shown. Although

NughFUAdS(founds dre-d rdxd d0Zd, 1.: n S to-6d)are shewsinsyeh aces

manner that they are arranged in one horizontal line, these rounds are
imdt-parformeehinlparallel, and the respective rounds, for example, the

roundsltod are se entially performed. [0166] Additionally, althou

X SRL OB & oy Shoraic LA Be TP oo AHAF 5P FERonHEIS S ©f
ad@tﬁ-&%e@%@sogﬁatstaf&ﬁ%qm angithe tespective datalings 8¢ on

omitted in Fig. 10, the exclusive-OR (XOR) operations are performed at

lithear transformation matrices in F-functions, which have
been described in the section headings

(5-1. Application of D&M to Extended Feistel Structure
of Type 1) and

{5-2. Application cof DSM tc Extended Feistel Structure
of Type Z), which are given above,
will be described.

[01&3]

{6-1.. Procf of Relationships between Numbers of Active
S-Boxes in Extended Feistel Structure of Type 1 and Minimum
Numbers of Branches Based on Linear Transformation Matrices
in F~Functions)

First, the prcoof of relationships between the numbers
of active S-boxes in the extended Feistel structure c¢f the
type 1, which has been previously described with reference
te Fig. 8, and the minimum numbers of branches based on
linear transformation matrices in F-functions will be
described.

[0164)]
In other words, 1n a case 1n which the number of

differential active S-~boxes inciuded 1n p continuocus rounds



intersections of outputs of F-functions and the respective data lines, and
.the results are provided as inputs to F- functions of the next round. [0167;

In the configuration of the extended Feistel structure of the type 1, it will

be proved that the following relationships, which have been previously
described in (5-1, Application of DSM to Extended Feistel Structure of

Type 1), hold: ActD(3d) ? B1D + B2D ActL(3d) 2BZL In the relationships,
ActD(3d) and ActL(3d) denote the number of differential active S-boxes

and the number of linear active S-boxes,- respectively, included in 3d
continuous rounds in the extended Feistel structure of the type 1, whichisso
shown Fig. 8 or Fig. 10. BD denotes the minimum number of branches

i rampagdhe snumber of branches-ndbedinear transfarmation matricesdited
the F-functions included in the extended Feistel structure of the type 1.

LYB2DEhPB2L &ehotd the hehirim FURber oPBrahchesinaft-lge S-boxes
, SO7P1090, inci

i deno n%dﬁé‘gﬁégat%%f linepr ansformation,matrices, and.the,
iIMum number o ¢hes'in an cidénce matrix o?ntrangposed:L
matﬁggsDQf3i@ye;;S@[mauriquso of the linear

ActL(3d) = 2B,Y

Proci that these relationships hold will be described
below.

[0165]

When the configuration of the extended Feistel
structure of the type 1, which has been previocusly described
with reference to Fig. 8, is shown in another form, it can
be shown as a configuration shown in Fig. 10. Although the
configuration is shown in Fig. 8 in such a manner that
respective data lines are permuted on a reund-by-round basis
so that & data line which is used to perform input to an F-
function is placed on the left end, permutation of the data
lines on a round-by-round basis is not performed in Fig. 10,
and each of the data lines is shown as one line. In Fig. 10,
rounds 1 to 6d are shown. Although d rounds (rounds 1 to d,
d+1 to 2d, ... , 5d+1 to 6d) are shown in such a manner that
they are arranged in one horizontal line, these rounds are
not performed in parallel, and the respective rounds, for
example, the rounds 1 fto d, are sequentially performed.
[01é6]

Additionally, although exclusive-0OR (XOR) operations



transformation matrices, respectively, which have been previously
described in (4-2) and (4-3), in continuous F- functions that are input to
one data line included in an extended Feistel structure. [0168] BID, B2D,
and B2L are defined as follows: [Equation 11] B = min(Branch" (M,)) | Bz
= min(Branch" ((M,1 1 M;+d ])) BL z=min(Branch n ([M; 1t 'M7 d]))
[0169] Note that, in the above-mentioned definitions, the following
relationship holds: BID >_ B2D Additionally, the number of differential
active S-boxes included in the k-th B&function in the extended Feistei
structure of the type 1, which is shown in Fig. 8 or Fig. 10 - 92 SOZRIGAW S0
is denoted by Dk, and the number of linear active S-boxes is denoted by
chkk. [03Z0b4Preofrk Proof of Acteeh) B Dotr BAR)JGiEst, dvill-be
proved that ActD(3d) ? B1D + B2 D holds. In other words, it will be proved
fuiat Hye huiber 'otediffefersidl Hetive B-Boxas ficldded 3¢ comtinliols d -

zdpuﬂgg exclusive-0OR (XOR) operations are performed at the
intersections of outputs of F-functions and the respective
data lines, and the results are provided as inputs to F-
functions of the next round.

[0167]

In the configuration of the extendsd Feistel structure
of the type 1, it will be proved that the following
relationships, which have been previously described in (5-1,
Applicaticn of DSM to Extended Felstel Structure of Type 1),
hold:

ActD{3d) = B;D + B,D

ActL{3d) = 2B,*

In the relationships,

ActD(3d) and ActL(3d) dencte the number of differential
active S-boxes and the number of linear active S-boxes,
respectively, included in 3d continuous rounds in the
extended Feistel structure of the type 1, which is shown Fig.
8 or Fig. 10.

B:P denotes the minimum number of branches among the
number of branches in the linear transformation matrices in
the F~-functions included in the extended Feistel structure
of the type 1.

B,P and B, denote the minimum number of branches in an



in the extended Feistel structure of the type 1, which is shown in Fig. 8 or
Fig. 10, is equal to or more than BD + B2 D. [0171] A case is considered,
in which a difference (AX) obtained using an input that is not zero is
provided in the extended Feistel structure of the type 1. In this case, the
extended Feistel structure of the type 1 has the following four
characteristics: (Characteristic 1) A differential active S-box that is not
zero exists in at least one round from among d continuous rounds.
(Characteristic 2) If Dk = 0 holds,-Dk-t++= Dk + 1 holds. (Characteristic
3) If Dk 0 holds, Dk_d+Il + Dk + Dk + 1 B1D holds. (Characteristic 4) fERk 9C
+ Dk+d # 0 holds, Dk_d+| + Dk + Dr.+d + Dk+d+l ? BZD holds. [01721 -
1in83d802R108a tBy wtitizingithedfour eharatieristicsgiven abovesit witkbehe
proved that ActD(3d) Z BID + BzD holds, i.e., it will be proved that "the
MiRGBRr %‘Flﬂlﬁﬁe‘"reﬁﬁalb é@ﬁ\?é}?‘ﬁbéﬁeémc}u“d@djw cBAfiAdsuS founds is
ual to \ore than B1D + B2 D",

tra%spose rlces inversé matrices of the linear
transformation matrices, respectively, which have been
previously described in {(4-2) and {4-3}, in continuous F-
functions that are input to one data line included in an
extended Feistel structure.
[0168]

B1P, B,P, and B," are defined as fcllows:

[Equation 11]

B = min(Branch,(M,))
BL:D - min(BFGNChra([Mi E Mi+d]))

By =min(Branch, ("M M, 1)

[0169)

Note that, in the above-mentiocned definitions, the
following relationship holds:

B,P 2 B,P

Additionally, the number of differential active 3-hoxes
included in the k-th F-function in the extended Feistel

structure of the type 1, which is shown in Fig. 8 or Fig. 10



[0173] Itis supposed that the i+1-th to the i+3d-th rounds are targets
rounds. Case 1: a case is supposed, in which an active S-box that is not
zero exists in the i+d+2-th to i+2d-1--th rounds. When it is supposed that
a round in which an active S box that is not zero exists is the k-th round, it
is indicated that Dk # O holds. [0174] Case 1-1: in addition to Case 1,
when Dk+d--i # 0 holds, the followings hold: in accordance with
Characteristic 3, D]c + Dk+l + Dk_ d-I > BID in accordance with
Characteristic 4, Dk+d_ + Dk-zd + Bk_%* + Dk+d ? B2D Thus, the
following is obtained: [Equation 12] - 94 S0721090 i+3d EDJ ? BE¢BF10390
J=i+1[0175) Case 1-2: in addition to Case 1, when Dk+.y # 0 holds, the
i sfollewdngs:held: in aceattance withiharacteristie 3; DidtlitDlgtdbbxes is
Dk-d+2 B ,D
dencted by L.
[0170]
(Proof 1. Proof of ActD(3d) 2 BP + B,D)
First, it will be proved that ActD(3d) = B + B,” holds.
In other words, it will be proved that the number of
differential active S~boxes included in 3d ceontinuous rounds
in the extended Feistel structure of the type 1, which is
shown in Fig. 8 or Fig., 10, is equal to or more than BP +
B,P.
(01717
A case 1s considered, in which a difference {(AX)
obtained using an input that is not zero is provided in the
extended Feilstel structure of the type 1. In this case, the
extended Feistel structure of the type 1 has the following
four characteristics:
{Characteristic 1) A differential active S-box that is
net zero exists in at least cne round from among d
continuous rounds.

(Characteristic 2) If D, = 0 holds, Dy,_4.; = Dy, + 1 holds.

{Characteristic 3) If Dy # 0 holds, Dy_g + D

y P Dy 1 2

B, holds.

{Characteristic 4) If D, + Dy # 0 holds, Dy 41 + Dy +



in accordance with Characteristic 4, Dk + Dk-d+| + Dk+d + Dk+d+| ? B2D
Thus, the following is obtained: [Equation 131 i+3d EDP>_BD+Bf j=i+1
[0176] Case 1-3:in addition to Case 1, when Dk+d 1 =0 and D,+, 0 hold,
the followings hold: in accordance with Characteristic 2, Dk = Dk+d # 0 in
accordance with Characteristic 3, Dk + Dk+| + Dk- d+i > BID in
accordance with Characteristic 3, Dk+d + Dk+d+; + Dk+l - 95 S07P1090
> B2D Because Dk+i = 0 holds, the following is obtained: [Equation 14]
i+3d j Dj >_ 2B] D j=i+1[0177] Gase32=a case is supposed, in which no
active S-box that is not zero exists in the i+d+2 to i+2d-1 rounds. 180721030
accordance with Characteristic 1, D2+d+l # 0 or D2+2d # 0 holds.

By utilizing the four characteristics given above, it

will be proved that

ActD(3d) 2 B.® + B,
holds, i.e.,

1t will be proved that "the number of differential

active S-boxes included in 3d continucus rounds 1s egual to

or more than B{P + B,P".

[0173]

It is supposed that the i1+l-th to the i+3d-th rounds

are targets rounds.

Case 1: a case 1s supposed, in which an active S-box

that is not zero exists in the i+d+2-th to i+2d-1-th rounds.

When it is supposed that a round in which an active §-

box that is not zero exists is the k-th round, it is

indicated that D, # 0 holds.

[0174]

Case 1-1: in addition tec Case 1, when Dy,4.; # 0 holds,

the followings hold:

in accordance with Characteristic 3, Dy + Dy, + Dy

[\

n.D

prt
[

in accoeordance with Characteristic 4, Dyg.1 + Dypag +

D
Dyog + Dyeg 2 By

Thus, the following is obtained:

[Equation 1Z]



[0178] Case 2-1: when Di-2d = 0 holds although Di+d+l # 0 holds, the
followings hold: in accordance with Characteristic 2, Di+d+1 = Di+2d+| # 0
in accordance with Characteristic 3, Di+d+| + Di+d+2 + Di-2 B1D in
accordance with Characteristic 3, Di+2d+| + DI-2d+2 + Di+d+2 21 B1D
Because Di+d+2 = 0 holds, the following is obtained: [Equation 15]i+3d
IDi ?2B1 j=i+l - 96 S07P1090 [0179] Case 2-2: when D, +2d # 0 holds
although D;+d+1 = 0 holds, the followings hold: in accordance with
Characteristic 2, Di+2d = Di+d # O-incaccordance with Characteristic 3,
Di+d + Di-d+1 + Di+1 ? BID in accordance with Characteristic 3, Dgx20b+ 020
Di+2d+1 + Di+d+1 B, Because Di+d+1 = 0 holds, the following is
;.Qbtained: [Equation 16] i+3d IDj2Bf j=i+1

> D, =B +By

it

[C175]

Case 1-2: in addition to Case 1, when Dy,; # 0 hclds,
the followings holc:

in accordance with Characteristic 3, Dy + Dw + Digis
2 B,"

in accordance with Characteristic 4, Dy + Dy_syq * Drag +
Dgagsr 2 BpP

Thus, the following 1s cobtained:

[Equation 13]

i+3d 5 b
> D,z B/ +B,

=i+l

[017¢]
Case 1-3: in addition to Case 1, when Dy,,; = 0 and D,
= (0 hold, the followings hold:
in accerdance with Characteristic 2, Dy = D4 # 0
in accordance with Characteristic 3, Dy + Dy + Dp.
d+1 2 B1D

in accordance with Characteristic 3, Dy.s + Dyigey + Dy



[0180] Case 2-3: when Di+d_11 # 0 and Dj+2d # 0 hold, the followings
hold: in accordance with Characteristic 3, Di+d+1 + Di-ra2 + D1+2 >_BID
In accordance with Characteristic 3, Di+2d + Di+2d+1 + D_+d + Di+1 >

B2D Thus, the following is obtained: [Equation 17]-97 S07P1090 i+3d
ED,>_B+Bz j=i+l [0181] When Case 1 and Case 2 given above are
summarized, it is proved that the following holds: [Equation 18] i+3d

ED,> Bf+B~ j=i+1 In other words, the following holds: ActD(3d) ? B1 +

B2 It has been proved that the numiser of differential active S-boxes
included in 3d continuous rounds in the extended Feistel structureSéfthéC >0
type 1, which is shown in Fig. 8 or Fig. 10, is equal to or more than B15 +

> B

Because Dy,; = 0 holds, the following is cbtained:

[Eguation 14]

i+3d
> D, =28’

J=itl

[C177]

Case Z: a case is supposed, in which no active S-box
that is not zerc exists in the i+d+2 to i+Zd-1 rounds.

In accordance with Characteristic 1, Diyge # 0 0r Diog #
0 holds.
[0178]

Case 2-1: when D.,,4; = 0 helds although Dj,4,, # 0 holds,
the followings hold:
in acceordance with Characteristic 2, D, g4 = Dijoger # 0O
in accordance with Characteristic 3, Di,gi1 + Dijgen * Diyn 2
B, P
in accordance with Characteristic 3, Diisgiq1 + Dissgin + Ditger 2
B,P

Because Dj,q.; = 0 holds, the following is obtained:

[Eguation 18]

i+3d
> D, =28

F=i+l



[0182] (Proof 2. Proof of ActL(3d) ? 2B7L) Next, it will be proved that
ActL(3d) ? 2B2 holds. In other words, it will be proved that the number of
linear active S-boxes included in 3d continuous rounds in the extended
Feistel structure of the type 1, which is shown - 98 S07P1090 in Fig. 8 or
Fig. 10, is equal to or more than 2B2L. Note that, as described above, B2L
is defined as follows: [Equation 19] BL z = Min(Branch a ([ M,-' tMx+d]))
Additionally, the number of 'linear active S-boxes included in the k-th
F-function is denoted by Lk. [0183] ¥¢hen a linear mask obtained using an
input that is not zero is provided in the extended Feistel structure efithel 050
type 1, the extended Feistel structure of the type 1 has the following two
characteristics: (Characteristic 5) A linear active S-box that is not zero
exists in at least one round from among d continuous rounds.
iO(Jc:"fl%dracteristic 6) Lk + Lk+i + Lk+d ? BBL or Lk + Lk+1 + Lk+d = 0 holds.

Note, that, w ﬁlﬁh Lkt 1 + rk+dl ')? 2L holds, tvyj? more term& holds,

mclucfecfln the le sidé do hot become Simu %anedu%fy zero
the followings hold:

in accordance with Characteristic 2, Di..q = Djyg # O

in accordance with Characteristic 3, Di.g + Diyger * Dig 2 B/P
in accordance with Characteristic 3, Dj.og * Diioge1 + Piiger 2
B, P

Because D;,.4; = 0 helds, the following is cbtained:

[Egquation 16]

Iij >2B]

J=i+l

{0180]

Case 2-3: when Dy, g1 # 0 and D;,,q ¥ 0 hold, the
fellowings hold:

in accordance with Characteristic 3, Di,4.1 + Disgqes + Diis
> BV

In accordance with Characteristic 3, Di.zgq + Diisger + Disg
T Din Z BZD

Thus, the following is cbtained:

[Equation 17]



By utilizing the two characteristics given above, it will be proved that ActL
(3d) >: 2B2L, - 99 S07P1090 holds, i.e., it will be proved that "the
number of linear active S- boxes included in 3d continuous rounds is
equal to or more than 2B2L [0184] it is supposed that the i+|-th to the
i+3d-th rounds are targets rounds. Case 1. a case is supposed, in which
an active S-box that is not zero exists in the i+d+2-th to i+2d-th rounds.
When it is supposed that a round in which an active S- box that is not zero
exists is the k-th round, it is indicatedthat Lk # 0 holds. [0185] Case 1-1:
in addition to Case 1, when Lk+d # 0 or Lk-1 ~ 0 holds, the followisgs r1 090
hold: in accordance with Characteristic 6, Lk + Lk-d + Lk+1 >B2 L in
.aecordance with Characteristic 6, L.k_1+Lk_1_d+ Lk_d>BZL Thus,

Eeégllgwfgig iioggained: [Equation 20] i+3d

J=i+l

[0181]
When Case 1 and Case 2 given above are summarirzed, it
is proved that the following holds:

[BEguation 18]

i+3d b b
> D, =B +B,

j=itl

In other words, the following holds:

ActD(3d} = BP + B,P

Tt has been proved that the number of differential
active S-boxes included in 3d continuous rounds in the
extended Feistel structure of the type 1, which 1s shown in
Fig. 8 or Fig. 10, is egual to or more than B® + B,P.
[0182)

(Proof 2. Proof of ActL(3d) z ZB,l)

Next, it will be proved that ActL(3d)} = 2B," holds.

In other words, it will be proved that the number of
linear active S-boxes included in 3d continuous rounds in

the extended Feistel structure of the type 1, which is shown



L> 2Bz J=i+l 100 SO07P1090 [0186] Case 1-2: in addition to Case 1,
when Lk+d = 0 and Lk_, _ 0 hold, the followings hold: in accordance with
Characteristic 6, Lk-d+1 # 0 in accordance with Characteristic 6, Lk + Lk-1

+ Lk+d_1 > B2 L in accordance with Characteristic 6, Lk-d1 + Lk+1 +
Lk-d+2 > B"L [0187] In this case, if d > 4 holds, the following is obtained.
[Equation 21] i+3d ILI >_2B2 j=i+1 [0188] If d = 3 holds, it has already
been known that L,._1 =0 holds although Lk-1 is duplicated. Thus,
similarly, the following is obtained: [&guation 22] i+3d ELI > 2B2 jd+1
[0189] S07P1090

in Fig. 8 or Fig. 10, is egual to or more than 2B,L.
Note that, as described above, B;r is defined as
follows:

[Egquation 19]

B; = m.in(BranChﬂ([iMi_llrMi:-]d]))

Additiconally, the number of iinear active S-boxes
included in the k~th F-function is denoted by L.

[01831

When a linsar mask obtainsd using an input that ls not
zero is provided in the extended Feistel structure of the
type 1, the extended Feistel structure of the type 1 has thne
following two characteristics:

{Characteristic 5) A linear active S-box that is not
zero exists in at least one round from among d continuous
rounds.

(Characteristic 6) L, + Ly + Ly,g 2 Bl or Ly + Ly, +
Lyyq = 0 holds. Note that, when Ly + Ly,; + Ly 2 BxY holds,
two or more terms included in the left~hand side do not
pecome simultaneously zero.

By utilizing the two characteristics given above, it
will be proved that

ActL(3d) 2 2B,L,



- 101 SO07P1090 Case 2: a case is supposed, in which an active S-box
‘that is not zero does not exist in the i+d+2-th to i+2d-I-th rounds. The
followings hold: in accordance with Characteristic 1, Li+d+1 # 0 in
accordance with Characteristic 6, Li+d # 0 in accordance with
Characteristic 6, Li+d+2 + Li+d+2 + Li+2d+1 >_ B2 L in accordance with
Characteristic 6, Li+d + Li+d-1 + Li+2d- 1 > B2 [0190] In this case, ifd ? 4
holds, the following is obtained. [Equation 23] i+3d Lj 2B2 j=i+l [0191] If
a =3 holds, it has already been krowt that L wg = 0 holds although Li+, is
duplicated. Thus, similarly, the following is obtained: [Equation 24Fi#381{20
> 2B2 j=i+l- 102 S07P1090

holds, 1.e.,

it will be proved that "the number of linear active S3S-
boxes included in 3d continuous rounds is egual to or more
than 2B,L".
[0184]

It is supposed that the i+l-th to the 1+3d-th rounds
are targets rounds.

Case 1: a case is suppesed, in which an active S-box
that is not zero exists in the i+d+2-th to i+Zd-th rounds.

When it is supposed thait a round in which an active 3-
box that is not zero exists is the k-th round, it is
indicated that Ly # 0 holds.
[0185%]

Case 1-1: in addition to Case 1, when Ly, # 0 or L. #

0 holds, the followings hold:

in accordance with Characteristic €, Ly 4 ILy.4 + Ly
in accordance with Characteristic &, Ly, + Ly.q.g +

Thus, the fcllowing is obtained:

[Eguation 20]

i+3d

> L, >2B)

J=iH



[0192] When Case 1 and Case 2 given above are summarized, it is

proved that the following holds: [Equation 25] i+3 d Lj>_2Bz j=i+1In

other words, the following holds: ActL(3d) ? 2B2 L, It has been proved

that the number of linear active S- boxes included in 3d continuous rounds

in the extended Feistel structure of the type 1, which is shown in Fig. 8 or

Fig. 10, is equal to or more than 2B2L. [0193] (6-2. Proof of Relationships

between Numbers of Active S-Boxes in Extended Feistel Structure of

Type 2 and Minimum Numbers ef Btenches Based on Linear

Transformation Matrices in F-Functions) Next, the proof of relatioriEhips. 090

between the numbers of active S-boxes in the extended Feistel structure
rookthe type 2, which has been described with reference to Fig. 9, and the

minimum numbers of branches based on linear transformation matrices in

F-furtieng Wil be d&sisibed 094722031 807PAB9Bx4n Gther WotdSkin =

o 3&83¢ Inyhich fhe pumben ol ;.
in accordance with Characteristic 6, Ly 4.4 # 0

in accordance with Characteristic 6, Ly + Ly g + Lyig.r 2

in accordance with Characteristic 6, Ly_gs1 + Lpyp T Lypoges

In this case, if d 2 4 holds, the following is obtained.

[Equation Z1]

i+3d .
> L, 22B,

F=i+l

[0188]

If ¢ = 3 holds, it has already been known that L, , = 0
holds although L,_; is duplicated.

Thus, similarly, the following is obtained:

[Eguation 22]

i+3d
> L, 22By

F=i+l

[0189)



differential active S-boxes included in p continuous rounds in the
extended Feistel structure of the type 2 is denoted by ActD(p), and in
which the number of linear active S-boxes is denoted by ActL(p), the
following relationships exist: ActD(6) ? B1D + BzD ActL(6) ? 2B2 L it will
be proved that these relationships hold. [0195] When the configuration of
the extended Feistel structure of the type 2, which has been previously
described with reference to Fig. 9, is shown in another form, it can be
shown as a configuration shown i Fig. 2. Although the configuration is
shown in Fig. 9 in such a manner that respective data lines are pesfitged 0
on a round-by-round basis, permutation of the data lines is not performed
in Figp 44, 2and each of the gatalinesiis showh astoneline:tinigstbpx
rounds 1 to 12 are shown. F-functions in two rounds (1 to 2, 3to 4, ...) are
EhéfowR it ShcR A MaRRBF tRstthEy afe arfanged it e Adfizdrtal el For-2
~oexampleEl, Ofgiigwﬁ[‘éjs': 4.2 selected from among F-functions Fl, 0
to FI, d-I tlljnat are shown in a horizontal line for the rounds 1 to 2 shown in
Fig. ik, adhich @ue eyent-othernseleetedF-furictions  (quiputarmws are
directed upward), are performed in the first round in parallel. In the next
second FEHIF ARB < 0% SO FEI0 Yemaiting 1, £:Fa, B, Y., and F,,
d—lggﬁ%ghggég%%r-%g@ﬁ-Characteristic 6, Liiger + Ljigen +

Disoaer 2 Bo®

in accordance with Characteristic 6, L.,y + Li,sq + Ligsge
1 2 By
[0120]

In this case, if d =2 4 hclds, the following is obtained.

[Equation 23]

i+3d

> L, =2By

J=itl

[0191]

If d =3 helds, it has already been known that L., = 0
holds although L, is duplicated.

Thus, similarly, the following is obtained:

[Eguation 24]

i+3d

> L, >2By

=it



selected F-functions (output arrows are directed downward), are
performed in parallel. [01961 In Fig. 11, numbers used to identify each of
the F- functions are newly introduced in order to easily understand the
proof, and a position of the F-function is determined using the two
numbers. That is, i of F " denotes a round number (1 =1 and 2 rounds, 2
=3 and 4 rounds ...), and y denotes - of an F- function in two rounds. Note
that, when j is an even number, which is 0, 2, or 4, the F-function is
provided for a preceding round, anddhat; when j is an odd number, which
is 1, 3, or 5, the F-function is provided for the following round. Not&Cthat,0 30
when a linear transformation matrix included in the F-function F,j is

[ Oeferred to as [N1, ]. [0197] In the configuration of the extended Feistel
structure of the type 2, it will be proved that the following relationships,
whi¢h*Ravé bednlpravidusiEdescribetfih GR2Y Applitafichibl Dsde ¢

. E Feistel Structure.of Type 2),,hald: ActD(6) >- B,D + B2 ActL(6)
15{&%%%5&%@2: rj‘gﬁor%r%gfﬁ -%%5 %6%151090 ActD(6) and ActL(6)
[ sdenate dhe ramber of differential

+3d

> L, 22B;

il

In cther words, the following holds:

ActL(3d) 2 2B,L,

It hasg been proved that the number of linear active 5-
boxes included in 3d continuous rounds in the extendsad
Feistel structure of the type 1, which is shown in Fig. 8 or
Fig. 10, is egual tc or more than 2B,b.

[0193]

(6-2. Proof of Relationships between Numbers of Active
S-Boxes in Extended Feilstel Structure of Type 2 and Minimum
Numbers of Branches Based on Linear Transfcrmation Matrices
in F-Functions)

Next, the proof of relationships between the numbers of
active S-boxes in the extended Feistel structure of the type
2, which has been described with reference to Fig. %, and
the minimum numbers of branches based on linear

transformation matrices in F-functions will ke described.

[0194]



active S-boxes and the number of linear active S-boxes, respectively,
included in six continuous rounds in the extended Feistel structure of the
type 2, which is shown Fig. 9 or Fig. 11. BID denotes the minimum
number of branches among the number of branches in the linear
transformation matrices in the F-functions included in the extended
Feistel structure of the type 2. B2D and B2L denote the minimum number
of branches in an incidences matrix of linear transformation matrices, and
the minimum number of branches incan incidence matrix of transposed
matrices of inverse matrices of the linear transformation matrices,s07210%0
respectively, which have been previously described in (4-2) and (4-3), in
continueusErfunctions that are-input ta,one data line inclugded i an
extended Feistel structure. [0198] B,D, B2D, and B2L are defined as
difbflewsn [Egbation 26 B AmBrancind@d 1n)P,i B erhii{Branchimie

1 M) 07 208, 50781090, B2 S in(Branch” (M., Mizl.,DY 01991+ o
by ActD(p), and in which the number of linear active S-boxes
is dencted by ActlLi{p), the following relationships exist:

BctD(6) = BP + B,D

ActL(6) z 2By*

It will be proved that these relationships holid.
[0195]

When the configuraticn of the extended Feistel
structure of the type 2, which has been previcusly described
with reference to Fig. &, is zhown in another form, it can
be shown as a configuration shown in Fig. 11. Although the
configuration is shown in Fig. 9 in such a manner that
respective data lines are permuted on a round-by-round basis,
permutation of the data lines is not performed in Fig. 11,
and each of the data lines is shown as cne line. In Fig. 11,
rounds 1 to 12 are shown. F~functions in twoe rounds (1 to 2,
3 to 4, ...) are shown in such a manner that they are
arranged in cne horizontal line. For example, Fi, o Fi1, 2,
and Fi, g-2 selected from among F-functions Fl1, 0 to F1, d-1
that are shown In & horizontal line for the rounds 1 to 2
shown in Fig. 11, which are every-other-selected F-functions
(output arrows are directed upward), are performed in the

first round in parailel. In the next second round, the



Note that, in the above-mentioned definitions, the following relationship
holds: B,D >_ B7D Additionally, the number of active S-boxes included in
Fp, q is denoted by Dp Q. Note that, in the following description, when a
portion denoted by the subscript g has a negative value or a value equal
to or more than d, a residue operation (g mode d) is performed using d,
thereby correcting the portion so that 0 <- q < d always holds. [0200]
(Proof 3. Proof of ActD(6) >- B,D + B2D) First, it will be proved that
ActD(6) ? BID + B2D holds. In otheronords, it will be proved that the
number of differential active S-boxes included in six continuous rcuriosne 0
the extended Feistel structure of the type 2, which is shown in Fig. 9 or
rekigidinis equal toFer more. than:BiDF+ B2D,. [0201}: Acease:iszconsidered,
in which a difference (AX) obtained using an input that is not zero is
SeRNIdEY inthe™ extetded BESRRl st 0fiRE type 2 e this sy athe) -

%@;n%%o ﬁxtggdgg Feistel structure of the type 2 has the following

axje%esﬁ tel _ > ype ;
four characteristics: {Characteristic 1) A differential active S-box that is

ronatezero exists in F,,q (p =1, g e {0, ...d-1}) for a certain

In Fig. 11, numbers used to identify each of the F-
functicns are newly introduced in order to easily understand
the proof, and a position of the F-function is determined
using the two numbers.

That 1is, 1 of Fyi, ;+ denotes a round number (1 = 1 and 2
rounds, 2 = 3 and 4 rounds ...}, and vy denotes - of an F-
function in twe rounds. Note that, when 3 1s an even number,
which is 0, 2, or 4, the F-function is provided for a
preceding round, and that, when j is an odd number, which is
1, 3, or 5, the F-function is provided for the following
round. Note that, when a linear transformation matrix
included in the F-function Fi, 3 is referred to as [M, :].
{0197

In the configuration of the extended Feistel structure
of the type 2, it will be proved that the following
relationships, which have been previously described in {(5-2,
Zpplication of DSM to Extended Feistel Structure of Type 2),
hold:

ActD(6) = B,D + B,P

ActL(6) = 2B,

In the relationships,



I. (Characteristic 2) If Dp, q = 0 holds, Dp_7, g+1 = Do, g+1 holds (where
g is an even number), and Dp, g+i = Dp+i, g+] holds (where g is an odd
number) (Characteristic 3) If Dp g ~ 0 holds, Dp q + Dp_1, g+i + Dp q+2
B1 holds (where q is an even number), and DPIq + Dp, p+1 + Dp+l, g+1
B1D holds (where g is an odd number). (Characteristic 4) If Dp p + Dp+1
g $ 0 holds, Dp g + Dp+y g + DD-1, g+1 + Dp+i g+1 >_ B2D holds (where
g is an even number), and Dp p + Dp+y, g + Dp q+1 + Dp+2, +1 ? B2r
holds (where @ is an odd numbes). {@202] By utilizing the four
characteristics given above, it will be proved that ActD(6) ? BID + B27p102%0
holds, i.e., it will be proved that "the total number of - 108 S07P1090
diffexential @ctiveS-hoxes included ir 3drcontintioys Fofuncliens Fme ial
satisfying p e {i, i+l, i+2}, g e 10, 1, ...d- 1) for any integer i that is equal to
acormpre R 6he §8 edus o' RerethahiBE3B2DT Ve S-boxes,

respectively, inciuded in six continuocus rounds in the
extended Felstel structure of the type Z, which is shown Fig.
9 or Fig. 11.

B.P denotes the minimum number of branches among the
number of branches in the linear transformation matrices in
the F-functions included in the extended Feistel structure
of the type 2.

B,F and B,® dencte the minimum number of branches in an
incidences matrix of linear transformation matrices, and the
minimum number cof branches in an ingidence matrix of
transposed matrices of inverse matrices of the linear
transformation matrices, respectively, which have been
previously described in (4-2} and (4-3}), in continucus F-
functions that are input to one data line included in an
extendad Feistel structure.

[o1ag]
B,P, B.,P, and Byt are defined as follows:

[Eguation 26]

B = min(Branch, (M, ,))
i,j §

B;}D = mi.n(BranChn([Mf,j 1 Mz'+1,j m

i,j



[0203] It is supposed that, when an element that is not zero is arbitrarily
selected from among Dp, q(p=i+1,qE (0, ...d-1}), it satisfies Dj k # 0.

It is indicated in accordance with the above-mentioned (Characteristic 1)
that it always exists. [0204] Case 1: when Dj, k-i # 0 holds, the followings
hold: in accordance with Characteristic 3, Dj, k + Dj-i, k+i + Dj, k+i Bir
(where k is an even number) Dj k + Dj k+] + Dj+i, k+i. BID (where k is an
odd number) in accordance with Characteristic 4, D -1, k-i + Dj k-i + DA +
Dj+ k B2D (where k is an even number)-Dj k-_ + Dj-1 k-1 + Dj-7, k + Dj+i,

k ? B2'D (where k is an odd number) Thus, the following holds: s07p1020
[Equation 27] - 109 S07P1090 i+2 d-1 DP,9> B D + B P=t 9=0 0205]

B‘fa-?-eﬁﬂ”{@?}f%ﬂzﬂf M!ﬁﬁ; N)f»ﬂolvl?w’ngs hold:

i+,

[01%89]

Note that, in the above-mentioned definitions, the
following relationship holds:
B,? > B,D

Additionally, the number of active S-boxes included in
Iy, 4 is denoted by D, ,. Note that, in the following
description, when a portion denoted by the subscript g has a
negative value or a value egqual to or more than d, a residue
cperation (g mode d) is performed using d, thereby
correcting the porticn so that 0 £ g < ¢d always holds.
[0200]

(Proof 3. Proof of ActD(&) z B.P + B,P)

First, it will be proved that ActD(6) = B, + B,” holds.

In other words, i1t will be proved that the number of
differential active S-boxes included in six continuous
rounds in the extended Feistel structure cf the tvpe 2,
which 1s shown in Fig. 9 or Fig. 11, is equal to or more
than B® + B,P.
[0201]

A case 1s considered, in which a difference (AX)
obtalned using an input that 1s not zero is provided in the

extended Feistel structure cf the type 2. In this case, the



in accordance with Characteristic 3, Dj, k+7 + Dj, k+2 + Dj+i, k+2 > B1D
(where k is an even number) Dj, k+1 + Dj-l, k+2 + Dj, k+2 > Bye (where
k is an odd number) in accordance with Characteristic 4, Dj k + Dj+|, k +
D4-1, k+1 + D+1, k+- B2D (where k is an even number) Dj_, k + Dj k +
Dj_y k+, + Dj+= k+1 B2D (where k is an odd number) Thus, the following
holds: [Equation 28] i+2 d-1 JJDP,9 > BD +BZ P=i 9=0 0206] Case 3:
when Di, k_i =0 and Dj, k+i = 0 hold, the followings hold: - 110
307P1090 in accordance with Chatdcteristic 2, because Di, k 1 =0
holds, D[+1, k = Dj, k # 0 (where k is an even number) D7_1, =D FK#D020
(where k is an odd number) in accordance with Characteristic 3, D k + D;
extbkded &kidBl(wheredcisan efenhrumppr) 2 has the following

four characteristics:
{Characteristic 1) A differential active S-box that is

not zero exists in Fy 4 (p = 1, g € {0, ..d~1}) for a certain

1.
(Characteristic 2y If Dy, q = 0 holds,
Dp-1, q#1 = Dp, o1 holds (where g is an even number),
and
Dy, g+1 = Dpi1, qv1 holds (where g is an odd number).
{(Characteristic 3} If D@’q # 0 hoelds,
Do, g * Doo1, g1 + Dp, ge1 2 ByP holds (where g is an
aven number), and

v

Dy, g * Dp, ge1 T Dps1, g1 2 B.P holds (where g is an
odd number).
{Characteristic 4) If Dp,q + Dp+L g * 0 holds,
Dy, g + Posz, g * Dp-1, ge1 + Dps1, ge1 2 BpP holds (where

g is an even number), and

D + D

i8] M
5 g o1, q T Dg, ge1 F Dpen, ge1 2 ByY holds (where

g 1s an odd number).
[0202]

By utilizing the four characteristics given above, it
will ke proved that

ActD(6) = B;P? + B,P,

holds, 1.e.,

it will be proved that "the total numbser of



D;, k + D;, k+1 + D,+1 k+1 BID (where k is an odd number) further in
accordance with Characteristic 3, Dj+i, k + Dj, k+1 + Dj+1, k+1 B-z (where

k is an even number) D-1, k + Dj_1, k+1 + D;, B1 (where k is an odd
number) Thus, because D k+, = 0 holds, the following holds: [Equation
29]i+2 d-] Dp,q > BAD +B D p=i q=0 [0207] When the cases given above
are summarized, the following is proved: [Equation 3011 - 111

S0'7P1090 i+2 d-1 DV>4 B1D +B D 2 p=i g=0 In other words, the
following holds: ActD (6) > BID +B20EIthas been proved that the number
of differential active S-boxes included in six continuous rounds in the7?1090

extended Feistel structure of the type 2, which is shown in
differential active S-boxes included in 3d continuous -

functions Fy, 4 satisfying p € {i, i+1, i+2}, g € {0, 1, ..d-
1} for any integer i that is egual to or more than one is
equal to or more than BF + B,P".
[0203]

It is supposed that, when an element that ils not zerc

is arbitrarily selected from among Dy, ip =1+ 1, ge {0,

g
Ld-11y, it satisfies Dy, # 0. It is indicated in
accordance with the above-mentioned {(Characteristic 1) that
it always exists.
102047

Case 1: when Dy, . ; # 0 holds, the followings hold:

in accordance with Characteristic 3,
g T Dsq, ki1 f Dy, ger 2 BiP (where k is an even

number)

Dy, x + Dy, i1 * Dyi1, ka1 2 ByP (where k Is an odd

=

number}
in accordance with Characteristic 4,

D4 + Dj

D :
5.1, k-1 1T Dyq, + Diyy, & =z B,Y (where k is

, k- 4

an even number)

5, g+1, k-1 * DPio1, » + Dyg1, x 2 ByP (where k is

an odd number)
Thus, the following holds:

[Equaticn 27]



Fig. 9 or Fig. 11, is equal to or more than B1D + B2. [0208] (Proof 4.
Proof of ActL(6) ? 2B2L) Next, it will be proved that ActL(6) ? 2B2L holds.
In other words, it will be proved that the number of linear active S-boxes
included in six continuous rounds in the extended Feistel structure of the
type 2, which is shown in Fig. 9 or Fig. 11, is equal to or more than 2B2L.
Note that, as described above, B2L is defined as follows: [Equation 31]
BZ = min(Branch, ('M7 j | t M-1 j ])) Additionally, the number of linear
active S-boxes included in the Fp afH:F-function is denoted by Lp g. -
112 S07P1090 02 091 When a linear mask obtained using an inp8€#iat090
I ngt zero is provided in the extended Feistel structure of the type 2, the
m d Feis bst ugiore of the type 2 has the following two
rstlts (Cha aeteristic 5) A differential active S-box that is not
rFetd’exists in Fn,q (p =i, g e (0, ...d-1}) for a certain i. (Characteristic 6) Lj
k+Lj+1 k + Ljk+1B2L or Ljk + Lj+l, k + Lj, k+1 =0 holds (where k is an
even number), and
[0205]

Case 2: when D; 4., # 0 holds, the followings hold:
in accordance with Characteristic 3,

Dy, wa1 t Dy, waz * Diyg, e 2 ByP (where k is an even

number)

Dy, 41 * D1, ka2 * Dy, w42 2 ByP (where k is an odd

numper)

in accordance with Characteristic 4,

Dy, x *+ Dyu1, x * Dy, o1 ¥ Dys1, xer 2 BoP (where k is

Je Jm4

an even number)

v

Dsoy, v F Dy, w7 Dact, wer T Bygr, xer

d=i,

B,P (where k is
an odd number)
Thus, the following holds:

[Equation 28]

i+2 d-1

ZZDN >BP + B

p=i g=0

[0206]
Case 3: when Dy 5 = 0 and Dy ;= 0 hold, the

followings heold:



Ljk +Lj+1, k+ L,+1, k+1 > BZL or 1j k + Lj+I, k + Lj+1, k+1 =0 holds
(where k is an odd number). [0210] Note that, when a relationship is
represented in a form La + Lb + LC > B2L, two or more terms included in
the left- hand side do not become simultaneously zero. By utilizing the two
characteristics given above, it will be proved that ActL(6) ? 2B2L, holds,
i.e., it will be proved that "the number of linear active S- boxes included in
3d F-functions FO, g satisfying p e {i, i+1, i+2), q e (0, 1, ...d-I} for any
integer i that is equal to or more thaniane-is equal to or more than 2B2L".
113 SO07P1090 0211] It is supposed that, when an element that is3otF1 090
zero is arbitrarily selected fromamongLPa(p=i+1,qe (0, ...d-1)),it
satisfiesddcl #0.rtis indicated 41 accercancewith Chatactedstis 5 that= 0
such Lj k always exists. [0212] The followings hold: in accordance with
ha@Rgracteristic 6, Li-1 k + Lj k + Lj_y k,I B2i (where k is an even number)

D. ¢ = Dy, # 0 (where k is an even number)

D. . = Da

4,k F 0 {where k is an odd number)

in accordance with Characteristic 3,

w+1 t Dy, w41 2 BP (where k is an even
number)

D,y + D.

5, kel T Dis1, pa1 2 BiP (where k is an odd

number)
further in accordance with Characteristic 3,

Dis1, x + D3, w1 T Dy, xe1 2 B.P (where k is an even

number)
Diyu1, ¥ * Dsq, w1 + Dy, ez 2 B, {where k is an odd
number)
Thus, because D: ., = 0 holds, the following holds:

[Equation 2%]

i+2 d-1

ZZDM > B +Bf

p=i 4=0

[02G7]
When the cases given above are summarized, the
following is proved:

[Equation 30]



Lj k + Lj+l, k + Lj+l, k+i. BZL (where k is an odd number) [0213] Case 1:

when Lj, k_1 # 0 holds, the followings hold: in accordance with

Characteristic 6, L,, k_, + Lj+1, k-1 + Lj+l, k B2L (where k is an even

number) Li-1, k-1 + L<k 1 +L,, , k B2L (where k is an odd number)

Thus, in this case, the following holds: [Equation 32] - 114 S07P1090

i+2 d-12 LPg_BL p=ig=0 [0214] Case 2: when Li, k_1 = 0 holds, the

followings hold: in accordance with Characteristic 6, Lj-l, K-1 # O (where k

is an even number) Lj+i, k-i # 0 (where k-4s an odd number) Thus, the

followings hold: Lj-1, k-2 + Lj, k-2 + L;1, k-i B2L (where k is an everg 0721090
z_*_réucrln_g)er) Li, k-2 + 11+1, k-2 + Lj+i, k-1 B2L (where k is an odd number)

>>D, 2B’ +B;

p=i g=0

In other words, the following holds:

BotD(6) 2 BiP + B,P

It has been proved that the number of differential
active S~boxes included in six continuous rounds in the
extended Feistel structure of the type 2, which is shown in
Fig. 9 or Fig. 11, is egual to or more than B + B,P.

[0208]

(Proof 4. Proof of ActL{6) 2 ZB,Y)

Next, 1t will be proved that ActL{6) 2 2B,* holds.

In other words, it will be proved thait the number of
linear active S-boxes included in six continuous rounds in
the extended Feistel structure of the type 2, which is shown
in Fig. 9 or Fig. 11, is equal toc or more than 2B,%.

Note that, as described above, B," is defined as
follows:

[Eguation 31]

By =min(Branch, ("M M7 1)
l,_]

Additionally, the number of linear active S-boxes

included in the F, ,-th F-function is denocted by I, ..



Because d ? 4 holds in this case, in such case, the following holds:
[Equation 33] i+2d-12 LP,q-BL p=i 9=0 [0215] When Case 1 and
Case 2 given above are summarized, it is proved that the following holds:
- 115 507P1090 [Equation 34]i+2 d-1L Lp,q- B2 p=i g=0 In other
words, the following holds: ActL(6) ? 2B2', It has been proved that the
number of linear active S- boxes included in six continuous rounds in the
extended Feistel structure of the type 2, which is shown in Fig. 9 or Fig.
11, is equal to or more than 2B2 -[Q216]-[7. improved Configuration for
implementation Based on Contrivance of Setting of F-Functions arsdi 721080
Process of Utilizing F-Functions]

[0209]

When a linear mask obtained using an input that is not
zero is provided in the extended Feistel structure of the
type 2, the extended Feistel structure of the type 2 has the
following two characteristics:

(Characteristic 5) A differential active S-box that is
not zero exists in ¥y, o (p = 1, g € {0, ..d-1}} for a certain
i.

{Characteristic &)

i k+Lj+1,k+L ki1 = Bt or L

i, 5, kT Lyen, o T Ly, e =0

3
holds (where k is an even number), and
Liow + Ligq, « 7 Lygr, ker 2 Bo™ or Ly g + Lyuy, p + Lygg, se1 = O
helds (where k is an odd number).
[0210]

Note that, when a relationship is represented in a form
La + Ly + L. 2 Byl, two or more terms included in the left-
hand side do not become gsimultaneously zero.

By utilizing the two characteristics given above, it
will be proved that

ActL(8) = 2B,L,

holds, i.e.,

it will be proved that "the number of linear active 3-
boxes included in 3d F-functions Fp, 4 satisfyving p € {1, 1i+1,
i+2t, g € {0, 1, ..d-1} fcr any integer 1 that 1s equal to

or more than one is equal to or more than 2B,M",



As described above, in the present invention, at least two or more
different matrices are selectively applied to linear transformation
processes performed in F-functions in respective rounds, i.e., the
so-called diffusion-matrix switching mechanism (DSM) is applied, in the
extended Feistel structure having the number of data 'lines: d that is set
to an integer satisfying d ? 2, thereby realizing a configuration in which
resistance to 'linear analysis or differential analysis is enhanced. 116
S07P1090 0217'y when a configurafién in which operation processes in
which a plurality of different matrices are selectively applied are S07P1020
performed in this manner is to be realized as hardware, different

[ OR-Fuction processing sections having hardware configurations for
performing operations corresponding to the reﬁ%ective matrices are

necéssary. ParicHENy “when & phitafity SHrefmtionsHret8 g&° #9°°©

i sPerfgrmed in parallel in-ong reynd, aplurglity of cirquits for the plurality of,
F-functions for performing parallel processm@’ are necessary. (02181 In
...Gttier woris, the éxteneediFeistet structlire ofsthendyipea2 ewhich has been

previously described with reference to Fi%IQ or Fig. 11, has a

& SR RASo i Whidh daat trahSfdrnatior frocgesEs o whidh §%idrality
o Qf F-functions

[02121]
The followings hold:

in accordance with Characteristic 6,

Lie1, x * Ly, ¢ + Ly, pep 2 BpR {where k is an even
number:

Ly, x + Lay1, x * Lyseq, ye1 2 Bp® (where k is an odd
number)
[0213]

Case 1: when Ly .1 # 0 holds, the followings hold:
in accordance with Characteristic 6,
+

L 3 =
Lo, ger T Ly, ket L1441, ¥ = Byl (where k is an even

number)
Lo, g1 ¥ Dy, oy + Lyog, ¢ 2 B,l (where k is an odd
number)
Thus, in this case, the following holds:

[BEguation 3Z2]



are applied in the same round are performed in parallel. When the
processes according to the configuration of the type 2 are to be
performed with hardware, it is necessary to implement the number of
pieces of F-function hardware that corresponds to the number of
F-functions that are performed in parallel in one round. Regarding
F-functions that are required to be performed in parallel as mentioned
above, a plurality of F-functions having the same configuration need to
be provided even when they has-thélsame configuration. - 117 S07P1090
[0219] As described above, a cryptographic process configurationgftke 020
present invention is a configuration in which a plurality of at least two or
i+moerg different matrices are selectively applied to linear transformation
Errﬁﬁes thajghe performed in F-functions in respective rounds,
d )Pifis_pro%ided as a configuration in which resistance to various
p?ﬂ/ﬁég of attacks is enhanced. in other words, it is provided as a
configuration provided with the diffusion-matrix switching mechanism
(DSM: Diffusion Switching Mechanism). [0220] In order to satisfy the
diffusion-matrix switching mechanism (DSM), it is only necessary that a
ition is satisfied, for example, in which a plurality of different

matrices s3usfying.a condition inywhich,a mipimum Rumber of 151 q:
in accordance with Characteristic 6,
Ljoy, y-1 # 0 (where k iIs an even number)
Liv1, k-1 # 0 (where k is an odd number)

Thus, the followings hold:

-

Lo, w2 + Ly weo 7 Loy, xn

IV

B,* (where k 1s an even
number!
Ly, k-2 * Lyg1, k-2 T Lsar, g1 2 Bt {where Xk is an odd
nunber)
Because d 2 4 holds in this case, in such case, the
following holds:

{Equation 33}

jo

i+2 d-1

i
<

p=Lg

[0215]

When Case 1 and Case 2 glven above are summarized, it

is proved that the following holds:



branches [Bko] for all of the data lines is equal to or more than three are
set, the minimum number of branches [B,kn] for all of the data lines being
selected from among minimum numbers of branches [Bk (s(i))]
corresponding to the data lines, each of the minimum numbers of
branches [B,D(s(i))] corresponding to the data lines being calculated on
the basis of linear transformation matrices included in k (where ks an
integer equal to or more than two) continuous F- functions that are input to
a corresponding data line s(i) - 1181367P1090 in the extended Feistel
structure. There is no particular constraint of the F-functions that a$¢7F1020
performed in parallel in each round. [0221] An example of a configuration
[Egwelithnmpiémentation efficiency is improved while maintaining
resistance based on the diffusion-matrix switching mechanism (DSM) in
an extended Feistel structure on the basis of these characteristics will be
e |bed below. [0222] (7-1. Method for Efficiently Arranging
|ons in g(tended Feistel Structure of Type 2) First, to begin with,
y[@t% ar efficiently arranging F-functions in the extended Feistel
pstrmelure of the type 2, which has been described with reference to Fig. 9
or Fig. 11, will be described. As mentioned in the

I+

In other words, the following holds:

ActL(6) 2 2B,L,

It has besn proved that the number of linear active 3-
boxes included in six continuous rounds in the extended
Felistel structure of the type Z, which is shcwn in Fig. 9 oz
Fig. 11, is equal to or more than 2B,L.

[G216]

{7. Improved Configuration for Implementation Based cn
Contrivance of ZSetting of F-Functions and Process of
Utilizing F-Functions]

As described above, in the present invention, at least
two or more different matrices are selectively applied to
linear transformation processses performed in F-functicns in
respective rounds, 1.e., the so-called diffusion~-matrix
switching mechanism (DSM) is applied, in the extended
Feistel structure having the number of data lines: d that is
set to an integer satisfying d 2 2, thereby realizing a
configuration in which resistance to linear analysis or

differential analysis is enhanced.



section heading (5-2. Application of DSM to Extended Feistel Structure of
Type 2) that has been previously described, the extended Feistel
structure of the type 2 has the following parameters. Parameters: (a) The
number of divisions for a piece of data: d (where d is an even number
equal to or more than four) (b) The length of a piece of input/output data:
dmn bits - 119 S07P1090 (c) The length of pieces of divided data: mn
bits (d) The number of F-functions per round: d/2 [0223] In other words,
as shown in Fig. 9, F-functions are applied to mn-bit data lines provided
as odd-numbered data lines from the left end in each round, and thé 721090
process results of the F-functions are output to immediately adjacent

[ odatajlines and subjected to exclusive-OR. Note that the operators of
exclusive-OR are omitted in Fig. 9. [0224] A configuration will be
desefitsad Below ih WieR Lifdplémerit eFiciOma) for the eXESITstF Edistél

wSiycture of fhe fupe Z.having:sueh,a conflanation s enfianced, As gne
examplel,ja case in‘which the number of data lines (%he number o

apflivisions) is sgtas skmdawillibe-describedhwith : keferense teekin: 124lnEig.

12, two different F-functions
hardware, different F-functicn processing sections having
hardware configurations for performing operations
corresponding to the respective matrices are necessary.
Particularly, when a plurality of F-functions are to be
performed in parallel in one round, a plurality of circuits
for the plurality of F~functicns for performing parallel
processing are necessary.
[oz2181

In other words, the extended Felstel structure of the

type 2, which has been previously described with reference
to Fig. & or Fig. 11, has a configuration in which data
transformation procesges to which a plurality of F-functions
are applied in the same round are performed in parallel.
When the processes according to the configuration of the
type 2 are to be performed with hardware, it is necessary to
implement the number of pieces of F-function hardware that
corresponds to the number of ¥F-functions that are performed
in parallel in one yound. Regarding F-functicns that are
regquired to be performed in paralliel as mentioned above, a
plurality of F-functions having the same configuration need

to be provided even when they has the same configuration.



that perform linear transformation using two different linear transformation
matrices Ml and M2 are denoted by F1 and F2, respectively. [0225] A
Feistel structure shown in Fig. 12 is the extended Feistel structure of the
type 2 in which the two F-functions, i.e., the F-functions Fl and F2, are
used, and in which d = 4 holds. In other words, it has a configuration

having the followings: - 120 S07P1090 (a) The number of divisions for a
piece of data: four (b) The length of a piece of input/output data: 4mn bits
(c) The length of pieces of divided data: mn bits (d) The number of
F-functions per round: 4/2 = 2 [0226] In a case of the configuratiorsshawn ¢
in Fig. 12, in order to satisfy conditions for the DSM by using the two F-

[ dfunetions, some arrangements can be considered. In other words, in
order to satisfy conditions for the DSM, as described above, it is only
necéssaty tat& ednditionds Satisfisd: fsréxmpleRiPfMich a plurality of
difgerent matrices s%%EWing a conditign in.which a minimun%gumbqr .Of

“Pranchés TI%I?B] ?ofr a zf t‘ﬁeecfaefg}inés\fg %aﬁgﬁo or more thart three are L
wrSetnthe minipwim nunber-ef branshes {B) bormalkof therdatadinesbeingces
selected from among minimum
are selectively applied to linear transformation processes
that are performed in F-functions in respective rounds,
whereby 1t is provided as a configuration in which
resistance to various types cof attacks is enhanced. In
other words, it is provided as a configuration provided with
the diffusion-matrix switching mechanism (DSM: Diffusion
Switching Mechanism).
[0220]

In order to satlsfy the diffusion-matrix switching
mechanism (DSM), it is only necessary that a condition is
satisfied, for example, in which a plurality of different
matrices satisfying a conditicn in which a minimum number of
branches [B.P] for all of the data lines i1s equal to cr more
than three are set, the minimum number of branches [B.P] for
all of the data lines being selected from amcng minimum
numbers of branches [BP{s(i))] corresponding to the data
lines, each of the minimum numbers of branches [BP(s(i)}]
corresponding to the data lines being calculated on the
pasis of linear transformation matrices included in k (where

k is an integer equal to or more than two) continuous F-

functiocng that are input to a corresponding data line s(i)



numbers of branches [BKD(s(i))] corresponding to the data lines, each of
the minimum numbers of branches [BKD(s(i))] corresponding to the data
lines being calculated on the basis of linear transformation matrices
included in k (where k is an integer equal to or more than two) continuous
F- functions that are input to a corresponding data line s(i) in the
extended Feistel structure. There is no particular constraint of the
F-functions that are performed in parallel in each round. 121 S07P1090
0227] Accordingly, as manners in whiéh +-functions are set, the following
two manners can be used: (a) Setting a plurality of F-functions thatarerfiol 90
be set in one round as the same F-functions (b) Setting a plurality of
inFfuractionsthit &ré 4o bee setinrone raund airdifferent Ffunciions{(0228)
Here, as shown in Fig. 12, a configuration is provided. in which two
coRFGREtidts that e g% BreTotnBare 8let i 86 HHatthey ate aPpdir of =1
s FLand E2. An advantage of this configuration markedly appears when
hardware (H/W) implementation is performed on the basis of processes
[ ofpz 2one round. [0229] In other words, hardware (H/W) implementation is

An example of a configuration in which implementation
efficiency is improved while maintaining resistance bkased on
the diffusion-matrix switching mechanism (DSM) in an
extended Felistel structure on the basis of these
characteristics will be described below,

[0222]

{7-1. Methed for Efficiently Arranging F~Functions in
Extended Feistel Structure of Type 2)

First, to begin with, a configuration for efficiently
arranging ¥-functions in the extended Feistel structure of
the type 2, which has been described with reference to Fi
9 or Fig. 11, will ke described. As mentioned in the
section heading {(2~2. Application of D3SM tc Extended Feilstel
Structure of Type Z2) that has been previcusly described, the
extended Feistel structure of the type 2 has the following
parameters.

Parameters:

{a) The number of divisions for a piece of data: d
(where d is an even number equal to or more than four)

(b) The length of a piece of input/cutput data: dmn

bits



performed to set hardware having a configuration in which only processes
for one round can be performed, i.e., a configuration in which the
F-function F1 and the function F2 can be performed in parallel as shown
in Fig. 13. Fig. 13 is a block diagram showing a cryptographic processing
apparatus 250 having a hardware configuration in which the
cryptographic process according to the extended Feistel structure shown
in Fig. 12 is performed. [0230] - 122 S07P1090 The cryptographic
processing apparatus 250 includeslal $irst F-function (FI) dedicated
processing circuit 251 that performs the F-function FI, a second S07°P1020
F-function (F2) dedicated processing circuit 252 that performs the F-
function E2.ca tentyohcitcuip253cand andauxilidry citetit : 254, Phe first
F-function (FI) dedicated processing circuit 251 and the second F-function
(Fz)(&édiéaﬁd?ﬁ%%%ésﬁé EIrEHR 25541 duighred So tHfthey can
[O%%%rjate in parallel, and data transformation based on the two different
F-functions is performed by applying these two circuit in each round.
[023%7 Jhe=contealdircuit253 petforms Eogtrobof imutfoutputdatadfer
the respective F-function dedicated processing circuits 252 and 252 and
aprbigkiliary Eirchitt 258 FFhé dikdliary eiretit 258 SoIms Bpértioncata

lﬂ%gge %%%,the left end in each round, and the process

results of the F-functiocons are output to immediately
adiacent data lines and subijected to exclusive-OR. Note
that the operators of exclusive~0OR are omitted in Fig. &.
102247

B configuration will be described below, in which
implement efficiency for the extended Feistel structure of
the type 2 having such a configuration is enhanced. As one
example, a case in which the number of data lines (the
numbar of divisions) is set as d = 4 will be described with
reference to Fig. 12. In Fig. 12, two different F~functions
that perform linear transformation using two different
linear transformation matrices M1 and M2 are dencted by Fl
and F2Z, respectively.

[0225]

A Felstel structure shown in Fig. 12 ig the extended
Feistel structure of the type 2 in which the two F~functions,
i.e., the F-functiecns Fl and FZ, are used, and in which d =
4 holds. In other words, 1t has a configuration having the

followings:



other than the F-functions or the like. [0232] With application of this
configuration, the first F- function (FI) dedicated processing circuit 251 and
the second F-function (F2) dedicated processing circuit 252 are applied
only times corresponding to the required number of rounds so that round
operations can be performed. The two F-function dedicated circuits are
operated in parallel in all rounds, and implementation in which no useless
circuit - 123 S07P1090 is provided can be performed. [0233] When the
number of F-functions that are perfarhaed in parallel in each round is two
as shown in Fig. 12, all round operations can be performed using S07P1090
hardware implementation shown in Fig. 13 with a setting in which the
F-funetioms.arevsetas differentifzfunciionsrincaddidon, whefizaca: four
configuration in which F-functions that are performed in one round are set
as the sahfeEFFaREtioNS .4, R é6figlratiew IR ATHER H1 4RGF afar
biptesrformed in parallel in the first round and F2 and F2 are performed in the
second round, is provided, two pieces of each of an Fi performing circuits

and an) F2 perfosmingciseuib heeddo be providestasi hardware, bse ghat a
configuration having circuits whose scale is larger than that of circuits

included iR theresmfigarator sHow PRy, R8Y4s ¥eglifed.4/2 = 2
02267

In a case of the configuration shown in Fig. 12, in
order to satisfy conditions for the DSM by using the two F-~
functions, some arrangements can be considered. In other
words, in order to satisfy conditions for the DSM, as
described above, it is only necessary that a condition is
satisfied, for example, in which a plurality of different
matrices satisfying a condition in which a minimum number of
branches [B.”] for all of the data lines is egual to or more

than three are set, the minimum number of branches [BP] for

0
all of the data lines being selected from among minimam
nunbers of branches [BP(s(1))] corresponding to the data
lines, each of the minimum numbers of branches [B/P(s(i)}]
corresponding to the data lines being calculated on the
basgis of linear transformetion matrices included in k (where
k is an integer egual tc or more than two) continucus F-
functions that are input to a corresponding data line s{i)
in the extended Feistel structure. There is no particular
constraint of the F-functions that are performed in paralliei

in each round.



[0234, As shown in Fig. 12, with a setting in which all of combinations of
the F-functions that are performed in respective rounds are set as the
pairs of Fl and F2, the hardware shown in Fig. 13 is applied, and F1 and
F2 can be always simultaneously performed in each of the rounds. A
compact apparatus in which the scale of circuits is reduced without
providing any useless circuit is realized. [0235] - 124 S07P1090 Although
the configuration shown in Fig. 12 corresponds to a case in which the
number of data lines is set as d =4} &ffieient implementation can be
performed using a similar setting also in a case in which the numbge of 1090
data lines is set to another number. For example, although four F-

[ Ofumetions are set in one round in a case in which the number of data lines
is set as d = 8, a configuration is provided, in which two pieces of each of
the fG dffferBAL E-fuAEtiGHS T nd F2'are-Settas tHesk 80P FefificliShs.

02§6]f Inani %Iement configur%tiorbig th'és case, two pieces of each of
th 1 :
t%e F- ur?égulor}w(%nFlwéjnén FD are prgv%ed, wl‘he?eby a configuration in which

the fouy Fsfunctions{FL Fl-E2:1k2) canbe paformead inparalletds to be
provided. With this configuration, all of the four F-functions are performed
SR paratied irF alrsurds, Hirl immglenmentaist withdut providing

{b} Setting a plurality of F-functions that are to be
set in cone round as different F-functions
[0228]

Here, as shown in Fig. 12, a configuration is provided.
in which tweo F-functions that exist in one round are
selected so that they are a pair of Fl and FZ. An advantage
of this configuration markedly appears when hardware (H/W)
implementation is perfermed on the basils of processes for
cne round.

[0229]

In other words, hardware (H/W) implementation is
performed to set hardware having a configuration in which
only processes for one round can be performed, i.e., a
configuration in which the F-function ¥l and the function F2
can be performed in parallel as shown in Fig. 13. Fig. 13
is a block diagram showing a cryptographic processing
apparatus 250 having a hardware configuration in which the
cryptographic process according to the extended Feistel
structure shown in Fig., 12 is performed.

[0230]



any useless circuit can be performed. 0237] Additionally, when the
number of data lines is set as d = 16, four pieces of each of Fl and F2 are
set as eight F- functions that exist in one round. For further
generalization, when the number of data lines is setas d = 4x, a
configuration in which x pieces of the F-functions FI and F2 are utilized in
each round. In a case in which hardware implementation is performed, if
a configuration in - 125 S07P1090 which x pieces of each of the
F-functions Fl and F2 are set is proMided, the numbers of pieces of F1
and F2 that are required in each round are the same. Thus, F1 an8FZ21090
can be performed without excess or deficiency, and the implementation
efficiercy-cambedmproved. [ 0238] sAlthgugh the- abowe-tiedciibed piecess
.example is an example in which two different F-functions to which two
Lidgifferéntilifear trahsformatioirmatiicss Q@&ﬁﬁlfé’dlﬁrézéétcw&c?e?]tothat

oSl the diffusiansmatig sviteling Hachagism (L), gy thing

can be applied also in a case in” whi ree or more F-functions are set
dehay usingthree ok snore; lineardransipemating maksices {0239} AAm-example

of an arrangement for efficiently implementing three types of F-functions
fqg@%ﬁﬁﬂ1ﬁgF©§1q9ntrol circuit 253, and an auxiliary circuit
254, The first F-function (Fl) dedicated processing clrcuit
251 and the second F-function (F2) dedicated processing
circult 252 are configured so that they can operate in
parallel, and data transformation based on the two different
F-functions 1s performed by applving these two circuit in
each round.
[02321]

The control circult 253 performs control of
input/output data for the respective F-function dedicated
processing circuits 252 and 252 and the auxiliary circuit
254, The auxiliary cilrcuilt 254 performs operaticon processes
other than the F-functions or the like.
rozzz]

With application of this configuration, the first F-
function (Fl) dedicated processing circuit 251 and the
second F-function (F2Z) dedicated processing circuit 252 are
applied only times corresponding to the required number of
rounds so that round coperations can be performed. The itwe
F-function dedicated circuits are operated in parallel in

all rounds, and implementation in which no useless circuit



Fig. 14 is an example of the extended Feistel structure of the type 2
having the number of data lines that is set as d = 6. A configuration
shown in Fig. 14 is set to a configuration in which one piece of each of
three F- functions F1, F2, and F3 that exist in one round is assuredly
utilized. [0240] With this configuration, when hardware (H/W)
implementation is performed, a configuration in which the F - 126
S07P1090 functions can be performed in parallel in each round can be
provided using simple implementatiohzof-one piece of each of FI, F2, and
F3, and a circuit configuration that does not include useless circuitstnr1030
terms of H/W is realized. [0241] Furthermore, when the number of data
islinescisisgtdscd nl 2tweepiécesef each of Fl, F2, and F3 are set as six F
functions that exist in one round. Additionally, when the number of data
[9ineslis set as d = 18, three pieces of each of Fl, F2, and F3 are set as

nine,F-fnctions, ihat are 1o be_sgtin.one round. Jn a case in-whichthe,

above-mentioned cases are generalized, when the number of data lines
passeleas dre 6xck piesescofieachvefl Bk R and Ehar provided :4S. round

F-functions that are to be set in each round. In other words, a
OEGTTgLT Ao F prSvidhed, SR Wieh 'eifférent £ et ns i e Bty = 1on

sﬂg%gegh fig. 13 with a setting in which the F-functions are

set as different F-functions. In addition, when a
configuration in which F-functions that are performed in cne
round are set as the same F-functions, &.g., a configuration
in which Fl1 and Fl are performed in parallel in the first
round and F2 and FZ are performed in the second round, is
provided, two pileces ¢f each of an Fl performing circuits
and an FZ performing circult need to be provided as hardware,
s¢ that a configuration having c¢lrcuits whose scale is
larger than that of circuits included in the configuration
shown in Fig. 13 is required.

[0234]

Az shown in Fig. 12, with a setting in which all of
combinations of the F~functions that are performed in
respective rounds are set as the pairs of Fl and FZ, the
hardware shown in Fig. 13 is applied, and Fl and FZ can be
always simultanecusly performed in each of the rounds. A
compact apparatus in which the scale of circuits is reduced
without providing any useless circult is realized.

[C235]



[0242] With a configuration in which the F-functions are set in this
manner, the numbers of pieces of Fl, F2, and F3 that are required in each
round can be set to the same number. When hardware implantation is
performed, circuits can be set so as to be utilized without excess or
deficiency, so that the implementation efficiency can be improved. In a
case in which software is used, because utilizing manners in which

tables for obtaining input/output values are utilized are - 127 S0721090
the same in respective rounds, a-tableican be set in accordance with one
utilizing manner without configuring tables for various supposed c&ses; 1090
and be stored in a memory. [0243] When the above-described respective
processtexarplese are fuithergeneralizedythe folldwing cah be saikfthds
In a case in which the extended Feistel structure of the type 2 in which a

t Ot_yﬁe§%? ?:-ﬁdhdfi]?)ﬁgkhr@hﬁiIi?@%@%oﬁigﬁ?&dﬁ WHER ﬂqellﬁuﬁ?of‘_erao? datg
- £0Es; g numpber of divisions) Is set as (.= @y, wherg a is an integer, , .

equal to or more than two and x is an integer equal to or more than one,
ss& configurationiin which xepieces’iof eachiof thextypes of Finetionsase 1s
equally set as ax F-functions that are to be set in one round is used, so

s %hat fpReAtéRtatiBREHiciency CanéTRpfoved: G244 four -

functions are set in one round in a case in which the number
of data lines is set as d = 8, a configuration is provided,
in which two pieces of each of the two different F-functions
Fi and F2 are set as these four F-functions.
(0236}

In an implement configuration in this case, two pleces
of each of the F-functions Fl and FZ are provided, whereby a
configuration in which the four F-functions (Fi1, ¥l, F2, F2)
can be performed in parallel is provided. With this
configuration, all of the four F-functions zre performed in
parallel in all rounds, and implementation without providing
any useless circult can be performed.
[0237]

Additionally, when the number of data lines is set as d
= 16, four pieces of each of ¥l and FZ are set as eight F-
functions thait exist in one round. For further
generalization, when the number of data lines is set as d =
4, a configuration in which x pieces of the F-functions Fl
and FZ are utilized in each round. In & case in which

hardware implementation is performed, 1f a2 ceonfiguration in



Note that, regarding the above-described setting of F- functions, the
F-functions that are input in respective data lines are set so that the
above-described conditions for DSM are satisfied. With this setting,
resistance can be maintained. 0245] (7-2. Commonality of Components
in Feistel Structure and Extended Feistel Structure) As described above,
the ISM mechanism is utilized for - 128 S07P1090 any of the Feistel
structures, the extended Feistel structure of the type 1, and the extended
Feistel structure of the type 2, whichZfave been previously described,
thereby providing an advantage in that resistance to attacks is enBan¢ed.20
[02461 In other words, when the Feistel structures are broadly classified

whintdithe follewdrsgs: {ag AcReistel streicturéuravirigethe Rlmides of datarbnes ¢
(the number of divisions) that is set as d = 2 (b) An extended Feistel

L SStRFQUre RavingtRe HURBES of takd &S (the numBEFof divisiciis)hat is
rSEHeany; pumber satisfying (4.2 2 Eurihey, the gxtended Feistel sfruciure,,

can be classified into the followings: (b1) A type 1 in which one F-function
pds tlowed Wwibgiout excess or deficiency, and the
impliementation efficiency can be lmproved,
[0238]

Although the above-described process example is an
example in which two different F-functions te which two
different linear transformaition matricss are applied are set
in order to satisfy the diffusion-matrix switching mechanism
(DSM), a similar thing can be applied also in a case in
which three or more F-functions are set by using three or
more linear transformation matrices,

[0239]

An example of an arrangement for efficiently
implementing three types cof F-functions is shown in Fig. 14.
Fig. 14 1s an example of the extended Felistel structure of
the type Z having the number of data lines that is set as d
= 6. A configuration shown in Filig. 14 is set to a
configuration in which one plece of each of three F-
functions Fl, F2, and F3 that exist in one round is
assuredly utilized.

[0240]
With this configuration, when hardware (H/W)

implementation is performed, a configuraticn in which the F-



performed in each round (b2) A type 2 in which a plurality of F-functions
are allowed to be performed in parallel in each round The Feistel
structures can be classified into these three types (a), (b1), and (b2).
Enhancement of resistance is realized with application of the DSM
mechanism in any of the three types of Feistel structures. [0247) - 129
S07P1090 For application of the DSM mechanism, it is necessary to
implement different F-functions that perform at least two or more different
linear transformation matrices. Withlars implement configuration having
this plurality of different F-functions, an apparatus that can selectiviEly 21020
perform the above-mentioned plurality of different Feistel structures (a),
fuftty; armdsy(b23 cahdecrealizeds Such greappdraiusithat aperforms:.@ can be
selection process will be described below. [0248] A plurality of different

PIEaficonsSthal perorh® Iiﬁ@&ﬁﬁﬁﬁ&%ﬁ%&%n aﬁﬁ@s%ﬁ%@iﬁ& e ch ot
r1diffusions matgix switching &WSVEAPE’\%L%%@%W%@@J@S'%%t

supposed that the data size of input/output data of the respective
infefuretions=isann bits-Wiih apphcationef such: Fafunetions 1for €xample,

2mn-bit block cipher is performed in a Feistel structure, as shown in Fig.
wfﬁl,lﬁaving the

Furthermore, when the number of data lines is set as d
= 12, two pieces of szach of Fl, ¥2, and F3 are set as six F-
functicns that exist in c¢ne round. Additionally, when the
number of data lines is set as d = 18, three pieces of each
of Fl1, F2, and F3 are set as nine F-functions that are to be
set in one round. In a case in which the above-mentioned
cases are generalized, when the number of data lines is set
as d = bx, x pieces of each of ¥l, ¥F2Z, and F3 are provided
as F-functions that are to be set in each round. In other
words, a configuration is provided, in which different F-
functions are egually utilized.
{02423

With a configuration in which the F-functicns are set
in this manner, the numbers of pieces of Fl, F2, and F3 that
are requlred in each round can be set Lo the same number.
When hardware implantation is performed, circuits can be set
so as to be utilized without excess or deficiency, so that
the implementation efficiency can be improved. In a case in
which software is used, because utilizing manners in which

tables for obtaining input/output values are utilized are



number of data lines that is set as d = 2. [0249] The size of input/output
data of the respective F- functions Fl and F2 in the Feistel structure having
the number of data lines that is set as d = 2, which is shown in Fig. 15, is
mn bits. The Feistel structure having the number of data lines that is set
as d = 2 performs a process of transforming 2mn-bit plaintext into 2mn-bit
ciphertext, or a decryption process that is the reverse of the process, -
130 SO07P1090 thereby performing 2mn-bit block cipher. [02501
Additionally, by utilizing the F-functiohs H and F2 whose input/output data
size is mn bits, which are shown in Fig. 15, an extended Feistel stiictide’ 90
that satisfies the diffusion-matrix switching mechanism (DSM) and that
thikas thee numberspkdatatmesthat is, set asid =4 can be=cerfigured. A
configuration of the extended Feistel structure is shown in Fig. 16. [0251]

3CPRE ST G Mphtlotffut Yata of tESHSANB - fUctions = FFARd FPmhe

+zE8istel spctire haying.the number of data lingsthatJs se18s4.= 4. cnory
which is shown in Fig. 16, is mn  bits, and the F-functions F1 and F2

[oshiawn in Fig. 15 are applied as they are. The Feistel structure having the
number of data lines that is set as d = 4 performs a process

When the above-described respective process examples
are further generalized, the following can be said:

(1) In a case in which the extended Feistel structure
of the type 2 in which a types of F-functions are utilized
is configured, when the number of data lines (the number of
divisicons) is set as d = 2ax, where a 1s an integer squal to
or more than two and x 1s an integer equal to or more than
one, a configuration in which % pieces of each cf the types
of F-functions are egqually set as ax F-functions that are to
be set in one round is used, so that implementation
efficiency can be improved.

[0244]

Note that, regarding the above-described setting of F-
functions, the F-functions that are input in respective data
lines are set so that the above-described conditions for DSM
are satisfied. With this setting, resistance can be
maintained.

[02453]
(7-2. Commonality c¢f Compecnents in Feistel Structure

and Extended Feistel Structure)

ks described above, the DSM mechanism is utilirzed for



of transforming 4mn-bit piaintext into 4mn-bit ciphertext, or a decryption
process that is the reverse of the process, thereby performing 4mn-bit
block cipher. [0252] Furthermore, for generalization, when the number of
data lines is set as d = x where x is an integer equal to or more than two,
a block-cipher configuration in which an xmn- bit encryption or decryption
process is performed can be structured using the same configuration for
performing F - 131 SO07P1090 functions. 0253] For example, an
apparatus capable of selectively pérd@rming an input/output 128-bit
block-cipher process and a 256-bit block-cipher process in which the/F1 020
DSM mechanism is realized by using only different F-functions Fl and F2
anwhoge tinpufedtput bitstis 64thits: 0254k IrestherarardSsthectwo different
F-functions F1 and F2 whose input/output bits is 64 bits are implemented

S ¥ EFfinctfonsT BRd & Rianner 3or utiti/ing e F4Ghcisrs Frand “E2 501
oroniiplled£os ExaMple, WO a.eupiogiaphis Iaress aselan tee reny
u

Feistel cture having the number of data lines that is set as d = 2 (Fig.
orib)iid 1o he=perdarmed, a ccanfigunation ssprovided: inwhich ankofithe
respective F- functions F1 and F2 is performed in each round. In contrast,

enhanced.
(0246}

In other words, when the Feistel structures arse broadly
classified into the followings:

(a) A Feistel structure having the number of data lines
(the number of divisiocns) that is set as d = 2

() An extended TFeistel structure having the number of
data lines {(the number of divisions} that is set to any
number satisfving d 2 2

Further, the extended Feistel structure can be
clagsgified into the followings:

(bly A type 1 in which one F-functicon is allowed to be
performed in each round

(b2} A type 2 in which a plurality of F-functions are
allowed to be performed in parallel in each round

The Feistel structures can be classified into these
three types (a}, (bl), and (bZ).

Enhancement of resistance is realized with application
of the DSM mechanism in any of the three types of Felstel

structures.

[0247]



when a cryptographic process based on the Feistel structure having the
number of data lines that is set as d = 4 (Fig. 16) is to be performed, a
configuration is provided, in which the respective F-functions Fl and F2
are performed in parallel in each round. In this manner, by installing the
two types of F-functions, an apparatus capable of selectively performing
input/output 128-bit block cipher and 256-bit block cipher is realized. In
other words, although the same F-functions are used, the connection
method is - 132 S07P1090 changéd,whereby block cipher having the
different numbers of bits can be performed, so that it can be expeétedz1090
that implementation efficiency will be improved by the commonality of
circtiits-angfor codeswor thé likiedn both [B/Wh andsk/ Wi {0255, n Ansescample
of a configuration of a crypt Bgraphlc processm% apparatus having such a

tocontighFation is'$howATH Fig. 177 ATrybfodraphicrocesding appatatus™
o270 hatds showmn Fig. A7 Includes:a st Flynion F)dedicgled, o

processing circuit 271 that performs the F-function Fl, a second

infe-Tanetion (k2)fdedieatetprocessing citelit 272Athat ipsrfarmsitheferent
F-function F2, a control circuit 273, and an auxiliary circuit 274. The first
F MGG EFI) BRdREREF Procesting direlitD7heand Hie ¥eB6Rd EXfinERsN

b8 -dedicated processing.lieuit2 72 age configwred.so.thatihey ;e

ta), (b1}, and (b2) can ke realized. Such an apparatus that
performs a selection process will be described below.
[0248]

A plurality of different F-functions that perform
linear transformation matrices satisfying the diffusion-
matrix switching mechanism (DSM) are determined, and i1t 1is
suppcsed that the data size of input/output data of the
respective F~functions is mn bits., With appilication of such
F-functions, for example, Z2mn-bit block cipher is performed
in a Feistel structure, as shown in Filig. 15, having the
number of data lines that is set as d = 2.

[0249]

The size of input/output data of the respective F-
functions F1 and FZ in the Feistel structure having the
number of data lines that is set as d = 2, which 1s shown in
Fig. 15, is mn bits. The Feistel structure having the
number of data lines that is set as d = 2 performs a process
of transforming Zmn-bit plaintext into 2mn-bilt ciphertext,

or a decryption process that is the reverse of the process,



can operate in parallel. The control circuit 273 performs control of
input/output data for the respective processing units, and performs a
process of selecting a Feistel structure. The auxiliary circuit 274 performs
operation processes other than the F-functions or the like. 02561 The
control circuit 273 performs the process of selecting a Feistel structure,
i.e., selects any one of the following structures to perform a cryptographic
process - 133 S07P1090 based on the structure: (a) A Feistel structure
having the number of data lines {thezmumber of divisions) that is set as d
= 2 (bl) An extended Feistel structure of a type 1 which has the nuailyerigfeo
data lines (the number of divisions) that is set as any number satisfying d
th2 2¢landge which one Erfurctioniis allawediindre. performed in each round
(b2) An extended Feistel structure of a type 2 which has the number of
[(datdlines (the number of divisions) that is set as any number satisfying d

?2, gisﬂﬂ@ivxn}g?&@ﬁgwlMﬁmgi% is;allowed t0.be pfifogmgdﬁge

parallelin‘'eac ote that, setting information is input, for examp
witem themutside: Alteraatively iazeonfiguration taay bei provided, sAavhichn

a processing mode to be performed is selected in accordance with the bit
Fﬂgﬂgﬁﬁgf@ﬂaqﬁgfﬁged Feistel structure that satisfies the
diffusion-matrix switching mechanism (DSM}) and that has the
number of data lines that is set as d = 4 can be configured.
B configuration of the extended Felstel structure is shown
in Fig. 16.
[0251]

The size of input/output data of respective F-functicns
1 and F2 in the Feistel structure having the number of data
lines that is set as d = 4, which is shown in Fig. 16, 1s mn
bits, and the F-functions Fi and FZ shown Iin Fig. 15 are
applied as they are. The Feistel structure having ths
number cof data lines that is set as d = 4 performs a process
of transforming 4dmn-bit plaintext into 4mn-bit ciphertext,
or a decryption process that is the reverse of the process,
thereby performing 4dmn-bit block cipher.

[0252]

Furthermore, for generalization, when the number of
data lines is set as d = x where % 1is an integer equal to or
more than two, a block-cipher configuration in which an xmn-
bit encryption or decryption process is performed can be

structured using the same configuration for performing F-



to be subjected to an encryption or decryption process. The control circuit
273 performs control of changing a sequence of application of the
respective F-function dedicated circuits in accordance with the selection,
and control of performing round functions according to the respective
Feistel structures. [0257] With application of this configuration, the first F-
function (Fl) dedicated processing circuit 251 and the - 134 S07P1090
second F-function (F2) dedicated processing circuit 252 are applied so
that cryptographic processes to whichvarious Feistel structures are
applied can be performed. Cryptographic processes supporting va#ious1090
bits, in which bits to be processed in an encryption process or a
fudearyptien process are different, can be performed. [0258; Additionally,
although an example in which two F are used is shown in Fig. 17, the
[O@o?ﬁ‘i]guration is not limited to that provided in the example in which two F-

functions , a ul expec | ith a
e I e

mi
configuration | ich any number of F

pheexiended freisielstrucivre: that 2bBas beep previetshyrdesaribedawih and
reference to Fig. 14 is configured as an extended Feistel structure which
2 gatfsties thetdifftisiorRRfatriR SRHERIMg Methamdm- (TS afRg wiieh s© 13

realized by using only different F-functions Fl and F2Z whose
input/output bits is 64 bits.
[0254]

In other words, the two different F-functions Fl and F2
whose input/cutput bits 1s 64 bits are implemented as F-
functions, and a manner for utilizing the F-functions F1 and
F2 is controlled. For example, when a cryptographic process
based on the Feistel structure having the number of data
lines that i1z set as d = 2 {(Fig. 15) is to be performed, a
configuration is provided, in which one of the respective F-
functions ¥l and F2 i1s performed in each round. In contrast,
when a cryptographic process based con the Feistel structure
having the number of data lines that 1s set as d = 4 (Fig.
16) is to be performed, a configuration is provided, in
which the respective F-functions Fl and F2 are performed in
parallel in each round. In this manner, by installing the
two types of F-functions, an apparatus capable of
selectively performing input/output 128-bit block cipher and
256-bit block cipher is realized. In other words, although

the same F-functions are used, the connection method is



has the number of data lines d = 6 with application of the three different
F-functions F1, F2, and F3. A cryptographic process configuration having
a Feistel structure having the number of data lines that is set as d = 2,
which is shown in Fig. 18, can be constructed with application of the
same three types of F-functions, i.e., the F-functions Fl, F2, and F3. Also
in the configuration in which the number of data lines is set as d = 2, the
respective matrices Fl, F2, and F3 are arranged with a setting in which
they satisfy the - 135 S07P1090-DSM mechanism. {0259] An example
of a configuration of a cryptographic processing apparatus that pefforns020
the three types of F- functions, i.e., Fl, F2, and F3, is shown in Fig. 19. A

cheryptagraphicprogessingiapparatis 286-that is shownfindrign 1 inehices
a first F-function (FI) dedicated processing circuit 281 that performs the

o IFRGREGIFE1E SRR FStinclich ED) deédicaed procedBing Greuit?a2

j_mté‘f‘éﬁgﬁ%“éﬁ&E‘%%‘EL&“%%%sz%@'r%g,f‘f“rﬁ‘rﬁv?EB@ééSﬁgeQi%‘ted_ .
processing circuit 283 that pe¥forms the F-function F3, a control circuit
codfdsrand ap avxiliaty eireuit 2754 The firstEsfungtiondFl)dedicatedotn s/w
processing circuit 281, the second F-function (F2) dedicated processing
argirdiff282, and the third F-function (F3) dedicated processing circuit 283

 (@re.configured so that they can operate in parallel. The

An example of a configuration of a cryptographic
processing apparatus having such a configuration is shown in
Fig. 17. A cryptographlc processing apparatus 270 that is
shown in Fig. 17 includes a first F-function (Fl} dedicated
procegsing circuit 271 that performs the F-function Fl, a
second F-function (F2) dedicated processing circuit 272 that
performs the F-function F2, a contrel cizcuilt 273, and an
auxiliary circuilt 274. The first ¥F-function (Fl) dedicated
processing circult 271 and the second FP-functicn (F2)
dedicated processing circuilt 272 are configured so that they
can operate in parallel, The contrel cilrcult 272 performs
control of input/output data for the respective processing
units, and performs a process of selecting a Felstel
structure. The auxiliary circuit 274 performs operation
processes other than the F-functions or the like.

[0256]

The control circuilt 273 performs the process of

selecting a Feistel structure, i.e., selects any one of the

following structures to perform a cryptographic process



control circuit 284 performs control of input/output data for the respective
processing units, and performs a process of selecting a Feistel structure.
The auxiliary circuit 285 performs operation processes other than the
F-functions or the like. 0260] The control circuit 284 performs the
process of selecting a Feistel structure, i.e., selects any one of the
following structures to perform a cryptographic process - 136 S07P1090
based on the structure: (a) A Feistel structure having the number of data
lines (the number of divisions) thatis setas d = 2 (bl) An extended Feistel
structure of a type 1 which has the number of data lines (the numlzer7afi 030
divisions) that is set as any number satisfying d ? 2, and in which one F-
bafepgtion is alowedde berperformed in each round (b2) An extended
Feistel structure of a type 2 which has the number of data lines (the

numbiet of diVidibhS) tHat riscSet’as &Ry homberSalisiisg d=¥ 23aad rnes

(yfich.aplurally ot £funetions sallowed (g, pe performert in parallel in
each round Note that, Setting 'information is input, for example, from the

outside. \The.centrelkciecuitz284 perforns contred of changing aiseguenee
of application of the respective F- function dedicated circuits in
hagecordancanith thé settinglines (the number of divisions) that

ig set as any number satisfyving d = 2, and in which ons F-
function is allowed to be performed in each round

(b2) An extended Felstel structure of a type 2 which
has the number of data lines (the number of divisions) that
is set as any number satisfyving d 2 2, and in which a
plurality of F-functions is alliowed to be performed in
paraliel in each rouna

Note that, setting information is input, for example,
from the outside. Alternatively, a configuration may be
provided, in which a processing mode to be performed is
selected in accordance with the bit length of data that is
to be sublected to an encryption or decryption process. The
control circuit 273 performs control of changing a sequence
of application of the respective F-function dedicated
clrcuits in accordance with the selection, and control of
performing round functions according to the respeciive
Feistel structures.
[0257]

With applicaticon of this configuration, the first F-

function (Fl) dedicated processing circuilt 251 and the



and control of performing round functions according to the respective
Feistel structures. [0261; With application of this configuration, the first F-
function (FI) dedicated processing circuit 281 to the third F-function (F3)
dedicated processing circuit 283 are applied so that cryptographic
processes to which various Feistel structures are applied can be
performed. Cryptographic processes supporting various bits, in which bits
to be - 137 SO07P1090 processed in an encryption process or a
decryption process are different;-cai beperformed. Note that a
configuration having four or more F-function performing sections ¢ah/ge ¢20¢
provided. [0262] As described above, a plurality of different F- functions

s ethatp erfofmlinear:tratisiormation atatrices csatishing thve diffusion-miateixs
switching mechanism (DSM) are determined, and the respective

aPRIhREtoIs SR8 Tmplefhe R K $6qHeREE BPFrocesEs 16 WHIEH tretE-
reftnctions are applied is changed,; therehy realizing a configuration in

which a cryptographic process based on any one of the following
Crstructuressisiselectively pefosmeds (@)iA deisteli strscture: having thiei ch

number of data lines (the number of divisions) that is set as d = 2 (b1) An
bistehdel FaistersfiGetre of A typRA WhicH» Process or a

decryption process are different, can be performed.
[0258]

Additicnally, although an example in which two F-
functions are used is shown in Fig. 17, the configuration is
net limited to that provided in the example in which two PF-
functions are used, and a similar result can be expected
also with a configuration in which any number of F-functions
are used. For example, the extended Feistel structure that
has besen previously described with reference to Fig. 14 is
configured as an extended Feistel structure which satisfies
the diffusion-matrix switching mechanism (DSM), and which
has the number of data lines d = & with application of the
three different F-functicns Fl, F2, and F3. A cryptographic
process configuration having a Felstel structure having the
number of data lines that 1s set as d = 2, which is shown in
Fig. 18, can be constructed with application of the same
three types of F-functions, i.e., the F-functicons ¥l, F2,
and F3. Also in the configuration in which the number of
data lines is set as d = 2, the respective matrices Fl, F2,

and F2 are arranged with a setiting in which they satisfy the



has the number of data lines (the number of divisions) that is set as any
number satisfying d ? 2, and in which one F- function is allowed to be
performed in each round (b2) An extended Feistel structure of a type 2
which has the number of data lines (the number of divisions) that is set
as any number satisfying d >_ 2, and in which a plurality of F-functions is
allowed to be performed in parallel in each round An apparatus capable
of changing the number of bits to - 138 S07P1090 be processed in an
encryption process or a decryption ﬁ)?d)ce_ss. [0263] For example,
cryptographic processes with a high resistance can be performed L?s%é)
rocess configuration in which a (a is an integer equal to or more than

DS&\/&S%E@&E)?“F-functions are configured, in which cryptographic

; Jypgesses based on the above-mentioned three types of Feistel

- structures are performed, and in which the diffusion-matrix switching
mechanism(PSM)is satistied 1[D264] 1|8 Summary of-Coyptagraphic
Processes and Cryptographic Algorithm Constructing Processes of

PPt IAVBREGAFEFRAIN, the G§ptourashit rotedsss and ey ptographic
£, 81900 copstructing processes ofthe presentinvention,; . 14 »

cryptographic processing apparatus 280 that is shown in Fig,

%990

12 inciudes a first F-function (Fl) dedicated processing
clrcuit 281 that performs the F-function Fl, a second F-
function (FZ) dedicated processing circuit 282 that performs
the F-function F2, a third F-function (F3) dedicated
processing circult 283 that performs the F~-function F3, a
control circuit 274, and an auxiliary circuit 2Z75. The
first F-function (Fl} dedicated processing circuit 281, ths
second F-function (F2) dedicated processing clrcoulit 282, and
the third F-function (F3) dedicated processing circuit 283
are configured so that they can operate in parallel. The
control circuit 284 performs control of input/output data
for the respective processing units, and performs a process
of selecting a Feistel structure. The auxiliary circuit 285
performs operation processes other than the F-functions or
the like.
[0260]

The control circuit 284 performs the process of
selecting a Felstel structure, l.e., selects any one of the

following structures to perform a cryptographic process



which have been described above, will be described together. [0265] As
described with reference to Figs. i and 2, the cryptographic processing
apparatus of the present invention has the cryptographic processing
section that performs a Feistel-type common-key block-cipher process of
repeating an SP-type F-function, which performs a data transformation
process including a non-linear transformation process and a linear
transformation process, in a plurglit¥3og rounds. - 139 S07P1090
Furthermore, as described with reference to Fig. 5 and the foIIowiré%s?,;;IngO
cryptographic processing section is configured to perform a cryptographic

L Progess to whicg an_extended Feistel structure having a number of data

“linés: g tﬁgteissseﬁg %fﬁriﬁt'eger satisfyingd >_ 2 is applied, and

configyred te.selectively apply.a pluality-of atleast two. or mrore.differante s
matrices to linear transformation processes that are performed in

(tR4unctiortsirorespective aosndsh 02663 Fhkd phuratity-ofat least two or
more_different matrices are set sqg as to realize the diffusion-matrix

switching ARchAnENT tOSIVE Biftision SWitthing MechamiéRy, anithe’
naQyPigraphic.progess in which, resistance,fo differential atacks oL finear, -

attacks is enhanced is realized by using the DSM. In order to realize
iserhRancementy number satisfying d =2 2, and in which cone F-
function is allowed to be performed in each round

(bZ) An extended Felistel structure cof a type 2 which
has the number of data lines {(the number of divisions) that
is set as any number satisfying d =2 2, and in which a
plurality of F-functions is allowed to be performed in
parallel in each round

Note that, setting informaticn is input, for example,
from the outside. The control clrcuit 284 performs control
of changing a seguence of application ¢f the respective F-
function dedicated circuits 1n accordance with the setting,
and control of performing round functions according to the
respective Felstel structures.

[02el}

With application of this configuration, the first F-
function (Fl) dedicated processing circuit 281 to the third
F-functicon (F3) dedicated processing circuilt 283 are applied
so that cryptographic processes to which various Feistel
structures are applied can be performed. Cryptographic

processes supporting various bits, in which bits to be



of resistance by using the DSM, selection and arrangement of matrices
are performed in accordance with specific conditions. 02671 In other
words, a plurality of different matrices satisfying a condition in which a
minimum number of branches for all of the data lines is equal to or more
than a predetermined value are set as the plurality of matrices that are
applied to the linear transformation processes - 140 S07P1090 which are
performed in the F-functions, the minimum number of branches for all of
the data lines being selected from &l%%n"g minimum numbers of br%‘a‘%}%ﬁ%

. . . S0
corresponding to the data lines, each of the minimum numbers of
branches corresponding to the data lines being based on linear

PTR&REBMation *atfites el dFih FEtitctiohs that are ptit o B* =S
aLonaspending daga ling in the extended Faistel stiucture. -The-pluralityof,

different matrices are repeatedly arranged in the F-functions that are
hanputitofiherrespective datef Uines inthe exfendedBeistat structurea {0268]
More specifically, the plurality of different matrices that are utilized in the
PIGYpidttaphic processing section are a plurality of different matrices
wséaé@ ing a condition in which a minimum number of branches [BKkll] is
equal to or more than three, the minimum number of branches [B,,!)] for
all As described above, a plurality of different F-

functicons that perform linear transformation matrices
satisfving the diffusicn-matrix switching mechanism (D3M)
are determined, and the respective F-functions are
implemented. A sequence of processes to which the F-
functions are applied is changed, thereby realiring a
configuration in which a crypltographic process based on any
one of the following structures is selectively performed:

(a} A Feistel structure having the number of data lines
{(the number of divisions) that is set as d = 2

{bl) An extended Feistel structure of a type 1 which
hags the number of data lines (the number of divisions) that
is set as any number satisfying d 2 Z, and in which one ¥F-
function is allowed to be performed in each round

(b2) An extended Feistel structure of a type 2 which
has the number of data lines {the number of divisions: that
is set as any number satisfying 4 = Z, and in which a
plurality of F-functicns 1s allowed to be performed in
parallel in each round

An apparatus capable of changing the number of bits to



of the data lines being selected from among minimum numbers of
branches [Bk(s(i))] corresponding to the data lines, each of the minimum
numbers of branches [Bk"(s(i))] corresponding to the data lines being
calculated on the basis of linear transformation matrices included in k
(where k is an integer equal to or more than two) continuous F-functions
that are input to a corresponding data line s(i) in the extended Feistel
structure. Alternatively, the plurality of different matrices that - 141
S07P1090 are utilized in the cryﬁtojg?gpmc processing section are a
plurality of different matrices satisfying a condition in which a minimtdt + 929
number of branches [B2L] for all of the data lines is equal to or more than

P&hPee tRE TRmimOnT RuRTHEr 61 tBIihcheS IB2E] for all oftR&E data fhes

pr%eéggssgelected from among minimum numbers of branches [B2L(s(i))]
corresponding to the data lines, each of the minimum numbers of

doranches [B2L(s(i))] corresponding to the data lines being calculated on
the basis of linear transformation matrices included in two continuous
F-fuhStforfs aiae &fe INpUTI6 W E6IESpomding caarasline (1) in thextended
FeisL?I structure. %%69 e}’\é%%” trée 1E)Iurality of different matrices are

L iy .

* denoted %ef/ ﬁa(r\}vhere nisan %?egerseﬁ?alato%?%:grﬁesth%%ntwlo%uéﬁfelrgn m

wiDaHICes, ke s Man Mbce M lsdhg encryplion.procassing sqetion ohthe o
encryption processing apparatus of

F-functions are configured, in which cryptographic processes

based on the above-mentioconed three types of Feistel

structures are performed, and in which the diffusion-matrix

switching mechanism (DSM) is satisfied.

(8. Summary of Cryptographlic Processes and
Cryptographic Algorithm Constructing Processes of Present
Invention]

Finally, the cryptographic processes and cryptographic
algorithm constructing processes of the present invention,
which have been described above, will be described together.
[0265]

As described with reference to Figs. 1 and 2, the
cryptographic processing apparatus of the present invention
has the cryptographic processing section that performs a
Felstel-type common-key block-cipher process of repeating an
SP-type F-function, which performs a data transfcrmation
process ilncluding a non-liinear transformaticn process and a

linear transformation process, in a plurality of rounds.



the present invention is configured so that the different matrices Mo, Ml,
...M,_, are repeatedly arranged in an order in the F-functions that are
input to the respective data lines in the extended Feistel structure. As an
example of a specific extended Feistel structure, for example, the
extended Feistel structure of the type 1 that performs only one F-function
in one round, which has been described with reference to Figs. 8 and 10,
and the extended Feistel structure that performs a plurality of F-functions
in - 142 S07P1090 parallel in orte f3und are provided. [0270] Note that
the present invention includes the cryptographic processing apparats’1 90
and method that perform the cryptographic process to which the
Fugiséverdeseribed elaendedFeistersricthre arcapplied, d@hd a contputer

- Jogram that performs the cryptographic process, and further ncludes an
information’ processing apparatus an Hethod thit Constiicts &

cGTyptagraphicprosessing algerithn iy peHorming-the-ryptographic an
process to which the above- described extended Feistel structure are
exasplidel] ahdls complter programa[0274] sAminformation pedcessimgs: d
aratus, such as a general PC, can be applied as the information

ap
“Brbcedsing apparatus. At Constiicts Aeristograptic procBssing: #9¢

ccRlgoutmand, selectively apply a plurality of at least tWo
or more different matrices to linear transformation
processes that are performed in F-functions 1n respective
rounds.

[0266]

The plurality of at least two or more different
matrices are set so as to realize the diffusion-matrix
switching mechanism (D3SM: Diffusion Switching Mechanism),
and the cryptographic process in which resistance to
differential attacks cr linesar attacks is enhanced 1is
realized by using the DSM. In order to realize enhancement
of resistance by using the DSM, selection and arrangement of
matrices are performed in accordance with specific
conditions.

(02671

In other words, a pluraliiy of different matrices
satisfyving a condition in which a minimum number of branches
for all of the data lines is equal to or more than a
predetermined value are set as the plurality of matrices

that are applised to the linear transformation processes



the information processing apparatus has a control unit that can perform
the following processing steps. in other words, the steps are: a
matrix-determining step of, in a cryptographic- processing-algorithm
configuration to which an extended Feistel structure having a number of
data lines: d that is set to an integer satisfying d ? 2 is applied,
determining a plurality of at least two or more different matrices that are
to be applied to linear transformation processes which - 143 S07P1090
are performed in F -functions in r‘esb%@ti\?e rounds; and a matrix-settin
step of repeatedly arranging the plurality of different matrices, WhiéH%%éwo
determined in the matrix-determining step, in the F-functions that are
whikput GhthEFespedtRe datatitfesiinitHe extérnded Fert8l Birfigfravmber

o£l9%/21 - 1he rgé‘gixé?ﬁteé@i@ g S&%éﬂ@%ﬁ%@“ﬁ%&? 2 step.of. perfprming

a'process of determining, as the plurali two or more different
anadriees; asmaticestobe appliad.o plurality ek difiesentmatrices data

‘satisfying a condition in which a minimum number of branches for all of
Ligrsdatadifies®is é§Garto’oribre taiea prédetermitet valter figponding
tom%rﬁénuggtgu%pgé of gbranch Safs% Iloonf tggrggta lines be&gﬂsﬂelgcted from

S eln ar J_rar%s a’\ lCFl
among minimum numipers f'branches corresponaing to hé™ datalines,

maeach-ekthe.minimim numbers-eflranshes s+ are inpuc to a
corresponding data line in the extended Feistel structure.
The plurality of different matrices are repeatedly arranged
in the F-functions that are input to the respective data
iines in the extended Feistel structure.

[0268)

More specifically, the plurality of different matrices
that are utilized in the cryptographic processing section
are a plurality of different matrices satisfying a condition
in which a minimum number of branches [B,”] is egual to or
more than three, the minimum number of branches [B/P] for all
of the data lines being selected Ifrcm amcng minimum numbers
of branches [BP{s(i}))}] corresponding to the data lines, each
of the minimum numbers of branches [3,P{(s(i}))] correspcnding
to the data lines being calculated on the basis of linear
transformation matrices included in k (where k is an integer
equal to or more than two} continuous F~functicns that are
input to a corresponding data line s({i1) in the extended

Feistel structure.

Alternatively, the plurality of different matrices that



corresponding to the data lines being based on linear transformation

matrices included in F-functions that are input to a corresponding data

line in the extended Feistel structure. [0273) The diffusion-matrix

switching mechanism (DSM: Diffusion Switching Mechanism) is realized

in the cryptographic process to which the extended Feistel structure that

is set using such a processing algorithm is - 144 S07P1090 applied,

whereby the cryptographic process in which resistance to differential

attacks or linear attacks is enhancéd is realized. 0274] [9. Example of

Configuration of Cryptographic Processing Apparatus] Finally, FigS8@¥1090

shows an example of a configuration of an IC module 300 serving as the
argryptographie processingr appacatasitiat perforassthedcryptdgraphicze a
process acggrtzcl}!n% {__té)rtgg%apn%ve};gggcri%%dt empogrilment. Thrga s in
PE56ve-désribéd process can ‘e‘b‘eﬁorme& it for gxgm‘ffﬁ)e,qir §ofc
wriards, readersiwritarspenvarous gthardaformation-processings «ne data

apparatuses. The IC module 300 shown in Fig. 20 can be configured in
Liguch varieusidévices 02751 <A CRU (Central proeessing.unit) 30hishowrt

in Fig. 20 is , ,
branches [B.l] for all of the data lines being selected from
among minimum numbers of branches [B,"(s{i))] corresponding
to the data lines, each of_the minimum numbers of brarnches
[B,h{s{1)}] corresponding to the data lines belng calculated
on the basis of linear transformation matrices included in
twe continuous F-functions that are input toe a corresponding
data line s{i) in the extended Feistel structure.
[0269]

When the plurality of different matrices are denoted by

n {where n 1s an integer egual to or more than two)
different matrices, i.e., My, M;, ...M,_{, the encryption
processing section of the encryption processing apparatus of
the present invention is configured so that the different
matrices My, M,;, ..M,.. are repeatedly arranged in an order in
the F-functicns that are input to the respective data lines
in the extended Felstel structure. As an example of a
specific extended Feistel structure, for example, the
extended Feistel structure of the type 1 that performs only
one F-function in one round, which has been described with

reference to Figs. 8 and 10, and the extendsd Feistel

structure that performs a plurality of F-functions in



a processor which performs control of start or end of the cryptographic
process, which performs control of transmission and reception of data,
which performs control of data transfer among respective constituent
units, and which executes other various types of programs. A memory
302 includes a ROM (Read-Only-Memory) that stores a program
executed by the CPU 301 or fixed data such as operation parameters, a
RAM (Random Access Memory) used as a storage area or work area for
a program executed in a process™ 145 S07P1090 performed by the CPU
301 and parameters that appropriately change in processing of the 0721020
program, and so forth. The memory 302 can be also used as a storage
Pagreblfor key datd AecEssafy forthe erytdgraphic process, a
t£a7rbsformat|on table (permutation table) applied to the cryptographic
process data applied to transformation matrices, or the like. Note that it is

prefgrahle thattherdata sterage arese i camfigured.as<a memory having a
tamper resistant structure. [0276] A cryptographic processing unit 303
CHYS OIS HBE eXarmpies & CryptiigPaptiit prodess and dedrypioh procéssm

" accordlngn to the above descrlbed exthtnded -Feistel- éyvpe common- key
rﬁoc%@p et pr%cessﬁg acfgorsthm ect]ﬁaF ﬁere an examp e |n SWhich

e:{hei¥plographic Processing raeans isprovided asa sepatgiemadule is
shown. However, a _

progranm that performs the cryptographic process, and further

includes.an informatioﬁ‘processing apparatus and method that

constructs a ciyptographic proéessing algorithm for

perferming the cryptographic process to which the above-

described extended Feistel structure are applied, and a

computer program.

[0271]

An Information processing apparatus, such as a general
PC, can be applied as the information processing apparatus
that constructs a cryptographic processing algorithm, and
the information processing apparatus has a control unit that
can perform the following processing steps. In other words,
tLhe steps are:

a matrix-—determining step of, in a cryptographic-
processing-algorithm configuration to which an extended
Feistel structure having a number of data lines: d that is
set to an integer =zatisfyving d = 2 is applied, determining a
plurality of at least two or more different matrices that

are to be applied to linear transformation processes which



configuration may be provided, in which, instead of providing such an
independent cryptographic processing module, for example, a
cryptographic processing program is stored in the ROM, and in which the
CPU 301 reads and executes the program stored in the ROM. [02771 A
random-number generator 304 performs a process of generating random
numbers necessary for generation of keys which are necessary for the
cryptographic process or the - 146 S0791090 like. [0278] A
transmitting/receiving unit 305 is a d&t& tommunication processing unit
that performs data communication with outside. For example, the 50721090
transmitting/receiving unit 705 performs data communication with an IC
anfodaret SUEl as diraaneriviite P rend- pe 6 AAS Gutpat sPEMABitexPd

generated in the IC module, input of data from an external device such as
o ToR g A SHC 08 TG I mostas S0 errartfe for Sl the

plextended- beisteltype sryptegeaphie processtin whichthe numberof: data.c
lines d is set to an integer satisfying d ? 2 in accordance with the

magliove-geserBed  entbodlirment. IDiffefent™ ifeactransforrhasion amatricesut

. are set as linear, trangform ion matricesh'g Fe-I{utnec’j[li Qé ig gpseﬁgfnded

in the respective data Lines in L
structure.
[0272]

| The matrix—determining step is performed as a step of
perfofming”a process of determining, as the pluraliﬁy of‘tﬁo
or more.different matrices, as matriceé to be applied, a
plurality of different matrices satisfving a condition in
which a minimum number of branches for all of the data lines
is equal to or more than a predstermined value, the minimum
number of branches for all of the data lines being selected
from among minimum numbers of branches corresponding to the
data lines, each of the minimum numbers of branches
correspending to the data lines being based on linear
transformation matrices included in F-functions that are
input to a corresponding data line in the extended Feistel
structure,
62731

The diffusion-matrix switching mechanism (DSM:

Diffusion Switching Mechanism) is realized in the
cryptographic process to which the extended Feistel

structure that is set using such a processing algorithm is



Feistel structure in a manner according to the above- described
embodiment, whereby the diffusion-matrix switching mechanism (DSM:
Diffusion Switching Mechanism) is realized, so that resistance to
differential attacks or linear attacks can be enhanced. [0280] The present
invention has been described in detail with reference to the specific
embodiment. However, it is obvious that a person skilled in the art could
make - 147 S07P1090 modifications or alternatives to the embodiment
without departing from the scope oftfié present invention. In other words,
the present invention has been disclosed in a form of illustration, amd/ EL090
should not be restrictively construed. The section of CLAIMS should be
arfaterPed in'BFIED Heferfifin® HYS 586pe Of Bie prasent invehtion. [0281]
The geries o{ pracesses dQscriPegl i_;‘:l gg% Sspggifiﬁ%ggg _can be (Bgrfo.rmed

resl ailce erenclia Y atl 1
eby ﬁardjware or sdT'tware, 0? a combination configuration Otf bcbth %argware

eranchsefiware.dp:a easeiin which the processes are performed by
software, a program in which a sequence of processes is recorded can

[Qoe/thbtalled into a memory provided in a computer incorporated in
dedicated hardware, and can,be executed. Alternatjvely, the . program can
e IS TS S gherdl DS Lo CARRHISFER g

P MHIOUSIRIQCESSRS: AN can be executed.

Finally, Fig. 20 shows an exampie of a configuration of
an IC module 200 serving as the cryptographic processing
apparatus that performs the cryptographic process according
to thé above-described emboediment. The above-described
'process‘can be performed in, for example, PCs, IC cards,
readers/writers, or various other information processing
apparatuses. The IC module 3200 shown in Fig. 20 can be
configured in such various devices.

[0275]

A CPU (Central processing Unit) 301 shown in Fig. 20 is
a processor which performs control of start or end of the
cryptographic process, which performs control of
transmission and reception of data, which performs control
of data transfer among respective constituent units, and
which executes other variocus types of programs. A memory
302 includes a ROM (Read-Only-Memory) that stores a program
executed by the CPU 301 or fixed data such as coperation
parameters, a RAM (Random Access Memory) used as a storage

area or work area for a program executed in a process



[0282] For example, the program can be recorded in advance on a hard
disk or ROM (Read Only Memory) serving as a recording medium.
Alternatively, the program can be stored (recorded) temporarily or
permanently on a removable recording medium such as a flexible disc, a
CD-ROM (Compact Disc Read Only Memory), an MO (Magneto optical)
disc, a DVD (Digital Versatile Disc), a magnetic disc, or a semiconductor
memory. Such a removable recording medium can be provided as so -
148 S07P1090 called packaged-saffware. [0283) Note that the program
can be installed from a removable recording medium as describedabdis’ 20
into a computer. In addition, the program can be transferred wirelessly
pergmaEngdbwWnoAt siterto & Eomputer of Mectransfered byewiredpaiately

computer via a network sg%h Eaﬁea LAN t%_ocal Area Net\%york hor t%%e

“Hitetnet; and %ecsosrﬁrplgter can receive’ aempro‘:‘gu’rlélimS transferted irf Stich a

ndhannenand install dt inta,g Quiltin yecgrding medium-such-as akgrddisk.
[0284) Note that various processes described in the specification may be
negerformed Sequentiallyripthe vrded: deseribeé sor, maytalso becperdormed

in parallel or individually in accordance with processing capabilities of an

i arARRRAL PEHOTMS tHE HroB8Bsectr Gff an'ds RE8a6q 9T 2P0 e

process, data applied to transformation matrices, or the
like. HNote that it is preferable that the data storage area
is configured as a memory having a tamper resistant
structure.

o276}

A cryptographic processing unit 303 performs, for
example, a cryptographic process and decryption process
according to the above-described extended-Feistel-type
commen-key block-cipher processing algorithm. Note that,
here, an example in which the cryptographic processing means
is provided as a separate module is shown. However, a
configuration may be provided, in which, instead of
providing such an independent cryptographic processing
medule, for example, a cryptographic processing program 1s
stored in the ROM, and in which the CPU 301 reads and
executes the program stored in the ROM.

(02773

A random-number generator 304 performs a process of

generating randem numbers necessary L[or generation of kevs

which are necessary for the cryptographic process or the



basis. In addition, a "system" mentioned in the specification is configured
as a logical set of a plurality of apparatuses, and is not limited to a system
in which the apparatuses having respective configurations are contained
in the same casing. Industrial Applicability [02851. As described above,
according to a configuration in an embodiment of the present invention, in
a Feistel-type - 149 S07P1090 common-key block-cipher process in
which SPN-type F functions including non-linear transformation sections
and linear transformation sectionts aferepeatedly performed in a plurality
of rounds, round-function sections to which a plurality of different lineaf 1 020
transformation matrices are applied are set in a Feistel structure obtained
Ligeexpanding a Feistel structure having two data lines, i.e., in a Feistel
cture having any number of data lines that is equal to or more than
mtwo, uch as three or four, thereby realizing the diffusion-matrix switching

mechanism {RSM); 89, thata caminen:key blockseipheralgorithm can be

constructed and a cryptographic process can be performed with a high
cogsistdncettoolinaarcartalydis and differéntial apak/sisis[02863 According to

a configuration in an embodiment of the eE)reserlt inve%téon, a configuration

C???ﬁ&ﬁ&@&}ﬁﬂmﬁ&%ﬁaOutSlde' For examplie, t

transmitting/receiving unit 705 performs data communication
with an IC module such as a reader/writer, and performs
output of ciphertext generated in the IC module, input of
data from an external device such as a reader/writer, etc.
102791

- The IC module 300 performs, for example, the extended-
Feistel-type cryptographic process in which the number of
data lines d i1s set to an integer satisfying d 2z 2 in
accordance with the above-described embodiment. Different
linear transformation matrices are set as linear
transformation matrices in F-functions in an extended
Feistel structure in a manner according to the above-
described embodiment, whereby the diffusion-matrix switching
mechanism (DSM: Diffusion Switching Mechanism) 1s realized,
sc that resistance to differential attacks or linear attacks
can be enhanced.
102807

The present invention has been described in detail with

reference to the specific embodiment. However, 1t is

obvious that a person skilled in the art could make



cryptographic process to which an extended Feistel structure having a
number of data lines: d that is set to an integer satisfying d ? 2 is applied

is performed, and the configuration is provided as a configuration in which
a plurality of at least two or more different matrices are selectively

applied to linear transformation processes performed in F-functions in
respective rounds. A plurality of different matrices satisfying a condition in
which a minimum number of branches for all of the data lines is - 150
S07D1090 equal to or more thar alffrédetermined value are set as the
plurality of two or more different matrices, the minimum number off U7PLO9C
branches for all of the data lines being selected from among minimum

moRibers 6PBRarthes cotidstontity 6 thie Yataindsmeach oftHeeut
de@é@@(‘fﬁ% numbers, of branches, fc%ees%’é‘é‘%”&w o the data.lines being, ., .
e : ;

base inear transfofrﬁgﬁon matrices included in F-functions that are

wdPRY! ta-a£oprespendingdatadlinginthe exdended Feistekstrugtueform of
thereby realizing the diffusion-matrix switching mechanism (DSM), so that
ila epmmacnKey bloek-eipheralgorithas caifie ebhstiGetedantaried.

cryptographic pro n he performed with a high resistance to linear
Thaena ?ﬁgﬁgﬁ %fe%%%%ggaﬁ%ﬁggg[ ﬁe\llgﬁrlfﬁgrdm&r%,%ﬁ%%%iﬁg toa
a<LQiguration,in ar embedirent githepresentiavention, a configuration

IS

(02811

The series of processes described in the specification
can be performed by hardware or software, or a combination
configuration of both hardware and software. In a case in
which the processes are performed by software, a program in
which a sequence of processes is recorded can be installed
inﬁo a memocry provided in a computer incorporated in
dedicated hardware, and can be executed. Alternatively, the
program canh be installed intc a general-purpose computer
capable of performing varlous processes, and can be executed.
foz2827

For example, the program can be recorded in advance on
a hard disk or RCM (Read Only Memory) serving as a recording
medium. Alternatively, the program can be stored (recorded)
temperarily or permanently on a removable recording medium
such as a flexible disc, a CD-ROM (Compact Disc Read Only
Memory), an MO (Magneto optical) disc, a DVD (Digital
Versatile Disc), a magnetic disc, or a semiconductor memory.

Such a removable recording medium can be provided as so-



provided, in which a (a ? 2) types of F-functions perform different linear
transformation processes using a plurality of different matrices, in which
an extended Feistel structure (x >: 1) that utilizes the F-functions and that
has the number of data lines: d that is set as d = 2ax, and in which a
cryptographic process to which the extended Feistel structure is applied
is performed. The configuration is provided a configuration in which
equally x pieces of each of the types (the a types) of F-functions are
performed in - 151 S07P1090 oneirdund, whereby a compact
cryptographic processing apparatus in which no useless circuit is |cherrdjer90
is realized. [0288] Furthermore, according to a configuration in an
cagrddimenegrthesresentvention, a plurality of F- function performing
(0 5@ zare configured to perform different linear transformation processes
using a plurality of different matrices, and a configuration is provided, in

whigh,aseguence:of utiizing-theplurality of E-function mperformingimitsds «
changed in accordance with a setting, whereby a cryptographic
regrocessingrapparatussisd realizete Whichp van Setectiveloperidsy anylof

= VESRE s AT GIAeT SroBlirEoh ARG The el oT R thds o et s
dd%ﬂfgég “2ite to a computer, or be transferred by wire to a
computer via a network such as a LAN (Local Area Wetwork) or
the Internet, and the computer can recelve the program
transferred in such a manner and install it into & built-in
recording medium such as a hard disk.

[0284]

Note that various processes described in the
specification may be performed seqguentially in the order
described, or may alsc be performed in parailel or
individually in accordance with processing capabilities of
an apparatus that performs the processes or on an as needed
basis., 1In addition, a "system" menticned in the
specification is configured as a logical set of a plurality
of apparatuses, and i1s not limited to a system in which the
apparatusaes having respective configurations are contained
in the same casing.

Industrial Applicability
102851
As described above, according to a configuration in an

embodiment of the present invention, in a Feilstel-type



(bl) a cryptographic process which uses an extended Feistel structure
having the number of data lines d that is set to any number satisfying d ?
2, and in which only one F- function is allowed to be performed in each
round, or (b2) a cryptographic process which uses an extended Feistel
structure having the number of data lines d that is set to any number
satisfying d ? 2, and in which a plurality of F-functions are allowed to be
performed in parallel in each round. - 152 S07P1090 CLAIMS 1. A
cryptographic processing apparatus ¢faracterized by comprising a
cryptographic processing section that performs a Feistel-type S07p1090
common-key block-cipher process of repeating an SP-type F-function in a

COPIPAlItE Y réntds: thée SPty 5 FCfFfctioh pedéiming razee -

« ransformation pracess including a noplinezy. transformation.progess and

A TR Transformation process, wherein the cryptographic processing”

1 isectionis configured 1o, pedern i e/ Pieeraphic-process toswhichdl in a
extended Feistel structure having a number of data lines: d that is set to

plary iiteger satisyirecs ? Z isiapplicdcisiconfigirdd to SeleetivElydpply a
plurality of at Iea%t o or more different m%rices ta linear transformatgeon

pl%%%%éé/s AtCH fpeelf‘%} S R R SEGS Ofmation matrices ar

applied are set in a Feistel structure obtained by expanding
a Feistel structure having two data lines, il.e., in a
Feistel structure having any number of data lines that 1s
egqual to or more than two, such as three or four, thereby
realizing the diffusion-matrix switching mechanism (DSM), so
that a common-key block-cipher aigorithm can be constructed
and a cryptographic process can be performed with a high
resistance to linear analysis and differential analysis.
[0286]

According to a configuration in an embodiment of the
present invention, a configuration is provided, in which a
cryptographic process to which an extended Feistel structure
having a number of data lines: d that is set to an integer
satisfying d 2 2 is applied is performed, and the
configuration is provided as a configuration in which a
plurality of at least two or more different matrices are
selectively applied to linear transformation processes
performed in F-functions in respective rounds. A plurality
of different matrices satisfying a condition in which a

minimum number of branches for all of the data lines is



in respective rounds, the plurality of two or more different matrices being a
plurality of different matrices satisfying a condition in which a minimum
number of branches for all of the data lines is equal to or more than a
predetermined value, the minimum number of branches for all of the data
lines being selected from among minimum numbers of branches
corresponding to the data lines, each of the minimum numbers of
branches corresponding to the data lines being based on linear - 153
S07P1090 transformation matriceslinéluded in F-functions that are input
to a corresponding data line in the extended Feistel structure, andi§7F10390
configured so that the plurality of different matrices are repeatedly

ecareanged arthecEduntions:that ede tinput te:thevrespective data lines he
the extended Feistel structure. 2. The cryptographic processing

P Lsaratus Alcdrdhdto AT 4 ERERECENZEd in-rat the PrurdRY g™
ndifferent matrices, which are utilized in,theycryptagraphic Rrocessinge. .+«

section, are a plurality of different matrices satisfying a condition in which
framiamuy nimbenof braehes [BKD) feamalh©f the datesines isigqual tohe
or more than three, the minimum number of branches [BKD] for all of the

d&dta tine&Sheff Selactet o ABRY riftRGATnGmber$bf Bfshches

corresponding to the data lines being based on linear
transformaticn matrices included in F-functions that are
input to a corresponding data line in the extended Feistel
structure, thereby realizing the diffusion-matrix switching
mechanism (D3M}, so that a common-key block-cipher algorithm
can be constructed and a cryptographic process can be
performed with a high resistance to linear analysis and
differential analysis.

[0287]

Furthermore, according to a configuration in an
embodiment of the present invention, a configuration is
provided, in wnich a (a 2 2} tvpes of F~functicons perform
different linear transformaticon processes using a plurality
of different matrices, in which an extended Feistel
structure (x 2 1} that utilizes the F~functiocns and that has
the number of data lines: d that is set as d = 2ax, and in
which a cryptographic process to which the extended Feistel
structure is applied is performed. The configuration is
provided a configuration in which equally x pleces of each

0f the types (the a types) of F-functicns are performed in



[BkD(s(i))] corresponding to the data lines, each of the minimum numbers
of branches [Bk(s(i))] corresponding to the data lines being calculated on
the basis of linear transformation matrices included in k (where k is an
integer equal to or more than two) continuous F-functions that are input
to a corresponding data line s(i) in the extended Feistel structure. 3. The
cryptographic processing apparatus according to Claim 1, characterized
in that - 154 S07P1090 the plurality of different matrices, which are
utilized in the cryptographic processing section, are a plurality of different
matrices satisfying a condition in which a minimum number of brari¢hgs! 00
[B2D] for all of the data lines is equal to or more than three, the minimum
onfuribenef brarcheisyB2D]dobalk bf theydatlives: being seleeted:from
among minimum nupbers of bﬁ%r(lscshesi {I(B:ZD s(ijg] correg%léiin to the
)t S

“Fgatafines, égcﬁ%ﬁh‘e ‘intmun numbers of branches’ (ii)

rGoreesponding to the data lines being calculated on the basis of linear
transformation matrices included in two continuous F- functions that are

[(apétito a corresponding data line s(i) in the extended Feistel structure. 4.
The cryptographic processing apparatus according to Claim 1,

charaterived itthat tHeprraity of difereRt matHces, Which aré utilized

emkcodiment of the present invention, a plurality of F-
function performing units are configured to perform
different linear transformation processes using a plurality
of different matrices, and a configuration is provided, in
which a sequence of utilizing the plurality of F-function
performing units is changed in accordance with a setting,

whereby a cryptographic processing apparatus is
realized, which can selectively perform any of cryptographic
processes {a), (bl), and (b2), i.e.,

{a) a cryptographic process using a Feistel structure
having the number of data lines d that is set as d = 2,

{bl) a cryptographic process which uses an extended
Felstel structure having the number of data lines d that is
set to any number satisfying d 2z 2, and in which only one ¥F-
function is allowed to be performed in each round, or

{b2) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set Lo any number satisfving d 2z 2, and in which a plurality
of F-functions are aliowed to be performed in parallel in

each round.



in the cryptographic processing section, are a plurality of different matrices
satisfying a condition in which a minimum number of branches [B2L] for
all of the data lines is equal to or more than three, the minimum number
of branches [B2L] for all of the data lines being selected from among
minimum numbers of branches [B2L(s(i))] corresponding to the data lines,
each of the minimum numbers of branches [B2L(s(i))]. corresponding to
the data lines being calculated on the basis of linear - 155 S077P1090
transformation matrices included-n w8 continuous F functions that are
input to a corresponding data line s(i) in the extended Feistel struciré® 5020
The cryptographic processing apparatus according to Claim 1,
characterized in that, when the plt#atiiy’6f different matrices are denoted
gy n(where n is an integer eg:ual to or more than twoghdifferent maggeg,

6., MOCKHP - OFmET thé ERpoGraphic Brotessing Séttion s Tonfigtred
cc3o-thad the different matrices MO, M1, ...Mr-1 are repeatedly arranged in
an order in the F-functions that are input to the respective data lines in
the extenslet cBekstél structares 6s The cryptographibgrosessingns a
r APRRIRMS According o 3, 9 Saims 110 qharadterzed N Al ting an
S3P-type F-function in a plurality of rounds, the 3P-type -
function performing a data transformation process including
a non-linear transformation process and a linear
transformaticn process,
wherein the cryptographic processing section
is configured to perform a cryptographic process to
which an extended Feilstel structure having a number of data
lines: d that is set to an integer satisfyving d =z 2 is
applied, is configured to selectively apply a plurality of
at least two or more different matrices to linear
transformation processes that are performed in F-functions
in respective rounds,
the plurality of two or more different matrices being a
plurality of different matrices satisfving é condition in
which a minimum number of branches for all c¢f the data lines
is egual to or mcre than a predetermined value, the minimum
number of branches for all of the data lines being selected
from among minimum numbers of branches corresponding tce the

data lines, each of the minimum numbers of branches

correspending to the data lines being based on linear



the cryptographic processing section is configured to perform a
cryptographic process to which an extended Feistel structure that
performs only one F- function in one round is applied. 7. The
cryptographic processing apparatus according to any of Claims 1 to 5,
characterized in that the cryptographic processing section is configured to
perform a cryptographic process to which an extended Feistel structure
that performs a plurality of - 156 S07P1090 F-functions in parallel in one
round is applied. 8. The cryptograpHie processing apparatus according to
any of Claims 1 to 5, characterized in that the cryptographic processing! 00
section is configured to perform, when a is any integer satisfying a >- 2

Ergnd Xt may integes satisking k 211 éryptodraphics procéss terwhichean

i extended Felstel structure that&t'[lhzeﬁ aeypes of F functlon and that has

RE humbér 6Fdat ﬁ?noe% HRhich 8 setas o2 tax fs applle ?ﬁe a ty%%%

s tof . Erfypgtions performing different linear transformation processes using
the plurality of different matrices, and configured to perform equally x
pieces®df eachwiiheutypesstheaaypas)eofd=-furctions inbreiroisde 9t
The cryptographic processing apparatus accordlng%to Claim 8

medaratterzed in thatthecryptbgr4pME proBedsifig eEHBﬁ?sL88ﬁﬂ§£‘r%8 By <

input to the respective data lines in the extended Feistel
structure.
2. The cryptographic processing apparatus according to
Claim 1, characterized in that
the plurality c¢f different matrices, which are utilized
in the cryptographic processing section,
are a plurality of different matrices satisfying a
condition in which a minimum number of branches [B/P! for all
of the data lines is egual to or more than three, the
minimum number of branches [ByP] for all of the data lines
being selected from among minimum numbers of branches
[ByP(s(i))] corresponding to the data lines, each of the
minimum numbers of branches [B,P{s{i))] corresponding to the
data lines being calculated on the basis of linear
transformation matrices ilncluded in k (where k is an integer
egual to or more than two) continuous F-functions that are
input to & corresponding data line s(i} in the extended
Feistel structure.
3. The cryptographic processing apparatus according to

Claim 1, characterized 1in that



including: an F-function performing unit that performs ax F- functions
which are performed in parallel in one round; and a control unit that
performs data input/output control for the F-function performing unit. 10.
The cryptographic processing apparatus according to any of Claims 1 to
5, characterized in that the cryptographic processing section includes: a
plurality of F-function performing units that perform - 157 S07P1090
different linear transformation processes using the plurality of different
matrices; and a control unit that charitfes a sequence of utilizing the
plurality of F-function performing units in accordance with a setting;?7F1090
wherein the control unit is configured to selectively perform any of :
cryptographicprocesses (8) {bEFand (b rilecta) abiyptographic 1 1ized
5 Progcess gsintq a Faeiﬁgljsglé%tgrgsq%vin%géerQurr{lber of data lines d that is
setas =72, c(}t%}lfaf‘)cryptograpf'?ic progess Which 'Gses an extended Feistel

structuee haying.theinumber gf data-lings ddhatiis -setdoanyrpumbes

satisfying d >_ 2, and in which only one F- function is allowed to be
copetforated imeach eburd rorm(bRya crypiograpticiprocesswhich tsesan all
o £XigN0ed Feistel structure having the pumber of data fipes 0 that is
minimum number of branches [B,°] for all of the data lines
being selected from among minimum numpers of branches
[B,Pi{s(1))] corresponding to the data lines, each of the
minimum numbers of branches [B,P(s{i}}] corresponding to the
data lines being calculated on the basis of linear
transformation matrices included in two continucus F-
functions that are input to a corresponding data line si{i)
in the extended Feistel structure.

4. The cryptographic processing apparatus accerding to
Claim 1, characterized in that

the plurality of different matrices, which are utilized
in the cryptographic processing section,
are a plurality of different matrices satisfying a

conditicn in which a minimum number of branches [B,"] for all
of the data lines is equal to or more than three, the
minimum number of branches [B,*] for all of the data lines
being selected from among minimum numbers of branches
[B,l{s{i)}] corresponding to the data lines, each cf the
minimum numbers of branches [B,l(s(1))] corresponding to the

data lines being calculated on the basis of linear



set to any number satisfying d >_ 2, and in which a plurality of F-functions
are allowed to be performed in parallel in each round. 11. The
cryptographic processing apparatus according to Claim 10, characterized

in that the control unit is configured to select a processing mode to be
performed in accordance with a bit length of data that is to be subjected

to an encryption or decryption process. - 158 S07P1090 12. A
cryptographic processing method for performing a cryptographic process

in a cryptographic processing apparafus; the method characterized by
comprising a cryptographic processing step of performing a Feistet-tyje 059
common-key block-cipher process of repeating an SP-type F-function in a

L rsl0pdlity O FOud STt 169 ptographiéastoeissing seetibhltuSPEitype

e Fdunction performing a data transformation process ndluding 8 non:

itear ransformation proéf—:-ss and & linear transformation Process,

i whetein the gnpiographic progessingstep is a step of performing a
cryptographic process to which an extended Feistel structure having a
humbBérofcdata tinesirdhthatis seetosan integee satisfyinged 212l isn applied,
and includes an operation step of performing operations in which a

CHpldPality of AEFEASE iR BF ot TAt!

whan the plurality of different matrices are denoted by
n {where n i1is an integer egqual to or mocre than two)
different matrices, l1.e.,
My, My, ..M._q,
the cryptographic processing section is
configured so that the different matrices My, Mq, ..M, _,
are repeatedly arranged in an order in the F-functions that
are ilnput to the regpective data lines in the extended
Feistel structure.
&. The cryptographic processing apparatus according to any
of Claims 1 to 5, characterized in that
the cryptographic processing section 1s
configured to perfeorm a cryptographic process to which
an extended Felstel structure that performs only one F-
function in one round is applied.
7. The cryptographic processing apparatus according to any
of Claims 1 to 5, characterized in that
the cryptographic processing section is
configured to perform a cryptographic process to which

an extended Feistel structure that performs a plurality of



different matrices are selectively applied to linear transformation
processes that are performed in F-functions in respective rounds, wherein
the plurality of different matrices, which are applied in the operation step,
are a plurality of different matrices satisfying a condition in which a
minimum number of branches for all of the data lines is equal to or more
than a predetermined value, the minimum number of branches for all of
the data lines being selected from among minimum - 159 S07P1090
numbers of branches corresponding6é the data lines, each of the
minimum numbers of branches corresponding to the data lines be‘ﬁﬁfPlO%
based on linear transformation matrices included in F-functions that are
F-ifipiue t6- artoridsponting dataineTin the'@xteridedrRBistéIStructure, and

herein the operation step is a step of performing linear transformation
%vbergﬁgnsc Bﬁgga %%at%%élp%u% fff %?%ljﬁg%ﬁf) fa rche%Si N’ the E%llfﬁ%tigr?s any
osthat are inputitg the respaciive-datadines, in-the-extended Feistel
structure. 13. The cryptographic processing method according to Claim

12, cheractenizestinathat theeplurakty lofdifféret paattices are a plurality of
different matrice satisfyigg a_condition in which a minimum number Q

brafcHes Bk for &1l £t 8rdna[ta"%ﬁ%r§ i§ eqlialto’or fhore than three. {’hieng
a 2 2 and x is any integer satisfying x =2 1, a cryptegraphic
process to which an extended Feistel structure that utilizes
a types of F-functions and that has the number of data
lines: d which 1s set as d = 2Zax is applied, the a types of
F~-functions performing different linear transformation
processes using the plurality of different matrices, and
configured to perform equally x pieces of each of the
types {the a types) of F~functicns in cne round.
9. The cryptographic processing apparatus according to
Claim B, characterized in that
the cryptographic processing section is configured by
including:
an F-function performing unit that performs ax F-
functions which are performed in paralilel in one round: and
a contrcel unit that performs data input/output control
for the F-function performing unit.
10. The cryptographic processing apparatus according to
any of Claims 1 to 5, characterized in that
the cryptographic processing section includes:

a plurality of F~function performing units that perform



minimum number of branches [BKD] for all of the data lines being
selected from among minimum numbers of branches [BkD(s(i))]
corresponding to the data lines, each of the minimum numbers of
branches [BkD(s(i))] corresponding to the data lines being calculated on
the basis of linear transformation matrices included in k (where k is an
integer equal to or more than two) continuous F-functions that are input
to a corresponding data line s(i) in the extended Feistel structure. - 160
S07P1090 14. The cryptographit précessing method according to Claim
12, characterized in that the plurality of different matrices are a pluﬁﬁiﬁ?%@%
different matrices satisfying a condition in which a minimum number of
dipremehies [B2DTd6r Al oTiRe datd lifgs iy egaadorthordthditthree, the

l@irclii um nggn%q&f&rggghgg@%lglbgqr %II f the data 'lines being
P Seigcted from among minimum numbers of branches [B2D(s(i))]

corrgspendingtothe Wata inesreach of thes minimdm RUMBErs 0t ng the
branches [B2D(s(i))] corresponding to the data lines being calculated on
plthedasis of finfarf wraristormation’ matices ineludedlin tveceamtinususELh
functions that are input to a corresponding data line s(i) in the extended
2 E&istelStructure. 15. The cryptographic processing method according to

Claip 2% characierized inthatn; «

ige configured to selectively perform any of
cryptographic processes {(aj), {(bl), and (bZ), i.e.,

{a) a cryptographic process using a Feistel structure
having the number of data lines d that is set as ¢ = 2,

(bl) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisiving d =z 2, and in which only cone F-
function is allowed to be performed in each round, or

(pZ2) a cryptographic process which uses an extended
Feistel structure having the number of data lines d that 1is
set to any number satisfving d 2z 2, and in which a plurality
of F-functions are allowed to be performed in parallel in
each round.

11. The cryptographlic processing apparatus according to
Claim 10, characterized in that

the control unit is

configured to select a processing mode to be perfcrmed
in accordance with a bit length of data that is to be

subiected to an encryption or decryption process.



the plurality of different matrices are a plurality of different matrices
satisfying a condition in which a minimum number of branches [B2L] for
all of the data lines is equal to or more than three, the minimum number
of branches [B,L] for all of the data lines being selected from among
minimum numbers of branches [B2L(s(i))] corresponding to the data lines,
each of the minimum numbers of branches [B2L(s(i))] corresponding to
the data lines being calculated on the basis of linear - 161 S07P1090
transformation matrices includedinw® continuous F functions that are
input to a corresponding data line s(i) in the extended Feistel struct(ires 1 090
16. The cryptographic processing method according to Claim 12,
cRaraétefizEn 1r Iat> Whentthegsiaralitg of differentimaticesiarerdérnoted
crlcg(\é)tn Whe;firé IS an integeEqua!:'&p or. more thalrétwc%)ogeiefferegt matrices,
i W s n_f,etﬁe operation g?ep 58 g&-}p oprepeafesﬁy%erforming
apibediffeeentinatricesn MO Mir - Marlin anarderifpthesEfynctions that
are input to the respective data lines in the extended Feistel structure.

17. Theerypograptic processisg htathat<aeccofding 16 @nyi v Claims 12
Fé?ég%f§¥¥33“%%§%$%5@3§ block~cipher process of repeating an
SP-type F-function in a plurality of rounds in a
cryptographic processing section, the SP-type F-function
performing a data transformation process including a non-
linear transformation process and a linear transformation
process,

wherein the cryptographic processing step

iz a step of performing a cryptographic process Lo
which an extended Feistel structure having a number of data
lines: d that is set to an integer satisfying d 2 2 is
applied, and includes an operation step of performing
operations in which a plurality of at least two or more
different matrices are selectively applied to linear
transformation processes that are performesd in F-functions
in respective rounds,

wherein the plurality of different matrices, which are
applied in the operation step, are a plurality of different
matrices satisfving a condition in which a minimum number of
branches for all of the data lines is equal to or more than

a predetermined value, the minimum number of branches for

all of the data lines being selected from among minimum



the cryptographic processing step is a step of performing a cryptographic
process to which an extended Feistel structure that performs only one F-
function in one round is applied. 18. The cryptographic processing method
according to any of Claims 12 to 16, characterized in that the
cryptographic processing step is a step of performing a cryptographic
process to which an extended Feistel structure that performs a plurality of
- 162 S07P1090 F-functions in parallel in one round is applied. 19. The
cryptographic processing method aééérding to any of Claims 12 to 16,
characterized in that the cryptographic processing step is a step o 0721030
performing, when a is any integer satisfying a >> 2 and x is any integer
NUSRFSTNG X STEIECRIBGFAPHIE Process to which an‘ekiended Fefstel? ©f
crirycture hatliges .2 bipes gf unctions.and atnas e numbegof
ata’'lines: d which'is sef as d = tax Is applied, the atypés of F-functions
1 ipeyfonmaing fiffaren lipgar trapsformations processes using the:pluralityofeq
different matrices, and a step of performing equally x pieces of each of the
Lrntypes e a types) of F-fifction’yif ofe URET 20STREEHStogRaphie 1 1e
; Prosessing method acoardina o Claim, 19, ghgracterized in that the
cryptographic processing step is
wherein the cperation step
ig a step of performing linear transformation
operations based on the plurality of different matrices in
the F-functions that are input to the respective data lines
in the extended Feistel structure,.
13. The cryptographic processing method according to Claim
12, characterized in that
the plurality of different matrices
are a plurality of different matrices satisfying a
condition in which a minimum number of branches [B.”] for all
of the data lines is equal to or more than three, the
minimum number of branches [B.P] for all of the data lines
being selected from among minimum numbers of branches
[BP(s{i)}] corresponding to the data lines, each of the
minimum numbers of branches [B.P(s{i))] corresponding to the
data lines being calculated on the basis of linear
transformation matrices included in k (where k 1is an integer
equal to or more than two) continuous F-functions that are

input to a correspending data line s{i} in the extended

Feistel structure.



a step of performing a cryptographic process, in which an F-function

performing unit that performs ax F-functions performed in parallel in one

round is applied, in accordance with control performed by a control unit

that performs data input/output control for the F-function performing unit.

21. The cryptographic processing method according to any of Claims 12

to 16, characterized in that the cryptographic processing step is a step of

performing a cryptographic process - 163 S07P1090 by using a plurality

of F-function performing units that petform different linear transformation

processes using the plurality of different matrices, and by using a €8ntfelV2C

unit that changes a sequence of utilizing the plurality of F-function

pérforiiiy GRS e dacovrdanse Withss sefinge Wieteithechpgraphiea im
1 Zprocgsggg tsé(%p }izse a s.tgp J&f? an accordance with control performed by the

controf unit, se ectlvejly pérforming any of cryptographic processes (a),

(b1)randkh)d.6: 1) @rcryptagraphic process aising a Feistel structure
having the number of data lines d that is set as d = 2, (b1) a cryptographic

process vwhich wsesidry esterdetifeaistel stracture dravireg: thel mamber of
data lines d that is set to any number satisfyi(gg d?2 andin Wh%(]:h on

|
Cive B2 fihction 8 Aitowed s b8 B rfarMadtin Bachroundor =2 o a11

of the data lines is equal to cor more than three, the
minimum number of branches [B,P] for all of the data lines
being selected from among minimum numbers of branches
[B-Y(s{1))] corresponding to the data lines, each of the
minimum numbers of branches {B,”(s{i))] corresponding to the
data lines being calculated on the basis of linear
transformation matrices included in two continuous F-
functions that are input to a corresponding data line s (i)
in the extended Feistel structure,.
15, The cryptographic processing method according to Claim

12, characterized in that

the plurality of different matrices

are a plurality of different matrices satisfying a
condition in which a minimum number of branches [B.'] for all
of the data lines is egual to or more than three, the
minimum number of branches [B,Y] for all of the data lines
being selected from among minimum numbers of branches
[Bob(s{ij)] corresponding to the data lines, each of the
minimum numbers of branches [B,*(s{i))] corresponding to the

datz lines being calculated on the basis of linsar



(b2) a cryptographic process which uses an extended Feistel structure
having the number of data lines d that is set to any number satisfying d ?
2, and in which a plurality of F-functions are allowed to be performed in
parallel in each round. 22. The cryptographic processing method
according to Claim 21, characterized in that the control unit selects a
processing mode to be performed in accordance with a bit length of data
that is to be subjected to an encryption or - 164 S07P1090 decryption
process. 23. A cryptographic-process§ing=algorithm constructing method
for constructing a cryptographic processing algorithm in an informatidn 1020
processing apparatus, the method characterized by comprising: a
CrATatAEIEEETATIRINBAStE p AR WHIBR LidcE Eryflodrap hic ProBessifigialgorithm
£ corlfi%urggti%%[t(% Whrich an excte_gg)e% Feistel Sstruggéjire ha(yint%anumber of.

“Uata lines: d that is” sett6 an mteger%%ﬁéf?nr?go 2% a%p mdﬁ?%oﬁt%l)

1 nuRik previded intherinfermation precassing apparatus determines a
plurality of at least two or more different matrices that are to be applied to.
licear Hrapsfordvdtion: processesseicrined EFFoAcicieifraspettivé Laim
12rounﬁls; and a.mat?&lr-settlr}? step in which the control unit repeatedly

arr nﬁé:gﬁwteeﬁﬁj%gl yloz% différent matrices, which are determined in the
matrideterining.step; ithe: gifferent matrices are denoted by
n (where n is an integer egual to c¢r more than two)
different matrices, i.e.,
My, My, ..Mpq,
the operation step is
a step of repeatedly performing the different matrices
Mg, Mq, ..M,y in an order in the F-functions that are input
to the respective data lines in the extended Feistel
structure.
17. The cryptographic processing method according to any
of Claims 12 to 16, characterized in that
the cryptographic processing step is
a step of performing a cryptographic process to which
an extended Felstel structure that performs only one F-
function in one round i1s applied.
18. The cryptographic processing method according to any
of Claims 12 to 16, characterized in that
the cryptographic processing step is
a step of performing a cryptographié process to which

an extended Feistel structure that performs a plurality of



F-functions that are input to the respective data lines in the extended
Feistel structure, wherein the matrix-determining step is a step of
performing a process of determining, as the plurality of two or more
different matrices, as matrices to be applied, a plurality of different
matrices satisfying a condition in which a minimum number of branches
for all of the data lines is equal to or more than a predetermined value,
the minimum number of branches for all of the data - 165 S07P1090
lines being selected from among mirfithum numbers of branches
corresponding to the data lines, each of the minimum numbers of SO7TF1050
branches corresponding to the data lines being based on linear
F-ransfobmation matices ifidludedin F-ifielions thaPate ftbut to a

conresponing data, e In the extended. Felstel siiuclure, 24 A campyter

pro'gram%ha aus a%rypto@ra&m pro%essmg apparatus to perform a’

o FCRYpiagraphic process, the: pregram eharacterizedby comprising a
cryptographic processing step of causing a cryptographic processing
sectidi® to> paro iz FeisteFtype c66mhntorikéy bigtk-cipher process of

repeatlntq an S{;—I%%)refF- function Ina plurality of rouindcsé tge SP-%y.pe

F-function ppeor mgod: datédtransformation p%gessn incﬁ.:cﬁné A r%”osﬁf-ymg

a inearfransformation pregass.and adineay frapsformation: pFREeSSgraphic
process to which an extended Feistel structure that utilizes
a types of F-functicns and that has the number of data
iines: d which is set as d = 2ax is applied, the a types of
F-functions performing different linear transformation
processes using the plurality of different matrices, and
a step of performing egually x pieces of each of the
types {the a types) of F-functions in one round.
20. The cryptographic processing method according to Claim
19, characterized in that
the cryptographic processing step 1is
a step of performing a cryptographic process, in which
an F-function performing unit that performs ax F-functions
performed in parallel in one round is applied, in accordance
with control performed by a control unit that performs data
input/output coentrol for the F-function performing unit.
21. The cryptographic processing method according te any
of Claims 12 to 16, characterized in that
the cryptographic processing step 1is a step of

performing a cryptographic process



wherein the cryptographic processing step is a step of causing the
cryptographic processing section to perform a cryptographic process to
which an extended Feistel structure having a number of data lines: d that
is set to an integer satisfying d ? 2 is applied, and includes an operation
step of performing operations in which a plurality of at least two or more
different matrices are selectively applied to linear transformation
processes that are performed in F-functions in respective rounds, - 166
S07P1090 wherein the plurality of éffferant matrices, which are applied in
the operation step, are a plurality of different matrices satisfying aS07F1030
condition in which a minimum number of branches for all of the data lines
is eflialM®isrmardthsre blpiedefermifddvalie the PmiLRT ndmbe? of

thkr%ranche§ for aAI Q?f]fthe attailnljels beln sg[ggted fr Eno%mon rglrgslrensurﬂsu1
AUMDbers of branches corresp*ondangF th atlanhnes eath of the g

thRinmun numbers of branches cerrespendingdqthe data lines being
based on linear transformation matrices included in F-functions that are

input 1o wsdartespomding dataling inlthe extendeds Feistelstrictare; and
wherein the o er tlonﬁje § is a step of performln?i linear transformatlon

Stdgerations B e% oh KirSlity of diffsreht thatrices i the Fftnctions

adhat are input 19 the resnective data lines in the extended Feistel
structure.

wherein the cryptographic processing step is a step of,
in accordance with control performed by the contrcl unit,
selectively performing any of cryptographic processes (a),
{bl), and (b2}, i.e.,

(a) a cryptographic process using a Feistel structure
having the number of data lines d that is set as d = 2,

(bl) 2 cryptographic process which uses an extended
Feistel structure having the number of data lines d that is
set to any number satisfying d 2 2, and in which only one F-
function is allowed to be performed in each round, ozr

{(b2) a cryptographic process which uses an extendsd
Feistel structure having the number of data lines d that is
set to any number satisfying d =z 2, and in which a plurality
of F-functions are allowed to be performed in parallel in
each round.

22. The cryptographic processing method according to Claim
21, characterized in that the contrcl unit selects a
processing mode to be performed in accordance with a bit

length of data that is to be subljected to an encryption or



25. A computer program that causes an information processing apparatus
to construct a cryptographic processing algorithm, the program
characterized by comprising: a matrix-determining step of causing, in a
cryptographic-processing-algorithm configuration to which an extended
Feistel structure having a number of data lines: d that is set to an integer
satisfying d ? 2 is applied, a control unit provided in the information
processing apparatus to determine a plurality of at least two or more -
167 S07P1090 different matrices théat are to be applied to linear
transformation processes performed in F-functions in respective rodnds; 20
and a matrix-setting step of causing the control unit to repeatedly arrange
dethaypsltatity bE diffetént matrices, which are determined in the

matrxdetermining step, I the E-unctions that afe,ut1g the respestive
ata lineS in theextended Feistal structure, wherein the - K

ndPRYX-determining:step i$.:a step of pesioraing a process:of detesmiRing: nm
as the plurality of two or more different matrices, as matrices to be

irapplied; eoplordlity of differeatAiatriee satisfying afconditidreih which a
minimum numbper of branches for all of the data lines is equal to or more

“HRAAG Bredetermined”VaTue: the minimum number of branches for all of
the datg. lines being. selegted fram.amang minimum numbers,of branches. -

processing—algorithm configuration te which an extended
Feistel structure having a number of data lines: d that is
set to an integer satisfying d =2 2 is applied, a control
unit provided in the information processing apparatus
determines a plurality of at least two or more different
matrices that are to be applied to linear transformaticn
processes performed in F-functions in respective rounds; and

a matrix-setting step in which the control unit
repeatedly arranges the plurality of different matrices,
which are determined in the matrix-determining step, in the
F-functions that are input to the respective data lines in
the extended Feistel structure,

wherein the matrix-determining step

is a step of performing a process of determining, as
the plurality of twe or more different matrices, as matrices
to be applied, a plurality of different matrices satisfying
a condition in which a minimum number <f branches for all of
the data lines is equal t¢ oy more than a predetermined

value, the minimum number of branches for all of the data



corresponding to the data lines, each of the minimum numbers of
branches corresponding to the data lines being based on linear
transformation matrices included in F-functions that are input to a
corresponding data line in the extended Feistel structure.

SCT7P10%0

lines being selected from among minimum numbers of branches
corresponding to the data lines, esach of the minimum numbers
of branches corresponding to the data lines being based on
lingar transfeormation matrices included in F-functions that
are input to a corresponding data line in the extended
Feistel structure.

24. A computer program that causes a cryptographic
processing apparatus to perform a cryptographic process, the
program characterized by comprising

a cryptographic processing step of causing a
cryptographic processing section to perform a Feistel-type
common~key block~cipher process of repeaiting an SP-type F-
function in a plurality of rounds, the SP-type F-function
performing a data transformation process including a non-
linear transformation process and a linear transformation
process,

wherein the cryptographic processing step

is a step of causing the cryptographic processing
section to perform a cryptographic process to which an
extended Felstel structure having a number of data lines: d
that is set to an integer satisfyving d =2 2 is applied, and
includes an cperation step of performing operations in which
a plurality of at least two or more different matrices are
selectively applisd to linear transformation processes that

are performed in F-functions in respective rounds,



- 1léeg -
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wherein the plurality of different matrices, which are
applied in the operation step, are a plurality of different
matrices satisfying a condition in which a minimum number of
branches for all of the data lines is equal to or more than
a predetermined wvalue, the minimum number of branches for
all of the datsz lines being selected from among minimum
numbers of branches corresponding to the data lines, each of
the minimum numbers cof branches corresponding to the data
lines being based on linear transfcormation matrices included
in F-functions that are input to a corresponding data line
in the extended Feistel structure, and

wherein the operation step

is a step of performing linear transformation
operations based on the plurality of different matrices in
the F-functions that are input to the respective data lines
in the extended Feistel structure.

25. A computer program that causes an information
processing apparatus to construct a cryptographic processing
algorithm, the program characterized by comprising:

a matrix-determining step of causing, in a
cryptographic-processing-algorithm configuration to which an
extended Feistel structure having a number of data lines: d
that i1s set to an integer satisfving d z 2 is applied, a
contrel unit provided in the informaticon processing

apparatus to determine a plurality of at least two or more
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different matrices that are to be applied to linear
transformation processes performed in F-functicons in
respective rounds; and

a matrix-setting step of causing the contrel unit to
repeatedly arrange the plurality of different matrices,
which are determined in the matrix-determining step, in the
F-functions that are input to the respective data lines in
the extended Feistel structure,

wherein the matrix-determining step

is a step of performing a process of determining, as
the plurality of two or more different matrices, as matrices
to be applied, a plurality of different matrices satisfving
a condition in which a minimum number cof branches for all of
the data lines is equal to or more than a predetermined
value, the minimum number of branches for all of the data
lines being selected from among minimum numbers of branches
corresponding to the data lines, each of the minimum numbers
of branches corresponding to the data lines being based on
linear transformation matrices included in F-functions that
are input to a corresponding data line in the extended

Feistel structure.



