COVMUNI CATI ON APPARATUS, COVMUNI CATI ON METHOD, AND
PROGRAM BACKGROUND OF THE I NVENTION 1. Field of the

I nvention The present invention relates to a

communi cati on apparatus, a conmmuni cation nethod, and
.a program Particularly, the present invention
relates a conmuni cati on apparatus, a comruni cation
nmet hod, and a programthat enable a reader/witer
conmuni cating with an IC (integrated circuit) card in
.a noncontact manner to easily communicate wth the IC
card even if interference occurs between the
reader/witer and another reader/witer. 2.
Description of the Related Art In recent years, a
noncontact I1C card system in which an IC card and a
reader/witer communicate with each other in a
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rapi dly becone w despread. In the noncontact |IC card
system a reader/witer outputs el ectromgnetic waves.
‘Wien an IC card is held over - 1 the reader/witer,
the I C card operates by obtaining power from nutua

i nducti on caused by the el ectronagneti c waves out put
BACKEROUND roFadE/ TNVERTI@Nd Starts conmuni cation with
the reader/witer. The reader/witer transmts data to
1t heFid1l@ cHr dhley Inwdutden ng el ect romagneti ¢ waves

output therefrom On the other hand, the I C card
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non- modul at ed electronqgnetic
apparatus, a communicaticn method, and a program.

Particularlf, the present invention relates a communication
apparatus, a communication method, and a program that enable
a reader/writer communicating with an IC (integrated
circuit) card in a noncontact manner to easily communicate
with the IC card even if interference occurs between the
reader/writer and another reader/writer.
2. Description of the Related Art

In recent years, a noncontact IC card system, in which
an IC cérd and a reader/writer communicate with each other
ié a noncontact manner through electrémagnetic waves, has
rapidly become widespread. |

In the noncontact IC card system, a reader/writer

outputs electromagnetic waves. When an IC card is held over




waves output fromthe reader/witer by so-called | oad
nodul ati on. As descri bed above, in the noncontact IC
card system the IC card and the reader/witer
conmuni cate with each other in a noncontact manner.
This systemis highly convenient and is now w dely
used in, for exanple, automatic ticket gates in
stations. The automatic ticket gates are required to

deal--wi-th-entrance/ exit of many people in short tine
and thus are required to be provided wiith many
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readers/writers use carrier waves of the sane

1tr eguensy mehAetti agagnet ¢ fomsayies i Uk Pués faaiputheherefrom,
readers/witers cause rmutual interference, so that the
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As described above, in the noncontact IC card system,
the IC card and the reader/writer communicate with each
other in a noncontact manner. This system is highly
convenient and is now widely used in, for example, automatic
ticket gates in stations.

The automatic ticket gates are required to deal with
entrance/exit of many people in short time and thus are

required to be provided with many readers/writers. However,

- readers/writers functioning as automatic ticket gates are

placed in a limited space of a gate of a station. If many
feaders/writers are to be placed, the feaders/writers are
inevitably close to each other. |

In such a case where readers/writers are close to each
other, if fhe readers/writers use carrier waves of the same
fregquency, electromagnetic waves output from the

readers/writers cause mutual interference, so that the




However, if another reader/witer B exists close to
the reader/witer A as shown in Fig. 1,

el ectromagneti ¢ waves output fromthe reader/witer A
and those output fromthe reader/witer B cause
mutual interference, and as a result, the

el ectromagneti c waves that caused nutual interference
are received by the reader/witer A as el ectromagnetic

Accordingly, the comunication between the
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rRhadet ehrinad destansend hetehalaregneso that the
el ectromagneti ¢ waves output therefrom do not cause

mut uel mint.enf eagnce.cddd the sf hesé srihed rebaveyeritdine,
nunber of readers/witers that can be placed in a

agdt ehpediveseafierdwriesuld shauldecommsnididftie eulth poly
deal wth entrance/exit of - 3 nmany people in short
thenEC gt €:are al so suggested a second net hod of

provj di n an_interference detecting unit to detect
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293824); a third nmethod of inverting the phase of a
reader/writer B cause mutual interference, and as a result,
the electromagnetic waves that caused mutual interference
are received by the reader/writer A as electromagnetic waves
that are lecad-modulated by the IC card C. Accordingly, the
communication between the reéder/writer A and the IC card C
is interfered.

In order to prevent such interference of communication
between the reader/writer A and the IC card C, a first
method is suggested. 1In the first method, the
readers/writers A and B are placed with a predetermined
distance therebetween so that the electromagnetic waves
output therefrom do not cause mutual interference.

In the first method, however, the number of

readers/writers that can be placed in a gate reduces. As a

result, it becomes difficult to deal with entrance/exit of




radi ation field between adjacent readers/witers
(e.g., see Patent Docunent 2: Japanese Unexam ned
Patent Application Publication No. 11-345294); and a
fourth nmethod.of providing a function to change the
frequency of carrier waves in a reader/witer (e.g.,
see Patent Docunent 3: Japanese Unexam ned Patent
Application Publication No. 2000-20651). However, in
—the second nethod, a hardware device serving as the
i nterference detectlng unit needs to be provided in
neRE peeller A ishert Whheh increases the cost of the
reader/witer. In the third method of inverting the
phasT 5 arer%h?%t%weﬁitéﬁdab%%w% msdaeeRt providing
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a ffo@tion to change the frequency of carrier waves in a
reader/writer (e.g., see Patent Document 3: Japanese

Unexamined Patent Application Publication No. 2000-20651).

However, in the second method, & hardware device

serving as the interference detecting unit needs to be

provided in the reader/writer, which increases the cost of

the reader/writer.

In the third method of inverting the phase of a
radiation field between adjacent readers/writers, a hardware
device to invert the phase needs to be prqvided.' Further,
in the third method, a setter needs to set readers/writers .
by designing the setting positions thereof so as to satisfy
a setting condition in which the radiation field is
absolutely inverted in adjacent readers/writers, which is

inconvenient.



an I C card, the reader/witer retransmts a conmand
packet to the IC card (nake a retry to transmt the
command packet). Mre specifically, packets are
transmtted/ received through noncontact communi cation
between a reader/witer and an IC card constituting a
noncontact |1 C card system The reader/witer
transmts a command packet, which is a packet
—i-ncluding informati on of a conmand to execute a
predet erm ned process, to the I1C card. The IC card
t ransnitths donesponsthquhc kebetbr chf ireaaepadkeiters needs
including a response to the conmand packet fromthe
tpehgRt ISw iheFregaenenert cadad phr e¥es ¢h thige fifth
the reader/witer transmts a conmmand gacket,
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More specifically, packets are transmitted/received
through noncontact communication between a reader/writer and
an IC card constituting a noncontact IC card system. The
reader/writer transmits a command packet, which is a packet
including information of a command to execute a
predetermined process, to the IC card. The IC card
transmits a response packet, which is a packet including a
response to the command pécket from the reader/writer, to
the readér/writer.

In the fifth method, the reader/writer transmits a
command packet, waits for and receives a packet (response
packet}, and checks whether the packet has an error. If the
packet received by the_réader/writer has an error, the

reader/writer immediately retransmits the command packet.

After that, the reader/writer repeats receiving a packet




packets to the command packet, which causes
interference. However, when interference is caused
between the two readers/witers A and B close to each
ot her, as described above with reference to Fig. 1,
the conmuni cati on performance between the
reader/witer A and the IC card C held thereover
cannot always be inproved by the fifth nmethod of

-retransmtting a command packet. Rather, the-
conmuni cati on perfornance may degr ade. Flgs 2 and 3
(sRERCn e RRLad) |roﬁ§r@¥ ehreck rafadbesprackeer .18 and B
and the | C car erforned when the |Ccard Cis
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transnits the conmmand
readers/writers A and B close to each other, as described
above with reference to Fig. 1, the commﬁnication
performance between the reader/writer A and the IC card C
held thereover cannot always be improved by the fifth method
of retransmitting a command packet. Rather, the
communication performance may-degrade.

Figs. 2 and 3 show the opérations of the
readers/writers A and B and.the IC card C performed when the
IC card C is held over the reader/writer A among the two
readers/writers A and B close to each other.

Referring to Fig. 2, the reader/writer A transmits a
command packet Pny having a command code of 0x10 ("0x"
indicétes that the character (string) following thereafter

is a hexadecimal number) in step S1. Then, the process

proceeds to step 52, where the reader/writer A enters a




packet Pal having a conmand code of 0x10 in step S1.
Assum ng that a response code of a response packet to
the command packet having the command code 0x10 is
Ox11, for exanple, the reader/witer A waits for

recei ving a packet (response packet) having a response
code of Ox11l in the reception.waiting state in step
S2. On the other hand, the IC card C receives the

command packet -Pal- having the comand code 0x10

transmitted fromthe reader/witer A and starts a
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Assuming that a response code of a response packet to the

command packet having the command code 0x10 is 0x11l, for
example, the reader/writer A waits for receiving a packet

(response packet) having a response code of 0x1l1 in the

reception waiting state in step S2.

On the other hand,.the IC card C receives the command
packet Py having the command code 0x10 transmitted from the
reader/writer A and starts a process in accordance with the
command packet Pp; in step S11. After performing the process
in accordance with the command packet P,; from the
reader/writer A, the IC card C transmits a response packet
having a response code of 0x11 in response to the cormand
packet Pp;.

On the other hand, the reader/writer B performs polling
to detect that anIIC card iz held therecver {(that an IC card

exists at a nearby position). Specifically, the



step 521, the reader/witer Ais in the reception
waiting state in step S2 and thus receives the packet
PBL fromthe reader/witer Bin step S3. However, the
packet PBL fromthe reader/witer Bis a comand
packet having the conmand code 0x80 and is not a
response packet to the command packet PAl to be
received, that is, a packet having the response code
Ox11. Therefore, the reader/witer A determ nes that
the packet PBl received in step S3 has an error and
reedeanfiorittes Bhpetbndberl jadicensnihs s4 eprBénd paokéer
words, the reader/witer Atransmts a comand packet

hpRING A iGYERE EBRPERE ®ttfe 0x10. In this case, if the
ICcard.Ctransmts a response _packet ,to the co nd
packé&qﬁgl ahiT et4ﬁ§q%§J%E}Fﬁfi?eﬁr%&sﬁéts 2 Command.
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thespanee /Racket pfpomddieaiycartnimi s RACKRhand packet
transmtted between a reader?MW|ter and an IC. card

hgwirss itthet cngmandomednt@E0.1 C card system may i ncl ude a
8 sequence ID (identification). The sequence IDis a
val Heent Heg yeadexdwerbared byaromd tsy that barketeds: in
reader/wijter and |1C card in order to prevent
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card.
However, the packet Pg; from the reader/writer B is a

command packet having the command code 0x80 and is not a

response packet to the command packet P,; to be received,

that is, a packet having the response code 0x1l. Therefore,
the reader/writer A determines that the packet Py, received
in step 83 has an error and retransmits the command packet
in step S4. 1In other words, the reader/writer A transmits a
command packet P, having the command code 0x10.

In this case, if the IC card C transmits a response
packet to the command packet Pp; while the reader/writer A is
retransmitting the comﬁand packet having the command code
0x10, the reader/writer A cannot receive the responselpacket
from the IC card C.

A packet transmitted between a reader/writer and an IC

card constituting a noncontact IC card system may include a



Fig. 3 shows the operations of the readers/witers A
and B and the IC card Cin a case where packets
including a sequence ID are transmtted between the
reader/witer A or B and the ICcard C. In step S31,
the reader/witer Atransmts a packet (conmand
packet) PAl1 having a sequence ID of 11 and enters a
reception waiting state to wait for receiving a
response packet to the command packet PAl, as in the
case shown in Fig. 2. In step $41, the IC card C held
seveenthdr dadentivficatrionA .r eBbevesqudreepddkés Al v@fuom
the reader/witer A and starts_a process jin accordance

the t hi 1 M FEERBESP. POPI P10 ERERORRFRSA Hafgler/writer and
der/writ B f L1 in Fig. 2. | ,
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reader/witer B transmts the pac Ps in step S51,
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Then, in step S32, the reader/witer A receives the
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fromthe reader/witer B is a command packet and is

caest- a response packet to the command packet PAL to be
recei,ved_by the reader/witer A Therefore, as in Fig.

2, thE-rdathSnPeePPATakt Rt Hedhet RaRde Ry HdRer P.
2 SGPINET hD 3L en B2 has a0, el L, ARd o LELT ARSIt
packet (coman packetf In-step . BYRat ™ i's
seguence ID are transmitted between the reader/writer A or B
and the IC card C.

In step 831, the reader/writer A transmits a packet
{command packet) Pp; having a seguence ID of 11 and enters a
reception waiting state to wait for receiving a response
packet to the command packet PA1} as in the case shown in Fig.
2.

In step S41, the IC card C held over the reader/writer
A receives the packet P,; from the reader/writer A and starts
a process in accordance with the packet PAl;

On the other hand, the reader/writer B performs polling
as in Fig. 2. In Fig. 3,.the reader/writer B transmits a
packet (command packet) Py in step S51.

When the reader/writer B transmits the packet Py in step

S51, the reader/writer A is in the reception waiting state.

Then, in step 832, the reader/writer A receives the packet




the reader/witer Atransmts a packet PAZ as a
retransm ssion of the packet PAl, At this tinme, the
reader/witer Aincrenments the sequence |ID by one.
Specifically, since the sequence ID of the previously
transm tted packet PAl1 is 11, the sequence ID of the
packet PA2 is set to 12. In step S42, the IC card C
receives the packet PA2 from the reader/witer A
After the IC card C conpletes the process in
accordance wth the packet PAl including the sequence
PpDEgam rgreeinpagderiwrstep B541, the 1C card Ctransnits a

packet Pc in response to the packet PAl in step S43.
TheK’g'éecP&c}‘lgé Fs fgf%gasng%a% 148 Bnds packdtmapal

i dj th ID 11 f th der/wit .
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reader/witer receives the packet PC fromthe IC

car dHerdfoweyess iherigequenege | et Mirs tBACKede tldmiBEs
is 12, which is not a value (13) generated by
thatrememaokgtt Bg seEpRigRdeihDsi@p 0332 hmspaoketr&A2 drhiat
IS previously transmtted by the reader/witer A by
reeAnsfidre PoPacke hel qosaaed/ Rerker) AniatepnSads tThat is,
t he % cket ,PC received . in step S34 has an error (in
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At this time, the reader/writer & increments the
sequence ID by one. S8pecifically, since the sequence ID of
the previously transmitted packet Pn; is 11, the sequence ID
of the packet Py, is set to 12.

In step 542, the IC card C receives the packet P, from
the reader/writer A.

After the IC card C completes the process in accordance
with the packet Pp; including the sequence ID 11 received in
step S41, the IC card C transmits a packet P, in response to
the packet Pp; in step 843;

The packet P, is a response packet to the packet Pp
including the sequence ID 11 from the reader/writer A.
Therefore, the IC card C increments the sequence ID of the
packet P. by one into 12.

In step 534, the reader/writer A receives the packet Pe

from the IC card C. However, the sequence ID of this packet

_10...




reader/witer A transmts a packet PA3 as a
retransm ssion of the packet PAI. At this tine, since
the sequence ID of the previously transmtted packet
PA2 is 12, the reader/witer A sets the sequence ID
of the packet PA3 to 13 by increnenting 12 by one. The
packet PC that is received by the reader/witer Ain
step S34 is a correct response packet to the packet
PAL that is transmtted by the reader/witer Ain
step S31. However, the packet PCis transmtted from
Rehés | & cattd o aft nettaevalusadds) wobberated kansmitted
.the packet PA2 in stegesss as a retransn ssion of the
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retransm ssion of the packet frequently occurs every
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transmitted packet Pp, is 12, the reader/writer A sets the

‘sequence ID of the packet Pp3 to 13 by incrementing 12 by one.

The packet P that is received by the reader/writer A in

step 834 is a correct response packet to the packet Pp; that
is transmitted by the reader/writer A in step S31. However,

the packet P, is transmitted from the IC card C after the

reader/writer A transmitted the packet P,, in step SB3 as a
retransmission of the packet P,;. Therefore, the
reader/writer A regards the response packet P., which is a
correct response packet to the packet P, as an incorrect
response packet to the packet Pp,, determines that an error

has occurred, and retransmits the command packet.

SUMMARY OF THE INVENTION

As described above, if the reader/writer A retransmits

- 11 -



a decrease in the reliability of the entire noncontact
IC card system The present invention has been nade

in view of these circunstances and is directed to
enabl i ng confortable comunication between a
reader/writer and an I C card even under the -
envi ronnent where a plurality of readers/witers

cause interference. A communication apparatus

according to an enbodi nent of the present invention

i ncludes: a transm ssion control unit configured to
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el apsed; a retransm ssion control unit configured to
tiver aRseFIon HE desamERd 3@”may parker rwwaﬁeém theéri od

el apsed; _.an error ecking unit ur ed
rAdeh Rbteer BuEn P ot etten Phe F ther i od
rggée%‘/»{{]rogat and g é’rogﬁﬁs' nﬁtezlfl)?%re Conftixg eﬁeggt

a receive

c@ﬁzﬁﬁr@ﬁcaﬂﬁcﬁ‘l GRENESA fIRSPANSRrYQri b ORI HS 1Eh8ard ¢
data does not have an error and performa process in

hatd oftokaresren. t hatberdiasfignsehel Eortriien datta dre per¥esnance
wthin the tineout period has an error, the
(retparsihidditgno€otite oIC aaridt CHodsgmates,ehdnbniresthis in
conmand and the tineout. period checking u nit
.arﬁﬁﬁqQﬁﬁﬁs1PotEﬁe€%l%ﬁRﬁ%ﬁ§N Pﬁet@?rﬁﬂﬂﬂ¥epéppéﬂntﬁ%% Ic
el apse A comuni cation nmethod according to an
odi - of
The present inventicon has been made in view of these

circumstances and is directed to enabling comfortable
communication between a reader/writer and an IC card even
under the environment where a plurality of readers/writers
cause interference.

A communication apparatus according to an embodiment of
the present invention includes: a transmission control unit
configured to transmit.a command; a timeout period checking
unit configured to check whether a timeout pericd during-
which a response to the command is waitéd for has elapsed; a
retransmission control unit configured to retransmit the
command only aftexr the timéout period has elapsed; an error
checking unit configured to check whether data received
within the timeout period has an error; and a processing

unit configured to regard the data received. within the
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the present invention includes the steps of:
controlling transmssion to transmt a conmmand,
checki ng whether a timnmeout period during which a
response to the command is waited for has el apsed,
controlling retransm ssion to retransmt the command
only after the tinmeout period has el apsed; checking
whet her data received within the tineout period has
an error; and regarding the data received within the
ti meout period as a correct response to the command if

. tiheodate Hers sR0E Bavee @ rRisiehsando pekd aidfmagdaift the
process in accordance with the response. If the data
deegedoms naitt iawe Bheetigmreeud perifodmhasproressr on, t he
command is not retransmtted in the retransm ssion
a@@ﬁ?ﬁ%}@%twh ahe r@ﬁ@éﬂ@%g Whether detre 299Pe56E perhdy
as,_ el apsed i s coptinue in the ti out r
BRocRidi o bar o B?%g‘?%rﬁ%&&@r&gﬁgr S soarnere et
uhh@cﬂ!%f%%% re@%gﬂgﬁ£¥]eﬂg: %gﬁgn&hgnftéﬂ% tQREOat period

contro transm ssi on

ckbeekiq Qm\M&eEBﬁl’:lﬁuéé rfep%ees%r WwRdeALF i11% L3me¥hit Chediod
response to the command is waited for has el apsed;

heondraglsleidng retransm ssion to retransmt the command
only after the tinmeout period has el apsed; checking
whe#hepmgat bea triegeimgsodi addardig thiomep uenipetinsh thas
an error; and regarding the data received within the

t??rﬁ%ﬁﬁ?nﬁeﬁp88n5§°%i%ﬂﬁJPQEF FE%p%ﬁ%R?tQ§ ‘t RENESRHRHYT i f

tthe data does pot have error erf.orm g process
T SIEa5Aginee NFeH s FREBBRSE. CIToRINE HAEKF Bk ved
tfﬁédytnpgggo&'gﬁf&ﬁgF%%lcﬁda response to the command is
waited for has elapsed; controlling retransmission to
retransmit the command only after the timeout period has
elapsed; checking whether data received within the timeout
period has an error; and regarding the data received within
the timeout period as a correct response to the command if
the data does not have an error and performing a process in
accordance with the response. If the data received within
the timeout period has an error, the command is not
retransmitted in the retransmission contreol step, and
chécking whether the timeout.period‘haé elapsed i1s continued
in.the timeout period checking step. |

A program according to an embodiment of the present
invention includes.the steps of: controlling transmission to

transmit a command; checking whether a timeout period during
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has an error, the conmand is not retransmtted in the
retransm ssion control step, and checki ng whet her the
ti meout period has elapsed is continued in the timeout
peri od checking step. an In the present invention, a
command is transmtted, and it is checked whether a
ti meout period during which a response to the command
is waited for has elapsed. Only after the tinmeout
period has el apsed, the command is retransmtted.
Al so, whether data received within the tineout period
whdshaa essminsies tohetkedomhdnd He datsed efet tad Wikhbad;
the tineout period does not have an error, the
cpageplbtnadarciressrnegat dedaseirepsntict the gppomeadt entthe
command and a process is perfornmed in accordance with
afher Fhpgomseutcrerhed obterelPRsad’ i FheRelarRetBEs| JRP
within. the.tinmeout.period has error, the co nd
=Pt At TRRL bRt Rt et At o nE% ) mmout
rBELL QL A%he 8LBRSRLCLE,CONH MG end & HEAQIALAG bg 106,
present” i nvention, noncontact — conmuni cat1on can be

ceasety paplbasaedo UAKEr c @RV i EOPREMat AMRI® not have an
interference occurs. Mire specifically, even if a

ereataaddvperéprobnyuai maddasy Wnt hicanrd@cgamd thnthe
noncontact manner is in an environnent where

repperfer eAéeths Qs erkcdigederhtbhe eaddmeantt k3T ingd
anot her reader/witer, the reader/witer can eﬁsily

hEdrARIATEAEe WE FTHRTIC icapqt Tetransmitted In the

retransmission control step, and checking whether the
timeout period has elapsed is continued in the timeout
period checking step.

In the present invention, a command is transmitted, and
it is checked whether a timeout period during which a
response to the command is waited for has elapsed. _Only
after the timeout period has elapsed, the command is
retransmitted. Also, whether data received within the
timeout period has an error is checked. If the data
receivea withip the timeout period does not have an error,
the réceived data is regarded as a correct response to the
command and a process is performed in accordance with the
| responsé. On the other hand, if the data received within
the timeout period has an error, the command is not
retransmitted, but cheéking whether the timeout period has

elapsed is continued.
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BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 shows a state
where a plurality of readers/witers are causing
interference; Fig. 2 is a flowhart (arrow chart)
illustrating the operations of readers/witers A and

Band an ICcard C Fig. 3is a flowhart _
illustrating the operations of the readers/witers A
and B and the ICcard C, Fig. 4 is a block diagram
showi ng an exanple of the configuration of an IC card
system according to an enbodi nent of the present

i nvericdoeAinki go thehawseatl onv@it o, anpacketact
transmtted by a reader/witer | or an IC card 3;
chmunigdtsice thowehagdsily psrfathed uiteroper abvbnowfient
the reader/witer 1; Fig. 7 is a flowhart (arrow
when? thntentgserat i RFHIfe  MosratPoriiishliNe even if a

reader/writer 1, the |.C card. 3 anot her
=S eraroii Car it Wt p s P8 o behaponcontact
' t:rat.i.ng..t L0 . [y i
migdd 0y O SRERRORRE b siRRE I ffhedt o
bé¥w ke tRREFERRED ENBOR! MENTBef e [dasieri/RkNgeAN the
enbodi nent of the present invention, the
reaiaqespandencen Eetaiden coheuh bad e ed thf theeIC odatds and

the specific elenents disclosed in an enbodi nent of
the present invention is discussed below This

BRIEF DESCRIPTION QOF THE DRAWINGS

Fig. 1 shows a state where a plurality of
readers/writers are causing interference;

Fig. 2 is a flowchart (arrow chart) illustrating the
" operations of readers/writers A and B and an IC card C;

Fig. 3 is a flowchart illustrating the operations of
the readers/writers A and B and the IC card C;

Fig. 4 is a block diagram showing an example of the
configuration of an IC card system according to an
embodiment of the present invention;

Fig. 5 shows a format of a packet transmitted by a
reader/writer 1 or an IC card 3;

Fig. 6 is a flowchart illustrating the operation of the
reader/writei 1}

Fig. 7 is a flowchart (arrow chart) illustrating the
operations of the reader/writer 1, the IC card 3, and

another reader/writer; and
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description is intended to assure that an enbodi nent
supporting the clainmed invention is described in this
speci fication. Thus, even if an elenent in the
following enbodinent is not described as relating to
a certain feature of the present invention, that does
not necessarily nean that the el enent does not relate
to that feature of the clains. Conversely, even if an
el ement is described herein as relating to a certain
feature of the clains, that does not necessarily nean
t hatFitghe ek enenflalogm ot 11 edtata it thiechepeta@tanse ® fof
the clains. Furthernore, this description should not
the %ﬁﬁﬁﬁﬂfwééteﬁslreéhqliﬁ|Q@gdtﬁata%wlaHQﬁﬁeaspects of
the ipvention disclosed in the enbodi nent are
repdr/Wrddefn the claims. That is, the description
does not deny the existence of. aspects of the
present invention that are described in the

DESROGTTRA O?U'E'Hﬁolg’Rf?ﬂ‘Eﬂiﬁ%gEMEOﬁf‘I@EﬂT'Fvem' on of this --

16 application, exl stence of aspects of the

presefbre i deitiiimhg Bat embod iidiie oFayhbepedsdded by a
divisional application, or that may be additionally

indegitied, t bhe ugdr reaemdisent sbe Theerc aihmufeeitteon of the
appar atus according to an enbodi ment of the present

chaivenergnthe prewinimicdanpbhs apirlases ipedt giasfyment
BYYCILEN. 1A DOnsantact TN (5 0 ptbe
deiasﬁc‘%%%‘igé 106 H98%. 2 b 30SNM S VAt SRNLERLa Ml (€ 9.,
supporting the claimed invention is described in this

- specification. Thus, even if an element in the following
embodiment is not described as relating to a certain feature
of the present invention, that does not necessarily mean
that the element does not relate to that feature of the
claims. Conversely, even if an element is described herein
as relating to a certain feature of the claims, that does
not necessarily mean that the element does not relate to
other features of the claims.

Furthermore, this description should not be construed
as restricting that all the aspects.of the invention
disclosed in the embodiment are described in the claims.
That is, the description does not deny the existence of.
aspects of the present invention that are described in the

embodiment'but not claimed in the invention of this
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m croconputer 11 shown in Fig. 4 to performstep S102
shown in Fig. 6) configured to transmt a command; a
ti meout period checking unit (e.g., the m croconputer
11 shown in Fig. 4 to performstep 5104 shown in Fig.
6) configured to check whether a tineout period
during which a response to the command is waited for
has el apsed; a retransmission control unit (e.g., the
m croconputer 11 shown in Fig. 4 to performstep S110
shown in Fig. 6) configured to retransmt the command
apRily cariers the i FBguexpersne Ivdsaspapsedt dme present

.checki it (e.g., th ' t 11 sho '
IERR L 4 R L0e g oo, U e,
1.6 . ' d whet h d . Lved
B e ok SLCERAELDSS, ok g Srir

apeaeRssieg unit (e.g., the mcroconputer 11 shown in
Fig. 4 to performstep S109 shown in Fig. 6)

confrigureamtiai cegbs ddimrdatia &ecetdetdy Wd Bhnekib®diment
ti meout period as a correct response to the command if
ofhehe Hfesaidt andertipotihay coanuriratianddgekonm a

process in accordance wth the response. If the data
P?EE%EW&R?\HOFWPﬁlc?h%DQPH%GMFOB@??%ﬁFqnﬂﬁqﬂ?reﬁPog;rt?&?
rrgﬁégfsnjssi?n ﬁontrol F.unit4 does not retransmt the
ORI Bd thEPP T etutFiger ifdd O TRgdfRAE+on

' ck i sk td omaut 0,0 as

a%?%%ﬁggf%¥%gu§§ﬁhu%w%§%?§ﬁsﬁg§%d% accg?gﬁﬁg Sg'gh’ the
mEERehnPRiterofl1 MGy Prigsenly.i BVERt A dit &tep 5102 shown

comuni cation nethod for a comruni cation apparat us
ipeffor fiingoobiyurid atd ranBmidt a command; a timeout
period checking unit (e.g., the microcomputer 11 shown in
Fig. 4 to perform step S104 shown in Fig. 6) configured to
check whether a timeout period during which a response to
the command is waited for has elapsed; a retransmiséion
contrel unit (e.g., the microcomputer 11 shown in Fig. 4 to
perform step S110 shown in Fig. 6) configured to retransmit
the command only after the timeout period has elapsed; an
error checking unit (e.g., the microcomputer 11 shown in Fig.
.74 to perform step S106, SlO7,'or S108 shown in Fig. 6)
configured to check whether data received within the timeout
period has an error; and a processing unit (e.g., the |
| microcomputer 11 shown in Fig. 4 to perform step S109 shown

in Fig. 6) configured to regard the data received within the

timeout period as a correct response to the command if the
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noncont act manner (e.g., the reader/witer I shown in
Fig. 4). The comrunication nethod includes the steps
of: controlling transm ssion to transnmt a conmmand
(e.g., step S102 shown in Fig. 6); checking whether a
ti meout period during which a response to the commuand
is waited for has elapsed (e.g., step S104 shown in
Fig. 6); controlling retransmssion to retransmt the
command only after the tinmeout period has el apsed
(e.g., step S110 shown in Fig. 6); checking whether
ddaﬁadb@ﬁeeitwtedla\met hnnether tanveeeatfoperd qukodess a'm error
(e.g., step S106, S107, or SIOS shown in Fig ) ;. and
aF&@é?ﬂ?ﬂ@ Wid dhearPeRMIRRd Wit PR PﬁEﬁtqqﬁﬁiﬁ?d HéFFbH

t to th i f the data d
5t CHETR Sroar PO RaRch O RO oas P EUMEE s o coREzo)
uﬁgfoég§gg§¢ Wkkgﬁhgﬁl{Q§ﬂ9Q§ﬁm£ﬁggandS&ﬁpt§%@%u§h8$@10d

In Fig data receive hin the tinmeout

cREEk Oy hAS taBoBEE Rfies e cHeRWTRAA thSr NOle KAKEAAEMpEEEEY
in the retransm ssion control - 18 step, and checki ng

habedegsedhe ti neout period has elapsed is continued
in the tinmeout period checking step. The program
accé?m femren EeR idsodeivbad efcerding doean emprdigh of
is a ram executed by a conputer (e.g., (the CPU

tli‘i/?’%ﬁsﬁe gﬁhé“ﬁ?’&?b%rfp%taercoﬁu%ﬁ%l‘?’h 5 °d4f°r a

ontr.ol li.ng a connunlcatl n_apparat us perfornlng
communicatio pParatus orm% Ccommu. 1catlon hn
conmuni cation"in a no cont ac nner .

néﬁ@&%&(&‘ﬂf hbGhed FJ‘Q}"’” Itrl]le Qadé}/wgrt%rpﬁolﬁé%';[‘r‘ﬂﬂﬂﬁges
t he st eps of : contro |ng transm ssion to transmt
4COoMERd communication method includes the steps of:
controlling transmission to transmit a command (e.g., step
5102 shown in Fig. 6); checking whether a timeout period
during which a response to the command is walted fbr has
elapsed (e.g., step 5104 shown in'Fig. 6); contrclling
retransmission to retransmit the command only after the
timeout pericd has elabsed (e.g., step S110 shown in Fig.
6); checking whether data received within the timeout period
has én error (e.qg., step 8106, 5107, or 8108 shown in Fig.
6); and regarding the data received within the timeout
period as a correct response to the command if the data does
not have an error and performing a process in accofdance
with the response (e.g., step S109 shown in Fig. 6). If the

data received within the timeout period has an error, the

command is not retransmitted in the retransmission control
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(e.g., step S102 shown in Fig. 6); checking whether a
ti meout period during which a response to the command
is waited for has el apsed (e.g., step S104 shown in
Fig. 6); <controlling retransm ssion to retransmt the
command only after the tinmeout period has el apsed
(e.g., step 5110 showmn in Fig. 6); checking whether
data received within the timeout period has an error
(e.g., step S106, S107, or S108 shown in Fig. 6); and
regarding the data received within the tineout period
saspa awt rdeckingpohsthan tthise ténamahdodfiachdasdat apeksksis
not . have an error and perform ng a process in

CEREWREh S Mﬁht%rﬁ%w%%ﬁéi eeegkln%t%fﬁpslog shown in
Fig data re elved he_t].nmequt
per i .08 kﬁ%g%"‘hm a‘“r?‘”oma °c ’M%‘i‘?c? l§“eﬁ t °f et afeRrs
: t ol..,S chgc |ng
ihalhee iR T an ‘%ee%.‘&%‘aﬁh%s AR n‘utehde

cPtn 1e dfi) Meadt mi PESE Qb RReCK Ngh&hEPin -Fid9 4)
Herei nafter, an enbodi nent of the present invention is

coesorlilied wi tbmmeisrarice topthetdy awmgemikygg. 4 shows
an exanpl e of the configuration of an IC card system
.C%ww%govolrf he RAASSEIGREHt MaRnghel ep@eseﬁhe i nventi on.
t he C stem shown in Fig , a readerIMW|tég

rﬁa%ﬁe(m&@raio%? “Boritt d.oby*h- hodtE %ﬁﬁﬁ?@rl%cja‘ffbes
R A
(é!dE, step 5102 shown in Fig. 6); checking whether a
timeout period during which a response to the command is
waited for has elapsed (e.g., step S$104 shown in Fig. 6);
controlling retransmission to retransmit the command only
after the timeout period has elapsed (e.g.,.step 5110 shown
in Fig. 6); checkiﬁg whether data received within the
timeout period has an error (e.g., step S106, S107, or 5108
- shown in Fig. 6); and regarding the data received within the
timeout period as a correct response to the command if the
data does not have an error and performing a process in
accordance with the response (e.g., Step 8109 shown in Fig.
e). If thé data received within the timeout peridd has an
error, the command is not retransmitted in the
retransmission control step, and checking whether the

timeout period has elapsed is continued in. the timeout

.__ period checking step.
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(interface) 12, a transmtting circuit 13,. a

nmodul ating <circuit 14, an antenna 15, a denodul ati ng

circuit 16, an external circuit 17, and a tinmer 18.

The m croconputer 11 includes a CPU (centra

processing unit) 11A, a RAM (random access nenory)

11B, and an EEPROM (electrically erasable

programmabl e read only nenory) 11C, and controls each

unit of the reader/witer | and perforns various

processes by executing a program Mbre specifically,

t he HeRWibbAtexecut embadpmegtant tStompedsentt hev&EPROMis

11C (by loading the programinto the RAM 11B as
dpserbled yyithpyeégeendd iy tthe Prayia®i- the CPU  11A

generates a packet (command_packet) to be transmtt

Do Hife FCoBhrS 9t <ComPIBI L P GNSBBRSE bR 1 Shath

. lLect ' ,
AR, BOPE sk APPSR pABIIRLLS v, plsere
£y

i _and controls retransmssion to retransmt
t he packet through - 20 el ectronagnetic waves.
Fur thethet e &Rd FlAteheskswmhiet iary. @, packedider/writer
(received data) that is received by the antenna 15
1 aopkiatesuppteededrtomit by dehodtl eenipvfesi 2caie 16 has
an error, and performs a process in accordance with a
cwwwat%ggégs@ pec €S Shav tRg2 MPTEORGACEr BATRMe: | C

card, 3. _Th U.11A generates a packet to be

Ao FERIPTAHE" (O RaPthS? nd CURRPPEThe tpadket ®
AR o4 B hCUng AR 80 e bl agaic e
cih@iEPYallAneqcades ke RagkRbakati®g circuit 16, an
external circuit 17, and a timer 18.

The microcomputer 11 includes a CPU (central processing
unit) 11A, a RAM (random access memory) 11B, and an EEPROM
(electrically erasable programmable read only memory) 1l1C,

. and controls each unit of the reader/writer 1 and performs
various processes by executing a program.

More specifically, the CPU 11A executes a program
stored in the EEPROM 11C (by lcading the program into the
RAM 11B as necessary). By executing the program, the CPU
11A generates a packet (command packet) to be transmitted to
the IC card 3, éontrols transmission to transmit the packet
through electromagnetic waves, checks whether a timeout

period (described below) has elapsed, and controls

retransmission to retransmit the packet through
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supplied to the nodulating circuit 14 into a
Manchester code or the like. In addition, the CPU 11A
receives a packet that is received by the antenna 15
and is supplied fromthe denodulating circuit 16.
Since the packet is encoded in a Mnchester code or
the |ike, the CPU 11A decodes the Manchester code.
The RAM 11B tenporarily stores prograns executed by
the CPU 11A and data required by the CPU 11A to
operate. The prograns executed by the CPU 11A are
slestabhagnonio walves . EEPROM <, C. tHEh € PEEPROMTEL® salwbether
stores necessary data. The I/F 12 is an interface

ShepfEeh (FReHoSH €8hplt a2 isafgceREeHi RY ddsnpatenngl >
host ter 2 th ter 11
Hew?%uaéf“%’eﬁef%hu%%%%ﬁ AFinot FAHe e S abes €5

h 4
£08 1 2hp SRS, & BhSeadl l e M M bpeet

rb@é&ﬁ‘éé e;sﬂacg@tohtak}gn ERRQYLLC ri-Rradiuantee Qiracan be --
installed onto the EEPROM 11C from t he host

corrmneercm viAa géherdtels h2padkéer tatbeselrpnshhetgt agr ahe

can be recorded on a renovable recordi ng nedium such

Iﬁscarql | reingl sugbdkes IGDPaRBVE( tonphetnatidetingdcdneyit
y), an MO (magneto-optical) disc, a DVD (digital

: 1@e‘F%a?~“r |t dirsgpmig %ﬁ&qk@tdfcgﬁﬁouﬁh %le%téﬁfﬂé%%%‘t’ or

nenory,,.an ap. be inst nto the by.
gt ngAtt B8 eE 5Tt e By SR AT & EnBE KRGS o
) p eL es " 3
L fbnaroas PSR o ! SHESNER te?gégﬁ%%% code
oﬁrﬁﬂélﬂﬂhﬂ. In addition, the CPU 11A receives a packet
that is received by the antenna 15 and is supplied from the

demodulating circuit 16. Since the packet is enceded in a

Manchester code or the like, the CPU 11A decodes the

. Manchester code.

The RAM 11B temporarily stores programs executed by the
CPU 11A and data required by the CPU 1l1A to operate. The
~ programs executed by the CPU 1lA are installed onto the
EEPROM 11C. The EEPROM 11C alsco stores necessgsary data.

The I/F 12 is an interface between the host computer 2
:and the microcomputer 11. The host computer 2 controls the
microcomputer 11 via the I/F 12. The'microcoﬁputer 11
transfers data to the host computer 2 wvia the I/F 12.

The program executed by the microcomputer 11 (CPU 11A)

can be installed onto the EEPROM 1i1C in advance or can be
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satellite for digital satellite broadcast, or can be
transferred to the reader/witer 1 in a wred manner
through a network such as a LAN (|l ocal area network)
or the Internet. The reader/witer 1 can receive the
transferred programin the I/F 12 and install it onto
‘the EEPROM 11C. The transmitting circuit 13 generates
carrier waves of a predeterm ned single frequency
fromthe antenna 15 and supplies the carrier waves to
the nodulating circuit 14. The nodulating circuit 14
rochaldedsofieo gthe MEFROM LlOdEramwdiieahican ¢&Biater 2 via

(]’?rrplitude shift keyi ng))) the carrier waves fromthe
Haddfi L2 nPigrawti vedyy nthe qiadaree cant be argsaaked on a
(com‘rghd rE‘gacke ) supplied fromthe m_croconputer 11
TERPVERAE| FRSCRH Eh g el nodh &3 én Tdeghaie 1S ke d CP-
2 Accardin , t.romagpet i S .
B3 SUBRES: 0 S BALY p Sl OTRIS! G MNES otscan)
AgRer gt 8ep byyipduhatbpgat Dee LAY €L WAYEStId disk, or a
accordance w t'h the packet supplied from- 22 the
sl coRQIPtE L melbri/) bhe tdfWatindgatlequbhtd4head EEPROM

radiated fromthe antenna 15. After transmitting the
13&cket df commnidiepaekerding edinwadgr Awiitwy (hognskeen b-

reception waiting state to wait for receivi ng a
resp&@%‘eﬁackb? REPIIRR CoRnBAdYpERIGRS1Y hrapelferred from

argceﬁi 0 Viﬁiti ng F‘t aJtTe Q,@tegﬁ dul ﬁt‘irng circyit '1i4a1
sARBrTeY & E8r Fier Gt heV T aE ATt tThg
s%h%gﬂ%er éﬁdﬁr grirg%a% apl.enng 15, L houl . mogul ati ?% them

, gnetic "waves corresponding to e
t8ahE ESFraAURS takerLagh Ated thOM in a wired manner through
a network such as a LAN {local area network) or the Internet.
The reader/writer 1 can receive the transferred program in
the I/F 12 and install it onto the EEPROM 11C,

The transmitting circuit 13 generates carrier waves of
a predetermined single frequency from the antenna 15 and
supplies the carrier waves to the modulating circuit 14.

The modulating circuit 14 modulates (e.g., by amplitude
modulation (ASK (amplitude shift keying))) the carrier waves
from the transmitting circuit 13 in accordance with a packet
{command packet) supplied from the microcomputer 11, and
supplies an obtained modulation signal to the aﬁtenna 15.

- Accordingly, electromagnetic waves corresponding to the

modulation signal, which is generated by modulating the

‘carrier waves in accordance with the packet supplied from
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the antenna 15 in the reception waiting state. Mre
specifically, the IC card 3 transmts a packet
(response packet) to the reader/witer 1 outputting
the electromagnetic waves by performng a so-called

| oad nodul ation, in which the el ectromagnetic waves
(carrier waves) radiated fromthe reader/witer 1 are
nodul ated by changing the inpedance to the I1C card 3
fromthe reader/witer |I side. Therefore, the
reader/witer 1 radiates the el ectromagnetic waves
ther nbspomehmg etro 1theo der moglulwaves cihrddie ridgepteon
waiting state to wait for receiving a response packet
rpfdatehefnam dhedagterm@ Bt enna 15 incl udes a

cl osed-1 oop coi| and radi ates el ectromagnetic waves

wherf eCutreRe™t s gihloher PERKRY (FHHBHGh PRRESE b | the
rggcﬁlg /e rit\g}eri txqgezl:s(,: Cared 3ti's hel dtiover taﬁ:re]eto walt for
readlgr Witer I, €6° that T he ant eana 15 becomss &fose

ré@eiJfH%Ié:fééggngeaﬁghﬁégnté ﬁelgéﬁﬁgﬂﬁ %a%ﬂ @gesﬁﬁh€he
2 Si e

I npedance - romthe reader/witer e, t
rétépieidn (@iighal) st nghe Mdbaughitda-iaharnaslbupplies
changes. The denodul ating circuit 16 receives and
tdemrduligtrevavehef com rigmt trsngmatlifd cuinogitthidugh thee
antenna 15 so as to obtain (a Manchester code or the
antgnofly yipgheRetmodH@tiggpphpes tHuspackectrenageetic
m croconputer .11. The external circuit 17 is, a_secure
U S PP BSPSEAHIY ' TR FoXTHET YA A Sc FRAAR Foq 7t Zom

D UHRRaC0858; £ 000 - LIRS L e LG, g LT card 3 and
ecrypts dafa’inc udéaFn-a
More specifically, the IC card 3 transmits a packet
{response packet) to the reader/writer 1 outputting the
‘electromagnetic waves by performing a so-called load
modulaticn, in which the electromagnetic waves (carrier
waves) radiated from the reader/writer 1 are modulated by
changing the impedance to the IC card 3 from the
reader/writer 1 side. Therefore, the reader/writer 1
radiates the electromagnetic waves corresponding to the
carrier waves in the reception waiting state to wait for
receiving a response packet from the IC card 3.

The antenna 15 includes a closed-loop coil and radiates
'electromagnetid waves when a current {signal) flowing
through the c¢oil changes. When the IC card 3 is held over

the reader/writer 1, so that the antenna 15 becomes close to

the IC card 3 and that the IC card 3 changes the impedance

- 23 -




packet supplied fromthe IC card 3 through the

denodul ating circuit 16 under control by the

m croconputer 11. The timer (circuit) 18 counts a

ti meout period under control by the m croconputer 11.

In this enbodinment, the IC card 3 transmts a packet

by performng a Ioad nmodul ati on of nodul ati ng

el ectromagneti ¢ waves (carrier waves) output fromthe

reader/witer 1. Alternatively, the IC card 3 can

transmt a packet by outputting carrier waves and

froduths | rgpdehg wedkerel sdkes.thel puthaht cassyndile flowing

reader/witer 1 stops outputting carrier waves in the

theeeph i Bie waitenng dbackanddse 1C card 3 may obtain

power from el ectromagnetic _waves radi ated fron1the

r eaddl® REPPERLIAtHRI rﬁai‘fcluﬁEl ﬁ@er%\celﬁfaﬁst é‘l”}‘? ARmP %Je?tfes
g...5 sho of a acke nd e

ettt Mhiefind SB2PLEh, Hhe TRl i herdy o

response p ransn1

oﬁfairhe M%ﬁch%gt@?rgod%]%}o‘ﬁ’ﬂe i L brfta B&%k@@fk%‘id' S

conpose romit ead eader packe

shenpids theCpaBREE €OOEHd aﬁeeeasmp@d@x :al.sequence I D,
actual data, and a packet check code. The header
i nclTheesxpeeuet erimioved iLiAf bs ratsegmrehéadper-resistant IC
i nformation). The packet |ength indicates the |ength

it a TheeREERYN®} THRCUENt LT eopaiekelis CRf@ &6mhand
RN N MR AL N R
packet supplied from the IC card 3 through the demcdulating
" circuit 16 under control by the microcomputer 11.

The timer (circuit) 18 counts a timeout period under

control by the microcomputer 11.

In this embodiment, the IC card 3 transmits a packet by

performing a load modulation of modulating electromagnetic

waves (carrier waves) output from the reader/writer 1.

Alternatively, the IC card 3 can transmit a packet by

outputting carrier waves and modulating the carrier waves.
In that case, the reader/writer 1 stops outputting carrier
waves in the reception waiting state.

The IC card 3 may cbtain power from electromagnetic

~ waves radiated from the reader/writer 1 or may include a.

battery in itself.

Fig. 5 shows a format of a packet (command packet or -

response packet) transmitted from the reader/writer 1 or the
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or a response packet, as described above. The sequence
IDis used to prevent masquerading and is a val ue
that is increnented by one in the reader/witer 1 or
the 1C card 3, as described above. Before transmtting
a packet, the reader/witer 1 sets the sequence |ID of
the packet to a value that is different fromthe
sequence I D of the previously transmtted packet.
Then, the IC card 3 receives the packet fromthe
reader/witer 1. Before transmitting a response
Ipacbeﬁ Bostidver gackets, 4he 1C card 3 sets the sequence
I D of the response packet to a value that s

gene¥ha agbeti hererrandaty qfhefswufe?ﬂ:élelagfoﬁ hpader, a

packet . framthe reader/MW|} one. The
PF‘%EEH%}%%r a) copgaRd edefre SPQ%%n%%d%a@KéleqPPBﬁ?t%r
3. Further bef e.transmtting a packet to

%ﬁhgﬁdgcaﬂda§d h%ac$%%.erfﬁ%|9§? 1 sets the sequence
_I D @het %%_agég kﬁ&cfﬁe@s Y:%lcﬂél% frﬂ]ﬂjied gn%ﬁﬁgéigg m’eader
i ncrementing the seque - 25 the response
ipaskedt{4om t hRel facid 12 HONRA] ddtdNitheV@¥ngth hdata
- reader/witer 1 and the I1C card 3 set the sequence ID
lofgtla) pakée totbee tpaaistitted to a value that is
generated by increnenting the sequence ID of the
pr eVieuSPymeng dloged repreres Weoﬁ@deﬁ@HBStme tnoe of
connuq7cat|g$tthere et ween ends. Therefore,

e defist 1M 3n " HSGC e RS art S &etcemﬁﬂ% packet
et receiyved pack I Sp8R Lheorrect packet by -
]}c[:\%ec vvﬁe??i%}?e 'heassé%ﬁgﬁclzlée ﬁo? She recei ved

pac ‘f‘ﬁE sQ rﬁ:ev qlDu;e..sg‘éQ@& at 8GR nRCHENBRL LG A 8nd is
sequence [D of
a value that is 1ncremented by one in the reader/writer 1 or

the IC card 3, as described above. Before transmitting a
packet, the reader/writer 1 sets the sequence ID of the
packet to a value that is different from the sequence ID of
the previously trénsmitted packet. Then, the IC card 3
receives the packet from the reader/writer 1. Before
transmitting a response packet to the packet, the IC card 3
sets the sequence ID of the response packet to a value that
is generated by incrementing the sequence ID of the pécket
from the reader/writer 1 by one. The reader/writer 1
receives the response packet from the IC card 3. Further,
before transmitting a packet to the IC card 3, the
reader/writer 1 sets the sequence ID of the packet to a

value that is generated by incrementing the séquence ID of
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previously transm tted packet by one. The actual data
is substantial data that is transmtted fromthe
reader/witer 1 or the IC card 3 to the other.
"Herein, the actual data includes a comuand as
necessary. Specifically, for exanple, when the
reader/witer 1 requests reading data to the IC card
3, the reader/witer 1 transmits a conmand packet
including a read command to request reading data. The
read command is included in the command packet as
thet yaspenas packeswisem Whenld mendeddey /awd .t ednl this way,
requests - mwiting data to the IC card 3, the

r

EhEagerPswiditer £ aRdntis 1G CoRmanee padieSSINERGai A of

: it dt t i ti data. | t hi

SSRYEE GBSyt RS, A% B (et

iﬁegeﬁ&%i%e%ensgaseﬁw%fp%%ebrﬁéi@&&ga' ecH2baq
eckin for

The packet™ check code 1s an error c

pEekEEtNGneC Qe I Ot esdntia Gehsherssr Ofe thid@npaskst .
26 Next, the operation of the reader/witer 1 shown in

Fi g.The4efordesidra bechdeirt/lvrieéer breoad tthet he ¢hodhchardn
shown in Fig. 6. In step S101, (the CPU 11A of) the
dﬁ?%ﬂ@é}ﬂrﬁ@?ghema Rafdrvade Pagkebniarmn packereravbagket

fqor.mat shown in Fig. 5. Then, the process

b%? % Hﬁgfaﬁr I SSAEREet AR ofitdrodsRpives Backet
hg.ﬁnat rv%!ﬁt%let ééﬁé?&é&& . ti%ctrlé%gfslgi ! tt % s%omg}%gg chcl)(Ptthe
through el éctromagnet ¢ waves. That 15> the

pPe S ALATP UL 8h slile SHPRI S8+ BE GoomaNnd packet to the

The actual data is substantial data that is transmitted
from the reader/writer 1 or the IC card 3 to the other.
‘Heiein, the actual data includes a command as necessary.
Specifically, for example, when the reader/writer 1 requests
reading data to the IC card 3, the reader/writer 1 transmits
a command packet including a read command to request reading
data. The read command is included in the command packet as
actual data. Likewise, when the reader/writer 1 requests
writing data to the IC card 3, the reader/writer 1 transmits
a command packet including a write command to request
writing data. 1In this case, the write command and the data
| to be written are included in the command packet as actual
data. |

The packet check code is an error checking (or

'detectiﬁg) code to check the coherence of the packet.
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nmodul ating circuit 14 and controls the nodul ati ng
circuit 14 so as to transmt the command packet. The
nodul ating circuit 14 nodul ates carrier waves

supplied fromthe transmtting circuit 13 in

accordance with the conmmand packet supplied fromthe
m croconputer 11 under control by the m croconputer

11 so as to obtain a nodul ation signal, and supplies

t he nodul ati on signal to the antenna 15. Accordingly,
el ectromagneti ¢ waves corresponding to the nodul ati on
si griggxt mheh opsrgeher atfedhpy reedert atditgrt Aeshoen rirerfig.
waves in accordance with the packet supplied from the
4wﬁ§r6€6ﬁi&ﬁ%ﬁ'Wffht6efﬁ€ﬁ?ﬁﬁhHQaFPﬁgfé??%ﬁﬁﬁt phowgrgn Fig.
6radlated fromthe antenna 15, so that the command
packet is transnitted to the I1C card 3. Then, the

Procgss BLogesds | oI cHCh 1270¢) t&esm%roco}éi@{?{& tﬂe

m crioconmpat er 11 ca tes a timeout period duri

q¥hk shc s raemaﬁdpﬁggﬁét ta-tihg @Hgmﬁnm%%hn u27mg 5.
transmtted in step S102 is waited for. Also, the

Theg/ odenpitioersi lpcomdadd o Beepi 8802,1&Herestapt
counting the tinmeout period. Accordingly, the tiner

migregerd-egodht Fagtreke triamspiespertoe mdsmae the
reader/writer 1 enters a reception waiting state.

CHBRRIh PAE Enf RF SRSt TP gRe 1A WRRsout TPRFi by e

mlalgouéomse erahm [l |fleecso s 19 senc?ral ! n%O %h
Mt éﬁonas i AEccor dance Wt h app ication of

m&&‘@ldt@r@%‘.ﬂaéﬁﬂem eg-l%i Gont @01 AULOIBEdfable GKE c BN S)e 14

or a cormmand I ncl ud
so as to transmit the command packet.

The modulating circuit 14 modulates carrier waves
supplied from the transmitting circuit 13 in accordance with
the command packet suppiied ffom the microcomputer 11 under
control by the microcomputer 11 so as to obtain a meodulation
signal, and supplies the modulation signal to the antenna 15.
Accordingly, electromagnetic waves corresponding to the
modulation signal, which is generated by modulating the
éarrier waves in accordance with the packet supplied from
the microcomputer 11 to the modulating circuit 14, are
radiated from the antenna 15, so that the command packet is
transmitted to the IC card 3. |

Then, the process proceeds from step S102 to S103,
-where the microcomputer 11 calculates a timeout period

during which a response packet to the command packet
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the conmand packet. Alternatively, the tinmeout period
can be fixed to a predeterm ned period. After the
timer 18 starts counting the timeout period in step
S103, the process proceeds to step S104, where the

m croconputer 11 refers to the tine counted by the
timer 18 in order to check (determ ne) whether the

ti meout period has elapsed. If it is determned in
step S104 that the tineout period has not el apsed,
the process proceeds to step S105, where the

trieosod biypdt &r Sitepd 8182 ni mesaWiwst Heor . a phekettHeas been
received fromthe outside. If it is determ ned in stejé)he

G EHSCPHBE LR Hatﬂ?élttr%% Bt imsdeilfelo %thrc@él%éng
et - to. t 5104 dt .
o BpBhPeret e T TReShRt et N neds 1868y Erps Hizacoynting
thRCkeh Bas dﬁ’&%a raﬁﬁeﬂygdreatc[@:t/wlrite}:fJbaéhtﬁégseranal l'y

as d t he

transmtted packet been receive y ant enna

r&depdesRadph st 6 Bysthe. - 28 denodul ating circuit 16,
~and supplied to the mcroconputer 11, the process

pr odeedsin,o theepi SkMempliter, 1inssteps t3hE6utt peSlOB,0f
error check is performed to check (deternine) whether
abpat parkeials yEplisglcenrdmtichsegemsdutens mf diidddsecands
.to the mcroconputer 11 (hereinafter referred to as a
1P REFVAPIEC LY HIS 3RPIdeas onspecthe ¢4l oprdi Aystep
1(%6, 1he mcrocomputer. 11.refers to the packet .
(1§é gth {ﬁug.mg)l%f TS @éﬁe\?earp%cﬁ% A dlnag 3% Hes
_ tH\Qeécg}ﬁﬁaﬁch%arcﬁggl Veﬁl%@iv@ﬁ?, a@hgr{i%eogﬁsﬁgr%d can
be fixed to a predetermined period.

After the timer 18 starts counting the timeout period
in step 5103, the process proceeds to step 5104, where the
microcomputer 11 refers to the time counted by the timer 18
in order to check (determine) whether the timeout periocd has
elapsed.

If it is determined in step S104 that the timeout
period has not elapsed, the process proceeds to step S105,
where the microcomputer 11 determines whether a packet has
been received from the outside. TIf it is determined in step
S105 that no packet has beén received, the process returns
to step S104 and the same steps are repeated.

If it is determined in step 5105 that a packet has been

received, that is, if an externally transmitted packet has

been received by the antenna 15, demcdulated by the
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the packet |ength. A response packet to the conmand
packet transmtted by the reader/witer 1 in step
S102 has an expected packet Iength. Mre
specifically, for exanple, a response packet to a
command packet including a read conmand to request
reading data includes the data that is read in
accordance with the read command, so that the | ength
of the response packet is l|long to sonme extent. on the
ot her hand, a response packet to a conmand packet
demobudiz hip@ cirictié tedfmresrt tswppédedsto um¢tmﬂq;oaamauter
does not include the data used in the case of th
1leafhe RFRGRES 5OEREES tHR ﬁt@@gﬁﬂoéf t'ﬁ%erfreslﬁo%éps 5106

a IS shor Ther ef or e length of the res se
BaERER 1S e hghmin P BHAEES e BAFG. 9 S RI
e X a
i e S m%%%‘&t 16
tBaEKEEnﬂd¥3c%ﬁbﬁge§ YW'(H%ﬂE&EH@EQr'§efé¥¥5&“ﬂ%daéoabe
short. In step S106, it is determ ned whether the
réeeetratpachackehahamm arrenr.or based on whet her the
- received packet has the packet |ength expected for

t he Spespéhcal backier stert ﬁé06co¢#mrﬁdq@?a>@rwput¢ﬂatlh gefers
transmtted in step S102. is determined in step

ta1eee megkethéepetlai (- ﬁécl?ét h%sr%chelé'?e(doPaI%%Eda%

h k h th f. h f h
af B b EROE Nl DSt vl Bhexd i inad gy SrPEF Bsed on

the packet length.

A response packet to the command packet transmitted by
- the reader/writer 1 in step S102 has an expected packet
length.

More specifically, for example, a response packet to a
command packet including a read command to request reading
data includes the data that is read in accordance with the
read command, so that the length of the response packet is
long to some.extent. On the other hand, a response packet
to a command packet including a write command to reguest
writing data does not include the datada used in the case of
the read command, so that the length of the response packet
is short. |

Therefore, the length of the response packet to the
command packet including a read command is expected to be

long to some extent, whereas the length of the response

- 20 -




fromthe packet |length expected for the response
packet to the command packet transmtted in step
3102, the mcroconputer 11 abandons the received
packet to return to step S104 and continues to check
whet her the tinmeout period has elapsed. That is, if
the received packet received within the tinmeout
period has an error, the mcroconputer 11 does not
performretransmn ssion (described below). In other
words, the mcroconputer 11 does not retransmt the
peokaanith pack ebmmbid mworkdinuesltdichec kniltet cemmbng is
ti meout period has elapsed. If it is determned in
expeptsi (e tisachehE- recei ved packet does not have an
error based on the packet length, that is, if th

r ecditvdepatkets nds thaepgerited éY]i’ﬁ’ttl‘ﬁ‘ere%B@cf%%me&d
paé‘ke [esh O”SeeBg?grkeéased the sommand, a%%elv%agmé%%s

S 58f82 rocess proceeds 0 ‘st

tﬂl@ é&é&@&@ﬁgtﬁh&ﬂgﬁe@%%ﬁé dds g &fLr §at:9e£h@o the

packet check code (Fig. 5) of the received packet and

célgiAidrigieke tWoeihels theansetetvedipadegt shag.an error
based on the packet check code. If it is determ ned

in $feptSlHetraminkd ipceteedlOpatket blag waredmedr
based on the packet check code of the received

Pareleitehast RE ATEPOAIARG OF the appfiRind ePAENs EReTsRft that
RNl 1, Step, S0 apd LEgeOrL e A0,
from the packet length expeéted for the response packet to
the command packet transmitted in step S102, the
microcomputer 11 abandons the received packet to return to
step S$104 and continues to check whether the timeout period
has elapsed.

That is, if the received packet received within the
timeout period has an error, the microcomputer 11 does not
perform retransmission (described below). In other words,
the microcomputer 11 does not retransmit the command packet
but continues to check whether the timeout period has
elapsed, |

If it is determined in step 8106 that the received
packet does not have an error based on the packet length,
Ithat is, if the received packet has the packet length
- expected for the response packet to the command packet

transmitted in step S102, the process proceeds to step S107.
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In other words, if the received packet that is
received wthin the tinmeout period has an error, the
m croconputer 11 does not retransmt the command
packet but continues to check whether the tinmeout
period has elapsed. If it is determned in step S107
that the received packet does not have an error based
on the packet check code, the process-proceeds to
step S108, where the mcroconputer 11 refers to the
command code/ response code (Fig. 5) of the received
Tpazket Fd7as the déteronmpebamef herefdms rtec éheedachacket
has an error based on the command code/response code.
checkicqde ddiqrnrhedl i s regesyos parlet Fadr eebpyines

acket has _an errqr_based_on the co nd code/response
“BEHET GPC FRECTBER) R alREL 2t RELOT ©55R PhetRoRTPE
ckode/Lggponse code of the recei ved packet does not

mat ch the response code that is expected for the

respense Packstednd neihenCoramnsh Packgt thansdddited in
step S102, the -- 31 mcroconputer 11 abandons the

padcai ed packeroarshgeel whnshé Opasitep BG4, catdl of the
continues to check whether the tinmeout period has

reqeaysedraghat . i the ifficrpeonpeesw ed phekdons ethe viereived
within the tineout period has an error, t

_ he
P3fikEroBBAPEE I A hedeRoP 104 etathdfioR cREtEMMRA® check

t t,continues .t heck, whet her the tineout
W%gﬁégdtﬁgs“erf‘%%%% eried BaS TR, if it i<

oL PRIBRL Mk 0, Al e ctael otk ebctieds
within the timeout periocd has an error, the microcomputer 11
does not retransmit the command packet but continues to
chegk whether the timeout period has elapsed.

If it is determined in step S107 that the received
packet does not have an error based on the packet check code,
the process.proceeds to step 5108, where the microcomputer
11 refers to the command code/response code (Fig. 5} of the
received packet so as to determine whether the received
packet has an error based on the command code/response code.

If it is determined in step 8108 that the received
packet has an error based on the command code/response code
of the received packet, that is, if the command
code/response code of the received packet deoces not match the

response code that is expected for the response packet to

the command packét transmitted in step S102, the

- 31 -




command code/ response code, that is, if the command
code/ response code of the received packet matches the
response code that is expected for the response packet
to the command packet transmitted in step S102, the
process proceeds to step S109, where the
m croconputer 11 determ nes that the received packet
is a correct response packet to the comand packet
transmtted in step S102 and perforns a process in
accordance with the response packet, and then the
prooeessprehels . 1 Fabaexanpl ehe assaivechatnckbe 1@ gatdr8s to
has a_function of a pass, that the conmand packet
seRnSAPtt AN FatdpusEoe FhrRIuIESThReF ehilie cotfifang pericd
requ st adi ng data about the period of validity and
98F?§ble zone of the pass, and that a correct

respﬂ;asce Racket th CL&@é ctl'b%cﬁi@‘:a &?é’ﬂ% d R tnREr LR %

of validity and t aval e zone 0 pass can

tahkalne ﬁﬁxﬁkﬁ@seﬁn§§r9§CK§kah&c&B@oﬁQHﬂ&F%JP%@%%tnet
- 32 that case, the mcroconputer 11 checks whet her

reheapeni odief comabhdi pyclaand dute canai hadd et atecaf whéeher
ass are right in response to the response packet. On
thetbmerett mwydodi hapt efaperder i ned in step 3104 that

the tineout gerlod has el apsed, that if the
m crBt dRsupEhed 1handy d fndtt 18 cietarminest rlélctstP@s%Jo%e

el & ALROU P SLEA A LD bl LLTROULPELLEH. of e

process procee 0O S

c@mﬁé&&%&/%séén%ég&%@é‘s'ﬂha% the epnpRNd.Hagkat that

was transmtte
code/response code of the received packet matches the

response code that is expected for the response packet to
the command packet transmitted in step 5102, the process
proceeds to step S109, where the microcomputer 11 determines
that the received packet is a correét response packét to the
command packet transmitted in step S102 and performs a
_process in accordance with the response packet, and then the
process ends. |

For example, assume that the IC card 3 has a function
of a péss, that the command packet transmitted in step S102
includes a read commaﬁd tb_request-reading data about the
period of walidity and the available zone of the pass, and
that a coirect'respbnse packet including the'data about the
pericd of wvalidity and the available zone of the pass can be

obtained as a response packet to the command packet. 1In
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S102, and then the process ends. That is, in step
3110, steps 5101 to 5110 of the flowchart shown in
Fig. 6 are recursively perfornmed, so that the command
packet is retransmtted. As described above, if the
recei ved packet that is received wthin the tinmeout
period has an error, the reader/witer 1 does not
retransmt the command packet but continues to check
whet her the timeout period has el apsed. That is,
before the timeout occurs, the reader/witer | does
that c&did,ans@ mithecanpomid lpacketkewairthiert Rber peeiv@ bt
packet has an error, but waits for receiving a packet
vRhidity egebtthenaval lang soaceof| the ersse ey edgphcket
that is received within the tinmeout period does not
rRERNSH W e, refpenTeRFEK,ri ter 1 regards the

ComPan s bR EREE e ot s %?%a%@sgdf’%ﬁzﬁ%%%? oL
MLt htﬁ@%lﬁnsgegna&p@a% slBEstgndarlunite

l
retransmts the conman onl a te{ tﬁ_e t 1 meout

mP&Fdshpultas €l apsed nﬂw&%ewe £Vcﬁﬁ:r*efctaB@L']_B&Ese packet
reader/witer is placed close to the reader/witer 1,

(thchagaderbws | ¥ethin ddre tdosnunioatieodM thet heot€sgard
3 held thereover while suppressing the effect of

rioneadsetenster alEEl wWhetrige thﬁomhfelrocqn@al@er/ Whtiter, as
described below with reference to

TS Wei TR 1o RECKPE F%?‘Erﬁacs %ﬁéné’iﬂhﬁﬁﬁﬁ in Shtep
Sﬂﬁfket '@HEd'gh Iﬁ&a%%%%redgt?ctlng an error in the
FéceiVed

That is, in step S110, steps S101 to S110 of the
flowchart shown in Fig. 6 are recursively performed, so that
the command packet i1s retransmitted.

As described above, if the received packet that is
received within the timeout period has an error, the
reader/writer 1 does not retransmit the command packet but
‘continues to check whether the timeout period has elapsed.
That is, before the timeout occurs, the reader/writer 1 does
not retransmit the command packet even if the received
packet has an error, but waits for receiving a packet in a
reception waiting state. If the received packet that is
received within the timeout period does not have an error,
the reader/wiiter 1 regards the received packet as a correct

response packet to the command packet and performs a process

in accordance with the response packet. The reader/writer 1
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packet, but retransmts the command packet only after
the tinmeout period has el apsed. Accordingly, the
frequency of transm ssion (retransm ssion) of the
command packet decreases. As a result, when the IC
card 3 is held over another reader/witer that is
pl aced close to the reader/witer 1, interference of
t he conmuni cati on between the another reader/witer
and the I1C card 3, which is caused by frequent
retransm ssion of the conmmand packet by the

re@adesnd t@le bom@andbgaskpploasgedsrtdeXthe thiheout period
operations of the reader/witer 1, the IC card 3, and
hasothapsedaddbewneifbee, pevdrorifednoahbart head« oarider3is s
hel d over the reader/witer 1 in a condition where the
radaeefeslosader /t\waei f:@ad¢rs/vmiet@erdlel bBe ¥eaddywriter 1 can

reader/writer are _describ th reference.to Figs.
C?“%Hﬂl%aterﬁ’étBnSPﬁch o B fet MBSOt "

BRLLGNR 1o g3ectbae ol dhie eRder LILLLEN 1 RO e

eoeralons (0]

CERASES kT a3, dw@ri&d %rl@w wifRdrd Aeranet Rerrigs. 7
reader/witer performed when the reader/witer 1 can

ah@cei ve a response packet fromthe IC card 3 held
t hereover within the tineout period are described with
r ef &henceader FHingite. 1l doBbgnot? ratirenseadethor ¢ererantd
transmts a command packet Pl having a command code
P%$k%&f@m?ﬁl§F%bY5§§ﬁ?r'ﬁﬁ%@Ctlpﬁ a frrompin the received

PRSRE HL1ST- B BARES S S0ULAR, 15 4 Y JBELL G0

timeout period has elapsed. Accordingly, the frequency of
transmission {(retransmission) of the command packet
decreases. As a result, when the IC card 3 is held over
another reader/writer that is placed close to the
reader/writer 1, interference of the communication between
the another reader/writer and the IC card 3, which is caused
by frequent retransmission of the command packet by the
reader/writer 1, can be suppressed.

Next, the operations of the reader/writer 1, the IC
card 3, and another reader/writer performed when‘fhe IC card
3 is held over the reader/writer 1 in a condition where the
another reader/writer is placed close to the reader/writer 1
are described with reference to Figs. 7 and 8.

The another reader/writer has the same configuration as

that of the reader/writer 1 shown in Fig. 4.
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Herein, assum ng that the response code of the
response packet to the command packet having the
conmand code 0x10 is O0x11l, the reader/witer 1 waits
for receiving a response packet having a response
code of Ox11 in the reception waiting state in step
S122. In step 5131, the I1C card 3 receives the conmand
packet Pl having the command code 0x10 fromthe
reader/witer 1 and starts a process in accordance
with the command packet P1. On the other hand, the
anot#iefs i, eater bwéid ElonsS ofpehkorsddg Melikengll orldetiect
that an IC card is held thereover (that an IC card
cexfisBs and a£hseanbyhposigaddny)/ wriSpecpéitained whis the
anot her reader/witer periodically transmts a
T RARBNG bkt CRAVE $REE T SMASFR RS8P/ RV §F o™ AR I
transmts a. conmmand

ikl DB eREES T dreohater by ok BLEy
a@délp ﬁgﬁrtht t}éfggréﬁ‘@e q_rbotﬂ%r reader/writer

perio transmts“a command packet havi ng

t he ﬁomndvpo@}& QeBQer /TRecEpadei/aMsinti s 4 dRGRInEes
the packet Pl' fromthe another reader/witer in step

p&iR3t aft eaviheg 4 ecepibindncodal bf NgrKY dnessépar$E2 i n Then,
step S122. The packet Pj' fromthe another .
i exdvr /SW42t ethe stepdaggmrditig rpackearttmiongting teemand
code Ox8Q, and is not a response packet to the .
tld‘tﬁﬁi'htnd’eﬁéé’ﬁle?o Ps é)Pp&E‘tt@& ForB@eP‘EJeCB’el“’\?éBJLB? Phte-
reader/witer th % S acket haV|ng
| CoPBREBRE U CILEE. CHAET BPor Eoo ey GAHB: o T eFomse
packet to the command packet having the command code 0x10 is
011, the reader/writer 1 waits for receiving a response
packet having a response code of 0xll in the reception
waiting state in step S122.
In step S131, the IC card 3 receives the command packet
P, having the command code 0x10 from the reader/writer 1 and
starts a process in accordance with the command packet P;.
On the other hand, the another reader/writer is
performing polling to detect that an IC card is held
thereover (that an IC card exists at a nearby positicn).
Specifically, the another reader/writer periodically
transmits a command packet having a command code of 0x80.
In Fig. 7, the another reader/writer transmits a

command packet P;' having a command code of 0x80 in step

§141. After that, the another reader/writer periodically
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determ nes that the packet P11 received in step S123
has an error and abandons the Packet Pi'. Further,
since the tinmeout period has not yet el apsed, the
reader/witer 1 continues to count the tineout period
(and reception waiting state). Then, in step Sl42,
the another reader/witer transmts a command packet
P2' having a conmand code of Ox80. In step S124, the
reader/witer 1 receives the packet P2' fromthe

anot her reader/witer. As the packet Pl', which was
HH=Rhous| ¥ E@tRinedabyet Neaviepder/ Woivheld |cdden 0xBep
S123), the packet P2' fromthe another reader/witer
i s aThomemiergackeer Haviempivies thempacketcddé Ox@O tdred
is not a packet having the response code Oxl1l
a@?ﬁéereaewﬁltfévrrlé@éu ieds P tHe 3 edder/ W tegception

der/ det that th
BAERET AT GIErFGEH F F ST I€T24 has an error and
abanldn cketTB %rsolmn%g t oth%ﬁgs r_té rrﬁ%%%v PELL oids téas
not ye% éal ap Sed t rea er la Con{ Il hues to

c@%aﬁdtﬁ&ﬁétr@gu&neeﬂ@%&@%dt bedtegefd,i Qg Wai hoH0a
state).” On the other hand, the IC card 3 conpl etes the

rpEPERSS padkeaCEOr da@oaammadui the keanppretppackdt t&lod rom
the reader/witer 1 and then transmts a packet P2
rhaeived oy résporsdecodel ir Ox1that &s« espossetphekeng
to the command acket Pl in step S132. At this tine,
tRReTPRRRSY \RPFiFeE x4l s TOGEREPAG t Rle reader/wrlter 1

determines that the packet P;' received in step 5123 has an
error and abandons the packet P;'. Further, since the
timeout period has not yet elapsed, the reader/writer 1
continues to count the timeout period (and reception waiting
state) .

Then, in step 8142, the another reader/writer transmits
a command packet P,' having a command code of 0x80. In step
8124, the reader/writer 1 receives the packet P,' from the
another reader/writer.

As the packet P;', which was previously received by the
reader/writer 1 (in step S123), the packet P,' from the
another reader/writer is a command packet having the command
code 0x80_and is not a packet having the response code 0x11
expected to be received by the reader/writer 1. Therefore,
the reader/writer 1 determines that the packet PZ‘.received

in step 8124 has an error and abandons it. 'Then, since the
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timeout period and is in the reception waiting state,
and ‘thus. receives the packet P2 fromthe IC card 3
in step 5125. The packet P2 fromthe IC card 3 is a
response packet having the respond code 0x11 and is a
packet to be received by (expected by) the
reader/writer 1. Therefore, the reader/witer 1
deternmines that the packet P2 received in step S125
is a correct response packet w thout error, ends
counting the tinmeout period, and perfornms a process in
taneotidanod ot hhst het r estporispspackebhe PPeadss: dedteirbkd
above, within the tinmeout period, the reader/witer 1
cepEbNERR tceceuRsntke t wénwﬁmﬁmséc kand gt nREePSithr
receiving a packet even if the received packet has an
waitbrg qﬁﬁﬁ? rece|V|ng a packet haV|ng no error, the

reader LWL Lef ot 1%§£Pr@h%e§cthat %g%gdgggghgﬁess

haV|ng no erfor s a correéct res ons

119 PREKEE £ KL Q?Jr&z%’n'&is chQéE’CﬁJtS $rbR gfgordance

the response even - anot her packet

'ré@@@d‘/\kﬁ_{iﬂeﬁr thﬁndlﬁmuttxﬁ@l’smﬁ)ds h@Spadke teM,0having a
Therefore, unlike in the case shown in Fig. 2 where

résponseomedRdopalkEl 4 a eesanssetpackatpde dbtecermandf
an error in a received packet, the reception of a

- PadegforfaeinpaeetSl¥-omthe IC card 3 by the

SN e SR R KL
BB BBAR el TSk s PS8 S
thus receives the packet P, from the IC card 3 in step S1253.

The packet P, from the IC card 3 is a response packet
having the respond code 0xll and is a packet to be received
by (expected by) the reader/writer 1. Therefore, the
reader/writer 1 determines that the packet P, received in
step 8125 is a correct response packet without error, ends
counting the timeout period, and performs a process in
'acccrdance with the response packet P,.

As described above, within the timeout period, the
reader/writer 1 does not retransmit the command packet and
waits for receiving a packet even if the received packet has
an error. When receiving a packet having no error, the
reader/writer 1 determines that the received packet having

no error is a correct response packet to the command packet

and performs a process in accordance with the response even

- 37 -




" reader/witer 1 cannot receive a response packet from
the IC card 3 held thereover within the tinmeout
period are described with reference to Fig. B. In
Fig. 8 the reader/witer 1 transmts a conmmand
packet P1 having a command code of Ox10 in step S151.
Then, the process proceeds to step S152, where the
reader/witer 1 starts counting the timeout period
and enters a reception waiting state. That is, as in
step S122 shown in Fig. 7, the reader/witer 1.
ifhbabshar reeepdt rceaivéd nih sitad & ireowdli pefidd has an
receiving a response packet to the command packet
grawirng the commuand code 0x10, that is, a response
packet having a _respond code of Ox1l1l. In step S161,
t he Texafiares wedékoel the edffrafbiopacket’ 19p12 HagFR) the

th d de 0x10 t jtted th

PRRAGK/ WRT e T AT SRS pghe s PR A ARCE7 T
W th . d Pl.. h

LR AR TRt oF e par oBaT ER 1y £ Aniacs Baoxbee

feeimand Packily havh Nehal LG ri¢ede] of s OBQ, 13keld to
the case shown in Fig. 7. In Fig. 8, the another

beebotesf frdde byt ransandnsi s& iocaomifantde packeindPPackavi ng
the command code 0x80 in step S171. After that, the
anotNeett, r shdeprardtionspefi b caddger funideirt &, whe IC
command packet havi ng the comand code 0x8Q. The

cpeddir ARG (e fnPéE%g VESEREVRAEREL PRAEO RGN RRR the

reader/writer 1 cannot receive a response packet from the IC
card 3 held thereover within the timeout period are
. described with reference to Fig. 8.

In Fig. 8, the reader/writer 1 transmits a command
packet P; having a command code of 0x10 in step S151. Then,
the process proceeds to step S152, where the reader/writer 1
starts counting the timeout period and enters a reception
waiting state.

That is, as in step 8122 shown in Fig. 7, the
reader/writer 1 enters a reception waiting state to wait for
receiving a‘response packet to the command packet having the
cbmmand code 0x10, that is, a response packet having a
' respond code of 0Ox11,

| In step 5161, the IC card 3 feceives the command packet
P; having the command code 0x10 transmitted by the

reader/writer 1 and starts a process in accordance with the
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anot her reader/witer in step 5153 after the reception
waiting state started in step S152. The packet P1'
fromthe another reader/witer is a conmand packet
havi ng the comand code 0x80 and is not a packet
havi ng a response code of Ox1l1l that is expected to be
received by the reader/witer 1. Therefore, the
reader/witer 1 determ nes that the packet Pl
received in step S153 has an error and abandons the
packet P1'. Further, since the tineout period has not
cyatnaftapseikt thhe reader/witer 1 continues to count
the tineout period (and the reception waiting
st at@) .theThéher| hand e8] 2Rothhe rewidreivnidader / witer
transmts a conmmand packet P2' having the command code
PeX80di¢H 15 I5ANSPRES r 2 aERITIANG PEFKEL raReiRe e paRmand
cke .. fraoam, _anpother reader/witer. step the As
BRE BhRRO P RnrER GER pTEUPo08 57 bckt ved by the
39 £:£3del/ LAl dnddil,Sbe0aSIAR e de BACkeL P2
fromthe ™ another reader/witer Is not a packet having

cOmhE5PQNEKG0de' 1fvidwl khexperhsth tdbdRe oxeoeiveskdy s171.
the reader/witer 1. Therefore, the reader/witer 1

Afle¢errhaies thkatnbhbe pacieater /R2i ter g niedliicaldyeprB8iSuits
has an error and abandons it. Then, since the tineout

apeeipanh@achket Deving dredommiad eedrlddy8f-iter 1

continues to count the tinmeout period. (and
The reader/writer 1 recgEves éﬁe pack%t B,'" from the

another reader/writer in step S153 after the reception
waiting state started in step 5152.

The packet P;' from the another reader/writer is a
command packet having the command code (x80 and is not a
~ packet having a response code of 0x1l that is expected to be
received by the reader/writer 1. Thefefore, the
reader/writer 1 determines that the packet P;' received in
step S153 has an error and abandons the packet P;'. Further,
since the timeout pericd has not yet elapsed, the
reader/writer 1 continues to count the timeout period (and
the reception waiting state).

Then, in step S172, the another reader/writer transmits
a command packet P,' having the command code 0x80. In step
S154, the reader/writer 1 receives the packet P,' from the
another reader/writer.

As the packet Pi', which was previouély received by the
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the reception waiting state). On the other hand, the

| C card 3 conpletes the process in accordance with
the conmand packet P1 fromthe reader/witer 1. Then,
in step S162, the IC card 3 transmts a packet P2
havi ng a response code of Ox11l as a response packet
to the command packet Pl. Herein, assune that the
packet P2 is transnmtted at the sane time when the
reader/witer 1 is receiving the packet P2' fromthe
another reader/witer in step S154 and that the

reeddervwinitd:erl kincanaptsIEDgi whet pachackes' B2ofur ohet he
ICcard 3. Inthis case, the ICcard 3 transnmtted the

apeshenseeadsateti tP2 {9 ndie xemekat hackw sPreispossepcode
S162, and thus does not retransmt the response

ohalrbt PRecRd he BEHERCHEIRH DYhEhP cERRATHMIEEFT 11} 5

oA e R UEh ok PRSP RAE e
| 2§ t P t

o Bachar P (1 ST85 B108) 4d doek-ragts -

ThEh [ aisHd thie tERSPeN Se itk ks PRot AfOOdiapgkd, the 40
ti meout period elapses while the reader/witer 1

readerofwrirteceil veot hinwes penseupackied timddue pemiadd(and

. packet P1. After the tinmeout period has el apsed, the

theatkgeptiicneraitingt aismits t he conmand packet in
step S155. That is, the reader/wjiter 1 transnmts a

comPEniN Pkt Pergs &hpatketarhat TGP RESE ohfrRF ¥ETe
3900, M08 LG 08 O " S581a1E0 phDR LOMROg PRkt P3
reader/writer 1. Then, in step S$162, the IC card 3
transmiﬁs'a packet P, having a response code of 0xll as a
response packet to the command ?acket P,. Herein, assume
that the packet P, is transmitted at the same time when the
reader/writer 1 is receiving the packet P,' from the another
reader/writer in step 8154 and that the reader/writer 1
cannot receive the packet P, from the IC card 3.

In this case, the IC card 3 tramsmitted the response
packet P, to the command packet P; in step S162, énd,thus
.does not retransmit the response packet P,.

On the other hand, the reader/writer 1 is waiting for
réceiving a responée packet to the command packet Pj.
However, the IC card 3 has already transmitted the response

packet P, to the command packét P; (in step 5162) and does

not retransmit the response packet P,. Accordingly, the
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reader/witer 1 in step S163. Then, the IC card 3
perforns a process in accordance with the conmand
packet P3 and transnmits a response packet to the
command packet P3. As descri bed above, the
reader/witer 1 retransmts the conmand packet only
after the tinmeout period has el apsed. Therefore,
frequent retransm ssion of the command packet can be
prevented. Further, even if the reader/witer 1 fails
to receive a response packet fromthe IC card 3 for
tdoseur caoind ellapseeadlr leuwtheereadealwr Bosi \ie ceheot
response packet fromthe 1C card 3 by retransnitting
IPRELEB NI SSROREE BREEPT thfe thei AEBIRNPr3TEthds:

I d. Ilpt fl har.t in Fig. 6, whether t.h
ol UeT BRcKBEHEE Ry et BRY | 8 TRACme Baket B o
t her packsat: < engt thy, t o

Icggg (codg f%?gcﬁgc ?ﬁ%%§%§ggr?%rg%g§ﬁgﬂgﬁ: Egﬁﬁgﬁé th

r60det fespIse €oHRshLOe idddnaali Packdie t ¥Bea Ofadita:

recei ved packet) of the received packet.

haAViey natd velpandhetderoxlte recei ved packet has an
error can be determ ned based on the sequence |ID
( Fi ghesyCofaxthed -reppivegcehy exbrpaeklerackatt e from the
fl %gpant shown in Fig. 6, whether the received

E AR Tah B 1 TFeR S ek or Rhébd WP 6t ERFFng REFIMES

t.lL.en he packet . check cod and.the
a ckceesg/ ﬁ‘g g(t;lc%)réan%é; Wl%s:%T t?% -comandegélcé{aeé:kgﬁ a}nrc]i this

onman esponse CoO e recelv

tpirgs@d’i-tsHQV\@(g%ong@ep ek, !:I?Qg:! atnlae pﬁéﬁggt lf:’ c_hec K
code, and the conmand/ response code rmay be re Erred
to BB aveihifeDlzlRfreSOtRE tehddel/QENLBE 1 retransmits the

command packet only after the timeout period has elapsed.

Therefore, frequent retransmission of the command packet can

be prevented. Further, even if the reader/writer 1 fails to

receive a response packet from the IC card 3 for some reason,
the reader/writer 1 can receive the response packet from the

IC card 3 by retransmitting the command packet after the

timeout period has elapsed.

In the flowchart shown in Fig. 6, whether the received
packet.has.an error is determined based on the packet length
- (data length}, the packet check code (code for checking an
error), and the. command code/response code-(code indicating
ﬁhe type of the received packet)‘of the received packet.

Alternatively, whether the received packet has an error can

be determined based on the sequence ID (Fig. 5) of the
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whet her the received packet has an error. The process
shown in the flowhart of Fig. 6 can be perforned by
all owi ng the mcroconputer 11 to execute a program or
by using dedi cated hardware. As described above,
before the tinmeout occurs, the reader/witer 1 does
not retransmt the conmand packet even if the

recei ved packet has an error but waits for receiving
a packet in the reception waiting state. |If the packet
received within the tinmeout period does not have an
rscedved paekelader/witer 1 deternines that the

recejve ket is a. correct response packet to the
nn%hatdfbépgﬁé’f“%ﬁ’at P il §1%r ce‘glgeﬁh%raéssrasﬁeéved
t r S C The reader/writer
p\rglec?(rggng%ts ﬁ%e'}"?oﬁ%aﬁ%’i%%% e BT SErT RS Tre e BaERt

1eeEtRY s wlaRsednedResdor eanoc%{@aé&@natrgi/tﬂ% oh88€code
shown in Figs. 2 and 3 wher'e the command pack ep

ofethansstdived waoRedeiRCiiion BHded) ensvdy) th@ packet
recei ved packet, the command packet is retransn1tted
lpegshf rdtpuenacket chigckh gyl endevbn comiemd/response code
envi ronnent where the - 42 reader/witer 1 is close

mgY B otH&ET Helader it dhesn @rdest epf@s dift determine
the reader/witer 1 over which

h t
W%?égﬁ gggggggﬁggézﬁ?Fﬁﬁﬁwqaﬁnﬁﬂnﬁﬁﬁ?% with the IC card
3 b»fh\s.uee;@éés nham ehf 86t }gioma&ﬁ g,ffe gg. an hgan be

process of retransmtting t
pélet Seld O ByOh 1 8bw 8L dd"Hhe' &lEQ‘%CBﬁﬁ@fé/leqJPQ:%kg;{eéﬂtl'Bg a

process perfornmed by the reader/witer A described
pawddanr efrebgnogih® dedicated hardware.

| As described above, before the timeout occurs, the
reader/writer 1 does not retransmit the command packet even
if the received packet has an error but waits for receiving
a packet in the reception waiting state. If the packet
- received within the timeout period does not have an error,
the reader/writer 1 determines that the received packet is a
correct response packet to the cémmand packet.and performs a
process in accordance with the response packet. The
reader/writer 1 retransmits the command packet only after
the timeout period has elapsed. Theréfore, compared to the
case shown in Figs. 2 and 3 where the command packet is
retransmitted upon detection.of an error in the.received

packet, the command packet is retransmitted less frequently.

- As a result, even under the environment where the
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Figs. 1 to 3) can be easily changed to the process of

not retransmtting the command packet even if the

recei ved packet has an error and waiting for

receiving a packet in a reception waiting state

before the tinmeout occurs, regarding the received

packet as a correct response packet to the command

packet and perform ng a process in accordance with

the response packet if the packet received within the

ti meout period does not have an error, and

reeideagm tér g ist @ cgenmansngacketrecaaby/afitair tnel

ti meout period has el apsed (the process perfornmed by

infherfeaderd iicrebelyeebyoetiangyi e paadenfwiritermplogram

execut ed g the m croconmputer 11 wi thout adding new

WhadChnware. ITIRErEr 6r és BOEH FIN (IREMPBABREE WitTethe [ card
envi_ronne usingdnterference between

3 P op Bl BBr S Faf: %ﬁowee PERAGT T writer, ¢ hat
IS, Ve%ro& sghgf fg¥¥gygﬂ%kkgﬁ § éﬁw%&%& 558§§t é??n
anot her eader/witer e re can ea

d@earaum@a;tfe aw Ehrbheih Q:r@earﬁéc%wed@aclé& a(thésgkbceéile
reader/witer 1 can be set while interference between

pehéormatidry whet eeadeandriarot Retdescedoet /wirtht eefiesence to
hardly considered. Since the setting condition is

Figgs ke chanbe nea el kridemogdt tovidr crocessses not
required to set the reader/witer 1 can be reduced.

* ?—“E*f‘?‘?%"rltttlﬂg FRadETTH1E SrcretafvH ietthen FEaF i BES

pEOVLE PUPALS 2P, 116 L& 580 $¥Rt NG YILNGERE: in &

reception waiting state before the timeout occurs, regarding
the received packet as a correct response packet to the
command packet and performing a process in accordance with
the response packet if the packet received within the
timeout period does not have an error, and retransmitting
the command packet only after the timeout periﬁd has elapsed
(the process performed by the reader/writer 1), by changing
part of the precgram executed by the microcomputer 11 without
adding new hardware.

.Therefore, even_if'the reader/writer 1 is under an
environment of causing interference between the
reader/writer 1 and another reader/writer, that is, even if
the reader/writer 1 is placed close to another reader/writer,

the reader/writer 1 can easily communicate with the IC card

3.
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reader/witer 1 can be used for various applications.
As described above, the reader/witer 1 can be
configured w thout addi ng new hardware, so that an
increase in the cost of manufacturing the
reader/witer 1 can be suppressed. Further, since the
command packet is retransmtted |less frequently,
interference of the conmuni cati on between another
reader/witer close to the reader/witer 1 and the 1C
card 3 caused by retransm ssion of the command packet
by Ashea readét]whé erceatieadoni set eb s éguert!| yhilk so,
interference of the conmuni cati on between the
ipbauEeraRde detveeanthe heeaderdardter chipded appther

retransni ssigon of the command packet by another
readefel T it ScPasEL Y dxtnr?e‘dreé”ﬁéer / %\?r‘ﬁeerthf S§EELPS

c!:Sé ;Mne%e’lgs -sé‘xsrea "G ter}HS ﬁﬁm%ﬁ?ﬂé’g?z&%ar g

ornance etween e rea Wi tTer an

c§st&( NeSRANSIDIELT by oéhet He C oatde ) 4 %annBrews&mcécp

that the substantial communication speed can

Fhheiaasathe Fybtibeywrsidice the E@Wé@mdrp&@df&buss
retransmtted less - 44 frequently, the power

egonsumEntenand the I@awed wysten inclaniingetheduced.
The case where the present invention is applied to the

reqler i st dnFRRsPD aBeddEeET Vﬁéﬁo%mlwﬁélsﬁ%sent

Ve R el st be appllet o, st en el b,
cSHTPIYGAL Q0D ue SUEH A5 nw WLEGLESS, 1BY 1848 BN increase
in the cost of manufacturing the reader/writer 1 can be
éuppressed.

Further, since the command packet is retransmitted less
frequently, interference of the communication between
- another reader/writer close to the reader/writer 1 and the
IC card 3 caused by retransmission of the command packet by
the reader/writer 1 occurs less frequently. Also,
interference of the communication between the reader/writer
1 and the IC .card 3 caused by retransmission of the command
packet by another reader/writer close to the reader/writer 1
,occuré less frequently. As a result, the_communication
performance between the reader/writer and the IC card 3

(responsibility of the IC card 3) is improved, so that the
substantial communication speed can be increased.

Further, since the command packet is retransmitted less
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In this specification, the processing steps descri bing
the program all ow ng the conputer (the CPU 11A of the
m croconputer 11) to execute various processes need

not always be performed in tinme series in the order
described in the flowhart, but can be perforned in
parallel or individually (e.g., including paralle
processi ng or processing by .an object). The program
can be processed by a conmputer or can be  processed by
a plurality of conputers in a distributed manner. It
fsrauentbe UddePovebdepysunsiensiknl teel Fepdew/ varitert hatan
variQus nodifications, comnbinations, sub-conbinations
LEnbeaftetati ons may occur depending on design
requi.renments . and gt her factors_insofar, as_the re
e PR e Bie T B BBt AT s gPPERge LS the

100HL YR SNSrt REE R er, WAL JiBGLALNED. | Snel prAsent

comuni cati on apparatus performng comuni cation in a
1 RPECOIYrAGanMBNBE be CATFN i RY: al £ERHEIN S YR reebhie

means for transmtting a conmand; tineout period
nehewkian; weansnioztbdreckiingleket hemmanidatieolt pech ot a

during which a response to the command is waited for
wheRled fe€dsYEE®Ransni ssi on control neans for

retransmtting the command only after the tipeout, .
per i*8d Ris & AtdPHor LRASIIHRF SHBENS TFBF HRETHIGI

DR AL EFRE SR b8! itnd (RO AP O, has
an-error; an

microcomputer 11) to execute various processes need not
always be performed in time series in the order described in
the flowchart, but can be performed in parallel or
individually (e.g., including parallel processing or
processing by an object).

The progfam can be processed by a computer or can be
processed by a plurality of computers in a distributed
manner.

It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements

and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.
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processi ng neans for regarding the data received
wthin the tineout period as a correct response to
the command if the data does not have an error and
performng a process in accordance with the response,
wherein, if the data received within the tinmeout
period has an error, the retransm ssion control neans
does not retransmit the command and the tineout
period checking neans continues to check whether the
ti meout period has el apsed. 2. The conmuni cati on
Wappatat GsrBdoitdi:ng to Caim1l, wherein the received
data includes a data |length of the received data, an
error checking code, or a code indicating the type of
the received data, and - 46 __whereip the error .
checki nd* FEERERLHECKE RRBEREF T hBST T UdEJe fOHET A Rk o7
Y LT g el o dmggnépp é&%é%ggq th, the error checking
co

code, or the e rndicating the type of the received

dat a:ra3rsmi s&QBALE Had 10 heBBEN@H - f OF BB @ANHBI S dilng;
apparatus perform ng conmuni cation in a noncontact
manneme outthpe cosmahieci ngnneet & ofbc @iprkshggulidichest eps
of : controlling transm ssion to transmt a comrand; .
temeekl mpriest Aering tihiwdue pespedselurd rdgewkpanagd is
response to the conmand is waited for has el apsed;
wabHt? o195 Agsr ELPRFRM ssion to retransmit the command

orL %88k 05, ITEGUE PRCASY bas 2 agseds el
command only after the timeout period has elapsed;

error checking means for checking whether data received
within the timeout period has an error; and

processing means for regarding the data received within
the timeout periéd as a correct response to the command if
the data does not have an error and performing a process in
accordance with the response,

wherein, if the data received within the timeout period
has an error, the retransmission control means does not

retransmit the command and the timeout period checking means

~continues to check whether the timeout period has elapsed.

2. The communication apparatus according to Claim 1,
wherein the received data includes a data length of the

received data, an error checking code, or a code indicating

the_type of the received data, and
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period has an error; and regarding the data received
within the timeout period as a correct response to
the command if the data does not have an error and
performng a process in accordance with the response,
wherein, if the data received within the tinmeout
period has an error, the command is not retransmtted
in the retransm ssion control step, and checki ng

whet her the tineout period has elapsed is continued
in the tinmeout period checking step. - 47 - 4. A

pr ogwlaet eirallhieng raoce otipettlemagt hatngonheokss whether the
conmuni cati on apparatus .perform ng conmunication in a
neowdyat adetardinfeant regechrsed e $hepdads: lengftvolthing
transn133|on to transmt a command; checki ng whet her
SFOrEBGEE G | RESduPENGRNTRIE &ndﬂééﬁbﬁgetQ%f%Hﬂﬁ of the

LLenman g |s malted for has el apsed; controlling
Petrandnidci'on to retransmit the command only after
the timeout period has el apsed; checking whether data
received wwthin the tineout period has an error; and

regag di ng chiiRuiatat 1 AC eict@ddWES A & ddiendrirRetibnper i od
as a correct response to the command if the data does
apptrahay epenfoemiony avmuperdadgiphngnaa protessaa manner,
accordance with the response, wherein, if the data
thecervamnigatiion npshed mmrlﬁéﬂgoahe steps of:

controlling transmission to transmit a command;

checking whether a timeout period during which a
response to the command is waited for has elapsed;

controlling retransmission to retransmit the command
only after the timecut period has elapsed;

checking whether data received within the timeout
period has an error; and

regarding the data received within the timeout period
as a correct response to the command if the data does not
have an error and pérforming a process in accordance with
the response,

wherein, if the data received within the timeout pericd
has an error, the command is not retransmitted in the
fetransmission control step, and checking whether the
timeout period has elapsed is céntinued in the timeout

period checking step.
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has an error, the command is not retransmtted in the
retransm ssion control step, and checki ng whet her the
ti meout period has elapsed is continued in the timeout
peri od checking step. 5. A communi cati on appar at us
perform ng comuni cation in a noncontact manner,
conprising: a transm ssion control unit configured to
transmt a comand; a timeout period checking unit
configured to check 48 whether a tinmeout period during
whi ch a response to the command is waited for has

el apsed; A prRiraaNsHRISSimN £ arhbakedntiiatc ardritgeledat o
retransmt the conmmand only after the timeout period
ceamupiaptieh anpaetos péetddtnigiouFormEphta girredn @
check whether data received within the tinmeout period
NRRSCRR2EF rBRRNSh FCaSBPBRER Siify SHFPE €6nhfi gured to
regar recei ved within_ the. timeout gg[iod as

d .t he _dat
o COT TSSO EE TR TRE GEnTRRRETT theé “BAPA toes
ot A3 BHESEe AN MSLLAETLE, s i 0G5S Braggos dance

W th the reésponse, erein, cel ved

rébbbhfe the tHdROMhaREr i HAiaiNRS EFBrehsOrelddiRd;
retransm ssion control unit does not retransnit the
comrend rafd ihherd imecutl spéohotlo chetakdmsguitinithe command
continues to check whether the tinmeout period has
oplyapskler the timeout period has elapsed;

checking whether data received within the timeout

period has an error; and

regarding the data received within the timeout period
as a correct response to the command if the data does not

have an error and performing a process in accordance with

the response,

wherein, if the data received within the timeout period
has an error, the command is not retransmitted in the
retransmission contrel step, and checking whether the
timeout period has elapsed is COntinued in the timeout

period checking step.

5. A communication apparatus performing communication

in a noncontact manner, comprising:

a transmission control unit configured to transmit a
command ;

a timeout period checking unit configured to check

—'48.—




whether a timeocut period during which a response to the
command is waited for has elapsed;

a retransmission control unit configured to retransmit
the command only after the timeout period has elapsed;

an error checking unit configured to check whether data
received within the timeout period has an error; and

a processing unit configured to regard the data
received within the timeout period as a correct response to
the command if the data does not have an error and perform a
process in accordance with the response,

wherein, if the data received within the timeout period
has an error, the retransmission control unit does not
retransmit the command and the timeout period checking unit

continues to check whether the timeout period has elapsed.




