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net wor ks are experiencing an unprecedented technol ogi cal expansion, fueled
by consuner demand. Wrel ess and nobil e networking technol ogi es have

addr es3EdTHODaAAD APRARAIUSI EORNSISURGE 112K NT DN T NEOR KX HANDLEENGNd

i mredi acy of informatio r r re networKking
t echnol ogi es conti nue t %(ilﬁﬂlﬁrgf éﬁ%@(ﬁ?ﬁ?ﬂ?@;&ﬁ#on transfer and
conveni ence to users. Such increased ease of information transfer and
convenjence to users has recently been acconpanied by an increased ability
to proA A NHOGICAL ikations at a relatively | ow cost. Accordingly,
mob3 | e ComMBRiveaiian e $8RnBInCerlRE QEThIB GehtRhIGUb L@ unitaliBeinTREBPI0 r¥s | d.
Wth the rapid expansi on of nobile comrunications technol ogy, there has
been acgps keehnplegy (Ray) gmexgraissisendion i fieeRdr ivieamei g pndy roredsasidiaty: and
provi dedieMh @n gﬂghlt@s A HRRY B érﬁﬂhggfyé}pl%ﬁdhng for inter-deMfain ﬁlbﬁhﬂj (%tgo Lio10f
nobi | e conmuni cati ons, there have been many different generations o%
systeﬁ@hdémebeﬁb@nﬁowénaﬁRéW$®b use of such comunication devices. The
fir5t§%ﬁpgtﬁ&bﬁﬂi)0f t hese systens were sonetinmes devel oped i ndependently
and, ially, were not necessarily usable

10 The modern communications era has brought about a tremendous expansion of wireline

and wireless networks. Computer networks, television networks, and telephony networks are
experiencing an unprecedented technological expansion, fueled by consumer demand. Wireless and
mobile networking technologies have addressed related consumer demands, while providing more
flexibility and immediacy of information transfer.

15 Current and future networking technologies continue to facilitate ease of information
transfer and convenience to users. Such increased ease of information transfer and convenience to
users has recently been accompanied by an increased ability to provide mobile communications at a
relatively low cost. Accordingly, mobile communication devices are becoming ubiquitous in the
modern world. With the rapid expansion of mobile communications technology, there has been a

20 related rapid expansion in those services that are demanded and provided via mobile
communication devices.

Over the history of mobile communications, there have been many different generations of
systems developed to enable the use of such communication devices. The first generations of these
systems were sometimes developed independently and, at least initially, were not necessarily usable

25  in cooperation with other systems. However, cooperation between communication system
developers began to be employed so that new technologies could be enabled to have the potential
for synergistic cooperation with other technologies in order to increase overall capacity. Thus, a
mobile terminal operable in second generation (for example, 2G) systems such as GSM (Global
System for Mobile communications) or IS-95, which replaced the first generation of systems, may

30 in some cases be uscable in cooperation with newer generation systems such as third generation
systems (for example, 3G) and others that are currently being developed (for example, E-UTRAN
(Evolved Universal Terrestrial Radio Access Network)).
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CS key set, but the network will retain the old CS key set.
handover completion determination conditions established, it is possible for one side to store the
new CS key set and the other side to dispose of the new CS key set and instead retain the previously
stored CS key set. This scenario may occur, for example, in a handover failure case. More
specifically, if the UE provides a transmission (e.g., a handover complete message) that is not
30 received by the network, the UE will store the new CS key set, but the network will retain the old
CS key set.
A key set mismatch is normally handled by checking for matching key set identity (KSI

(key set identifier) or CKSN (ciphering key sequence number)) in the network and at the UE at a
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exchange (e.g., via authentication and key agreenent (AKA)) procedure. A
failure may occur when the newly mapped key set has a mapped identity that
is the sane as an existing stored key set. In paiticular, for exanple, if
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set identity in 5 the network and at the UE, a m smatch of key sets may be
a very serious condition resulting in connection failure or badly ciphered
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BRIEF SUMMARY OF EXEMPLARY EMBODIMENTS

A method, apparatus and computer program product are therefore provided that may

15 enable changes to inter-domain handover in multi-RAT or single-RAT environments. In this
regard, for example, some embodiments of the present invention may provide a mechanism by
which to avoid encountering situations in which a mismatch in key sets is encountered in order to,
for example, support the SR-VCC solution.

In an example embodiment, a method of enabling key handling for a handover between

20 different domains is provided. The method may include determining whether an indication of a
potential key mismatch is present responsive to an attempt to conduct a handover between a first
domain and a second domain, and defining validity of a most recent key set used for ciphering
communication between a mobile terminal and a network device based on a result of the
determining.

25 In another example embodiment, an apparatus for enabling key handling for a handover
between different domains is provided. The apparatus may include at least one processor and at
least one memory including computer program code. The at least one memory and the computer
program code may be configured to, with the at least one processor, cause the apparatus to perform
at least determining whether an indication of a potential key mismatch is present responsive to an

30 attempt to conduct a handover between a first domain and a second domain, and defining validity of
a most recent key set used for ciphering communication between a mobile terminal and a network

device based on a result of the determining.
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15  between different domains according to an exemplary embodiment of the present invention;
FIG. 3 illustrates a block diagram of an apparatus for enabling key handling for a handover
between different domains according to an exemplary embodiment of the present invention; and
FIG. 4 is a flowchart according to an exemplary method of enabling key handling for a
handover between different domains according to an exemplary embodiment of the present

20  invention.

DETAILED DESCRIPTION

Some embodiments of the present invention will now be described more fully hereinafter
with reference to the accompanying drawings, in which some, but not all embodiments of the
invention are shown. Indeed, various embodiments of the invention may be embodied in many

25  different forms and should not be construed as limited to the embodiments set forth herein; rather,
these embodiments are provided so that this disclosure will satisfy applicable legal requirements.
Like reference numerals refer to like elements throughout. As used herein, the terms “data,”
“content,” “information” and similar terms may be used interchangeably to refer to data capable of
being transmitted, received and/or stored in accordance with embodiments of the present invention.

30 Moreover, the term “exemplary”, as used herein, is not provided to convey any qualitative
assessment, but instead merely to convey an illustration of an example. Thus, use of any such terms

should not be taken to limit the spirit and scope of embodiments of the present invention.
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network device, and/or other computing device.
As defined herein a “computer-readable storage medium,”” which refers to a physical
15 storage medium (e.g., volatile or non-volatile memory device), can be differentiated from a
“computer-readable transmission medium,” which refers to an electromagnetic signal.

Against the background provided above, an example in which an embodiment of the
present invention is applicable will be described below in relation to a handover according to the
SR-VCC solution. However, it should be appreciated that embodiments of the present invention

20  also extend to other inter-domain solutions and are not limited to SR-VCC. Moreover, although
handover from PS domain to CS domain is specifically described in one example, embodiments
also apply to handovers from the CS domain to the PS domain. Thus, the examples described
herein should not be viewed as being limiting with respect to application of embodiments of the
present invention. As such, handling of keys that are mapped between different domains (e.g., the

25  PS domain to the CS domain or other exemplary handovers) may be improved by embodiments of
the present invention. Typically, for example, when performing SR-VCC handovers, ciphering is
maintained in the switch from PS domain to CS domain by mapping new CS keys from the PS keys
in use at the time of the handover. The generated CS keys are considered “fresh” because the
mapping makes use of a NONCE value. Once the CS keys are generated and the SR-VCC

30 handover completes successtully, a user equipment (UE) such as a mobile telephone or other
mobile terminal may store the newly generated CS keys for use in subsequent CS connections. The
network may also store the keys for subsequent use in support of CS connections with the UE. The

identity of the new CS key set (e.g., KSI or CKSN) is copied directly from the identity of the PS
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In an exemplary embodiment, the UE 10 may include an antenna (or multiple antennas) for
transmitting signals to and for receiving signals from a network node such as a base site, base
station, access point, node B or e-node B. In an exemplary embodiment, the UE 10 may initially be

25 in communication with a source node 20 (for example, an e-node B of E-UTRAN) and may be in
the process of being handed over to a target node 30 (for example, a base station (BS) of GERAN).
However, it should be understood that the target node 30 and the source node 20 could correspond
to other base stations or access points corresponding to various other inter-domain handover
scenarios (e.g., PS domain to CS domain, or CS domain to PS domain, ctc).

30 During a handover process, a handover request message used to initiate the handover may
be expected to provide an identity of the source node 20. As such, a mobile switching center
(MSC) 32 associated with the target node may receive an identification from the source node 20 in

connection with the handover request. The MSC 32 may be capable of routing calls to and from the



FIG 1, one exenplary enbodi nent of the invention, illustrates a schematic
bl ock di agram 10 of a wireless comuni cati ons system according to an
exenpl ar ywoerzhudi3pent of the present invention. ReferringCmaBeaioofBk4 1, an
illustration of one type of systemthat would benefit from enbodi nents of
the present invention is provided. The systemmay include a plurality of
networ k devi ces and one or nore nobile termnals (for exanple, user

equi pnent (LTE) 10). The nobile term nals may be various different exanples
of nobil e conmunication devices such as poitable 15 digital assistants
(PDAs), pagers, nobile tel evisions, gam ng devices, |aptop conputers,
nobi | e phones, caneras, video recorders, audio /video players, radios,

gl obal positioning system (GPS) devices, or any conbination of the

af or eff@N10 ehedthedid 1 ©isheakirtgymd sewfvivgpiadle vaild it exmaomatienivatt thotusgatlevdeces.
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calls to andhé eeget hbe: W20 140396 b PGk B2 DIAdhine GBRI0GwWRen the UE
10_is making and receiving calls while in comuni cgti on with the target
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capable of controlling the forwardi ng of nessages to and fromthe UE 10,
and mayebakily anavagrmaaf clementi OB} &t Hgt By Hesbagesmmainiqlien Bith i M§Catandr om a
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| ocal area network (LAN), a netropolitan area network (MAN), and/ a wde
ar ea meadgd itk triaking andfpeging peavpdwses. THierdMEeiemay dlonhdit G8f shicpoPfajlBtt
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y al so be coupled to the via one or nore gatéeway devices such
as GWiR2net@nka2. gty MEPr3EsthniSGalNstt ari thgMIEE édpalso 1Bn@Y tlernghantien peldket dat a
net mrst(orggaeto?\ﬁ@}ls and the mapping of keys between the PS domain and the CS domain. However, it
should be noted that another network entity other than the MME 36, the MSC 32, the SGSN 34, or
another entity could alternatively be responsible for generation and/or storage of keys and mapping
25  ofkeys.
For example, in a situation where a handover is requested, the MME 36 may coordinate
handover of the UE 10 from source node 20 to the target node 30. As part of the handover process,
the MSC 32 may provision a new CS key set for the UE 10, which may be provided for the UE 10
via the SGSN 34. The MME 36 may utilize the procedures described in 3GPP technical
30  specifications TS-33.102 V.x.y and TS-33.401 V.x.y to handle mapping of the key sets between the
PS domain and the CS domain. After the new CS key set is generated, the MSC 32 may store the
new CS key set locally. The UE 10 may then generate a new CS key set from the PS key and the

NONCE. After generation of the new CS key set, the UE 10 may also store the new CS key set, for



10 (PDN GN. The S-GWmay route and forward user data packets, while al so
acting as a nobility anchor for the user plane during handovers w thin

E- UTRAN owohletnvisedssE- UTRAN and ot her RATs (for exanpl e, PGERBRL0/05BAe® PDN GW
may provide connectivity for the HE 18 to external packet data networks by
being the point of exit and entry of traffic for the HE 10. The target node
30 of this exanple nmay al so be coupled to a serving GPRS (General 15 Packet
Radi o Service) support node (SGSN) 34. The SGSN 34 may be capabl e of
perform ng functions simlar to the MSC 32 for packet sw tched services.
The SGSN 34 may be coupled to a nobility managenent el enent (MVE) 36 that
may al so be in comunication with the MSC 32 and the source node 20 and the
GW 22. The MVE 36 nay be, anobng other things, responsible for idle node UE
trac kiemgnplndwﬁhigiar@)ﬁjh/bdﬁ‘eﬁﬂs @sbsciiber 184vit3odmy) ditisoURdNdI[eesSpreeileet i on f or
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2 and 31dsk batspondhis i Akdse dhAe R Gsf 2 ama apmrsaw&- Soh¥di dhYs dﬁ@érhlsnsterom
enbodi nents of the E@esent invention. It should be understoo however

that e aplsarthenall s devicerstipstatsd aafior Aescabidioredn. Badernyednisemprer el y
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present invention and, therefore, should be taken to limt the scope of
enbodihssmagtensuch Idev19¢ses elementysherli b ponsrdetﬂdeo &x epblerof beinp outbadind withine

appar qﬁé"&an%fdeﬁcgor gle%% and thus, devices or elements shown in communication should be
understood to alternatively be portions of the same device or element.
Referring now to FIG. 2, an apparatus 50 for providing key handling following inter-
domain handover failure is provided. The apparatus 50 may be employed in or embodied as a
mobile terminal (e.g., the UE 10 of FIG. 1). The apparatus 50 may include or otherwise be in
25 communication with a processor 70, a user interface 72, a communication interface 74 and a
memory device 76. The memory device 76 may include, for example, one or more volatile and/or
non-volatile memories. In other words, for example, the memory device 76 may be an electronic
storage device (e.g., a computer readable storage medium) comprising gates configured to store data
(e.g., bits) that may be retrievable by a machine (e.g., a computing device). The memory device 76
30 may be configured to store information, data, applications, instructions or the like for enabling the
apparatus to carry out various functions in accordance with exemplary embodiments of the present

invention. For example, the memory device 76 could be configured to buffer input data for



10 be enployed on a nobile termnal (e.g., UE 10) capable of communi cation
with other devices via a network. In another exenplary enbodi nent, the
appar at uswof20H03653 may be enpl oyed at a network devi cePC&/I52010/M3EHB2)
configured to manager or otherw se pafticipate in coordination of

i nter-domai n handovers. However, not all systens that may enpl oy

enbodi nents of the present invention are necessarily described herein.

Mor eover, other structures for apparatuses enploying 15 enbodi nents of the
present invention may al so be provided and such structures may include nore
or | ess conponents than those shown in FIGS. 2 and 3. Thus, sone

enbodi nents may conprise nore or less than all the devices illustrated
and/ or described herein. Furthernore, in sone enbodi nents, although devices
or el eneatsnglneths powpssas?h ehdijtivmllg omitmmaatiyothe mehtvre dehiceoltheuld be
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for exanple, an (application specific integrated circuit), an
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whp$ e confi QU@EhAS ¢ hinB@lYcatibh USerffc0174 may be any means such as a device or
circuitry embodied in either hardware, software, or a combination of hardware and software that is
configured to receive and/or transmit data from/to a network and/or any other device or module in
communication with the apparatus. In this regard, the communication interface 74 may include, for
example, an antenna (or multiple antennas) and supporting hardware and/or software for enabling
30 communications with a wireless communication network. In some environments, the

communication interface 74 may alternatively or also support wired communication. As such, for

example, the communication interface 74 may include a communication modem and/or other



15 exanpl e, when the processor 70 is enbodied as an ASIC, FPGA or the |ike,
the processor 70 nay be specifically configured hardware for conducting the
oper at i ors0deslo3pds6d herein. Alternatively, as another examploag/oishen the
processor 70 is enbodi ed as an executldr of software instructions, the
instructions may specifically configure the processor 70 to performthe

al gorithns and/ or operations described herein when the instructions are
execut ed. However, in sonme cases, the processor 70 may 20 be a processor of
a specific device (e.g., a nobile termnal or network device) adapted for
enpl oyi ng enbodi ments of the present invention by further configuration of
the processor 70 by instructions for performng the algorithnms and/ or
operations described herein. The processor 70 may include, anong ot her
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the UE handover failure detector 84 may each be any means such as a device or circuitry operating
in accordance with software or otherwise embodied in hardware or a combination of hardware and

25  software (e.g., processor 70 operating under software control, the processor 70 embodied as an
ASIC or FPGA specifically configured to perform the operations described herein, or a combination
thereof) thereby configuring the device or circuitry to perform the corresponding functions of the
mismatch condition detector 80, the key validity manager 82 and the UE handover failure detector
84, respectively, as described herein. Thus, in examples in which software 1s employed, a device or

30  circuitry (e.g., the processor 70 in one example) executing the software forms the structure
associated with such means.

The mismatch condition detector 80 may be configured to determine, from the perspective

of the UE 10, whether conditions exist that are likely indicators of a potential mismatch between the



In an exenpl ary enbodi nent, the processor 70 may be enbodi ed as, include or
ot herwi se 20 control a m smatch condition detector 80 and a key validity
manager 3%0 20hi@3missmat ch condi ti on det ector 80 accor di ngCraBihi/ges3esmbodi ment
may further include or otherw se be eibodi ed as a UE handover failure
detector 84. The m smatch condition detector 80, the key validity manager
82 and the UE handover failure detector 84 may each be any neans such as a
device or circuitry operating in accordance with software or otherw se
enbodi ed in hardware or a conbi nation of hardware and 25 software (e.qg.,
processor 70 operating under software control, the processor 70 enbodi ed as
an ASIC or FPGA specifically configured to performthe operations descri bed
herein, or a conbination thereof) thereby configuring the device or
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25  indications of a potential key mismatch condition in response to a determination of any of the
indications described above that are indicative of a handover failure. The key validity manager 82
may then alter activity at the UE 10 as described below. However, in situations in which the
mismatch condition detector 80 (or the UE handover failure detector 84) does not signal a potential
key mismatch condition, the UE 10 may store the new key set generated according to normal inter-
30 domain handover procedures.
In response to receipt of an indication from the mismatch condition detector 80 (or the UE
handover failure detector 84) that a potential key mismatch condition has been encountered, the key

validity manager 82 may be configured to direct invalidation of the received new key set in the



The LTE handover failure detector 84 may be configured to, on behalf of the
m smat ch condition detector 80, notify or otherwise informthe key validity
manager 3Roabiitdiessexi st ence of 25 indications of a potemrCiraB2leyssmasnat ch
condition in response to a determ nati2on of any of the indications
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the nost recent valid gey se be retained for use until a fresh key set
can bengyrtovegingd et use until a fresh key set can be provisioned.

20 Accordingly, despite the currently inherent inability to guarantee synchronization of
storing mapped keys in both the network side and the UE side when a SR-VCC or other inter-
domain handover fails, the apparatus 50 may be configured to reduce the likelihood of key
mismatch related communication complications by managing key set validity based on indications
of a potential key mismatch. The indications of a potential key mismatch may be detected based on

25  activity of the UE 10 and messages received at the UE 10 in relation to confirming successful
handover via inter-domain handover operation.

Referring now to FIG. 3, an apparatus 50° for providing key handling following inter-
domain handover operation failure is provided. The apparatus 50° may include or otherwise be in
communication with a processor 70°, a communication interface 74" and a memory device 76°. As

30  such, the apparatus 50 may be similar to the apparatus 50 of FIG. 2 except that it is adapted for
employment at a network device instead of at the UE 10. As such, for example, the apparatus 507

may not necessarily include a user interface. However, the processor 707, communication interface
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ASIC or FPGA specifically configured to perform the operations described herein, or a combination
thercof) thereby configuring the device or circuitry to perform the corresponding functions of the
mismatch condition detector 807, the key validity manager 827 and the network handover failure
20 detector 86, respectively, as described herein. Thus, in examples in which software is employed, a
device or circuitry (e.g., the processor 70 in one example) executing the software forms the
structure associated with such means.
The mismatch condition detector 80° may be configured to determine, from the perspective
of the network, whether conditions exist that are likely indicators of a potential mismatch between
25 the UE 10 and the MSC 32 in terms of the CS key sets stored therein. In this regard, for example,
the mismatch condition detector 80" may be configured to monitor message traffic and activity of
the network in response to provision of a new CS key to the UE 10 during inter-domain handover
operation in order to determine whether indications of a potential key mismatch condition are
encountered. In response to indications of the potential key mismatch condition being encountered,
30  the mismatch condition detector 80 according to an exemplary embodiment 1s configured to notify
or otherwise inform the key validity manager 82°.
The network handover failure detector 86 may be configured to detect specific indicia that

may be detectable at the network (e.g., at the MSC 32, MME 36 or SGSN 34) to indicate a



software (e.g., processor 70' operating under software control, the
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descri be
encountered, the key validity manager 82° may be configured to direct invalidation of the new key

set. The invalidation of the new key set may include or result in deletion of such key set, or the
assignment of an indication attached to or associated with the key set to indicate the validity status
of the key set. In response to invalidation of the mapped keys by the key validity manager 827, a
25  new key exchange may be forced (e.g., via an AKA procedure). By forcing a new key exchange in
a controlled fashion, as described above, in situations where a potential key mismatch condition 1s
encountered, the key validity manager 82 may manage key validity at the network in a manner that
is likely to prevent or at least substantially reduce the likelihood of encountering a communication
failure or complications associated with key mismatches that are not proactively resolved (e.g., via
30  the AKA procedure).
In response to a new key set being indicated at the network side as being invalid by the key
validity manager 82, the key validity manager 82° may be considered to have responded to a

determination that it is unlikely that the UE 10 side has also received and properly stored the same



15 bel ow. However, in situations in which the msmatch condition detector
80" (or the network handover failure detector 86) does not signal a

pot ent i alwkeyi1im3sesat ch condition, the MSC 32 may store Phg/IREW/C84key set
provided to the LTE 10 according to ndrmal inter-domain handover operation
procedures. In response to receipt of an indication fromthe m smatch
condition detector 80" (or the 20 network handover failure detector 86)
that a potential key mi smatch condition has been encountered, the key
validity manager 82' may be configured to direct invalidation of the new
key set. The invalidation of the new key set may include or result in

del etion of such key set, or the assignnent of an indication attached to or
associated with the key set to indicate the validity status of the key set.
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25  medium such as a carrier wave or electromagnetic signal) that may direct a computer or other

programmable apparatus to function in a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufacture the execution of which implements
the function specified in the flowchart block(s) or step(s). The computer program instructions may
also be loaded onto a computer or other programmable apparatus to cause a series of operational
30 steps to be performed on the computer or other programmable apparatus to produce a computer-
implemented process such that the instructions which execute on the computer or other
programmable apparatus provide steps for implementing the functions specified in the flowchart

block(s) or step(s).



20 apparatus. As will be appreciated, any such conputer program
instructions nmay be | oaded onto a conputer or other progranmabl e apparatus
(e.g., hawowari@)9¢sd produce a machi ne, such that the re®artiBrgo/es3aput er or
ot her progranmabl e apparatus enbody nm@ans for inplenenting the functions
specified in the flowhart block(s) or step(s). These conputer program
instructions may al so be stored in a conputer-readabl e storage nenory (as
opposed to a conputer-readable transm ssion 25 nedium such as a carrier
wave or el ectromagnetic signal) that may direct a conmputer or other
programmuabl e apparatus to function in a particular manner, such that the
instructions stored in the conputer-readable nenory produce an article of
manuf acture the execution of which inplenents the function specified in the
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20 In some embodiments, certain ones of the operations above may be modified or further
amplified as described below. Modifications or amplifications to the operations above may be
performed in any order and in any combination. In this regard, for example, determining whether
the indication of the potential key mismatch is present may include determining whether an
acknowledgement from the network device of a handover completion message sent by the mobile

25  terminal is received at the mobile terminal. Additionally or alternatively, determining whether the
indication of the potential key mismatch is present may include determining whether Layer 1
synchronization is determined. As yet another alternative or additional option, determining whether
the indication of the potential key mismatch is present may include determining whether the mobile
terminal attempts a handover failure fallback. In an alternative embodiment, determining whether

30  the mdication of the potential key mismatch is present may include determining whether the
received handover command contains valid configurations. In some embodiments, determining
whether the indication of the potential key mismatch is present may include determining whether a

handover completion message is received from the mobile terminal at the network device. In an



initiating a new key exchange in response to invalidation of the nost

recent key set at operation 120. 20l n sone enbodi nents, certain ones of the
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havi ngnYeHEO@e%eeflq)ttto B? h{nﬁéd f(gae meﬁgié: ea}- @?ﬁnéscplsclosed and that modifications and

other embodiments are intended to be included within the scope of the appended claims. Moreover,
although the foregoing descriptions and the associated drawings describe exemplary embodiments
in the context of certain exemplary combinations of elements and/or functions, it should be

30 appreciated that different combinations of elements and/or functions may be provided by alterative
embodiments without departing from the scope of the appended claims. In this regard, for example,
different combinations of elements and/or functions than those explicitly described above are also

contemplated as may be set forth in some of the appended claims. Although specific terms are



25 in the foregoing descriptions and the associ ated drawi ngs. Therefore, it
is to be understood that the inventions are not to be limted to the

speci fi ¢ wolodiosessss di scl osed and that nodifications amdTaBivas/osawodi ment s
are intended to be included within th8 scope of the appended cl ai ns.

Mor eover, al though the foregoing descriptions and the associ ated draw ngs
descri be exenpl ary enbodi nents in the context of certain exenplary

conbi nati ons of elenents and/or functions, it should be 30 appreciated that
di fferent conbinations of elenments and/or functions may be provided by
alternative enbodi nrents w thout departing fromthe scope of the appended
clainms. In this regard, for exanple, different conbinations of elenents
and/ or functions than those explicitly described above are al so

cont emoiphiyed hasinrtheylbe: wed 1if Dgdnhric mdsdmaipive séree aplyend eot fol purpsses Af t hough
specifict%erns are WD 2011/ 039655PCT/ 1B2010/ 053440 18 enpl oyed herein
they aFE'38%d in a generic and descriptive sense only and not for purposes
of limtation. WD 2011/039655PCT/ 1B2010/053440 19 WHAT IS CLAIMED | S:

1. An apparatus conprising at | east one processor and at |east one nenory

i ncl udi ng conputer program code, the at | east one nenory and the conputer
program code configured to, 5 wth the processor, cause the apparatus to at
| east : determ ne whether an indication of a potential key msmatch is
present responsive to an attenpt to conduct a handover between a first
domai n and a second domai n; and define validity of a nost recent key
set used for ciphering communi cati on between a nobile termnal and a

net wor k devi ce based on a result of the determ ning. 10 2. The
apparatus of claim1l1l, wherein the nenory and conputer program code are
further configured to, with the processor, cause the apparatus to initiate
a new key exchange in response to invalidation of the nost recent key set.



153. The apparatus of claim11, wherein the nenory and conputer program code
are configured to, with the processor, cause the apparatus to determ ne
whet her twe 20ndi3eesi on of the potential key m smatch i sPPTABEN/033W40

det erm ni ng whet her an acknow edgenen® fromthe network device of a
handover conpl etion nessage sent by the nobile termnal is received at the
nobile termnal. 20 4. The apparatus of claim1l, wherein the nenory and
conput er program code are configured to, with the processor, cause the
apparatus to determ ne whether the indication of the potential key m smatch
is present by determ ning whether Layer 1 synchronization is determ ned.
255. The apparatus of claim1l, wherein the nenory and conputer program code
are configured to, with the processor, cause the apparatus to determ ne
whet haVIARIS AR BS:0f t he potential key mismatch is present by
determ ni ng whether the nobile term nal attenpts a handover failure
fal | back. 306. The apparatus of claim1l, wherein the nenory and conputer
program code ar enCppirh@utedpritng MiliRt dRpriyeeme s5dit, lcBassandhiay aphaliag us to
det ermi ne whet her Hﬁe i ndication of the potential key mspatch is glesent
by det@FRPNT RPSRAETMEr the ALlCIE 88 PERONE St PHHIRIETAR AT V8T F4PT -

cond i gHatht PRSecssoV\ERO tht/ HpR60e5 RGINd82010/ 053440 20 7. The appar at us
of claim1, wherein the nmenory and conputer program code are configured to,
with the pdsaagswhetbgieindicalionglarbataptiakksy qutmiph BeTHRpRURPON el aRdi cat i on
of t heupRpeBicbAducksKardloSdctlteh 3 fREQDAAIN M adelRl oY aithet her a handover

conpletion nessage is 5 received fromthe nobile termnal at the network
devi ce. define validity of a most recent key set used for ciphering communication between a mobile

terminal and a network device based on a result of the determining.
10
2. The apparatus of claim 1, wherein the memory and computer program code are
further configured to, with the processor, cause the apparatus to initiate a new key exchange in

response to invalidation of the most recent key set.

15 3. The apparatus of claim 1, wherein the memory and computer program code are
configured to, with the processor, cause the apparatus to determine whether the indication of the
potential key mismatch is present by determining whether an acknowledgement from the network
device of a handover completion message sent by the mobile terminal is received at the mobile
terminal.

20

4. The apparatus of claim 1, wherein the memory and computer program code are
configured to, with the processor, cause the apparatus to determine whether the indication of the

potential key mismatch is present by determining whether Layer 1 synchronization is determined.

25 5. The apparatus of claim 1, wherein the memory and computer program code are
configured to, with the processor, cause the apparatus to determine whether the indication of the
potential key mismatch is present by determining whether the mobile terminal attempts a handover

failure fallback.

30 6. The apparatus of claim 1, wherein the memory and computer program code are
configured to, with the processor, cause the apparatus to determine whether the indication of the
potential key mismatch is present by determining whether the received handover command contains

valid configurations.



8. The apparatus of claim1, wherein the nenory and conputer program code
are configured to, with the processor, cause the apparatus to define

val i di ty wb 20ti03pa3st recent key set by invalidating thePooaB2meesato key
set, at the network device or at the 2obile termnal, in response 10 to the
presence of the indication of the potential key m smatch. 9. The
apparatus of claiml1l, wherein the apparatus is a nobile term nal and
further conprises user interface circuitry configured to facilitate user
control of at |east sone functions of the nobile termnal. 15 10. A
met hod conpri sing: determ ni ng whether an indication of a potenti al
key msmatch is present responsive to an attenpt to conduct a handover
between a first donmain and a second donai n; and defining validity
of a nost recent key set used for ciphering comunication between a 20

nobi | e terginal nd_a net Ek qgvhce.q sed on adresul{ of the(%fternining.
11. The met’hod of° &PAMSIY 4 r'e KO “Eonp FERCRG M CTIPALT Ry eHThetwekEy
exchanggfigutcd ©SRORSIE firoccs v, adabdahé Aypabiiustth @ctieBnine achat thk éyliGdbn o2h32. The
met hod of .claim.10, wherein defermnin et her the indgication of the

pot entRCHIURIPY MISHUERLK ety Fﬁ%ﬁ%@% A AT Sl S
acknowedgamm tht homit kemial WahkndevikcviE. a handover conpl etion nessage
sent by the nobile termnal is received at the nobile termnal. WO

2011/ 039655PCT/ 1B2010/ 053440 21 14. The nmethod of claim 10, wherein
det er m ni ng whethe _'épﬂaﬁ@us‘ LA QRe@fn thh feRRhEstd! &anlﬁﬁy pmgﬁﬁi@&&ﬁ% ak$ Present
conpri ses determ ning whether the nobile termnal attenpts a handover
f ai | urcenfigiir¢dtme with the processor, cause the apparatus to define validity of the most recent key set
by invalidating the most recent key set, at the network device or at the mobile terminal, in response

10 to the presence of the indication of the potential key mismatch.

9. The apparatus of claim 1, wherein the apparatus is a mobile terminal and further
comprises user interface circuitry configured to facilitate user control of at least some functions of
the mobile terminal.

15

10. A method comprising:

determining whether an indication of a potential key mismatch is present responsive to an
attempt to conduct a handover between a first domain and a second domain; and

defining validity of a most recent key set used for ciphering communication between a

20  mobile terminal and a network device based on a result of the determining.

11. The method of claim 10, further comprising initiating a new key exchange in

response to invalidation of the most recent key set.

25 12. The method of claim 10, wherein determining whether the indication of the potential
key mismatch is present comprises determining whether an acknowledgement from the network
device of a handover completion message sent by the mobile terminal is received at the mobile

terminal.

30 13. The method of claim 10, wherein determining whether the indication of the potential

key mismatch is present comprises determining whether Layer 1 synchronization is determined.



515. The nethod of claim 10, wherein determ ning whether the indication of
the potential key msmatch is present conprises determ ni ng whether the
recei ved wardoviesssssomrand contai ns valid confi gurati onsPCT/1B2010/0534406. The
met hod of claim 10, wherein determ niZig whether the indication of the
potential 10 key m smatch is present conprises determ ning whether a
handover conpl etion nmessage is received fromthe nobile termnal at the

net wor k devi ce. 17. The method of claim 10, wherein defining
validity of the nost recent key set conprises invalidating the nost recent
key set, at the network device or at the nobile termnal, in 15 response to
the presence of the indication of the potential key m smatch. 18. A
conput er program product conprising at |east one conputer-readabl e storage
medi um havildg cdbpukthodeXelaun aflvehepriodetamicmdeviptiet thensdistion efltliclpetceiia, t he

et r BT PG bF P Set PR G VNG Uiy BT B B P H ) POE oA SATIoAPT ey

m smatfeifurt SalPpagdsent responsive to an attenpt to conduct a handover between
a first domain and a second domain; and defining validity of a nost
recent key set used for ciphering communication between a nobile term nal
ands a netwask deut aRildasedafn 18 WiRsdih UctOfmihing viR{RE MHeRhdihtior ol fhe PbRntial
conput er proqran1product of claim 18, further conprising program code

i nst r e MBHRatelhls PrGIERLCamPHEPs detsankug v hsthen hrgecsiyrdrieadrns eompBandpafaittat i on
of the,MBsintifeidhs. key set. 20.The conputer program product of claim 18,
wher ei n program code instructions for defining validity of the nost

recent key set include instructions for invalidating the nost recent key 30

set, at thggnet e eﬁ'l%uio? 91&%{1 18twildi&n H&Qﬁllu mE%HaHé?‘{hetlfécﬂcJtl%ﬁ B?ﬂé%ogegtiélhe

presence of the Indication t’he potential Key m snm
10 key mismatch is present comprises determining whether a handover completion message is received

from the mobile terminal at the network device.

17. The method of claim 10, wherein defining validity of the most recent key set
comprises invalidating the most recent key set, at the network device or at the mobile terminal, in

15 response to the presence of the indication of the potential key mismatch.

18. A computer program product comprising at least one computer-readable storage
medium having computer-executable program code portions stored therein, the computer-
executable program code portions comprising program code instructions for:

20 determining whether an indication of a potential key mismatch is present responsive to an
attempt to conduct a handover between a first domain and a second domain; and

defining validity of a most recent key set used for ciphering communication between a

mobile terminal and a network device based on a result of the determining.

25 19. The computer program product of claim 18, further comprising program code

instructions for initiating a new key exchange in response to invalidation of the most recent key set.

20. The computer program product of claim 18, wherein program code instructions for
defining validity of the most recent key set include instructions for invalidating the most recent key
30 set, at the network device or at the mobile terminal, in response to the presence of the indication of

the potential key mismatch.



