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[0001] HOME NODE-B APPARATUS AND SECURITY PROTOCOLS
[0002] FIELD OF INVENTION .

[0003] This application is related to wireless communications.

[0004] BACKGROUND

[0005] A goal of the Third Generation Partnership Project (3GPP) Long

Term Evolution (LTE) program is to develop new technology, new architecture
and new methods for LTE settings and configurations in order to provide
improved spectral efficiency, reduced latency, and better utilization of radio
resources for faster user experiences and richer applications and services with
less cost. A:s part of these efforts, the 3GPP has introduced the concept of a
home, evolved node B (H(e)NB) for LTE networks. 3GPP is also considering a
home NB (HNB) for wideband code division multiple access (WCDMA). The
acronym H(e)NB is used in this application hereinafter to refer to both a H(e)NB
and a HNB.

[0006] The H(e)NB gives users access to LTE services (it may also provide
WCDMA, Global System for Mobile Communication (GSM) Edge Radio Access
Network (GERAN), and other cellular services) over extremely small service
areas such as homes and small offices. The user, whether an individual or an
organization, will be able to deploy a H(e)NB in an area where such service is
desired. A framework for an authentication protocol between the H(e)NB and a
Security Gateway (SGW) for the mandatory authentication of the H(e)NB and
the optional authentication of a hosting party has also been introduced. The
protocol provides a basic framework for device and hosting party authentication
and all other later, encrypted communications (under IPsec) between the H(e)NB
and the SGW and other core network entities such as a home location register
(HLR) and authentication authorization accounting (AAA) server.

[0007] Certain internet key exchange v2 (IKEv2) parameters such as

MULTIPLE AUTH_SUPPORTED and CERTREQ have also been introduced as
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an indicator of the capabilities of the SGW in terms of supporting various
possibilities (out of which one should be chosen or negotiated with the HeNB) in
the context of H(e)NB authentication. The use of these parameters, however,
results in many "ambiguous” situations in terms of the final selection of which
type of authentication may be selected.

[0008] A number of security threats have also been identified in the above
protocol and more generally to the devices and equipment that perform the
protocols. The threats considered include but are not limited to: compromise of
H(e)NB authentication token by a brute force attack via a weak authentication
algorithm; compromise of H(e)NB authentication token by local physical
intrusion; inserting a valid authentication token into a manipulated H(e)NB;
uéer cloning the H(e)NB authentication token; man-in-the-middle attacks on
H(e)NB first network access; booting H(e)NB with fraudulent software (“re-
flashing”); fraudulent software update / configuration changes; physical
tampering with H(e)NB; eavesdropping of the other user’s universal terrestrial
radio access network (UTRAN) or evolved UTRAN (E-UTRAN) user data;
masquerading as other users; changing of the H(e)NB location without reporting;
software simulation of H(e)NB; traffic tunneling between H(e)NBs;
misconfiguration of the firewall in the modem/router; denial of service attacks
against H(e)NB; denial of service attacks against core network; compromise of an
H(e)NB by exploiting weaknesses of active network services; user’s network ID
revealed to H(e)NB owner; mis-configuration of H(e)NB; mis-configuration of
access control list (ACL) or compromise of the ACL; radio resource management
tampering; masquerade as a valid H(e)NB; provide radio access service over a
closed subscriber group (CSG); H(e)NB announcing incorrect location to the
network; manipulation of external time source; and environmental/side channel
attacks against H(e)NB.

[0009] It has been also proposed to use location information for
authentication of the H(e)NB. An H(e)NB could be located by using one or any
combination of the following three types of location information: fixed access line

location (e.g. IP address of the H(e)NB’s backhaul port); information on macro
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cells, including macro 3G and 2G cells; and global positioning system (GPS) in
the H(e)NB.

[0010] Steps for location registration (or certification) and later steps for
location-based authentication have also been introduced. These methods,
however, suffer from several deficiencies, including the fact that the information
~ about the location being obtained at the H(e)NB may be insecurely handled
within the device before being sent to the network.

[0011] The deployment of H(e)NBs in LTE and other wireless
communication systems introduces security issues that need to be addressed for a
successful implementation. As such there exists a need for authentication
protocols for a H(e)NB with a trusted environment and an optional hosting party

module (HPM) that in some embodiments could be implemented on a UICC.

[0012] SUMMARY

[0013] Home Node B and/or Home evolved Node B (H(e)NB) apparatus and
security/authentication protocols are disclosed. The H(e)NB includes a trusted
environment (TrE), and security/authentication protocols for communication
between the H(e)NB and external network elements, including a Security
Gateway (SGW). Also disclosed are interfaces used betweén the TrE and the
H(e)NB including unprotected interfaces, cryptographically protected interfaces,
and hardware protected interfaces. Authentication methods are disclosed
including signaling conventions between the SGW and H(e)NB.

[0014] In general, the SGW indicates to the H(e)NB whether the H(e)NB is
required to perform hosting party authentication in addition to device
authentication. The SGW also indicates to the H(e)NB whether the H(e)NB is
required to perform certificate-based authentication or extensible authentication
protocol-authentication key agreement (EAP-AKA)-based authentication. In an
embodiment, the SGW indicates the type of authentication in IKE SA_INIT
response using MULTIPLE_AUTH_SUPPORTED parameter, - the H(e)NB
indicates a type of authentication in IKE AUTH request with
MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS
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parameters and the SGW indicates a type of device authentication with a
CERTREQ parameter in IKE SA_INIT response. In another embodiment, the
H(e)NB indicates to the SGW, using the IKEv2 protocol, the result of the device
integrity check performed by the TrE in combination with sending information
for device authentication, thereby achieving device validation and device

authentication using a common protocol.

[0015] BRIEF DESCRIPTION OF THE DRAWINGS
[0016] A more detailed understanding may be had from the following
description, given by way of example in conjunction with the accompanying

drawings wherein:

[0017] Figure 1 is an example system architecture;

[0018] Figure 2 is an example functional block diagram of Home evolved
Node B (H(e)NB);

[0019] Figure 3 is an example interface configuration of a Trusted

Environment (TrE) in a H(e)NB;

[0020] Figure 4 is another example interface configuration of a Trusted
Environment (TrE) in a H(e)NB;

[0021] Figure 5 is an example flowchart for determining authentication
type;

[0022] Figure 6 is an example flowchart for profile based authentication;
[0023] Figure 7 is a relational diagram showing an example security
protocol;

[0024] Figures 8(A) and 8(B) are an example signal diagram for Extensible
Authentication Protocol - Authentication and Key Agreement (EAP-AKA);
[0025] Figure 9 is an example flow diagram for device authentication;
[0026] Figures 10(A) and (B) are an example flow diagram for device and
hosting party authentication;

[0027] Figure 11 is an example flow diagram for three way binding;
[0028] Figure 12 is an example flow diagram for two way binding; and
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[0029] Figure 13 is an example flow diagram for combining device

authentication and device integrity checking and device validation using IKEv2

protocol.
[0030] DETAILED DESCRIPTION
[0031] When referred to hereafter, the terminology ‘'wireless

transmit/receive unit (WTRU)" includes but is not limited to a user equipment
(UE), a mobile station, a fixed or mobile subscriber unit, a pager, a cellular
telephone, a personal digital assistant (PDA), a computer, or any other type
of user device capable of operating in a wireless environment. When referred to
hereafter, the terminology "base station"” includes but is not limited to a Node-B,
a site controller, an access point (AP), or any other type of interfacing device
capable of operating in a wireless environment.

[0032] Disclosed herein is a system and architecture for deploying a home
evolved node b and home node b (collectively H(e)NB) for wireless
communications and a description of authentication signaling between the
H(e)NB and a secure gateway (SGW) and the authentication methods that may
be used to establish wireless communications.

{0033] Figure 1 is an example security system architecture 100 for
deployment of a H(e¢)NB 110. H(e)INB 110 accesses an operator’s core network
120 via a SGW 130. SGW 130 represents an operator’s core network 120 in
performing mutual authentication with H(e)NB 110. Mutual authentication may
need support of an authentication server or a public key infrastructure (PKI).
The backhaul 140 between H(e)NB 110 and SGW 130 may be insecure, and a
security tunnel may be established between H(e)NB 110 and SGW 130 to protect
information transmitted in backhaul link 140. H(e)N 110 communicates with a
WTRU 150 over an air interface.

[0034] Figure 2 shows a functional block diagram of aon example
embodiment of a H(e)NB 200. H(e)NB 200 includes a Trusted Environment (TrE)

210 and may be optionally connected to. or in communication with (collectively
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“connected t0”), a hosting party module (HPM) 215. For example. the HPM 215
could be embodied by a universal integrated circuit card (ULICC).

[0035] TrE 210 further includes a secure execution environment 212 and a
secure storage area 214. TrE 210 is further connected to a main processing unit
(MPU)/application processor 220, one or more universal mobile
telecommunications system (UMTS) cellular modem processor(s) 225, peripherals
230 including power units and local interfaces, a positioning device 240, one or
more non-UMTS cellular, or non-cellular, modem processors(s) 245 and a clock
and time device 250. The components listed herein are illustrative, and H(e)NB
200 may include all or some of the components as well as other components.
[0036] MPU 220 1is further connected to UMTS cellular modem processor(s)
225, peripherals 230, positioning device 240, non-UMTS cellular or non-cellular
modem processors(s) 248 and clock and time device 250. MPU 220 may also be
connected to HPM 215. Positioning device 240 is further connected to clock and
time device 250 and UMTS cellular modem processor(s) 225. UMTS cellular
modem prbcessor(s) 225 is also connected to a power amplifier (PA)/radio
frequency (RF) module 260, which is in turn is connected to antenna unit(s) 270.
HPM 215 may also be connected to UMTS cellular modem processor(s) 225. As
disclosed, a HPM 215 may also be included in the H(e)NB 200. When the HPM
215 is included, the HPM 215 provides authentication and key agreement (AKA)-
based authentication services for the hosting party, an entity that hosts an
H(e)NB 200 on his/her premises. The HPM 215 may perform hosting party
authentication on behalf of the UMTS mobile network operator.

[0037] TrE 210 is physically and logically bound to H(e)INB 200, acts as a
trusted entity within H(e)NB 200 and provides an anchor for the H(e)NB 200.
Secure storage area 214 provides a sécure storage area for keys, secrets, and
other sensitive data and programs. Secure execution environment 212 provides
an environment to perform AKA and certificate-based authentication of H(e)NB
200 to a UMTS network, and authentication of the SGW and via it the UMTS
network. The secure execution environment 212 allows TrE 210 to perform a

number of tasks as disclosed herein.
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[0038] For example, TrE 210 performs other security-sensitive operations
such as encryption and decryption of data and traffic across UMTS and other
interfaces, and execution of security-sensitive programs and data manipulation,
both on behalf of, and independently from, MPU 220. TrE 210 may also perform
all tasks related to securely indicating, to the network via the SGW, the validity
of itself or any other component or its operation of H(e)NB 200.

[0039] TrE 210 may also perform validation operations where TrE 210
checks the validity (authenticity and/or integrity) of itself and the rest of H(e)NB
200, including the hardware and software (including programs and data) of MPU
220, HPM 215 when included, cellular and non-cellular nﬁodem(s) 225 and 245,
and other peripherals 230 and interfaces. When TrE 210 detects an invalid
component or sub-entity through its validity check, it performs a secure, ordered
set of lock-down (of itself and the rest of the H(e)NB) 200 and/or reporting (to the
network, before lock-down) operations.

[0040] TrE 210 may further protect programs and data including
certificates, and validating the locatiorﬂpositioning device(s) and the clock and
timing devices, both of which are mandated before H(e)NB 200 can be authorized
by the network or hefore H(e)NB 200 is cleared to establish an operational
connectivity to the network. It may also perform any security-sensitive device
management and over-the-air (OTA) tasks for security-sensitive data or
programs. It may protect, monitor, and execute security policies or security
controls for H(e)NB 200 and/or its individual components / sub-entities, or itself.
It may also set up and maintain (including tearing-down) a secure channel
between it and any other component within H(e)NB 200 and/or a network entity
e.g., HPM, SGW, authentication center (AuC) or home location register (HLR),
ete. It may further store, protect, extract. update, and securely provide (to other
components within H(e)NB 200) any data that needs to be passed to such other
component, for internal security operations or for external communication,
including back-haul communication (including those for device and/or hosting-

party authentication) with the SGW.



WO 2010/036611 PCT/US2009/057683

[0041] As 1s evident from Figure 2, TrE 210 needs to interact with several
H(e)NB 200 functional building blocks to securely perform the desired functions,
such as authentication. To establish the necessary connections, TrE 210 should
have access to various interfaces to such functions and resources within H(e)NB
200. These interfaces of TrE 210 are generally functions of TrE 210, they are
initialized in the secure start-up process of TrE 210, and they are thus assumed
to operate correctly. Under these premises, TrE 210 can be analyzed with regard
to their security properties, to establish a secure and efficient design of H(e)NB
200.

[0042] In an embodiment, there are three broad security categories of TrE
interfaces including unprotected interfaces, cryptographically protected
interfaces (secure channels) and hardware protected interfaces.

[0043] Unprotected interfaces facilitate communication between TrE 210
and general resources of H(e)NB 200 which are not assumed to be secured
against tampering and/or eavesdropping. It should be noted that unprotected
interfaces can nevertheless give access to data which is cryptographically
protected by TrE 210, for instance when TrE 210 is in possession of the pertinent
key material and stores the latter in secured memory.

[0044] Cryptographically protected interfaces (secure channels) are
protected by security protocols which provide encrypted communication.
Moreover, they can establish a secure channel which additionally provides
authentication of the entity with which Trk 210 communicates and additional
desired features such as message authentication.

[0045] Hardware protected interfaces provide physical protection against
attacks, for instance measures against side-channel attacks.

[0046] H(e)NB 200 embodiments consider various aspects that are relevant
for the choice of a particular TrE interface configuration. Unprotected interfaces
may be chosen when the communicating entity does not provide protection of the
communicated data. An example can be ephemeral secrets used in
communication protocols. Cryptographically protected interfaces may be chosen

when the resource with which TrE 210 communicates needs clear text access to
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the conveyed information and when it can provide some protection thereof.
Hardware protected interfaces will generally connect TrE 210 to hardware
secured resources, to maintain the protection level of the overall system.

. [0047] Figure 3 shows an embodiment of an interface configuration of a
TrE 310 in an H(e)NB 300. In this example, TrE 310 is in a thin configuration,
meaning that it has relatively limited functionality within itself, including the
capability to compute Extensible Authentication Protocol Method for UMTS
Authentication and Key Agreement (EAP-AKA) result (RES) and authentication
part (AUTH) parameters using AUTH and RES module 312 for device
authentication and performs validation using a validation function 314 for
H(e)NB 300. TrE 310 then interfaces with 'other functions or resources residing
on H(e)NB 300. Some of the interfaces are hardware protected, some are
protected by cryptographic encryption, and others are unprotected. It is assumed
that those resources and functions outside of TrE 310 that interface with TrE 310
via hardware protected interface or cryptographically protected interfaces should
be protectéd resources and functions themselves. If such resources and functions
are not protected, there is little reason for TrE 310 to interface with them on
protected interfaces.

[0048] TrE 310 builds upon special hardware protected resources 320
which are only accessible by TrE 310, such as a secure memory 322,
cryptographic function engine 324, and a (physical when desired) random number
generator 326, when needed. These special hardware protected resources could be
called the Root of Trust (RoT) of the TrE 310. These resources must be accessed
via hardware protected interfaces 328 to establish trustworthiness of TrE 310
itself. and in particular to enable the secure start-up process of TrE 310 and
H(e)NB 300. Other functional building blocks of H(e)NB 300 may have varied
security properties and may be accessed via secure channels 330. For example.
random generator module 332, random parameter control 334, WTRU
authentication resources 336, H(e)NB authentication 340, IP stack 342, and host
platform module 350 are accessed via cryptographic protected interface or secure

channel 330. Sensitive information 360 such as for example, time source 362 and
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location determination 364 are accessed via cryptographic protected interface or
secure channel 330 A combination with certain hardware protection measures is
optional in such cases. Additionally, unprotected interfaces 370 connect to non-
sensitive resources 375 and to general purpose resources, for instance to extend
TrE’s 410 memory with storage capacity 380. As described herein, interfaces
may vary in security needs and the TrE needs to accommodate and interact with
each interface type.

[0049] Figure 4 shows another interface configuration for a H(e)INB 400
having a TrE 410. In this embodiment, TrE 410 is in a thicker configuration that
includes within itself hardware cryptographic resources such as for example,
cryptographic engine 415, random number generator 417, and secure memory
419. TrE 410 further includes the full capability to perform device
authentication over Internet Key Exchange (IKEv2) using for example IKEv2
stack 422, device authentication 424 and H(e)NB validation module 426. TrE
410 also supports the WTRU’s AKA procedure with module 428. It is noted that
the IKEv2 protocol is used for illustrative purposes throughout the description
and other protocols may also be used such as, but not limited to, Transport Layer
Security (TLS), Broadband Forum Technical Requirements (TR) 069, Open
Mobile Alliance (OMA) Device Management (DM) protocols, or some suitable
Internet Engineering Task Force (IETF) Requests for Comments (RFCs) for
extensions of the TLS.

[0050] " In this embodiment, random generator module 432, random
parameter control 434, host platform module 450. and sensitive information 460
such as for example, time source 462 and location determination 464 are also
accessed via cryptographic protected interface or secure channel 430.
Additionally, unprotected interfaces 470 connect to non-sensitive resources 475
and to general purpose resources, for instance to extend the TrE’s storage
capacity 480.

[0051] In another embodiment. there are two broad types of interfaces, one
protected and the other unprotected. The interfaces that are depicted as either

hardware-protected interfaces or cryptographically-protected interfaces in
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Figures 3 and 4, for example, could be simply considered as protected interfaces,
and those interfaces that are depicted as unprotected interfaces could be simply
considered as unprotected interfaces. respectively.

[00562] As stated herein, an authentication protocol between the H(e)NB
and a SGW has been introduced for the mandatory authentication of the H(e)NB
and the optional authentication of a hosting party. A method for authentication
selection is now disclosed which uses the TrE capabilities discussed herein.
[0053] Internet Key Exchange version 2 (IKEv2) may be used as a basic
framework for secure communication (including those for authentication)
between the H(e)NB and the core network. IKEv2 sets up a security association
(SA) between the H(e)NB and the SGW, and makes avail security keys that can
be used for setting up a IPSec tunnel between the two entities. IKIEv2 may also
_be used for combined authentication of the H(e)NB and the hosting party.
[0054] IKEv2 is a component of IPsec that is used for performing mutual
authentication and establishing and maintaining security associations (SAs). In
the context of the H(e)NB, the ‘end-point to security gateway tunnel’ is readily
applicable. Thus, between the H(e)NB as an end-point and the SGW, IKEv2 steps
ensue that comprise of a first phase (IKE_SA_INIT) involving negotiation of
security parameters for the IKE_SA and sending of random nonces and Diffie- -
Hellman values. and a second phase (IKE_AUTH) comprising request/response
steps that include transmission of identities and setting up of an SA for the
Authentication Header (AH) and/or Encapsulated Security Payload (ESP).
[0055] At least two different authentication actions are specified, one for
authentication of the H(e)NB device itself (called Device Authentication) and the
other for authentication of the hosting party (called Hosting-Party
Authentication). Device Authentication is mandated. It could be done by using
either extensible authentication protocol-authentication key agreement (BAP-
AKA) or certificates. The Hosting-Party Authentication may be done using a
Hosting-Party Module (HPM). When Hosting-Party authentication is done, it
may be done separately from device authentication, or it may be done in a

composite manner using the steps for device authentication and hosting party
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authentication. Further, the ID of the H(e)NB and the ID of the HPM could be
physically or logically bounded and a possible protocol for such a binding has
been introduced herein.

[0056] In general, disclosed first is an authentication protocol signaling
scheme where SGW indicates to a H(e)NB whether the H(e)NB is required to
perform hosting party authentication in addition to device authentication. The
SGW also indicates to the H(e)INB whether the H(e)NB is required to perform
certificate-based authentication or EAP-AKA based authentication. The SGW
indicates the type of -authentication in IKE_SA_INIT response using a
MULTIPLE_AUTH_SUPPORTED parameter and indicates a type of device
authentication with a CERTREQ parameter in IKE_SA_INIT response. The
H(e)NB indicates a type of authentication in IKE_AUTH request with
MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS
parameters.

[0057] As discussed herein, when MULTIPLE_AUTH_SUPPORTED and
CERTREQ parameters are sent in the various IKEv2 response messages from
the SGW to the H(e)NB, they should be interpreted as a requirement or request
to the H(e)NB. Notably, the SGW really ‘determines’ and then sends as a request
or requirement to the H(e)NB which type of authentication method should be
used. This results in clear, unambiguous outcomes for all possible combinations
of the request and response pairs in the selection procedure. Note that implicitly.
the same parameters should also be interpreted as indicators of the SGW’s
capabilities, since the indicated selection of the method would not be sent if it
were not supported by SGW.

[0058] As stated herein, H(e)NB will have mandatory device authentication
and optional hosting party (HP) authentication. These two authentications can be
done in different ways and in practice the deployed products (H(e)NB and SGW)
may support mandatory authentication or both optional and mandatory
authentication. Thus. a method for selecting the type of authentication for a

given H(e)NB connecting to the operator network (via the SGW) is required.
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Since the SGW enforces the operator policy, the selection made and indicated to
the H(e)NB by the SGW 1is authoritative.

[0059] In one embodiment of the authentication selection method, the
method assumes: 1) device authentication by.certificate or EAP-AKA, and 2)
hosting party authentication for EAP-AKA. The embodiment of the method
presented assumes the use of IKEv2 multiple authentications.

[0060] As discussed hereinafter. mandatory device authentication and
optional hosting party authentication is done in the H(e)NB. Authentication can
either be done by a certificate based solution or EAP-AKA. This results in the
following combinations with respect to the two authentication methods and the
two entities that may need authentication: 1) device authentication with
certificates and without HP authentication; 2) device authentication with EAP-
AKA and without HP authentication; 3) device authentication with certificates
and with HP authentication using certificates; 4) device authentication with
BEAP-AKA and with HP authentication using certificates; 5) device authentication
with certificates and with HP authentication using EAP-AKA; and 6) device
authentication with EAP-AKA and with HP authentication using EAP-AKA. Ifit
is assumed for this embodiment that EAP-AKA may be the choice for HP
authentication, then authentication combinations 3 and 4 may be dismissed.
[0061] Disclosed with reference to Figure 5 is a method 500 between a
H(e)NB 505 and a SGW 510 to determine whether there will be device
authentication or both device and HP authentication. Method 500 is an IKEv2
based authentication procedure in accordance with one embodiment. Initially,
H(e)NB 505 sends a IKE_SA_INIT request message to SGW 510 (515). SGW 510
sends an IKE_SA_INIT response message (520). If the IKE_SA_INIT response
message does not include MULTIPLE_AUTH_SUPPORTED then it is clear to
H(e)NB 505 that multiple authentications cannot be done. Thus only device
authentication will be possible using certificate or EAP-AKA based
authentication.

[0062] H(e)NB 505 sends a IKE_AUTH request message (525). SGW 510

determines  whether the IKE_AUTH request message contains
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MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS. If
IKE_AUTH request message does not contain the given values then it means
that only device authentication can be done. If the given values are there, then
both device and HP .authentication can be done.
[0063] Disclosed again with reference to Figure 5 is a method to determine
whether the type of device authentication is certificate based or EAP-AKA based.
H(e)NB 505 determines the availability of CERTREQ in IKE_SA_INIT response
(520). If there is CERTREQ in IKE_SA_INIT response to H(e)NB 505 then it
implies that SGW 510 supports certificate based device authentication and it
may also support EAP-AKA based authentication. If there is no CERTREQ in
IKE_SA_INIT response from SGW 510 to H(e)NB 505, then it implies that SGW
510 supports EAP-AKA bhased authentication.
[0064] Certificate based device authentication may also be performed by
the SGW 510 by determining if the IKE_AUTH request (525) from H(¢)NB 505 to
SGW 510 contains the AUTH. If there is AUTH, then it means that certificate
based device authentication will be performed, otherwise it means that EAP-AKA
based authentication will be performed. As noted herein, hosting party (HP)
authentication uses EAP-AKA.
[0065] In an embodiment of the authentication selection method, the
selection of the authentication mechanism uses the principles discussed herein.
The H(e)NB should support device authentication using either certificate or EAP-
AKA. The decision regarding which of the above two methods, (that is, certificate
based device authentication method or EAP-AKA based device authentication
method), will be selected in practice as a deploymenf-speciﬁc decision. The
H(e)NB may support the combined authentication using certificate or EAP-AKA
for device authentication and EAP-AKA for hosting party authentication. Even if
the SGW supports both authentication mechanisms it may reject the use of one of
them based on operator policy. The SGW unambiguously indicates to the H(e)NB
whether it requires the H(e)NB to perform both device authentication and

hosting-party authentication or just the device authentication. and also if it
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requires the H(e)NB to perform certificate based dévice authentication or EAP-
AKA based device authentication.

[0066] Based on the criteria discussed above, the authentication selection
method is discussed Tables 1-4 below. The contents of the table refer to the final
result of the authentication method selection. Tables 1-4 summarize the
authentication method selection in accordance with an embodiment. In the
tables, M_A_S is MULTIPLE_AUTH_SUPPORTED; I_S_I is IKE_SA_INIT;
A_A_Fis ANOTHER_AUTH_FOLLOWS.

[0067] Table 1 represents the scenario where the H(e)INB returns AUTH,
MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS in the
IKE_AUTH request message in response to four different SGW IKE_SA_INIT
responses. In case 1, the SGW sends an IKE_SA_INIT response with
MULTIPLE_AUTH_SUPPORTED and CERTREQ. The H(e)NB request message
corresponds to performing certificate based device and EAP-AKA based hosting
party authentication. In case 2, the SGW sends an IKE_SA_INIT response with
MULTIPLE_AUTH_SUPPORTED with no CERTREQ. The H(e)NB request
message corresponds to an error condition as the SGW required an EAP-AKA
based device and EAP-AKA based hosting party authentication but the H(e)NB
responds with a certification-based device authentication. Ifthis happens, SGW’s
decision on the final outcome should depend on operator policy. In case 3, the
SGW sends an IKE_SA_INIT response with only CERTREQ. The H(e)NB
request message corresponds to an error condition as the SGW required only
certification-based device authentication but H(e)NB responds with an attempt
for both device and hosting party authentication. If this happens. SGW’s final
decision on outcome should depend on operator policy. In case 4. the SGW sends
an IKE_SA_INIT with no MULTIPLE_AUTH_SUPPORTED or CERTREQ. The
H(e)NB request message corresponds to an error condition as the SGW required
H(e)NB to perform only EAP-AKA based device authentication but the H(e)NB
responds to perform both device and hosting party authentication. If this
happens. SGW’s decision on outcome should depend on operator policy.

O T[T TRE A INIT response |
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Table 1

[0068] Table 2 represents the scenario where the H(e)NB returns
MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS but no
AUTH in the IKE_AUTH request message in response to the four different SGW
IKE_SA_INIT responses. In case 5, the SGW sends an IKE_SA_INIT response
with MULTIPLE_AUTH_SUPPORTED and CERTREQ. The H(e)NB request
message corresponds to an error condition as SGW message requires certificate-
based device authentication but H(e)NB indicates, by skipping the AUTH, that it
does not support certificate-based device authentication. If this happens, SGW’s
decision on outcome should depend on operator policy. In case 6, the SGW sends
an IKE_SA_INIT response with MULTIPLE_AUTH_SUPPORTED with no
CERTREQ. The H(e)NB request message corresponds to performing EAP-AKA
based device and hosting party authentication. In case 7, the SGW sends an
IKE_SA_INIT response with only CERTREQ. The H(e)NB request message
corresponds to an error condition as the SGW requires the H(e)NB to perform
only device authentication with certificate but the H(e)NB attempts to perform
both device authentication AND hosting-party authentication. If this happens.
SGW'’s final decision on outcome should depend on operator policy. In case 8, the

SGW sends an IKE_SA_INIT with no MULTIPLE AUTH_SUPPORTED or
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CERTREQ. The H(e)NB request message corresponds to an error condition as
the SGW required H(e)NB to perform only device authentication based on EAP-
AKA, but H(e)NB attempts to perform both device and hosting-party

authentication. If this happens, SGW’s decision on outcome should depend on

operator policy.

Case 5: This | Case 6: EAP- Case 7: This | Case 8: This
1s an error AKA based is an error 1$ an error
condition. device and condition. condition.

hosting party

authentication

is done.

Table 2
[0069] Table 3 represents the scenario where the H(e)NB returns AUTH

but no MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWSin
the IKE_AUTH request message in response to the four different SGW
IKE_SA_INIT responses. In case 9, the SGW sends an IKE_SA_INIT response
with MULTIPLE_AUTH_SUPPORTED and CERTREQ. The H(e)NB request
message corresponds to an error condition as the SGW requires certification
based device authentication and a hosting-party authentication but H(e)NB
attempts to perform just certificate-based device authentication. Ifthis happens.
SGW’s decision on outcome should depend on operator policy. In case 10, the
SGW sends an IKE_SA_INIT response with MULTIPLE_AUTH_SUPPORTED
with no CERTREQ. The H(e)NB request message corresponds to an error
condition as the SGW required the EAP-AKA based device and EAP-AKA hased

hosting party authentication but the H(e)NB attempts to perform just certificate
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-based device authentication. If this happens, SGW’s decision on outcome should
depend on operator policy. In case 11, the SGW sends an IKE_SA_INIT response
with only CERTREQ. The H(e)NB request message corresponds by performing
certificate-based device authentication. In case 12, the SGW. sends an
IKE_SA_INIT with no MULTIPLE_AUTH_SUPPORTED or CERTREQ. The
H(e)NB request message corresponds to an error condition as the SGW required
H(e)NB to perform device authentication based on EAP-AKA, but H(e)NB
attempts to perform certificate-based device authentication. If this happens,

SGW'’s decision on outcome should depend on operator policy.

Case 9: This | Case 10: Case 11: Case 12:

1s an error This is an Certificate-based | This is an
condition: error device error
condition: authentication. condition.
Table 3
[0070] Table 4 represents the scenario where the H(e)NB returns no

AUTH, MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS in
the TKE_AUTH request message in response to the four different SGW
IKE_SA_INIT responses. In case 13, the SGW sends an IKE_SA_INIT response
with MULTIPLE AUTH_SUPPORTED and CERTREQ. The H(e)NB request
message corresponds to an error condition as the SGW required certificate-based

device authentication and a hosting-party authentication but H(e)NB attempts to
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perform EAP-AKA based device authentication. If this happens, SGW’s decision
on outcome should depend on operator policy. In case 14, the SGW sends an
IKE_SA_INIT response with MULTIPLE_AUTH_SUPPORTED with no
CERTREQ. The H(e)NB request message corresponds to an error condition as
the SGW required both EAP-AKA based device authentication and EAP-AKA
based hosting party authentication but the H(e)NB attempts to perform only
EAP-AKA based device authentication. If this happens, SGW’s decision on
outcome should depend on operator policy. In case 15, the SGW sends an
IKE_SA_INIT response with only CERTREQ. The H(e)NB request message
corresponds to an error condition as the SGW required the H(e)NB to perform
certificate-based device authentication but the H(e)NB attempts to perform EAP-
AKA based device authentication. If this happens, SGW’s decision on outcome
should depend on operator policy. In case 16, the SGW sends an IKE_SA_INIT
with no MULTIPLE_AUTH_SUPPORTED or CERTREQ. The H(e)NB request

message corresponds to performing EAP-AKA based device authentication.

|| résponse -

Casc 13: Casc 14: Casc 15: Casc 16: EAP-
This is an This 1s an This 1s an AKA based
| error error error device
= | condition. condition. condition. authentication.
Tiessage
Table 4
[0071] Cases 1. 6, 11, and 16 result in valid requirement/response pairs.

All other cases result in error conditions. in which case the SGW’s decision on
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outcome should depend on operator policy. The policy decision may in addition
be based on the SGW's knowledge of the authentication capabilities of the
H(e)NB. For example. based on the H(e)NB ID provided by the H(e)NB in the
IKE_SA_INIT request message., the SGW can derive the authentication
capabilities profile of the H(e)NB from a H(e)NB authentication information
server which stores the H(e)NB authentication information profile, e.g. the
authentication type of the H(e)NB. The SGW can decide whether to request
certificate-based device authentication or EAP-AKA based authentication, based
on the authentication profile. The H(e)NB authentication information server is
not necessarily implemented as a physical server, but may be co-located with
other functions.

[06072] Referring to Figure 6, an embodiment of a method 600 using profile
information from a H(e)NB authent{cation information server 605 i1s shown. A
SGW 610 should fetché’fi{:he authentication profile from H(e)NB authentication
information server 605 (2 and 3) based on a received H(e)NB identity from
H(e)NB 615 (1). SGW 610 then determines which type of device authentication
to request according to the H(e)NB 615 authentication profile (4). SGW 610 sends
an IKE;SA_INIT response (5).

[0073] If the authentication type implies “only de\_zice authentication”
should be performed, SGW 610 will accept the IKE_AUTH request (6) from
H(e)NB 615. SGW 610 sends the AUTH response message to H(e)NB 615 and
continues the authentication procedure (7a).

[0074] If the authentication type implies “both device and HP
authentication” should by performéd, SGW 610 will send a IKE_AUTH response
with an ‘Authentication Reject’ message to indicate to H(e)NB 615 to follow the
previous IKE_AUTH request message (6) with another IKE_AUTH request
message for hosting party authentication (7b). The Authentication Reject
message is only for the purpose of indicating to H(e)NB 615 to follow up with
hosting party authentication, and does not imply that SGW 610 will discard the
information regarding device authentication obtained in the previous IKE_AUTH

request message (6). Instead, SGW 610 retains the information from the previous

-20-



WO 2010/036611 PCT/US2009/057683

IKE_AUTH request message (6), and uses it to send an eventual Authentication
Success (or Reject) message to H(e)NB 615, after H(e)NB 615 follows the device
authentication IKE_AUTH request with another IKE_AUTH request containing
the authentication information for the hosting party authentication.

SGW 610 will perform 7a and 7b depending on the authentication profile of
H{e)NB 615 that SGW 610 retrieved.

[0075] The following authentications are needed for H(e)NB
authentication. First, mutual authentication of the H{(e)NB device and the
operator’s network needs to be done. Authentication methods using the
credentials stored in the TrE should be executed inside of the TrE. This mutual
authentication shall include (or be tightly bound to) a validation of the platform
integrity (i.e. TrE properties). The two parts of the mutual authentication have
the following properties: 1) the identity of the H(e)NB 1s authenticated by the
network and the credentials for this authentication shall be stored in the TrE in
the H(e)NB; and 2) the identity of the operator’s network (e.g. represented by
SGW) is authenticated by the TrE of the H(e)NB and this authentication may
either authenticate the operator’s network in general, or the particular SGW
contacted by the H(e)NB. The identity of the SGW could be authenticated by the
TrE identifying the use of a private cipher key belonging to the SGW in the
message sent from the SGW, where such a private key is known to the TrE
because it is held in a SGW certificate that the TrE can refer to. The TrE could
securely store and handle this SGW certificate. The SGW certificate can be sent
to the TrE within a suitable IKEv2 message from the SGW. The TrE can be pre-
configured with, and subsequently securely store and handle a root certificate
and use it to verity the SGW certificate. Alternatively. the TrE may contact an
external certificate authority such as an online certificate status protocol (OCSP)
server to verity the SGW certificate.

[0076] Also needed, when applicable, is the authentication of the hosting
party by the operator’s network. The identity of the hosting party is
authenticated by the operator’s network. This authentication may be performed

in two ways: 1) authentication of the hosting party is based on credentials
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contained in a separate Hosting Party Module (HPM) in H(e)NB and is
performed as an additional step over mutual authentication; or 2) the
authentication of the hosting party is bundled with the device authentication, i.e.
there is no additional authentication step after mutual authentication. If no
hosting party exists (e.g. the operator itself provides the H(e)NB), then this latter
authentication may not be relevant.

[0077] Although the current basic security protocols provide for secure
communication, including device and hosting-party authentication, between a
H(e)NB and the core network, the current protocols present some problems, in
that they only provide ‘authentication’ information, but not much else, about the
H(e)NB or the (optional) HPM within it. Since H(e)NBs are likely to be left to
operate in relatively insecure physical environments (e.g., people’s homes),
‘authentication’ using known secrets may not be enough, and the security
protocols may need to explicitly use information about the ‘expected state’ of the
TrE and/or the H(e)INB or any of its components, as an integral step for accessing
the SGW. This step is called device validation procedure.

[0078] Specifically, the security protocols that use IKEv2 for authentication
and security association set-up between the H(e)NB and SGW, do not include any
information other than the H(e)NB equipment ID (H(e)NB_EI) and the hosting
party ID (H_ID). Although these IDs are securely protected within the TrE and
the optional HPM, respectively. their presence (and integrity) may not be
sufficient, in terms of validating, that the H(e)NB being validated can be trusted

for interaction with the core network.

[0079] Accordingly, embodiments of security protocols or methods are
disclosed.
[0080] In one embodiment, a pre-requisite for the mandatory device (and

optional hosting-party) authentication is an integral boot-up and system-state
achievement by the TrE at boot time and possibly also at run-times (either
scheduled or event-driven).

[0081] In another embodiment. during or after the IKE_INIT phases, the
H(e)NB sends in appropriate IKEv2 payvload(s) (such as the CP or V payloads, or

-292-
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a Notify (N) message). information that indicates its trustworthiness as a
platform. Such information may include a certificate or a statement that
describes the expected state of the TrE, the H(e)NB, or any (combination of)
components including the HPM, or even a list of components that fail a local
integrity check process performed by the TrE or other components of the H(e)NB.
This information can be signed by a private key protected within the TrE.
[0082] In another embodiment, a certificate that can be verified with a CA
or a TTP (such as TrE or H(e)NB manufacturer/supplier) could also be
distributed (either by the H(e)NB sending it to the HLR/AAA via the SGW, or by
assuming the HLR/AAA obtains them from out-of-band processes). Such a
certificate certifies the public key for the private key held within the TrE. Use of
the private key, therefore, would signify that the TrE or other parts of the
H(e)NB are intact. During the IKEv2 exchange, the H(e)INB may also indicate to
the core network which components of the H(e)NB should be validated for
authenticity or integrity. A component-specific key may be used by the TrE to
sign and vouch for the validity of the specific component. If certificates or
statements for the TrE or any other part of the H(¢)NB are to be carried in the
protocol itself, the IKEv2 parameters, such as CP and V, may be used to convey
that information. Such information may alternatively be carried in a Notify (N)
field in the IKE_AUTH request message from the H(e)NB to the SGW. Such a
field may also include information about the process, entity, and/or outcome of
any device validation and integrity check performed by the TrE or other parts of
the H(e)NB. Protection by the SK{} mechanism may also be considered.

[0083] In another embodiment, either through certificates (pre-distributed
or exchanged in protocol time), or through explicit messaging (possibly protected
for integrity and confidentiality), the H(e)NB indicates to the SGW, and via the
SGW. to the core network, information about the TrE itself that will be useful for
the core network to assess the kind of communication, access. and application
privileges the H(e)NB may warrant. Such information could again be included in

the IKEv2 and carried on a suitable existing parameter.
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[0084] In another embodiment, a communication protocol different from
the IKEv2 can be used for combined authentication and device validation of the
H(e)NB. Examples of such protocols could include, but are not limited to.
Transport Layer Security (TLS), Broadband Forum Technical Requirements (TR)
069, Open Mobile Alliance (OMA) Device Management (DM) protocols, or some
suitable Internet Engineering Task Force (IETF) Requests for Comments (RFCs)
for extensions of the TLS where device authentication and device validation
messages can be indicated in a combined manner.

[0085] In accordance with the disclosed authentication protocol
embodiment, as part of, or as a pre-requisite procedure, the TrE may set up
secure channels between the TrE and other parts of the H(e)NB, including the
MPU, HPM (f included), cellular modem processor, non-cellular modem
processors, location/positioning device, and/or clock/timing device. Evidence of the
establishment of such secure channels would then be conveyed to the HLR/AAA
via the SGW, from the H(e)NB, under encrypted protection using keys protected
by the TrE. The HLR/AAA could then use such information to assess
trustworthiness of the H(e)NB as part of, or as a pre-requisite for, H(e)NB and/or
hosting-party authentication.

[0086] In another embodiment, the TrE may be used to define and enforce
a particular system state for the H(e)NB, or any of its components, including the
HPM, location/positioning devices, or clock/timing devices for application-layer
communication access to application or service servers. Assuch, an H(e)NB may
be ‘booted’ and achieve ‘network level security association’, using IKEv2, with the
HLR/AAA, following a secure boot-up of the TrE, and of any other part of the
H(e)NB under supervision of the securely-booted TrE. Afterwards, however, the
TrE may also, under operator or service provider security policies. perform
additional ‘system state’ checks for itself and/or any other part of the H(e)NB
before allowing application or service-level authentication to specific application
servers. Such services may include OAM services, and services for updating

H(e)NB location and/or reference timing.
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[0087] In another embodiment shown as a relationship diagram in Figure
7, the security protocol may also include procedures whereby a H(e)NB’s 705
trustworthiness is assessed, and its access rights (for network and application
accesses) determined, by either a HLR/AAA 710 or a core-network entity that
acts as a Trusted Computing Group (TCG) Trusted Network Connect (TNC)
Policy Decision Point (PDP). The access-control policy will then be enforced by a
SGW 715 acting as a TCG TNC Policy Enforcement Point (PEP). H(e)NB 705,
therefore, will act as a TCG TNC Access Requestor (AR).

[0088] In another embodiment, in the context of the security protocols such
as those for authentication, the H(e)NB, acting as TNC AR, provides integrity
metrics either on its own, or by request from a SGW or a HLR/AAA. Such
integrity metrics would then be forwarded to the HLR/AAA via the SGW, where
the HLR/AAA acts as the TCG TNC PEP. Upon assessing whether the integrity
metrics received from the H(e)NB meet required ‘trust levels’, the HLR/AAA then
determines the level of network access to be granted to the H{(e)NB. Such ‘level’
could include granular combination of service scopes, bandwidths, traffic types
and volumes, application access for the H(e)NB, and/or any WTRUs that
communicate with the core network through the H(e)NB, etc. The policy decision
then is forwarded from the HLR/AAA to the SGW, which then acts as a TNC PEP
and enforces the access-control policy from the HLR/AAA that governs the
granted access for the H(e)NB. Also shown in Figure 7 are the relevant TNC
specifications (e.g., IF-M, IF-IMC, IF-IMV, IF-TNCCS, IF-T, and IF-PEP) for this
example architecture.

[0089] As part of the device and/or hosting-party authentication protocol,
the location of the H(e)INB as well as an ‘event description or log” of H(e)NB’s
operation is disclosed with a local time-stamp such as a time-stamped version of
a secure boot-up history of the TrE and/or the H(e)NB, supplied by the H(e)NB’ s
own timing function, included as part of the information that gets conveyed from
the H(e)NB to the HLR/AAA via the SGW. Such location information and/or the
time-stamped ‘event description or log information is encrypted with keys

protected within the TrE. The HLR/AAA then assesses the trustworthiness of
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the H(e)NB not just with the H(e)NB_EI or the HPM_ID, but also the
information including one or more of the locations of the H(e)NB, and/or the time-
stamped ‘event description and/or log’ concerning the H(e)NB.

[0090] . For the disclosed security protocols above, suitable IKEv2 payloads,
such as the CP or the V, or the Notify Message (N) may be used to carry the
additional information between the H(e)NB and the core-network (and the SGW).
[0091] Referring now to Figures 8(A) and 8(B), there is shown an example
signal diagram of an EAP-AKA based authentication. The authentication
protocol of Figures 8(A) and 8(B) make use of the strong security properties of
TrE 810 to bolster the overall security of the EAP-AKA based device
authentication protocol for the H(e)NB 805. It may be noted that the steps that
are indexed with alphabet letters (e.g. A, B, C, etc) involve interaction between
TrE 810 and other functions of H(e)NB 805, for the purpose of the device
authentication.

[0092] As a pre-requisite for device authentication, H(e)INB 805 needs to
validate itself to SGW 820 as a trustworthy platform (0). H(e)NB 805 depends on
its TrE 810 to securely provide cryptographically protected evidence of the
platform validity for H(e)NB 805, which H(e)NB 805 then forwards to SGW 820.
SGW 820 evaluates the evidence and determines if H(e)NB 805 is trustworthy
enough to allow it to continue on to perform device authentication.

[0093] H(e)NB 805 sends an IKE_SA_INIT request to SGW 820 (1). SGW
820 sends an IKE_SA_INIT response (2). H(e)NB 805 requests HNB_ID from
TrE 810 by forwarding IKE_SKA_INIT response to TrE 810 (A). TrE 819 checks
the integrity of the IKE_SKA_INIT response and composes IDi from HNB_ID (B).
TrE 810 sends to H(e)NB 805 the IDi payload and status (stating, e.g. .
completion of the composition of the IDi from HNB_ID by TrE 810) (C).

[0094] H(e)NB 805 sends the IDi payload to SGW 820 and begins
negotiation of child security associations (3). AUTH is omitted to inform SGW
820 that H(e)NB 805 wants to perform EAP authentication. Configuration
payload is carried in this message if H(e)NB’s 805 remote IP address needs to be

configured dynamically. H(e)NB 805 also requests a certificate from SGW 820.
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Note that the user profile selected by the network address identifier (NAT)
presented in the IDi payload enforces the choice of authentication (certificate,
EAP-AKA, or certificate-EPA-AKA multiple authentication).

[0095] SGW 820 sends the Authentication Request message with empty
EAP attribute value pairs (AVP) to the AAA Server 830. containing the identity
received in IKE_AUTH request message (4). If necessary, the AAA Server 830
shall fetch the device profile and authentication vectors from HSS/HLR 840 or
some other authenticating entity (5). AAA Server 830 then initiates the
authentication challenge (6).

10096] SGW 820 sends an IKE_AUTH response to H(e)NB 805 (7). The
EAP message received from AAA Server 830 (BAP-Request/AKA-Challenge) is
included in order to start the EAP procedure over IKEv2. SGW’s 820 identity, a
certificate, and the AUTH parameter which is used to protect the previous
message (in the IKE_SA_INIT exchange) is sent to H(e)NB 805 in this message
in case H(e)NB’s TrE 810 needs to authenticate SGW 820 based on the certificate
of SGW 820.

{0097] Material needed for SGW 820 authentication and calculating the
response to the authentication challenge is forwarded to TrE 810 (D). TxE 810
calculates RES from RAND, AUTN, and optionally checks the authentication
parameters in case H(e)NB 805 needs to authenticate SGW 820 based on the
certificate of SGW 820 (E). TrE 810 delivers RES to H(e)NB 805 together with an
optional status message on the success of SGW 820 authentication (F).

[0098] H(e)NB 805 responds to the authentication challenge (8). The only
payload (apart from the header) in the IKEv2 message is the EAP message. SGW
820 forwards the EAP-Response/AKA-Challenge message to AAA Server 830 (9).
When all checks are successful, AAA Server 830 sends the Authentication
Answer including an EAP success and the key material to SGW 820 (10). This
key material shall consist of the maser session key (MSK) generated during the
authentication process.

[0099] The MSK shall be used by SGW 820 to generate the AUTH
parameters in order to authenticate the IKE_SA_INIT phase messages (11). The
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EAP Success message is forwarded to H(e)NB 805 over IKEv2 (12). The EAP
Success message is forwarded to TrE 810 (G). TrE 810 uses its own copy of the
MSK as an input to generate the AUTH parameter to authenticate the first
IKE_SA_INIT message (H). TrE 810 then forwards AUTH to H(e)NB 805 (I).
[00100] H(e)NB 805 composes IKE_AUTH request and sends it with the
AUTH parameter to SGW 820 (13). SGW 820 then checks the correctness of the
AUTH received from H(e)NB 805 and calculates the AUTH parameter which
authenticates the second IKE_SA_INIT message. SGW 820 shall send the
assigned Remote IP address in the configuration payload (CFG_REPLY) if
H(e)NB 805 requested a Remote IP address through the CFG_REQUEST. Then
the AUTH parameter is sent to H(e)INB 805 together with the configuration
payload, security associations and the rest of the IKEv2 parameters and the
IKEv2 negotiation terminates (14).

[00101] If SGW 820 detects that an old IKE SA for that H(e)NB 805 already
exists, it will delete the IKE SA and send H(e)NB 805 INFORMATIONAL
exchange with a Delete payload in order to delete the old IKE SA in H(e)NB 805
(15).

[00102] In another embodiment, a protocol for device authentication may be
based on certificates as shown with reference to Figure 9. The IKEv2 certificate-
based mutual authentication is executed according to RFC-4306 Internet Key
Exchange IKEv2) Protocol. The certificate handling and profiles may adhere to
given specifications, although certificate enrollment and certificate revocation
may not be required due to both the complexity of implementing formal
certificate enrollment and revocation processes and also the likely availability of
a simpler alternatives. such as the use of a blacklist or whitelist to deal with
devices that fail authentication checks due to expiry or other problems with their
device certificates. It is noted that the steps that are indexed with alphabet
letters (e.g. A, B. C. ete) in Figure 9 involve interaction between TrE 910 with
other functions of H(e)NB 905 forv the purpose of device authentication.

[00103] As a pre-requisite for EAP-AKA based device authentication,
H(e)NB 905 needs to validate itself to SGW 920 as a trust-worthy platform (0).
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H(e)NB 905 depends on its TrE 910 to securely provide cryptographically
protected evidence of the platform validity for H(e)NB 905, which H(e)NB 905
then forwards to SGW 920. SGW 920 evaluates the evidence and determines if
H(e)NB 905 is trustworthy enough to allow it to continue on to perform device
authentication.

[00104] H(e)NB 905 sends an IKE_SA_INIT request to SGW 920 (1). SGW
920 sends IKE_SA_INIT response, requesting a certificate from H(e)NB 905 (2).
H(e)NB 905 requests HNB_ID from TrE 910 by forwarding IKE_SKA_INIT
response to TrE 910 (A). TrE 910 checks the integrity of the IKE_SKA_INIT
response, composes I1Di from HNB_ID, fetches the device CERT, and computes
AUTH using the device CERT (B). TrE 910 sends to H(e)INB 905 the IDi, AUTH,
CERT, and status (stating, e.g., completion of the composition of the IDi from
HNB_ID, computation of the AUTH, retrieval of the CERT, etc by TrE 910) (C).
[00105] H(e)NB 905 sends the IDi payload and begins negotiation of child
security associations (3). H(e)NB 905 also sends the AUTH payload, its own
certificate, and a request for a certificate from SGW 920. Configurafion payload
is carried in this message if H(e)NB’s 905 remote [P address needs to be
configured dynamically. The user profile selected by network address identifier
(NAI) presented in the IDi payload enforces the choice of authentication
(certificate, EAP-AKA, or certificate-EPA-AKA multiple authentication).
[00106] SGW 920 checks the correctness of the AUTH received from H(e)NB
905 and calculates the AUTH parameter which authenticates the second
IKE_SA_INIT message (4). SGW 920 verifies the certificate received from the
H(e)NB 905. SGW 920 sends the AUTH parameter and its certificate to H(e)NB
905 together with the configuration payload, security associations, and the rest of
the IKEv2 parameters and the IKEv2 negotiation terminates (5). The Remote 1P
address is assigned in the configuration payload (CFG_REPLY) if H(e)NB 905
requested a Remote 1P address through the CFG_REQUEST.

[00107] H(e)NB 905 forwards SGW’s 920 certificate to TrE (910) (D). TrE
910 verifies SGW’s 920 certificate with its securely stored root certificate (E).

H(e)NB 905 may further validate SGW’s 920 certificates. TrE 910 forwards the
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status of the SGW CERT verification to HeNB 905 (F). If SGW 920 detects that
an old IKE SA for that H(e)INB 905 already exists, it will delete the IKE SA and
send H(e)NB 905 an INFORMATIONAL exchange with a Delete payload in order
to delete the old IKE SA in H(e)NB 905 (6).
[00108] A combined certificate-based device authentication followed by
hosting-party authentication, where both the TrE and the HPM (e.g. UICC) have
to interact with the rest of the H(e)NB and the SGW may be utilized.
Particularly, the TrE may protect any information that the HPM generates or
receives for the purpose of authentication of the hosting-party or the device.
Further, the TrE may set up a secure channel with the HPM, so that any
information the HPM receives or sends during the authentication protocol may
be protected by the secure channel.
[00109] Figures 10(A) and (B) show an embodiment of a signal diagram of a
combined EAP-AKA and certificate based authentication. The steps that are
indexed with alphabet letters (e.g. A, B, C, etc) in Figures 10(A) and (B) involve
interaction between TrE 1010 with other functions of H(e)NB 1005, including
HPM 1050, for the purpose of this combined authentication procedure.
[00110] The signal flow shows the certificate based mutual authentication
between H(e)NB 1005 and SGW 1020, followed by an EAP-AKA auth exchange
between the H(e)NB 1005 and AAA server 1030. Initially, H(e)NB 1005 sends an
IKE_SA_INIT request to SGW 1020 (1). SGW 1020 sends IKE_SA_INIT
response, requesting a certificate from H(e)NB 1005 (2). SGW 1020 indicates
that it  supports  Multiple  Authentication by including the
MULTIPLE_AUTH_SUPPORTED payload.
[00111] H(e)NB 1005 begins negotiation of child security associations (3).
First, H(e)NB 1005 requests TrE 1010 to compose the IDi payload (from the
HeNB_EI), and compute and forward to it the encrypted package:

SK{SA. TSi, TSr, IDi=NAI IDy, CP(CFG_REQUEST). AUTH. CERTREQ,

CERT, N(MULTIPLE_AUTH_SUPPORTED).

N(ANOTHER_AUTH_FOLLOWS)}
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[00112] H(e)NB 1005 forwards to SGW 1020 the IKE_AUTH request which
consists of the header (HDR) and the encrypted payload SK{...}. The encrypted
payload includes the AUTH payload, H(e)NB’s 1005 own certificate, and also a
request for a certificate ffom SGW 1020. Configuration payload is carried in this
message if the H(e)NB’s 1005 remote IP address needs to be configured
dynamically. H(e)NB 1005 indicates that it support Multiple Authentication and
that it wants to do a second authentication by including the
MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS
attributes. The user profile selected by NAI presented in the IDi payload enforces
the choice of authentication (certificate, EAP-AKA, or certificate-EPA-AKA
multiple authentication).

[00113] SGW 1020 checks the correctness of the AUTH received from
H(e)NB 1005 and calculates the AUTH parameter which authenticates the
second IKE_SA_INIT message (4). SGW 1020 verifies the certificate received
from H(e)NB 1005. SGW 1020 sends the AUTH parameter and its certificate to
H(e)NB 1005 (5).

[00114] H(e)NB 1005 forwards the encrypted payload SK{IDr, AUTH, SGW
Certi} to TrE 1010, which decrypts the payload and extracts IDr, AUTH, and
SGW Certi. TrE 1010 then verifies SGW’s 1020 certificate with its stored root
certificate (6). H(e)lNB 1005 may further validate SGW’s 1020 certificates, asitis
under control of the operator.

[001153] H(e)NB 1005 requests TrE 1010 to form the encrypted part of
another IKE_AUTH request message. where the AUTH payload is omitted to
inform SGW 1020 that H(e)NB 1005 wants to perform EAP authentication (7).
The encrypted part is SK{IDi=NAI, IDr}. H(e)NB 1005 then prepares a header
(HDR) and sends HDR, SK{IDi=NAI. IDr} to SGW 1020.

[00116] SGW 1020 sends the Authentication Request message with an
empty EAP AVP to AAA Server 1030. containing the identity received in
IKE_AUTHrequest message (8). The AAA Server 1030 shall fetch the user

profile and authentication vectors from home subscriber server/home location
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register (HSS/HLR) 1040 (9). AAA Server 1030 initiates the authentication
challenge (10).

[00117)  SGW 1020 sends IKE_AUTH response to H(e)NB 1005 (11). The
EAP message received from AAA Server 1030 (EAP-Request/AKA-Challenge) is
included in order to start the EAP procedure over IKEv2, SGW’s 1020 identity, a
SGW certificate, and the AUTH parameter which is used to protect the previous
message it sent to H(e)NB 1005 (in the IKE_SA_INIT exchange) are included in
this message in case that H(e)NB 1005 needs to authenticate SGW 1020 based on
the certificate of SGW 1020.

{00118] TrE 1010 establishes a secure channel to HPM 1050 by first
exchanging security associations (SA). As a result of such a secure channel
establishment, the TrE 1010 as well as the HPM 1050 then both become hound to
the authentication session using RAND and AUTN. The TrE 1010 then forwards
an authentication challenge to the HPM 1050 (A).

[00119] HPM 1050 calculates the AKA response (RES) (B). HPM 1050 sends
the AKA response (RES) over the secure channel to TrE 1010 (C).

[00120] H(e)NB 1005 responds to the authentication challenge (12). The only
payload (apart from the header) in the IKEv2 message is the EAP message,
which includes the RES computed by HPM 1050 and then encrypted over IKEv2
by TrE 1010 and then forwarded to H(e)NB 1005. H(e)NB 1005 checks the
authentication parameters in case H(e)NB 1005 needs to authenticate SGW 1020
based on the certificate of SGW 1020.

[00121] SGW 1020 forwards the EAP-Response/AKA-Challenge message to
AAA Server 1030 (13). When all checks are successful, AAA Server 1040 sends
the Authentication Answer including an EAP success and the key material to
SGW 1020 (14). This key material shall consist of the MSK generated during the _
authentication process. The MSK shall be used by SGW 1020 to generate the
AUTH parameters in order to authenticate the IKE_SA_INIT phase messages
(15). The EAP Success message is forwarded to H(e)NB 1005 over IKEv2 (16).
[00122] H(e)NB 1005 forwards the encrypted EAP Success message (i.e.
SK{EAP Success message}) to TrE 1010 (17). TrE 1010 shall take its own copy of
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the MSK as input to generate the AUTH parameter to authenticate the first
IKE_SA_INIT message. The AUTH parameter is sent from TrE 1010 to H(e)NB
1005, encrypted over IKEv2., H(e)NB 1005 sends to SGW 1020 the encrypted
AUTH parameter.
[00123] SGW 1020 decrypts and checks the correctness of the AUTH
received from H(e)NB 1005 and calculates the AUTH parameter which
authenticates the second IKE_SA_INIT message (18). SGW 1020 shall send the
assigned Remote IP address in the configuration payload (CFG_REPLY) if
H(e)NB 1005 requested it for a Remote IP address through the CFG_REQUEST.
Then the AUTH parameter is sent to H(e)NB 1005 together with the
“configuration payload, security associations and the rest of the IKEv2 parameters
and the IKEv2 negotiation terminates.
[00124] If SGW 1020 detects that an old IKE SA for that H(e)NB 1005
already exists, it will delete the IKE SA and send H(e)NB 1005 an
INFORMATIONAL exchange with a Delete payload in order to delete the old
IKE SA in H(e)NB 1005 (19).
[00125] Binding of the H(e)NB TrE, the HPM, and the H(e)NB itself, during
the authentication procedure may be utilized. Some assumptions are made. It is
given that most pieces of equipment have unique IDs. For example, the
H(e)NB_EI is assigned by manufacturer of the H(e)NB, the TrE_ID is assigned
by the manufacturer of the TrE and the HPM_ID is assigned by the
manufacturer of the HPM. It is also understood that the SGW, representing
operator’s core network, performs mutual authentication with the H(¢)NB. And
it is known that the HLR/AAA server includes the Home Location Register (HLR)
for H(e)NB as well as the Authentication Center. The HLR stores the records of
H(e)NB_EIs and TrE_IDs corresponding to every HPM_ID. representing the
binding relationship of the TrE, H(e)NB. and the HPM by use of their respective
IDs, that is, the TrE_ID, H(e)NB_EI, and the HPM_ID. The AAA server performs
binding authentication based on these records.
[00126] An embodiment for a method of binding the 3 1Ds is disclosed. The
H(e)NB forwards to the SGW the H(e)NB_EI. TrE_ID. and optional HPM_ID.
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The SGW forwards the H(e)NB_EI it receives from the H(e)NB to the HLR/AAA
server. The HLR/AAA server finds the TrE_ID and the HPM_ID corresponding
to the H(e)NB_EI that it has in its records. If the TrE_ID and the HPM_ID found
in the HLR’s records are the same as those the SGW received from the H(e)NB,
then it can be ascertained that the H(e)NB is the legitimate equipment binding to
the TrE and the HPM.

[00127] For the trustworthiness of the authentication assertions conveyed
by the protocols described below, all sensitive data may remain protected by the
TrE and the HPM. In particular, authentication secrets of the H(e)NB,
representing the binding authentication of the H(e)NB and the H(e) NB_EI, may
be securely stored in the TrE. The TrE may also securely store the TrE_ID.
Furthermore, the HPM_ID and corresponding authentication secrets may also be
securely stored in and processed only by the HPM. Secure channels may be used
to transport this data from either the TrE or the HPM to the SGW.

[00128] Figure 11 illustrates an embodiment of a three-way binding
authentication. Initially, TrE 1110 retrieves the TrE_ID and the H(e)NB_EI that
it securely holds (1). TrE 1110 then sets up a secure channel with HPM 1120
using AKA RAND and AUTN (2). TrE 1110 requests and receives the HPM_ID
from HPM 1120 (3). The HPM_ID is sent over and protected under the secure
channel (4). TrE 1110 then forwards the TrE_ID, H(e)NB_EI, and HPM_ID, to
SGW 1130 (5).

[00129] SGW 1130 forwards the TrE_ID, H(e)NB_EI, and HPM_ID to
HLR/AAA 1140 (6). After receiving these IDs, the HLR part of HLR/AAA 1140
searches for the H(e)NB_EI corresponding to the TyE_ID and the HPM_ID (7).
The AAA part of HLR/AAA 1140 then verifies the H(e)NB_EI it received from
SGW 1130 with the H(e)NB_EI that corresponded to the TrE_ID and the
HPM _ID (8). The HLR part of HLR/AAA 1140 then sends to SGW 1130 the
binding authentication for TrE 1110 and HPM 1120 (9). SGW 1130 next
forwards the binding authentication for TrE 1110 and HPM 1120 to TrE 1110
(10). TrE 1110 forwards the binding authentication for HPM 1120 to HPM 1120

over the secure channel (11).
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[00130] When the TrE is tightly integrated to the H(e)NB (e.g. TrE is a chip
on the H(e)NB, etc), there may be no need to explicitly bind the TrE to the
H(e)NB, since the TrE will be bound to the H(e)NB_EI physically. In this case, a
2-way binding can be obtained between the H(e)NB and the HPM. Effectively. in
this case, the identity of the H(e)NB can be authenticated by an authentication of
the TrE’s identity, i.e., H(e)NB_EI is one and the same as the TrE_ID.
[00131] Figure 12 shows an embodiment of a two-way binding
authentication. Initially, TrE 1210 retrieves the H(e)NB_EI that it securely
holds (1). Note that H(e)NB_E1 is the same as the TrE_ID. TrE 1210 sets up a
secure channel with HPM 1220 using AKA RAND and AUTN (2). TrE 1210 next
requests (3) and receives the HPM_ID from the HPM under the secure channel
(4). TrE 1210 then forwards H(e)NB_EI, and HPM_ID to SGW 1230 (5).
[00132] SGW 1230 forwards H(e)NB_EIl and HPM_ID to HLR/AAA 1240 (6).
HLR part of HLR/AAA 1240 then searches for the H(e)NB_EI corresponding to
the HPM_ID (7). The AAA part of HLR/AAA 1240 then verifies the H(e)NB_EI it
received from SGW 1230 by comparing it with the H(e)NB_EI in its record that
corresponded to the HPM_ID (8). The HLR part of HLR/AAA 1240 then sends to
SGW 1230 the binding authentication for TrE 1210 (which is equivalent to
authenticating the H(e)NB in this case) and HPM 1220 (9). SGW 1220 next
forwards the binding authentication for TrE 1210 (and equivalently for H(e)NB)
and HPM 1220 to TrE 1210 of the H(e)NB (10). TrE 1210 forwards the binding
authentication for HPM 1220 to HPM 1220 protected under the secure channel
(11).
[00133] Figure 13 shows an embodiment of a method where authentication
and device validation are performed in a combined way. In this embodiment.
IKEvV2 protocol is used to combine device validation and device authentication.
However other protocols that are used for authentication of devices or equipment
include. but are not limited to. transport layer security (TLS). Hypcrtext Transfer
Protocol Secure (HTTPS), OMA DM. TR069, etc.
[00134] Initially. H(e)NB’s 1310 TrE performs a secure boot and checks the
integrity of the H(e)NB 1310 (1). Then the H(e)NB 1310 initiates a IKEv2 session
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and sends a IKE_SA_INIT request message to the SGW 1320 where the message
includes HDR, SA (security association), KE (Diffie-Hellman key element), and
Ni (initiator nonce) (2). Upon receipt of this signal. SGW 1320 sends to the
H(e)NB 1310 a IKE_SA_INIT response including HDR, SA, KE, Nr (respondent
nonce), and CERTREQ (which is a request for device certificate) (3). Using the
KEs at both ends, the H(e)NB 1310 and the SGW 1320 now each generates
cryptographic keys to use for confidentiality and integrity protection of further
message exchanges during the IKEv2 session.

[00135] The H(e)NB 1310 then sends a IKE_AUTH request message to the -
SGW 1320 where the message is protected for confidentiality and integrity by the
Diffie-Hellman generated key (4). The content of the message includes HDR
(header), which is not protected, and a protected part that includes the SA
(security association), TS1 (traffic selector of the initiator), T'Sr (traffic selector of
the respondent), IDi (which is the ID, in NAI format, of the H(e)NB 1310), IDr
(which is the ID of the SGW 1320), and CP (configuration parameters), Notify
message that includes the data (called VAL_DATA here) indicating the process or
outcome of the de\}ice integrity check performed by the H(e)NB 1310, the AUTH
parameter the H(e)NB 1310’s TrE computes as evidence that H(e)NB holds a
valid device certificate, CERTREQ (which is a request for server-side certificate
to be used for server-side authentication), and CERT (which is the device
certificate that the SGW 1320 uses to authenticate the H(e)NB 1310).

[00136] Upon receipt of this message the SGW 1320 then extracts the device
integrity check data (VAL_DATA) and sends it to a Validation Entity 1330 (5),
which then assesses, using the forwarded VAL_DATA and any other reference
information it may have, the trustworthiness or integrity of the H(e)NB 1310 (6),
and then sends a validation response signal back to the SGW 1320 in case it
assesses that the H(e)NB 1310 is correct from a device integrity point of view (7).
Upon receipt of a positive validation response from the Validation Entity 1330,
the SGW 1320 can then verify the H(e)NB's certificate (CERT) that it had
received from the H(e)NB 1310 and check if it can authenticate the H{(e)NB 1310
(8). If positive, the SGW 1320 can then send an IKE_AUTH response message
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which includes HDR (unprotected header) and protected part that includes the
AUTH (for its own server-side authentication evidence), CP, SA, TSi, and TSi)
9).

[00137] Alternatively. the steps to check the VAL_DATAbetween the SGW
1320 and the Validation Entity 1330 could take place after the SGW 1320 verifies
the H(e)NB’s certificate and authenticates the H(e)NB 1310 and sends the
IKE_AUTH response message to the H(e)NB 1310.

[00188] The H(e)NB 1310, upon receipt of the IKE_AUTH response message,
can then verify using the server CERT it received from the SGW 1320 (10).
[00139] The TrE may also assure security for using location information for
H(e)NB authentication. First, the TrE of the H(e)NB may perform several .
functions to protect the security of the location information handling, including
retrieval, storage, protection, and use in authentication. More specifically, any
location information that is certified by any of the location methods described
herein may be stored and handled in a trusted way. This means that such
information may be stored and handled under the protection of the H(e)NB TrE.
More specifically, the H(e)NB TrE may receive cryptographically protected
location information from the sources of such information. It may also securely
decipher such encrypted location information. Further, it may securely protect
location information while in storage either in the TrE or externally with
cryptographic protection using keys stored securely inside the TrE. The TrE may
extract location information held inside the TrE or from external memory. It may
protect location information by encryption before forwarding it to the SGW. And
it may forward encrypted location information to the SGW for inclusion in the
device authentication protocol.

[00140] Also, during either a location registration (or certification) process or
a location authentication process., the H(e)NB TrE may protect, using
cryptographic means, the integrity and/or the confidentiality of the location
information the H(e)NB sends to the HLR while such information is in transit to
the HLR. It may also provide secure cryptographic handling. including

decryption and integrity checking. of any cryptographically protected location-
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related information the H(e)NB receives from the HLR. Any cryptographic keys
that are used for these purposes on the H(e)NB may be protected by the H(e)NB
TrE. Furthermore, H(e)NB TrE may also assure the authenticity and optionally
the integrity of the functionality within the H(e)NB that relate to obtaining,
storing, and handling sensitive location information.

[00141] Embodiments for location registration and location authentication
based on the particular location information chosen are disclosed herein.
[00142] A H(e)NB may be connected to the IP network via some access
device (e.g. DSL modem, cable modem, home router, etc.) and have an IP address
assigned by a broadband access provider. By binding the physical ports of the
broadband access network with the geographical information, the operator can
locate the H(e)NB.

[00143] The assigned IP address, user identification and location
information related to the IP address are stored in the network database after
initial registration of H(e)NB location information. The core network (CN) can
query the network database to obtain the IP address, the port number(s) bound
with the IP address, and/or the address information (even the longitude and
latitude values). The location locking mechanism consists of 1) the registration of
H(e)NB location information; and 2) the authentication of H(e)NB location.
[00144] Location registration occurs when the H(e)INB powers on for the first
time and connects to the core network through the IP backhaul. Initially,
H(e)NB sends a request message to HLR that carries its 1P address in this
message. HLR then sends a location information query message to the network
database that carries the received IP address. Based on the IP address, the
database queries the table to obtain the access line location information of the
above H(e)NB. such as the port numbers bound with the IP addresses, and even
the longitude and latitude (if available). The HLR then determines the location
of the H(e)NB based on the obtained information. HLR then registers the location
of this H(e)NB. The HLR then replies in a response message to H(e)NB. After
location registiration. HLR can store location as an attribute of the H(e)NB

profile, treating it as the location judgment criterion.
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[00145] Location Authentication occurs every time the H(e)NB malkes
requests to the access network. Therefore, there is no need for registration.
Initially, H(e)NB sends an access request message to the HLR that carries its IP
address. The H(e)NB’s TrE may protect the integrity and/or the confidentiality of
such IP address information while it is in transit, using cryptographic keys
protected that is by itself. All cryptographic processing may take place within the
TrE.

[00146] Upon receiving the H(e)NB’s IP address, the HLR first checks the
integrity of the IP address, and if it checks, queries the database again to obtain
the location information. The HLR then authenticates whether the access line
location information it obtained from the H(e)NB corresponds to the location
information it retrieved from its database for the same H(e)NB. If it is the same,
the HLR keeps the existing location for the H(e)NB in its database.

[00147] The HLR replies to the H(e)NB with the location authentication
result in a response message. If the access line location information newly
obtained from the H(e)NB does not match the one in the H(e)NB profile, the HLR
returns a H(e)NB Access Response message to refuse the H(e)NB access and
indicates "invalid location" as the cause value. If the access line location
information match, the HLR returns an H(e)NB Access Response to allow the
H(e)NB access.

[00148] Although H(e)NB’s location can be authenticated using location
authentication ,IP address spoofing attacks may be possible. For example, a
proxy server may take on the same IP address as a legitimately registered
H(e)NB when the H (¢)NB is relocated to another area. Such a proxy server may
then be able to disguise itself as the legitimate H(e)NB as far as location is
concerned,

[00149] In any of the above steps where the H(e)NB receives information or
messages from the HLR, and if any such information is cryptographically
protected. decryption and integrity checking of such information or messages
may be performed within the H(¢)NB TrE and by using keys that are protected
by the H(e)NB TrE.
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[00150] An embodiment based on neighboring macro-cells is now disclosed.
To be located on the basis of macro cell information, a H(e)NB must be installed
in the coverage of a macro cell, have a 3G or 2G receiver, and is able to switch to
the receiver working state to scan the neighboring macro 3G or 2G cells of the
H(e)NB. The location locking mechanism based on macro-cells is similar to that
above but the location information is presented in the form of information about
macro-cells, such as Public Land Mobile Network (PLMN) ID, Location Area
Information (ILAI) or Cell ID.

[00151] The initial step is to register H(e)NB location information. After a
H(e)NB is powered on, it scans the neighboring macro cells. Then the H(e)NB
sends a H(e)NB Request message to the HLR. The message carries the
information such as location area and cell ID of the neighboring macro cells. The
H(e)NB’s TrE may protecﬁ the integrity and/or the confidentiality of such location
area and cell ID information using keys protected by itself. All cryptographic
processing may take place within the TrE. The HLR registers the cell ID of the
neighboring macro cells as an attribute of the H(e)NB profile, and sends a
H(e)INB Response message to the H(e)NB.

[00152] The next’step is to authenticate the H(e)NB location. The H(e)NB
sends an Access Request message to the HLR. The message carries information
such as location area and cell ID of the neighboring macro cells. The H(e)NB's
TrE may cryptographically protect the integrity and/or the confidentiality of such
location area and cell 1D information while they are in transit to the HLR using
keys that are protected by itself. All cryptographic processing may take place
within the TrE. HLR compares the information of neighboring macro cells with
the saved H(e)NB profile to determine whether to allow the H(e)NB to connect to
the network through the bound cell or location area. If the information of
neighboring macro cells does not match the H(e)NB profile, the HLR returns a
H(e)NB Access Response message to refuse the H(e)NB access and indicates
"Invalid location" as the cause value. If the information of neighboring macro cells
matches the H(e)NB profile. the HLR retufns a H(e)NB Access Response to allow
the H(e)NB access.
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[00153] In any of the above procedures where the H(e)NB receives
information or messages from the HLR, and if any such information is
cryptographically protected, decryption and integrity checking of such
information or messages may be performed within the H(e)NB TrE, and by using
keys that are protected by the H{e)NB TrE.

[00154] Macro cells have large-area coverage. Therefore, simply using the
cell information may not meet accuracy requirements for certain use cases. Using
a combination of the IP address and the macro cell information could improve the
accuracy.

[00155] An embodiment based on a combination of IP address and
neighboring macro-cells is disclosed. . The initial step is H(e)NB location
information registration. H(e)NB sends the request message to HLR that carries
its IP address and neighboring cell ID in this message. The H(e)NB’s TrE may
cryptographically protect the integrity and/or the confidentiality of the IP address
and cell ID information while they are in transit to the HLR, using cryptographic
keys that are protected by itself. All cryptographic processing may take place
within the TrE.

[00156] HLR then sends a Location Information Query message to a fixed
network database that carries the received IP address. Based on the IP address,
the HLR queries the database in order to obtain the access line location
information bound with the H(e)NB IP address. According to the access line
location information and neighboring macro cell ID, HLR determines the home
area of the H(¢)NB. HLR stores the access line location information of this
H{(e)NB together with the received cell ID as attributes of the H{e)INB.

[00157] The next step is to authenticate the H(e)NB location. HLR receives
the Access request message from H(e)NB, which carries its IP address and the
cell ID of the surrounding macro cell. According to the new IP address. HLR
queries the database again to obtain the access line location information. HLR
then judges whether the new obtained access line location information is the
same with the stored one, and additionally whether the received cell ID is the

same with the stored ones. If they are both the same, the H(e)NB location is not
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changed. The HLR next replies to the H(e)NB the location authentication result
in the access response message.

[00158] In any of the above procedures where the H(e)NB receives
information or messages from the HLR, and if any such information is
cryptographically protected, decryption and integrity checking of such
information or messages may be performed within the H(e)NB TvE, and by using
keys that are protected by the H(e)NB TrE.

[00159] Note that even if H(e)NB moves to another unregistered address,
H(e)INB may still be located within the same macro cell. This arrangement may
improve the security of the location authentication scheme.

[00160] An embodiment based on global positioning system (GPS) is
disclosed. When H(e)NB has built in GPS capability, its location information may
be obtained via the GPS within the H(e)NB and subsequently can be sent from
the H(e)NB to the CN during access request. GPS may not work very well,
however, in some indoor environments.

[00161] The H(e)NB’s TrE may cryptographically protect the integrity
and/or the confidentiality of any GPS location information it sends to the HLR,
using keys that are protected by itself. The H(e)NB's TrE may securely handle
all cryptographic handling of any cryptographically protected information or
messages the H(e)NB receives from the HLR, using keys protected within the
TrE.

[00162] The security of the GPS-based location certification method may
also be protected by using tamper-resistant or tamper-evident GPS devices,
especially if the GPS function is isolated in a separate chip. A security-hardened
GPS chip, for example, may be used.

[00163] In another embodiment, the TrE of the H(e)NB may also securely
store a ‘last known good location’ at periodic intervals and/or upon occurrence of
certain pre-defined events. Such ‘last known good location’ would be location
information that would be certified by the location server of the network
operator. Upon a new boot of the H(e)NB, the TrE of the H(e)NB could look up

the stored ‘last known good location’ and compare it with the location that it
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newly acquires from its location-identifying methods. The TrE could then use the
outcome of such a comparison to autonomously determine if there is likelihood of
a change in the location of the H(e)NB. The TrE could also report such an
outcome to the location server on the network.
[00164] Discussed now are H(e)NB location policy options and configuration.
Which of the approaches to use depends on a number of factors, such as the
security level and accuracy level the operator demands, H(e)NB capability,
existing macro coverage. A policy may be applied to assist in determining the
method to be used. It is suggested that the policy be pre-configured in the
H(e)NB, and the H(e)NB automatically adapt to it. Any security policy for a
location certification method may be administered from within the H(e)NB’s TrE.
[00165] Using an IP address alone may not be secure enough. GPS may not
work well in some indoor environments, and also may add cost to the H(e)NB.
Considering the feasibility and secure requirement, location locking mechanism
based on IP address and neighboring macro-cells may be considered. This method
may be ranked first on the policy list. If there is no macro cell coverage, other
methods can be used according to the order of preference in the policy. Since GPS
adds to the cost and not all H(e)NBs may have GPS installed within them, GPS-
based location methods may be placed lower in the preference order. As shown in
Table 5, different combinations of scenarios and policies may exist as well as

others not shown.

... Scene/Scenario . . . .. . Policy
Macro cell exist and high security 1P address + Macro cell
requirement

No macro cell exist TP address

Macro cell exit and low accuracy Macro cell

requirement

GPS installed in H(e)NB GPS information + IP address
GPS installed in H(e)NB and Macro GPS information + IP address +
cell exists Macro cell

Table 5
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[00166] Embodiments

{00167] 1. A home node B/home evolved node B (H(e)NB). comprising a
trusted environment (TrE).

[00168] 2. The H(e)NB of embodiment 1 comprising H(e)NB functional
modules.

[00169] 3. The H(e)NB of any of the preceding embodiments comprising
interfaces between the TrE and H(e)NB functional modules configured to provide
multiple levels of security.

[00170] 4. The H(e)NB of any of the preceding embodiments wherein the
TrE is configured to interact with the H(e)NB functional modules to provide
security and authentication.

[00171] 5. The H(e)NB of any of the preceding embodiments wherein
security and authentication includes at least one of TrE or H(e)NB
éuthentication and conditional hosting party authentication.

[00172] 6. The H(e)NB of any of the preceding embodiments wherein the
TrE comprises a storage area for securing at least one of keys, secrets, sensitive
data and programs. |

[00173] 7. The H(e)NB of any of the preceding embodiments wherein the
TrE comprises a secure execution environment for performing at least one of
authentication and keying agreement (AKA) and certificate-based authentication
of at least one of the TrE or H(e)NB.

[00174] 8. The H(e)NB of any of the preceding embodiments wherein the
TrE comprises wherein the secure execution environment performs security
sensitive operations related to securely indicating to a network the validity of at
least the TrE.

[00175] 9. The H(e)NB of any of the preceding embodiments wherein the
secure execution environment protects and validates the location of the H(e)NB.
[00176] 10. The H(e)NB of any of the preceding embodiments wherein
network authorization is provided on a condition that location is validated.
[00177] 11.  The H(e)NB of any of the preceding embodiments comprising
a hosting party module (HPM) for providing authentication and keying
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agreement (AKA) based authentication for a hosting party, wherein the HPM is
connected to the TrE.

[00178] 12. The H(e)NB of any of the preceding embodiments wherein the
HPM is emquied by a universal integrated circuit card (UICC).

[00179] 13.  The H(e)NB of any of the preceding embodiments wherein the
TrE is configured to validate device integrity of the H(e)NB and transmit an
integrity indication combined with a device authentication indication td a
security gateway (SGW). |

[00180] 14. The H(e)NB of any of the preceding embodiments wherein the
TrE is configured to support multiple authentications.

[00181] 15. The H(e)NB of any of the preceding embodiments wherein the
TrE is configured to support mutual authentication.

[00182] 16.  The H(e)NB of any of the preceding embodiments wherein the
TrE is configured to perform binding authentication based on records and
identifications of the H(e)NB, TrE and a conditional hosting platform.

[00183] 17.  The H(e)NB of any of the preceding embodiments wherein the
TrE is configured to perform location locking, wherein location locking includes
registration of H(e)INB location information, and/or an authentication of the
H(e)NB location information.

[00184] 18. The H(e)NB of any of the preceding embodiments wherein
location information is based on neighboring macro-cells.

[00185] 19. The H(e)NB of any of the preceding embodiments wherein
location information is based on an IP address.

[00186] 20. The H(e)NB of any of the preceding embodiments wherein
location information is based on an IP address and macro-cells.

[00187] 21. The H(e)NB of any of the preceding embodiments wherein
location information is based on a global positioning system.

[00188] 22. The H(e)NB of any of the preceding embodiments wherein a
type of authentication is indicated wusing a IKE AUTH request of an IKEv2

protocol.
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[00189] 23.  The H(e)NB of any of the preceding embodiments wherein a
predetermined parameter in a IKE_AUTH request denotes one of a certificate
based H(e)NB or TrE authentication or an extensible authentication protocol-
authentication key agreement (EAP-AKA) based H(e)NB or TrE authentication.
[00190] 24,  The H(e)NB of any of the preceding embodiments wherein the
conditional hosting party authentication is performed using extensible
authentication protocol-authentication key agreement (KAP-AKA).

[00191] 25. The H(e)NB of any of the preceding embodiments wherein
protocols for interacting between the H(e)NB functional modules, the TrE and a
network include at least one of Internet Key Exchange (IKEv2), Transport Layer
Security (TLS). Broadband Forum Technical Requirements (TR) 069, or Open
Mobile Alliance (OMA) Device Management (DM).

[00192] 26. A method for authenticating a home nodeB/home evolved
node B (H(e)INB) with a network, comprising initiating secure access to the
network.

[00193] 27.  The method of embodiment 26 comprising receiving a first
requirement designating one of device authentication or device authentication
and hosting party authentication.

[00194] 28. The method as in any of the embodiments 26-27, comprising
receiving a second requirement designating one of certification based
authentication or extensible authentication protocol-authentication and key
agreement (EAP-AKA) authentication.

[00195] 29.  The method as in any of the embodiments 26-28, comprising
responding with a first parameter supportive of one of device authentication or
device authentication and hosting party authentication.

[00196] 30. The method as in any of the embodiments 26-29, comprising
responding with a second parameter supportive of one of certification based
authentication or EAP-AKA authentication.

[00197] 31. The method as in any of the embodiments 26-30. comprising

performing authentication using the first requirement and the second
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requirement on a condition that the first requirement and the second
requirement matches the first parameter and the second parameter,

[00198] 32.  The method as in any of the embodiments 26-31. comprising
receiving an acceptance of the first parameter response based on an
authentication profile retrieved using an H(e)NB identity.

[00199] 33. The method as in any of the embodiments 26-32, comprising
receiving a rejection of the first parameter response based on an authentication

profile retrieved using an H(e)NB identity.

[00200] 34. The method as in any of the embodiments 26-33, comprising
responding with another first parameter supportive of hosting party
authentication.

[060201] 35.  The method as in any of the embodiments 26-34, comprising

providing information that indicates at least one of platform trustworthiness or
expected state of at least a Trusted Environment (TrE) or the H(e)NB to the
network.

[00202] 36. The method as in any of the embodiments 26-35, wherein the
information is signed by a private key protected within the TrE.

{00203] 37. The method asin any of the embodiments 26-36, wherein the
information is used by the network to determine access rights to the network and
applications.

[00204] 38. The method as in any of the embodiments 26-37. comprising
providing TrE cryptographically protected evidence of platform validity to the
network,

[00205] 39.  The method as in any of the embodiments 26-38. comprising
checking, by a TrE, the integrity of the first and second requirements.

[00206] 40.  The method as in any of the embodiments 26-39, comprising
forwarding, by the TrE, identity information to the network.

[00207] 41. The method as in any of the embodiments 26-40, comprising
performing hosting party authentication by using the TrE and a hosting party
module (HPM), wherein the TrE protects HPM information and securely

communicates with the HPM.
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[00208] 42,  The method as in any of the embodiments 26-41, comprising
binding a TrE, a H(e)NB and a HPM using at least one identification value for
the TrE, or H(e)NB, and one identification value for the HPM.

[00209] 43. The method as in any of the embodiments 26-42, wherein
protocols for interacting between H(e)NB functional modules, a TrE and a
network include at least one of Internet Key Exchange (IKEv2), Transport Layer
Security (TLS), Broadband Forum Technical Requirements (TR) 069, or Open
Mobile Alliance (OMA) Device Management (DM).

[00210] 44. A method for authenticating a home nodeB/home evolved
node B (H(e)NB) with a network, comprising securely storing H(e)NB location
information in a Trusted Environment (TrE).

{00211] 45. The method as in embodiment 44, comprising securely
sending the stored H(e)NB location information to the network via the TrE.
[00212] 46. The method as in any of the embodiments 44-45, comprising
securely storing last known good location of the H(e)INB in the TrE.

[00213] 47.  The method as in any of the embodiments 44-46, comprising
comparing the stored ‘last known good location’ with a newly acquired location

information using the TrE.

[00214] 48.  The method as in any of the embodiments 44-47, comprising
indicating the outcome of the comparison by the TrE to a location server on the
network.

[00215] 49. The method as in any of the embodiments 44-48, wherein

protocols for interacting between the H(e)NB, the TrE and the network include at
least one of Internet Key Exchange (IKEv2), Transport Layer Security (TLS).
Broadband Forum Technical Requirements (TR) 069, or Open Mobile Alliance
(OMA) Device Management (DM).

[00216] Although features and elements are described above in particular
combinations, each feature or element can be used alone without the other
features and elements or in various combinations with or without other features
and elements. The methods or flow charts provided herein may be implemented

in a computer program, software, or firmware incorporated in a computer-
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readable storage medium for execution by a general purpose computer or a
processor. Examples of computer-readable storage mediums include a read only
memory (ROM), a random access memory (RAM), a register. cache memory,
semiconductor memory devices, magnetic media such as internal hard disks and
removable disks, magneto-optical media, and optical media such as CD-ROM
disks, and digital versatile disks (DVDs).

[00217] Suitable processors include, by way of example, a general purpose
processor, a special purpose processor, a conventional processor, a digital signal
processor (DSP), a plurality of microprocessors, one or more microprocessors in
association with a DSP core, a controller, a microcontroller, Application Specific
Integrated Circuits (ASICs), Field Programmable Gate Arrays (FPGASs) circuits,
any other type of integrated circuit (IC), and/or a state machine.

[00218] A processor in association with software may be used to implement
aradio frequency transceiver for use in a wireless transmit receive unit (WTRU),
user equipment (UE), terminal, base station, radio network controller (RNC), or
any host computer. The WTRU may be used in conjunction with modules,
implemented in hardware and/or software, such as a camera, a video camera
module, a videophone, a speakerphone, a vibration device, a speaker, a
microphone, a television transceiver, a hands free headset, a keyboard, a
Bluetooth® module, a frequency modulated (FM) radio unit, a liquid crystal
display (LLCD) display unit, an organic light-emitting diode (OLED) display unit,
a digital music player, a media player. a video game player module, an Internet
browser, and/or any wireless local area network (WLAN) or Ultra Wide Band
(UWB) module.
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CLAIMS

I. A home node B/home evolved node B (H(e)NB), comprising:

a trusted environment (TtE);

H(e)NB functional building blocks; and

a first interface between the TrE and a first H(e)NB functional building block, the first
interface being one of an unprotected interface, a cryptographically protected interface, or a
hardware protected interface,
a second interface between the TrE and a second H(e)NB functional building block, the second
interface being one of an unprotected interface, a cryptographically protected interface, or a
hardware protected interface, the second interface being different from the first interface,

wherein the TrE is configured to interact with the H(¢)NB functional building blocks to
provide security and authentication,

wherein security and authentication includes at least one of TrE or H(e)NB authentication

and conditional hosting party authentication.

2. The H(e)NB of claim 1, wherein the TrE comprises:
a storage area for securing at least one of keys, secrets, sensitive data and programs; and
a secure execution environment for performing at least one of authentication and keying

agreement (AKA) and certificate-based authentication of at least one of the TrE or H(e)NB.

3. The H(e)NB of claim 2, wherein the secure execution environment performs security

sensitive operations related to securely indicating to a network the validity of at least the TrE.

4. The H(e)NB of claim 2, wherein the secure execution environment protects and validates the
location of the H(e)NB.
5. The H(e)NB of claim 4, wherein network authorization is provided on a condition that

location is validated.

6. The H(e)NB as in claim 1, further comprising:
a hosting party module (HPM) for providing authentication and keying agreement (AKA)
based authentication for a hosting party, wherein the HPM is connected to the TrE.
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7. The H(e)NB as in claim 6, wherein the HPM is embodied by a universal integrated circuit
card (UICC).

8. The H(e)NB as in claim 1, wherein the TrE is configured to validate device integrity of the
H(e)NB and transmit an integrity indication combined with a device authentication indication to a

security gateway (SGW).

9. The H(e)NB as in claim 1, wherein the TrE is configured to support multiple

authentications.

10.  The H(e)NB as in claim 1, wherein the TrE is configured to support mutual authentication.

11.  The H(¢)NB as in claim 1, wherein the TtE is configured to perform binding authentication

based on records and identifications of the H(e)NB, TrE and a conditional hosting platform.

12. The H(e)NB as in claim 1, wherein the TrE is configured to perform location locking,
wherein location locking includes registration of H(¢)NB location information, and/or an

authentication of the H(e)NB location information.

13.  The H(e)NB as in claim 12, wherein location information is based on neighboring macro-

cells.
14.  The H(e)NB as in claim 12, wherein location information is based on an IP address.

15.  The H(e)NB as in claim 12, wherein location information is based on an IP address and

macro-cells.

16.  The H(e)NB as in claim 12, wherein location information is based on a global positioning

system.

17.  The H(e)NB as in claim 1, wherein a type of authentication is indicated using a IKE_ AUTH
request of an IKEv2 protocol.
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18.  The H(e)NB as in claim 1, wherein a predetermined parameter in a IKE AUTH request
denotes one of a certificate based H(e)NB or TrE authentication or an extensible authentication

protocol-authentication key agreement (EAP-AKA) based H(e)NB or TtE authentication.

19.  The H(e)NB as in claim 1, wherein the conditional hosting party authentication is performed

using extensible authentication protocol-authentication key agreement (EAP-AKA).

20.  The H(e)NB as in claim 1, wherein protocols for interacting between the H(¢)NB functional
building blocks, the TrE and a network include at least one of Internet Key Exchange (IKEv2),
Transport Layer Security (TLS), Broadband Forum Technical Requirements (TR) 069, or Open
Mobile Alliance (OMA) Device Management (DM).

21. A method for authenticating a home nodeB/home evolved node B (H(e)NB) with a network,
comprising:

initiating secure access to the network;

receiving, at the H(e)NB, a first requirement designating that the H(e)NB is required to
perform one of device authentication or device authentication and hosting party authentication;

receiving, at the H(e)NB, a second requirement designating that the H(e)NB is required to
perform one of certification based authentication or extensible authentication protocol-
authentication and key agreement (EAP-AKA) authentication;

the H(e)NB responding with a first parameter indicating the ability of the H(e)NB to
perform one of device authentication or device authentication and hosting party authentication;

the H(e)NB responding with a second parameter indicating the ability of the H(e)NB to
perform one of certification based authentication or EAP-AKA authentication; and

the H(e)NB performing authentication using the first requirement and the second
requirement on a condition that the first requirement and the second requirement matches the first

parameter and the second parameter.

22.  The method as in claim 21, further comprising:
receiving, at the H(e)NB, an acceptance of the first parameter response based on an

authentication profile retrieved using an H(e)NB identity.

23.  The method as in claim 21, further comprising:
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receiving, at the H(e)NB, a rejection of the first parameter response based on an

authentication profile retrieved using an H(e)NB identity.

24,  The method as in claim 21, further comprising:
responding with another first parameter indicating the ability of the H(e)NB to perform

hosting party authentication.

25.  The method as in claim 21, further comprising:
providing information that indicates at least one of platform trustworthiness or expected

state of at least a Trusted Environment (TrE) or the H(e)NB to the network.

26.  The method as in claim 25, wherein the information is signed by a private key protected
within the TtE.

27.  The method as in claim 25, wherein the information is used by the network to determine

access rights to the network and applications.

28.  The method as in claim 21, further comprising:

providing TrE cryptographically protected evidence of platform validity to the network.

29.  The method as in claim 21, further comprising:
checking, by a TrE, the integrity of the first and second requirements; and

forwarding, by the TrE, identity information to the network.

30.  The method as in claim 21, further comprising:
performing hosting party authentication by using the TrE and a hosting party module
(HPM), wherein the TrE protects HPM information and securely communicates with the HPM.

31.  The method as in claim 21, further comprising:

binding a TrE, a H(e)NB and a HPM using at least one identification value for the TrE, or
H(e)NB, and one identification value for the HPM.
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32.  The method as in claim 21, wherein protocols for interacting between H(e)NB functional
building blocks, a TrE and a network include at least one of Internet Key Exchange (IKEv2),
Transport Layer Security (TLS), Broadband Forum Technical Requirements (TR) 069, or Open
Mobile Alliance (OMA) Device Management (DM). |
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