WO 98/ 43421

PCT/ EP98/ 01607 BROADCAST RECEI VI NG SYSTEM COVPRI SI NG A
COVPUT DECODER : The present invention rel conbi ned
conmput Eﬁ;é&‘@ ecoder system for receiving broadcast P%h?‘%9%}§¥ﬁ7

transm ssions. The invention equally extends to each of the el ement s of a
conputer and a decoder adapted for use in such a system

ovetems.  uPSRCRYT REEFLAhe SRTER cBR TR R P RREAMD P PECRE oLl Ty by
a satellite or satellite/ cable link, to a nunber of subscrlbers, 10
each subscriber possessing a decoder or receiver/decoder capabl e of

descr amhd pragert [m@eritibA Rddted thacttombined corﬁﬁxmraaﬂuédaﬂe&)héﬂm%lﬂhb%d&&st
Terrestrial digital broadcast systens are al so known. Mor

r ecznt Higital tmnmtislqmeefﬁh@mw@%aqqaw eidands teotact ntthe alembnts aticcamputes ahzm | ogy for
the distributjon other types of digital data and information.

Br oadc 4&ted ?"r%i‘ﬁgtﬁi’g%‘ 6‘?1'“65%"3%§V§§'§‘a nunmber of 15 advantages in conparison
wi th other tel econmuni cation networks, such as the tel ephone network,
notably in relation to increased bandwi dth, reliability of transm ssion

et c. F@foakitdsbirarRARRIdn o@dlgkﬁm% i©{vell-known in FUTERE pAPYE sPR&HRS, WHGAQes%Paﬂ%léds' ng

a cable or satellite to enabeaccesstothelnternet for
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early stage and conventional hardware and sof tware systens that have
bedéh peaghonberrioer m%s%ssinegat?ayo@srr@raqe@ynr/dacpdea@amb@doffc@scmminaptm traramitteds i n
gquestion. In the case of a dH ital television receiver/decoder, for

exanpl B9foLSHOpRAYENtYIqNing, 539?55'%' gieitz| broadcast sygiems ar8 ASQ§NOUN o ey si on
style renote control device. Wiilst a renote control of this type is

usual l'y sufficient for television applications (channel changing,
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applications such as an internet browser will usually require a keyboard
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guestion, the avail able nenory of the decoder may be i nadequate for

ef f2ct p%n@g@sr iRt qogparison with othér telecommunication networks, such as the telephone network,
notably in relation to increased bandwidth, reliability of transmission etc. For this reason, a number of
systems have been suggested using a cable or satellite link to enable access to the internet, for

example.

20 At present, the provision of such services is at a very early stage and conventional hardware and
software systems that have been proposed in this regard are often ill-adapted for the applications in
question. In the case of a digital television receiver/decoder, for example, the system is usually piloted
by means of a television style remote control device. Whilst a remote control of this type is usually
sufficient for television applications (channel changing, selection of programme guides or menus),

25  more sophisticated applications such as an internet browser will usually require a keyboard for ease of
operation. Similarly, depending on the application in question, the available memory of the decoder

may be inadequate for effective operation.

For these reasons, a combination PC/decoder arrangément may be envisaged. However, whilst the

30 theoretical advantages of such a combination may be foreseen, the practical details of the



.For these reasons, a conbi nation PC/ decoder arrangenent may be envi saged.
However, whilst the 30 theoretical advantages of such a conbination may
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5 It is an object of the present invention to provide a practically
real i saliffecenddyprseri dataphiowrthe decoder mbatgen dtetwaent ditierentnmbtiess ol bperatin @at. a t o
be downl oaded fromthe decoder to the conputer whil st avoi di ng any
pot ent i WEVIIPUintERes MeLe el ens arising frominteracti on between the

el epents of the system 10 According to the present
invéntion there is provided a conbi ned conputer and decoder system for
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decoder conprises a routing nmeans, broadcast” digital data receilved
at- t he ciewpeton hat edsttdsi digithi bata thhe ewnpdter friritng decbast tof ihettomputer whisdd
routed to applications within the conputer by said routing neans. 15
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sinply and effectively identify nessages intended for applications
wi t hi n ¥H€Mdecoder and permts the decoder to reject, for exanpl e
mesgages havi ng anot her destination. 20 In a conputer/decoder

arrangenent, the majority of data received via the decoder during

oper at i A8rding to the presehtventiBdfertis grovitfd aQuinBiled oniglter aRIBeEL8Er shQEmdir t her
processi ng. However, in certain cases, data may be routed to
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may include an application for surveillance of transm ssion. In one 25
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MESS agea?:d rc];u(t)erd t%)%%gffc):laﬂ?dns l3\)(thin the computer by said routing means.
15
The presence of a routing means within the decoder enables the deccder to simply and effectively
identify messages intended for applications within the decoder and permits the decoder to reject, for

example messages having another destination,

20 Inacomputer/decoder arrangement, the majority of data received via the decoder during operations in
this mode will be routed to the computer for further processing. However, in certain cases, data may

be routed to applications within the decoder itself. -

For example, the decoder may include an application for surveillance of transmission. In one
25 embodiment,_ the application may monitor the continuity of the transmitted messages, for example, by
checking the arrival of each message in a numbered sequence of messages. In this case, the data

representing the message number is passed to the surveillance application.



checking the arrival of each nessage in a nunbered sequence of nessages. In
this case, the data representing the nessage nunber is passed to the
surveil ﬁ fRP! i cation. WO 98/ 43421
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Alternatlvely certain standard3test nessages may be passed to a stack
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decoder to nodify the routing table, as wll be
descri be%@%@é%@?é}'gé%&%b&%?n one particularly preferred enbodi nent, the
decoder further includes an application within the decoder adapt ed

to configure operating paraneters of the decoder including, inter alia, the
r out § ng Reddived bneinast ddtainmy asoibe gsediby deaode phsedapplivations tb mbdify tiey raGitigastie,

t hereof may be | oaded into the decoder or nodi fied by instructions
recei veds Midmderebedhpiew-er. Alternatively, or in addition, .the
configuration application together with data representing the
initial configuration paraneters nay be stored in the menory of the
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of the packet header . Broadcast digita route
t he conmaérmytmmbwrwermpdata to be processed by
15

Advantageously, the configuration application may further be loaded into the decoder or modified by -
instructions received in the transmitted broadcast data. This realisation enables the decoder to be re-

programmed at a distance by instructions contained ih the broadcast data flow.

20  In practice, the routing means may be adapted to identify and route messages according to
characteristics of the message data received. In one embodiment, broadcast data received in the
MPEG format by the decoder is routed by the routing table according to the value of the packet ID

header.

25  Broadcast digital data routed to the computer may simply comprise data to be processed by
applications previously installed in the computer, e.g. applications stored on a diskette and loaded into
the computer. However, in one embodiment, the broadcast data may also comprise the applications
themselves, adapted to be routed to the computer for execution within the computer. n this way,

downloading at a distance of applications into the computer from a remote server may be carried out.

30



.applications previously installed in the conputer, e.g. applications stored
on a diskette and | oaded into the conputer. However, in one

enbodi ment, the broadcast data may al so conprise the appli cations
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broadcast transm ssion |link destined for the conputer or decoder. However,

as the agriptepe appreci ated, the routing nmeans may al so operate to route
digital data received from ot her sources, such as applications
within the decoder and/or within the conputer and data received via any

of '_[Ig'e 28& JAS b&@ﬁ%bog%etn% Q;Ie V\Eﬁ Optﬁg ﬁo%?né%mgéh% ? Bec %&ésgé {'Tr%@l r){ar% e(l:’gttorlw 4on k
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the conmputer may be |inked to a nbdem such that nessages may be sent
will be appreciated, the routing means may also operate to route digital data received from other
sources, such as applications within the decoder and/or within the computer and data received via any
of the other input ports of the decoder, such as a serial/parallel link etc.

20

In the case where the computer/decoder combinéﬂon is to be used in an interactive application, such
as an internet application, the computer may be linked to a modem such that messages may be sent
from the computer to a server at the broadcast centre or elsewhere to demand, for example, the

transmission of a defined home page or the like. However, this may increase the cost of the system to

25 the user.

Preferably, the decoder further comprises a modem, the routing means being adapted to route
selected messages received from an application within the computer to the modem. In practice,
nearly all receiverldecoders_intended for the digital television market possess a modem link and the

30 cost of the modeﬁn is absorbed in the cost of the decoder itself.



fromthe conputer to a server at the broadcast centre or el sewhere to
demand, for exanple, the transm ssion of a defined honme page or the
like. ¥§kaqat Ni's may increase the cost of the systemtgq hhgy user .
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Preferably, the decoder further conpprises a nodem the routi nggrreans bei ng
adapted to route sel ected ssages r.eceived froman application
within the conputer to the nodem In practice, nearly all
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sinplifies the setti ngclﬁgqof the system for, an oper.ator

i

Pot ent | EoY&snRytPraRts BRieqHiaR T icRernel FEAUSASY B e BRPicAian FoRYitRIRb, pimpifinsy the
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origin romtne co can al so be avoi ded by such a transfer

of control. For exanple, the conmputer nay be adapted to send a
control signal to the decoder to render the decoder unresponsive to
sel ect eRpterdisineomdlistsr tvedendidstiuctions sehielot thel detdder byletheteeansysutrsas thecdecadera

15 remote control, and instructions originating from the computer can also be avoided by such a transfer

of control.

For example, the computer may be adapted to send é control signal to the decoder to render the
decoder unresponsive to selected commands received from selected other decoder inputs, such as a
20  change channel comm.and' from the decoder remote control. In some embodiments the decoder may
still be enabled to receive commands from other input sources, for example commands received in the

broadcast data flow.

As will be understood, the computer/decoder set-up of the present invention may be used in a number
25  of commercial applications, ranging from mass market internet type browser applications to more
specialised applications intended for corporate organisations, where the broadcast link is used to send

proprietary data.

One example envisaged is for the transmission of financial information, notably stock price

30 information, from a central financial centre to a number of remote terminals. In such an application,



20 change channel command from the decoder renpte control. In some

enbodi nents the decoder may still be enabled to receive commands
fromother input sources, for exanple commands received in the -
br oadcasWQi¥4431 ow. As wi || be understood, the ceawm’m/dldo?ﬁoder

set-up of the present invention may be used in a nunber 25 of commerci al
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the customer benefits fromthe increased channel capacity as conpared to
st andar dintcah®£s8WHar! e bkdoder is to be usb® PRk &ntedf dfld RS Wa?(mﬁﬁr%tﬁf 1it'isocﬂzvfatlsly
sensitive data by neans of an encrypted transm ssion ere
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channel for information destined for the conputer and wll not
handl e t &Pesss Sio8#f t%'?\&%@ﬁ*@@l% iisthis case; the system further eapmrisess televibien disgiléyethe

decoder S to.be he context of a mass market product, it is
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nor mgy cg@t,;ng@gF,hpn i.e. to receive and process digital
television signals. In this case, the system further conprises a television
di splay, the decoder being adapted to process received broadcast

audi o-vi sual data subsequently sent to the 10 television display.
The pr esEPreseptinyantion fugheriesiendsdo @rcdsputer andaiecqaiat for uskrinl a dptailay ddsoribeyse i N

a system.,as descri bed above. 15 VWil st the application refers
to << re®%er/decoders >> and << decoders >> it will be understood that
t he present invention applies equally to enbodi nents having a

receiver integrated with the decoder as to _
15 Whilst the application refers to « receiver/decoders » and « decoders » it will be understood that the

present invention applies equally to embodiments héving a receiver integréted with the decoder as to
a decoder unit functioning in combmatlon with a physwally separate receiver. Such a decoder may be
of the kind used in any satellite, terrestrial, cable etc digital broadcast system and may include other
multimedia type capabilities.

20

There will now be described, by vs}ay of example only, an embodiment of the present invention, in

which:

Figure 1 shows the overall architecture of a digital transmission system, as known from the field of

25  digital television;
Figure 2 shows an overview of the elements of a receiver/decoder;

Figure 3 shows the hardware architecture of a combined receiver/decoder and computer system

30  according to this embodiment of the invention:



. a decoder unit functioning in conbination with a physically separate

receiver. Such a decoder may be of the kind used in any satellite,
t errest wealbgssabl e etc di gital broadcast system and may i nedt/gpos@ibRr

mul timedia type capabilities. 20 7 There will now be described, by
way of exanple only, an enbodi ment of the present invention, in

whi ch: - Figure 1 shows the overall architecture of a digital

transm s,‘r@u%g s SN GhR S%M %tﬁrg@ghgﬁét%rﬁlopﬁ&&eﬂ‘r’ digital television,

Fi gure 2 shows an overvi recei ver/ decoder,

Figure 3 shows the hardware architecture of a conbi ned recei ver / decoder and
conputer system 30 according to this enbodi nent of the invention:

WO 98/ 43 xverview of a digital television broadcast and reception system 1000 adaptable to the present
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streame.g. a stream of video signals. The conpressor 2002 is connected to

a mnul ti ptrembler 2004 by linkage 26@8.anbl er 2004 by |inkage 2006. 10 The
mul ti.pl exer 2004 receives a plurality of further input signals, assenbles
one ®r nore transport streams and transmts conpressed di gital

signal s T}]g n%lt% [SLY £Bot4 rSEe %19%11 ‘g gpr{}/\ ﬂé@f/sggg%lgnésrsgmgle?o e 8r H’té':re[ {éqr}gegﬁ]

2010, whi I Of < COUTr 8 forns rnc
links. R&nd SR5FHshRE compressed digital signals to a transmitter 2008 of the broadcast centre via

linkage 2010, which can of course take a wide variety of forms including telecom links. The transmitter
2008 transmits electromagnetic signals via uplink 2012 towards a satellite transponder 2014, where
15 they are electronically processed and broadcast via notional downlink 2016 to earth receiver 2018,

conventionally in the form of a dish owned or rented by the end user.

The signals received by receiver 2018 are transmitted to an integrated receiver/decoder 2020 owned
or rented by the end user and connected to the end user’s television 2022. The receiver/decoder 2020
20  decodes the compressed MPEG-2 signal into a television signal for the television set 2022, Whilst
the present application refers to “receiver/decoders” and “decoders” it will be understood that fhe
present invention applies equally to embodiments having a receiver integrated with the decoder as to

a decoder unit functioning in combination with a physically separate receiver.

25 A conditional access system 3000 is connected to the multiplexer 2004 and the receiver/decoder
2020, and is located partly in the broadcast centre and partly in the decoder. It enables the end user to
access digital broadcasts from one or more broadcast suppliers. A smart card, capable of decrypting
messages relating to commercial offers (that is, on or several television programmes or data services

sold by the broadcast supplier), can be inserted into the receiver/decoder 2020.

30
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an equi withemtiousfapplivationsyiad medenuneddagk siapnaeld0@ a snart card inserted in
t he decoder to decrypt the encrypted control word and thereafter
descranble the transmtted data. A paid-up subscriber wll receive

i n gbr ogdeast, tgPé‘éf'}L&e.ﬁg\ﬂn&E %A% %@%&Em .%[étc&mext'\é’?ﬁirﬁ%@smh BFd:&éPé@%Jv%uAu on
key necessary encryp contro
vi ew ng data és‘é@cnété@\ﬂm 5®k&d3st digital television transmission. However, as will be described below

in more detail, the system will be used to transmit data intended for ultimate use in a computer linked

to the decoder in question. This data may be transmitted instead of, or as well as digital television

data, depending on, for example, whether the system is intended for a consumer or professional

20 market.

In the case where television signals are not to be distributed, the MPEG compressor 2002 used to
process the digital video stream may be omitted. (nformation passed by the server 4000 for
multiplexage by the muitiplexer 2004 may be pre-formatted in MPEG format by the server or

25  transformed by a dedicated server {not shown) for subsequent transmission.

Referring to Figure 2, the elements of a receiver/decoder 2020 or set-top box for use ina digital
broadcast system and adapted to be used in the present invention will now be described. As will be
understood, the elements of this decoder are largely conventional and their implementation will be

30  within the capabiiities of one skilled in the art.



_  ——

I O An interactive system 4000, al so connected to the nultipl exer
2004 and the receiver/decoder 2020 and again |ocated partly in the
br oadcagio srMd4part!ly in the decoder, enables the end user pce/mEpes/ersert

wi th various applications via a nodemmed $ack channel 4002. 15 The
above type of systemis nore generally known in the context of transm ssion
of digital audiovisual data associated with a broadcast - di gi tal

tel evi'sicQpoby Roglaakome IS AR AR T ——
P Rhfoop KR iy 880 e

detail, e systemw | ransm ata inten & use

in a Ccﬁﬁiéﬁlﬁf ah IMBE2S] tuner and dérﬁuiﬁﬁ'@xaﬂﬁﬁmﬁi" rdcRiviny Bpdadedst MH’E@trQ%h@ssﬂSﬁé’ de

transmitted instead of, or as well as digital television dat a,
dependisegdal dnterfdc 1206% amarﬂeJ intaddde 2042, labd |yrsddem 2028 fon sentifgant oeceivingalatavier  or
prof essi onal 20 mar ket . In the case where tel evision signals

ar e Snotthe telepbong ratwerlsy incthis Wd'WPEG“Lec#?ﬁ?@S gise inzlydes  §rstiandgsecond smartnagtess
the digit | nf t d by th

2000 1 dpader 2856 S PopE R TRt el b scsPRIRR = S4B eHAY Spe el FOvAAR oo

I n NPEQF%&Emtkeg ést}éiaéé? Wi the gsteraénd Meas'aécfn(ar%hdg 5331 Qorqz%gépgﬁ%ur esagﬁ X@% (not

shown) subséquent’ transm's erring to

el ementegrgdf a recei ver/decoder 2020 or set-top box for use in a digital
broadcast system and adapted to be used in the present invention will now
be described. As will be under stood, the el ements of thi s decoder

are largely conventional and their inplenentation will be within the
cap‘&bi | 'ei dsr aAngeingludas| 2 deqepyer %%331?0{ receiving infra-red con%ssssaﬂaé@ma handset
the de

/
2020 | SRR FHEE 394k 3P EHe, SH (1o gending, yciavisya), SarSh B s RGeT £PE

dat a, |cgnnectedtotr@%géccep itHres®iy MPEG tuner and denul tipl exer 2040 for
recei ving broadcast MPEG transm ssions, a serial interface 2041, a

paral l el interface 2042, and a nodem 2028 for sending and receiving data

via 5 the telephone network. In this enbodinent, the decoder also

i ncl udé¥ocessing of digital sioneleeicaivedvia tharitkerfaces and igeegfation 2 italneliti2d Sinals fiee

first reader 2030 for accepting_a subscription smart card contai.nin

15 handled by a central control unit 204 The software architecture of the contral unit within the decader

may correspond to that used in a known decoder and will not be described here in-any detail. It may-
be based, for example, on a viriual machine interacting via an interface layer with a lower level
operating system implemented in the hardware cbmponents of the decoder. |n terms of the hardware
architecture, the decoder will be equipped with a processor, memory elements such as ROM, RAM,

20  FLASH memory etc. as in known decoders.

Applications processed by the control unit 2045 may be resident applications stored in the ROM or
FLASH of the decoder or applications broadcast and downloaded via the MPEG interface 2 of the
decoder. Applications can include program guide applications, games, interactive services,

25  teleshopping applications, as well as initiaiing appfications to enable the decoder to be immediately
operational upon start-up and apglications for configuring the decoder. Applications are stored in
memory locations in the decoder and represented as resource files comprising graphic object
descriptién files, unit files, variables block files, instruction sequence files, application files, data files
etc.

30



-decryption keys associated wth the system and the second reader 2031 for
accepti ng bank and ot her cards. 10 The decoder also includes a
recei ver 2043 for receiving infra-red control signals froma handset

renot e WAPH/$I22044 and a Peritel ou put for sending audi BCTHRS$OWPYnal s to
a television 2022 connected tO the decoder (if present).

Pr oces stérgemtondiyiabilcafidrl iwhiob@dtLinitele \dedBodeP @ial b Giré-a68% uamrsganﬁg@ﬁx{é@n of
digital output signals is 15 handl ed by a central control unit 2045. The
sof t war modulesh ieaeft medale gorrespondionta ohe ommprevMPRGMali¢ee EeCUOMPEG table mayby
correspond to that used in a known decoder and will not be described here
in any Y¥eed into 3 gumpey of sections. Fgr dalateanster via the garigh ped Pasallebparis, modilesiase Alsme

st om 1o faedthei st B, Hireri e i P Cerns

| |
3%%‘?5‘?%58%? L'\ee\égarﬁ‘&:‘bsagr In terms of

t he shar dwar e architecture, the decoder will be equipped with a
processor, nenory elenents such as ROM RAM 20 FLASH nenory etc. as in
known dieaieiss of broadcast trandkpipsior; aiodGleSar fransportaidn g fdrieof aata badkets\Within 2045
may be resident applications stored. in the ROM or FLASH of the
decoderregpectiyeiiypasaf data stréano dercxamplarite ideprdatastieamtheaudined i ii@amna exf date 2
of the decoder. | Ap]QI cations can include program guide
appl i caitiedfs !n gechiancs WidyEES stardards Ak packet isprecqda B‘gﬁgﬁ‘fﬁe igentien (P3ef ons,
as wel | I Dt At ' i 0, . be. i iately
operat i %Sflb;ﬁs' "ﬂiﬁoﬁr{sg‘%%rg ?'?@gé'éaeﬁ@é“ég%%f‘@"a*{‘ ?Qﬁgb% B%Qg'ogﬁ fbg%ﬁ%%a?%%blﬁg@g er .
Apploi Cadon@ihg aAlEof M diffdtentRireams and deRHER the doRteAtidr B4bh strBarh B&oftfiig@d8le and
represented as resource files conprising graphic object description
files, naspectifei FIDs A RiIBmaytaiepithddenitie td ihk eeserica of applidatiars is the Weaceirh | tRSPID
application files, data files etc. 30 WO 98/ 43421
10 being identified by the PMT table. PCT/ EP98/ 01607 Conventional ly,
appl i cati ons downl oaded into the decoder via the broadcast |ink are divided
into nodul es, each nodul e corresponding to one or nore MPEG t abl es.
Each MAgdgediRbhédw ng.p@?, the hardward 'a?é\'\ﬁa%gxré SR decBHEIRSputdr cSREhARRA Sccdrfifg dat @
transfer via the serial and parallel ports, nbdules are also

15  tothe presentinvention will now be described. The decoder 2020 includes an input connection from

ry

the receiver 2018 and is aiso connected via serial and/or parallel connectors 2026, 2027 to a
computer 2027 in the form of a PC. In alternative embédiments. the computer 2027 may be defined
by any number of different computer devices (Unix workstation etc) capable of receiving data and
executing installed 'applications. - |

20
Associated with the decoder is an integrated modem device 2028. Although this has been
represented in this figure as being a distinct item, the modem 2028 will normally be integrated within
the body of the decoder. The PC computer 2027 may also inciude a link to a modem 2029, usually
provided separately from the computer. As will be discussed, in certain embodiments the modem

25 2029 may be rendered superfluous by the decoder modem 2028.

" As described above, the decoder includes smart card reader slots 2030, 2031 for accepting credit or
subscription cards associated with the decoder. Data transmissions sent within the system may be
encrypted or scrambled, the subscription card associated with the decoder possessing the necessary

30  key or keys for decrypting the transmissions.



split into tables and sections, the size of the 'section depending on the
channel wused. 5 In the case .of broadcast transm ssion, nodules are
transported in the formof data packets within respective types of
dat a Y@ 88342t or exanple, the video data stream the au®iCa/RPa8/61687ream a
text data stream In accordam¢e with MPEG standards each packet is
preceded by a Packet ldentifier (PID) of 13 bits, one PID for every
packet transported in the MPEG stream A programe nap table (PMI) 10

cont aRekrriAg hbw to Mguré Banélichicairatdhitecidirt 6ANE syt Wik how 88 dedftAbsd sl bof each

stream according to the respective PID. A PID may alert the device
t 0 t hendersemetbe fupttionplEisnuants ioesal of theecetier andPE ewrip prakiisehemented by bei ng
identified by the PMI table. Referring now to Figure 3, the

har duieensaf sivorREETSdseftyare foduige Bxsguled Ebwmpéqceisemvm WBW%‘%P@HaF?g 15 to
th be d d 020 d
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seria I e 6, L0 a conmput er 2027 in

t he fé‘r%ﬂgwqe"%%{e%bk%?lgée?r natlv{plgeréle\ dﬁoﬁ%’%% "the conputer 2027 may be

defi ned by any nunber of different corrputer devi ces (Uni x

wor kst ati on etc) capable of receiving data and executing installed
appl i Digttal bremdcasPdita supplied bixsisosEna 6000/artdltapthred b hedegeives 2C18 pastesdr ait ed nodem
device 2028. Although this has been represented in this figure as

bei ngrosting takie Aaticatior #P32 Whinihel eeRoderR920: An a‘??é??ﬁ?ﬂ"?’ apelicatpneded petditoni t hi n

Lhegﬁf?%?ggh%@g@gﬁé%% ol el OB PRF7Or P B T RS TRIERE  Ac wi | | :
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super ous by t ove

decodginin e IPetRmpaIRPEd27 VR dsdlRfdQarafbi @t SerdHanno? bk, Sous. WeRSIRhelghges edit or
subscription cards associated with the decoder. Data transm ssions sent

Wi t hi may &leo ey seneim aepodse configurationeapplicapiere2D36 which cantivlsedier efretheubscri pti on
card associated with the decoder possessing the necessary 30 key or keys
for dedfigysetiong! haEUIPSR8IR 3t Re described in more detail belpwgg/ 43421

Pgl'/ EP98/ 01607 11

The selection and subsequent routing of messages may be carried out on the basis of the PID or
Packet ID of the MPEG message packet, or on any other header section or indicator associated with
the received message packet. Data destined for the computer 2027 is sent via a parallel or serial
connection 2025, 2026 to a communication manager 2035 adapted to manage communications via

0 the serial and parallet ports on the computer.

b

In the case of applications 2034 within the decoder 2020, these can include, for example, a

transmission surveillance application adapted to receive packet messages correspondingto a-

standard test format and to evaluate the quality of the communication channel based on the correct or
incorrect reception of alt or paﬁ of the test packet message. This can be used, for example, when the
receiver is being tuned to the channel frequency on which the data in question is sent. In addition or
alternatively, a continuity counter apphcatnon may be prowded to monitor the arrival of each message

ina numbered sequence.



.Referring nowto Figure 4, the logical architecture of the systemw || now
be described. As wll be understood, the functional elenents internal
of the decoder and PC are in practice inplenented by means of - .
progr anmm¥® 38#B42kar e nodul es executed by g croprocessor deBCEHEP3/01607
relation to data 5 stored in RAM EEP FLASH et c nenDry means wthin
t he deVigagSecdNddtytid aéeebaf,anéggn%t&u@e&hmzoz7 ma aﬁEﬂ)&eQﬁndl p&g@ct 0y
dedi cat ed hardwaré ASICs, for exanple. gi tal broa cas

suppl i egrdogssietidn areexisting m&mﬂwltmaptewbmdutbsyfot bampecatafera Red frowpas 2638, 19 a
routing table application 2032 within the decoder 2020. An access control
appl i ca9$h6hpf293§33’&§?'§m?@'a‘ applicajiens; {hgtdataifeayder iarxpEaie\gieak datetagdapted fodeover
descr anbl ed ets. These nessa ckets are routed by the
Fout | ng PESETEAENE ispiayed oY gspeaalissdrppionian TR dramatEs Weeisd brresprieto

appl i cat, aral lel or
ori & s fsaaewf%&'@ iS04 Sh atBinductils & ARAEIRAETE O
decoder configuration application 2035 Whl ch cont roI s, inter alia, the
configuration of the routing table, as will be described in nore detai

bel ow. Th&configuration treabeting itaife 2034 issinl ERecpnevied bpa tonfigurationeppicatpa208ny be
carried out on the basis of the PID or Packet I D of the MPEG nessage
packet WithipthegegodarnBart ﬁ‘éﬁi‘@é?‘e§éﬁﬁ9ﬂ9ﬁ°fbﬁppl'%?fb@?ﬂe '%E@B@ ireihe mempry|gf the

t he recelve sa tined [ the ut.er I s sent
Ve o parlFrel RAREE AR, suck b A€ Tl ol 4 DRI Sk ifn o T on
mangager | Il el
por 10 i SPRE0REERH L. 1R BIRAG AT LAY palet K e S o AR IRE ) The
decoder théQf2Beddrhese can i ncl ude, for exanple, a transmi ssi on
surveillance application adapted to receive packet nmessages correspondi ng
to a standard test format and to evaluate the quality of the
conmmruni cat j on channel based on the correct or i ncorrect reception of

al | or pFhR4dtge o plerRivelyghe RAYiovaL g Agelicatian; '%aycPér'f‘sﬁ?eeq.géWd'fPSPY R3CKPEDl e, when
t he . _Mmess sggg ?éc\égéd V|§ tl‘{%q\*l% é%lgﬁgt én% dﬁslagtcﬁémaﬁ the Je%gdé? Qg}ﬁe%h:é’éf*}b t he

data in question 1S sen Ion or ternativ a con |nU|ty

couns er trpdtirfsBink® BeddRiiNgRS aR indtidl SHedbtdrMine® FHuﬁlecohﬂ‘yéra%ﬁ i 1 @is wsy. RAde Message
i n a nunbered sequence.

programming and reprogramming of the decoder becomes possible.
More significantly, the decoder configuration appiicaﬁon 2037 may be also configured by control
instructions sent from a monitoring application 2038 within the PC computer 2027. As with all PC

20 applications, this application may be loaded into the PC by diskette or via packet messages received
by the decoder and re-routed to the PC. The monitoring application can then carry out the necessary
configuration of the routing table 2032 and its parameters to enable the decoder to correctly handle
and route messages intended for the browser application 2035 or any other application within the PC
or decoder. '

25
Further aspects of the decoder configuration generally are also handled by the application 2037 and
can be controlled by control signals from the monitoring application 2038. In this way the PC is
enabled to take all necessary steps to correctly configure the decoder for the reception of data

messages destined for an application within the PC. In particular, the monitoring application 2038
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PCT/ EP98/ 01607 Data recei ved by the decoder and sent to the
conput erydQg/43438Y | ncl ude sinple data adapted to be PCPE

exi sting application within the conputer,, for exanple data?or a we

. 3 ’ . .
dat o moy"BEEe aeBPd i coNl Bersaast i nsapleaion Bpep acust e bt declasahna
dat a Yot it AT 2 SRAARLS e gt
responac rRune pRRREEELAEH < PBR A et irfhBrS) 2027 or on an

automatic basis at periodic intervals. The configuration of the
routing table 2032 is in fact controlled by a configuration application
2037 The manitorngrapplvatiahezap ciso coffigute the detoteraiictt that itooihhat goreat ather input
application may be installed in the menory of the application during
manufactsgnels fieiicemerpiel pher spucssder 9XARPla geanss changeldequeris fRegivedfrom & reraale i ng

10 instructions.to enable the decoder to handle routing of packet nessages
2t the. ifBIEN AERERleR 7D Ha Feper. SHPSirol daftler meb Salhy e SRS Rt dontia. o1
alternatively, the configuration application nay be installed or nodified
by packet nmessages received via the MPEG data flux and di spat ched
Wit hin tine adesiges obitistphicilaiEntiodidtEntwill Be uAderstddae I densial, e PeREEIBLSR LS NY
to an initial predeterm ned routing configuration. In this way, renote
pr ogr amthengpezator wikpe drivirgrthe sygtept frorh thedRiteainal binsochezs casestse bysiam should be
More significantly, the decoder confi glur ation application 2037 may be al so
confPgurdspemly wnsPprsive to commandsde eSysiem yiademtecpdss Mith e pessile; ergeption of
applicatjon 2038 withi h conmput er 27, As. W all PC 20
20b1 1 ot Eendy edted i e Urec iR TR Re, i reritRs oh e B ardRer seror via
packet nBahAYRsm aR&RS ¥Rhvoids, for exBiplelBe HESRIRS of BRGpEBIor PEbRAAR chiiilgC: The
nonitoring application can then carry out the necessary
conf i gurchdnrefs byfthd dexocdaruémoty cortol ¢uridg Sgerativel of &8 Craaplatdrer s to enabl e the
decoder to correctly handl e and route nessages intended for the
browser application 2035 or any other application wthin the PC or
decoder.. 2 Further aspects of the decader, confiqguyration generally
ar o 1 s St aowsher PG R dReoseesiorang FC s et < Gy saploabon Brostian vy
QB 4 QEAGY FiRkd-CRt éﬁﬂg%p&:f\%‘mgﬂan‘/ Qétﬁ:g"f@yecéi aPC1s

din an

cont rol g ghal fonf ti?é'hk
enabl ed to take a ecessary steps to correct confirgure t decoder for

t he recapbwoRiisiof@héhnel. By medife 36Rg GfonitRing bfitatio Witk thalAT, tealeeddr el bé N
the PC. In particular, the nonitoring application 2038
controlled to search out the channel associated with transmission of data for the new application and
to download and route such data to the application within the PC computer. In this way, the useris
20  spared from having to adjust the decoder himself to the correct channel since this will be automatically

carried out by the PC.

In the embodiments of Figures 3 and 4, the system is configured for a largely professional or
commercial type of service, in which the decoder is used exclusively to process data related to
25 applications used within the PC. In such services, the decoder will not be used to handle TV data and

a television display will not be needed.

Nevertheless, in some realisations, the decoder may also be used to carry out its “normal” functions,

namely processing digital TV data, from time to time. In such case, a television will be connected to
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13 be adapted to send control nessages to the application 2037 to
adj ust tW@ #2g of the decoder to recei ve nmessageRCEERHS/00607a
particul ar comunication frequency. 14 The nonitoring application can

al so cothe dgeader within e sysiem. koulih sethiat thé deagrdéerd mayshargedeptd farhmoddsrsidksired 5
signal s erom sonme or all other sources, for exanple change channel requests
recei veY PR Y8 renote control associated with the decoder. O her
control paraneters may equally be adjusted as desired. The

advant ages of this particular enbodinent will be understood. In general, in
a PC degoRightionsd abte, in the case Wikte RGNS takbh cbntfdfordid aeca&rtfaeemasiﬂ“ from
the PCtermnal. In such a case, the system shoul d be general ly

unr s porséivieddwinicadedassisadeaiata for g di £blowker abpieatibacinel Géco(iw ilbe Uneesposshieb! €
exception of commands received via the MPEG flow, .of course). This
real i salicommands tgeeiyadydanthe decodecrpmatessontint pic until such timsresitheussr fasderminatedi ng
and avojds, for exanple, the SI bility .of the operator inadvertently
changi n@esessm"byéﬁﬁﬁ‘ﬁgpgﬂﬁvtq'ﬁ decoder renpte control during operation of
a PC application. 15 Equal Iy, the advantage of controlling the decoder
fromthe PCis that a new application |oaded into the PC can

aut onat ThedboVe HiSSUREIbH BN @ndenth @B @Ak ri@thg FFackdt@RtaReRIVRY Gia tRMPEW AR Ay set
up to receive a known tel evision channel. By means of the nonitoring
appld cavil ba apprediated, ttirerofiDg tathe mde aloc be usedyo dimct messagesaeagived frbreany of tikear ch
out the channel associated with transm ssion of data for the new

appl i caRqr§ef gdevice. In pagtiguigfoifirecage afinterastveaprrligatipng #ithin F@ PtOn for gxamAleat i on
vvlthlnt PC c the u dfro vi ng
Fo ad; WP RIS QIR nehEa T TRk < O e b Reapeicafite B e st
automatical ly carried out by the PC. In the enbodi ment s of
Figures 3 and 4, the systemis configured for a largely professional or
comer cinahe siyplestembséiment the ACmahbecdonh dtedlerdstendarsmeotzaticonnediors 2020ty the O
process data related to 25 applications used within the PC. In such
sertd c e%eNetf H@OQaI e‘%ﬁﬂeléi*s fﬁr informationifeom the BC 282rnd$eet viauheimpdern AGR9 will be repligd

tel evisgj not be in some

el | 5ol PO G sed befar Sty A Be selite cehionds= 40k 37y 1 (R TsHR
functi Omsupposes the ﬁ}@é@ll:é( e} rﬁ&ﬁéﬁ%ﬂﬁn 9r'£§ (fﬁaltedu(th%&mpf){epﬂaﬁ' me to time. In

such case, television w connecte

In an alternative arrangement, messages destined for the server 4000 from the PC 2027 may be sent
20  via the serial/parallel lines 2025, 2026 to be routed via the routing table 2032 to the modem 2028
integral within the decoder and, thereafter, sent to the server 4000. Since all decoders are in practice

‘manufactured with such a modem, there is no extra cost for the consumer with this configuration.

The modem 2028 may of course also be used to dispatch messages from apgplications within the
25  decoder, for example, messages from the application 2034 used to survey the quality of transmissions
on the selected channel or from the access control application 2033. Exceptionally, messages may

also be sent from the server to the decader and/or PC via either df the modem links 2028, 2029.
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t he decog{qjg 4y N the system In this set-up, the decoderP@i%Pg ge to
and from nodes as desired %y t he user. As nentioned above
in the case where the PC has tak}e control of the decoder; -for--exanple. to
5 recei ve downl oaded web page data for use in a br | ication, the
decoder @iAjpaghe unresponsive to conmmands recei WIMEE mm”m der
renmote control etc until such tinme as the user has tel t he
session by a command fromthe PC. The above discussion Has*

concentrated on the routing of packet data received via the MPEG fl ow. As
10 wi 1. Axembined gemputenhnd deeodensysientfot retdidngigadadss digitat date drdnsmuisaiinsect
msssages received fromany of the ports of the device. In

par t Pcul ARECIeRseda thak e dS?“th‘E%?Pé'E?ﬁ ﬂ/‘@“‘éﬂ%ﬁaﬂﬁt"i’ Freashiigi data Freeived atithy

exanpl e, wser. 6 need t sent from
the Pc isBrdesans seifie 81 BT 8hoder thngasured Sha Rllen s SRISEF T By Re ftisron:.
the PC rRys-ReofigHezhed via a standard nodem connection 2029 to the 15
server 4000. Requests for information fromthe PC 2027 and sent via the
nodem 2029 wi Il be replied to by informati on sent by the server via
the satellite or broadcast |ink 2018. This realisation pr esupposes

t he pr eskAcembined complden and de¢adensystessasaiaimestin glgirhi, irehichosaisiroeting20@2is is

In an alternative arrangenent, rressswges destined for the server 4000 from

t he Bc JuPer aerptesiio sute daty fp appliqationsyithindne dacedsty ol | el | ines 2025, 2026 to

be routed via the routing table 2032 to the nodem 2028 i nt egral
within the decoder and, thereafter, sent to the server 4000. Since all

decoder 3. & Eorhiindd RATpULPand decoder a;yféhf, A tisiFned inMaich 1 SHE h RhiBPR. WecddBfifhd-S NO
extra cost for the consunmer with this configuration. The nodem

2028 nmyinahiides anmpgicatichovithip thesdatodey adapeabib chnfiyere oaeratingfpacameaigrp bf thatiécatsr. -
within the 25 decoder, for exanple, nessages fromthe application 2034
used to survey the quality of transm ssions on the sel ected channel

21 s be SBTPPPPER TR SFaEs DRETARSRINSS AR PG i ErBHERe; (o

modem | i BkR-a88¢8 ad£RéPto configure, inter alia, the routing means.

5. A combined computér and decoder system as claimed in claim 3 or 4 in which the configuration
application is ioaded into the decoder or modified by instructions received from the computer.

20
6. A combined computer and decoder system as claimed in any of claims 3 to § in which the
configuration application is stored in the memory of the decoder during the initial manufacture of the

decoder.

25 7. A combined computer and decoder system as claimed in any of claims 3 to 6 in which the
configuration application is loaded into the decader or meodified by instructions received in the

transmitted broadcast data.

s Been Replace
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15 CLAIMS 1. A conbi ned conputer and decoder system for receiving
broadcast digital data transm ssions, wherein the decoder conprises a
routi ng nmeans for identifying broadcast digital data received at the*
decoder ; WO 9843421char acteri sed in that the routing neans i sPEHEPIIUGE t o
route received data identified as dd8tined for the conputer to

appl i cat b.oﬁ‘éorﬁﬁiﬁéydaﬂpbérm{:é’errs¥§é?\qaé ﬂaihaatn any BRc8GELAGN if Wikl Gbadcast
conprises a configuration application adapted to configure sail routl ng
means.  d&ta receivéd MAROMPEG forarapby e deddderde Ruttaby thebieing ablecdt Rias@flpddn Cl ai m
1, wherein said routing neans is further adapted to route data i1dentified
as desti H@Q@fdimtotﬂﬂﬁelau@@gt!\emad@tlwm@ﬂéfcati ons within the decoder. 3. A
conbi ned conput er and decoder systemas clainmed in claim1l or 2, wherein

t he conputer conprises control neans for sending control signals to the

deCOd§ J E.OA c&%ﬁgﬂoﬁhﬁt %:grz;:;ec&&r Q?s&ém 898&?!%& 9‘%39}]?%%?’%@%&%0'1 b andcﬁseA

conbi ned conputer a I systemas clalne erel

control g Yath FodePB Rtcohputef BéhnprRBE 44 to%ﬂ%&%se& By bpiicRROSIBYiIodsH installed

configure the configuration application. A conbi ned conputer and

decoder ytisd enmputer ahdfbmagghlidatiores tabennstatied ahd exdvatediwithintiescoepoter.ol neans i s
configured to control the operation of a tuner within the decoder to
sel ect the channel frequency for reception of digital data to be downl oaded

to th ter. 6. A ' ter. _and decoder . t | ai med

i any of o0y Hed cpBpuer BRI ol BRI n ARLPIEE BRI MBI o send 2
trol gl o i

Col otd oa eana it reRaCEaPRlor Poank SIATE b e AT HRRT paMpSBARA Gl

conput er foat fordeeRgeent FyBAEINdasystbdiorR & thélcamputedr ecedi ng cl aim wherein at
| east part of the configuration application is stored in the nmenory of the
decoder during the initial manufacture_ of the decoder.

16 A conmbi ned conput er and decoder system as clainmed in any

8. '
pr ecedi n§'-& sampjned GRRPWER NG depodsesysiegt 35 dAmedB claighiq ig whish therfesqsisr pessessen i s
| oaded i - or. i i i ' i in_th
o B aR s on PR s bR RIS R U ot iab i oo
SYSt @ atheGh@tdIRErd HRindRMbIRGE&AY LEH t6 iedcmbidigRA LN the routing neans is

adapted to identify and route broadcast digital data
12. A combined computer and decoder system as cllaimed in any preceding claim in which the
decoder further comprises a modem, the routing means being adapted to route selected messages
received from an application within the computer to the modem.
20
13. A combined computer and decoder system as claimed in any preceding claim in which the
operation of the decoder is at least in part controlled by control signals sent from a control means

within the computer.

25 14. A combined computer and decoder system as claimed in ¢laim 13 in which the computer controls
the operation of the tuner within the decoder to select the channel frequency for reception of digital

data to be downiocaded to the computer. L
g
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.received at the decoder according to the characteristics of the received
dat a. A conbi ned conputer and decoder system as clained in any

10.
precedi g i wherein the routing neans is configured
br oadcas%?ogé/g%“?ial data received in7the MPEG format at Ieaés(to”#]??lé{?z?og
accor diBIALBmbiABd ¥sthbiRer¥ha dB&dRAGKRIM dsidiRadIR ciaim 13 Br 14 iDL DGSh s Pt er
and decoder systemas clained in any preceding claim wherein the routing
means idaptehtbisghd @ dortml sign: & the dédoderto rapdecthe bemadiomsdspbhgiettakeldat@ to be
processed by applications previously installed in the conputer and/or
appl i caemwarRds reeeived fromsielgcledpthandeesdecdorwsl within t he conputer. 12. A

conbi ned conputer and decoder systemas clained in any preceding claim
wherein the decoder conprises decryption neans adapted to decrypt digital

oL e e RSl AL B BT
cl ai medahflutéd iAditled 2n inhbHRERdl p@ppﬁga%ﬁﬁ)g@épt%?&%ﬁ/@%ﬁé%ﬁ%‘b%ﬂ&%}éo vﬁfr't ﬁinn

expl oi tation keye%%r use in decrypting an encrypted contro

t he broadcast digital data for subsequent use in descranbling the

scranbl ed data. 14. A conbi ned conput er and decoder system as cl ai ned
i n any 1preecmhingg colrpiter and dagedar systéra asldeioddiin ynpededing cirimrindenich théie r out i ng
means being adapted to route sel ected nessages froman application wthin
t he coﬁ?ﬂ]ﬁ‘g?" ipiuden @n ApRfieaion adapfed to ’%C%VGrﬁBF'PFé?g dei3nfeueEmeldoddieRler system
as d:l ai Eﬂ;d g’.n any preﬁegi r}% r(:I aim wherein the conputer includes an
in%ern O Sk &3 ezgpvﬂﬁ - 1dl ﬁ'adapt ed to receive data routed by the routing
means. 17 16. A

conbi ned conputer and decoder systemas clainmed in any preceding claim
wher ei m8.ithéeniigaubmpulensid tesder Bysip ks Sidiriealh aGaRérding Qlaime Afth¥eofiphanss al
data routed by the routing neans. 17. A conbi ned conput er and decoder
syst enfelyispinalispizg connegteg iptheclechidey thel decoder being péaritatfo pracesrecsiveagirpreidsadt ay
connected to the decoder, the decoder being adapted to process received

br oadcadtio-wgia! datgisebseauently el ihbefiRiranydi Bt to the tel evi sion display.
18,5 A decoder for a conbi ned conputer and decoder system the decoder
conprising a routing neans for identifying broadcast digital data received
at t hetgleg @8&der for a combifd¥PdoRPURFE bikPdbcbdlerisfiibm b @lalntdlih Q%( ArE&¥hg!chaim, the
configured to route received data identified as destined for the conputer
t 0 applecodéd cantprising Brautihd Mmesgrdpied to idsdifyl andirbuate bichdcadedigithe dath destined for a
conprises a configuration application adapted to configure said routing
means. conpected Komputsi.ned conput er and decoder system substantially as herein
described. 20. A decoder for a conbined conputer and decoder system
substantially as herein descri bed.

20 20. A computer for a combined computer and decoder system as claimed in any of claims 1 to 18, the
computer comprising control means adapted to generate contrel signals for controlling, at least part,

the operation of the decoder,

25 21. A combined computer and decoder system for receiving broadcast digital data

transmissions, substantially as herein described with reference to and as illustrated in

LTI

the accompanying drawings.
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