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PCT/ EP97/ 02 ACCESS CONTR@, _
The present %3%\3[172% relates to an access control system in parficular to
a nmet hod of provi di ng access by a p[_oﬁgLamto at | east one conponent
of a conmputer system nore particularty of a conputer systemused in

a receiver/decoder of broadcast gigilal OéFFR ol The advent of
digital transm ssion systens infgt 8¢ L adcast i ng
television signals, in particular but not exclusively satellite television
systens, has opened up the possibility of using such systens for

ot her pur posesThopeesent inyrution reJateyto an accessy ¢optrobsystamarin patticulay tove miethaseofend

user. 10 One | LS LS.t n_application on th

recei ver/ decodgfov\t@ﬁ%%‘ﬁgwgﬁw&ﬁn lté%lga{téﬁg,@ ’E‘P@ﬁ""% i© ﬁ;ff’mipggf 8%%‘?‘9’&}9‘%%
code for the apaiticGRilyf & euingufe spaéfivRAtinya receiver/defdddl df brbiReast digital
recei ver/ decoder. However, this would be rather limting. Preferably, "the

recei ver/ décod&ignalBoul d be able to downl oad the code for a required .
application. In this way, nore variety may be provided, and
applications can be updated as required 15 w thout any action on the part
of the user. The adveAPPRE idigitdl Offgnsid¥sicX 8Pstér® Minkided RImRINIP T fofl T OARAstRzE
generated by various broadcast suppliers. Typically, the

recei ver/ decodtalevision signalsbiny pasticular butf neteexclusivaly satellite ¢elevision systems, has
interface and paral.l el,interface. for cannectiop tg external .units. Device:
drivers for 8penepﬁxgstge PRYIRIE gcdééxsggéuglhw méstlpoﬁ‘f?qeﬁ PURRRTY gj@tﬂ Lﬂtf z}?csf’)fs ¥he
receiver/ decodeoviaNﬁ;&rg&jvjtymm thelead uger ces of applications and
multiple manufacturing sources of recei ver/decoder, it is

I nportant that one application behaves in the same way on every

e e L e o g

application in

first aspect t g RIcvitod sigiil 49 réceiveds Dhé dode forithe Appliction covidbegrdanently
access by a programto at |east gne conponent of a conputer system said
net hod c 8tP5ad iy;theyracpiveridespderpHowever, this would be mther fimdting. Perferably, the

devi ce associ ap&dim/ileddbfsHRuIPHE bk 35 REWnidaR he ALY a tdjuired application. In

this way, more varicty may be provided, and applications can be updated as rcqui}ed

15  without any action on the part of the user.

Applications for execution by a receiver/decoder are generated by various broadcast
suppliers. Typically, the receiver/decoder has a number of interfaces, such as a serial
interface and parallel interface, for connection to external units. Device drivers for
these interfaces are supplied by the manufacturer of the receiver/decoder. With
20  multiple sources of applications and multiple manufacturing sources of
receiver/decoder, it is important that one application behaves in the same way on
every receiver/decoder, and each receiver/decoder should execute every application in

the same, correct manner.

Accordingly, in a first aspect the present invention provides a method of providing
25  access by a program to at least one component of a computer system, said method
comprising the steps of:

storing a logical device associated with the or each respective component in



- 2- said system the or each | ogical device having a respective

devi ce identyfief,. assigning a programidentifier
pr ogr am and‘bi) sla12 outputting fromthe programa si gngFT@%ﬂ%&ﬁg ng
the programidentifier and the device,identifier of the or each

| ogi cal device to a conmon interface betwee%'the 5 program and the or
each | ogi cal dey; L Gad il : .. said
program and t hey%a;g%%%ﬂ’cﬁhgg)?%g%@ Vi cgéﬁgaﬁ%%g?%%%@g&gmQdemﬁer’By nmeans
of the above, a comassignivges progean $deptifivr tdathe Pedgr@npaddie vari ous prograns
in the conputer system and the "hardware" of the receiver/decoder,

i rrespective of the outputiing&gm-g prygrama signalgomnsisingthe program édentitier and the

The signal may I]Wiwﬁegﬁﬁéfp& e & & &l%@%!t@% Egé@:oﬂtin‘%ﬁgwﬁftw«:gg RN

of a message o froma respective 19gicC ce rndrcatrng a

change of sat epmirdnhand the or exshylogiesitdenizs a6 ichdatia shinthuhlvatiore ¢hamel between
Thus, a programnmy be alerted to an "unexpected event" occurring at one of

t he conp ot Program and ihe o1 each degic dekicp (viasaid intedargge by a seri al
interface of the 15 conputer systemor the insertion of a smartcard in a
smartcard reader of the conputer system This nmessage nmay be

stored tenporar B?' Yneafls GEtht @beWRAA Sorfinof dnterfAcR TP plovidedbetvseh kIR various programs
subsequent transter to said program In_other words, the program may inform

t he | ogi ciil the egmputer system and{se chasdwans e o the seseineridaeadsr, dmresppctivieraf thhe
nmessage. 20 sﬁ&&%%rﬁﬂé ¥rogHﬁ?s SHIEHE e.COMPrises a plurality of
queues, each queue havi ng®a - respective priority level indicative of
the order in which nessages are to be transferred fromthe queue

means to the program and said signal further conprises the priority
level of th qul-’gee sigaal Ay fuithar FOMPESE g Somumang webling recaint St fbe program of a

Thus. Lae pr oo BN oAREE b 4 MpectlASRGI divid) Mhickthd D ERARSSARE Beil PO

dealt 25 wth ueue .nean Ing a pri
whi ch t he queuecenmporent associated with tiedeviet.t h t he nessage.

Thus, a program may be alerted to an "unexpected event” occurring at one of the
components, for example, the receipt of a message by a scrial interface of the
15  computer system or the insertion of a smartcard in a smartcard reader of the computer

system.

This message may be stored temporarily in queue means of said computer system for |
subsequent transfer to said program. In other words, the program may inform the
logical device that it need not be supplied immediately with the message.

20  Preferably, the queue means comprises a plurality of queues, each queue having a
respective priority level indicative of the order in which messages are to be transferred
from the queue means to the program, and said signal further comprises the priority

. level of the queue in which said message is to be stored temporarily.

Thus, the program may specify the "urgency” with which the message is to be dealt
25  with by the queue means by indicating a priority level with which the queue means
is to deal with the message.



- 3- In a second aspect, the present invention provides a nethod of

provrdlng {} pIuraIrty of prograns to at |ea fﬁ%? onent
of a conput §%§§§ én1u3|ng th met hod descri bed abovesg eac %rggranr

accessing the or each conponent via said i nterface. Thus, the
present invention provides a single conmmon”i nterface for connunlcatlon

bet ween a pro [
potmean - " *Sh BB ABEtOfhe HRésE Blkrtin HIUIESE moil dr ro B HeLEE by
aspect of the phurelignéf progeatis cmapkrm ons campohdm cofod computenisystemousing ahe

bet ween rogram and. a nent of a conputer system said neth d
conpri si ng thénﬁg ibed g ove, “cath program 3¢cessing Hg %Fcﬁ@gs“’@}l’ R PRY

to the conpongpt d) ?é ng the nethod descri bed above; and-

subsequent |y out’putfting fromthe programa si‘gnal conprising the program

identifier, the device identifier of the |ogical device to a common

I nterface,_ a 15 command | nstructi n’%&?perat ion of a corrponent .by the
| ogi cal deVi cdTuscbeiRTesent mventlont praY rsingle commaneinteriace dok somBUBiEationy

to said conpory Wi y
sai d conponent %P% eg 2 wog e@'{ﬂg%rtctig ical dgwc@gdinﬂsfﬁr E&ﬁmgﬁ’#ﬁr@“ﬁe‘w&eﬁo
In a fourth asplegical ﬁévecqax;ﬂsmetoﬂmmrﬁmmrow des a nmethod of transmitting
data 20 bet ween a program and a conmponent of a conputer system said

met hod conpri si ng t he steps of provi di ng access by the

rogramto the, g negt { C
g ubgequent |y &fbd{rﬁ)a% O]i H%rﬁr}?sﬁhmv g %‘ﬂgiésgir]fér?ﬁxgdnépagsnﬁlf g'igndat S‘%g”é’?%'m 25
identifier, t heprdgahcaud slethporient oDi coipueD gystedh; si@d/mﬂma@ompmﬁrgnnb steps

interface command instructing operation of a conmponent by the
| ogi cal djaQ/l c®fassoci at ed therewith, the priority |level of the queue

7 A3 TS50 s AT W proram HPEa R DOAE BN ey

device is to lwboed;amndd tenporarily prior to transfer to the program the
addr ess of

H

subsequently outputting from the program a signal comprising the pfogram
identifier, the device identifier of the logical device to a common interface, a
15 command instructing operation of a component by the logical device associated
therewith, the address of data to be input to said component by said device and the
address for data output by said component to said logical device to said common

interface.

In a fourth aspect, the present invention provides a method of transmitting data
20  between a program and a component of a computer system; said method comprising
‘ the steps of

providing access by the program to the component using the method described

above; and .
subsequently outputting from the program a signal comprising the program
25  identifier, the device identifier of the logical device to a common interféce, a
command instructing operation of a component by the logical device associated
therewith, the priority level of the queue in which a message output from the
respective logical device indicating a change of state of the component associated with

the device is to be stored temporarily prior to transfer to the program, the address of -



-4 - data to be input to said conponent by said device and the
address for tput by sai d conponent to said |ogi ' to
sai d commn.v&ﬁ%szp?éce. Therefore, once access bet meﬁ&pﬁ%@ékﬁgram
and t he conponent has been provided, t he thus established

comuni cation route nmay be used to provi de4aroute for 5 transmtting
m,t 0. a cqQpponent apd vice versa. rogram

data fromthe progr . The p
and/or the or GA@HD ﬁsgwaro S comPRRept BY: sif slayice gnd Shegaddarss deredata putpihby
via a conponent,: | ' ' girﬂge and "up-dating"
of the p%zgg-rgg g%?¥$§§é¥%%@§§%§§ﬁg@ﬁ@nggnputér system
Preferably, the or each conponent conprises at |east one of an MPEG fl ow
tuner, a 10 serial interface, a parallel interface, a nodemand a

smartcard r eadgb?feff"":’: once apgess, betwesm, thesprogram apfb the, cospponent ias herd BT9¥idRd des
apparatus for pOoydi Ebgab?iﬁl?e‘as é?xlﬂgmﬁication roltk 91952333‘85@&‘ td ‘iﬁ‘ﬁ%g]ﬁ e rGRETgpent
ogi cal de Wit _

of a conmputer system a VI ce assocl at e or eac

respect i ve sconpansmiittingedargfrotmothe grogramab & comjonsat dndevies vasah | ogi cal
devi ce having a respective device identifier, said apparatus conprising: 15
means for assigning a programidentifier to the program and

means for creatd L gat | ' r { or
each | ogi cal dg\bgg’@%ﬂ%# g%ndéggﬁwg?‘gﬁéa g%g@@ﬁ%ﬁgﬁ@bﬁ@g%{im and
conpri si ng t he vy »gsmponetiec MThi ipesvidesdot benvésiehiCdovimloading asd "gi-dhtiey"wf thach
| ogi cal . device 20 The apparatus may further conprise neans for
enabl i ng recei progsim @pg thy logicakhfieyiceqin the compRsE s Ut put from a respective
| ogi cal device indicating a change of state of the conmponent

associ ated with the device. Preferably, the conputer systemfurther

conpri ses queu@rsferably, therorstach coigpdrenp osmpridey at least ot ofelSMPEGlow thndrya
said device for subsequent transfer to said program The queue 25 nmeans
may conprilfe assmal ace, aPamliel wierfags, medem and A Smagtcard ®afdet i ve priority
| evel indicative of the order in which nmessages are to be transferred from
t he queue a
) In a fifth aspect, the present invention provides apparatus for providing access by a

program to at least one component of a computer system, a logical device associated
with the or each respective component being stored in said system, the or each 10g3cal
device having a respective device identifier; said apparatus comprising: '
15 means for assigning a program identifier to the program; and

means for creating a communication channel between said program and the or
each logical device in accordance with a signal output from the program_and
comprising thé program identifier and the device identifier of the or each logical
device

20  The apparatus may further comprise means for enabling receipt by the program of a
message output from a respective logical device indicating a change of state of the

component associated with the device.

Preferably, the computer system further comprises queue means for storing temporarily
a message output by said device for subsequent transfer to said program. The queue
25  means may comprise a plurality of queues, each queue having a respective priority

level indicative of the order in which messages are to be transferred from the queue



means to the program The conputer systemmay further conprise
means for storin data I nput to said conponent by said device and
dat a out put W%‘g conponent to said | ogical device t oFSTERY Wi ron

i nterface. Preferably, the or each | ogical conponent is connected to
t he respective associ at ed conponent Vi-a~a device driver. In a
si xth aspect, the present invention provides a receiver/decoder for

recei vi ng MERRS RS PIFTBMal s, sai d recei ver/ decoder conprising
apparatus as descri bed above. Preferably, the receiver/decoder
further conprises nmeans for receiving-a conpressed 10 MPEG t ype signal,
means for decodiThg dn’mput&@'steﬁd nmiygﬁletlhext oomprisd freans ferl sturisg @ata input teisgidal

and nmeans for supplyin e televisio nal. to _a tel evision.
referred foat uPaSPAREat R seﬂe@m«" angd Uty paid GompeneRb e s3id degicgl dexicy

by way of &y erence to t he acconpanying drawi ngs, in
whi ch: - t@ uré&To\gﬂgﬁﬁaﬁe overall architecture of a digital

tel evi si on system accordl ng to the 15 preferred enmbodi ment of the present

i nventi on; ure 2 shows the architecture of an _interactive system
of the digifal ?qu%f@blé(b & or each lgglggle(;ﬁmponcnt is COPP%‘F to3thefspective associated

arrangenent of E&hggqe L{} d&@?ﬁh‘%@ downl oaded into the nenory " of an
interactive recerv eco

In a sixth aspect, the present invention provides. a receiver/decoder for receiving

broadcast signals, said receiver/decoder comprising apparatus as described above.
Preferably, the receiver/decoder further comprises means for receiving a compressed
10  MPEG-type signal, means for decoding the received signal to provide a television

signal and means for supplying the television signal to a television.

Preferred features of the present invention will now be described, purely by wa;' of

example, with reference to the accompanying drawings, in which:-

Figure 1 shows the overall architecture of a digital television system according to the

15  preferred embodiment of the present invention;

Figure 2 shows the architecture of an interactive system of the digital television

system;

Figure 3 shows the arrangement of files within a module downloaded into the memory

of an interactive receiver/decoder;

20  Figure 4 shows the arrangement of memory volumes of the memory of the inferactive

receiver/decoder;

Figure 5 is a schematic diagram of interfaces of the receiver/decoder;



20 Figure 4 shows the arrangenent of nenory volunes of the nenory of the
| nteractive recei ver/ decoder, Figure 5 is a schenatic diagram
of interfaceW@I8M43LE recei ver/ decoder; PCT/EP97/02115

-6 - Figure 6 shows the architecture of the software in the

recei ver/ decoder; and Fi gure 7 shows an exanpl e of connections

bet ween a device manager, a plurality of clients and a plurality of

devi ces. Fighle 6\hows et Arthitectiirgof te dofiveire &i the myeva/dedORP, iml shown
in Figure 1. The Tnvention 5 i ncludes a nostly conventional digital
tel evi si on system 2000 whi ch uses the. known MPEG- 2 conpressi on system

to transmt Conps essggsp | Qifafx%%taxglg%?lcﬁnnécﬁoﬂg)ﬁ&vﬂ%{ g:dfgﬂ“s‘?.‘agﬁ #Fgﬂté%‘li _ of

conpressor 2002 14y dcas ntre recelrves a

(typically a stcHea ahd ¥iptieslityigfriavicgs, The conpressor 2002 is connected to
a mul ti pl exer and scranbl er 2004 by |inkage 2006. The nul ti pl exer

2004 receives a 10 plurality of further input signals, assenbles one or

nore transport ?%géﬁs@%? 2 digital téléﬁﬁ?frﬂs sterti 4086 ?§§r1%i T ag}elé% %Si’ﬁ{ﬁﬁ%ﬂtﬁna

transmtter 200 ast cen VI a 0, whi ch can
of course take anchidie avbstst donvéntionalndigitalabledision dysteac000 which usesithe Jnote

transmtter 2008 transmts el ectromagnetic signals vig uplink 2012 t oyar.ds
a satellite traldPBEd2compressionpstem {, Fpnsmis CWB@PMB‘QIWO&@Q@&\%%E
broadcast via 1 o i (4N SLVEr 4 :
conventional ly iﬁ?ﬁéﬁ%ﬂ’%@g &\Q%qusﬁ] g%gaa‘%&ﬁgé&ﬁ%r fcr%gﬁ%%g cBéiQ %lﬁ%gng}] uﬁ%nér.

The signal s recqiypaaliPya &R \/cﬁfrviaai&(ijgm). The dokifpaessot 2OOR tio cammected to a
i ntegrated receiver/decoder 2020 owned o

i r. rented by the %{éser . and
connect ed to thendtiplezereandscramblern 2004rbys inkagg2006THEMG E’é‘ﬁ} T 4804 IREFIVEY 80
d d th d :S] 10t [ S| |

Cer vt oi on B0 RAAG oD et HhA"endtf) SsBrbfes ied bP gt Hitlepdfsprediis and

connected to theraishit pd sed Qfiditahsignilineo a transmittee 200 of thedhyomica @26tre wiad
is located partly in the broadcast_centre and partly in_the . decoder .

It enables the didage@l0, svhieh easofirlmeatakeet BidsY tl_Sr"Se;B‘_E"assicné’l‘“fif”&ﬁc or
;rglr :t-ib F}gaggast SHRE! THE SanshiftdPI008 HafsmtSARE SindPne A€ Sighil €V iaNiplilR 26 BORWards
a satellite transponder 2014, where they are electronically processed and broadcast via
15  notional downlink 2016 to earth receiver 2018, conventionally in the form of a dish
owned or rented by the end user. The signals received by receiver 2018 are
transmitted to an integrated receiver/decoder 2020 owned or rented by the end user
and comnected to the end user's television set 2022. The receiver/decoder 2020
decodes the compressed MPEG-2 signal into a television signal for the television set

20 2022.

A conditional access system 3000 is connected to the multiplexer 2004 and the
receiver/decoder 2020, and is located partly in the broadcast centre and partly in the
decoder. It enables the end user to access digital television broadcasts from one or

more broadcast suppliers. A smartcard, capable of deciphering messages relating to

25  commercial offers (that is, one or several television programmes sold by the broadcast
- supplier), can be inserted into the receiver/decoder 2020. Using the decoder 2020 and
smartcard, the end user may purchase commercial offers in either a subscription mode

or a pay-per-view mode.



25 commercial offers (that is, one or several television programmes sold

by  t he broadgcast supplier), can be inserted into the
recei v'er/de&%g?"ﬁ%zzo. Usi ng the decoder 2020 and snar"&?éﬁ”&?’“%’ﬁse end
user may purchase commercial offers in ei t_hgr_a subscri pti on node or

a pay-per-vi ew node.

- 7- An i RLe i 0 | Nect.e 4P
2004 and the  -AbCERENE SHERE MDD gD coeRal BF RE mfuipliack J00 PR fhe
br oadcast cent rreceinet/degoddr\2020 and againtlbeatetbpartigrin tho bivkadeast bentenshdusetly G0

interact with varigus appl i cat itgns vi-a a . nodemmed back channel 4002.
5 Figure 2 shbfisdeonderycmables the cond 88Ty b iBterach ovith variqus japplicatioas wa oh

syst em 4000 of mode LA® &Q’{'atnﬂél hevi si on system 1000 of the present
O 8% € t@ i

i nvention. exanple, e Interactive system 4000 all ows an end
user to buy itens from on- screen cat al ogues, consult |ocal news and
weat her maps on_denmand and play ganes t hrough his tel evision set.

10  The i nder Jiguipe2 Shawwsethe gsperat aichitectess ofrihe jnterartvg telnyisiomsystam 4fR0,0F:
an authoring t 1 .sewhere) for enabling
a broadcgtgl= di%%gltél%evr&pgs%%gﬁg%égve %‘rﬁ,&"ég‘%‘ﬁg{‘g‘ﬁd test applications;
an application and data server 4006 the broadcast centre, connected to the

aut horing tool 4004 for enabling a broadcast supplier to prepare,

aut hent i cat e ankpriexampie thgaintepdive sxstem 009 llowstan sndrusgela sy ifems fropeon—

mul ti pl exer an 0) | | | Nt

transport st regsn(?"i(%é'l gépg Eﬁé%qcé %ﬁ(salhghc?/la Y Ssﬁ‘?%éﬁh%%% 0&3 E%}garl\fﬁu% EIB% games

broadcast to throtiph Hiselevision set. a virtual machine including a run

time engine (RTE) 4008, which is an executabl e code installed in the
recei ver/ decoder 2020 owned or rented by the end user 20 for enabling an

end user tQnrecs Vv ' : e?‘gw : ications
into the V\/?)? Ki ﬁgﬁengﬁ n%%%%%ee%fa&@ﬁemr gfegigg\:/)iélr eclg%(ej[ro ng’gﬂlaag#%gtgec ution.
The engi ne 400h adtheringfdl 4634 dethe, brogdrastagent (POElcwiit) Ratenabltng dhe

engi ne 4008 is I ndependent of the hardware and operating system and
a modemed backbreadaastesuppbertosaeaiip cl§velap Jebusiand tost @pplicalions)20 and the 25
application and dat : e 40y 1S . r Ln

3006 (o noert e SbriRaud Ba a2 RORc et AR ol OBl bt CorkibBeB 6 46
at the request aithdrig ol 4084 1for enabling a broadcast supplier to prepare, authenticate and

15  format applications and data for delivery to the multiplexer and scrambler 2004 for
insertion into the MPEG-2 transport stream (typically the private section thereof) to
be broadcast to the end user;

a virtual machine includihg a run time engine (RTE) 4008, which is an
executable code installed in the receiver/decoder 2020 owned or rented by the end user

20  for enabling an end user. to receive, authenticate, ‘decompress, and l.oad applications

‘into the woi-king memory 2024 of the receiver/decoder 2020 for execution. The
engine 4008 also runs resident, general-purpose applications. The engine 4008 is

| independent of the hardware and operating system; and _
a modemmed back channel 4002 between the receiver/decoder 2020 and the

25 . application and data server 4006 to enable signals instructing the server 4006 to insert
data and applications into the MPEG-2 transport stream at the request of the end user.

The interactive television system operates using "applications” which control the

functions of the receiver/decoder and various devices contained therein. Applications



The interactive tel evision system operates using "applications” which
control th functions of the receiver/decoder and various |.CEes
cont ai ned ?ﬂgrgé/f‘ﬂf'zAppl i cations PC%’EP%%HI%

-8 - are represented in the engine 4008 as "resource files". A
"nmodul e" is a set of resource files dand data. Several nodul es may be

required to nake_up an I catio " " 'y, yol . of t

recei ver/ decod&f ™ pges %3%5) g’ﬁecnwgc%goéﬁ TRWEF% {.yslAﬁss .mo&lqu..lpﬁtsgtr(?i;e%pm%
used to downl omies 3R HaRS - SKRGH MRAARY m HOWHRRASE mBkOup B application. A
recei ver/ decode 2020 fromthe MPEG 2 transport stream The el enents
menti oned in t'mengorgvvalumebaf dhe apteivarileonder de st sfobagt spacerdfor mimlukis| . An
For the purposgs qf this specification, .gn agpligation is.a piece of .
comput er code 'Fxgpx(%ace 1 ‘FB‘gtt? d{°|“‘?’rf?‘j‘dhﬁn§ﬂ‘%%vg‘5°‘%‘ﬁ?ﬁcﬂa§n§° S?W@ioé‘f"gr’é‘b‘? e he
recei ver/ dgcodgteidd}ddcodeC302000mR the MPEG-2 B@ﬁ‘s@m&"b@mﬁxﬂg user positions the
focus of a renote controller on a button objeCt seen 10 on the screen of
the television set 2022 and presses a validation key, the instruction
sequence assocjated with the button is, run. An [nteracgtive ",
appl i cation pr ifodements mrationre 1,/B¢ previous Sragerh aie TPRedeserthsady more detail
the end user and provides data related to the purpose of the application.

Appl i cations may be either resident applications, that is, stored in
t he ROM (or FLUAsHheo purpbbesrofithis specificativnasn bpplivetion is)a pikce bcomputer code for

recei ver/ decoder 2020, .qr, br.gadcast and_d |.oaded into the RAM or
FLA8:—|Vmem)r y o‘fonf’ﬂﬁmlgééé} W@?I%H’é‘é’(?&%f’g%%"%wme rccexvelé&&mﬂeégo%ﬁ. 05 SKIBRIEI ons

are. - [ &Whdn the AR &Y ﬁdsﬁidn?%eﬁf&hé 6£4 rQfote LBRrbEG UnVED 2 sed?0
is equi pped with a resident initrating application Ich 1s an
adapt abl el@ol | @cthecaresh afheitedevisiomse 2032 and presses a walidatibr ikny, tHefinstrodtiom
nore detai l hereunder% en?‘%{vﬂg th ecei ver/ decoder 2020 to
be i mredi at el y**OP&EEIPES “Rﬁaﬁ?‘i"? B ronment . The

application provides core features which can be nodified by the broadcast
supplier if required. It also provides an interface between the resident
appl i cati on anéndunteractveiapplisption praposssgnenus and executes commands at the request of

the end user and provides data related to the purpose of the application. Applications
may be either resident applications, that is, stored in the ROM (or FLASH or oﬁxe:

15  non-volatile memory) of the receiver/decoder 2020, or broadcast and downloaded into
the RAM or FLASH memory of the recejver/decoder 2020.

Examples of applications are:-
° An Initiating Application. The receiver/decoder 2020 is equipped with a
resident initiating application which is an adaptable collection of modules (this
20 | term being defined in more detail hereunder) enabling the receiver/decoder
2020 to be immediately operative in the MPEG-2 environment. The
application provides core features which can be modified by the broadcast
supplier if required. It also provides an interface between the resident
application and downloaded applications.
25 e A Startup Application. The startup application allows any application, either
downloaded or resident, to run on the receiver/decoder 2020. This application
acts as a bootstrap executed on arrival of a service in order to start the

application. Startup is downloaded into RAM and therefore can be updated



25 [err] A Startup Application. The startup application allows any
application, either * downl oaded or resident, to run_on the

recei ver/ decoWO984#3®. This application acts as &OUBREOPYS

executed on arrival of a service in order to start the

application. Startup is downl oaded into RAM@md therefore can be updat ed
-9- easily. It can be_configured sqQ that the interactive
appl i cations avai | ableémé’ﬁ It can be configured: 5@ that (Hhm Apteractiye peplications; s@ilablg on

run, either imredi at ' : : : mw .
In the case of preloa %"n@%ﬁﬂe@%%@%ﬁg’#\@#& Flct)}é éﬁqcr?%aécl?&fet&rdMJ) &
nmenory 2024 and is acftey piebuhding. tihehestase of prelosding, aheliapplitation is 1oaéed into the
Program Gui de. The Program Cuide i;s an interactive applicatjon which

gives full informati &Fmady202faad inartvated byothe staztp) when quisd. gi ve

channel of 4 di & tal 2 Brapre ST THE KRR ol AT RRERRIG aiEa s SRR

control l er 2026, the govd BAErnREMBHGE abolt PHdgramniifgc®or ewvaipiel ¢ eyt peve
event 10 shown on the screen of the television set 2022. This

add-on screen is a information aboup sa¥isene Week'stplevision prRErURMEH Pravided on eagh

and next events of e eh. of - t Mol et . By
depressi ng anot her kg‘gg%“%p? ﬁg éléfr?r%ttglegglnotn r%ﬂqgft' ﬂ}edgﬂ IQASE’% a-ﬂgb%lfﬁ? %émgﬁd
user accesses an applcosdlier2026)itEdlertl Gsat aycesses lah 3Hd-0dn $onded] BPdriafthon the event
on events over one week. The end user can al so search and sort events with
15 10 si npl e shewn e thei ssseenced they televisipr seh @022 cFhis Addapr scrger d8 @
directly a selected e s | . err] Per Vie

appl 1 cati on. The Pay TERFSEIPEERRRABR on the cumertiblmes sYpalst a8 B of
servi ce avail abl e on teaafzitkPYvchsugoel Byf ddphessithigidotier Ky bauthie@tmbe controlier
conjunction with the conditional access system 300Q. The end yser can

access 20 {2026.4hp prd Bier acressss 4B apphicatign wehichodisplaysmbist of infamastion
Additionally, the l.gAat- t ' -AS
a PPV event is detected vgﬁtst%gr %@%&? THend ek gﬁggﬁg{g&%g}ﬁeﬁgﬁﬁgﬁgﬁsﬂ
then-abl e tI5 buy t he siple and cesvanisederiterds. ThHeremdgiserdas also access directly akelegteder
smartcard 3020 or via_ the comruni cation server 3022 (using a

modem a tel ephone af¥3¢hF codes, M NI TEL or the like). The application 25

R e .t S e g L ET
application. On requastviccaavaitaleuoar eachn PPVwdhaant] cofithe edigital TV bouquet in
e oEheke DR s o ST e e
oo 0 OGRS RSt VAL By sy S i
pref erably synchr oni spglicstioh sfarts automatically as soon as a PPV event is detected on the PPV
channel. The end user is then able to buy the current event either through his
daughter smartcard 3020 or via the communication server 3022 (using a
modem, a telephone and DTMF codes, MINITEL or the like). The application
25 may be either resident in the ROM of the receiver/decoder 2020 or
downloadable into the RAM of the decoder 2020.
° A PC Download application. On request, an end user can download computer
software using the PC download application.
° A Magazine Browser application. The magazine browser application comprises
30 a cyclic video broadcast of images with end user navigation via on-screen

buttons.

[ A Quiz application. The quiz application is preferably synchronised with a



-10 - broadcast quiz programre. As an exanple, nmultiple

chdi ce questions are di spl ayed on the screen of the television
2022, and tHWO®843172an sel ect an answer using t FEYERFHORIS
controll er 2026. The quiz application can informthe user
whet her the answer is correct or not, and &Ar keep count of the user's 5
score. [err] A Tel eshoppi ng application. |In one exanple of the

t el eshoppi ng appl i chroadegst quiz programme. A5 a8y §X36‘?Pq§o’(§‘é}§‘l’fl"t)t°g%1§? dlugstions are
transmtted to the receiver s L SPI he
L erousi on 2092 sk REAYE P ARE SEekn B Al ?éelg‘,"s’Pﬁemﬁ%’e?ndcg’r\edh&? o2 SRl ok
sel ect a particul ar shdwRubiaghbey remidie contebiler 2026. tThe quizapplisatiomeanvinformitbe 10
nodenmed back channel 4002 to the application and ddgta erver 40g&mor t,0
a separate sal es syuysesvhetherithe ApARIAS COFRE OTORO\ ARG FATH KEEPLEAMRE QbW B8R d
to the recgi ver/decgg}gr, possibly with an order to debit the account for a
credit Car'd whi ch has been inserted into one of the card
readers 4036 ofy t heA Teleshopping appli€stivnyhr osteexmieplc 30 Rk teleShopriing afplication,

Tel ebanki ng application. In one_exanple of the {el epbankinp | cation, .the
user inserts a bankoffemdof geedsofes sl ﬂ?e“é%ﬁ“ﬂ“?‘ié‘aé & T ‘@?g‘{dﬁﬁ%i& ahd

recei ver/ decoder 20 i : r [ user Rapk, -
using a tel ephone nﬁir%glea}&gto éﬁgg t‘%ig‘rlélﬂgcﬁg%ktjcg:@gghgrrag?glraggﬁieﬁeﬂfjﬁg uder
recei ver/ decoder, aggeétherpariculaphtmctt bap FThevirdes far thenftem isf sénbicvikithees

whi ch 20 can be sel ect ed usia&at he renpte, controller 20@5 fgr
exanpl e fdi0 downl oagasigmmed back channel 4002t the applieationand) dajpeserver 4008 AL 1P o

account, transferring f Yo oo eSS lied
cheque book, etc. a%CPaL}Ek?Zsrat}F%wgﬂ,&%eferlﬁpg%%fm%?%vvsermg%%ﬁ cation. In one
exanpl e of the I ntekngie rbtedveecoder, possibly with amandbs adebisthe ageount fot 2 oredit
fromthe user, such as a [qugqs to,view g web

a age, 25 Vieng _a
particul ar URL, ar e Cait ¥ihich 60 ARsered dpte BBerqP?otPFe‘f"’_“kd%d,emaﬂg? of 'the
t hese are sent by t?@cem%é%l@gx@%)k channel 4002 to the application and

. e

dat a server 4 appropriate web page is then included
in the trassm wsi onA Telebanking applicatianoln oteccamplalefitbe tdebanking appliestipadthpy

t he receiver/decoder 2020 via the uplink 012, tr popdgr
2014 and downl i nk 2048, IB5ES df shanky SardoAntPHEn¢ e?fe%%i‘éﬁfﬁade‘s 403 °P2€‘§2.
Applications are stQLetdRe P 220.CRR! teeBiver/decbid 20206818 prafeOsker's BRZE

and

using a telephone number stored in the bank card or stored in the
receiver/decoder, and then the application provides a number of facilities which
20 can be selected using the remote controller 2026, for example for downloading
via the telephone line a statement of account, transferring funds between
accounts, requesting a cheque book, etc.
® An Internet Browser application. In one example of the Internet browser
application, instructions from the user, such as a request to view a web page
25 ‘having a particular URL, are entered using the remote controller 2026, and
these are sent by the modemmed back channel 4002 to the application and data
server 4006. The appropriate web page is then included in the transmissions
from the broadcast centre, received by the receiver/decoder 2020 via the uplink
2012, transponder 2014 and downlink 2016, and displayed on the television
30 2022,

Applications are stored in memory locations in the receiver/decoder 2020 and



- 11 - represented as resource files. The resource files conprise
graphi c obje | ption unit files, variables block unit files,

i nstruction g@%ﬁ@%ﬁ@ files, application files and dat a PGT(EP7/02115
The graphi c object description unit files describe the screens, the

man- machi ne 5 interface of the applicatlbn. The variabl es bl ock unit
files describe the data structures handl ed by the application. The
instruction sedapmsantsd ascwseurse filsse TheaeprusexBles egmprise grap mbe?nc't descripfion he

appl i cati ons. lJ Qvide the entr ints f.or.t
aBB| i cati ons. Tk ﬁﬂ%ﬁ’, &Fﬁk gg’;&‘} kc"gﬁt §L ﬁ'gftf%fcgﬂc%‘?p@ﬁ?’sa ?@Htﬁﬁ% and
data files, su@atafilescon |ibrary files, 10 I mage files, character font

files, colour table files and ASCI| text files. An interactive
application can also obtain on-line data by effecting inputs and/or

out put s. The, £n 008 only | oads ts menory .t hose resqurce
f:JI gg it needs = ﬁma‘l\?eﬁbﬁ& éscngq%% *fh@§ 45 ?qr?%’yg?cen?aéa@a‘l‘ g"m
the graphi G objifeifaéle5Cihe RbbREteH] Thef ir'id%%les block umf ﬂ?& Bkeetibe 'ﬂ%cscfa%'?tﬂfc%?

files and application files) variables block unit files are stored
menory fol | owi dgndleddiyl thpcappheat@@iur'ﬁhcf instrctinhi Sﬁglunmmm}es dasmhbeethalpmdessﬁkgd

t here unti | 1 fic e for,unloadin Ies S
mde. gy etiBpE PE s ‘°|‘—‘Fgﬁ‘?’ sgBliC R0 P piRyids the Gy Roiblp for e
t el e-shoppi ng rpglidtions.s a set resource files and data conpri sing
the foll ow ng: a single appllcatlon file 4012; 20

an undet erm ned nunber of graphl C oObject description unit f| | es 4014,
an undet erm ne el l.ock unit fi,les 4016

undet er m ned nf]b?ﬁeaip ?at’loﬂglg?'&‘"" %1% YAE &2 Pf%gatﬁgii%s’ s%qlpoas icon library files,
wher e apprupri aka Bge flRk AcHakdctst G 3fes ¢oldurfablRIgs hﬁM\SCH tEkt' filSs. Am&a&&ees
character font fi colour table files and ASC | text fil

t he MPEG dat a @pplé%nﬁapn@a% alsehtaie opolipy date dyeffpcting mprutsmﬁ@rtm@ms Each
MPEG tabl e nay be formatted as a nunber of sections. In the MPEG data
stream each section has a "size" of up to 4 kbytes. For data .

transfer via thespin?l 4088bnly loads into its memory those resource files it needs at a given

m‘-’

| time. These resource files are read from the graphic object description ynit files,
instruction sequence files and application files; variables block unit files are stored in
15  memory following a call to procedure for loading modules and remain locked there

until a specific call to an procedure for unloading modules is made.

With reference to Figure 3, 2 module 4010, such as a tele-shopping module, is a set
of resource files and data comprising the following:
a single application file 4012;
20 an undetermined number of graphic object description unit files 4014;
an undetermined number of variables block unit files 4016;
an undetermined number of instruction sequence files 4018; and
where appropriate, data files 4020 such as icon library files, image files,
" character font files, colour table files and ASCII text files.

25  In the MPEG data stream, each module comprises a group of MPEG tables. Each
MPEG table may be formatted as a number of sections. In the MPEG data stream,

each section has a "size” of up to 4 kbytes. For data transfer via the serial and



- 12 - parall el port, for exanple, nodules simlarly are split into

tabl es and sections, the size of the section varying with the
transport mouPasdsIT2 Mbdul es are transported in the VPEEEEIVYIL} ream
in the formof data packets of typically 188 bytes within respective

types of data stream for exanple, videodda 5 streans, audio data
streans and tel etext data streans. Each packet is, preceded

] by a, .
Packet |dent i f Perall¢lmor) fosrexampls; meduleysinylaply pes sphit antg tablesiaad seqtions,the sisel i n
t he MPEG L eam, A DHOGY e (PMI table) contains a
list of the di Pfg’%gsr??&(é’a?%}mgﬁ[h &eﬁ%ﬁ%&@%&%,i nes the contents of each

data stream according to the respective PID. A PID may alert a device
to the presence of applications in the data stream the PID 10 bei ng
i dentified using the PMI table. The concept of nodul es 4010

e tney evol uMRnled Hee Banflor 4R B2 Vo SRR et 3 Mo e o B WS
per manent FLASH ri88Hytdsh@ithin Ges _etwedg?esief dafd2%ream, férSdxdftiple, SddoV@te Or

broadcast in order to be downl oaded into'the RAM of the decoder 2020 only
when 15  Aeedsiteams, pudio slats sesems and teletext datastrams. \Edchrpacket isiprecededdyy a

space for nodules 4010,..S t spa are |ocated j.n.th r
2024 of the r eBENGLIFREISIEIDRoE oy BHE PO SFiiee pestet Gpasted & e PrER " Y
nmenory 2024 i sdsthéireifgl, Al xﬁ?‘aﬂﬂecﬁhﬁ Yabfe (PN Y4)18) Bonthéld% List bAHE diffbréiBdata
4024, and ROM vol une 4026. The nenory may further be divided into nenory 20

vol unes associ streatsydnddefines the corterts of saahf datestraany acegrding tocthe mesgedtive FiPe
downl oaded into the, receiverjidecoder 20,. f.or ex n MPEG ume
for storing m&ﬁ’féﬂ;may ale ﬁ?ﬁﬂ%ﬁ’d{é‘a pquSIﬁ‘fe‘t‘??e)ap E’é‘oﬂfsl’%ﬁgg‘k?ﬁ §W&ma'ﬁ§°e¥@|
vol une fOflOStobéiﬁgim%@%sing the PMECRbNEd via a serial interface.

The RAM vol ume 4022 in turn 1s divided into a zone dedicated to firmvare, a

25 working space for the engine 4008 and the buffers. The FLASH and
ot her non- vol atile menory can be accessed either by an application
or the engine itself through :

) The concept of modules 4010 together with the concept of downloading small pieces

of code allows the easy evolution of applications. They can be downloaded into

permanent FLASH memory of the receiver/decoder 2020 as resident software yor

broadcast in order to be downloaded into the RAM of the decoder 2020 only when
15  needed by the end user.

A memory volume is a storage space for modules 4010. Such storage spaces are
located in the memory 2024 of the receiver/decoder 2020. With reference to Figure
4, the memory 2024 is divided into typically a RAM volume 4022, FLASH volume
4024, and ROM voiume 4026. The memory may further be divided into memory
20  volumes associated with the various interfaces through which modules are downloaded
into the receiver/decoder 2020, for example an MPEG volume for storing modules
downloaded from the MPEG bitstream and a serial volume for storing modules

received via a serial interface,

The RAM volume 4022 in turn is divided into a zone dedicated to firmware, a
25  working space for the engine 4008 and the buffers. The FLASH and other non-

volatile memory can be accessed either by an application or the engine itself through



-13 - a devi ce manager. Each vol une contains a list of
modul es 401 dul e 4010 containing a |ist of fil 014,
4016, 4018,%ﬁ8§§§£W¥Dis possi ble to have two files bearing t é@%%%zué
name and which may be | ocated in distinct nodul es. 'For exanple, a version
of the 5 application is typically stored3+# the ROM vol une 4026, with

| at er versions. being downl oadable into the FLASH vol une 4024 to
substitut e t he adsvideonasager-ed i n t he ROM vol une with that vol une
stored in the FLASH vol une 4024. The contents of files may be

conpressed in LZWformat, however as deconpression of files takes -a

certain period TEA R?né B@ﬁfaxﬂlﬂ)i 1R€of ﬁ%ﬁbl\é@dolm cHSF AIBLRMR0 cBBfaiﬁﬁ% a listL6f
Physi cal interfaces of the receiver/decoder 2020 are used for do oadl ng
data. Wth ﬁlcsrdﬂ@; 4014 4tO&6,|-‘40§,8r 4020, Tt ishpdssibieeto/leave dwo diles bealing the same

contains, for exa ownl, oadi ng ne EG fl ow tuner 4
serial int erfaé’émgp W%&ﬁé?qyet?e !Oﬁ‘téﬁ%lg@tm& %%ZIMD ﬁmﬂ?%@?,%’%fﬂﬂ 0?@
card readerss Qé Blication is t{lpx&ﬁf sgméhtxhﬁh@ KOM' ¢88mef 4 Mtﬁ‘%ie? %rs?dhg being

mul tiple rranuf AErUri ng rce receil ver/decoder 2020, it
i nportant that dowalaaﬂpblcaam tha FIASH erolime 4024 mm»mye the version smred yn the

recei ver/ decod each. ,recei ver/ deco S cu

appl i cation ?{OWYPCIP Q?@A?XQ}PP‘@ ﬁ‘g gﬁcrﬁ\?‘é“gﬂ E’F’g‘rg‘?@e% ?ﬂ%‘iﬂt%o%
the receiver/ dgadghy %Q%lepressed GPLEW fat HoWRvér ﬁede%ﬂﬂbf&sxéﬁgﬁﬁ!dém&%
under the control of”a m croprocessor and a comon appl 1 cation

progr anmi ng i ntcertdiaqeri¢@f tinfhthey anay beetceivbd in decomyresged format.

recei ver/ decoder 2020 so that all receiver/decoders 2020 are identical from
t he application point of view Figure 6 shows the

archi tect uye ofp r r
7050, | The T CELyRET RERNUIRS REGTarEeRad 2000 W LBd EEARWHAGKE s, With

conpri se raﬂmlmcc atoi Frgurdoﬁe thmumewr/quebr 130200 cotitgingi fctruaxammlc,h isixe
or applications, 40 25 rece ver/.dec r )
for exanple, t Wﬂow tufter 8r§ﬁ? FW@‘?’?Q 3@ g‘gﬁqd?%ﬁn&

dl spl ays graph'mz%gdérﬁmm%ﬁii'tﬁom fe8deré 9036 €r Vi Ces, receives
"events" and65 uses functions of a I|brary 4058 for speC|f|c conput at i on.

S

With multiple sources of applications and multiple manufacturing sources of
15  receiver/decoder 2020, it is important that one application behaves in the same wéy
on every receiver/decoder, and each receiver/decoder should execute every application
in the same, correct manner. With reference to Figure 6, the receiver/decoder 2020
comprises a run time engine 4008 running under the control of a microprocessor and
a common application programming interface 4054. They are installed in every
20  receiver/decoder 2020 so that all receiver/decoders 2020 are identical from the

application point of view.

-Figure 6 shows the architecture of the receiver/decoder 2020 for running applications
4056. The virtual machine 4007 exccutes applications 4056, which may comprise
‘applications 4056' coupled directly to the virtual machine or applications 4056"
25  downloaded to the receiver/decoder 2020 from, for example, the MPEG data stream.
The run time engine 4008 also displays graphics and text, calls devices for services,

receives "events” and65 usdunctions of a library 4058 for specific computation.



-14 - Wth reference to Figure 6, with respect to an application a
function of the decoder 2020 is "seen" as a device 4060. There may,
therefore, b¥XWt%ons of the recei ver/ decoder 2020 MW?ﬁwzﬂét be
seen by any application. A presentation function comrunicating with
the virtual machi ne 4007 admi nisters the -514 —presentation of text and
graphics to the end user, and the presentation of end user actions to
the virtual macWithgefeogre toifigure bt withaespeghto e applicatior ol functionrpfithe dedodpt ay

on the televisi set ,2022, and, t he r interact with th | i catj on
4056 by o SeR T 25 O e IR o Therd, By ageetonke P ERRS PE MR
control | er 2026receiver/decodef 2620 Whidhi By 266bé SechOBBanys aphlicatid®it Ut abl e code
installed in the virtual nachi ne 4007 10 of the receiver/decoder 2020 and

i ncludes a virtual machine for interpreting and runni ng applications.

The engi ne 4008,i s adapt apl e.to_any aperati syste I ncl udi .

gl 6 task ope RSBy BRIt e R uBERER il e el mace Y7 Aeminigers e
conprises aspr %@ﬁﬁtaﬁ@ﬂl&%ﬁraﬂdngﬁglﬁw tef bhel GHPuERT AR TheSreEthfutidN OF end user aS
a key press, to performvarious actions) and contains it's owm scheduler to

manage 15  eveastionfitedbe virtualmaehine 4007 rBsttextcand\graphi¢srare pyertaid on the digplay

handl t he di spl .. hi d text.. .. Ih ine’
compr + ses 5 cod b ABlevision sot Fh2h AR oes e ipterass ovigh, He apelds 4By,
the decoder nengeahs 22 keybbirll. THEteRBCREFHIaYd CRERIAES tHeOR R éottrBlitE028AM

vol ume 4022 or FLASH nenory vol unme 4024 in order to ensure optinmal use. The
20 downl oaded data is verified by an authenticati on nechanism to prevent

any nodi fi.cat i of an Jcatio 5 r. { xecution, of .an

unknown appl i caﬁeolﬁp%e c'? ne %lg%ick%&@g%%rwa’?gﬁc{%ﬁé? %’gﬁ'gl xéxachmé/4007

deconpresstd. Asf fhbereadiidr/desdded 2020 dhd( ihcludesNa virtual @fachink %mbﬁ%om

I s conpressed for space savi ngm]%nd fast downl oading fromthe EG 2
I

transport st redwneingapplicatiens: | Fhejonging 480§ isradaplablede any aperatingsyststieinelusingse
25 deconpressg fore | i Lt ANnto, the | The virtual
machi ne 4007 al%gnggrrp |%p§ga%§§r$§ltf:%‘r<%%’| ﬁ&&cmé)i' nterpreter to interpret

The engine 4008 comprises a process sequencer unit (which take various events such

as a key press, to perform various actions) and contains its own scheduler to manage
15  event queues from the different hardware interfaces. It also handles the display of
graphics and text.

The engine 4008 comprises a code loader to load and download applications 4056"
into the decoder memory 2024. Only the necessary code is loaded into the RAM
volume 4022 or FLASH memory volume 4024 in order to ensure optimal use. The
20  downloaded data is verified by an authentication mechanism to prevent any

modification of an application 4056 or the execution of any unknown application.

The engine 4008 further comprises a decompressor. As the application code (a form
- of intermediate code) is compressed for space saving and fast downloading from the
MPEG-2 transport stream or via a built—in receiver/decoder mode, the code must be

25  decompressed before loading it into the RAM.

The virtual machine 4007 also comprises an intermediate code interpreter to interpret



- 15 - t he application code and which uses a process sequencer unit
to update various vari abl e val ues and determ ne status changes, and
an error ch¥kes/43172 Wth reference to Figure 6, wth r BEpEEPTRQ %N
application a function of the decoder 2020 is "seen" as a device
4060. There may, therefore, be functions ofisthe 5 recei ver/ decoder 2020
whi ch may not be seen by any application. A devi ce 4060 conprises a
| ogi cal devi cethenapplidation codey andrwidelpaises aopracessngequenttr unit to dififal: earious
physical interfage 4064 of the hardware 4066. Such devices are referred to
as "low | evel Yedjahleyeluggand deteraning status changescandaanyeFPehesb®ls nay be
connected to at | east one device driver 4070 for converting the

| ogi cal signals output by the device 10 4068 into signals required to
drive, for exaNpitiereferehiod th\Bigere 6\t\eith apectQ6-n applicationl 4 fundtibh € lthe décoder
device 4068 may itself drive a conponent or interface of the .

recei ver/ decodéﬂz@OQO",SﬁQﬂ'{aﬁS ias devipre 4060 puilhee may, dRsreioes, nbey farctions micthed

directly t .1 r gl 6. anpl e low | evel devices
4068 are d&crf%%fﬁ?@?%&?p E%EW%QH"E}Y%[S’%%WE&%Xé‘i’Pﬁ‘téauggpr ogramto -
communi cate wth the smartcard contai ned in one smartcard reader

4036, and an RCARD devi ce enabl es. a programto comuni cate with the
smartcard cont & device 4D60remprises a logical devies ynitwhich aprycorespond to a compongite,

hi Story and scadoant PRpTE? Ml Hdsh Y e BadlyleSae, SRacBtes sRRRR 67

program of 20 as tloev leneleddvices 40682 Thrrshtpu? of Quéthg dewia€l 4068 iR hé donkdctsd tear d
froma reader and card reset i f not requested by the p;pggram The

LCARD and RCARBE astianeslesice dgperc4070 ot epnverting the logigabsigaals ontpuliby the deyisgi ng
th d. i : 816, RLOLACKL | S '
onabl oo 1 g R068 YinRl sleibls® KauRES | B°Bivd,°1di° Blample, 2 pprdiee” s 4B6s.

t el evi si on set Afipdativelyptheavipe 068 hhay dedlit akiveng Woafpofietr @gimentdce dfethsest
25 I nformati on about the sound characteristic of the scart outlet,

perform a " MJTEecedsr/decoder 2070, Shat i thenentaytrrinthe devige maydiessannested dieqtly to
) the hardware 4066.

Examples of low level devices 4068 are described below.

15  An LCARD device cnables a program to communicate with the smartcard contained
in one smartcard reader 4036, and an RCARD device enables a program to
communicate with the smartcard contained in the other smartcard reader 4036. For
example, these devices enable a program to read the state of the card, read the card
history and send an input message to the card. The devices also inform a program of

20 the insertion of a card in to the reader, removal of a card from a reader and card reset
if not requested by the program. The LCARD and RCARD devices are specific to the
protocol used for running the card. Typically an ISO7816 protocol is used.

'An SCTV device enables a program to verify and configure of a scart outlet to the
television set 2022. For example, this device enables a program to request

25  information about the sound characteristic of the scart outlet, perform a "MUTE" on
the sound and dynamically program RGB levels.



-16 - A TUNER devi ce enables a programto use the tuner 4028. For
exanpl e, the device enables a programto performa scan fromeither a
m ni numfredﬁ@ﬁ?!?l?ﬁ a current frequency of the tuner, FCIAPIVPAR uner
paranmeters and programthe tuner. A SERI AL devi ce enabl es a program
to communi cate with equipment via a serialk Ul6iak 5 and a PARALLEL device
enabl es a programto conmunicate with equi pnent via a paral lel Iink.
For exanple, tHeTUNER dedec emablisea progranytoamsettbe swned 4628 eEcaapampie; thendevice

respective link d informa program of the reception of nessage vi a that
i k. AoRRESRIPIRETR d0 HEFBYR 2 e 90k PYRRT tmaumum Fedieart thp SHment

W ih a data Semhgéhcy of the Hirbr¥ead BieRicH pahithieAURkiFoBRACR SHRRCT Li ng V23,
The MODEM devi cehr eqca'estse 10 t?le di al'l ipng of a nu%g , the sending of a

nmessage to the data server and di sconnection of the nodem and
signals recepti

0 nessa t he detection of, ... €rrors and the.loss
or detection of® gﬂ%ﬁid@?’@ etlables a PIREIARY 10 qoIypRRicate With sqpipment,vig a5 IE&
| ocati on, n éﬁhéﬁm | E?eﬁmﬁl%ﬁ ; BehEntand
pr ot ocol rruggt tbagdggyl ned. %‘L%q@ T’%S?é 1T10n tg&k?%l\?vu ec\i‘}{eclr\aﬁdtleg?cg%"nthea
r ecei ver/ decodgaralléPlinkredpr akamplenthesaidevides ghable a programeto send b qsSags (Vi@ the
whi ch control operation.of the. receiver/decpder 2020. Exanpl.es of
i gh | evel - deviTERecs Buamd HENE § BIRETHBI Qe Teception ol TBSEED R GRLUAS | ovis
an application to | oad an MPEG section, a conplete MPEG table or a

group of MPEG sections froman MPEG bitstream correspondi ng 20 to
har dware and s M@DEM idkties rligws tliet ®eceiver degpderxtanpmmutitate déthi  data sevices a

to downl I h ti t i red
rogram . Le, downl oafh Qplar l hose,sectl ons o6 SHOURlily e kS
10  the dialling of a number, the sending of a message to the data server and

disconnection of the modem, and signals reception of a message, the detection of

errors and the loss or detection of a carrier.

Remote devices, executed in a remote location, can be any of the local devices, except

that a2 port and protocol must be defined.

15  In addition to "low level devices” the receiver/decoder 2020 may also include "high

level devices" 4072 which control operation of the receiver/decoder 2020.
Examples of high level devices 4072 are described below.

An 'MLOAD device allows an appliéation to load an MPEG section, a complete
MPEG table or a group of MPEG sections from an MPEG bitstream corresponding
20 to hardware and software filtering criteria. For example, the device enables a program
to download only those sections of a group that are required at any one time by an

“application

An FDLOAD device manages automatically file downloading via the serial and/or
parallel ports. The device may signal both the start and the end of the downloading
25  of files via the serial and/or parallel ports as requested by a program. The device may



An FDLOAD devi ce manages automatically file downl oading via the seri al
and/or ports. The device may signal both the g]&
end of "the d\g&fﬂ%@%ﬁ ng 25 of files via the serial and/or pa Qfl#%ﬁq% %
as requested by a program The device may

-17- | ssue a request to the programﬂor an index table which

EOMi of the 11| SSUPTLIegRes (o gt fis 20 ndex oDl wbicAipelugsn be BUHLon the Bl

the device, whigh SidRsf i

to the program :hhe progérdg?ntaéétéact ?kﬁném%%b%% pf%'%e déee

from.the index ihddx mblrahdreendeitits titedavide, ok m@sé@xmﬂyb&@dtklﬁw‘ ddvenloadife

downl oaded rgg‘?g&ts ngrééerg% ﬁ rgé@glllg;f@a call " Ioad fI%BlemﬁT;ay
be issued by t W@D

managi ng the seghglhafee 'iaéw?éﬁlﬁif feghes&g%é\}ﬁgu?lgmngfto e%ié ?If‘esﬁl‘elqg%e%@nloaded

|dent|f|ed wth a uni que i

" LCARD_DEVI CE |iVitsietiéirdty.f iA¢ 2ny Inmd,@kﬁ!l)"&ﬁmd: offtine" W&s@&/b%d ﬁogfaﬁn to
i dentifies the RCARD deyice. en a new device 4060 is created; it
can be instal | dBStY¢t 83 EPLQAD ée*em/mta@@vaég@g the seria) gndfopparglelmotadi ng
the relevant application 4056" fromthe broadcast centre. This .
downl oading is perforned in the receiver/decoder 2020 by an application
4056 whi dDevitesc 860 laee liduntifiad ewitlhda amidusaidentifiers "deviceait?, foff eganplect ,
| oads the softvare 15 nmodul e representing the new devjce 4060 and asks a

procedure of thé—CPA%PaPWA@EaIQ"oldemlﬁes the J{GARD: ¢ryicecapdd RGARD DEYIGEL H?'h
the firmweis “36&%%'?&1&@@@ devial s can provide a flexible and

secure installation of new unctlons within the receiver/decoder 2020
w thout affecting the rest of the software. Devi ce manager 4074 is

a conmn interf‘%ge bet ween t he application 4056 and the 20 devi ces 4060
associ at ed wi t WaFRaTewcdavigec4060rs crptedn i Gapds; ipghallert Brpdstingreerivagidecoders

adopti ng. such eGP ARALAGE AR SIHERon YREC ol 02 b dihA han 2, ¢ e

run tinme engi n cess to the devices
"events" associated with the deV|ces may be standardi sed using a

limted nunber ocedyres. The devi ce . 074 control S ess
to devices 4060‘&185 ing dg gf %ﬁh%FFéE’ﬁéﬁ/H&?%g %m applicatiop @éﬁes
shared menory. yhich checks the hardware and software versions and, if correct, loads the software

15  module representing the new device 4060 and asks a procedure of the library 4058 to

install the new device code within the firmware (in FLASH memory). This can
provide a flexible and secure installation of new functions within the receiver/decoder
2020 without affecting the rest of the software. ‘

" Device manager 4074 is a common interface between the application 4056 and the

20 - devices 4060 associated with specific functions of the receiver/decoder 2020. By
~adopting such a common interface, procedures, stored in a “library” of the run time
engine 4008, permitting access to the devices 4060, and "events" associated with the
devices may be standardised using a limited number of procedures. The device
“manager 4074 controls access to devices 4060,.dcclarcs receipt of an unexpected

25 event, and manages shared memory.

There are 18 procedures that give access to the device manager 4074, to a device 4060

itself or to memory management.



There are 18 procedures that give access to the device manager 4074, to a

devi ce 4060 itself or to nenory nmanagenent.

- 18- DN0; 9843 '@f)en Channel O Opens a channel to ROTERIHPGSr
Devi ceC ose Channel O Cl oses a channel to the nmanager

Devi ce_Open_Device 0 Opens a chand8l-to the device

Devi ce_O ose De\b ce O Cl oses a channel to the device 5 Devi ce
Event 0 evice_Open_Chappst fkct ed erWnSTQﬁhgmtrbmthc managerDevi ce_Cal | 0
Synchronous acc O ce lo

Asynchr onous ac %@s&foﬁgg—gﬁvﬁ% 0 qsggalcmeb to the manager

I nformati on abolevited n:@evme Set Butftpﬁﬁs_ﬁ)léhé_dn@? Pthe devm Def i nes
a nmenory partitioning buffers 10 Bufferout I ne Reads
the present bufp@?’mﬁ iRavigeD ar ea Clospsra Ichamieh td)the dev1ce '
Provi des i nisor mpyl &w/t he present ngf d

partiti oni ng ar ea i ceAl | oc Buf f r“cfPeth event magags@sRles nenory

Devi ceFree Buffaev{ae _Call () Frees nenosync‘;éononp%géeggtd_gggw&lffer 0

Locks nenory Devi ce_Info_Free_ Buffer G ves the nunmber of free
buf fers DB¢vise_Iordo_Al | oc_Buf fer OAsynchtommacdwssaiidexated buf fers

Get _Buffer_Size Gves t the al | ocated buffer

Wth reference ngﬁgl'glmlse% bef ore using aé BB a gevicky devi ce 4060, a
program 20  (sBehBaffeRBufiaBl() cation SCVDQflﬂesfﬁﬁxchrf’Sm@iﬁﬁhﬁg 62%
“client" 4Q76, that is, a |ogical access-way to the devVice 40 or

the device Hana&éF_BAﬂF!LOUﬂH@ Oranager gi vBsadsrtbe prcsent wiffee partitioTng arel i ent
nunber which is f to in all accesges.

4060 can have sgé(gr 5 i ents 4076, the Pﬂ;:g,s 18?"’@?#’%??0%09’8 1?%?“83’6’#%’

devi ce 4060 bei ng specified dependi ng onpirfifiodivp@real devi ce 4060. 25 A
client 4076 is troduced to the device manager 4068 with the procedure

Devi ce_Open_Cha ufler Q this pr obHeaeates mpmonevi ce manager gives the
Devxce_Frec_Buffcr 0 _ Frees memory
15  Device_Lock_Buffer () Locks memory
Device_Info_Free_Buffer () Gives the number of free buffers
Device_Info_Alloc_Buffer () Lists the allocated buffers
Get_Buffer_Size (} " Gives the size of the allocated buffer

With reference to Figure 7, before using the services of any device 4060, a program
20  (such as an application script) has to be declared as a "client" 4076, that is, a logical
access-way to the device 4060 or the device manager 4074. The manager gives the

client 4076 a client number which is referred to in all accesses to a device.

A device 4060 can have several clients 4076, the number of clients 4076 for each
device 4060 being specified depending on the type of device 4060.

25 - A client 4076 is introduced -to the de;/ice manager 4068 with the procedure
Device_Open_Channel() 4078. With this procedure the device manager gives the
client 4076 the client number. The device manager 4074 outputs a “"client_id",
comprising the address of the variable containing the allocated client number (there

should never be two clients with the same number), and an "error_code", comprising



cIient 4076 the client nunber. The device manager 4074 outputs a
"clientid" conprising the address of the variabl e containi n% t he
al | ocat ed cIW@rﬂWﬁUﬂber (there shoul d never be two cli eREHERJ/{0R11She

sanme nunber), and an "error_code", conprising
-19 - ei ther error_code "0" I ndi cat-llﬂg"t hat the procedure has been
conpl eted successfully error _code "eclient nmax" EFéﬂ cati ng t hat

the maxi mum nurf38gr WOTQF'?% 1% iPﬁF&?t“'t&aW_t the progggurpbag) bsantsymp gsefully,
manager, typicall 7] e grpﬁ{
aI | ocated is Oadrldr‘]rgr?_ggg? n@%élgﬁ%r&(gg@ﬂ ITaItttfsm%%;E%HI hﬁxﬁf}ercdfrcgéﬁé(sjﬁﬁré e

" Devi ce_Open_Chrrinmkitedty the dchee\nﬁmgerpiypz&ﬂy il ﬁa@@&urrsadha&lependent ly
fromthe renoval -of any client fromthe list of cli ents When the client
nunber 255 has been allocated and a subsequent "Device_Open_Channel "

cal | occurs, t‘lﬁﬂ Fil s[@}f‘?t é:lumb% Saﬂ:ecseﬁgcfge lQe—lﬁlr'aa-ﬂng—Wl fo? Qb clih 6s(i)ng the

i ndi cate t hat I'én cliént

al | ocated the Spméddﬂi:bt"n‘elvidéntbpwlmﬁﬁnéwﬁp tcpdhe @alukpaRSS snnaoeéureﬁidcpanaaﬂty of
a 10 client that previouslTy had been renoved fromthe list of clients.

To declare a clifumthapmovebobanyedlicnt fwgsthe list of clents. u?@@ntthecb?%wmbﬂ'eﬁS
vt cerar -0 Hak B Bl und 4 ARG} PBebbe il Btk li RS, Bt e

procedure has hep code "e_cHuRCRiaR! it dup@QBThditAe that ¥E¢ LiGNSE dIiRARTS Yull! lor ke
client does not exist, I5 = Te_periph inconnu" if the device does not

exist, e _clientcl Iﬁatxls ablocated g smallest cfien¢ mumber available; that i cieneaembdscsra
decl ared tg, t he,. i_en 076 n be m)ved froma |ist
for a devi jc)oe h%ﬁpﬁeﬁxouf)ly 0‘@3@5% mmave% g%&Ft ﬁ@(ﬂ ce[err]. The

clientid and device_id are input to the deV|ce nanager which in turn
outputs either error code "Q0" if the procedure has been conpleted 20

successful |y, Fa odeshae 8V\51|14Dénf"@7ﬁ:dﬁn@ device h4060, i éntdlﬁ:né ysAsndln Rreceduee
devi h
inknown o t he DOgE GFen DEALG A6, dnBRIGRE SEPRENs itor Carft e Beled id

fromthe clientTHd devies xhhiagdﬁ\auqextmaaedsr 4k&dagsi QT if the p&é&dmreonﬂdbé@

Devi ce_C ose_Channel herr] The "client id" is mput to the device 25 |
manager, whi ch SuRcessfully o foppletedi t eeplica dngongale it othe; fclient Gpek cBRlr RS

been 15  "c_periph_inconnu" if the device does not exist, e_client_max, or "w_deja_vu" if the

device has already been declared to the device.

A client 4076 can be removed from a list for a device 4060 with the procedure
Device_Close_Device(). The client_id and device_id are input to the device manager,
which in turn outputs either error_code "O" if the procedure has been completed
20  successfully, error_code "w_client_inconnu" if the client is unknown to the device
manager or error code "w_periph_inconnu" if the  device is unknown to the device

manager,

A client 4076 can be removed from the client list of the device manager 4074 with

“the procedure Device_Close_Channel (). The "client id" is input to the device

25  manager, which in tum outputs either error_code "0" if the procedure has been
completed successfully or error_code "w_client_inconnu” if the client is unknown to

the device manager. This procedure deletes the client from the list of the device

manager 4074 and from the list of each device 4060 for which ke is a client, ie. if not



conpl eted successfully or error_code "w client_inconnu" if the client is
unknown to t he devi ce nmanager. This procedure deletes the client from
the list of WR&HRZ ce manager 4074 and fromthe |ist SFTERIHIALj ce
4060 for which he is aclient, ie. if not

-20 - al ready done so by the appl =2 +on, the Devi ced oseChannel
[err] procedure calls the Device_Call _Device [err] procedure for each
devi ce for whiateadndonasa by the applicatione the Devies_Close_Charingh() progedure cails she

freed using this ,pr dure. mpy then al L ocat e usi h . .

Devi ce_(pe n;O%ﬁﬂg‘f—%[%@f—ﬁfwﬁ?n@g%%‘ffﬁ Ak ’be%&]ﬁ%\‘ﬁcg ??re‘ﬂﬁ".cﬂ that Sﬁem 5 3 elient;, The
"Device_Info [@fdnt nuiibey tEIRS frkdf QSRR ANpAREGRE Thil) tRerd 8Y | ARCALE Oudifg dhe
client 4076. The clientid and deviceid are i'nput to the device |
manager 4074, Diwics) Open_Chanaelu@ psodedars; trae inew disnter ni ng t he devi ce,
typically the version of the device, the maxi mum nunber of clients

for the device and the actual nunber of clients using the ~device, to
the clients topgkhffe WDEHcE ThB' (§OYiSyidestnfoitafion tiRErmidle RvieadEl b AdRabeen
10 conpleted or that either the client or the device 1s unknown to the
devi ce manager4076. Thei@Hent_id and deviey it ectuinput Do the deHoe manager 4074e avidchof
managi ng "unexpected .events" that is, {hat . speciLfic.circumastance,
or sonet hi ng ulf Hfgﬂ?ar%’r?gs‘_m&ﬁ%}”lge%? #ﬂ@e’f M@%\% yemsion of ep&%’(‘,‘éedgl?ee
enabl es a cli ephxinfunt! RemBércof it forl the dEPies kN theQlcndl nf BT Cliefts B¥RBlthd r oM
15 a devi ce. Messages for applications, called "events", are put

into one of, sdayice tothelientetogether Wish error_codemjindisatiggthat thaqinoastiuzcthas deen
guetes CoRgEPERLanLS o Bl ik YetSl of ok oy T RSB L

transfer to an4gwapl i cation, the engine 20 4008 searches for the queue
havi ng the highest priority containing an event. The event is renoved
fromthe queue and used to activate the process sequencer unit for

which it is ingended. ,~ . L. "external " events, whether [npuyt, 1o.the
present ati on f#r?&?cﬁgﬁ Bf/“?%gvﬁ’ggy BbAMFABs of managing “ﬂcxpege‘:{]cven " that s, taf

a specific circumstance, or something unexpected, has occurred. The "Device_Event"

procedure enables a client to declare itself the receiver of an unexpected event from

15 a device.

Messages for applications, called "events”, are put into one of, say, five queues of the
engine 4008. Each of these queues corresponds to a priority level 0 to 4 (4 =

maximum priority, 0 = minimum priority).

When extracting messages from the queue for transfer to an application, the engine

20 4008 scarches for the queue baving the highest priority' containing an event. The
event is removed from the queue and used to activate the process sequencer unit for
which it is intended.

‘All "external” events, whether input to the presentation function by the keyboard or
received through an interface pass through an event interface before being processed
25 by the engine 4008. However, any internal events, typically generated by internal
devices, do not pass through the event interface but pass directly to the engine 4008.



received through an interface pass through an event interface before being

processed 25 by the engi ne 4008. However, any internal events, typically
gener at ed by"??ﬁ’éi'ﬁal devi ces, do not pass through thgcg;gg#(ﬁns
interface but pass directly to the engi ne 4008.

-21 - For each procedure, the last=&&lTi ng paraneter is the address
of a variable to be_ set

b t he, devi ce nmgnager Jj ndi ¢ati ng how t he
comand was haEB’FE@fhth?Wéf"dél%'ég W@mctens%he adﬁﬁ@sf’géé'éﬁa lg to be,getibys e
of an unexpect t ' '
exanple, with ?geics%ec ?%’gﬁﬁ‘eﬁ‘g%%@%%wﬁg%?@@? etge g‘\:/vle}%?%an@gf'

i ncl ude: renoval of a card fromthe card reader;
insertion of a_card in the card reader; or . c%ese of the. card
by a client. The reasguifopfhe jegucphon unexpegiedisventele pglient, ea&@t%@e VifGe

event code ( €Yokt agge BidE with Kpect to Mo dG et CARD DEVICH, upblidlevefii®!

respectively). récel ve unexpecte ent’ nust

decl are itsel f imdude:r ecei ver of each event that it may wish to
receive using the procedure "device event”. The foll ow ng par aneters
are input to the devemevah@fagard from the card reader; ¢l j ent i d; 15 .,

devi ce_i d; . . 0 a "get _event" which enabl es the
sendi ng on an unexpé%%elét%fnabfa %gx\?ggﬁ%ﬁr&%a&ﬁa t he event code; and

the event priority, réset oethe drdibgl adlient. 20 Several devices nmay decl are
reception of the sanme unexpected event, with the sane or a different
4

priority. In t/ashghthe abppeisddentified dyadsspectve ueinue pYeahcoder("ev_dosed iexiract”,
or der (R [ Qr:LLV.n Wl i : For exanple, client
2 decl ar esmhi msé -?E%rﬁ'elh%%tcgﬁgge%{ﬁo ‘ﬁgegégi\}gé#&g/ilpér d_extract from

the LCARD device with priority 2. Cient 3 declares hinself the receiver of
the sanme 25 event, Wi th priorit¥ 2, (f_lient 1 wth lority. 4 an ginally
client 4 with a;qrgpqug,u@xppqted events, the c| each event

ient must declare 1ts|g{f as a receiver O

that it may wish to receive using the procedure "device event”. The fol_lowing
parameters are input to the device manager:

client_id;

15  device_id;

a command called "get_event” which enables the sendirig on an unexpected

event; '
_ the event code; and

the event priority, between 0 and 4.

20  Several devices may declare reception of the same unexpected event, with the same
or a different priority. In this case, the event is sent to each client in a specific order

_(by priority and client number).

For example, client 2 declares himself the receiver of the event ev_card_extract from

- the LCARD device with priority 2. Client 3 declares himself the receiver of the same

25  event with priority 2, client 1 with priority 4 and finally client 4 with priority 3. If
the card is removed from the reader, the following sequences of events occurs;

the event ev_card_extract addressed to client 1 is placed in the queue of the

run time engine 4008 corresponding to priority 4;



the card is renmoved fromthe reader, the foll ow ng sequences of events

occurs; . the event ev_card _extract addressed to client 1 is
placed in t h& QAU f t he run time engine 4008 corresBEREFRYAL
priority 4; -22 -

t he sane event addressed to client 4 is pl'ég%d' in the queue of the run tine

engi ne 4008 corres pO?{% %Q;&t &t ia&’&rl‘.%sé%%b client 4 js placed %h{éﬁ.}%%g%f Vcep“tgnté’ﬂ’ﬁe

addressed to client aced In gueue o

4008 corr espondenginé 4008 tartdspyndng e priodty 3; the sane event addressed
to client 3 is placed in the queue of -the run tine engi ne 4008
corresponding to pri 81 $amepevent addressed o clisend isiplacedin thebquichie of ey rupetime

i nvol ved in an vent . |l p suck case, t he device
allocates this g@ﬁg?ﬁ@,ﬁmﬁ;f@&w €°epﬂ%!?k#§3’éra“ 068. In the
appl i cati onsprogr ammitROsahit@kns 8ddrassBd 96 Rfienite3 ¢ pREEP if B Squdul Of R AIEEAE S

10 that nay be associated with events; evenht code;
clientid: engine 4008 eqrrespondingl to pygrityd.1 y having a size of 4 bytes);
and evt _paranf (typically having a length of 2 bytes). 15
The exact neaning of the evt param paraneters depend on the device and the

reason f OFof Eitnd 864itd % BiffdrhiRaye¥é fivolvERSn %ﬁlﬁ@e{qﬂ&{earkveﬁt, AnEH §lcatti t D

an unexpected event depends on the devi ce. e assocl ation exi st,
evt param cor r Bgplsries atlgcatessthisabuffer via thezdnviceamianages 4068.t he associ at ed
buffer. If there is no buffer, the event will still be I ssued but
wth the paraneter evt _paranl set at "0". 20 If the device has a buffer

for associ ati oniiMHe applicitidaXiBgiaftnify ¢itiguabd)® HRERNUAL eRfbl@ access to %Haﬁf&crs

froma list of a device or a IIst of "the dévice nmanager results i
deal | ocat i df of that may berpssapigte@ withewentss where the buffer has been "l ocked"
by the applicatiaon ug‘j,é&g cwg, procedure "device | ock buffer”.

client_id:
evt_param1 (typically having a size of 4 bytes); and
evt_param2 (typically having a length of 2 bytes).

15  The exact meaning of the evt_param parameters depend on the device and the reason
for the posting of the event. The association of a buffer with an unex;;ectcd event

~ depends on the device. If the association exist, evt_param1 corresponds to the data
zone address of the associated buffer.- If there is no buffer, the event will still be

issued but with the parameter evt_param1 set at "0".

20  If the device has a buffer for association with an unexpected event, the removal of a
client from a list of a device or a list of the device manager results in deallocation of
the buffer, except where the buffer has been "locked" by the application using the

procedure "device_lock_buffer”.

Evt_param? indicates that the procedure has been successfully completed and that a
25  result has been obtained by the device. '

A client may stop the reception of any unexpectcd event using the command



Evt _paran? indicates that the procedure has been successfully corrpl et ed and

that a 25 result has been obtained by the device. Ac X
stop the recdPP®¥®1d? any unexpected event usi ng the conmand PCT/EP”’MH
-23 - "retevent" instead of the commapd "get event™ The

devi ce manager 4074 provi des access by clien 4076 to devices 4060 in two
di fferent nodes: synchron ess” " ynch"onous access"”

Synchr onous acced€t °&§Fn§w%?§é§ 8”“?@%4 @3 Pt i's a neans of accessing
a5 function specific to a device and which does not involve the placing
of the response fromthe device in a queue of the run tine englne
4008; the respontke dsviae aidnagired074 providasracicas by ycliempA074I toydevides 4060 in two

procedure is use onfjgurati,on of the harg nti.er faces of _the
r ecei ver/decoderg’ﬁ?%‘% odes: synehe 9x}%xstaﬁ9e§spp§)caémﬁéonquﬁ@alas§em i nputs the
foll ow ng paraneters to the device via the 10 devi ce manager:

client id, device id; "call cnde", which

corrpr: ses the ty&mah&omerabésgg lglsixﬁbgopeﬂu&'@rxdicby&m'e is a meaﬂ%\dfigwccﬂsing a

exanmple, wt reﬁg’ﬁct to the evice. a

communi cate Wi ey 2 gevdcs and g’cp S ﬂ?@vwaﬁ%&ﬂf ° EERUs*

sets up th t vid BédeOby el 18t 4008; the T88PoRAsY is aviklablb

conprises the ad rgg}gsﬂcg‘#e ‘h" ma%ory %catlonmé? c? eel nput © % data; and

25 ec gdr ", Whi c?mm?ate?ﬁs 'Kylp:acaﬂ?;itlﬁs;mn‘edﬁﬂeelsnmsﬂrm d:mrf:glurattnpntai tfhhltlﬁlndware
evice nust wite the outpu pon conpletion o e

oper ati on requesi’ﬁﬂf%’?sPﬁ@ecquféﬁ?f/ddePﬁ%f@QW’ce outputs a "call - .

report™, which conprises a report of the run. The call _report typically

conprises one of a predeternined nunber of reports that may be issued
to the client. | Usingrthis grbeedure, the client inputs the following parameters to the device via the

10  device manager:
client_id;
device_id;
"call_cmde", which comprises the type of operation to be performed by the
device. For example, with respect to the SERIAL device allowing a prograin to
15  communicate with equipment via the serial link, the command "serial_sefup” sets up
the serial link configuration;
"em_adr", which comprises the address of the memory location of the input
data; and .
"rec_adr", which comprises the address of the memory location to which the

20  device must write the output data.

Upon completion of the operation requested by the client, the device outputs a "call-
report”, which comprises a report of the run. The call_report typically comprises one
of a predetermined number of reports that may be issued to the client. In turn, the
device manager 4074 issues an error_code to the client 4076, the error_code typically
25  comprising one of:
e_client_inconnu;
¢_periph_inconnu,;

"e_cmde: inconnu”, which notifies the client that the command was unknown;



devi ce manager 4074 issues an error_code to the client 4076, the error_code

typically 25 conpri sing one of: e _client_inconnu;

e_peri ph_i nc¥aAa¥43172 "e_cnde_i nconnu", which noti PCEEPPHRIE] | ent
t hat the command was unknown;

-24 - "e report periph whiréfi<'s an error specific to the
devi ce; and " ] .ndr cates that t roceduy e was

conpl et ed successfuIﬁ’-;’"’port—pmi:'h éChdlé\?P(Fér BﬁPiFﬁH‘I&({J"N&%%H ut data to

the address of the "‘@”Qmicﬂ Riafated Fhat the grdc@diﬁé 'vids%nﬁl’ctéd‘ﬁw@%@ﬁﬂ@t er
"rec_adr" when the errfor _code "0" is retelved Devi cecal | "bl ocks all

other applications until the run has been conpleted by the devi ce.

Asynchronous a usi ure ce lgQ", |s a s_of accessing a
function ﬁﬁe‘i"lf ﬁg@“ &‘Ee‘ﬁﬂ‘&&ﬁ &‘ﬁv‘i‘ddg%‘é?rgﬁ{e ? ton
response. For ?d&iﬁﬁl:&b%&é arameter “fc@sélﬁcivhkﬂ tﬁé’é‘rm?EE’édﬁL"Od‘ié’ i-éé@i;ve& he command
"serial _send" sends a ssage vi a 10 serial Tink. Follow ng

successful transm ssion of all of the data (before any pre-set

wen this 5 Devispesali®plofBy A bk Soafcalog 5L U, MobernhetRlSe DPiEe

engi ne 4008 toggiphal its arrival. Usi ng this -procedure, tHe client
i nputs the follow ng paranmeters to the device via the devi ce manager
15 clientid; devi cei d; "io_cnde", which

O e Rl RRSEA ek BBt bOLAE e L B e of gl Shincton
s\elggzir prioritysass@ciors @eviet ahd T*ahﬁcheiﬂ”«@fves waiting for a responSEB®6r cRple, with
respect to the SERIAL device, the command "serial_send” sends a message via the
10  serial link. Following successful transmission of all of the data (before any pre-set
"time~out" parameter is reached) the device sends a report to the program. When this

report is available an event is put into a queue of the engine 4008 to signal its arrival,

Using this procedure, the client inputs the following parameters to the device via the
device manager:
15 client_id;
device_id,;
"io_cmde", which comprises the type of operation to be performed by the
device;
the event code associated with the end of the operation;
20 the event priority associated with the event;
em_adr; and

rec_adr,

‘Upon completion of the operation requested by the client, the device outputs an "io-

report”, which comprises a report of the run.

25  The io_report typically comprises one of a predetermined number of reports that may
be issued to the client and one of two reports ("e_not_done”, indicating that the



Upon conpl etion of the operation requested by the client, the device

out puts an "i Q- report"”, which conprises a report of the run. 25
The io teportWPYBA3ERI y conprises one of a predeterm ned nunbeCTHEPIONAS t S
t hat may be issued to the client and one of two reports

("e_not _done", indicating that the -25-

-25 - requested information is not yet available to the client, and

"0", indicating Teauastedniaformation g gofeyat aailable tarthel dient,sandy'§') diceling that the
associ ated with s@48Rtormation is ?}'a}ﬂ&gaﬁg‘%@éﬂ% tthhe report "0", the

devi ce manager |s§€ees an error_code € CVelo76, the errorcode
conprising one of: 5 . e _client_inconnu;

e_periph_i nconnuy; , e_cnde_i nconnu;

"e_crde_i nconnudJpamreseipt afitheaepest {0athe: deviceumanagenissuds an emonaade to the client
"e_priorite_inc e, L.ch i.ndi cates that' the priority is unknown; 10

e report_peri ph?ﬂﬁg’ the%?—mde CgmpriSIng one ofy i || pe understood that the

present invehtion has bR&dt #essdy bed above purely by way of exanpl e,
and nodifications of detaiT can be made within the scope of the R

i nventi on. 15  Eacupemphimeenmiiscl osed in the description, and (where
appropriate) the cl aie ndl u drawi ngs may be provi ded i ndependently or
in any appropriate comndl O e In the af orenmenti oned preferred

enbodi nents, certain *teghéé SScodfiud”’"ehiBh SRBEtes tﬂ!teﬂBEie?Ehtfcode is bﬂéﬁg een
(0] e

i npl enent ed using conputer software. However, it wl cours e clear

to the skilled man t h&tpr@gnte gncammge’ewhishtindicatesrthat the prigpity iewdladwnsi ng

har dwar e. 2 Furtheer;mre | t hWi |1 be readily understood that the
functions performnmed by?ﬂ?@f—pcnp * hardware, the conputer software, and such
| i ke are perfornmed orp.or using electrical

It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the

invention.

15  Each feature disclosed in the description, and (where appropriate) the claims ‘and

drawings may be provided independently or in any appropriate combination.

In the aforementioned preferred embodiments, certain features of the present invention
have been implemented using computer software. However, it will of course be clear
to the skilled man that any of these features may be implemented using hardware.
20 Furthermore, it will be readily understood that the functions performed by the
bardware, the computer software, and such like are performed on or using electrical

and like signals.

* Cross reference is made to our co-pending applications, all bearing the same filing
date, and entitled Signal Generation and Broadcasting (Attorney Reference no.

25  PC/ASB/19707), Smartcard for use with a Receiver of Encrypted Broadcast Signals,
and Receiver (Attorney Reference No. PC/ASB/19708), Broadcast and Reception

System and Conditional Access System therefor (Attorney Reference No.



and |ike signals. Cross reference is made to our co-pending

applications, all bearing the sane filing date, and entitled Signal
Gener ati on ¥@9B¥Rdcasting (Attorney Reference no. 25  PC/ RGHEEYM3YS,
Smartcard for use with a Receiver of Encrypted Broadcast Signals, and

Recei ver (Attorney Reference No. PC/ ASB/ 197283}, Broadcast and Reception
System and Conditional Access Systemtherefor (Attorney Reference No.

-26 - PAQASBII710),, Dovwioasking ny Eodpwtent Eile Fitom fa oFransmiftennsiai tat er
via a Recei ver/ Recoder .t o a.Conput e At t orpey Referenc
PC/ ASB/ 19711) , %““‘V“’Bfe’&‘ﬁgﬁi 5y %ncawg'? c@%‘&?‘&?ﬁ’ o?‘céﬁﬁ i on?\é?)!%“g%%?ﬂéé’

and Q her Dat a frRhdrfi6d16y and R b ofapiin JOthdrOPRia Q@HoRsE:
Data (Attorney ’%eferenceaﬁlo. Bgcﬁﬁflgcfg%%ﬁi%)ﬁg@ @npgsafz%% Menory c@m y

O gani sati on  (ReferenceeyNo.REGIASB/9718)). Downloading ARR4 10othey TRéferenes oNo.or
Radi o Contr ol opgent (Atforne . Reference No.
PC/ ASB/ 1971@) , 5@@%@%5 ‘E&’@&i{:‘t i %ﬁ? o rganisating (AfigmeRy Refercnce  No.

Stream (Attorn ¥7145, Pﬂ%lev%ﬁré%?ﬁ 5%%6)0%3‘6? %&teﬁp rﬁéﬁio%esi% %ﬁo;ney

(At torney ef erence”No. P 717), Data Processling
(Attorney ReferReferentd Nol®PC/ASBA9AEE, Exra&ing Batd Sctiens fretn arTtaritentiqd Data

System and Recgi ver/ Decode nd t ntroller therefor t or ney

Ref erence No. P‘eé?c ige%?% : "'%ﬁ'\?‘caibg‘bll’éggggéﬁ” s AGGESS; %@?%%Weﬁ(ﬁ e

i ncor por at ed heggbfnby NooFRI/ARBFLIO7 its tprBE g j drifde URS'S

the present appli cat?éc/)n. /ASE7 P?ﬁ Batd Px e@fﬁgl\%ﬁéa tARomey Rff A

met hod of ®habl POASBI19%18),i skt Bovadedsbapd Raveptivh Systerny aid Recsive/Decoder and
Remote Controller therefor (Attorney Reference No. PC/ASB/19720). The disclosures

of these documents are incorporated herein by reference. The list of applications

includes the present application.



recei ver/ decoder to receive a nmessage concerning a function perforned by a

conponent of said receiver/decoder, said nethod conprisi 9

steps of:+ - WO 98/43172 storing in said receiver/decoder | o&Ca&F HWF%es
each | ogi cal device representing é,?spect ive function of the
recei ver/ decoder and being separate from the’ Conponent of Sat-d

recei ver/ decoderfor performng that function, each | ogical. b '
respective device identifier; asmlﬂﬂmmwmmmﬂ
application ide%i%ﬂ‘nﬁa to the application; and 10 0 C sNQ
fromthe applic signal conprising the application identifier and

the device identifier of a |ogical device fromwhich the application w shes
to receive ssa e ) oncer,nl n function of the recel ver/ decode
whi ch that |ogi&al d Pf°"ld’1n§p?2@‘é"éﬁ>ﬁ’sa program 8 at ledst one;, CORRAREH d‘ f(s)
signal at a devj ]g@,n fin, RaRIMh 4R BEh) stgfdPeg cation and 15 each
| ogi cal devi ce, gg? %%I cé manager stopﬁngg or the | ogical device )
identified by said storing aildginsli devine associatedplithcthe |ooma¢hjmspadwercomgomm e

said application to receive a sage ,oyt t hat, cal
devi ce conceérni ??déts)‘%""?umtqf&ﬁgg?qgl‘éﬂl 6?5%‘?’]‘%@6?@8?“ W’H t%'sbgl cal

device represents. 5 Claim1, whérein.
the application ident Is%%nén[g gro sasul1 to ZOE% %e application by the
devi ce manager. outputtidg from themgmd acsigmatl chmpyising tﬁb@rogramodcmfleﬂmdrtbt n

sai d S|gnal further ¢ I se ngd enabling regc t t he
appl i cation of é%%yﬁg‘gfl ég’ﬁ eriﬂ?Ptlﬁﬁ‘c‘FrYg&Vé% toga FpREnon inte % ithgy a
change of state Got inRhidaSiBh SREMHE etidéed NE
| ogi cal devi ce. pm%@b%ﬁ%g)ep%h leﬁ%ogﬂ%r |‘$\ég=dt% g@g al m1 whegﬁe}%en gal
nessage |519torﬁidtpmgamaundltke obneach logical dmrmmwxﬁsmdsnﬂaffacp.lent transfer to
sai d application. A nethod according to Caim4, wherein the
recei ver/decoder includes a plurality of such queues, each
queue having a Hespeql iehdar b f&ﬂ%é@‘(ﬁénﬂ divourdid Ssaftf sfgﬁﬁ RIr@Rf cofprises a
V\/mch nessages are to be transterr fromthe queues to e application.
command enabling receipt by the program of a message output from a respective

logical device indicating a change of state of the component associated with the

device.

15 3. A method according to Claim 2, wherein said message is to be stored
temporarily in queue means of said computer system for subsequent transfer to said

program.

4. A method according to Claim 3, wherein said queue means comprises a

plurality of queues, each queue having a respective priority level indicative of the -
20  order in which messages are to be transferred from the queue means to the program,

and said signal further comprises the priority level of the queue in which said message

is to be stored temporarily.

S. A method of providing access by a plurality of programs to at least one
component of a computer system using the method according to any preceding claim,

25  each program accessing the or each component via said interface.
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6. A net hod according tTo CTaimb5, wherein the signal further conprises

the priority | evelrgp IhEION jin which said nessage is to be
stored t enpoM $§/43172 zl“lm“mrnlmmlld according to any pFeLERYgLIS
claim further conprising*he steg off: * subsequent |y
outputting fromthe application a signal to 2he devi ce nanager

conprising the application identifier and the device identifier ofthe

| ogi cal device t&get hArmethod of ansmitting Aats BEtWasB13 PRASTHY Bfe? SOMBANGY ofi
conponent for perfornin he functi . s ' | S represented by that
| ogi cal device. COHRPET %'.S&m’ Sﬂﬁé?ﬁ%%@%ﬁ%% %%’éd%ai m 7, wherein the

si gnal i ncl udes an_ adgoasting Sccd e program oMLk Gonmppiknt Lsing e methybaenrdiig

said | ogical device and an address for data output from said | ogi cal
devi ce. tooClaim 14 apédt hod according to Caim8, wherein the signal

I ncludes the_priority_level gof . ugue. | | 0.
fromthe |ogrcal devi E‘g’SF%“chy t?gmgft&geﬁoﬁeﬁﬁgcﬁ’g&%ﬁ y%gl g?‘gg’?a‘?%a%er glrr?g—%nr
to the applicati iqantiﬁc:, the deyvit®- identffidFeéth et Bssel devitet ® ansonmmos edicnigce, a

clai mwherein at |east one ofthe application and the | ogi cal deyic
is input to sai dcommend dnstristiog epesatian Dfcacompenent oy tee logical device associate

recei ver/ decoder, . . yd. accor di. to a r.ecedi ne |
wherein said conﬁ’&F@'ﬂfh’ &%&‘%’gs@so%%e&gﬁ%%ﬁ&sﬁm%ﬁ%yp 8 r?gi(ra &g{bgea?’?arén
interface, a pargidreds foptdatsd 8@put By Bidebrniposle to said 1opidl tdevice té sgiderommon
12. A nmet hod of enabling an application stored in and executable on a
recei ver/ ded@der interfacecei ve a nmessage concerning a function perfornmed by a
conmponent of said receiver/decoder substantially as herein described.
- 29- 13. Apparatus for enabling an application stored in and
executable on a 7, A method of transmitting data between a program and a component of a

computer system; said method comprising the steps of
providing access by the program to the compbnent using the method aqcording
to Claim 4; and
15 . subsequently outputting from the program a signal comprising the program
identifier, the device identifier of the logical device to a common intcrfaéc, a
command instructing operation of a component by the logical device associated
therewith, the priority level of the queue in which a message output from the
respective logical device indicating a change of state of the component associated with
20 the device is to be stored temporarily prior to transfer to the program, the address of
data to be input to said component by said device and the address for data output by

said component to said logical device to said common interface.

8. A method according to any preceding claim, wherein the program and/or the

or each logical device is input to said computer system via a component.

25 . 9. A method according to any preceding claim, wherein the or each component
comprises at least one of an MPEG flow tuner, a serial interface, a parallel interface,

amodem and a smartcard_reader.

10. A methed of providing access by a program to at least one component of a’
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recei ver/ decoder to receive—a-nessage-concerning a function perforned by a

conponent of sajd.recel ve der, said nethod conprising the
steps of:* -WO98/43172 Tu l M E | ﬁ-mri ng in said receiver/ §ECEH}02115
| ogi cal devices, each | L 5 representing a respective

function of the receiver/decoder and bei ng- 3parate fromthe
conponent of said receiver/decoder for performng that function, each
| ogi cal device computer sysigmnef & methodcer eangmitting dagrerbetvaenra program and a

2 devi co. managerrRaet 368 suriier Nl BitstanBay & bt BReR o7 Ca “devi ce
for 10 receiving fromthe application a signal conprising the

application identifier and the device identifier of a logical .
devi ce from whith t hAppasptus éen providingsaneess: by a @regrem towms deagleene component of a

[ the f ti fth ' /d ich th | ogi cal '
Fepresent s, - andeomputes Sysfi WpBEA s, SERAREL 5 ot shi Sy pPEIbS:
sai d identi§ierpgas dioadtPid 6A8 ispsteinded bf b&h foBical device h@AAP aCreSptichlve device

application to receive a nmessage output from Chat [ogi‘cal device concerning
15 t he funct i identifier; said appasatue comiprisidgr whi ch that | ogi cal device .

represents. : 14, arat us_accar.di to.Caim1l3, erein the
devi ce manager is ar?‘ﬁ?ﬁe@rla%?&mg apm%??ilaﬁ‘t{%é t%bbgﬂ PG dentifier to
the application. means for &Rating f‘@cﬁﬁﬁﬁﬁgﬁti@&%ﬂélr&t&&n%ﬂ'ﬁb dhtte or

conprising a queue for storing nporarily a nessage oUtput by the

Ilggi cal devi ;:e éarh hg(t;gbcﬂ;:zmahv agrofdance ovitlaiad sizal ou[q:pplf:iogatth@][program and
. arat us_accor.di o d ai, ._Conp[is ol ur a of suych .
aueues. oadh st it hitwian diohitien &8 My 357Fe Ao tEL b iy Bt eRcH IRpicat

the order in whijghedressages are to be transferred fromthe queues to
the application. 17. Appar atus according to any of Cains 13 to
16, further conprising nmeans for 25 storing data to be input to the

conponent by saj4d | ogical, deyice. and ans, for,.storing.data out put

from said | ogi (a:.gi de{pPRatus accorgm.gr}&éﬁ%m il’r HRFL SR Rier conpri si ng

appar-at us accordi ng fea YorOtndbliag celpt by tBé- program of a message output from a
respective logical device indicating a change of state of the component associated V{ith

15 the device.

13.  Apparatus according to Claim 12, wherein the computer system further
comprises queue means for storing temporarily a message output by said device for

subsequent transfer to said program.

14,  Apparatus according to Claim 13, wherein said quéue means comprises a
20  plurality of queues, each queue having a respective priority level indicative of the

order in which messages are to be transferred from the queuc means to the program.

15.  Apparatus according to any of Claims 11 to 14, wherein the computer system
‘comprises means for storing data input to said component by said device and data

output by said component to said logical device to said common interface.

25 16.  Apparatus according to any one Claims 11 to 15, wherein the or each logical

component is connected to the respective associated component via a device driver.

This Sheet Has Been Replaced

AR

THIS SHEET HAS BEEN \
REPLACED |



19. A recei ver/ decoder accor di ng to Caim18, further conprising neans
for receivin '

EG type signal, neans for eco I n

recei ved si g\%glwf%"ﬁ Iy’ J\mefm on si gnal and nmean 6& yﬁ’dﬁy. ng

t he tel evision signal eﬂ Um' Apparatus for enabling
MH’ g ﬂﬂ"e 39;1 5 recei ver/decoder to

an application stored I
receive a nessage concerning a untti’on perforned by a conponent of

sai d recei ver/decoder substantially as herein described with reference to

the accompanyi Ag rébeieh/Mefoder for recefdng bx&weéxgﬂxé ded déeiver/decoder
substantially as herein described with reference to acconpanyi ng

dr awi ngs comprising apparatus according to any of Claims 11 to 16.

18. A receiver/decoder according to Claim 17, further comprising means for
receiving a compressed MPEG-type signal, means for decoding the received _sig_pal
5  to provide a television signal and means for supplying the television signal to a

‘television.

19.  Apparatus or a receiver/decoder substantially as herein described with reference

to the accompanying drawings.
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