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i nproved 5 detection and notification of intrusion in
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hand, spreads automatlcally over a network without any active intervention

20 from the user.

The problems related to different forms of malware are increasing on the
Internet today, and it is highly likely that viruses and worms which today
plague stationary computers and laptops will soon also “migrate” to cellular
25 telephones. This is particularly the case since cellular phones with an
increasing ease can be used for surfing the Internet, which increases the risk

of malware infections.

One way to deal with the problem of malware in cellular telephones would of

30 course be to provide the end users (i.e. the telephones) with anti-virus
solutions, such as anti-virus programs. However, cellular telephones present
significant challenges for anti-virus software, such as, for example:



2 Menory constraints, Processor constraints,
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call ed intrusion detection systemy(|IDS) or network

i ntrusion detection system (NI DS) would seem an

attractive solution to the problemof malware in

cellul ar tel ephones. These systens, i.e. |1DS/ N DS can

be br efphymenptandiagngs fol lows: 10 An intrusion
detection system (I1DS) nonitors network traffic in a
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unwant e forrrs of traffic such as . nalicious traf
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malicious traffic from worms and viruses that are trying to spread themselves
over the network.

15
Detecting suspicious traffic is traditionally accomplished by packet inspection,
identifying heuristics and patterns (known as signatures) of common network

attacks.

20 When an IDS “sensor” detects a potential security breach, it signals the

system owner and logs the information.

Some IDS systems are reactive. These systems, known as Intrusion
Prevention Systems (IPS), respond to suspicious activity by terminating the

25 connection.

A network intrusion detection system (NIDS) is an IDS that is implemented as
a standalone platform which identifies intrusions through packet inspection of
traffic to and from multiple hosts.

30



3 Although seem ngly attractive solutions at a first
gl ance, introducing stand- alone NIDS/NIPS in nobile
woeanoskeo may have several di sadvantages: St andI/BPINg055267
NI DS/ NI PS may i ntroduce additi onallz user plane | atency
5 into the system Packet inspection will be
perfornmed inefficiently at several instances of the
network if the network uses 3GPP PCC (Policy and
Ch [ ral ). ; sl NFYSA [ )
pur ol el et B8RS at S HREIEE ThEGIGR stand
polalane NHXSMNIPSananalhike networis Mag habe \seabmad dsadvantdges:
time on the G side (downlink) for intrusion
prevention. 15 Additional components in the network
Whi Chy Widthnd SfisHd NIﬁQN‘I@WierGEE’e Wlifiond Lsef El‘é_ﬁe latency
| ead to 1 ncreased conplexity“for the operator, 1.¢e.:
50 | ncr eartedh€APsEM,0 Ri sk for increased OPEX. 20 A
particul ar problemis caused by mal ware which infects
its "host" by neans of traffic which is not to or
froma wehp it r?(?‘f'n Al [ ;
with or w tﬁgﬁts ptgﬂgort\gws%ﬁ?éo t%ﬁhgge@algﬁgsegg?l zlan stances of
webpage thehinstwoek Knthennetyeork ysmsr SR RGC witadicp rartch &harging
carrieswth.t a high known risk of malware
ShoneRp

i nfecti e traffic can be interrupted by a

10sur vei | | ang @rveomf athaitth déteb®sH paPo8Es bA the Gn side (uplink)
predeterm ned "safe" site, which may have a warning

banner, so Qnesagaie farealicygpnirelandcelyonde

ot vi rusr 2o Bitfid SR B 1S o S FRRR) fay iatrusion
infects its pasientipnot her nmeans, there is no way in

30 which the user of the host device can be alerted to
the fact that suspicious traffic is being sent
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20 A particular problem is caused by malware which infects its “host” by means
of traffic which is not to or from a webpage, due to the fact that if a device,
with or without the consent of the user addresses a webpage which is known
as a source of malware or that carries with it a high known risk of malware
infection, the traffic can be interrupted by a surveillance program and

25 redirected to a predetermined “safe” site, which may have a warning banner,
so that the user may for example be instructed to run a virus scan or to

download an antivirus/antimalware program.

However, if the malware infects its host by other means, there is no way in
30 which the user of the host device can be alerted to the fact that suspicious

traffic is being sent to/from the device.
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reduced or elimnated. The sol uti ﬁn should in

particul ar be able to address 5 the probl em of mal ware

which is carried on traffic that cannot be redirected.

Such a solution is presented by the present invention
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| nsTrbmst as@xplairidd abpes kKhere isoa ardd ffooen sobdion by ndens of which

1 Proploms St abRe; 1saBling Melarh ek aarifomoval can be

pa%@dc%da&c@ﬁﬂir@ecﬁ.oﬂﬁ’é QERItBANEHNRAY i bafticuls U@'ableaﬁ) address

with means for Initiating a process Pgﬁ'a user who Is
5t héheipeabilertdf omalware vhiaheis garredrar kaffic thahcaimat be redirected.
classified in said first classification as bel ongi ng

to a specific kind of 15 traffic. The "specific kind

of Suchfd iselutiBRnti prasentaBane tHeaprezen ivedtiohtifi that it discloses a
char act er| stics ‘that the device cannot redirect the

padryige for use in 8 Gefitlan semmdricatinns swster, Whirh seinprises means
de%ﬁ .H%éc‘ﬁﬂg gﬁé@%bgﬁkeﬁé ?cfSﬁ& f?gfr\ G855 tAY Ey{f&ﬁ]d by t he

device 1s's poi nt
10t he user attenpts to access a webpage, the user |s

| e%%?cfe&?pdecLsﬁin?@c?mv%ﬁohgv?@%“@?tﬁfr%gag% fer et lassifcation of the
n OXERA r t I

t hg%g?er I'S Srg Irecte {D@éété ngernﬁf gh‘é'f\ﬁglé%gﬁ\lﬁhlgmans for

coimitiating a prmessnfgr raelgmrdum@ isrtiendestinatibp airi smwce of a package

SUI a this ‘redi.r ar.r out at the fir
DHHRSE ciifad i 190 Trsttedsi Bt Selon@inoit e spdahc kind of
15rren¢aff@r_1ed above occurs the next tine that the user
attenpts to access any webpage. 30 In one enbodi nent,
the device is also provided with means for carrying
at i an of said acka

ou « SSifi
o TR PR T raetrs e s af P 2 S on@Bipteristios
a thdthe aAgide @miotrr@dﬁthegoac‘kaQQHMme@ intdriticdn@estiRation to
2009/ 132700 PCT/ EP2008/ 05526 S o
another destination, and the process which is initiated by the device is such
20 that at a later point in time, when the user attempts to access a webpage, the

user is redirected to a predefined webpage.

Thus, the invention can handle the case of suspicious “non-browser related”
traffic in that, when possible, the user is redirected to a webpage which
25 suitably contains a warning regarding malware infections. Suitably, this
“redirect” is carried out at the first earliest opportunity, i.e. the “later point in
time” mentioned above occurs the next time that the user attempts to access

any webpage.

30 In one embodiment, the device is also provided with means for carrying out a
secondary classification of said packages, and in this embodiment the device

additionally comprises a first additional node which is supplied with the
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initiated. 5 In anot her enbodi nent, the device

receives rules for the first classification froma

second additional node in the system including rules

for the initiation of said process. The invention
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Figs 2-4 show block diagrams of embodiments of a device of the invention,
and

Fig 5 shows a flow chart of a method of the invention.

20 DETAILED DESCRIPTION
Fig 1 schematically illustrates a principle behind the invention. However,
before this principle is described it should be pointed out that in the
description below, use will be made of terminology borrowed from cellular
systems such as 2G/3G-systems. This is however merely in order to facilitate

25 the reader's understanding of the invention and should not be seen as
restricting the scope of protection sought for the present invention, which can
equally well be applied in other cellular systems, such as for example, WLAN

or LTE, Long Term Evolution, systems.

30 Returning now to fig 1, a user terminal, an “UE” 110 receives and sends
traffic in a cellular system 100, the traffic being routed through a gateway
such as, for example, a so called GGSN, Gateway GPRS Support Node. Part



6 of the system 100 is illustrated schematically as a
cloud, in order to indicate that there can be
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arrows in fig 1, 5 and a principle of the invention
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Heuristic inspection.
20

These methods will be described in more detail in the following:

Header Inspection

During header inspection, the Internet Protocol (IP) and the transport protocol
25 headers of the inspected packet are analyzed and matched against the
header rules configured for the user. If the packet can be classified based on

the information in the IP and transport protocol headers, it is assigned an Sl.

Deep packet inspection

30 Deep packet inspection is an optional extension of the header inspection.
Instead of assigning an Sl, a header rule may result in the forwarding of a

packet to deep inspection filter rules which are configured for the user.



WO 2009/ 132700 PCT/ EP2008/ 055267 7 Through the deep

i nspection filter rules, the GGSN i nspects traffic at
W@pEbiaave on protocol |evel, meaning that, forPEREPPLE)55267

HTTP or WSP traffic can be cl aSSI7fI ed based on

Uni f orm Resource ldentifier, URI, ‘informati on or on

the specific operation used. 5 If t he deep inspection
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on one or _nore of the inspection paraneters |i

ed
ab@vailablengGSNs. i inewhish, forr eyampley HTd F dd4ak, %TP,STFTP SMTP,
wh h k
Iﬁﬂpénﬁﬂ-gﬂt S% rel a{]%(? ?uﬂﬁb?f d "o pact ?faflflsc whi ch

"non-browser”
10does not use the HHTP or WGP protocols If the Sl

whi ;jh IS aSSI gned to a packet to or fromthe user

in , then the node of the invention

St a i , ..
S h@uﬁét%?r%?eﬁ:ﬁén i Coptiifal, QH?”@ Bsed onf! %&agfe Renpirical

next tinme t he user ttenrps 0 access a webp
( [ paitemsscmmt:teﬂﬁmglarpatth:atartmetamwr agpzliz:,atibm It is an alternative

g?nfp@éP@gT Iqp0 B%gg&g@s%% 3{%’}}% 0{5 t he ,péq}\gélgllsftggt cannot

158u%.aéﬁlﬁfed thiSUugH heade ik é&lHﬁtdr%@h gg. that,
for exanple, infornms the user that t UE has sent

and/or recei ved suspicious traffic, and recomendi ng
f[th Sﬂ WBICM%%E%@%]E&@%&?%%} ¥%pr r'oomnthe HEhwiﬁsbe based on one
or more of the inspection parameters listed above. A main criterion for giving
a packet an S| which indicates malware is that the packet is “non-browser”
20 related traffic, e.g. traffic which does not use the HHTP or WSP protocols.

If the SI which is assigned to a packet to or from the user indicates malware,
then the node of the invention starts a process for the user, by means of
which, the next time that the user attempts to access a webpage (i.e. the next
25 time that the user uses, for example, HTTP or WSP based traffic) the user
will be redirected to a webpage which has been configured for such cases,
usually an informational webpage that, for example, informs the user that the
UE has sent and/or received suspicious traffic, and recommending the user
to take the necessary action, such as contacting the system operator or

30 downloading software that will clean out malware.



30 downl oadi ng software that will clean out nal ware.
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whi ch can detect the behaviour of 8suspi cious traffic.
Naturally, the filters will needto be updated, which
can suitably be done by the operator of the system 5
As an exanple, a configuration for header |evel
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The process described earlier will then be started for the UE which is the
source or destination of packets whose SI=666. Packets with Sls which
indicate a “clean bill of health” will be processed as normal.

15

Table 1, Examples of malware behavior

Ld-
IP-adr | protocol Ports Remark

any to TCP 5554, 9995-9996 | Sasser

any

any to TCP 2556 Bagle.m, n, o, t etc.
any backdoor Trojan

any to TCP 2745 Bagle.k backdoor
any Trojan

anyto| TCP 8866 Bagle.b backdoor
any Trojan

anyto| TCP 3127 Mydoom* backdoor
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TCP 3333, 4444 Blaster any any to TCP 6531, 6551 Hal e
whawkdsgno Troj an any any to TCP 48522, 5555 Het'BEP2008/055267

backdoor Trojan any any to TCP 135, 593 RPC/ DCOM
exploits any any to UDP 996 to 999 Sobig any any to
TCP 1080 Bugbear any any to TCP 6129 Danewar e RAT
any any to UDP 1434 Sl amrer/Ws2. SQLE any xp. Wrm any

Egrtur?;) 13? Wndows Messenger any Spam agxl\g{aﬂ TCP 135
pper _explfaoits any any to TCP 139 over
Net bi os amnyaspl oTCP any t3338DH4487- 13BISBr over
Net bi os ahy exgl oits any to TCP 445 SMB over TCP/IP
any expl of tsa@n
anyto| TCP 6531, 6551 Hale backdoor Trojan
any
any to TCP 48522, 5555 Hale backdoor Trojan
any
any to TCP 135, 593 RPC/DCOM exploits
any
any to UDP 996 to 999 Sobig
any
any to TCP 1080 Bugbear
any
anyto| TCP 6129 Dameware RAT
any
anyto| UDP 1434 Slammer/W32.SQLE
any xp.Worm
any to UDP 135 Windows Messenger
any Spam
any to TCP 135 Portmapper exploits
any
anyto| TCP 139 SMB over Netbios
any exploits
any to UDP 137-138 SMB over Netbios
any exploits
any to TCP 445 SMB over TCP/IP
any exploits
any to UDP 69 Cirebot IRC backdoor
any Trojan
any to TCP 69, 57005 Cirebot IRC backdoor
any Trojan




any to UDP 69 Cirebot | RC backdoor any Trojan any to
TCP 69, 57005 Cirebot | RC backdoor any Trojan WO
wWQe®913132v00 PCT/ EP2008/ 055267 10 any to TCP BF1/BP2008/055267
W nshel | . 50 backdoor any Trojan O‘Soma specific

exanpl es of enbodi nents of a devile of the invention

wll now be given. A GGSN will usually conprise a

functi on known as PCEF, Policy and Charging

Enf or cene tanﬁgg tiepp i1 whichgyfg is paniyndhaf 5Y backdoor
advant agepus o0 integrlate the node of [the I nvention,
since the PCaRyis already configured toTrojgpect

packets f .
Thus, in the exanples given below, the invention wll

be O . : . . _ _
xS SpPeE SIS S RIS 8 JEViez gfife Tivelign yil now
shdesgiszebaldi GGIN wkll disagihyaoomprise RAERchon&n2ad as POk, Policy

o ATdG R g TatofREnb ESAB, 13 BhicH s & PHTIsCA B R 8tageous
5b1 a6 listegfaté NRe MoBE dfade ir@htiohi sihcwithe MEEF 98 &fedae @oPﬁgured

in a systemof the invention are indicated by neans of
dadadaspectacketsefor reasong tof ehargiog kandvalthogizstiomeThus, in the

& SR A e I B ot e

pa@GER. and assigns them SI's, Service ldentifiers,
based on filter definitions which the CE receives
froma set or database of filter definitions, FD 215.

1020 e o8] bbbispfs 2t blonkie safgRgAed by reans

the Tnventr o, 1N er—to 1Tncrode the behavi our

of Fign@wshowas \sabasicflislocle xiagrae vhasRCEF hadd 0D ofatheviavention,
Thus,. b ans of .the definitions in the FD 5..th

CEV‘EU@‘ é?'%@é‘so"é‘?”%ﬁ. Iga §&%em&at%wa&éwgh ,asaﬁwébm in ﬁwe 29/3G-
Packss. TRoSLRRICIEH KAdE dfithe PICEERbde 200 whRFEVil e redesigned

in a system of the invention are indicated by means of dashed lines. The

15  function blocks will also be described below.

A prior art PCEF comprises a Classification Engine 205, CE, which classifies
packets and assigns them Sls, Service ldentifiers, based on filter definitions
which the CE receives from a set or database of filter definitions, FD 215.
20 The filter definitions 215 will be amended by means of the invention, in order
to include the behaviour of known malware, for example those of table 1

above.

Thus, by means of the definitions in the FD 215, the CE 205 arrives at an Sl
25 for a packet, and the packet is together with its S| sent to the PCE 210,
Policy and Charging Engine.

Assume now, in order to illustrate the example of fig 2 further, that there are
four filters in the filter definition database 215. Thus, there are four possible

30 Sl outputs from the CE, which can be exemplified as follows:



Pol i cy and Chargi ng Engi ne. Assunme now, in order to
illustrate the exanple of fig 2 further, that there

wae@o/ 1w filters in the filter definition dapGEEBIS/055267
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215. Thus, there are four possiblg 30 SI outputs from
the CE, which can be exenplified1§s foll ows: WO

2009/ 132700 PCT/ EP2008/ 055267 11 Filter Nunber SI
output 11 22 3 100 4 666 5 A prior art PCE 210
uses a Policy and Information Base 220, PIB, in order
to find the correct policy for a packet with a certain
SI. The PIB 220 will be anended in a PCEF of the

invention_in order to incorporate the praopner

¥ . T L L
policies| for nal wEHterMumbes 10 |n tlhe preShoutput
exanpl e, ~Sts—1;—2and—{00—arendicatfive of i|a|1||1 €SS

traffic,| while a packet that lives Up to the
definitijons of filter punber 4 is a packet that fits
t he descl.i pti on_of malware and thus rleceives an Sl

indi catijve of this, f@ér exanple SI §66. 15 Arl®kanpl e
of a Pl B220—for—use—1fthe PCEF200(is Ui vené%)%' oW,
with the added featuré that the trafiffic in the system
100 in which the PCEF 200 can be applied, there can
be both 2G GPRS or 3G GPRS traffic, also referred to
as different kinds of Radi o Access Type, RAT. In the
ex - j L -

Tod B 4tE 210 w8t o Doy R ifctpiaih ase 20 PR order to
r efind ethé esbrrdct olitydyr ar packet wittk angereaint $lafThec PEB220 will be
on the HITP or WBP rotocols, In the PIB of the
ex@mandedeinogd, PLEET PF&“? Jnygriione dn LrdgE da IngarRosRlg e proper
no - ffic is detected through

cl gg(?%%ﬁélwag%%gc%%tgket wWith SI 25 666. If one or

nore packets are classified with SI 666, then all

su%: %eedbpegsent example, Sls 1, 2 and 100 are indicative of harmless traffic,
while a packet that lives up to the definitions of filter number 4 is a packet
that fits the description of malware and thus receives an Sl indicative of this,

for example S| 666.

An example of a PIB 220 for use in the PCEF 200 is given below, with the
added feature that the traffic in the system 100 in which the PCEF 200 can
be applied, there can be both 2G-GPRS or 3G-GPRS traffic, also referred to
as different kinds of Radio Access Type, RAT. In the example below, it will be
assumed that Sls 1, 2 and 100 are indicative of traffic which can be
redirected, i.e. they are, for example, traffic based on the HTTP or WSP

protocols.

In the PIB of the example below, traffic is treated as usual as long as no
malware-related traffic is detected through classification of a packet with Si
666. If one or more packets are classified with Sl 666, then all succeeding

(relevant) traffic will be redirected to a webpage where, for example, the user



(relevant) traffic will be redirected to a webpage
where, for exanple, the user WO 2009/ 132700
wWEQDLERZ008/ 055267 12 of the UE is infornmed tPEL/EP2008/055267
hi s/ her term nal has sent or recet'%ed suspi ci ous
traffic which potentially originates from mal ware, and
the user is advised to take appropriate action. This
rreans that the next tinme that the user initiates a
| . .
al hafie e I ififed 192 Mher (AL CHER Kehol ReckitRRt suspicious
camrdﬂa: ssichf pmteatmlw ongleatqsoﬁrmh malWarar,eand nthenser is advised to
irect i ri ed out

embodi nent r -
r ed@fe ?‘ll"FPl'fQP"&in ?Ct'lS’é‘ ?P'Fﬁ meap, at ReXtime :tl'l‘?grthe user initiates a
exﬁyré\%er E §‘suBﬁ‘C Eh& At nﬁr?l%dé'te@qﬁe (lﬁfon%‘éﬁe é?lthBﬁgh in other

mal war e e reset. During't

5ti rmnbodsmants tha redirect timeran Iue:)setcfmmomhe)tmewoum inltime.
not be redirected again. The reason for this would be
not to block the user from continuing his/her session

on | hgheMetbddimén@fwheén T eaRiireBRI ik CapHEd SAUt! W FésetSimer will be
detected agai n when the tinmer has expired, the user

wi linitiatgd. v et trtengepires, te prekaticoust for 686 fs1same other

crTRBLe EPAE e e Dl e iR RERL bt ICaclve? 5. counts
10 perdamin, tHd Os@rewilli ot bibredfirectery agdin. The tédon fmmesmuld be not

for user Previous packets with SI 666 AND reset tine
exé@ dRgknthe uset frera: contipuing: higkhessessiopden &g web: éfr trafﬂc from

ti 'ﬁ?%hc ocu%tsoﬂ'g\fa?%,‘ Oy Stk Shail! netﬁmgttwggqsr: %%B%C,Yhe user will

previ ous” pac
20@@/@32@&% [AgairEP2008/ 055267

15 Example of a PIB:

Policy Information Base, PIB

No previous packets with S| 666 OR reset timer not expired:

Sl Action
20 1 permit
2 permit
100 permit
25
666 permit, initiate process for user
Previous packets with S| 666 AND reset timer expired/not started:
Sl Action
30 1 redirect, start timer, set “previous packet with 666"=0

2 redirect, start timer, set “previous packet with 666°=0



13 100 redirect, start tiner, set "previous packet
Wth 666"=0 666 permt, initiate process for user, 5

W@ 2G09/1ga7ew/i ous packet with 666"=0 Second exanptEEPI00&O55267
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enbodi nent In this enbodi nent, thg, PCEF of the

invention is also integrated in asystem gateway such

as a GGSN if the systemis a 2@ 3G system Thus, fig

3, 10 which shows a bl ock diagramof a PCEF 300 with

the inventive node has many bl ocks in comon with the
enbodi nrent shown in fig 2. Blocks which the PCEF 300

of fig 3 had00n commmuedivédthstahtainkeEEetbrdvigus’packet with 666”=0
retained their reference nunerals fromfig 2. As in

fig 2, blocks which are amended in an inventive PCEF

are shown w dashe I.Res i ' di fference
in the PCE\II:%%O as cgﬁt@!}bﬁlt{ageph%egﬁ%& of fig 2
is that the PCEF 308etprpvioaspacketnuile666is€® of an
addi ti onal node 305, a so called OCS, Online Charging
System Such nodes exi st previously, but the OCS 305

| s SUFBRHSkahPIPEF AP EMRHAEA NO T 0 the invention, as
wi [T be explained 20 below. The interface (prior art)

betnhia emiediaent, 3o PARF of heotmestion issalkndiegratedtima system

oo e S 5B SBHE e SupRl BRESB R yEbrp S Thus, fig 3
kKnewictaghbWwe P aldert diagRahi afda GOER,300h&ith 2he Revertivet hede has

enbodi nent of fig 3, a packet which arrives at the i
PCRFramyoblocks i cpmmers withnlbg embedimgntishewnpnofigs 2. Blocks which

ex [ [ egtl | ; ogi f | ;
ThEMEEGEE: o0 RS S YminbR S HREPLRE b ) 22 hefptained
\Aﬂithléir l‘ntgmd e dmserﬁlsﬁrbrgi’ﬁg 2. Asfiff Gg@Hbldakeomhion are» amended in
thi s enbodi . the objective of the PIB 220 here is

t oaﬁdﬂﬁPtWﬁ? (gﬁg—F&fe ghpwaweth W%h?Ja“ne&dF‘lf'Qﬁondi ng RG

Thus, the nodification of the PIB 220 as conpared to

WD 2009/ 132700 PCT/ EP2008/ 055267
A difference in the PCEF 300 as compared to the PCEF 200 of fig 2 is that

the PCEF 300 comprises or makes use of an additional node 305, a so called

OCS, Online Charging System. Such nodes exist previously, but the OCS
305 is amended to perform according to the invention, as will be explained

below.

The interface (prior art) between the PCEF 300 and the OCS 305 is known
as the Gy interface. The information on a packet which is sent from the PCEF
comes from the PCE 210, and is known as the packet's Rating Group, the
RG.

In the embodiment of fig 3, a packet which arrives at the PCEF 300 is still
assigned an S| by the FD 215, as explained in connection with the
embodiment of fig 2. The packet and its S| are then sent to the PIB 220,
which however has a slightly different function in this embodiment: the
objective of the PIB 220 here is to match the Sl of a packet with a
corresponding RG. Thus, the modification of the PIB 220 as compared to



14 prior art will here conprise enabling the PIB 220
to assign RGs to Sis which indicate nmalware, such as,

wo e09aanpl e, SI 666. At present (prior art), BCI/EEB08/055267
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can respond in the foll ow ng ways,f 0 an RG 5 fromthe

PCE: G ant requests for the RG ef use to grant

requests for the RG Order a redirect for the RG 10

The i nvention could be inplenmented using the OCS 305

oy Mt e SpaiERERnobiRg FE FIBE20 oacsion 85 to Sis which
sofitdieste rmalwsahevsuchrasf, fey ekanapld, 8h@66.SI 666 i s rmpped

to (for exanple) RG 666 by the PIB 220. 15 Wen a
packet's Sl is classified as 666 (or some other Sl
V‘h'ﬁﬁrbré§er'\tn(£in6ﬁtahyean @Cgﬁééfﬁfe%})onﬁhﬁ tﬁ’g?olmng'v{/éys to an RG
request credits for RG 666 over intert

Cr &dim theePChen be granted by the OCS 305 for this RG

for a period of tinme which is, for exanple, equal to

the reset-tiner discussed in 20 connecti on with

exanpl e GrapPRRiests Br tHRG, st and- al one” sol ution. The

next time that the user initiates a browser session

(HTTP orRaﬂEetcBgranttémleBtSEfozﬂma Ré&juests credits from

t he OCSIQSIOS for th|§ tﬁps‘*g the OCS 305 will not

gr ant® afyfIeF adediceqs igr instead initiate a one-tine
redirect to, for 25 exanple, a webpage where the user

of the UEis infornmed that his/her termnal is
seritiengpventiorceuid hg suEsnentass usingf thec GBS c305 in the following

Phoating? aésqtts andishP it Seantin B 2Phdaude per Bt Ribiicious
fe@bftﬁ/@ﬂre a&@ﬁo\kﬁﬁh 8, 6AAtthAUS| BBE is pssdped {oC(féldékémple) RG

wil ﬂc%rante I'f the user deals with t
pr@@ﬁe’ﬁm eriBi the traffic fromthe rmlvvare
will stop, which WI II eventual |y cause the credits for

RG 666 to "tinme out", and WD 2009/ 132700
PCWik2 @QHREBL 8T is classified as 666 (or some other SI which is indicative

of malware), the PCE 210 will request credits for RG 666 over the Gy
interface. Credit may then be granted by the OCS 305 for this RG for a
period of time which is, for example, equal to the reset-timer discussed in

connection with example 1 above, i.e. the “stand-alone” solution.

The next time that the user initiates a browser session (HTTP or WSP) and
the PCE 210 requests credits from the OCS 305 for this session, the OCS
305 will not grant any credits but will instead initiate a one-time redirect to, for
example, a webpage where the user of the UE is informed that his/her
terminal is sending or receiving suspicious traffic which potentially has
originated from malware, and advising the user to take appropriate action.

After the redirect, the user may continue the session (credits will be granted).

If the user deals with the problem immediately, the traffic from the malware

will stop, which will eventually cause the credits for RG 666 to “time out”, and



15 the PCE 210 will consequently informthe OCS 305 of

this. However, if the wuser does not fix the mal ware
w@e@blizgamo t he credit for RG 666 will be exhaurRtBHPZNG 055267

will thus result in an update reqygst where the PCE

210 requests nore credits for 66. This w |l

informthe OCS 305 that the 5 probl em has not been

sol ved, and the user nay again be redirected to the

i nfipe WE@@ witedorR@g8enth ¥orrh tlﬁe @9503(5535@%@ Wiowéver, if the

the PCEF 300 is the sane as I n the stand al one case,
elsetrmoe:scmtzfoothwmama problém s the aorpdié foheRG 666 will be

arren Q. th art P now al. s |nc

ERHARStR, AR 1609 BERn i, ubtale BBHSY Riher St BCE 210
arr&e @é%t@@ﬁo@@rédi’tsaf@hlm%ﬁé‘lﬂﬁgahm pforhhénd '(D@StSOU‘that the
Third exanple of an enbodi ment A third exanple of

SenthsabligEhhasnat heensadvad, @ndaihe usgrwnay ag@ytbetr@durweﬁ to the

15 4. Fig 4 sh nbodi t in
o ISR h eate s [ vention is also
|nt egrated in a system gat evvay such as a GGSN. Thus,
whi.c hows ock di agram of a PCEF 400
ﬁwg Ah?v'%@ﬁ'ﬁ?\b@ﬁﬁ\’i%t Oftath@ FUGER 308s e samerRmip the stand alone
[
'nc%eanrp@ el PCEEe 260 DaRld] Ofﬁ}ﬂﬁé’?}ﬁh{yé tHE afnditinchts to the

Bl ocks’ ‘which the in combdn Wt
10t heprll@CEﬁ B@EFl@v@alsa\mcludeamemimg briQC8 endrletling the PCEF 300

: f fi 2,. b ich ar.
i e ASAheed s 305 peaphibye tad ghalarihe ehlin
lines in fig 3. 25 In the enbodi ment 400, the PCEF

al so conprises or nakes use of a so called PCRF node
409 hird exanzple ofl@nfemnbaetimeny and Char gi ng Rul es

o B orer il o A Bt eunt Bl B deribed with

15f orefer@ideytortiy 4he PCE with policy infornmation
regardi ng charging and authorization of traffic.

Thus, in prior art, when a UE initiates a 30 session,
f/ihg'gr %ugr?ie QE@GWE%B@?’%% RBad P Meehtdiis also
PCTthﬁ’r%@@@eré&?@tém gateway such as a GGSN. Thus, in fig 4, which shows
a block diagram of a PCEF 400 as the inventive node, the PCEF 400 has
20 many blocks in common with the embodiments shown in figs 2 and 3. Blocks
which the PCEF 400 of fig 4 has in common with the PCEF of fig 2 have
retained their reference numerals from fig 2. As in fig 2, blocks which are

amended in an inventive PCEF are shown with dashed lines in fig 3.

25 In the embodiment 400, the PCEF also comprises or makes use of a so
called PCRF node 405, i.e. a node for Policy and Charging Rules Function,
which in the prior art is accessed by the PCE 210 via an interface known as
the Gx interface for supplying the PCE with policy information regarding
charging and authorization of traffic. Thus, in prior art, when a UE initiates a

30 session, the PCE requests this policy information from the PCRF via the Gx

interface.



16 The PCE may request updates of the policy
information fromthe PCRF, for exanple at session

W@ pwatizaspo but t he PCRF may al so update the pol PCHEP2008/055267
update at will, for exanple as a Lfﬁsult of external
triggers, such as, for exanple, bscri pti on updates.
5 According to the invention, the PCE 210 and the PCRF
405 are altered in their handling of the Gx
in f : t .
| niaptogE o et dibres bR Hoft TntorlliTforh tfe FERF, for
ar exampile ati sessidn  upalates; cout LtheAPQORFE mayy dibaitugdate the policy
filter, definjtions in the FD 215 as previously,
| ndPOale o Wil S BSRMAIA R8r @, eaRY GnaRemal JBetH 13uceas, for
as gl B seFiptitl Gpgaesi al  "malware Sls”, such, as
for exanple 666. The following is then an exanple of

S5a possible scenario in the PCEF 400: 15 1. At session

start for .a Gx. segsi is nitiate t PCE .
21 0ecplsiig o TadRions i PRi 210 mi g Pedtt 4PB & attered in
| nkRgimBhh@ing 6f theck Vradrfave, ddhalteyOlFeCE Mg BRF) can use the
interface: 20 Policy Rule SI Authorization rule 1 1
AufHointeréare for exahanging Zeesseg@s1egapling §is adictsee peative of
Aumr'bgeed + report usage after 1 packet 25 In this
exarerVe, ‘when a packet is classified wwth SI 666, the
10Policy and Charging Engine will authorize it, but the

event will al otriger a report over the & . .
in PF'&'@eOO‘Bd{%Ht e 'E@"l defrtioRscinatties APad th .t 3 previously, include

MeGRER DM mbiNard NEnd BRAY fnafl&ePRilt Se YssighBd' SNEBF h¥ite special

“‘malware Sls”, such, as for example 666. The following is then an example

of a possible scenario in the PCEF 400:

15
1. At session start for a UE, a Gx session is initiated by the PCE 210
towards the PCRF 405. The following policy information is received by
the PCE over the Gx interface:
20 Policy Rule Sl Authorization rule
1 1 Authorized
2 2 Authorized
100 100 Authorized
666 666 Authorized + report usage after 1 packet
25
In this example, when a packet is classified with Sl 666, the Policy and
Charging Engine will authorize it, but the event will also trigger a report
over the Gx interface. Both the trigger mechanism and the mechanism
for the report are parts of the invention.
30

2. The PCRF 405 will respond to the report with new policy information to
the PCE 210, as follows:



30 2. The PCRF 405 will respond to the report with new
policy information to the PCE 210, as follows: WO

wWQ0O®9/13328¥ 00 PCT/ EP2008/ 055267 17 Policy Rul ePCI/EP2008/055267

Aut hori zation rule 1 1 Redirect + eport after one
packet 2 2 Redirect + report aftkr one packet 5 100
100 Redirect + report after one packet 666 666

Aut hori zed According to these new rules which are
triggered by the malware SI, traffic which can be
redirected (e.g. "browser based traffic", such as 10
HTTP andPiifely Raeed tSiaffi C)Auﬂi\cbrizamom/rble redirected to
a webpage where the user for exanp i nf or med

that his/her terninall s%ﬁ@'??f‘é +ofrepP8c%f'FQF|0f'i‘§ packet
suspicious graffic whi ch PREAMELAL “%’PO‘?LW?'”&*@&&{(
ate actio be t

mal war e, and that appropri e

5In effecthQ his nt@hs t haRedhecinerepart aftert drag patiet

user init s a br er s ion 15 he/she can be

i nf or med d| at ele@gl5 fhﬂ”ﬁﬁ ively, at a later

point in tinme. 3. Wen a redi rect according to the

rul es above takes place, the PCE will request another
updat e Aweerding tethese pewules Whish RTRRrigpeted: by tha thalware Sl

aut nor i SRRy son PerielitehBS, ooy B985 prsed Thffscsuch as

10100 100 HAUFh@htd2@/EP baged Gaffisit Wilr h@\ﬁobé\gédlf’ectédi lto a webpage
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traffic will be authorized, and a tinmer will be
st art edwhere Hbe pestis, Usnexaippieatinioimed that bisther terminal is

the ol LoukiRg AIEL&Vin YuRpEUsHPaffic which potentially originates from

malware, and that appropriate action should be taken. In effect, this
means that the next time that the user initiates a browser session
he/she can be informed immediately, or, alternatively, at a later point

in time.

3. When a redirect according to the rules above takes place, the PCE will
request another update over the Gx interface. The PCRF will respond

with new policy information as follows:

PCC Rule Si Authorization rule
1 1 Authorized
2 2 Authorized
100 100 Authorized
666 666 Authorized

Again, all traffic will be authorized, and a timer will be started in the
PCRF. Upon expiration of the timer, the following policy information
will be “pushed” down to the PCE:



30 wll be "pushed" down to the PCE: WO 2009/ 132700
PCT/ EP2008/ 055267 18 PCC Rule SI Authorization rule

wdad2moAsa7hori zed 2 2 Authorized 100 100 Aut hor PCBEPZN0S/055267

666 666 Authorized + report usage g’\fter 1 packet As
can be seen, this is the sane policy information that
was provided at session setup. Accordingly, if a
packet is classified as SI 666, the sanme procedure
will take andgt he usgr Wl L. directed
agai n. Igggs‘a? bilSSV\Ib a bblﬁlétlhlélll—l%étm ?rg\q/\;éachart of a
general i zed 1met hod 500 of t heAuthorzetdi on. The net hod
500 is i ntegded for use in a cellu|lar conmmunications
system andf? as i ndi<ated in ét‘@ﬂf’ , conprises

i nspectiomgef traffigy packets pfgbrpad fromusers in
the system as well as, step 510, a first

5cl assi fi cdifbon of 666sai d padthaizedcorepiongusage after 1 packet

predeterm ned rul es. The nethod 500 al so initiates,

step 515, a process for a user who is the destination

Or sour Ag ddn iBe Bagkethis\dl thB daié bahey inf@ehdtidnt that akProvided
classification of step 510 as belonging to a specific

ki nd of at pessior ekl FAGResdinglyoifea packetsis xdassified as Sl 666, the

packer . PP ArpEed bl ke RbE HAFME s 7 bB g dtied again.

10destination. The process is such that at a | ater point

in__time, when the user 110 attenpts to access a
vvelEﬁQaé_’_e,Sh?‘H% q,sehematic flow [charteaf as_g%'ﬁﬁ@i!'éﬁd t”_@)etQ_Od 500 of the
pr mfnkiarg.dgﬂ@w&ﬂﬁd 500 s infHielBPILaEA G cafulhnBbhrtations
in step 525, the later pornt 1n tinme en a user 1s

r ediystent, eshdpas imdicated inastdp 50Becdnpariseshiaspecationadft teaffit packets

:Tgltcha %ES g&ﬁﬁ R%wsgﬁgtg%g%ﬁﬁp‘rﬁség §/ @icsgﬁ ! e§16>,3% ’firstthc(?assification of

15! 3871 fddkais é’ébo?%ipbﬁglg?ﬁtgé‘t?rﬁine%h%g. sai d secondary
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classification

The method 500 also initiates, step 515, a process for a user who is the
destination or source of a packet which is classified in the first classification
of step 510 as belonging to a specific kind of traffic which has as one of its
characteristics that the system cannot redirect the packet from its intended
destination to another destination. The process is such that at a later point in
time, when the user 110 attempts to access a webpage, the user is

redirected, step 520, to a predefined webpage.

In one embodiment, as indicated in step 525, the later point in time when a
user is redirected occurs the next time that the user attempts to access any

webpage.

As shown in step 533, the method 500 may also comprise a secondary
classification of the packets, using said secondary classification for making a

decision on whether or not said process should be initiated.



deci si on on whether or not said process should be
initiated. W 2009/ 132700 PCT/ EP2008/ 055267 19 In an
W@baoenseand ve enbodi ment, as indicated in step BSOEP2008/055267
rules for the first classificati are received, as
shown in step 530, froman additiohal node in the
system including rules for the initiation of said
process 5 As indicated in step 535, the nethod 500

T . REnefYe ufedlitng s Thaigrietiin 586! A3 files, for,the first

st elas'éﬁﬁanmaré)ee@mmla@othdwmlrceﬂebtﬁw fm@amdﬂi@cthaimde in
one of the follow n WLAN or LTE. As shown in

é'be sygiem; Kicludieg Hg% \ﬁoréhﬁé%'t’iﬁti'%?ﬂ Hd PRSPSSoned
above can suitably be nade in a node for OCS, Online
Charging 10 System The invention is not limted to
5t hé\sekmllqaiters i fsteprib@di ﬂb@tmetﬂmdcﬁmm@dndhmwplia@dnwmmice for

int a\Mns t m freel ed within th

L o PBie 43 CHeraeL EdTorcemest Fahhewhighe 28 iMdicated in

' n‘é% 5%‘ d‘a@a‘bé’@nﬁﬂhé&ﬁ\ @%mﬂa} ¥¥é¥é‘masu¥>ﬁ as one of the following:
system but can al so be applied in systens such

as 2@/AN, YWLANEr LEkadsl showi igstemads, the seexulaty alagsification

ot oRgH FeFan Suian e g e Rfdodka! B rBhine Charging
10SySyetgm. a suitable gateway for the PCEF of the

invention is the PDN-GW the Packet Data Network
Gateway. 20 25 WD 2009/132700 PCT/ EP2008/ 055267 20

Q%anentfgnqg\ﬁb? f?m (t64% tﬁeogxarf]ifg%&g 'Entﬁ?d?m%ﬂtsadescribed above

I'ONS™ S
(2@.ad s’B\@Wn mom)a dJawncgsprbm/ nedbavfice lynesriesl (vﬂﬁiﬁ)thfacsrcopé of the
i ns ect| trafflc packe L‘ andfromugers in th

sy$Pe Claps ooy Pé@mﬂeast BfiNYRRtiopnCcasPy aRplisd; 'EPt only on a

15 pa@@éé-s%’?é?ﬁ,db@tgcér? aNCHEHIPEaGH SyMlehts shBF as WLAN or LTE.
Examples of gateways in these systems in which the PCEF could be
employed are the PDG, Packet Data Gateway, in WLAN systems, and in LTE
systems, a suitable gateway for the PCEF of the invention is the PDN-GW,
the Packet Data Network Gateway.

20

25



devi ce (200, 300, 400) being characterized in that it

al so conprises neans (210, 220) for initiating a
wWEe@easxs0d or a user who is the destination or BOUER®08/055267

of a packet which is classified ig,said first

classification (SI) as bel ongi ng a 10 specific kind

of traffic which has as one of its characteristics

that the device (200) cannot redirect the packet from

it%nbﬂ ded destination to another destination, said

process being such that at a later point in time, when

said user attenpts to access a webpage, the user is

re |rec eflned meb e. 2. The devjce

550 A Seyiceutasd, oW Addhrier s Mhdese bracomuancaions system

in 2% e

1 (AOT ApTRic {260, S0 H00) S6ERG BRAMEH Wi s (205) for
53. indpecteyiteadfi¢ zmoketsotm andoﬁomf usérai im theosystembanddfoa a first

Foassisation (ohe oA Paskels ACaPRINg b geaeiigined, ryles, the
sy glefie((206) 306t @@@yybéungmraéteniéw iff ma{t%@a &ﬁh m&éﬂ means

communi cat i ons syst em AN or LTE.

de¥2t® 2280 d9r ivitiaing 2oprasess rf@r a uper wheos ee ﬂgsbmamrd@usource

ot SLaTRRRg: whiehds cERlielhsBfL i RsSifkafbr Ri8B5 Belpnging to 2

10 ad@béblﬂﬁ&idcb/of:ﬁﬁmbi\ﬂrhlﬁlg hasfag 8he & dist dHanadte st M@ﬁ)e device
which 1is supplied with the results of said secondary

cl 4840) Farnqtoiedirapld theniparket from ds @mqqdoﬁaﬁt'ﬂﬁi@@ to' another
e L

{o3BRuldicE S ohBEl beRnd DEGRIER 1A PofiEFL IR gien si

200861 ARENPLLET AEEEHI08/ DetZiye, tBé user T@eectimdt@de tofa predefined

claim5, with the first additional node (305) being a

no#ebpgee. ocs, onl i ne Chargi ng System 7. The device
15(400) of any of claims 1-4, which receives rules for

said first 5 classification froma second additional

node TheOdgvicen (20 393t408) ofhclaidi hgn which said later point in time

when a user is redirected occurs the next time that the user attempts to

access any webpage.

20 3. The device (200, 300, 400) of claim 1 or 2, being a device for PCEF, Policy

and Charging Enforcement Function.

4. The device of claim 3, being a PCEF in a system (100) gateway in one of
the following cellular communications system: 2G/3G, WLAN or LTE.
25
5. The device (300) of any of claims 1-4, also being provided with means
(210, 220) for carrying out a secondary classification of said packets, the
device (200, 300) additionally comprising a first additional node (305) which
is supplied with the results of said secondary classification, and which first
30 additional node (305) in return supplies the device with a decision on whether

or not said process should be initiated.



rules for the initiation of said process. 8. The

device (400) of claim7, with the second additi onal
woome/1§2406) being a node for PCRF, Policy andPCIEPIINSICF5267

Rul es Function. 10 9. A node (305), for OCS, Online

Charging System in a cellular bmuni cat i ons system

(100), the OCS node (305) being adapted to receive,

froma devi ce (300) in the system requests for credit

of 8P B GAnT 5 with 3o SRR cha 0P (09 H0 ohode for

th@@&)ﬁﬁlﬁ’@%&ﬂjﬁhg @%@n adapted to grant credits for
packets wth a certain classification for a certain

predeterm ned period of tinme. 10. The OCS node (305)

of f'ﬂe%&lcc%’?ﬁw &d?@’ 6Fc ‘snf 'Y %&@r&c@ﬂle@jﬂe ofor sa|d first

the  'user™s acer ai n predeterm ne
5if ctasemcatlols fromg e sé@rhd a0ditiohal pode (40®B)sinf the symemnahcludmg
t he %ser wthaﬁﬁcgets with a classification
vvhlr‘élﬁs HdthedpitiatioppPiRdid PracessThe OCS node (305) of
clainms 9 or 10, in which said classification is the
RG cl assification, Rating G oup, which is exchanged
wi Bh Theidevitev(408) oBdaim 72 witbvtbe secondadditicaat pede (#05) being a

t he n . An 405) - Policy and

o BPgF Tl BERES PRIIRE RS K a0 RIS FAFCiormunt Lat 1 ons
10system (100), the PCRF node (405) being adapted to

supply a device (400) in the systemwth a first set

of O uPesngdsr (SRAB} gfaig QER, 30nkng h&hiesging oPystem,r dnf jac cellular

'bg,#g@?gu a!':%ﬁegi ROSERL S (Vob?egg S THCRYBAET (5 2b3hg adapted to

recei om sal

( 40éheive ﬂﬂ@mk@td%vi@bl @004 lre thel@ysieen heguassi foneredit for a user's
certajn classification, the node (405) al so being

S Gporkass B enuERSObU o dEEeH On 2 SARBIcRan,oLansAgket by said
15 Sa'd%vﬁi@"(h@ﬁ)d Y @C@"n%ﬁeeﬁégﬁB‘?gggaﬁag?édlg&b%?\é cgé&t'g for packets

el ving 'suc
nodﬂth(aﬂfﬁér)tamfclasjsaflcmldﬁ fori ancertaialpredéte rrmmednpbrioet ofdime.
rules 5 conprise instructions to redirect
redirectable traffic to a certain predefined

10. The OCS node (305) of claim 9, being adapted to initiate a redirect of the
user's traffic to a certain predetermined webpage if credit is requested
20 muliiple times for one and the same user with packets with a classification

which indicates malware.

11. The OCS node (305) of claims 9 or 10, in which said classification is the
RG classification, Rating Group, which is exchanged with said device (300)
25 over the Gy interface of the OCS node.

12. A node (405) for PCRF, Policy and Charging Rules Function in a cellular
communications system (100), the PCRF node (405) being adapted to supply
a device (400) in the system with a first set of rules for charging and
30 authorization of traffic in the form of packets, the PCRF node (405) also
being adapted to receive reports from said device (400) on packets which the

device has assigned a certain classification, the node (405) also being



webpage. 14. The PCRF node (405) of claim 13, being
adapted to receive a report from said device (400)

wao b@av/1ze7oedi rect has taken place, upon which tPer/EERBS/055267
node 10 (405) issues a new set oé rules to the device
(400), instructing the device to %ease redirecting.
15. The PCRF node (405) of claim 14, which conprises a
timer which is initiated when the device (400) is

2 tgragg%g?? Eggéﬁaﬁd rd%glcé @bb?g\{ WSQ Q&Bgtégf c1f Jrélegq’BF packets

expiratro

saiuponaeocswirgesuadfreportses to the device (400). 16. A

nmet hod (500) for use in a cellular comuni cations

syst em (100), conprising inspection (505) of traffic

t r | Ryt
(1005 s dRTIACRT T, QtPh2, T jion SAITUEEGH set of rues

5ac congirisg instrpckolet tn mmentt ratieactale) trafficctonatdetain predefined
(500), being characterized in that it also initiates

(5 bpa P296r ocess for a user (110) who is the

destination or source of a packet which is classified
in said first classification (510) as belonging to a

spddi. fThe RERE ndet (4965 pEclaim d8, heivgasiapted tsfrecelye a report from

r cdrREREUbE LD hafé redfactas RS UR TR fpo ORF node
10anqab8Y issdes i maw ised of VIéd t el dpriee 4800 ) ensiaucting the device to
that at a |ater point in time, when said user (110)

at tceape sediredi®@ess a webpage, the user is redirected

(520) to a predefined webpage. 30 17. The nethod

(500) of claim 16, according to which said |ater point

I n 15, Mthe WGRF anadee(405) @) claisn rddiwhach ednuarisessa ¢ias) which is

t he next me that the attenpts to access any

e HEES WD s Ae¥se G0 B IRPbUREN 0555898 r%Tayorpg that the

net 7 d f
15T FORE VIR (405 arb it e Uk wilBBlo 38ic Seiind set o

Fumultesdo.thaGevaéM@)t hod (500) of claim 18, with the

PCEF being used (545) in a 5 systemgateway in one of
the followi ng cellular comuni cations system

16. A method (500) for use in a cellular communications system (100),
comprising inspection (505) of traffic packets to and from users (110) in the
20 system (100) and a first classification (510) of said packets according to
predetermined rules (SI), the method (500) being characterized in that it also
initiates (515) a process for a user (110) who is the destination or source of a
packet which is classified in said first classification (510) as belonging to a
specific kind of traffic which has as one of its characteristics that the system
25 (100) cannot redirect the packet from its intended destination to another
destination, with said process being such that at a later point in time, when
said user (110) attempts to access a webpage, the user is redirected (520) to

a predefined webpage.

30 17. The method (500) of claim 16, according to which said later point in time
when a user (100) is redirected occurs (525) the next time that the user

attempts to access any webpage.



2 3G W.AN or LTE. 20. The nethod (500) of any of
clains 16-19, also conprising a secondary

webk@sasfvcati on (533) of said packets and usi NnRCHEPIH08/055267
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secondary classification for 10 ki ng a decision on
whet her or not said process shouldbe initiated. 21.

The nmet hod (500) of claim 20, according to which the
secondary classification is made in a node (305) for

S, P AR ST B G T AT P e o

fi FQEF ch sy édcﬁ@hé@)ﬁh@Eﬁfdr@@méM’eHwﬁ&%) froman
addi ti onal node (405) I1n the system (100), including
rules for the initiation of said process. 23. The

met4f0 ' Wk Dk d bt ;

e gl f500) B S tAL OB BRlng 088 (545 n o

Rulsgstehurgztéway iA5one of the following cellular communications system:
2G/3G, WLAN or LTE.

20. The method (500) of any of claims 16-19, also comprising a secondary
classification (533) of said packets and using said secondary classification for

making a decision on whether or not said process should be initiated.

21. The method (500) of claim 20, according to which the secondary

classification is made in a node (305) for OCS, Online Charging System.

22. The method (500) of claim 16-19, according to which rules for said first
classification are received (530) from an additional node (405) in the system

(100), including rules for the initiation of said process.

23. The method (500) of claim 22, with the additional node (405) being a
node for PCRF, Policy and Charging Rules Function.



