;. e3eAhA4X$6Thl 1 7 JAN 2003 DESCRI PTI ON DI STRI BUTED DATA ARCHI i&F
"AND SYSTEM 5 TECHNI CAL FI ELD The present invention relates to a dat aJAN
*archi ve device and a data archive system capable of saving digital data in
a predeterm ned | ocation by the use of a network and extracting it
necessary. Mre specifically, the present invention 10 relates MHMKM“@“mlmL
archive system capabl e of distributing a copy of val uable dlglt

plurality of locations on a network and retaining it for backup purposeés.
BACKGROUND ART 15 It has been widely carried out to transmt a backu

data created by, for exanple, a conputer fromthe conputer to m ﬂl“llﬁlmi‘)ﬁ«l"mm
servers, or the like, connected tDEBOBAPAIANt work so as to sav

val uable data. If this network is extended to a gl obal w de area neGwwek
like the Internet, it will be 20 possible to save the data from any pl ace
in the world and EXSBIRIBUTHS $@vdd ARIHL Vitr i \aiE pANle eSY$TEMe worl d as | ong
as there is an environnent accessible to the Internet. However, although

t he conveni ence of users inproves proportionately wish the enl argenent of
the sBale of a network to be usBBCHEEEHEI FYEWPI | 25 decrease inversely.

To- be- saved dagpgcugyakk¥tl RekEHRS B iP¥ake clsnhor BRlixeR %Q%tlvlenqbvﬂl%al S,
and therefore satisfactory security nust be ensured so that only the person

i n quest iKW whéakds agepagict e stre 8aralor ohI 2T Hed afeht t dh i aies een

ent r ust eq, Rypdtherpaison s dti dheyrehenhseans extiaGiodihardatat r3lting
Accordingly, the conventional data archlve#iésten1ut|I|Z|ng a network has a

probl em i tHER" KEFFTIE YecHRE8eEPERLIFAGR pFBBoPERSA o 1RNEN AR ovement

of the Cm%ﬁl%©h@fdal§ﬁ$3@&1chlllﬂ'@ sgéaeﬁr%la@ﬁlr@@ﬂ agsttl}ﬁn@ﬂh@wc@b@ce The
present inven as, been. made i n_considerati this is
t her ef or & Haﬁ) E&? %fgﬁ]ael ﬁll‘agfe%? 3 ‘érﬁ‘? Jotf‘nyt%njp %?/?Jd%“%o&a%)ﬁe PR
systemttuﬂdeﬂdtwmnxm@yla per soaciwhp purpésZsJAN 2003 has deposited data or
only a specific person who has been permtted to access data to safely
access the deposited data froman arbitrary | ocation and that does not
require the server side saving tBREKEROYND Afilepare special devices and

sof tvare. It has been widely carried out to transmit a backup of

data created by, for example, a computer from the computer to

other file servers, or the like, connected through a network

so as to save the valuable data. If this network is extended

to a global wide area network like the Internet, it will be

20 possible to save the data fromany place in the world and extract

the saved data from any place in the world as long as there is

an environment accessible to the Internet. However, although

the convenience of users improves proportionately with the

enlargement of the scale of a network to be used, security will

25 decrease inversely. To-be-saved data usually includes private

information about individuals, and therefore satisfactory

security must be ensured so that only the person in question

who has deposited the data or only the agent who has been

entrusted by the person with the matter can extract the data.

30 Accordingly, the conventional data archive system utilizing a

network has a problem in that security decreases in inverse

proportion to the improvement of the convenience of depositing
data and extracting it from any place.

The present invention has been made in consideration of

35 this problem. It is therefore an object of the present invention

to provide a data archive system that allows only a person who



5 DI SCLOSURE OF THE I NVENTION In order to solve the above problem tzh
present invention prepares a distributed data archive device that (1 n'gw @@s
a verification nmeans for checking the authenticity of a user, a 10 division
means for dividing data to be saved into a plurality of of parts, an
integration/reconstitution neans for reconstituting divided/ saved data into
an original single data file, a network comruni cati on neans for
transferring the data files divided by a conmunication protocol determ ned
anong data 15 servers keeping the data to be saved, and a data nanagenent
means for recording data depository information that i ndi cates a depository
of the ddtastdepesiagdd datd dataoegm Ag Shesddder 91U melt$ oRashdeen

i ndi cate n M i n

at o savi B 5 rodl o Car T d Gt 30 Vhar ol e e (o Tbe Saved e

di vi ded | FEQM & IpPuPAILEEY Yol Opak i 8N vikh thRE dRER NS SAUBAT S amE Siea VéiLvi ded
parts ar%ﬁ?&%é&ﬁﬁ?ft@{é dtl0td BlHpakkl Yook i SErydF S A dawerk and are
di strl but ed/ saved erein, and, when the data to be saved is extracted, the
data o be saved that has been distributed into 25 the plurality of servers
on the network and has begmngssawpedritheremrnr sn@xiraoted i n accordance with

t he data deposi_tor informaﬁ1 and t he dat a-savi rocedur.e i nfaormation
that have been T %8%98@&%8 edabgﬁﬁ' R Vi Hgg FB%\ I LR VEReGrat ed
and reconstépatesd anumsthebotegl dakaf brehiaeddetrice phavi dethp3Q s a& user.

It is difficult ste Y abI n the data is divided and saved
in a pl ur‘fﬁﬁy %%Qé?a%\vrger%ng ur ﬁ%‘rece}} rtglertél ghgg %81§Heogb%\}‘eseprr’oﬁi em

t he pidesentvisnventnemn pripardds gl idics tdatuttedodasaved chi ke ade\iuce ltiftat
conprises a re /vvrl ng I i dig L35 ta
fromonto ]g poi’?%i e re%gr di %@ﬁéégelow%gcggts:e%g%:tg%nrrea%ntse%fnor cg%ckl ng

t he aut herg¢ensylibptangstividedysassdiareah’t an erygIANL 200383 ¥odadiavi di ng

data to bgj sayed ddt i Rlokdlnilk tforPakhsis 98r't!”§£r9£§éh0f%%’r &Nt uti on
means for_reconstitut| ng divi ded/saved data into an original single data

file, a neth®? dICORRMP¥S FERMHBARE EEON RFAHRFRY F‘Fﬁ&rﬁlﬁéealatlaow |destad| vi ded
by 5 @& cos@ind catkderipipipt e alatdet e sedeapemg ﬁdb&a&ﬁir\/&‘g’éméﬁ@@ﬁie@glst he

data to b saved a data ment rre ns for re ing . data dep03|tory
i nf or mat i on" tﬁa?br% h atdgg “a p%‘ ?thma%fa?% gg g gg&&a

dat a- sawdt@pqwubedweflhlﬁerqlmitao’frptht%ttsamﬂ @atcegaaamaalvmnnygprmtcmhhr@f t he
data to bfnf‘é%ﬁgt%ﬂ e |4 'rgnetc]aoceogﬂaodtt}edtﬁt;tx@étﬁo& %%Otflten&atfg Pahen

dat a- savi ng 1Is newl carril e resen I nventi on or ne St ri but ed
data ar crﬁaﬂée@yettéimtttt@atlt%e rruaenuﬁactta—tsmvew sits i Beit b aat:alerdcmute

devi c®, tttteep@tﬁaebteedéegotrcdbagsmt_tmdﬂvf@émrnt&o aa@)dueamllltrya&fteé&f data
servers, er ei the data i s sav ’véjata to be saved

di vi ded i %natﬁteu\l\gﬁp?y ot pared i iy c&rhﬁan‘??ev % Pﬁét&at%rﬂe;?&ﬂ ory
i nf or mat i tnamafetheddabaas adiurg lproc ediir ee rvd 08 nait | Snnebabrhavedoear

recor ded &S{rpg?ﬁgg%?g!?gﬁﬁeggégwg nggau% %\Edtﬁged:ﬂ: Vi degb asratvs re each

transferred sefvers’on e network and are
di st ri butedf saveddt heteidataNter bassawh@ it hdtehdatlae¢n diies tsanmk éd ievtta act ed,

the data {9, bSlﬁ?‘él?_dtt&h%tf has-heen i stid btt%esiott't Onbhg LRl yral) tsyav%f

servers on the network and has been saved therein s extract ed
accor dancelerehnt he BAEA2BEPEsi-RoRYCPAPSREL WAt hafdiet Iﬁ’@t@atdéipgl@\htmgfy

procedur e h pb ehaBL bAK A ke taﬁ\te—%%\mﬂjtpfeéeageé iF dre tRQJH 8RL € Hageor di ng
medi um and t he divi dgd parts are |nte rated and reconstituted into the

original PR TFRFGed WISy §6V88d 2o @ﬂVlﬂééloP@IFﬁﬁ 3 RITS Ipdesn |
becormes pessi bbeohot acaesd iheosavedotaganil of B, afri titarys @retuiidat ed

dat a 3%rch| Vea %es\‘/elrcelgonn%c f%dlcu(it tg% Qgeg\?rvkalausakgloen%a% wgen the data
is divided and saved in a plurality of servers.

Further, in order to solve the above problem, the present
invention prepares a distributed data archive device that
comprises a reading/writing means for reading/writing digital

35 data from/onto a portable recording medium, a verification

means for checking the authenticity of a user, a division means



30 portable recording nediumis carried with the user. For exanple, 7 flAN 08
‘user.is carrying a recording nedium such as a floppy disk, that records
dat a-depository informati on and dat a-savi ng procedure information, the user
can extract desired archive data fromany | ocation by |ogging in an
arbitrary distributed 35 data archive device connected to the network.
Further, a pronounced effect will be produced if a neans 3 1 7 JAN 2003
for encrypting data is added, and a plurality of divided data to be saved
are formed in such a way as to perform the encryption after the

t o- be-saved data is divided by the division neans or, alternatively, to

per f or m t herdivivédéncatieén tife ao-FRelehvidt & adtlal sl idhe rgbt R tandn

crypt ogr aphi g gkay bl @nd e | kankhat age neededofHfityting
encryption/ decryption are recorded as, the data-savi ng procedure information
@

by the dafavidRager¥Re ARbhAsinEman aetdtudrhg g endatadorded 2 B QEYi ng

procedur echRfORAIBLLGBN hB8nEN SO daGRFthE WA 0 ABaNSd1Qided by
reconstitutes the divided data into the original data in such él a way as to

per f orfm t RS &R 3R FHAN TR THe CSAFET TG FTAURIYHHY PEEY SA4t ' Hh £

decrypt edtge, dat & efdaki ¥&l¥d, tander Hat mhdrea glassrypiicemsafberrd derdivg ded
data are integrated. The en%r8¥ﬁti on of, the indi &i dual , di vi ded datatlgmkes it

di ffi cul t 3353 FRASHORY OPFGFRAr 145t &2 and tRéréfof €S9y of the
subst anti akky ne bearsatvkat sand utdtaresat angemddddinee casfoatat hen datat even

t hough the data_is retai.ned on 0 etwork ] te t., Further,
i f, when fﬂglﬁgfcgsi 3 Otslzi’vleagl,mg@ﬁ%?logggg %se \égaédégé%o%%?%é%nog g%& %/%]ﬁe rul e
at amp st eptwhéehet hertebbe- savedddagam2diug dhendedtarsagipaciypreadi aft er

t he divisj (A i vilded =TqTety [ ;
adgi tion ?gﬁg?ieg ?)é’%dr 52% ggj.édiét'naé- 2%% n% %%c%%uﬂ%%n%%%ﬂ%%e%?ﬁ% dat a
managenent rRBANS, SWREPRAS A HEnTEAE Ward tRIextisddtidtacheagany clibt® t hat

has been gddedewherns hgdatablies saveddisqr enayiadn at aa 25 psedet anai ned step
where the saveg,dl Vi e§ data are |ntg rated ar dﬁg{ey(gt ed according to the
dat a- savi R§UpRICESUPE THFD RIS, ¥ %ﬁ?éi‘e ‘fiéedb | 3t F o EaNAGr bes

achi eyed hacauss Obet Bavient eryvedivodedf inhe dunpyudat ateved idarndwe smaved
data are subjected to a. furfjiye C : decr. . and erefore 30
security PSOPGFERSE i%nge%h%e%ﬁégﬁeldﬁd%f agglrf)eé@s%glleo% E&?t h@?? i f
the divi dedtdatsavang saveegdur<a iplifgralattiyprot hd4t hagerbees wacpedsdiog

provi ded \e@eh BﬁgaE%r\Egco&a@ngrsngamalln,déﬁ& &?é]dti%iﬂi%‘aoﬂgtr'tguéﬁg only from
the data of the other normal sérvers even iIf one of the data servers goes
down. | n 85apsAsIrd& atProRnBfPtWe2 kY athaerVReESdal &£ xeneéarnksant geres

down, 24 hi 83 @icstibiubees Sd taechiive snsteds, Susahethe Hatal £ BAN; 2003
is extracted, the data to be saved that has been distributed
into the plurality of servers on the network and has been saved
therein is extracted in accordance with the data-depository
information and the data-saving procedure information that have

25 Dbeen recorded on the portable recording medium, and the divided
parts are integrated and reconstituted into the original file,
and it is provided to a user. According to this system, it becomes
possible to access the saved data from an arbitrary distributed
data archive device connected to the network as long as the

30 portable recordingmedium is carried with the user. For example,
if the user is carrying a recording medium, such as a floppy
disk, that records data-depository information and data-saving
procedure information, the user can extract desired archive
data from any location by logging in an arbitrary distributed

35 data archive device connected to the network.

Further, a pronounced effect will be produced if a means



Preferably, an IC card with high security is used as the portable r?99h®nﬁﬁ
nedi um nenti oned above. This makes it nore difficult to read or copy’t

dat a-depository information or the data-saving procedure information
recorded thereon, and 5 therefore only the owner of the IC card can access
the saved data. The distributed data archive device nentioned above can be
realized by building a dedicated programinto a general purpose conputer,
and such a dedi cated program can be 10 distributed by recording it onto a
conput er -readabl e recording medium If the dedicated programis built into
an arbitrary general purpose conputer that can be connected to data servers
t hr ough ther netwwy Rt 1ndi $agenes @lddns pege eoppurel isancbedisededsdathe

di stributed datg,anchiyedauLen ding, £Q {5 ARIGNEnd Bl UGN 9, and

it is possible to access the saved data substantially froman arbitrary
| ocati on aStesrgasorke Poritesbratretdddivigasely ums divdmiicadnapnl Qhe user.

BRI EF DESCR PFHON: 0B 1 PRAVENGS: 20rfi Bhe 1ai$i &i s6heppd i cogenay ale 4 ng of a

distributed data archive systemthat is one enbodi rent of the present
i nventd ondaffgls 2REBUBLAR’ eXRAPT BYBFOHRRRIGERERRY dat o FRE bt o PR e

portabl e 1egerdidg aredhyayd@. £ @b dridkypk iich add it agROVEDIrHba as
operational flow of a, distributed datfgarchlve eviceé%hvgi . 4 shows an

exanpl e i NMGHIRHE PRV ORI PRPEEERHR FRFBFRALIOR P¥ Y i ded
file to beetarbai Ard, i Acaoddiagsenveahe 3@ doirgledd QWS AN reX i @ dwravhi ch
save-destingtion informatiqn i s add 0 eac? divid e to be retained

dt d_fil
in a data*SePUBP-IRg. 6 sHos an18§895?518P ﬁﬁﬁgagﬁéﬁPk&SPa\MtWF%%% save
dest i ftat i paconboitateentshomvidedFidptH.ir3» She dr7giAal 2003 BESUMDE FOR

CABRYI NG Na;ﬁé@ kWEM%%%h@%%t%g@%ddﬁ%%er the saved individual
divided data are decrypted or, alternatively, to perform the
decryption after the divided data are integrated. The
encryption of the individual divided data makes it difficult

15 to know the original data, and therefore there is substantially
no fear that a furtive glance will be cast at the data even though
the data is retained on an open network like the Internet.

Further, i1f, when the data is saved, dummy data is added
according to a given rule at any step when the to-be-saved data

20 isdivided or is encrypted after the divisionor is divided after
the encryption, and the dummy data addition rule is recorded
as data-saving procedure information by the data management
means, whereas, when the data is extracted, the dummy data that
has been added when the data 1is saved is removed at a

25 predetermined step where the saved divided data are integrated
or decrypted according to the data~saving procedure information,
complete reconstitution cannot be achieved because of the
intervention of the dummy data even if the saved data are
subjected to a furtive glance and are decrypted, and therefore

30 security is further improved when the saved data are stolen.

Further, if the divided data are saved in a plurality of
data servers while being provided with redundancy, the original
data can be reconstituted only from the data of the other normal
servers even 1f one of the data servers goes down. In

35 consideration of the fact that the data server itself goes down,

this distributed data archive system is safer.



First, a'basic enbodinment of the present invention will be describefi7 fANg(p)
1 is'a schematic general drawing of a 5 distributed data archive system
according to the present invention. A distributed data archive device 1 is
one that serves as a main elenment of this archive system and has a
function to retain desired data in a plurality of data servers 2 (in Fig.
1, 2a, 2b, 2c¢) through a network 3. A portable 10 recordi ng nedi um 10 can
be inserted into the distributed data archive device 1, and, when the
above-nentioned function is perforned, the distributed data archive device
1 and the portable recording nedium 10 work interrelatedly with each other.
As shown in Fi grefferdel i sty ilfuredddat bhar bdih vaee aleditoe 185U sesa sreitee up of
a readi ngmggb@g P@@deﬁ aeafumfrﬁa%imea%fel%hasdfngkétsom%fé/pt' on
nmeans 13 ecr ron/integration neans 14, a data nmanagenent neans 15,
and a net%fﬁl@@iﬁuﬁpcaﬁﬁénoﬁeﬁmy1@'16I%@@T@%@ﬂ%&l@h@omaﬂ@geOEreans

are descrt@@ddéegegavllagorp@%tcefd@rreamaefm&a%lsayere%@é&ldﬂ@f&gﬂ @0 data
archive systemshown in"Fig. 1, all that 1s necessary is to give t

t o- beSsavkdesafareoophey ahst PWBaf-‘eafd*aba AFCcRPYE eRNidecass Ehe%f‘(ﬁ% of
each filegaFLg. 1 shows an exanple in which three files F1, F2, and F3 are
given to the distributed data archive device 1 as to-be- saved data files.
Concretely, 25 THe disltFiBthed SGdea 24" Fe IG&HCEMENELANBE R RAVE 241 by
bui | di ng Bededhtatzed SHf tovar el XPOL aaedbyawhuclpragfrumctﬂnm desqdaride | ater
is fulfilled mtoaggeral [ pose corgputer %FIdEd with a drive unit
used for BUPBPESHI SOPEYE Fa'rngg diUHi0.¢ of fer PRAREAMt he*Yat
servets 2dasereébohensoe ruapccafdﬁ@ atnento saeccvmpuﬁérandaambéextmdta}dﬁtg)r age
o pe eRERa et GRLA AN REd Rl N WA N OF 1B 2Rl 2Ry 2D
and 2c throug the Wor k 3 “Accor to dleJt erm ned data. savi
procedur egénerhé Eb@rmaf—’ e grditfiaduabnf pe @Oﬂvaﬁa?g%drrﬁntd@fa@ satedrs

i ndi cat estre}rgaga 9@@%@@% a&tﬁll% ééneagq sax Fbage m&gﬁﬁtgﬁc% §tQ&hin the
portabl e recor nmedi um 10 for each fil in the exanple

of the 6 asthe @Aﬁtfmtﬁdgﬁ?*é? %%l%§eﬂé€ﬁ %‘a@%ﬁd?rhgttﬁetﬁﬁt%es%ﬁ%rs 2a,
2b, aw 2@nthgloa sh@ma an exawmcas@fbr@na@en@da&egat anheeconded amtde

portabl e reco nt _faolder that is _accessihle by
pUt L1 ng® SERFBELa bt PSS o T2 Y GRRaG ST & LRBSHS tRema P o

r ecor di ngreedrdimgOmealicima 1fso|caerr1fe@r wsittdr ittt nessagenent data for each file
is further fornmed in the nmanagenent folder. For exanple, in the exanple of

Fig. 2, three folders represented as Folder for Fl1, Folder for F2, and
Fol der far F3 are fornmed BRI Bth&EPerddanedit G| R T Nkl managenment data 10

used jpr file Fdigmanagenenicxiaise for éméﬁafhrammm%r&mtﬁ%&é@r file
F3 are stored in the fol ders, resEgctlvel ) shows the contents of

the managefbAt 3d&s ForSY5 e FiNdhodg t g‘ﬁ“ﬁ% MagehetSddt ¥ ade up
of data deposhtapy.i nformati on that shows the dep05| tory of data that
constitutes 15 each e_and_ dat a- savi ng- proce ure i I’ITB.tIOI’l hat shows
the saving pr ocE:cﬁJr e5 o?h?‘ﬁse %rat%}?a:&?lnét e Hbar%asg i nve 3 on,©Q C% ath file
to be savedppstdbliedee dordd ng plegriaim tho .of parts, which are distributed and
saved,d n a plur@ljty;of. datg sekvers h‘gk},ei at.a n o IS
one t%at shoes Pta]ha"«-:* Ioglatl ons “of \Zég Splur ggltyeongg%ggéé?%e£§£% are
each a depbsitrobyteesciatat |a(¥r¢hdf\’ead@a?tla3@f|]4 e to be saved. Mre

specifically, thg,daka y@a@@Earyexmpiémtmowﬁcrgogaé&&eateldmblytaauldr?t of
addresses (i e. ni f or m Resource Locator, which is hereinafter referred to

as URL) ofNAOBMaLarrt ySofiHaeat < e 3/eh sdjt‘h]aﬂedarfell?st&’eBSsF?B‘?ynﬂ‘és%nnaat| ons.
On the ot hgtaha@@velrn the exanple of the fi gure t he dat a-savi ng procedure
inforpation is E}ln or mat i on entificati ncharacters
nuner &l s, COﬂdll{Tﬁ%'ﬂm eqiat'Pond” eetx(,a“)pltahagL the SAETRESIE MR YA on
nmet hod", 3Afoenmeryphn o setbadto éatitletiwidetd \/ﬂlsne)mjoebery@tamed in a
"redundanﬁé stora ge nmet hod", and"dunmy-data addition nethod". Herein, the
i tem " di vP&{8n St ﬁ&d is further classified into the detailed items of
"file division Bicgoré tdidws adi akdmplléiéé nsd reefemeantd damamb et hof hdi sdwed
files" F8r ex n‘g efrg)me;C l%le saveEd dat5aflle F1 is saved, this
dataflle S |l\9|del({ij rté‘é”l&réﬁ r}yl T91es. At this tine,

i nfors@mti on about how



7 1 7 JAN 2003 to divide is stored in the "division nmethod" 'te"H%§MNZM3
“managenment data. In nore detail, information about what type of
division algorithm is used for division, infornmation about hom1each
"divided file size" is set, and i nformation about what the 5 "number of
divided files" has gone up to are stored in the respective detailed itens.
When the to-be-saved data file F1 is encrypted, information that shows the
nethod according to which the file has been encrypted is stored in the
“encryption nethod” item 10 as nmanagenent data. Infornation about whether

encrypted data f has under gone division C{)rocesm ng after the original data
file F1 that has n@@syemquéﬁ%@%w AUl Bl ViNYFR Hidbcessi ng has been

encrypt edgqr @ach diyided n‘(ér{F_e has under gone encryptl on after the division

is stored in 15 the "division/encryption

pr ocessi rrg—l'ras—been—cong
order" item asFhifagerehesdat AMPFTEERARE O el Ca@PINdilvivdndion vilded fil e

is saved h?é‘%éé@f?ge@nt ieachy daka aseécy}%mé(\@ﬂ:eg@%'e@g 1provd et Whkh 5
r edundanc information that shows a redundancy stora%e nmet hod t hat has

been &npld JRUERYr 63 tEn IR I YR AGHIEREY %%95%%0 et HoRl" Presmnis
managenentne@ion TWo Hethedsuted. data aacdnlr\feora@@lcf@thoasaadeatnarti ty
file formati on nethod are each kno gen redundanc%/i gt ?\r age

et hod | TTOHHRS 17 1 8¢ PG et U8 e Shitoben L ALFe aRyF e { B

dupl i cat edyhsaved tantre tiaim deéieeerrﬁatdatm slepﬂleltslltyeof omumreyvem@
secondary. dgta 55 ser,vers 5 ﬁa%ﬁ 2 Igl,éll dej%j gl I & ¢ d| s ars,
danger cah a ﬂﬁgdec} 'as a}ong ns°t d| Vvi'ded'T1T e’ t enrai S he
ot hertOhandscad fdireg npativny X0 lcenf benamentﬁétimtbns‘l&armlsctyedhuteecpairalttay file
i formed h r,ex | e I c | ken
wi'th respe%'fjncjt d @év}(‘%é’ d?lsadevé ?ﬁl gégSgg%)\ggnﬁlggfa?%fq%%dguplclttér?%t tF‘\L%’vmth
each ot hefrerl%mﬁ“%%l s tpar |Cﬂl;/5tf1i1|*e—1faﬁ@ fhEaparCiviveli dpdéaefil eemar &heach

stored i & fyedet EéHbE'@Qn@aFn@d&@FanrO (mrﬁﬁtareeiéeed@y%h@ﬁ Rihod) .
In the case where one of rs, the di vi ded

di sa
11t hato T S 3peutedicatd ba + C8nSL PEGLBE A8 Fory S aii Vi ce

excl usi ver OB hade eachfhd trebslinghen ininly mneapectl, ta \témﬁdstetfmlm wicded file
of the p and the ar ty il.e. N_2 at a |ndependent
o the naid A SISRHIdciRtiad meand 20T %% YbsddhTe-g2 CRRg

t 0- be- savezhdat al 44 | @ Fldauanf mmqwnmatmm JH?ow taqcaddt dmlmtwoctact a WI |

be store érﬁn&r@fca@i‘%éé@%sal @‘dqlr;dl%dﬂnéthQHClttl% Saéf %@%@%ﬂ@%s%

For exanple, randomarbitrary data can generated to use it as

data, or SWerthRd Ist'epar éd BefoF iand Eaﬁrt}@ FSEE A8Tauny Hatro th'Iahe
addi tigon @f + $ uGhe e Wiad i rmim iith Pessi bl eaw ehst urd Aé&myeritss to be

read even if the divide f|Ie s. been re an ille means, and
t her ef or - S LIS ty TP ﬁJaY (Rt o %beo o T i rﬂﬁ}:ada']tra:hilé’eal | oned
to be addesvice anyirpartte dlortheforhghnalldat RigFol @xanplan sewerlad ibytes of

dummy dat CI a e r.a foof, of
each di w%e{c]a% ﬁgr%%t a:jlné(asg Ef)iy |h(rc} P?h%&f: %%I‘?%a\?%%a%%t ?%“%ﬁal fecgr,
aIternat|®@¢W,aﬁﬁﬁﬁ®ecﬁ&%9®®yl@@ to be saved data files. Concretely,

25 the distributed data archive device 1 can be realized by

building a dedicated software program, by which a function

described later is fulfilled, into a general purpose computer

provided with a drive unit used for a portable recording medium

10. On the other hand, the data servers 2 are each made up of

30 a main server 20 and an external storage 21. The to-be-saved

data is kept in the plurality of data servers 2a, 2b, and 2c

through the network 3 according to a predetermined data-saving
procedure in the form of each individual file.

Management data that indicates a data depository and a

35 data-saving procedure is stored in the portable recording

medium 10 for each file (F1l, F2, and F3, in the example of the



15 added to some places of the divided file according to such a specific
rule as to insert one byte of dummy data into the third byte fromthg haalill
Information stored in the "dumry-data addition nmethod" item as nanagenent
data is one that shows how the dummy data has been added, to which
reference is made in 20 order to carry out the renoving process of the
dummy data when the original data is extracted later. In the data files F2
and F3, not shown in Fig. 2, managenent data is |ikew se fornmed and stored
in a managenent fol der of the portable recording nedium 10. Thus, when the
three data 25 files F1, F2, and F3 are saved through the data archive

syst em off itdhr gpr dderit hpAviepe D oinvehdh bhetdrLalgrea Visnsedai s2lli virdedcint o a
plural i tye-40f dzvgﬁsgsfshe%xa%qeeaﬁéﬁ rpa‘nat ér!w'diae@aff&@éraédsaxeg nto any
one of the data servers. For exanple he data fil divided into
four di V|ij4‘b]l%er£Qr€1én514‘edtlh)§Sei@30 Ri megaperend Fdldae Ehatrilbut ed

and Save%c%gsosf@yewl%fputt&qntghée reateaegﬁw@aspa?@s&@racl@ffoFﬂn@c InIn
this case, information about how the or| ginal data file F1 has been

di vi dBd, HBPNWRE tBPLESTERRTERE BE Je‘é.IP:h‘LOdl ¢hded #?Ji%elf £O0RECEBBGEL how
many di viggach érﬁ&& hawe sbeeprf asawdl ifnlkot 8 irmrsteiedrenhedt hig, mapagenent
35 fol der of g agenent da a (da{:ﬁ savi nqufprocedure mLormati on)
of the flmaélatﬂlem%t 5 cgﬁfc 38&%’:‘% fiod" tRe YamPle PP 2003 PESENdancy
storage neihoshs tﬂ@@x@y@med:aba fadnaiérmmenhmblcem for, Fay erepboyed at

this time for mat an out ese net hods aI SO ored as n nment
dat a. Inffoc?lrrgél %ﬁe( % |st I}aqeﬁéengﬁa 8§serve‘?§ a1 ggﬁé dat a

serveap onisdd cf‘rmeécﬂe@i Fdf, tnlaea'geumendi dhatdedfdr | fEsldTFL t @nléllzﬂlahsgsaeed is
stored ontq i %ﬁnageﬁgré Uellile lE "Ll f?olaéefganafggg%@u%ﬁ@

deposi tory i nformation uni gque 'f nanme i s “desi éned to
be gi ven 4 ¢heutsh téfe lcﬁ’élt@ln\ﬁlsd@é Fh?e@a@@)@ﬁ%@nbrﬂQ% Trasifst Iof Filhemong

t 0- be- savggkflat Babh! ealh Jdhancondance Middna ppedsat ecﬁﬂé‘egeFBlSQtOQ* nd the
correlation ( of the divided files with the original data file is désigned

to be cl atFFERtFR dednphrevsi ihe H??péb%\fé’%ﬁfl Y @%%ﬁPpéﬁltFFeﬁhe file

nanme 18f tde-i Gihe- §au&ﬂbﬂﬁ¥§a¢riﬂ1@ prodddiire ﬁhEomamonF&ﬂatmuovJ%lﬂhear e
given to the divided files_f r’rgdtarom%pls 15 dat F1" acgording to

the rul e $hat"q RECTTRYS &F T ar e ‘each Hdded’ E’ﬁ@géﬁa R Sl
Her ei n, fforlexanpie,savtsd flcﬂ dﬂélrvxm igftd Iéolpdelrraflortybe shows,i RhEchy. 2 is
desi gnat eg as, ' &ly's 4 dens i.64] ta%fch% prittﬂfagﬂ)? J# gl seahd 3 'gﬁg In

whi ch the URL of a data server i s a deposi estination 2
cor r esporfésta (Sieé%%ﬂtd?frﬁt Hé‘fG’lr\‘fia&éd’“f ilISeO‘h%r\"@s3t FMWSt‘bhe repatdcamscpétel y, a
| ist Joi key F%luﬁlaﬁht(yZa&;f chﬂt2aJ WRIve22) that. alre Seé@ﬁorﬂeéebasg%ézl

depository 1 nformtion. concernLng the manage data of the file
regorded % FHEFHP S aF% £a # g% LY ke E%??‘r%m%%‘? 58S dﬁa&ﬂé’hl bhBet ween

the file cmtrm ‘depo sAk cafy tthODmbE:lsaVEIdS davastrhetadd Hheaf ilesthapes "F11"
to "F14" V|ddf e I c he.fil
structuré ?é% géé 14 Llhl“rﬁogrﬁl%ﬁ%%u g‘r%rarﬂu % 9(9 F‘]bg%ﬂt yh%f%maf%?gerver
i dent i fyllr'@f@nlcl@gl to(&sl @RLHeﬁfl fyphgreodey D§ dséd srrvhes| nhetnete

Ther efor sactieal Ly tgggygghgnce 30 will be provided if a URL Iist |ike
ht t eéfﬁl\/v\;e\c/\iﬁfpd%tt'a s%rve?> 2a)/ (divided file F11), http://ww. (data server
2b)/(d| Vi ded f Ore )othet handt eddt thea G¥astokeshart shivdstadeser espendi ng

relati ons(mtpalsés\euEélprda&&uéaainfoEﬂqatB@RLléZJahde upl 8£PRBRABERLragndat a

deposmor?/ i nformati on, f35 The é the data file Ilzl saved according to
t he above %r%cedujr eRbHh b(éaEk?PacF 8YACTERS t | RBMERALFr onFRAGLHESRE L f
equations, etc.) that show the items of "division method",
30 "encryption method", "order of division/encryption",

"redundancy storage method", and "dummy-data addition method".
Herein, the item "division method" is further classified into
the detailed items of "file division algorithm", "divided file
size", and "number of divided files". For example, when the
35 to-be-saved data file Fl is saved, this data file F1l is divided

into a plurality of files. At this time, information about how



10 1 7 JAN 2003 the managenent data (i.e., data-saving procedure1
“information and data depository information) of the file F1 storedi%ﬂAN&@H
managenent folder is prepared so as to pernmt access to the data archive
system In other words, since a data server where a 5 necessary divided
file is saved can be recogni zed by reference to data depository information
(i.e., URL list of the data server) in the nmanagenent data of the file F1,
all divided files necessary for reconstitution can be read. Moreover,
reference to data-saving procedure information in the managenent data of 10
the file F1 makes it possible to recognize a reconstituting procedure about
how t he 8PViHedle iisestopst havdSelh VAa@NshatP e hel st Py praeIgmdut whi ch

part of headi virdedAd | @st shoul dnbsregt ebad adsudunatdatyde and abput how
the divided files should undergo file i nte,gratl on, in order to obtain the

ori gi nal 3%t 8195 319 FihM'THeT BFBAL O AeVariginat N HRERA F19% 2P utahoBe
reconsti tHEgdr § o1 @uéi g Tdiss Zeeco8dd it Ubihagi PF el 6n BHdud Sha€xtkact i ng

processing of the saved data_can be performed. The neans 11 to 16 _of the
B 9t 78 bl BHTREEn odr CHAS SHbvT Lo1" SROANOPROELS, B den T Fankhron to

save therdapactiilve 2@tandeal fitrets.on to extract the saved data as nentioned
above. That is, the reading/witing nmeans 11_.is a ans for accessing a
managenent f ol Y&t i n-the E%??%Bf%vggco g Frieisj?u 0, *and*ef¥RsY o read
and witenfhbemmadagentat dabasotheachthodiadduadidg lten whhehveneffcadi on
means 12, seryes t he _ayth ¢t 5, [t ecor di ng

medi um 15alst ESFP, 83%g§§ék’re§egst gkgggﬁe%bi %:[% e %ﬁﬁégﬁt%%@%%% nJgt?IPle
pass¥br dasnpanagevessarytee dofesmathennahagsnmenethelrdencryheed data

di vi S OnGeackypLL o0, ORANG: AR evRe 0.l Uirde A pheslid G Mata i ke Lo be
saved accordi ng t0 a predeterm ned division nmethod under a predeterm ned
rul e 30 WAehPRASERBICEPBNEL T ReXhFURY A € YitPeRPCafdViei 9B PR RaSEHIout t he

processi Rg sf¥ereBaEYRItRR o Hermmy @y 2daddiillicona s and dredurdancyy st osage, i f

necessary, S0 as to,determne a data server where each of the divided files
s savedafeA t hRSOThEt S hARCPTPRES HERTyHtT dif T hCSGIIE B HeaRcoT8 5 ser ves

t o, whenthastdictisdos: /ane myipteirort @midr'actt an say aethspeandntc data. fil e,

performthe pr ing f i r.at {.qn 11.. .17 2003 divi.ded.files,
decryption, an %‘?ﬁ%’ dvérl?%naée]‘%cg?ilglr#lgﬁ ael !jodalsvil;deoq J%ﬁaégn%ﬁf’ega?%dt hat
shows a proceslsi agtpr cvechur gladgfa t Rerypaci whtleatee ifid e pwbhendeavedi then

instruct ir%]cﬁﬁn@l'é%cg'i,V?HfBQmQ%F'Lf)ﬁrtmag@\éih%gﬁs Lhe data rapag @%g;tei Iﬂ%@}@éd 15

serves to form5 fmanagenent data (i.e, data-saving procedur ormat i on
and dat at8éposPtoPP S ety h)1 g O SHOWE" t He® proeesRiNyCYr dEeaage
execp edmy nblie df ¥hsiDRLBAGEYRNIOfa tRaMs clde8Addbhel deposi of Yo desgi nati on
of each di ﬂ"%ﬁd fi.le, and_se vg?s io wite the nmanagenent d%ta onto the

€

manageneff 48P % F RRET pdr t b & 1T e diTY' S nSt6 1 KPSUGhaEhe

readi ng/ weneirag mednsdébhcyOatbhegethethbdnd] £ winen minstormiclyi oashareigi ven to

perf orm exriagkion.cddie dataqERnaganen:, Means, 1g:Legds. necessary pRoagenen:

data from the managenent the por e rec I'ng ne t hr ough
t he read';jﬁé/fwrieﬂtngjmn§emer@1d i.e., primary and secondary data

25 servers. In the case where a divided file disappears, danger
can be avoided as long as the other divided file remains. On
the other hand, if the parity file formation method is employed,
a parity file is formed such that, for example, an exclusive-OR
for each bit is taken with respect to a pair of divided files

30 identical in data length with each other, and this parity file
and the pair of divided files are each stored in a predetermined
data server (generally called a RAID3 method). In the case where
one of the pair of divided files disappears, the divided file
that has disappeared can be reconstituted as long as an

35 exclusive-OR for each bit is taken with respect to the other

divided file of the pair and the parity file.



15 transnmits it to the decryption/integration neans 14 and the network? JAN 200
,communi cati on neans 16. The data managenent neans 15 further serves to
access the managenent fol der of the portable recording medium 10 and
exhibit its contents to users through the reading/witing nmeans 11. The

net wor k communi cati on neans 20 16 shown at the end in the figure serves to
transfer each of the divided files to a predeterm ned data server through
the network 3 and store it by the use of a file transfer protocol
(hereinafter referred to as FTP) that is a standard techni que of the
Internet, or, conversely, serves to read a divided file 25 fromthe
predeterntned ddt dugenwvdatal indppedienti dlittete datta atoledecdevhied illarade up
of these Fpans skhidd iHoal 8r 0LSBOSEH ANAINMPLACI LDE-DEbuarka s & wser

carrying e portabl e record g} medi um 10 can save an arbitrary data file
anyti me ahd, anyigiarat Hen Itéﬁ’g ag8ops }p@watq aeat donnyittarta 80 lihee ddiarest chi ve

device 1 ig gﬂlép")&@r@n%aﬂgtga@dﬁﬁiéﬁtmé@ﬁo@biEérﬁ‘raVs seved dadd fddey, If the

Internet i's Used as the network 3, the user can save data and extract the
saved Sdat BOF r OBy T I t4eP Wofd 1Y 45 420 igra8ei §eN8ratPBcER i Wif vitlere the

data archhyeydeyy erth, %rdsaa@sggtamb@patédlb%@mm Yaadyanisge of the
35 data archive syste &f%a]n to. the present invention that a data file
can be sa¥®AANREXtr %ﬂ%%r%f SHE aAPRTHedata makes Bt PANSISGIR | ong

as the potbabl e yssand agnrtteetlttsnt&(be Seqar evved. lfrhl'h% pLiviaey advamsage Wil |
lead to the mF % nent oflll's:(%cui('a of sa (g(}rdat a| nst n tural

di sast er sS°CGRcFaRAtRY ¢ ctlEoFiexAnpier N FEhafei al

i nstifout i basravedS oequoneskef otttalcﬁmmqumtae:ralmasaitéswédrtsakﬁela;dcseﬂlltm;g

val uabl e business data, T &gss‘ x?é gtfs{ asfé’};?lt Orradl 0 1

pr esent i AVENETTon Takes | ute e-sa eci3 data to
every pardunhy tdvet uard W b@nédsi&’@etpta mlmtmml Isylchr eal # Zeead dat a

archi ve systgpyw iy high, 10: dunali ldihy agaidisled 0GR dgﬁa%?r%h@ ta-
accidents. It is a second_advantage of the data _archive system of

present i PAGeREVEA ERRE SalPsfact Gy §é€°t?rmta§*lé’§r3rybed§§‘€m ¢ b t‘TWd’utbespeci al
countﬁrkngaéuéfs%ogo?@epﬂatzassefvetﬁe sddeiddd £imee Iant@m]gltngi S:dl%%d:tfi% the
net wor in the s eni ence of users hecone

Dot or - LBREGLFTEr e oy e The Ethts S ErENS Fets 36 earip i £a
necessaribytée fregaraded laeacpr uderftomatlatlmnsatdmamgua pbssi"biumnty-dahtat  dat a
saved on SaG0 dahaSenygs MW JentAadoRERRUsE: OF: d LhaOah, AaRSS, rdpnever.

accordi ng a archive system resent 1 nvention,
t 0- be- sav@ded@tuamf’l@@tash@iﬁv}P@IQ@I ppdeda ‘Fﬁuﬁalfﬁt Y ofe tindelelds friddes l\mhen

savedyy angd-ibe b \ddad, bidtesnar eedbst il it &b ANd rSaned i @at P Bl uidli ty of
data servers. Therefore, each indivi dual d| vided file cannot constitute

ori ginal FRFoPREEIBALLYFEsert SXESRERCs LAE&Lon, probl ems about security do
not occur 25 eventhé date Endewimlahddidi ded stdwe $aved .op, eachqgdalatserver

is read b¥?§$al | Ifggewgggn?c)r%lg& néysté)/\@eeét Pr‘ﬂs' nez}:@dﬁ? :asf(?gt ked up, to

take a sa c?ory Security counterneasure Ts hee sé? ver
that is atbackuptdb$m metporinfhireddanséd .a Thiuse whenosthef ahreackiang up.

Ho
Wever aEgOLHIO 0 LG 39 SYSLEOl dhe BEeSRutaL Iy Ofe I disy

p055| o reduce t cost "o ackup ere is non
a speci aI ofddm Ptf?séﬁﬁntlé‘f%*éswe fasth Pﬁélftmﬁatéeﬁ/hfts disdéivided gnitoue t hat

there is a fpafaihe) somm Sig fFiigant Lajordmt iencwkl bl eakybecause (of
illegal access if an individual 35 di'vided file has sone data [ength even

if it is PREBAEHIER @NYTRRP&tores FREaR ISSCAanF - FoTiamdier abl 8¢ 6iasrevent
t he file F1l is divided into four divided files Fll to Fl4, these

30 files Fll to Fl4 are distributed and saved onto any one of the
three data servers 2a to 2c of Fig. 1. In this case, information
about how the original data file F1 has been divided, about what
bytes the size of eachdivided file is, and about how many divided
files have been formed in total is stored onto the management

35 folder of Fig. 2 as management data (data-saving procedure

information) of the file F1l. If the encryption method, the



13 1 7 JAN 2003 contents of the original file from being perceived in the
.case where only one divided file has been read. This perception of W203
contents can be prevented as a result of devising the division nethod g
such a way that, for exanple, one divided 5 file is constructed with data
in which one byte is taken at every third byte if three divided files are
formed. Further, to inprove security, it is preferable to perform
encryption based on predeterm ned algorithmor add dummy data before
division or after division as described in the above enbodi nent. 10 The

management data of each file stored on the portable recording medium10 is
i nf or mat i %A HedRIRelY B6 OgRGCAR: tRaG h thi eumahdattﬁea%%/te]oprueeahpm e€tidil be

extract ed, by érA;Jlecg?éd 2aceds ¢ £ ikl S ARBegareRh d8baci ensiolthlheref ore,
practi cal I]?/ is preferable to use a nedi um whose recorded contents aye

not 15 edsiiy 5i'ttcl’ A1 Y PR hsdd ke pomt e vikdordi iy metHluhiss More

speci ficalt \hd faaan 56 rernd )( hexel @&t)t«%r thef @at8dsé Bvas & GIHive Gald)
provided with a built-in used as_ the portable

recor 8i ng medtin A%F ds]a‘ﬂ%efcgc‘fjolr?/s sl”eﬁﬂp?? yFch;rlS 5 st drie d A8 ordé t o

further igAy omentBemseeuridMert t oifs FQ pref esabhendenmmice aaset tingaso that

d.t t fold f th tab
etor ol nSRAR LD LACQRRATTBBA PR ERE Bave dnbodi ment. 2. Goncrete

oper ational pr (Aceduqee251l\le>¢tama 1daestetsi1|ghiedntw tbé dieregi veneathant exanpl e of
t he operati.on ocedure of r| but Chl ve deyi ce qeor di ng
c? dpfrlql. S %orn]_e tﬁie% er_ﬁ V\?n%aY%(g (?nal

to the present T nventi 68 " Fgo 3" is &1
fl ow1of tie acbts:tzrdlamn;@dﬂijlalt a &rmﬁa/teeldem@@ rlulél'harui)e:rbaat |c0nrr@tlatth@n

di stributgd fj[cttaefldféecteé@ éh%’“odﬁ]l]%mﬂ?alhgfaedéq%fltleer l%e %‘?xr dui th

réference to owchart . In the escri ption, tabl e
recor di ng‘-Cm?dl ‘Elh@lwflr%ds@pﬁb%dmt@éeus@ anel @%‘é?d“%@?w% Sééﬂid)t iint h

sati sf acthE )fh%eﬁﬂletryamézlorfsihea:&&% SiPdd eatttaefﬂtétlrg byt ed €l & salchi ve
devi ce 35 iioned above, pqrgecgctl ce, tri bél d data archi ve

device 1 |Fsl]re§Iq zg 46'ya55| PUYRG &° ld’flddéldffé': ngfcaraxp% FhEsyan
2D~? 18r chdatea sfoff TendYRl 'l it cr djienertad -thigr pode chaputke rpﬁmlraﬂeﬁl Wt:tch 4a drive

uni t for aarne Ie c%ac{gdﬁgggrﬁé)regd dPeFﬁt‘arI}elpégl%ce)??% Of t he g I ut ed
e

data archi've "devi ce operati on ar't cdt e ®&r chi ve
sof t war e roame el Jeéiedicalr §O¢ufbdseh@dﬁpm érig V\RemSt@eSdgsate@wtsed "dfélt"

archive deyl ee; 4,1 Stétt@{a&e%f @hEB§§@gef£b§tFprg§§j Tahgl pSEf b htehe

archive card 101 dlsg on a display screen, a stan sta e
conti nuedRint i9f t Re @REAI v%e%‘ééFH 1@4% |1ﬁse?t&PP<Wﬂe?PIt5hed@§éeraﬁs}éﬁts t he

archigge Casfrddootde teaela@@/a\fltm@gdmﬂﬂ@d 14; 54 atatnseslo'tatqoe&% S'Q“lats' to
exchange data nece sar er a t]%ntl tion. %’he aut henticit

t he
di st ri but P YA R ¥,h| auPREALRET t 516 PRE ( Izééldl g/ WS ting
means 11 Dedraddckied o:hattdne Eimdes Ofot e darfodrmest iocar d cbhashiring heche

aut hent | Gidya lndhe MEliye Y ¢:4Q beibelagocheaked dye g ar Meati on

means 12
If so, the corresponding relationship between the file name "F1"

25 of the to-be-saved data file and the file names "F11" to "F14"
of the divided files can be clearly described by the file
structure of Fig. 2. Normally, a URL formulated like
http://www. (server identifying code)/(file identifying cocde)
is used in the Internet. Therefore, practically, convenience

30 will be provided if a URL list like http://www.(data server
2a)/ (divided file F11), http://www. (data server 2b)/(divided
file F12), -, in stead of a list that shows a corresponding
relationship like F11—URL(2a), F12—URL(2b) ', is prepared as
data depository information.

35 Therefore, the data file F1 saved according to the above

procedure can be extracted at any time and from any place if

10



15 the procedure of step S1 in the flowhart of Fig. 3. Since this 17 JAN 2003
;authenticity checking technique is well known to a person skilled in tﬁg '
art, a detailed description thereof is omtted. Thereafter, at step S2, if
a negative authentication result is obtained, i.e., if it is j udged that
the inserted 20 archive card 10 cannot be admtted as an authentic archive
card, or, oppositely, if it is judged fromthe side of the archive card 10
that the reading/witing means 11 is illegal, the stage proceeds to step
S3, and the inserted archive card 10 is ejected. The stage again returns to
step S1, and a standby state continues 25 until a new archive card 10 is

i nserted. the mhpagenenthdatia &t - st epdSRa-favangatforeditie el mintrenticat i on
result is,pt aaegd%eﬁtasé%@ €i REQERSHSHP if%es%ll%“gtasﬂéeéd' $nlQyi red
to input a passwor he condifion that authenticafion about e user
in questiBanagergnti teloar, i hEcEaNEEMS a5f L@ e tFdiageaens B0thel cél@trau n the

arch| ve C?Eghlgea%‘%s@'e%m %ed;t%rt Re @ Spl h sereethe d rbé@sfﬁr detard . after
is confirmed that the password input by the user coincides with che

passmo‘-:r d ﬂﬁaeSﬁa§Ybeéﬁl§etﬂ hbbitl & ﬁévﬁﬁln‘a@’er%treﬁélg@élze§h]6wnf€i¢Jfﬁﬁ@ce 2, the

contents ip tjtaeamf%g@gmri ol fesrseibgad; anpl Uhe flilke name:Hd hige; dat a
files 35 F1, F2 F3 in the exadgl e of Fi 8( F5)hat can be extract ed by

usi ng t he SEFURIY e C &M RIS TR oipghhg n Aenttys3ed1t FLYaN 2003
t o accept nthesepefatbenséconpuit fit 0ohtden usekebs . disptoyed, ate tdiee Sedre
time, and a state of ,waitin %or t.h |nt ractlve oper ati onal ig t éj'.e.,
occur renc&® $ A SVBhEY I?If%‘rgﬁ e dder® AchBd la%)nhatn@ﬁe@f.n% %)*llglé‘ ter can
sel ecto f ouuheklfnde ofl opekrest |1onaalosism1ﬂtes fo amddmmidisp ar;ee:damteitamtmng menu
nthi's ehedluBaL oA0d: ANERLNG J S ARETLEd Ol FEOMSIEP 8.9 8aEh St ep

in respon§&t6 the oper at i ona user “can carr
four ki ndbeoﬁegpepaﬁdenabophpwjltl‘sCh|P@-’t %%\hhﬁgdpﬁeelesisfh@ebyslmhutﬁ hb@ 10

be-saved dafacks Q%%Mmﬁ?v§9taexér{@céﬂcﬂﬁ HRCessl BYvRYeuhE che datigof hat has
al ready been saved is exiracted, nedium ejection processing by which an

i nserted HPERIGE EhLE TOCTIr 2} et ed P Qﬁﬂleénﬁotﬁhﬁf@és“mtﬁ& BYLARNBR d3He

oper aig onfafi et heldi sthebefededatjahar octm@lhm&tn Qi%tftﬂa i sleredettl( ceasr el ?/
processin 15, dedij cate ata archive softwar resent y
e g execarbn re naas S aha s SRR e SOl PSRl T 26!
recogni zedxatrasttepgSP rorats sdmepvehtt Hrasscooslirdasth eamd e gamfsried a
predet er m ned DIADGRARSHNIA | Ao sFEREI dhed AlnidedatuPRasRY,LIRL, 1be user

has first selected e savi ng processing case,
processi ng FBPWEpPEB fyngng1aeeéhbea§3vedfﬂnpelp§ te(arwe@l Yue datatbplell.

That b§, shAce auwbRdew usedxtoaspeehbyshhgqt @abg-sauech{ideed Safodll spl ayed
on the dlS?l| ay, screen, the user s ecifies the tobe-saved file fromthe

wi ndow. ASDRENEFoned AR NIHE Y5 1Y Sisdsut dot 3t BeaPShf 98 2RFATRINT | s
real i zed bymdskpgmangefienadkerpunpore pomaabee recbhdSn@mb@dtmento adiely

t herefore tlgg,etsotgg A& Sk&zkftgg{}}é)%aﬁrg ALed Jie?tg%n gcﬂafmflm%?%ﬁ be

recorded 6A"a fragn an 1 ca or a onagne
accessi bl €iby . tTﬁh@V@Grl‘[futC@rth@m%@uﬁéé S@h‘eestiOtm@ek sheethtfhdmt ioithe

distropul ed dala g fttwfedetsbsedtngagn Jipah FrepLibe qubside4dy ough the

network 3. Hereln It be su at t ata file F1 stored on a
hard di skaellrtlh\?@téfcattﬁeade?@ﬂt%’r CPhﬁt’Lr@éﬁgt‘Flt%wwddﬂgphltmwmtﬁa

archive dey £8cdsk kraPgehbigededs tHeake: %éam@stbheentep eXBAPhEa{4 N 35
this case, the "managenent data of file F1" shown in Fig B has not yet
been fornéé)seiges to divide a specific data file to be saved according
to a predetermined division method under a predetermined rule
30 when instructions for saving are given, and serves to carry out
the processing for encryption, dummy data addition, and
redundancy storage, 1f necessary, so as to determine a data
server where each of the divided files is saved.
On the other hand, the decryption/integration means 14
35 serves to, when instructions are given to extract a saved

specific data file, perform the processing for integration of

11



1 7 JAN 2003 Thereafter, the "file division nmethod" is determ ned ﬁ7J§N9@3
'S13. In nore detail, conditions are established about how the to-be-save
file F1 is divided (i. e. , algorithm , about how rmuch file length the
to-be-saved file F1 is divided to have (i.e, 5 file size) , and how many
files the to-be-saved file F1 is divided into (i . a . , nunber of files )
These conditions can be specified by the user. However, practically, it
is preferable that the conditions be automatically determ ned on the basis
of a given programprepared in the distributed data archive device 1. 10
Preferably, the conditions depend on each to-be-saved file, in order to
i mprove sialc‘mdi@@r fi)fe yeAecalyrdileingi and g ujaty ﬂﬁﬁ”ﬁl@eb@f@lm@@ thédasdisvi ded
file siz (o] % f i t ¢ ters,
andt her o ore Ehe IR or AERaLT BA of BAS G RS tun Cnevi ety 3 e4ha e the
15 det er ripeei bhc dlatdel bkhethagnéavest @%ﬁﬁp#@StFﬂCth@nﬁWEﬂ%ﬂg@mt@f t he

t o- be- Savﬁ&féhﬁ Flvig 109ha/BdaEBemq?Ja%rememt heRnhats thevedi vided, ff e

si ze" MB inevitably |eads to the determ nation that the "nunber of
di vi déd fmqré%gemens dgfgelt s?; / tTREYRIRY M ARTSFEIHR IHe “Fﬂﬁﬁfé”r
di vided fddes” d@pé&@@ryneymf@bfha{tieﬁsﬂs twat hesyigier nimat igrs dhati ridhe

"divided file size' t he abpve exanpl e, the division aI gorithm
S set adUERGENGT £ EARFERPLal FARVE ST DRSS/ She TTe0 B Pétareﬁl Fied

files beqmsmoeguai:y|d'e§jnzreatiao>reaﬂeaﬁrhelimbua tiee f ahe gHvied 08 Wb te
algorlthm is not limted, to di vi si on

' bl
o get  art A B 18 On AL Gor € A SOVl g 06 PER LhE PG of "5
di vi ded fideotoiayedeaiuanl evenrougbetrhé sresmlrug)/mnmg:eném fil.e drengt h

of a divided file lo a odd. .numb. . Rurth enaf|I i S
di vi ded, tgﬁgal déohrll{h%% s&ﬁgﬁ nggessarﬁ?/nsneeg:ed §(E§¥o\ﬁ,rd]l ng 0 Wwhi¢h a
sequent i atxpaactt opnt hetl‘@rl gihal rfanamdanmenisedeassone dieaded nfadeessal-ityr

exanpl e, myg&ﬂen£odeeasaf\£%% fide hsnslhyhged fmeet_»werdltw d%rft'aéﬁ not
only an al gorithm accordi ng whi ch the to-be-saved file is'divided into a

first di videerdire W%%Umslq ﬁ@rﬂ% tll?él Feﬁgﬁf’géﬁféfilf‘ﬁem%%n%eljsra@é’di file
and alssecefwlnelmytgleﬂtftbethaaaebsfytphleolnaftlmreg%mltflomameamenelof rRUterd so an
al gorithm ccor? 17 JA ?8 W}] theto be-saved fil

i o ded TS| i FRsiOR TEPPRAr o1 of R U B S iR Dt ed at
an odd nufibetrhandserses dwd adicesdethéinanadratents f@dmistrrucfttetde Iy ra aiyltee

| ocated alc a0l g¥gn MUIDEL 16 £IJ Bl PRACLEGALAYs L4 (Sl etfh%%@he to 5

npl oy the ter division al orlt min or to secure securit al ly,
d| vi ded fnmesrec%#srtwﬁﬂaal@%wewtlﬁe EVeeneFW@ﬁé AU HYU R L ot nmamsded

filespgconss racsed 9@' YhdYehdel byiige Of i §hee even swinher: o, ¥l AN efel y
make sense in.thens 5 éeg%éand t here ore val u (gaﬁlie informati on can be

prevent ed- ¢ ot Y 53K nt?faﬂfrel FYrTHPeYatd P attessedPidugls ther
cour se, poeswhi»e B caredipd tyrd hits kdi tihei asei o4l gofi'lehmw‘r&ffetm®1@fﬁogid1al file

5 oL SeTAPR R PLEE Lhres.oh fe o osgiels | g0 stved il e 1o
byt e of the Internet, or, conversely, serves to read a divided file
25 from the predetermined data server.

If the distributed data archive device 1 made up of these
means 11 to 16 is disposed everywhere on the network 3, a user
carrying the portable recording medium 10 can save an arbitrary
data file anytime and anywhere as long as it is a location where

30 the data archive device 1 is disposed, and can extract the
arbitrary saved data file. If the Internet is used as the network
3, the user can save data and extract the saveddata fromanywhere
in the world as long as it is a location where the data archive
device 1 is disposed. Thus, it is a primary advantage of the
35 data archive system according to the present invention that a

data file can be saved and extracted anywhere and anytime as

12



15 is allocated to the first divided file, the second byte is allocated to
the second divided file, the n-th ("-th" represents the suffix of lahJA N2W3
ordi nal nunber) byte is allocated to the n-th divided file, the (n+l) -th
byte is allocated to the first divided file, and the (n+2)-th byte is

all ocated to the 20 second divided file, in order froma head that
constitutes the to-be-saved file. Sequential allocation by arbitrary bytes
can be, of course, carried out, instead of the allocation by one byte. In
practice, an infinity of algorithnms exists when the file is divided, and
any one of them can be adopted. 25 Thereafter, at step S17, the encryption
met hod | sleBferd ndte BAdtakiect hecsubSequemtdstrepl 5l 95 tdwer eisary - dat 3

addi tion i n a t he red ndanc t orage
met hod |sﬂg%?§?%1§gggﬁ€ggb ggl Pga??&?iﬁgfegérab 3§ t8ﬁﬁ?¥&§V|9%

det er ni neSeKede q?étﬂto@l%all’r’qséc@@rtdla”@de i 25 tee 139, paedetienmsnecét&l JoFbthm
prepared L@k di strdiut ve.d th user can
speci f theseB%Sthgkg Q%ﬁ?%hg%&ﬂpgﬁfgép§EfZ¥g%ﬁg%F% gg%%etthe Bhtr$pti on
met hod or FEfiBL BAM}OdArEcad@iriterMpssioe & & Ararss foee el nin @ 2hckb L e

i ndi vi duabusonbessaxed.firhe émp%gﬁéntoof”ﬂw ?é@&ﬂrééé’oré‘m% E%' S

preferable to further cause such nethod to vary dependin
i ndi vi duaPraF e Hed Wignd1org makey lBANO?@G@l'ﬁhetQje@eﬁﬁfhévten tiedet by step

S17 is notbet-smeﬁddetﬁat he alwgor) thHRaceor dhagwbo1¥hhel anciyptd o i $
carried ou the ata of cryptogra hIC key used in an encrypting

process. ?%ﬁ {7 al F% 4280 Aakdehe dAkrhivatisrs kit helsh  high
di vi si%n/@mnalypttby epdénsti lecaladdetaeltmr@ablroﬁc@fldéhfttsher the encryption
of { each di vi de f|Ie| rrjed out or no term nation of whether the
encryption of gach Vi e%nfdl RS dt&?t O%fttae@rtcﬁblvcﬁ VATt i ot

conpl et ed“lef PAStSETSr Lavdetépm izt @ﬁthSf\ahebh@'rSQdmerDtygiaﬁﬁlbefsldcﬁlﬂéd

di vi ded Os ’ .
ot ( At@%si?ng%wﬁé&ﬂléah@{ ol SRARG TRy ta o e 1 o

t 0- be- savetf taet%e%létseﬁlrﬁeﬁeésa%’&%rfﬁwlﬂe %11@1 218 ﬁMBeeatOér@agt dge when

the ti8- bettsei\tﬂﬂndéﬁjaertcSe @iudeds BEcWRER bhetdal aidse eOCTNE oD A 141, the
data is t?n r when t ed ta.js 15 divided after the data 1s

encr ypte RE T8dart i 8A pf B %§%§a8P°§u’8ﬁC86Frﬁ§léI¥t%e|%e%éa’4?¢¢<edisout as
ment i onedﬂatﬂtﬁ/retmen csavsemeztheg iantpeissentildn yot hbliedduamya ead & rakes, it

| mpossi bl Lonpl et r tyt e i.-nal_.data even if the saved
data is s%b%agct ed ét]g Vgl lurkt?élz\?r[eésgq ektbttécc:auos% o g‘ SiSted CCETF t HEVENSTe 20

security 3 tgiHertq fpeodeta aGﬁ:ftllrtee @tyﬁerenhaﬁdt;h@ pd:am Natvieor iade by

st ep 2521 shoulad e wne 4af- ket bey 5 the, g ted as the
redundanCé/ stor@?e net ho aor \/\/netsheir?L tereercr gh‘t'&‘) ar?#kpp% t%:jfg%lv dﬁ@d is

adopt ed, Thetr Bh Vean‘éStlA?t@FVtAﬂétj félﬁéeééé ﬁesﬁerlfo@rtmdt re.ddat a

savi ng prmmr enite det eluiraad,tyt her diddtsl 08éenerypt i FBans: 13 4.5 cal | ed
at step the t hods determ ned at. each step, t he

t o- be- sa\%gj dat e %ﬁQ] %e{&gf%g mcE} 8“?%%%.%%%%&@%%\&110ﬁe
encrypti &y pt@@é&lﬁgr tand tehesdunmtcdﬂteatﬁﬁbaddlddmlmpae&ﬁi@gc%QraS to

create a IdH ald tye0 I f f arity file formation nethod is
sel ected as the reoelu%fjlgn\é?ggtg%r g!ﬁ?de h%%i]gagan‘éec ssrére)‘f‘cﬁlardﬁtﬁ PFEESrs al so

formed atl Hiee&agen TRersaflt éteané d¥caredryer w\Wﬂlncbulssna:sdeﬂQSBt Qtsy

dest i nat isarzkefd eash ﬂon@la\ldedtiaéaéh‘é'f%@ofr'y' gegh? Eg ?oﬁﬁtg?ﬁ %‘83“ 5,24

parity fil srfe ard as one of the divi

this is metc{eéin qgm at Eﬂe?%ﬂf‘f’erat}l@t is a backup destlnatlon This
causes a rise in cost for backing up. However, according to the
30 system of the present invention, it is possible to reduce the
cost of the backup because there is no need to take a special

security countermeasure for the data server side.
It is true that there is a fear that some significant
informationwill leak because of illegal access if an individual

35 divided file has some data length even if it 1is fragmentary.

Therefore, practically, it is preferable to prevent the

13



1 7 JAN 2003 data server which is a depository destination of one diVi/ddl 2003
:flle is first determned at step S29, and, at step S31, this divided file
is transferred to the data server of the depository destination by the
operation of the network conmunication neans 5 16, and is witten onto the
data server. This processing is repeatedly carried out until the
application to all the divided files is conpleted through step S35. If the
redundancy storage is carried out under the mrroring nmethod at this tine,
each individual divided file is transferred and stored to two 10 different
data servers, i e., to aprimarily data server and to a secondary data
server. Immmtﬁe@ﬁnﬁbﬁcwrsgbmabefﬂse daom beéipgt pender vetel pahiet gadel e
formatiop, , p i S r t pre ed-dat a
server tog%eg%qvl\nyi %%gagébg%ﬁspdggl%l?%%f %&a?gqsstg gggﬁg}o@ogf 15 The
file trardfeercpriceelssi agnt rbreo@ﬁ\taretefét%rﬁ demvkti calt | davheang theis
carried o fsqcﬁmgtq?&fpﬁmgd’tﬁ *aewFl_}Pt%trTE%Iwoe%qmg@eveonlendmeeeet ail,
for exanple, a configuration file on the URL | ist of data servers

t hat &refdé@osﬁt@rrwfd@é@i%ﬁﬂéﬁsd@%arlé’c‘e)kﬁbléhl ane Py epdreetia kandtoABe2® of the

data servelisPfpihe URL dHsde ofidiisd confbgunati o fid£ i susthdabl Yo
sel ected, and one divided file is transferred thereto. If this has been

sat i sf actifHNAy e PEASFeIYed ! tthe PR&IET@RNSIEA BT &0 TR I5E Y tAi5F BRF8E to the
next dat arsereie tefrntitee R ddsitthl fort Reid Harshedritagbhas rkabledsien some
reason, theﬁé; des ination is hanrcéxe% (ﬁo t he nex}g dat a erver of the URL
list, an®% e lesf}rc?’é 3 ?%fh 1RFF el aaf 2P Y faf PO HERRGenent data
aboutiot he to- bEhsamedaa’;ieinenEl dasaf of nekcibyf it he sftunctd om ohet perdabae
managenment, means 15 at. st 3 recor e n th rch e, card 10.

| h detai I'°S0 The mﬁgﬁéﬁeﬁ@nﬁ% g g%@}?\?k? ec?ﬁ%l% I ngg%%a c?a a- Savi ng
proceduremchfcblenaavgd dha@ fslérr&détlupeoéXtheCteén!@yswdwgaln agicgss 2fand t he
data depqsj;t Hely loR ot hat i 51 aRder D Of o Be URL- ddiste £f; (da rvers
that ar eocﬂh Sogéngsgl toerrHaCt destal I’latISOI’lS of divi de%l thl I%érs d|tsSL ra(e)lclo};rjdtelg g%t o the
f ol der f@rrqﬁﬁ?erafqhee L=< ufr‘ﬁeaSB‘e@éWhg”ﬁ?ﬁﬁ:é%%QW%ﬁ thetente FIet RaE has

been 1§peddfd i€ Q&lég'faq—l@eat@@&@gefdli§ tihe geﬁﬂbsn@dré&ww%ml@@pyg st eps,
and the 20 2003 st g@:]an ret ns to step and a wait for

t he next NQFeentSpce&?t sty §€‘r\ﬁ| eﬁ&l&é&ﬁ&drﬁﬁe\m Eht8 8Ser has
speci f i echrcigiwenatl) epaodi das w&&lreanoexinthare&PWacﬁdroaxampmessumgsas an 5

t hows
Lo be. oninEhadp 25 P8 eondidduRATnes o) e CRIAREIEY, oM B unct i on
of the ddtea sematrshentn n@mh%rlsoafustl@@rsmpr%e ‘ékarrpEeurtLhe,user is

Specip| e;ﬁéﬂf‘eﬁaﬂlee Elo Ena«?efe Q%@M@@% hear §a;y§§jsw§-f'&i thee gﬁq%%eesnt data

of file shown in Fig. 10 is read fromthe archive car t he

ext ract i GFFFoT LS Wﬁ“ﬁ&?mﬁé@nfgéﬁ@& ob.tEy pt%etarbéfeelréﬁéédtlélgt Reddana
deposi t oriy id¥ aldBdd dFed nCh utied ot deemmoagesent data, it is possible to
recogni ze the URL of the data server on which individual divided files that
make up the to-be-extracted file have been saved, 15 and, by the reference
to the da§ a-savinegepreoeedinat iddr mddaayuid is possible to recognize the
manngg in WATCRoLBe df Weston RLBEEES1A0k. tﬂggvgg%xfp HOBBLRIESSENG: 1 e
redundancy storage’ processi nE and ition pr oce55| ng have
been car rdpsrajutonvherr seaadure of the distributed data archive device

according to the present invention. Fig. 3 is a flowchart

showing the operational flow of the distributed data archive

device 1. The operation of the distributed data archive device

30 lwillbehereinafterdescribedwith reference tothis flowchart.

In the following description, the portable recording medium 10

is supposed to use an IC card (archive card) with satisfactory
security.

First, a user starts the distributed data archive device

35 1. Asmentioned above, inpractice, the distributed data archive

device 1 1s realized by building a piece of dedicated data

14



20 Accordingly, at step S43, the reading processing of the individgﬂ
‘divided files that nmake up the to-be-extracted file F1 is perforned, JAN 20m
that the individual divided files (and parity files if necessary) stored on
the predeterm ned data servers are read into the distributed data archive
device 1 by 25 the function of the network conmunication neans 16 on the
basis of the data depository information. Further, at step $47, the
decryption/integration processing is applied to the read individual divided
files by the function of the decryption/integration neans 14 on the basis
of data-saving 30 procedure information, and the original file FI is
reconst i t &¥ el Ve St He 3 edREENR P oG PrRRTE SPAG WS BeeRipeffbrhed when

saved, thg di]eecanibefopfak oLl seard econstd Adked Ay aighr@ freded £idg ned
reconstitution procedure eéen if a given data server is out of order. If

dummy dat @f haRe bdbft AR be 3590han® t AR BF i §F hiaFe dht5° i S KRR 2 1 dfmy
data is reppyedcwReridiecqratesdstagaekhitvep St srpeshormed.gehlerall-7 JAN
2~~3 Fi nal I}}__/, the to-be-extracted file F1, that h(gs been L econ tituted in
this Way PYTBATEACTARYCET prBUER e BF idts F et ief it d e ¢+ e IShkct 14 ed

| ocation {hajtdstadl amaagedydyHae usogkiswahe ihatrtunatodOnsha@sddieive

di stributed archive device 5 1) that has been_specified by the user.
As a resu???gﬁg Js%l\}ieqldSpglaa{yae | sonaé’lalgi%%s?éaybasﬁe?f)l’tﬁ%gu%esrt?rhd?%csotr%ﬁ t ut ed
form | nfoonmatnoasnecessdrhe karchtive serdesl dfs datsaritecon¥hehutheniser
operation I d i r ] int form
of nanage?r%%?P%%%glee. a? gryg ocfaer,raefgﬁédcﬁl%eggﬁgggﬁg&%gggﬁggﬁé{%%23} Srzhat%%i onto
even thhe &aeess i asheo tgxbarnsgmyddtpinecessaawd@r authent éeatobna Praral ity

of ( di vi ded,£jLgsibecaguse the diistiiibuted daka anehive deWice 1 (1. e

aut omat i cal l%*/n perforis the data reconstitution operations on the basis of
the manageReRENBAEALY 1 thep headsRy/ Wl BLRE NGRS dhd 1§ CORNSE ABrih@s an

event of s18p cF7théhestiagecpracerdsile wiepubhdntandt yidr thbes dHwate have
remain i.n the distributed data archive

been reconstituted up.to the present i

dovice 1 gare 10 A5 HBa6Y EREeRPE R e T ) A ot e 5 har Tntrions. as
t he disstribatmecbdadar®@ astkpvel devicte i)owtheytase el .eBedSiaad ttes
operation_a .di stri hut t i Vi 1 d i...a. , the
execut i ona%?h%ﬂglg%?%waér?%ct a%af%r'l%?ir{% l}s{gagst ﬁv(e%%d'l s%r??‘gﬂt gg %at?aerasr%rhi ve
device 1 $kiehdedl) thef arfie astatayilas depsrripdticonshescefess arhiettayehi ve
card 10 from t he datingd Witi Bgepeans lilrag aRqa¥eRt 2R@{erst@Sionthe
card is ejected at step S3, and the stage returns to step Sl, and a wait

conti nuesT8AELE tReCRERENESr d1i-§ irnddr téd 1 SAd HEES iHed dtv el nsRic?ding to
t he preeseatchbvenidan)] Oved edt ®edi@hi et edatsaah @ ubnaraed; aasditvhe-4asul ting
data are saved ont Otglﬁl u__rL§I ;Ltcyigf.ggtg Sﬂc\)/rﬁrshe-rhu% ev if the saved 30
data are Stol 8RPProémone Server; s%cugl?y FL el At At e d be }}ffjsaer‘f VStol en
dat a cannoarfeld ébenstheutasting 0yt el oy ingiamad 1datsilSiened ,ahheGragal with
very gre Lty I L - | .sj £ I - s the

arthive c ?gg%ga%eteodggé&hn%f ag??ﬁslggéggggn@l%ﬁﬁé ?%gdﬁég%ﬁéﬁﬁbt ed,

there is Rbefdargs3ggehatr A datst e Bl pndaciteandas skahg e theid < card

i s nojs stghen Fwdhercrsinceat-ie1bosr bersaved datd ¢ak BeneRChyREed; 22

step S2, if an affirmative authentication result is obtained,

the stage proceeds to step S5, and a user is regquired to input
a password. Under the condition that authentication about the
user in question is carried out, the contents of the management
30 folder inthearchivecard 10 aredisplayedonthe display screen.
In more detail, after it is confirmed that the password input
by the user coincides with the password that has been set about
the management folder shown in Fig. 2, the contents in the
management folder are read, and the file name (three data files
35 Fl, F2, and F3 in the example of Fig. 2) that can be extracted

by using the archive card 10 is displayed. An operation menu
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1 7 JAN Z003 and be saved if necessary, a big disadvantage does not 10pam 2003
.even if a furtive glance is cast at the data of the data server when the
data is extracted therefromon the Internet. Mreover, since all that is
necessary for the data servers saving data 5 is to be connected by neans of
the FtP which is a standard protocol of the Internet, no special device is
needed, and the depository destination can be sel ected considerably freely.
It is possible to very conveniently access the saved data froman arbitrary
di stributed data archive device connected to the 10 network if the archive
card 10 is carried. O course, a_protocol by which files are transferred
bet ween da&t acsepfetset ApstghierRalneébmBEKITeMidte |Usfit é6 €ésPheéYEHPatand
various pratacgls pther than 4 hisacanche sednglxs3.cn@ri gus-gpdifbcations
and applied exanpl es Next, nodifications and applied exanples of the
present OPEEEGIGHal LNOBE désBr v bRGCUTRCERR TnBHdERhE) sHoh the EF§Y 1, the
di stributied [data Ghi ve-&evéte 1 and the data server 2 (2a, 2b, 2c) were
descri bed as devi ces that haye funpctiaons d20 cF;o letely different from each
ot her3 but bot”ﬁhﬁﬁés%\ﬂa@e§eéﬁéti%%%3@él P Wg%%t et 1RPUYSat LPRey are
each a ” Q@l@élﬁ.@bliape%bﬁér@tﬁaﬁtrﬁm nedt ROk tawis el hesntbeemdowkhhchihg
practice, a possible use formijs t%]ﬂt a corrﬁuter W th corrgl etelé tBe sane
har dwar e ‘oA guret iVH i SFURT TR T hetQi SEFI bUERA HAt B EPeRPGe 95 08vice 1
on the onrgdiand.orad inputt.henatderi hante aset hmrdabargesverfoir CoRpPst ers
that are identical. froJ‘r/nIhe vée oj nt ogvhardwareecan bebusvgg.aé %hg

di st ri butodd RiE @ ve YV te 1-And 23VtHhe BhraSEerUerC¥, Wda58naPng on
sof t war e Heo-deevdaliidata n.s Infewlty issvadsompuitrerctiiennwpirokiesle nowb ykivhdshof
sqgftware ar ilt %r% [ Lot : k Lglnately
used, of Oiaot%r gg,ati %gg érar%%én%fysuc %Sqf%g %%ﬁe(;tl on aega’t ﬁ%@&?@tgb%g{c% dat a

ar chi ve deviasssiingbgnehs¢h it itoseate s anehivh wBrd A8 bard esdarer apdin

anot her %ﬁdj?tﬂo@ésﬁw Ber waXBAPEBe Obpt her Use SOrRd giasrfishkeusdakgt it be
35 supposed that conputers are pl cedpl n three branch offices X Y, and Z,

respect i VG 1 Hhd¢ reCotpdfe Y TR ST Yo RERFFESBN9 1Py JARCB003
ot henst hrpuphc s et vark. Sothweee ustdvd e f whati ons aprdserdilst rbbihgd data

archive device 1. and software..used to function as the.data server 2 are
built in eé%leccrjrleto?d te S Jr?p%?’es\'g}enanadw hoenedacitja%cg’fe %r%lroflst H&VbPandk offi ces
i s di vi detkdayrol 1emd agastep5S{ f oraexanmgiventahfsrestcdrvédedrfd lie gomptr uct ed

by the byte e ond divided file constructed
ﬁoe 4 Q5L EL S Al QUG- DHIDCL 0 800 2 956

by the b ed at_an even nu y ormad%‘ , and they are saved
and backed up Bateinhel oipRersPrerSeRethéPetYrebrandh TF Feescted nore

det aizh, when é@@ilb%cisy@cegsahg.daha tfid headw anehr 4O, opfbeesXih§ gaved onto

the conmputers, of the branch offices.Y and Z, the conputer of _the_pranch
of [ Co X SBAF Her UG B0 PRESAJEs SLARi LB o P0aRt SHRS CMpuEBRL of the
branch ofiffd cesincand €iadnwbasesed asspdel Hattthsetvebe2satededi e, ivhen t he
backup of ;the data o of f.I Y Ls.S . h 5. conputers
oft t he brdalnscil%\???c%gs éﬁ%n@l%f?}{uegég%ﬂf eerﬁgf é¥§g g?%ﬁ%?%%f ?}éé §8can be
used as tidwe-shated arfdieve fdewi cehd, wimdiavhe ésnputret sowddt ldodbreaanchhef fi ces
X andgZ C@ﬁi%x{agw@éid a§akhe AalifiReryETi e \ﬁh%tbgaéﬁ%gp bﬁf wﬁgaga of
0 t he branch o

t he branc Ice Zis saved onto the conputers o ces X and
Y, 20 theI ot ePuBPOs ACBTRRTET dPfileks Zmbas iFenisednd s have fstaataechi ve

device 1,+3upkthe,£@npuler saff vehe daaney off ifies X% anghne £agsbecused as
the data server 2. Accordingly, the names of the _constituent el enents "data

archive des§eeda® gRd e FRELrT et 2K/ | ANt RPEFFELet SKv etk | BnPREEEMY

signify andoher 25 peskorameesshen oney f thesi sospvedrar Extcocted, kRe
practj ce,

o et o S5 TRES i 1 e e B8y PAE TP daiatas” THE: Vi Sat vePag.
be read from the cutside through the network 3. Herein, let it
be supposed that the data file F1 stored on a hard disk drive
of the computer that constitutes the distributed data archive
device 1 is specified as the to-be-saved file, for examrple (in
35 this case, the "management data of file F1" shown in Fig. 2 has

not yet been formed).
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Al t hough the managenent data shown in Fig . 2 is recorded 30 direct!|y DaAl2003
the archive card 10 (portable recording nediun) in the above enbodi nent,

t he managenent data does not necessarily need to be recorded directly

t hereonto. For exanple, it is possible to enploy a way in which the entire
managenent fol der shown in Fig. 2 is put in the data server 2a in the bl ock
35 diagramof Fig. 1, and information needed to access this nmanagenent
folder ( for exanple, information showi ng the URL of 24 1 7 JAN 2003 the
data server 2a, information show ng the address where the nanagenent data
is stored, or information about the password needed to access the
managenent fol dE9realk@Eord® "drit'e he &ah vetéerd 16. dpEernisedadti s
enpl oyed, fc;‘efeﬁnsitl%mwo% éf@é?@?ségﬁﬁi@ioﬁléta’iﬁé ?sf[t%fbflii%dqéwbbotdlhf—‘hm? a .
managenment neans can wite formed mapagemen a onto a predeterm ne
addr ess | bB&tiomPE S ted datle gérﬁplé’ald%ﬁg?&aﬁ'ré%cﬂ%ltwm”i RPEHYe 9N
nﬁeded Lomaéﬁ%iglé hj@n@ﬁﬁ&gﬁéfﬁﬁltc-bdatsavwiﬂileithG)ritso?I‘hﬁdél@ttéb m\veyerl.ag'; ont o
the archive card 10, instead of recording the 10 for agenent ta
directdy gﬁf‘S StJfFee])a'r et O‘&E‘F‘&yllf)l.fﬁ%(het ha™d¢ h%?vﬁgﬁi“z\ﬁgﬁ%tﬁjewe‘}? action
processi ngneb data. )] ssuwdrard ed Diltest h&hdeteacoadageoentcaredrssdde catedi r st
read the "information peeded to_acc t a data,wriften_onto the
data serv8¥ g e PES&’dgawgﬁe{hepgggﬁﬁ\%gl@&ﬂﬁ?ogggﬁg%fﬁg%ﬁéelgg?ﬁi %he

i nf or mat i onnddéanoneadetdet oramapeakhy dEtermfiom thettatlaa ses ot a2qi vemst ead

of readin h e ry. O9eNENY 4 Lraectdy fr . | ard 10.
Thi s way 5Er%g%891c§1%lse§§,re§g,a{|}? \A{ere%jlg?:lgr?giltsgc:d#gc(?%gmrrle%géd&gjfCY?egbrdi ng
t he nthag@mefderdatly i hoereerdit bpind derend ohi 9@clke dratbko- s eI H6 1feal Lowi ng

two advanpages ean i gar%b;teaisf&dnqytﬁrmﬂpngewp By hodo Of 2 186501 €hpg; L he

management data indirectly onto the archive card 10 in this wa%, A first
advant ageem®lengd | ithiet afitonseon Tine PG 'd 2B8pabrt ynBIPEReChr 2RV ¥8e@ard 10
(portabl errgeerdi pgcoRdi UM r £8hNabeveaseslrahé kerd he .expnmphereffo2s Ftge 2,

t he manag nt data.,of each file s nade_up af data-savi rocedur e

i nf or mat i gg%ﬁﬁﬂ‘l&é‘t%éod‘ep% i POFy ?hf c?rhr‘ra'atlt%ﬁ, lélr?dflﬁfgi cgg?gf‘n%ﬁm@ﬁ? of
data &% ad\ednelrmin@tj;dnepcﬁtﬁm oh@mact osbnc@gr haecamp_dm,véﬁctamj fiQei $eagth .
card-shapgd ehect bofkC Jkar 1Y 0B eGORdNApPAhUMieLL Sl £GOLACAREETLY IS
relatively smal’l .""30 Therefore, it is undesirable to record the managenent
data of athet 'siivided @itectdiyzeontbstRE MHchivevibrilyolepscause the

limted ree@ed GaRAGIdYrhstWast edundbe dJrthodael fiacordi Bg t hexsppagenent
dat a i ndi rectltdé onto the archive card 10 nakes it possible to store_ the

managenentgatde tEHY YECRY Horht FBRs "BEMGeRer Tt KHY 1R afthive t2rd010 in
fact, o@and iaktl itthatl y S enerded itset detecaricaanlon ithbar maki baineaessaiyet 0
access this 25 .1 7O 2003 managenent data onto the archive card 10.
Ther ef or e e IiSmit%ed Tecord capacity can be effectively used.

In the above example, the division algorithm is set

according to which equi-division is carried out so that divided
files become equal in size to each other, but the file division
25 algorithm is not limited to the equi-division. For example, it
is possible to set an arbitrary division algorithm according
to which the length of "a divided file located at an even number
is set to be twice thé file length of a divided file located
at an odd number." Further, whena fileisdivided, analgorithm
30 is not necessarily needed according to which a sequential part
of the original file is used as one divided file. For example,
when one to-be-saved file is divided into two divided files,
not only an algorithm according to which the to-be-saved file
is divided into a first divided file that is the first half part
35 of the to-be-saved file and a second divided file that is the

latter half part thereof but also an algorithm according to
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“Anot her "advant age of the nethod of recording the nmanagenent data '”dWVQRWHKMS
onto the archive card 10 is that a 5 use formsuch as to allow a plurality
of users to share saved data can be brought about . For exanple, archive
cards 10 which are the sane in kind are given to several users belonging to
t he sane group, and informati on necessary to access the sanme nmanagenent

data stored on a specific record location is recorded 10 onto the sane
archive card 10. In this case, every user who has this sane kind of archive
card 10 can access the sane managenent data, and the same saved data can be

extracted on the basis of the sane managenent data. Further, according to
anot her a8pEeh tére tRePgasa varchi v ll%déyéeeﬁt b‘Pt@t?ebeé%‘FﬁV’r%%rﬁ%]cﬁw

period lighgati on-dnfornatt@npy hatpshovsoddted adt o CONGRIMHBLW shperiod is
added to the to-be-saved data, and the data is ut ed .and saved onto

|str|

the data 3¢9 djahﬂd?@nﬂ%@u%%tbla%e%Prb?ttIELh%e‘getPYo?j Y5f tlaGaded

Is nf or ][rat lalwln éiﬁéhl _ b@mbmos_ede@ﬁjetchev@at are&tnaeuugnl Dt0§§5{$ﬂé’1©arc‘%§lte to

peci fica i t he ex erio imtation informati on can
o suded T Lovr A o S0ger 8n 1 1t trRen Tries bt C R s AR TR T S
predet er i hHesl I oy il v s @S itle sSavea sitiruentka eaq‘,h shattah es exrer o £ Lilg toatd ons
can be i nposed on ata e tion _such tha ction rohlblted
Coth T s pRansss 4t A8V SeE A ST RorR tharal oLV B K BRI o B Pl e
informﬂ|mmm5eaudmpth@@pﬂ@nﬂiwmakaeﬁnﬂeLstmEMHdﬁW£ﬁ andl itlhetree cared  of
June, 2004, has, beah addet oL AP 0k R 4SS 15 oknSLLVEEODS.A of data
extraction i e I'nstructrons are grven ur|ng an extraction- pro "bi t ed
peri d@. The theegs hgyconcesnaiedg this 30 period lintation can be done on

the side of eagh dala 8fVEL,2seOr p%%@l%qedoee UrdiRg Stﬁesofdltvtteslon
di'stri buted data archive device [, “or can done in"the archive card 10.

Wth resp@t—:‘ﬂofbt]t“hew%%?l eI PR IR bnf 1 e drsrréftlt‘bhject R At & lstsowi ng
tﬂatI Dat@-r%f@-ﬁtllﬁ)r‘géﬁepéphlbftéEChcﬁ-fﬁ@-Fsa]\béd/ fJZDeD?].ls Qﬂﬁfdlttﬁedsal’m@@‘lﬁd or
the limt on show n ta extraction is _prohibite ring July to
Sopt enber £t boD1 4 ChrERet B 1 PAced o6 00y ST B AR50 54TE sthi B

showi 1sg thﬁtalDetetedthbsUMHzfanULdyvﬂQeQOﬂﬂlecanhalsecbedsbwt@01s
automati c te t data Ly server si de th tIWE|IJﬂt
Furt her, a%%%? ?%% %8 gﬁl %?Ca ?Vq% ?h data arch?@% g?sten“%ﬁ t he
present ireenesontsathernsfiiie en aationli npekant |1@Y\t%tlaﬁ iadg oxated

alternatiye tdféhL%tawlgétafﬁﬁ@t tfhreoghtm eﬁlweallsdgmebgeétﬁ deshination
is added to individual djvid stri buted and saved onto each data

server, ahﬁr%hl%l%&?%ﬁré&t%efﬂE%FPﬁatpéﬁ riPoPHaEi bR 359 RIFUEP ddea part
10 Ofmihes@@@ﬁ@eﬂ&vﬁdémuﬁaﬁem'1hheraasefMMeﬁeheeaEtHh{fddﬂﬁﬁ@tdﬁﬁ%1£h@ccurred
in a data_server which js the ariginal,depository d gtkgat|q$ |f so, saved
data can b2 REUSRESHo %aie SIS At Ve A ahorherY qaPAS8FYerY 5Pl ed as
a aIternabeyeoﬂeSanaelomarFDede&ahpIEnSﬁ@ndqutﬂhan#ﬁnnatndnﬂbyaone

t 0- be- sav, il diyid ' t deg f and
F13, and k?geée grll\ll‘?fjg%t esggrggga@% oér:ftgdel tfal ser veér>!le‘SSC enF]c 2c,
respectivélye in @hVSdééseanﬁhénMrpgﬁnéﬁ @éﬁ@sﬁﬁ@r@edé§Ppﬁ§ﬁlons of the

divided files Fhbrdzliheandkl3sbggong 1 he tdat aeﬁet\{gteoga,m@tbno@nqs%
respectivel Actual ly, t'he divided 20 files F11, F and F13 are

transferr%ﬂg?émth@dda?a dgepef§e2§ 08K IUERE féeprééﬁecﬁmﬁeﬁynmbydﬁﬁ@ FTP,
and are V\aatitemon/}ctettﬁfcshatllsv@eﬁleﬁmhaa; @hd nherdmdp en 1, stieddedheaeaeh of
the divided files %é % mhg the dj v |d%3iflles re t{ansferred.
For exanpfeCr¢HE it %ah% d8 SESH‘ﬁ& TSI P E FTARIFTP and
F12 i s assutedatochela h@&@&humﬁth§§GMMeﬁhbdﬁndnthecakﬁehnatwveh a
destipation of . the d|V|d fll i s assu d be a fifth data erv

o 1P oS Pe e bPRufRA Fotb it L BreDaBRRTRE B e L IR0 £8! A

URL (2d) arahdvehaevmteURLt@@ephcahebesaddeant@pEWeﬁm\nmﬁai'hdbﬂ@d%ll F12,
and F13, ect I e RL ( xx)
oor oot EOFEFEPEaET &% PrartiRoiaS FEAmR e Sl dil bR Bn S PAdR

ot her handymnjiedakeerdidi en seshiodat ¢ o riyvndep emd 1 op cadelech tl@deazdlduajlvi ded
file is a@geggggataa mnagengnt, data of B@g {>9eb%e%fa gf' I8,y i nore

det ai |, epository informtion serversy , such as
t hat 35 preferable to further cause such method to vary depending on

each individual divided file.
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of Fig. 6, is fornmed, and this is recorded onto, for exanple, 27 1177 N0
:2003 the archive card 10 as nmanagenent data. In the exanple of Fig. 6,

pi eces of information that show the original depository destinations of the
divided files F11, F12, and F13 are URL (2a) , URL (2b) , and URL (2c) ,
respectively, and, according to a normal 5 processing procedure, the

divided files F11, F12, and F13 are stored onto the data servers 2a, 2b,

and 2c, respectively. Herein, information of URL(2d), that of URL(2d), and
that of URL(2e) are recorded as the alternative destinations of the divided
files F11, F12, and F13, respectively, and it is 10 indicated that the data
servers of theTabteéﬁatmueadesmimaﬁbobg atepKhE7dataoselymISeadua2ﬂmaand

2 He , difficult | |
oper nt1 e TIRE AR T Cad it 8 e haRT EorakE R ol £ 4 e
supposed déat otfhercer hatsopezpin fedkey sskdatm am éﬁcmypﬂn/mngrpztdfreesmf arnegt | on

capaci ty J f E;the c:j;at a ﬁry]% QFgecq{?ﬁe al npst dg%kmtlgggi%’ﬁgrg‘g’?;et%%?r?sl S

a fear that fseri‘Gus froub arise unless a par
pr eseht | pﬂsfcmmh/f@nq:mme‘dl@o AUt ot hee - dat deservénstion ofi vhetder tthe do t he

Al nt enanes Sfo s diar dedislod atyeaDat iutes; dheadat gasarero 28620 tpere s

a need t nove t he data that present | stored to the other
dat a servEtermimitivr F twietlonr fshehc@lctlmep@m@rm%taaﬁél destiidest ifan e

i nformatian éﬂrﬁg&i)o has,been added;it9sthe disvicde lfeltle% Bl n3aved,on the

first data server 2a as shown in Fig. 5, the first data server '2a can carry

out the procadsingtpon off tyResher rikgy SREOHRS debl ¢ ile Hrides e S Gurt h
dat a qger vary 24 of y aaﬂlfthrersabtf\z@rd@ﬁélﬂenté QU dRGCRE BEcEPpthbs & teymative
destination informatio tg_(‘lethe eGL tafctlg B (gcessw%of the file F1is
carried out aff&rStRB %ﬂ'%ld 9 9% O aHERABPr QYRS 4 dPEREE e Y he 30
di stri butefl tdatoe -arechid eladeviiceddt athenptisat cor ey tthe angtessaryl eliad ded

files FlL, 12, andE43 dd em e a0l oal , g@t 84990815, R IBALLONEL J . L he

dep05|toryyde I"nati on co of °the d eposi et on Shéwn in
Fig. 6. Tm?er@uploypt@heaﬁterdédef Ap&aFiz plQVrléi@di froamwmha@ didtea dedray eirs 2b

and tge %lwlc!féﬂdflflt%ﬁéhéléawlrseéﬁcigg%ahezﬂ%@ §<§cﬁi’@for‘?—§>§ RURS

attenpt to read the divided f romthe data server
failure. PBsuch quynr HHHB 1Aheht 81 edidUr 8SiTer ey aﬂoﬁérefwhl%n fsraéfrﬁ%he
original gposhteryedesbhnaif Othé SAUREY ida tizhirsa Wy, it henpeadipgef e t he

ol or at e, Set Lo 18 AL ed L) L) 806858 £OPSSIIL D9, L V1 ded
is subjected to a furtive glance or is decrypted, and therefore

20 security is further improved.

On the other hand, a determination made by step S21 should
be one of whether the mirroring method is adopted as the
redundancy storage method or whether the parity file formation
method is adopted, as described above.

25 After what is needed to perform the data saving prccedure
is determined, the division/encryption means 13 is called at
step S23, and, according to the methods determined at each step,
the to-be-saved data file F1 is subjected to the division
processing, the encryption processing, and the dummy data

30 additionprocessingsoas tocreateapluralityofdivided files.
If the parity file formation method is selected as the
redundancy storage method, a necessary parity file is also
formed at this stage. Thereafter, a data server which is a
depository destination of each individual divided file (in this

35 description, a parity file is regarded as one of the divided

files) 1s determined, and this is written. In more detail, a
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5 divided file F11 fromthe data server 2d nentioned in the alternéH\JéNm3
destination colum of the data depository information shown in Fig. 6. As a
"result, the divided file F11 can be read wi thout any trouble, though the
alternative is not the original depository destination. 10 Wen the cause
to take alternative is renoved, the divided file F11 is allowed to return
to the data server 2a that is the | original depository destination as
before, of course. If alternative destination infornmation is added in this
way, the extraction processing of data will be carried out without any 15

trouble even if a situation arises by which data nust take alternative to
anot her ¢t SEEGE WHEidey A 8Posadiony degataaddoperfuseg divaded

al ternat ipse dest imatdomahemdad@ 44 |s&%éﬂrsQ9S,a\é@\féi-, Hewaven, spracthgal ly, it
is preferable to allow the distributed data archive device 20 1 to perform

processi fg Higtechfidfat § EHANF L@t ht AitAG 42 bf t5&ivas 08 desHeRagisALY

Al t er nat iqes] i n 4t 062 99 e fople re@NAIMGE a HEES88GE kIcntuie datidbsRRYAE to the
di stributed data archi ve device 1 sgeél f%l grg anot heF{I data server to be used
bR p2?For Aed F

as a al t ertratdte Rt T hatFonehey vess T RPESTRPAESAPPEI €ABI LI TY
The dat a raypedd teed e viage iadotheirdat la t Aecdp el st @mtace DI dinwgdt oitilbe
present inventi.on can.b i dely used to ep.arbitrary digital data, and,
parti cul dﬁ]fs ﬁﬁe?ogpéegﬁg ﬁ%fg‘fl%}? TR i’?’@%s%%f%?e 65%3#&%6’ v5P6aBFe

di gital dat aadiiled wiut iwidey ahe de rarcea netmearhiod iake thie Enmer, netich29 1
7 JAN 200 I . JA_distr i but ed. dat ' eyl ge vi ng
function %o&ﬁ%@rlllbgtlivggggn ;hae\e/i ﬁg t%ﬁs%a%%ﬁd%%g (S%Rregﬁt%@atgpural ity
of ddfa shrifmrenRalat2h, s2yerkcdsst bl €a ir ougmaa inet waitle 68y vamdaad

functionfor @%@@&m&%@@w@%g ﬂﬁ‘@ﬁ@fﬂe‘?:m&’&b%fbtfhg‘&tggﬁ EYis é@%?é%ﬂ ce

(1) conprising: divistion means ( for dividing e - be-save ata (F1)
into a plataMdgrofhg PrEEEY TR (FTR i Meihddr1B8)e bt g o ia
Frligie]g er rd ek € M &d afb gepb@de‘a/egmihba data é?rﬁ@?%gé@ﬁ@mgirge?aﬁans

or |ntegrat and reconstituti the plurality of divided files into
the ori giArfa‘fl‘geo@b%el{Eg%’ve%lmaaPéeY n%%n@?g)é?atf‘gﬁr%?nt he divi si on method when
the data i s exThact €d]lenetwank fearmpmiocatisamgmeahsoy®) ftoe peetepirikng
pr ocessi { rr Sav] it ur.g|l i £, di Vi files onto
pr edet er m%r{%@n&a{%@%%r?vréégs ?gésjple%t%a{/%ly%wtoﬁirto&g latc)rég%r?ggl\%r E&\%ﬁelﬁk he data
i s saved;FEhdaformpetieratingitcessnngndee eetteddti nforheexpimmlad i t ¢ of
di vi ded fddes; savedi On £hes idivkidyak ndabar sef yerss thaugh Lhe snehwer k when
the data is exiracted; and data panagenent neans (15) for form ng
managemeitt AP IHH O 0o T S PR RS S i GRF Prne difr & Gemrdiefat PO PR&t shows
a precedw thel bawedswhesrther date URS, savedot hatid rednides datfigmatiien
show ng a divi sjon, net %‘i%cec oyedd bgnsai d_di vidsi](:pi means _when _the data is

saved and Hafa*He30Li 6Ty ST or it oR " Ehat Ve5eS 116 attafa“88fvérsised as
a deposi torgraest ifathons ods tdeerpbatabifegtofr idiyvi deds féresdi Hdte hawve been

transferred, iy. $ai;d NLWOLK CPANUAL EALL AN, MBANS NG, L hereafd er, Perform ng

processing for recording the nanagenent data onto a predeterm ned | ocation
whi ch i s W fldrsdnt T 6imel 6€ancdasrénashprd 8@ v ef oo e r&&@isdni nttégr at i on

neanssandysai th PF esetiey ehaedcdat 8 e weks, aapg dhereatirerng aadi ng stkhe
managenent data when the data is extracted, and thereafter performng

¢ h
processi % orYi Ve Ret Hat alSabF AGS pREERHURESRAf or mati on i ncluded in the
managenent dat @iha 193i,d rianzegraintoniateandcatd ther tgi-venrgave datia r1

deposi tory. i pf armti on | noldded in the menagement data to sald network
step S37, and is recorded onto the archive card 10. In detail,
30 the "management data of file F1" including the data-saving
procedure information that is made up of the items shown in Fig.
2 and the data depository information that is made up of a URL
list of data servers that are the depository destinations of
divided files is recorded onto the folder for the file Fl. The
35 saving processing of the file F1 that has been specified as a

to-be-saved file is completed through the above steps, and the
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30 1 7 JAN z003 2. The distributed data archive device as recited7 AN 2003
‘claim1, further conprising reading/witing neans (11) for reading/witing
data fromonto a portable recording nedium5 (10), wherein the data
managenent neans (15) performnms processing for recording the managenent data
onto the portable recording nmediumthrough said reading/witing nmeans. 3.
The distributed data archive device as recited in claim10 |, further
conprising reading/witing neans (11) for reading/witing data fromonto a
portable recording nmedium ( 10 ) in which access information needed to
access the managenent data recorded og aagredeternined | ocation is stored,

ea

and the 30 SEifgehdRt Wekhdq SH6P) S dt Revatk s i Wi MRkt 6Ye5t the 15

port abl e gggoridw. medi um t hrough said reading/witing neans and accesses
t he managenent data on the hasis of this access information. 4. The
di stri but ed daN&XQrc%i%ﬁesedéf&ﬁiebasasr%ﬁ‘iet%ni‘%Pla?ﬁz HECSP %t SeFSiiE et to 3,
further compardesi Fg 1vekinki baki ealaeans {A2)etorachieskigp ess sidient iagi ty of
a user, wherein data savi r]cg roc&asi ?ﬁ or . data extraction g%roc ssing i

% entfc

Der f oPed Gy ST 5 Kb act 5 P HErCT 20T DAORIETRST. S28 %5,  The
di stri butefl datba bar-axtwe ded da 1as isefited raadnyranetod aodciive tatral 4,

wherei n: .t divi.skon_neans NGt | s_division/encryption nea (13) for
appl yi ng ]edgg)ﬁ/yhpf}o%u%?%%%gsolEnt]{kieodggga T %e%?%%énsesano Xg’e%l?osrtnelpngal'
processi rigpf orzafipvi el righ¢ hes¢o-dresbfiees 3thadtide tite tdatta hesnagerenty means
(1) fungldans Lad obmadana- sthOfeREAC A £ dMEARIARI ON AL I Dglydes

i nformation show ng a method of the encryption processing and record said
dat a-18avishg spreedduren ithfeopreliioe asr génent deiRclam 85ocResing

i ntegration neans tunekiens a5 defd yRiFondiod egr athonqgeansebbd) +Lor,
appl yi ng decryption 31 17 ~a~ 2001 processing to an encrypted part on the
basi s of iHFOriatioh HoW IRS tie thit e he Sy pli bR BroTest g

i ncl uded ddrddiel dataesarl F phecktid eeirRbardrmivharhwhedi ¢ vigledikiibes are

I ntegrat etdiflensd gkieactor}r?e;[}iet u&pe Yixenttoo:[bhee—eogtirggcntaéd tf%_lbee_hsa%vee%een saved,

15 and, by the reference to the data-saving procedure information,

it is possible to recognize the manner in which the division

processing, the encryption processing, the redundancy storage

processing, and the dummy data addition processing have been
carried out when saved.

20 Accordingly, at step S43, the reading processing of the

individual divided files that make up the to-be-extracted file

F1 is performed, so that the individual divided files (and

, parity files if necessary) stored on the predeterrined data

servers are read into the distributed data archive device 1 by

25 the function of the network communication means 16 on the basis

of the data depository information. Further, at step S47, the

decryption/integration processing is applied to the read

individual divided files by the function of the

decryption/integration means 14 on the basis of data-saving

30 procedure information, and the original file F1 |is

reconstituted. If the redundancy storage processing has been

performed when saved, the file can be, of course, reconstituted

through a predetermined reconstitution procedure even if a

given data server is out of order. If dummy data has been added

35 when the original data is saved, the dummy data is removed when

the processing of step S47 is performed.
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5 data. 6. The distributed data archive device as recited in cIaiﬁh%JANsz
wherei n the data managenent neans (15) uses information which showi ng an
execution order about division processing and 10 encryption processing as a
part of information showi ng the nethod of the encryption processing. 7. The
distributed data archive device as recited in any one of clains 1 to 6,
wherein: 15 the division neans (13) perforns processing for addi ng dunmy
data i ndependent of the to-be-saved data in a process for dividing the

t o- be-saved data; the data managenent neans (15) functions to form

dat a- savi ng procedure information that includes information 20 about dummy
data addition pFBEEd¥rng-Rhd tPECE ¢ HE Faca- savfnd Ipr beaBure s nPeFRat i on

as manage®iyn fatditand it Beikn£griad kareaesnso (alﬂa)re@%rtfe%t{ﬁel%f Qe%%ng for
removi ng t he dunny data t hat hasd?ﬁen added, on the basis of

i nf or mat I1GFHBAR dufry FRES1AdE 8ﬁa6988e§§FEgl?rRQﬁuﬂ%P%ﬂ?q ﬁytﬁée
dat a- saviswwaqcae@u@e Enhet MBhi s \Mh%ndﬂls’tirﬂﬁdtfaw@éta’il’anHlt\ﬂQH@bQ@eand

titut d dat 8. The di but dat
o ohi e doviLatah S e B T Bh O S Sofoeral S 3 760 B CndrepAY Sthe
diviSiOncﬁﬁﬁﬂ81$lﬁgamﬁrﬁﬁkhﬁxﬂﬂduﬂdanby SE@magﬂlpr@@@SSthut@daddrm
r edundancy to be-saved data iD rocess,. for divi
Lo e P e v B F NG D B B RE P RR s "ha ok E R 08
rranagenemiperreet_rus)r(ﬂﬁperfuﬂm‘ta@m@ow@ flor redatdegam nglqaraonﬂfdlurse clanfdodfat i on
that I nciidencl BbORITAL (OR-T2nencABOUL . Lt fesindanty SLALagE, IOGESSI N and

record tHe data-saving procedure |n of mat i on as hanagement data; an
| nt edPat itan pewansteng ) opek $ o vEn rirhﬁ:é@ﬁtn‘ghﬁbrtfﬂ@mertm\re@ fiHe dsi gi naI

- be- saved, datig meceaﬂnds@aglméapit&@f i or e Iqueasb%lékatu@% Eﬁ@ungancy

S orage processi ng i ncluded in the data-saving proce ure i nformation

The di st 3Bt et %’%IWW SBVASS dePiEdmak igmy lgneerforms the

data reconstitution operations on the basis of the management
data.

15 If the user selects the "end" from the menu as an event
of step S7, the stage proceeds to step $53, and, if files that
have been reconstituted up to the present remain in the
distributed data archive device 1 (i.e., location that 1is
managed by the software that functions as the distributed data

20 archive device 1), they are deleted, and the operation as the
distributed data archive device 1 is ended (i.e., the execution
of the software that functions as the distributed data archive
device 1 is ended.). 1If the user gives instructions to eject
the archive card 10 from the reading/writing means 11 as an event’

25 of step S7, the card is ejected at step S3, and the stage returns
to step §1, and a wait continues until the next card is inserted.

As described above, according to the present invention,
valuable digital data is divided, and the resulting data are
saved onto a plurality of data servers. Thus even if the saved

30 data are stolen from one server, security is maintained because
the stolen data cannot be reconstituted into the original data.
Since an IC card with very great security against illegal data
falsification can be used as the archive card 10 needed when
data is saved and when the data is extracted, there is no fear

35 that saved data will be stolen, as long as the IC card is not

stolen. Further, since the to-be-saved data can be encrypted
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of clains 1 to 8, said archive device further functioning: 10 duriqg7gfﬁ§b
~savi-ng procedure, to add period limtation information that shows 03
limtation about a period to the tobe-saved data, and thereafter distribute
and save said data onto data servers; and during data extracting procedure,
to performextraction 15 processing in consideration of Iimtation based on
the period [imtation information. 10. The distributed data archive device
as recited in any one of clains 1 to 9, said archive device further
functioning: 20 during data saving procedure, to add alternative
destination information, that shows a alternative destination different
froman o¥i@ibprlSaepdstf or§CeRI T Natd It 1L §aRHaNhae NS det fAdas whi ch
are di stribut ede andysayed oniRcdatf SafvakSthanthdL oreepEdiihe Qlternative
destination 25 information as a part of the managenent data: and during

dat a ext raeen rdieprasadis @Xttr@q;m beerafgesiqredhgi MnerENet | danesvies dat a
server usgthas fhe ahiernatiyvessdestinadt ovhshown e the aldLrinal idde -

destination information if the desited divided file cannot be extracted
from & data BO Ber ¢epngségadt ety f hathepbRi vbighddst natiasarpl. A

di stributee datar as chinee I%Y%trﬂ@tqoﬂﬁréﬁé@:gal il HBuhedadat aar@d( Gheve
device (1) as recited in any one of clains antvvork to which

sai d di st9$BRFEHOA%3P S ngT é:aa‘e]%csee]lescﬁf%ﬁ@%é&eré ﬁlyu?é?‘?%ij/ dft dat a
servers (24,pcHd%il2rg ﬂcDKreli:@CébMV@glaﬁCE§Sacfd§®em saied sdivelr dbub eflr glataa
archive 1_7 JAN 2003.33 . ~~ devi ce_ through sai t 3) ;
and a por?%%fg‘?5¥o§&F§6195§lum qﬁ ?ﬁé} K5 %éYecorﬁopoggFeg %Aé
" nanal@enmnet\darh iffochedrohsae dadicsi filrutedrdata Qiﬁ cbmxreedeanm@‘to«nrol

it or et A 0u1Sa02d160 20625883\ RNAORIEDD AR R se TelS PG gh ! Ut ed
data archive systemas recited 1n clal e|n a termna
connect echeovehl hetn\wdr kimg tgest gnieer tEH'Ebeﬁflér‘f‘@bb@th PAURIS oh cadietrthe
di stributggd;datq; ar eRhveedgykee ( 1 ) and a function as the data servers
(2a, 2b, 10 2c) , and can select one of the two functions in accordance
with ( a use. 13. The distributed data archive systemas recited in claim

11 orqscl agm 122 WK Lidb@Dr 1 & €868ls | SndSedodsed hexpapLabl e

Next, modifications and applied examples of the present

invention will be described. In the embodiment shown in Fig.
1, the distributed data archive device 1 and the data server
2 (2a, 2b, 2c) were described as devices that have functions
20 completely different from each other, but both the devices are
identical with each other in that they are each a "computer in
which predetermined software has been built". In practice, a
possible use form is that a computer with completely the same
hardware configuration is used as the distributed data archive
25 device 1 on the one hand, and, on the other hand, as the data
server 2. Computers that are identical from the viewpoint of
hardware can be used as the distributed data archive device 1
and as the data server 2, depending on software to be built in.
If it is a computer in which the two kinds of software are built
30 at the same time, the computer can be discriminately used, of
course, in a manner such as to function as the distributed data
archive device 1 in one situation and function as the data server

2 in another situation.
Another example of the use form is as follows. Let it be
35 supposed that computers are placed in three branch offices X,

Y, and Z, respectively, and the computers are connected to each
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15 recording medium (10), and an authenticity of the portable recordl AgAN 2003
.nmedirumitself is checked when the distributed data archive device (1)
accesses the portable recording nedium 14. The distributed data archive
systemas recited in any one 20 of clainms 11 to 13, wherein information
needed to access a sane nmanagenent data is stored on a plurality of
portable recording nediuns (10). 15. The distributed data archive system as
recited in any one 25 of clains 11 to 14, wherein the distributed data
archive device (1) can function to add alternative destination information
that shows a alternative destination different froman original depository
dest i nat P&fetro e va dBaIt weinki-deIP Fivar &li 8 e @ blived vtk issvedls ohhe an

ori gi nal (Jaka i3Lfef qb 28 arkdhi AChe3q dthen ddhg datarksusayed rand:¢an
function to perform processing for allowing the divided file being saved to
take al télsnéglievélatt@ 8REVERET 2daFs SEAvEr 1is8ACAsOfhehal EeFRAERYE . deBeli nati on
shown by (hReqatbespafiare rdesd idaddan Jerf it ko v { asai ith s ltgﬁonglarest a
server (2a, 2b, 2c). has nmet difficulty in_continuing saving 35 the divided
file.534 (for a0z 161 AL cOAPLrEr: fed@all¥ S ectidhP YretRenP8Rewhi ch a

program )¢ daeald 2€ dhedi sturideut adddat s ascdhicver idrR\d e 1ascorstkadtkn any
one of claine 1 to 10 is recorded. 35 . AE, Al .

A
_Ahl . AFYPK BRE. BYRE JGFICof 12 AN 9VAR AFDPAT ANGY BE fR¥mgd), and they
2. A Aa3. ANAYAv &Y 2B, e Ak AY. A8 o AR Ap 12t A oA heAdE hEHM o By BnOrDFbO

Cealval sal Wealcal solealenlcol sl salalonlenl celgalealaloal al sl el ol
F11The ! ! o' BES8leS imishcaYedc ahtca] thkcapoalcafrcapdatba] bahoahcaFcafea] €a] cal ca
I 0
]??£SilSg&gfkii?k§?¥§§§§gégg%gﬁ%§§{%@%@@%quﬁg%f%éf%ﬁ{%%jEéegaféafgﬁ]ca]ca]
ca] ca] caPealecarehjvg] eay €afch] Al AGPcaPraAYf e AT caf ddlx Breafreapéaleakceal cal c
al 922: ;>§5&]%Xa§£§£€)&ﬂlafl E}CeLE}ata _serE]e]r] 2. Likewise when] thia l ca]
Py <<= u Xsni caJca]ca] calcalcalca]ca]calc
a] ca] ca] E& AP Qe al e afe s ct;i]echré‘ cg‘a]ocfig]lé:&] Xa%_%a%%‘é%%é{"@é% &4 E8fcal L3we
MVMVIAQQBZ S-S SR SWSES T hET pahieh- b i EesBv KT BddUpx s ahed_Zbhpbaakeabgalsa] cal cal
el kbR e A ol
ca] ca] calte] cahpaltealscafchfedd cadle o thl cad dapeod] éatea]lwalcacalscaheal cal ca
! dif f ivk>L 2 - & E T NAMAMAMN Z Z{y .
{iﬁ{zgtgﬁ%&%%%gg?gg]%é]ca cg%%kgfgg?ga %éf%a]caLﬂcgf%gjggfgétéggfégfca]ca]c
a]ca]ca]@aF@aF@&F@bP@&PCéELc&P@@F@@F@aP@é¢#€Kbﬁﬁﬂcﬁ5Pff?CGS and Y,
MNXY. kf
J cal cal cé?fﬁﬁfcgjcﬁﬂ%fdﬁ %E?g‘?iEii‘gﬁ%ﬁf%%%’gﬁ?&@?jﬁﬁiﬁ§]£§§f]c§? tal
ca] ca] cafca ca|T a6V ¢afcaj af CEPRLFEE] Taldg] BATF ﬁﬁc Hefed] e8fcal cal ¢
a] ca] ca] vajea! bg used as the data server 2. Accordingly, the names of

=Hhj 06-8* h \ : : "
Hnj wQTr rt]%é‘* coﬁ%’ﬁp& %’%%ga 83‘}&6‘] g%gg] @2 %lecgc}eﬁ{%;ﬁ cal cgl calgalc”al ca

] ca] ca] cal ca]ca ca caJ ca] cajc

op8. 4AAn|semviel] X2 ] d¢a] daydl careakod] dalvsa]icalrcafeng tv] cdljord]foa) €akoakcal cal ¢
. . 34z |
cu) b 2L%?ﬁaf§aﬁ“ e oo T oa o o] 2 e at oo ool earoalcat] shktay cay ¢

a] ca] ca] 4] ialacPpERkIErs connected on'the network can be caused to
function as the "data archive device 1" and as the "data server
2",

Although the management data shown in Fig. 2 is recorded

30 directly onto the archive card 10 (portable recording medium)
in the above embodiment, the management data does not
necessarily need tobe recordeddirectly thereonto. For example,

it is possible to employ a way in which the entire management
folder shown in Fig. 2 is put in the data server 2a in the block

35 diagram of Fig. 1, and information needed to access this

management folder (for example, information showing the URL of
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the data server 2Za, information showing the address where the

management data is stored, or information about the password
needed to access the management folder) is recorded onto the
archive card 10. If this way 1is employed, when the saving
5 processing of data is carried out, the data management means
15 can write formed management data onto a predetermined address
location in the data server 2a and can record the "information
needed to access the management data written onto the data
server 2a" onto the archive card 10, instead of recording the
10 formed management data directly onte the archive card 10. On

( the other hand, when the extraction processing of data is
carried out, the data management means 15 can first read the
"information needed to access the management data written onto
the data server 2a" recorded on the archive card 10, and, using

15 this information, can read the management data from the data
server 2a, instead of reading the necessary management data
directly from the archive card 10. This way can be called, as
it were, an indirect record method of recording the management
data indirectly onto the archive card 10.

20 The following two advantages can be obtained by employing
the method of recording the management data indirectly onto the
archive card 10 in this way. A first advantage is that
limitations on the record capacity of the archive card 10
(portable reccording medium) can be eased. Like the example of

25 Fig. 2, themanagement data of each file ismade up of data-saving
procedure information and data depository information, and has
a certain amount of data as a whole. On the other hand, since
the archive card 10 is a card-shaped electronic information
recording medium, 1ts record capacity is relatively small.

30 Therefore, it is undesirable to record the management data of
a lot of files directly onto the archive card 10, because the
limited record capacity is wasted. The method of recording the
management data indirectly onto the archive card 10 makes it
possible to store the management data onto record locations

35 other than the archive card 10 in fact, and all that is needed

is to record only information necessary to access this
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f%109&(&d@ﬁaﬂt&bOb@&b(nghﬂSﬂxzﬁ2222wXHBﬁmpl®y d0chive cards 10 which
are the same in kind are given to several users belonging to
the same group, and information necessary to access the same
management data stored on a specific record location is recorded
10 onto the same archive card 10. In this case, every user who has
this same kind of archive card 10 can access the same management
data, and the same saved data can be extracted on the basis of

the same management data.

Further, according to another aspect of the data archive
15 system of the present invention, period limitation information
that shows limitations concerning a period is added to the
to-be-saved data, and the data is distributed and saved onto
the data server, and limitations based on this period limitation
information can be imposed on the data extraction processing.
20 Specifically, like the example of Fig. 4, period limitation
information can be added to, for example, each of the divided
files F1ll, F12, and Fl13 in a predetermined format so as to save
it onto each data server. Limitations can be imposed on data
\ extraction such that data extraction is prohibited with respect
25 to a divided file to which the period limitation information
stating that "Data extraction is prohibited until the end of
June, 2001" has been added, in spite of a user’s instructions
for data extraction if the instructions are given during an
extraction-prohibited period. The checking concerning this
30 period limitation can be done on the side of each data server
2, or can be done on the side of the distributed data archive
device 1, or can be done in the archive card 10. With respect
to the period limitation information, the limitation showing
that "Data extraction is prohibited after July, 2001" can be
35 placed, or the limitation showing that "Data extraction is

prohibited during July to September, 2001" can be placed. Active
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this alternative destination information is recorded as a part

10 of the management data for the case where some difficulty has
( occurred in a data server which is the original depcsitory
destination. If so, saved data can be caused to take alternative

in another data server specified as a alternative destination.

For example, let it be supposed that a to-be-saved file

15 F1 is divided into three divided files F11, F12, and F13, and
these divided files are saved onto data servers 2a, 2b, and 2c,
respectively. In this case, the original depository
destinations of the divided files F11, F12, and F13 become the
data servers 2a, 2b, and 2c, respectively. Actually, the divided

20 files F11, F12, and F1l3 are transferred to the data servers 2a,
2b, and 2c, respectively, by the FTP, and are written.
Alternative destination information is added to each of the
divided files F11, F12, and F13 when the divided files are
transferred. For example, the alternative destination of the

25 divided files F11 and F12 is assumed to be a fourth data server
2d, and the alternative destination of the divided file F13 is
assumed to be a fifth data server 2e. If so, the alternative
destination information of URL (2d), that of URL(2d), and that

of URL(2e) can be added to the divided files F11, F12, and F13,

30 respectively, like the example of Fig. 5. (Herein, the URL (xx)
represents information that shows the URL of a data server xx.)

On the other hand, the alternative destination
information added to each divided file is added to the
management data of the to-be-saved file Fl. Inmore detail, data

35 depository information (URL list of data servers), such as that

of Fig. 6, is formed, and this is recorded onto, for example,
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10: xexV7, 3t inations of the divided files F11, F12, and F13 are URL (2a)
URL(2b), and URL(2c), respectively, and, according to a normal
5 processing procedure, the divided files F1l1, F12, and F13 are
stored onto the data servers Z2Za, 2b, and 2c, respectively.
Herein, information of URL(2d), that of URL(2d), and that of
URL(2e) are recorded as the alternative destinations of the
divided files F11, Fl12, and F13, respectively, and it is
10 indicated that the data servers of the alternative destinations
are the data servers 2d, 2d, and Z2e.

Herein, a case will be covered in which some difficulty
in usually operating the first data server 2a has occurred. For
example, let it be supposed that there has occurred a situation

15 in which the information capacity of the data server 2a becomes
almost full, and therefore there is a fear that serious trouble
will arise unless a part of the data that is presently stored
is moved to the other data servers, or, in order to do the
maintenance of a hard disk that constitutes the data server 2a,

20 there is a need to temporarily move the data that is presently
stored to the other data servers. In this situation, since the
alternative destination information URL (2d) has been added to
the divided file Fl1l saved on the first data server 2a as shown

l in Fig. 5, the first data server 2a can carry out the processing

25 of transferring the divided file F1l1 to the fourth data server
2d of a alternative destination according to this alternative
destination information.

When the extraction processing of the file Fl is carried
out after the divided file is transferred for alternative, the

30 distributed dataarchive device l attempts to read the necessary
divided files F11, Fl2, and F13 from the original data servers
mentioned in the depository destination column of the data
depository information shown in Fig. 6. Thereupon, the divided
file F12 is read from the data server 2b, and the divided file

35 F13 is read from the data server 2c. However, an attempt to read

the divided file F11 from the data server 2a ends in failure.
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When a failure in reading the file from the original depository

destination 1is made in this way, the reading from the
alternative destination is attempted. In this case, concerning
the divided file Fll, an attempt is carried out to read the

5 divided file Fl1ll1 from the data server 2d mentioned in the
alternative destination column of the data depository
information shown in Fig. 6. As a result, the divided file F11
can be read without any trouble, though the alternative is not
the original depository destination.

10 When the cause to take alternative is removed, the divided
file F11 is allowed to return to the data server 2a that is the
original depository destination as before, of course. IFf
alternative destination information is added in this way, the
extraction processing of data will be carried out without any

15 trouble even if a situation arises by which data must take
alternative to another data server.

The user can specify a data server used as a alternative
destination when data files are saved. However, practically,
it is preferable to allow the distributed data archive device

20 1 to perform processing for automatically determining a
alternative destination. Alternatively, processing for
sending a message from the data server to the distributed data
archive device 1 specifying another data server to be used as

{ a alternative destination may be performed.

25

INDUSTRIAL APPLICABILITY

The data archive device and the data archive system
according to the present invention can be widely used to keep
arbitrary digital data, and, particularly, they are optimal for

30 the use for backing up valuable digital data while utilizing

a wide area network like the Internet.
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10M plurality of data servers (2a, 2b, 2c) accessible through a

network (3) and a function for extracting saved data therefrom
when necessary, said device (1) comprising:

division means (13) for dividing the to-be-saved data
(F1) into a plurality of divided files (Fl1l, F1l2, and F13)
according to a predetermined division method when the data is
saved;

integration means (14) for integrating and reconstituting
the plurality of divided files into the original to-be-saved
data in consideration of the division method when the data is
extracted;

network communication means (16) for performing
processing for transferring and saving the plurality of
divided files onto predetermined data servers, respectively,
through the network when the data is saved; and for performing
processing for extracting the plurality of divided files saved
on the individual data servers through the network when the
data is extracted; and

data management means (15) for forming management data
that comprises data-saving procedure information that shows a
procedure followed when the data i1s saved that includes
information showing a division method employed by said
division means when the data is saved and data depository
information that specifies a data server used as a depository
destination of the plurality of divided files that have been
transferred by said network communication means, and
thereafter performing processing for recording the management
data onto a predetermined location which is different from
locations of said division means, said integration means and
saild predetermined data servers, and thereafter reading the
management data when the data is extracted, and thereafter
performing processing for giving the data-saving procedure
information included in the management data to said
integration means and for giving the data depository
information included in the management data to said network
communication means.
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reading/writing data from/onto a portable recordlng medium
(10), wherein the data management means (15) performs
processing for recording the management data onto the portable

recording medium through said reading/writing means.

3. The distributed data archive device as recited in claim
1, further comprising reading/writing means (11) for
reading/writing data from/onto a portable recording medium
(10) in which access information needed to access the management
data recorded on a predetermined location is stored, and the
data management means (15) reads the access information of the
portable recording medium through said reading/writing means
and accesses the management data on the basis of this access

information.

4. The distributed data archive device as recited in any one
of claims 1 to 3, further comprising verification means (12)
for checking an authenticity of a user, wherein data saving
processing or data extraction processing is performed only when

a correct authentication result is obtained.

5. The distributed data archive device as recited in any one
of claims 1 to 4, wherein:

the division means functions as division/encryption
means (13) for applying encryption processing to data in a
process of performing processing for dividing the to-be-saved
data;

the data management means (15) functions to form
data-saving procedure information that includes information
showing a method of the encryption processing and record said
data-saving procedure information as management data; and

the integration means functions as

decryption/integration means (14) for applying decryption

31
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5 data.

6. The distributed data archive device as recited in claim
5, wherein the data management means (15) uses information which
showing an execution order about division processing and
10 encryption processing as a part of information showing the

( method of the encryption processing.

7. The distributed data archive device as recited in any one
of claims 1 to 6, wherein:

15 the division means (13) performs processing for adding
dummy data independent of the to-be-saved data in a process for
dividing the to-be-saved data;

the data management means (15) functions to form
data-saving procedure information that includes information

20 about dummy data addition processing and record the data-saving
procedure information as management data; and

the integration means (14) performs processing for
removing the dummy data that has been added, on the basis of
the information about dummy data addition processing included

25 in the data-saving procedure information when divided files are
integrated and reconstituted into the original to-be-saved
data.

8. The distributed data archive device as recited in any one
30 of claims 1 to 7, wherein:
the division means (13) performs redundancy storage
processing to add redundancy to the to-be-saved data during a
process for dividing the to-be-saved data to form a plurality
of divided files;
35 the data management means (15) functions to form

data-saving procedure information that includes information
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the integration means (14) performs processing for
reconstituting the original to-be-saved data in consideration
5 of the information about the redundancy storage processing

included in the data-saving procedure information.

9. The distributed data archive device as recited in any one

of claims 1 to 8, said archive device further functioning:
10 during data saving procedure, to add period limitation
( information that shows limitation about a period to the to-
be-saved data, and thereafter distribute and save said data onto

data servers; and

during data extracting procedure, to perform extraction
16 processing in consideration of limitation based on the period

limitation information.

10. The distributed data archive device as recited in any one
of claims 1 to 9, said archive device further functioning:
20 during data saving procedure, to add alternative
destination information, that shows a alternative destination
different from an original depository destination, to
individual divided files which are distributed and saved onto
data servers, and to record the alternative destination
25 information as a part of the management data: and
during data extracting procedure, to extract a desired
divided file from a data server used as the alternative
destination shown by the alternative destination information
if the desired divided file cannot be extracted from a data

30 server used as the original depository destination.

11. A distributed data archive system comprising: a
distributed data archive device (1) as recited in any one of
claims 1 to 10; a network (3) to which said distributed data
35 archive device is connected; a plurality of data servers (2a,

2b, 2c) for receiving access from said distributed data archive
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12. The distributed data archive system as recited in claim
11, wherein a terminal device connected to the network is
designed to perform both a function as the distributed data
archive device (1) and a function as the data servers (2a, 2b,
10 2c¢), and can select one of the two functions in accordance with

( a use.

13. The distributed data archive system as recited in claim
11 or claim 12, wherein an IC card is used as the portable
15 recording medium (10), and an authenticity of the portable
recording medium itself is checked when the distributed data

archive device (1) accesses the portable recording medium.

14. The distributed data archive system as recited in any one
20 of claims 11 to 13, wherein information needed to access a same
management data is stored on a plurality of portable recording

mediums (10).

15. The distributed data archive system as recited in any one
25 of claims 11 to 14, wherein the distributed data archive device
(1) can function to add alternative destination information
that shows a alternative destination different froman original
depository destination to an individual divided file
distributed and saved onto an original data server (2a, 2b, 2¢)
30 when the data is saved, and can function to perform processing
for allowing the divided file being saved to take alternative
to another data server used as the alternative destination shown
by the alternative destination information if said original
data server (2a, 2b, 2c) hasmet difficulty in continuing saving
35 the divided file.
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16. A computer-readable recording medium on which a program
to realize the distributed data archive device as recited in

any one of claims 1 to 10 is recorded.
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