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Transmitter UE KMF

S210: Configure subscription 
information, and initiate a service 

authorization procedure

S230: Check whether the transmitter 
UE supports a group security 

algorithm

S220: Key request message

S240: Key response message

Receiver UE

S252: Key request/
response message

S280: Message #1

S260: Derive a security key

S270: Perform confidentiality protection 
and integrity protection on a message #1

S290: Derive the security key, and 
perform security deprotection on the 

message #1

200

S251: Configuration and 
service authorization
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S330: First message

S320: Determine, according to the security policy, 
whether to perform security protection on a payload 
field carried in a first message, and assign a value 
to a field other than the payload field in the first 

message

300

S340: Determine, according to the security policy 
corresponding to the proximity-based services 

group, whether to perform security deprotection on 
the payload field

S310: Obtain a security policy corresponding to a 
proximity-based services group
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S430: First message

S420: Determine, according to the security policy and a 
local policy, whether to perform security protection on a 

payload field carried in a first message, and assign a 
value to a field other than the payload field in the first 

message

400

S440: Determine, according to the security policy 
corresponding to the proximity-based services group and 

the value of the another field, whether to perform 
security deprotection on the payload field

S410: Obtain a security policy corresponding to a 
proximity-based services group
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Transmitter UE KMF

S510: Configure subscription 
information, and initiate a service 

authorization procedure

S530: Check whether the 
transmitter UE supports a group 

security algorithm

S520: Key request message #a

S540: Key response message #a

Receiver UE

S552: Key request/response 
message #b
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S560: Derive a security key

S570: Determine, according to a 
security policy #a, whether to perform 

security protection on a message #a

S590: Determine, according to the security 
policy #a, whether to perform security 

deprotection on the message #a

500
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service authorization
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S610: Configure subscription 
information, and initiate a service 

authorization procedure

S630: Check whether the 
transmitter UE supports a group 

security algorithm

S620: Key request message #A

S640: Key response message #A

Receiver UE

S652: Key request/response 
message #B

S680: Message #A

S660: Derive a security key

S670: Determine, according to a 
confidentiality security policy #A, whether 

to perform confidentiality security 
protection on a message #A

S691: Derive the security key, and determine, 
according to an integrity security policy #A, 

whether to perform integrity protection check 
on the message #A

600

S651: Configuration and 
service authorization

S692: When the integrity protection check 
succeeds, determine, according to the 

confidentiality security policy #A, whether to 
decrypt the message #A

Transmitter UE KMF
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Transmitter UE KMF

S710: Configure subscription 
information, and initiate a service 

authorization procedure

S730: Check whether the 
transmitter UE supports a group 

security algorithm

S720: Key request message #α

S740: Key response message #α

Receiver UE

S752: Key request/response 
message #β

S780: Message #α

S760: Derive a security key

S770: Determine, according to an 
integrity security policy #α, whether to 
perform integrity security protection on 

a message #α

S790: Derive the security key, and determine, 
according to the security policy #α, whether to 

perform security deprotection on the message #α

700
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Communication apparatus 1000

Transceiver unit 1010

Processing unit 1020
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Logic circuit 3010

Input/Output interface 3020

Chip system 3000
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