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embodiment of the invention relates to an information storage medium
which incorporates a nonvolatile data memory, and an IC (integrated
circuit) 10 chip having control elements such as a CPU and the like, and
is so-called an IC card. Also, another embddiment of the invention relates
to an information storage medium processing apparatus which writes and
reads out data to and from sugh information storage 1§ medium, and is
so-called an IC card reader/writer. Background Art In recent years,
non-contact IC cards have been improved, and can be used more
conveniently. At thereameTiiog, SroRidarHMaimvl Bikde Sy GaMa Mt
20 from non-contaEORAGar dYE RERM g8 RPGHD AmdfforR RRARGTUS
communications is an issue. For this reason, IC cards (combined cards)
which are compatible to both contact and non-contact communications
have gotten a lot of attention. 25 3B-A 200311680924 KOKAI) proposes
an IC card compatible to transmission protocols of contact and
non-contact cbmmemizatddnsthis fC tard taR Pt itBetheontact2n

and non-contact modes. That is, thech . .
information storage’ medium which incorporates a

nonvolatile data memory, and an IC (integrated circuit)
chip having control elements such as a CPU and the
like, and is so-called an IC card. Also, another
embodiment of the invention relates to an information
storage medium processing apparatus which writes and
reads out data to and from such information storage
medium, and is so-called an IC card reader/writer.
Background Art

In recent years, non-contact IC cards have been
improved, and can be used more conveniently. At the
same time, since information is wirelessly transmitted
from non-contact IC cards, leakage of information
during communications is an issue. For this reason, 1IC
cards (combined cards) which are compatible to both
contact and non-contact communications have gotten a
lot of attention.

JP-A 2003-168092 (KOKAI) proposes an IC card
compatible to transmission protocols of contact and
non-contact communications. This IC card can be used

in both contact and non-contact modes. That is, the IC



WO 20081013066 PCT/SP2007/063939 2 card receives commands from
an external device in both the contact and non-contact modes, and

wohmceksifdbe commands are received in the contact or non-c@ateaP2007/063939
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mode. Then, the IC card executes an application 5 program
corresponding to the commands, and outputs the execution result to the
external device. This IC card extracts command information included in
fields of commands received from the extefnal device, so that the
application program is accessible to the extracted 10 command

information. Since the applicat 8% %@gf it%na(:&?t?éipﬁ%@ the.commandy,oeh

information included in’ respectlv e commands received from

the extgenal sievice: theneomaandsrcandie ieliably, trandfertesttosthef the
application program while absorbing 15 the difference between the

trananvissimﬁrpi@tot@% sleirelo@sladnarid AoRRBRBEE n%é@%ﬁ@‘iﬁéa‘:t
comman exec tion resg\lts %%n be rallabl trajesmltted gl utg
exterd&Pd&vice %26 45 TKOKRIY broposes an %pcardt

allows, ¥jg,ong, ok centact 3 nAR-CoRtast ACe8sm £0RY D! me@naua@ﬁes:s the
to a data storage area corresponding to the other access control means.

In thie ke catd, @rnoresodtact datahfite ¢k $itn 2dqdirstirracceBiiss IC card

non-contact data file, and a 25 non-contact aythentication, link Lle edt
acquird®drf aa%’fﬁerﬁf?:‘&'ﬁ%?ef;?é&&?@cﬁoogc@éggg %)aét Udata fjﬁJ g are%

prepared in.g gantact data sioragsareeUpQRernal device, so that the

application program is accessible to the extracted
command information. Since the application program is
accessible to the command information included in
respective fields of the commands received from the
external device, the commands can be reliably
transferred to the application program while absorbing
the difference between the transmission protocols of
the contact and non-contact modes, and the command
execution results can be reliably transmitted (output)
to the external device.

JP-A 2004-78444 (KOKAI) proposes an IC card that
allows, via one of contact and non-contact access
control means, access to a data storage area
corresponding to the other access control means. In
this IC card, a non-contact data file link file
required to access a non-contact data file, and a
non-contact authentication link file used to acquire an
authentication key required to access a contact data

file are prepared in a contact data storage area. Upon
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non-contact data storage area from a contact type host device via a

w60Diaek t5scauthentication for the non-contact mode is done basedrfnihgso39
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non-contact authentication link file. If the 5 authentication is OK, the data
file in the non-contact data storage area is accessed based on the
non-contact file link file. Nowadays, since various non-contact IC cards
and contact IC cards such as ETC cards ahd the like have 10 prevailed,
readers/writers for these non-contact and contact IC cards have also

prevag%dd and.the gen g%l u br%%aqgh%%]g%m@mj&cgggngﬁ% bg%g%e

581N
an IC E&Fd And readeriwriter: course, it Is not easy for the user to

directly, 15 ageess spesific-secret data indbe caedif be arishea canrcheck IF,
the communication dgta. The specific secret data in the card is protected
by a reethbdof I"eatApiing TonfManBsressIHseSs astpdg i s done based

communications and further %pper]cq{ré%taisclgr%e{[gre"lorn% ZQirrf thod&f the

.

"complitafing cORAiGTE Féitired 1o access “secret information”. JP-A

2003-132313, (KQKADHisclgsex a teghnigne forr selectively msingothecontact
communication schemes of a combined card in accordance with security
levelsd@hat 25 isy duecamatunicatioresciagnedoithe comiined ecard arntact
selectively used in accordance with the importance of security, that of

shortehing of-& tbmirdification

Nowadays, since various non-contact IC cards and
contact IC cards such as ETC cards and the like have
prevailed, readers/writers for these non-contact and
contact IC cards have also prevailed, and the general
user can check communication data between an IC card
and reader/writer.

Of course, it is not easy for the user to directly
access specific secret data in the card if he or she
can check the communication data. The specific secret
data in the card is protected by a method of
"encrypting commands/responses as data in
communications and further appending a signature", or a
method of "complicating conditions required to access
secret information™.

JP-A 2003-132313 (KOKAI) discloses a technique for
selectively using the communication schemes of a
combined card in accordance with security levels. That
is, the communication schemes of the combined card are
selectively used in accordance with the importance of

security, that of shortening of a communication
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communication action, the frequency of the communication action, and

wthaoklka3esewever, the security of the IC card is not high 5 erRCighiPR2goahz939
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the aforementioned measures, and further security measures are
demanded. Disclosure of Invention It is an object of the invention to
provide an information storage medium anéj an information storage 10
medium processing apparatus which are excellent in security. An
information storage medium according to one embodiment of the

inventjon comprises & fifst, communigation wtconfighres iQation action,

communicate with an 15 information storage medium processing

apparatus if ae gortact/ stafe, tthee camthcomuainicationamitconfigaced-he
communicate with the information storage medium processing apparatus
in a ndr-E6ntact state, a storage unit configured to store information, and

an execution 20 unit configured fo. execyfe predefermined pracessingt nhigh

based on the information stored in the s orage unit using information
procesgsikg Epsulis afbpih thefitst camadicatien undamatbe segodd further
communication unit, wherein the execution unit executes the

predeteeminedtas PrRECESEMY @riderdeBendlish that both the first

communication unit and the icati i
2o SOmMUYCHRRHAT Jjpve succeeded

in authentication processing tor

It is an object of the invention to provide an
information storage medium and an information storage
medium processing apparatus which are excellent in
security.

An information storage medium according to one
embodiment of the invention comprises a first
communication unit configured to communicate with an
information storage medium processing apparatus in a
contact state, a second communication unit configured
to communicate with the infdrmation storage medium
processing apparatus in a non-contact state, a storage
unit configured to store information, and an execution
unit configured to execute predetermined processing
based on the information stored in the storage unit
using information processing results of both the first
communication unit and the second communication unit,
wherein the execution unit executes'the predetermined
processing under a condition that both the first
communication unit and the second communication unit

have succeeded in authentication processing for the



WO 2008/013066 PCT/JP2007/063939 5 predetermined processing. An
information storage medium processing apparatus according to one

weRedimegt of the invention comprises a first communicatioromniiP2007/063939
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configured to communicate 5 with an information storage medium in a
contact state, a second communication unit configured to communicate
with the information storage medium in a ngn-contact state, and a request
unit configured to request the information g’torage medium to execute
predetermined 10 processing via information processing by both the first

commugiézggggﬁmtr@é@ ﬁgc';@ggggrpé)mmunication unit, wherein the

requegt unit executes authentication processing for the predetermined
processing by boimtherfisst communicatien wait amd theseeesdng apparatus
communication 15 unit and requests the predetermined processing

AdditiGnit aEvAREaGeS GTRe FRRABORIA bRTset orth e 4G IBRT 5 e
which follows, and i part v} be,pbpus ik 6 GESETRON: Gl B e

learned y practice of the invention. The advantages of the 20 invention

may b yealizad and ebtairadhy smeansyef thedinstiumentalitiestandt state,
combinations particularly pointed out hereinafter. Brief Description of
DrawingssEI®ntisanssherhatit bistkdiagrapeBRéEINeHet 95 communicate
arrangement of an IC card ac.cordln% to an embodiment of the invention, ..

FIG. 2% BV hoWing TR prlsehc8 o 9e meerum

state, and a request unit configured to request the
information storage medium to execute predetermined
processing via information processing by both the first
communication unit and the second communication unit,
wherein the request unit executes authentication
processing for the predetermined processing by both the
first communication unit and the second communication
unit and requests the predetermined processing.

Additional advantages of the invention will be set
forth in the description which follows, and in part
will be obvious from the description, or may be learned
by practice of the invention. The advantages of the
invention may be realized and obtained by means of the
instrumentalities and combinations particularly pointed
out hereinafter.

Brief Description of Drawings

FIG. 1 is a schematic block diagram showing the
arrangement of an IC card according to an embodiment of
the invention;

FIG. 2 is a view showing the presence of
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card according to the embodiment; FIG. 3 is a schematic block diagram

wahawipsdhe arrangement of an IC card reader/writer accordipgtap20th®63939
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embodiment; FIG. 4 is a flowchart showing a first example of
communication processing by a plurality of communication means; FIG. 5
is a flowchart showing a second example of 10 communication
processing by a plurality of communicatior?means; FIG. 6 is a flowchart
showing a first example of a communication error; and FIG. 7 is a

flowchart é‘hOWi%g %1 %)?(‘é)néljne&(aénglg qf,15 acommynicatian geros. Bestehe

Mode #&i¥ ércff}i the Tnvention One embodiment of the invention will
descripgd Jagreiafter with reference to the accompanying drawings. 20
FIG. 1 is a schematic block diagram showing the arrangement of an IC
card accordirtfo-ar efrtbodlirBERESE HHe pReAKIrEATSRAS BRSHAG the

FIG. 1, an IC card 1 comprises a CPU 11, R AM 13, .
momoly (EEBRUN) L# lod prokoSst 5 OART (Uhcrom 25 oI b0

AsynchignaysRegeiver{kransmitter) 16, and antenna 17. The CPU 11
executes a specific command. The UART 16 serves as a contact
communicatiGi UE. Thé snterficowchart showing a first example of

communication processing by a plurality of
communication means;

FIG. 5 is a flowchart showing a second example of
communication processing by a plurality of
communication means;

FIG. 6 is a flowchart showing a first example of a
communication error; and

FIG. 7 is a flowchart showing a second example of
a communication error.

Best Mode for Carrying Out the Invention

One embodiment of the invention will described
hereinafter with reference to the accompanying
drawings.

FIG. 1 is a schematic block diagram showing the
arrangement of an IC card according to an embodiment of
the present invention. As shown in FIG. 1, an IC card
1 comprises a CPU 11, ROM 12, RAM 13, nonvolatile
memory (EEPROM) 14, co-processor 15, UART (Universal
Asynchronous Receiver/Transmitter) 16, and antenna 17.

The CPU 11 executes a specific command. The UART

16 serves as a contact communication I/F. The antenna



WO 2008/013066 PCT/JP2007/063939 7 17 serves as a non-contact
communication I/F. With these I/Fs, the IC card 1 permits access to a

Wég@ggﬂﬁﬁg@rage area (ROM 12 or nonvolatile memory 14) unglef/ibf07/063939
condition that the access is authenticated in both 5 a first communication

protocol using the contact communication I/F (contact protocol) and a
second communication protocol using the non-contact communication I/F
(hon-contact protocol) , and executes specdific command processing. 10
FIG. 3 is a schematic block diagram showing the arrangement of an IC
card reader/writer according to the emhodiment of.the inventif)nFAs With

shownlih BRE 8 Sait fe LaktPReaddiiiitsr 5 Eomprises a CBU 21, ROM

22, RAM 23, Romuolatilg memops 24, a0-peasesser 32,ddABTtd526s padific
antenna 27. The CPU 21 executes a specific command. The DART 26

serves ais magentactacomiMOMichBon 1/M aecdméAd® 2e8srvEs hdla under
non-contact communication I/F. \With these I/Fs, the I%gard.reggggwriter

2 requie’ f@ﬁﬁﬂw@ﬁﬁ@at?bkﬁaﬁro‘é@gsi%?ﬁ e dSntalProtocol using the both
5 contact communicafign J{Fand e nonscopiact pEetogokugingdhe ace

non-contact communication I/F, and further requests specific command
processinguuinitbistembodirent dorardet toprevenvleakagel of 25 cond
communication data, a plurality of routes of the communication data are

prepafeiieimake BxpRr AL EC He ESHRNHERiIFCIREBYATT
”Ld599§%gdgﬁ%%%ion I/F (non-contact protocol), and executes
specific command processing.
10 FIG. 3 is a schematic block diagram showing the
arrangement of an IC card reader/writer according to
the embodiment of the invention. As shown in FIG. 3,
an IC card reader/writer 2 comprises a CPU 21, ROM 22,
RAM 23, nonvolatile memory 24, co-processor 25, UART
15 26, and antenna 27.

The CPU 21 executes a specific command. The UART
26 serves as a contact communication I/F. The antenna
27 serves as a non-contact communication I/F. With
these I/Fs, the IC card reader/writer 2 requires
20 authentication processing in the contact protocol using
the contact communication I/F and the non-contact
protocol using the non-contact communication I/F, and
further requests specific command processing.

In this embodiment, in order to prevent leakage of
25 communication data, a plurality of routes of the

communication data are prepared to make exploration of

the communication data by an ill-disposed person
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security of the IC card is enhanced by a plurality of communication

wieResite@ddition to the methods of encrypting communicati@g1datae7/063939
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appending a signature, and complicating access to 5 secret information.
Details of communications using a plurality of communication means will

be described below. In the IC card 1, applications A and B are present, as
shown in FIG. 2. That is, the IC card 1 stords applications A 10 and.B.

For example, secret key A, verification key a, verification key b,
application.data, and t gk resenti lcati hat is, I .
card 1%%, orés leéc‘?rét klg?/) ,%}g%%'%%n Eéyga%%%%%%ﬁogey@&é 1 lara is
application dataqd apg the fike. Bhis spceat keynbuh is:ap importaatsecrat

key which is used to generate a signature in the application, and is

inhibited b deirgreédiromedaertally fard 6By 42 iSSTEREHFation
update %rewrite the secret key. The card issuer can _update secret k
only wighe P%een\(%“r%sazﬁ’ %gﬁﬁlécalffé%'keaﬁ/nag by ?ﬁ%%éﬁt%gtl Bl%tc%cxo
and vegficationikey3-hy the pon-contact protocol. FIG. 4 is a flowchart
showing a first example of communication processing by a plurality of
communicati®e trehs. 25 ST Thecedritastscommugicatioh yrUART of

26) of the reader/writer 2 activates the IC card 1 via the contact I/F
(UAR'F?LWB%%aIEl@é}dHf%H&S géﬂ?hgbe Jescr?becei %er}.ow. In the IC

card 1, applications A and B are present, as shown in

88 to

FIG. 2. That is, the IC card 1 stores applications A
and B. For example, secret key A, verification key a,
verification key b, application data, and the like arev
present in application A. That is, the IC card 1
stores secret key A, verification key a, verification
key b, application data, and the like. This secret key
A is an important secret key which is used to generate
a signature in the application, and is inhibited from
being read out externally, and only a card issuer can
update (rewrite) the secret key. The card issuer can
update secret key A only when he or she verifies
verification key a by the contact protocol and
verification key b by‘the non-contact protocol.

FIG. 4 is a flowchart showing a first example of
communication processing by a plurality of
communication means.

ST11: The contact communication I/F (UART 26) of

the reader/writer 2 activates the IC card 1 via the

contact I/F (UART 16) of the IC card 1, thus setting
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communicable state using the contact protocol (e.g., T = 1 protocol).

w& Idediol B gontact communication I/F of the reader/writer 2 exeeui®802/063939
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SELECT FILE command so as to 5 select application A in the IC card 1
using the contact protocol. In the IC card 1, application A is assigned to a
current application in the contact protocol. ST13: The non-contact
communication I/F (antenna 27) of the reader/writer 2 sets a
communicable state 10 using the non-contact protocol (e.g., T = CL

protocol) of the IC card 1 via the non-cantagh|/F (qntenna Z;7) 0 I
7! eana £i7)o0kthe 1S ntact
card 1'€%1 :Tﬁ%rndgn?co]ﬁ}agt ccé)%lﬁrﬁ%a%%nel/éof the realde(”]rj/writerz hac

executgsa SESECEFYLE commang se sde 115 select application A in
the IC card 1 using the non-contact protocol. In the IC card 1, application
A is assigned T3 a:curfdr applitaith PORBYTORCEIHE® prdiocdl. §We5:

The contact communicatign I/F of the 20 r it erifi
verifi_céf?&ﬁiﬁéy}g%]ytf Vegiff XSHHERd Tsing igg\&io%r%a%cﬁtf pcr:g%srggﬁd S0 as to
Application A s\%ﬁl\iegg@gggn After copfirmationeidhe authggticibeolcontact
the command. en two requirements: "the verification result is

authemtie’ ando'the Verifyt2% comnuandiisltrarmgppiltedan dencéntast assigned

protocol” are met, the IC card 1 stores establishment of the conditio
"contaEP&A/SFHEATH k8P RL LgRf tyr 1n the contact protocodl.

ST13: The non-contact communication I/F (antenna
27) of the reader/writer 2 sets a communicable state
using the non-contact protocol (e.g., T = CL protocol)
of the IC card 1 via the non-contact I/F (antenna 17)

of the IC card 1.

ST14: The non-contact communication I/F of the
reader/writer 2 executes a SELECT FILE command so as to
select application A in the IC card 1 using the
non-contact protocol. 1In the IC card 1, application A
is assigned to a current application in the non-contact
protocol.

ST15: The contact communication I/F of the
reader/writer 2 verifies verification key a by a Verify
command using the contact protocol. Application A
starts verification after confirmation of the
authenticity of the command. When two requirements:.
"the verification result is authentic" and "the Verify
command is transmitted in the contact protocol” are
met, the IC card 1 stores establishment of the

condition "contact & verification key a", and the
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the IC card 1 returns a normal termination response to that of the

wEsaHRIItgr 2. ST16: The non-contact communication I/F of $e%p2007/063939

5

10

15

20

25

reader/writer 2 verifies verification key b by a Verify command using the
non-contact protocol. Application A starts verification after confirmation of
the authenticity of the command. When two requirements: "the
verification result is authentic" and "the Ve#ify 10 command is transmitted
in the non-contact protocol" are met, the IC card 1 stores establishment of

the condition "non-contact & verification key b", and the nop-contact
commGRRERGT I/EBFHEHE AP T ré&n?% R Iclt hidn Fosurns, @

ara..
effflination feésponse

to that,of the 15seaderiwdtes 2. §J§JZ¢;[Q@ Gaptagt somyRURigation I/F of

the reader/writer 2 executes an Update Key command using the contact
protocekseias forupdate secret key A. ST18: Application A confirms

whether or not both 20 the conditions "contact & verification key a" anf%
"non-contact 8&\efiticatioff k@)‘?B”ﬁPé‘EQﬁBligﬁgﬁ‘lﬁfﬂe?%Bﬁﬁﬁn;{t%% Sfthgne

authenticiof e gamand, dL batuhecandiiansargreskaised secreb v ry

key A is updated to new secret key A" derived from data included 25 in

the receivedheemmansyy apddhe eartash cammuynieatioro VF ofthe 1€wardon A

1 returns a normal termination response to that of the reader/writer 2.
starts verification after confirmation of the
aﬁthenticity of the command. When two requirements:
"the verification result is authentic” and "the Verify
command is transmittéd in the non-contact protocol" are
met, the IC card 1 stores establishment of the
condition "non-contact & verification key b", and the
non-contact communication I/F of the IC card 1 returns
a normal termination response to that of the
reader/writer 2.

ST17: The contact communication I/F of the
reader/writer 2 executes an Update Key command using
the contact protocol so as to update secret key A.
ST18: Application A confirms whether or not both

the conditions "contact & verification key a" and
"non-contact & verification key b" are established
after confirmation of the authenticity of the command.
If both the conditions are established, secret key A is
updated to new secret key A' derived from data included
in the received command, and the contact communication

I/F of the IC card 1 returns a normal termination

response to that of the reader/writer 2.
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WO 2008/013066 PCT/JP2007/063939 11 After that, the secret key is
updated to A" and can be used. Note that the first example of the

afarsmeniigned communication processing can be practiced fyr81009/063939
modifying it as follows. (1) The order of the contact communications in

ST11 and ST12 and the non-contact communications in ST13 and ST14

may be replaced. That is, after execution of the non-contact

communications in ST13 and 10 ST14, thé éontact communications in

ST11 and ST12 may be executed. (2) The order of the contact
communication in ST15 and the non-contact communication in $T16 ma

be replaced it s, Aiter exeltisF of the qn(gr?fcér?taléf) gq%%?ihr%ﬁn%z[lrt]iéa)rgl d

in ST16, the contacticommunication in ST15 may be executed. (3) The
contact communication in ST17 may be implemented by a non-contact
communicatidtEhe bedorithexdmphtofthertohtmardication pisveysiiyt ioned

20 using the plurality of communication means will be descriped below.
FIG. U hIr OF SRBEARRGLIb SHorE B o o £ o8

commynieaton progessing #sing,ihe plurality of communication means.
ST21: The contact communication I/F (UART 26) of 25 the reader/writer 2

activates the |C)card Hevia thie confadtHé- (HAREA6) obiertC catdidns in
thus setting the IC card 1 in a communicable state using the contact |
8sT1l and ST12 and the non-contact communications in
ST13 and ST14 may be replaced. That is, after
execution of the non-contact communications in ST13 and
ST14, the contact communications in ST11 and ST12 may
be executed.

(2) The order of the contact communication in
ST15 and the non-contact communication in ST16 may be
replaced. That is, after execution of the non-contact
communication in ST16, the contact communication in
ST15 may be executed.

(3) The contact communication in ST17 may be
implemented by a non-contact communication.

The second example of the communication processing
using the plurality of communication means will be
described below. FIG. 5 is a flowchart for explaining
the second example of the communication processing
using the plurality of communication means.

8T21: The contact communication I/F (UART 26) of
the reader/writer 2 activates the IC card 1 via the

contact I/F (UART 16) of the IC card 1, thus setting

the IC card 1 in a communicable state using the contact
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WO 2008/013066 PCT/JP2007/063939 12 protocol (e.g., T = 1 protocol).
ST22: The'contact communication I/F of the reader/writer 2 executes a
SELECT FILE command so as to select application A in the 3@0%3/063939

a current application in the contact protocol. ST23: The contact
communication I/F of the reader/writer 2 verifies verification key a by a
Verify command using the contact protocdl 2Application A 10 starts
verification after confirmation of the authenticity of the command. When
two requirements: "the verification result is authentic" and "the Verify
commizF@tie Fahsitfittéd in theTohtR4PrBdtbl" are met, the IC card 1

stores establishment of fhe é;&eggwoaomamwmcmn K8y @heand

the contact communication I/F of the IC card 1 returns a normal
terminatigngegpense:to thatabihet seadermitec?. Th&R, then@aoadd dosas to
deactivated. ST24: The non-contact communication I/F (antenna 20 27)

of the yeagsitwARP Digaivafss thellt 4418 1 GiaCthedhdn-tsitag: ffpe contact
(antenna 17) of the | 1 d
(anteng 1O e 1 ey g Hlagany %%%qwga&e #1318 UG gned

tac protocol profo the IC card 1. ST25:

The nep-contagt conymupisation ik of the 2hecadenvytier 2 execdes a
SELECT FILE command so as to select application A in the IC card 1

using the corft@es protdbel. frethiealc: caemdpbtieateomAld Bssifnele

reader/writer 2 verifies verification key a by a Verify
command using the contact protocol. Application>A
starts verification after confirmation of the
authenticity of the command. When two requirements:
"the verification result is authentic" and "the Verify
command is transmitted in the contact protocol" are
met, the IC card 1 stores establishment of the
condition "contact & verification key a", and the
contact communication I/F of the IC card 1 returns a
normal termination response to that of the
reader/writer 2. Then, the IC card 1 is deactivated.
ST24: The non-contact communication I/F (antenna
27) of the reader/writer 2 activates the IC card 1 via
the non-contact I/F (antenna 17) of the IC card 1, and
sets it in a communicable state using the non-contact
protocol (e.g., T = CL protocol) of the IC card 1.
ST25: The non-contact communication I/F of the
reader/writer 2 executes a SELECT FILE command so as to
select application A in the IC card 1 using the contact

protocol. In the IC card 1, application A is assigned



WO 2008/013066 PCT/JP2007/063939 13 to a current application in the
non-contact protocol. ST26: The non-contact communication I/F of the

W()e.ﬁﬁ%/{{i’%i&%r 2 verifies verification key b by a Verify commangdsiipgddienssose

10

15

20

25

non-contact protocol. Application A 5 starts verification after confirmation
of the authenticity of the command. When two requirements: "the
verification result is authentic" and "the Verify command is transmitted in
the non-contact protocol" are met, the IC éard 1 stores establishment of
the 10 condition "non-contact & verification key b", and the non-contact

communication I/F of the IC card 1.returns a normal terminatiop r
to thattSt tRe FEEBBPGtERZ e e 1E C%Pcf 158 Heggt?\r/ha?egf SS'IE.%%;E:Q)%EOl '

The contact coprpunicatian ol ibgtib-readsrivtiterca activates thelC the
card 1 via the contact I/F of the IC card 1, and executes an Update Key

commaad disingrtheteontactprototob so as 16 fipdatel seclka kel A Rd/erity
Application A confirms whether or not both 20 the conditions "contact 8%
% ion A

verific&f?&‘i“ﬁ@fa“éﬁﬁg"n%@c&ﬁQEFg VERRCOR RS B are é&tRblish
after copfirmation.of; the aythenticityof the. sammand. ; B:bodx there

conditions are established, secret key A is updated to new secret key A’
derived froma datacincludet] 25 themreseived cénemandcantktheicmmantt s :
communication I/F of the IC card 1 returns a normal termination ,
response® tharefeeaaBr/ffifet's; 1S authentic” and "the Verify

command is transmitted in the non-contact protocol" are
met, the IC card 1 stores establishment of the
condition "non-contact & verification key b", and the
non-contact communication I/F of the IC card 1 returns
a normal termination response to that of the
reader/writer 2. Then, the IC card 1 is deactivated.

ST27: The contact communication I/F of the
reader/writer 2 activates the IC card 1 via the contact
I/F of the IC card 1, and executes an Update Key
command using the contact protocol so as to update
secret key A.

ST28: Application A confirms whether or not both
the conditions "contact & verification key a" and
"non-contact & verification key b" are established
after confirmation of the authenticity of the command.
If both the conditions are established, secret key A is
updated to new secret key A' derived from data included
in the received command, and the contact communication
I/F of the IC card 1 returns a normal termination

response to that of the reader/writer 2.
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WO 2005/013066 PCT/JP2007/063939 14 After that, the secret key is
updated to A' and can be used. Note that the second example of the

@fﬁmm@ned, communication processing can be practicecpbyty 88672063939
modifying it as follows. (1) The order of the contact communications in

ST21, ST22, and ST23 and the non-contact communications in ST24,
ST25, and ST26 may be replaced. That is, after execution of the
non-contact communications in 10 ST24, é‘fZS, and ST26, the contact
communications in ST21, ST22, and ST23 may be executed. (2) The

contact commyication it ST27 nay be implemented,oy a:nan-eentaet and

_communication. & Atfter the normal termination response is 15 returned
in ST2G:the pregass may advance to the update processing in ST27
without deactivating the IC card 1. A case corresponding toa

cqmmunicati?iﬁ‘é@ro?ww bé%s%ﬁﬁ@@%eﬁiwmﬁere@e CIRERE FqEtoned
01 aflowchart shawipo e s exaele o 420 commoictign e

Atact communication 1/E (UART 26)of the reader/ivriter 2

activaﬁgdtpgylg@argtl wa the 1qaridact I/F (UART 16) of the IC card 1,
thus setting a communicable state using the contact protocol (e.g., 25T
= 1 protocol).(3T32TTike esAEt embMMIEAISAIAL of VBT GRT 211

executes a SELECT FIL . .
ST21, STZ22, an nggga@%gogﬁéonon~contact communications

in ST24, ST25, and ST26 may be replaced. That is,
after execution of the non-contact communications in
sT24, ST25, and ST26, the contact communications in
ST21, ST22, and ST23 may be executed.

(2) The contact communication in ST27 may be
implemented by a non-contact communication.

(3) After the normal termination response is
returned in ST26, the process may advance to the update
proceséing in ST27 without deactivating the IC card 1.

A case corresponding to a communication error will
be described below with reference to FIG. 6. FIG. 6 is
a flowchart showing the first example of a
communication error.

ST31: The contact communication I/F (UART 26) of
the reader/writer 2 activates the IC card 1 vié the
contact I/F (UART 16) of the IC card 1, thus setting a
communicable state using the contact protocol (e.g.,

T = 1 protocol).
ST32: The contact communication I/F of the

reader/writer 2 executes a SELECT FILE command so as to



WO 2008_/013066 PCT/JP2007/063939 15 select application A in the IC
card 1 using the contact protocol. In the IC card 1, application A is

w@assignedsto a current application in the contact protocol. STFETIHR007/063939
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contact communication I/F of the 5 reader/writer 2 verifies verification key
a by a Verify command using the contact protocol. Application A starts
verification after confirmation of the authe‘L icity of the command. When
two requirements: "the verification result is‘authentic" and "the Verify 10
command is transmitted in the contact protocol” are met, the IC card 1

stores, estaplishpent of thecondition teantaet & yeeficatiesikey ahandontact

the contact communication I/F of the IC card 1 returns a normal
terminativniesponse to thiat of thecks dedderAmitéi 2a5181: Fhe gonmetgned
communication I/F of the reader/writer 2 executes an Ugdate K%ﬁ 1

COL.

comnighcPusing rﬁ%%oﬁ% brétbeBsd Bs 18 Gpaaie éecret ks
Application A ganfirmswhether or pot paflyhe 29, canditions:’ contagh &

verification key a" and "non-contact & verification key b" are established

after garfig@alionr of the authentigityeef thercommandotn ey casky a Verify
however, application A cannot confirm establishment of both the
conditiomenatit s HirtetISyeiatioh JeRficion kéPh bias ton A

non-contact protocol.does not termjnate normall icati
determiirfés that” ﬁl%lcfoln%?tsfolnw%nreargil:rgé t Up %{é&a@}?f&g ¥ Ene

authenticity of the command. When two requirements:
"the verification result is authentic" and "the Verify
command is transmitted in the contact protocol" are
met, the IC card 1 stores establishment of the
condition "contact & verification key a", and the
contact communication I/F of the IC card 1 returns a
normal términation response to that of the
reader/writer 2.

ST34: The contact communication I/F of the
reader/writer 2 executes an Update Key command using
the contact protocol so as to update secret key A.
Application A confirms whether or not both the
conditions "contact & verification key a" and
"non-contact & verification key b" are established
after confirmation of the authenticity of the command.
In this case, however, application A cannot confirm
establishment of both the conditions. That is, since
verification of verification key b by the non-contact
protocol does not terminate normally, application A

determines that the conditions required to update



WO 2008/013066 PCT'/JP2007/063939 16 secret key A are not
established, and the contact communication I/F of the IC card 1 returns

w@ERaheaonal termination response to that of the reader/writep@T R0 63939
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updating secret key A. 5 Furthermore, another case corresponding to a
communication error will be described below with reference to FIG. 7.
FIG. 7 is a flowchart showing the second example of a communication
error. The CPU 11 of the IC card 1 checks ft the 10 processes are
executed based on the prescribed processing order stored in the ROM 12

or theike, gpd dejemines a0 errac g praksssesare pakexesuled.
bas_e_\cfo_n he pres%rl ed processing order. For example, assume that
verificagion of vedficasionkay > Bsitige] 3 thesaortcontaet proteca raftgphieatma 1
of verification key a using the contact protocol is determined as the

preschibad bredessingteraBRgRdethid Breseriptidi & BBAMTUNICATST 2

error will be explained, ST4l: The nta cgmmunication I/F (UART 26) of
20 thé’ ?’écg)a%%vrﬁgrgf SEfvares ?ﬁé% C c% d 1 Vvia the contact I/F (UART

16) of the IC sard f cthtis s€lting 8+ Bemminieahle siate pisingithe contact
protocol (e.g., T = 1 protocol). ST42: The contact communication I/F of the
25 readenwiitera ekeoutesoSELECT Pe Hesnmidiris®ad oy seiéd

application A in the IC card 1 usin tact ) .
aggmﬁﬁéﬁygg%%skﬁeEIG.l%. QQT%?OQafsp5“9?8h§%§¥%K%ﬁ%ﬁh%g the

second example of a communication error.

The CPU 11 of the IC card 1 checks if the
processes are executed based on the prescribed
processing order stored in the ROM 12 or the like, and
determines an error if the processes are not executed
based on the prescribed processing order. For example,
assume that verification of verification key b using
the non-contact protocol after that of verification key
a using the contact protocol is determined as the
prescribed processing order. Under this prescription,
a communication error will be explained.

ST41: The contact communication I/F (UART 26) of
the reader/writer 2 activates the IC card 1 via the
contact I/F (UART 16) of the IC card 1, thus setting a
communicable state using the contact protocol (e.g.,

T = 1 protocol).

ST42: The contact communication I/F of the
reader/writer 2 executes a SELECT FILE command so as to
select application A in the IC card 1 using the contact

protocol. In the IC card 1, applicétion A is assigned
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contact protocol. ST43: The contact communication I/F of the

Wbeﬁ\,q?/({ygbiggr 2 verifies verification key a by a Verify commangisipgdé@s3o3o
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contact protocol. In application A, 5 verification is started after the
authenticity of the command is confirmed. When two requirements: "the
verification result is authentic" and "the Verify command is transmitted in
the contact protocol" are met, the IC card Y7stores establishment of the 10
condition "contact & verification key a", and the contact communication

I/F of the IC card 1 returns a normal termination res t e
readeﬁ\ﬂ/ri?er% 577 ﬁﬁ T%%piloln?gc lc%r}n rﬁrﬁ nl%ct%ﬁoﬁ F%Qf%%e%%@ C%m ’

reader/writer 2pverifiesvesification key bdwma Vesiit command asingtbe
contact protocol. Application A starts verification after confirmation of the

authemtcityeof fhe tommand awhéheworegdifdmehto ke Vedidation Verify

result is authentic" and "t@a%/eri%égo commagd(i:sotlrans itteéj inltkll% ion A
non-cGRBBERdSEI Fret Afet e REEaRIP 560784 establisiinBit of the ’

conditipn, "nen-cantact & vedficationkeyh'= i this casenbaweyer Since the
these two requirements are not met, application A determines that the
conditimmisarod 25estalishede Based nartheweteradpaticmessut -of "the

application A, the contact communication I/F of the IC ga[,dtgi returns an
an

abnorifaf terhfridtidirespoHd id hauthentic” e Verify

command is transmitted in the contact protocol" are
met, the IC card 1 stores establishment of the
condition "contact & verification key a", and the
contact communication I/F of the IC card 1 returns a
normal termination response to that of the
reader/writer 2.

ST44: The contact communication I/F of the
reader/writer 2 verifies verification key b by a Verify
command using the contact protocol. Application A
starts verification after confirmation of the
authenticity of the command. When two requirements:
"the verification result is authentic" and "the Verify
command is transmitted in the non-contact protocol" are
met, the IC card 1 stores establishment of the
condition "non-contact & verification key b". In this
case, however, since these two requirements are not
met, application A determines that the condition is not
established. Based on the determination result of
appliéation A, the contact communication I/F of the IC

card 1 returns an abnormal termination response to that



WO 2008/013066 PCT/JP2007/063939 18 of the reader/writer 2. ST45:
The contact communication I/F of the reader/writer 2 executes an Update

ngyq%li%g@nd using the contact protocol so as to update segekeYot /3939
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Application A confirms whether or not both the conditions "contact &
verification key a" and "non-contact & verification key b" are established
after confirmation of the authenticity of the command. In this case,
however, application A cannot confirm 10 é$tablishment of both the
conditions. That is, since verification of verification key b by the
non-contact protocol does n(%t terrainate normally, application A
detemﬁﬁeglﬁgatr[ﬁ@%%ﬁ tions T&qdired to update secret key A are not

established, afdi the capact-Lp cammuusation léa f die K eaisiel tefurns
an abnormal termination response to that of the reader/writer 2 without

updating séeretuey e N GtechattiveesforamEmtibrict sepnacaedmsle bf &1
communication error may erase _establishment of the 20 condition "contact

& veriffidfioR KEy AT TSBIROrAT Dadd Th RS rRIRSAS réSit in-
ST44 indicating, thal the candition is pefesiablished, JhisgrpRodiment

will be marized below. (1) When the IC card is activated by one of the

25 contaeicand bar-coatact #Es andvauthénticatioors kexecatedthe IC

card holds the contents of the authentication in the nonvolatile memory.

After th@pn-contact & verification key b" are established
after confirmation of the authenticity of the command.
In this case, however, application A cannot confirm
establishment of both the conditions. That is, since
verification of Verification~key b by the non-contact
protocol does not termiﬁéte normally, application A
determines that the conditions required to update
secret key A are not established, and the contact
communication I/F of the IC card 1 returns an abnormal
termination response to that of the reader/writer 2
without updating secret key A.

Note that the aforementioned second example of a
communication error may erase establishment of the
condition "contact & verification key a" stored in ST43
based on the determination result in ST44 indicating
that the condition is not established.

This embodiment will be summarized below.

(1) When the IC card is activated by one of the
contact and non-contact I/Fs and authentication is

executed, the IC card holds the contents of the

authentication in the nonvolatile memory. After the IC
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deactivated, when it is activated by the other I/F and authentication is

wE%86s1i8sh6he IC card determines that the security conditionsparer2007/063939
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established when the authentication processes by the 5 two I/Fs have
succeeded, and permits access from the I/F in connection. (2) The IC
card makes communications while switching the contact and non-contact
I/Fs. The IC card determines that the sec& ty conditions are 10
established when the authentication processes by the two I/Fs have

Succeééiyalyisycesﬁg%%mdl ermits. 2cegsses framdhe two 1Fsa )i vated

When a procedure other than the prescribed authentication procedure
((1) onsR) ebeveyisehs axacuted the iGagard immediately detexrnibed thathe IC
the security conditions are not established as well as the  intermediate

autheﬁﬁééiio‘?@r‘é%ﬁtié}ﬁfdéﬁ% abRBsS e dpecHiially, thids are
embodimentJs as follows. ' The IC carg determinestheauthenticity of 20 ne

processing based on both the result of authentication (verification) itself

and thefype of proigeel Gfec costvand dhat prempisexecttions Thabis, the
the IC card udetermines, as independent authentication (verification)
results; ARe resyipanhehtiedted 25 (verified) by a specific command of the

e B e AR £ (B e
switching the contact and non-contact I/Fs. The IC
card determines that the security conditions are
established when the authentication processes by the
two I/Fs have successively succeeded, and permits
accesses from the two I/Fs.

(3) When a procedure other than the prescribed
authentication procedure ((1) or (2) above) is
executed, the IC card immediately determines that the
security conditions are not established as well as the
intermediate authentication result, and denies access.

More specifically, this embodiment is as follows.

The IC card determines the authenticity of
processing based on both the result. of authentication
(verification) itself and the type of protocol of a
command that prompts execution. That is, the IC card
determines, as independent authentication
(verification) results, the result authenticated
(verified) by a specific command of the non-contact
protocol via the non-contact communication I/F and the

result authenticated (verified) by a specific command



WO 2008/013066 PCT/JP2007/063939 20 of the contact protocol via the
contact communication I/F, and then permits the following operations

meg,OMthe commands normally terminate: 1) to update secuyitly266a1663939
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of the overall card 5 and to access specific data in the card; 2) to update
security status in a DF and to access specific data under the DF; 3) to
update security status in the DF and to execute a specific command
under the DF; 10 4) to update security stafdb in an application, and to
access specific data under the application; and 5) to update security,

status in the application_and to execute.a s ifi%gg@gﬁndcgg‘ggt@g tion
applicﬁgoﬁgiS%éﬁtlﬁé:ntal%ﬁ?/gﬁ%%%svalr%d rgn% ifications will readilr;/ ocatlzuifL

to thoge skillgd dn thesartsEheretarer e fvendon i its peoader @speetsen
is not limited to the specific details and representative embodiments
showibahtl deserilsedhersiis Accordihgly, VarBds 20emodifications may

be made withqut departing from the spirit or scaope_ of the gene
S A e ok A8 e a1y card

inventive con]c)ept 5 e app aims and their

equivalgpts, MGSHe-Bs 24 fAMS  LiAn infarmation-steggge medium
comprising: a first communication unit configured to communicate

2) to update security status in a DF and to
access specific data under the DF;

3) to update security status in the DF and to
execute a specific command under the DF;

4) to update security status in an application,
and to access specific déta under the application; and

5) to update security status in the application
and to execute a specific command under the
application.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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5 with an information storage medium processing apparatus in a contact
state; a second communication unit configured to communicate with the
information storage medium processing apparatus in a non-contact state;
10 a storage unit configured to store information; and an execution unit  MCSLLP
configured to execute predetermined processing based on the
information stored in the storage unit using information processing results
of both the first communication unit @ngtkie second communication unit,
15 wherein the execution unit is activated by a communication with the
first communication unit to execute first authentication processing for the
predetérmined rprocessing tising the dirstaconmmdiicatiaoupit bying:

performing verification hased an.a first key, SIOIgS 8ISLA0 o communicate
authenfication processing result in the storage unit, and is deactlvateg\,

and theeexetufioruait isactivated by aneshmunication svithnthe sepomd tus in
gorgg}lugg%agio eg@tetg execute second authentication processing for the
predetermined processing using the second communication unit by 25
perfornaing venfichtionbased enta sacotikeycand 5wresa Secopgmmunicate

aythentication procgssing fesultinthe %ﬁ@é@%ngr@@gég%ge%t%g%s in

executes the predetermined processing under a condition that the
authehti€aior prfocessirfyresult stored in the storage unit indicates 30

contactcramppication andsuceessfubauthenticalion bynthermerficationand
based on the first key, and the second authentication processing result
SKH€de%h@%ﬁﬁﬁ§é%%h%ﬂﬂé.%ﬁﬂﬁigured to execute predetermined

processing based on the information stored in the storage
unit using information processing results of both the first
communication unit and the second communication unit,
wherein the execution unit is activated by a
communication with the first communication unit to execute
first authentication processing for the predetermined
processing using the first communication unit by performing
verification based on a first key, stores a first
authentication processing result in the storage unit, and
is deactivated, and the execution unit is activated by a
communication with the second communication unit to execute
second authentication processing for the predetermined
processing using the second communication unit by
performing verification based on a second key, and stores a
second authentication processing result in the storage unit,
and  the execution unit executes the predetermined
processing under a condition that the first authentication
processing result stored in the storage wunit indicates
contact communication and successful authentication by the
verification based on the first key, and the second

authentication processing result stored in the storage unit
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22 indicates non-contact communication and successful authentication by
the verification based on the second key. 2. A medium according to claim
1, wherein the 5 execution unit determines as an error authentication MCSLLP
processing by the first communication unit and the second
communication unit that does not correspond to a prescribed
authentication processing order of the first communication unit and the

secondhemmMuNigatior ynitaand doesohetperat: 10execution of theiccessful
predetermined processing. 3. A medium aqcording to claim 2, wherein

FPERSAE 1GRCURSN Tkt StSrel $he first AbtiBhticatioir pritesiing et <ev-

or the second authentication processing result in 15 the storage unit via

the communication V\g'th one of tge Hrlsrt1 comcng)unigﬁtéoin unil’land \tﬂqleer in the
secondchomn%nié%fﬁ ﬁ%it, Hhdthe sa?ne communlce{ffion unit execu?es
acepumunrinatiom againgthecexeicution uai deketes therfirst authenticationation

%ggggg é%f%%fry%%s%%%gk?%g§%%ggygg95§¥S§§9tzgﬁﬁ§u%he second
tored in the Storage unit. 4. An information storage medium comprising: a
firshoommunicationumit-carfiyure tsscommuniate swith dn ifoematiers cribed

%tl(;?{%%enrglf dlaucni gﬁog{%??@gsasgﬂ%a%%&% r’_ZSOafCCH‘HgCtﬁilqtg%a égﬁﬁp&licat ion
communlca%on unit con igure to'communicate with the information
stofdgeamadium precessihgrapparatusih lahoRcohtact 3tatd o8 Storage Permit

unit configyred to store information; and3Q.ap exeeytipn, unit configured to

execute predetermined” processing based on the information stored in the
storage

3. A medium according to claim 2, wherein when the
execution unit stores the first authentication processing
result or the second authentication processing result in
the storage unit wvia the communication with one of the
first communication unit and the second communication unit,
and the same communication unit executes a communication
again, the execution unit deletes the first authentication
processing result or the second authentication processing

result stored in the storage unit.

4. An information storage medium comprising:

a first communication unit configured to communicate
with an information storage medium processing apparatus in
a contact state;

a second communication unit configured to communicate
with the information storage medium processing apparatus in
a non-contact state;

a storage unit configured to store information; and

an execution unit configured to execute predetermined

processing based on the information stored in the storage
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MCSLLP 23 unit using information processing results of both the first
communication unit and the second communication unit, wherein the
execution unit is activated by a communication with at least one of the first CSLLP
communication 5 unit and the second communication unit, executes first
authentication processing for the predetermined processing using the first
communication unit by performing verification based on a first key, stores

afirst ahepticationprecessing restltdp the stasage ubitok0 Bxecutese first
second authentication processing for the predetermined processing using
fREEEEBhE Lo RuURR Afior hit By pEFSiiiHg Velfcation asdd sH'a
secondwkeyy cstares arsecorgdqauthenteationpracessing resultivtheed by a

storage unit, and exec%es the Eredetermined Qroc}?ssi% 15 undera . ,
go .n1ﬁ$¥ﬁ?n.w% at,. ?ast one o the rsa.c mmunication
ondition that the first authentication processing result'stored in the

stotage anit indicatessearntact coommunitatian. and suctessfubxecutes first

aalﬂ{EEg%%%%ggt%yoweg%%rgggg?%%)a%%drOr%ﬁée g%%iéeé/tgpdfg ée ?:%dcessing
authentication processing result stored in the storage unit 20 indicates
meri-ogntact btemmurication andsboeessitli anthentivation bpthe performing

yerification pased op the second key. 5¢A mediumaccording,to.glaiml, ¢;,o¢
wherein the storage unit stores a secret key, and 25 the execution unit

a@pddtes tHecsdcrenkePirOesponse to BRstipdate requeshof thetsetretkeyinit,
under,a condition, thatfhe firsanthenticafiop,processingresyltindicales e
contact communication and successful authentication by the

predetermined processing using the second communication
unit by performing verification based on a second key,
stores a second authentication processing result in the
storage unit, and executes the predetermined processing
under a condition that the first authentication processing
result stored in the storage unit indicates contact
communication and successful authentication by the
verification Dbased on the first key, and the second
authentication processing result stored in the storage unit

indicates non-contact communication and successful

authentication by the verification based on the second key.

5. A medium according to claim 1, wherein the
storage unit stores a secret key, and

the execution unit updates the secret key in response
to an update request of the secret key under a condition
that the first authentication processing result indicates
contact communication and successful authentication by the
verification Dbased on the first key, and the second
authentication ©processing result 1indicates non-contact
communication and successful authentication by the

verification based on the second key.
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verification based on the first key, and the second 30 authentication
processing result indicates non-contact communication and successful
authentication by the verification based on the second key. MCsL (. p
24 6. An information storage medium processing apparatus comprising: a
first communication unit configured to communicate with an information
storage medium in a contact state; 5 a second communication unit
configuged to gammunicata-nwith the infosmatiar;storagesmedivm incrocessing
non-contact state; and a request unit configured to request the

MRYATALIONS storAge gt to execute predetermined processing via 10
informatioti precessingryrbioth the firsheammanicatiom vaid and themmunicate
seqand communication ynit.wherein the request ynit actiyates e, .
information” s orage medium y a dommunication with the first ’
commumicationuit tomxecute firstcautenticatiom 15 processing fortheunicate
Pregetamind prosessing sing fne st CoMmUNEALOHUAL By Lace seate;

performing verification based on a first key, activates the information
storfage medium by a communication with the second communication unit

to execyte, second aythenticatign processing for the predetermined .20 1« 5 on

processing using the second communication unit by~ performing | |
vwrfication HeRedWwh a SecoRd REYLand PEGIHSSES TtHé predeteffpRES 1ng  via

RIOEESRING4 LD ARRRLUS CeRrding o dlaim & whereinfigunication unit
and the second communication unit,

wherein the request unit activates the information
storage medium by a communication with  the first
communication unit to execute first authentication
processing for the predetermined processing using the first
communication unit by performing verification based on a
first key, activates the information storage medium by a
communication with the second communication unit to execute
second authentication processing for the predetermined
processing using the second communication unit by
performing verification based on a second key, and requests

the predetermined processing.

7. An apparatus according to claim 6, wherein the
request unit executes the first authentication processing
and the second authentication processing based on a
prescribed authentication processing order of the first

communication unit and the second communication unit.

8. An information storage medium processing

apparatus comprising:

MCsLLp



25 request unit executes the first authentication processing and the
second authentication processing based on a prescribed authentication
processing order of the first communication unit and the second
communication unit. 30 8. An information storage medium processing
apparatus comprising: MCSLLP 25 a firgst communication unit configured
to communicate with an information storage medium in a contact state; a
second.communicationdiit configimedtoicommantieaterwdth the communicate
information storage medium in a non-contgct state; 5 and a request unit

oy tad 10 FEURRF tHInforiadidh Sforade mediin 6 8k8¢iteState’
predetermiredprocessing Vi information processingy by dothcthe disgtmunicate
communication unit and the second communication unit, 10 wherein the .
f‘@qﬁ%s rhﬁit ac ﬁj?alerng ?hleoirﬁf()Sr?noa]ﬂ%%esfr(l)eﬁ'%iygléJ medium bffloan”conjgac state;
eormmunication with at least one of the first communication unit and the

second communication unit, exe Eﬂé%? fé!z?t %}%he%%ﬁ%%%p@ﬁ%?%gg@fmation
the predeferﬁnne processing using the first communication unit 15 by
pedormgiag vesification based vacufirst keycekeeatesigecdongprocessing  via
Jutbenication processing fordhg predaterained ecessIRMSINGMeion unit
second communication unit by performing verification based on a second

key anldleregaests dtheqradateraiiiet proeéssing.

wherein the request unit activates the information

MCSLLP

storage medium by a communication with at least one of the
first communication unit and the second communication unit,
executes first authentication processing for the
predetermined processing using the first communication unit
by performing verification based on a first key, executes
second authentication processing for the predetermined
processing using the second communication unit by
performing verification based on a second key, and requests

the predetermined processing.



