10

R

20
EARV)

D
(@31

(@8]
<

WO 2014/093534 PCT/US2013/074470

DATA SHARING SYSTEM FOR AIRCRAFT TRAINING

BACKGROUND INFORMATION

The present disclosure relates generally to vehicles and, m particular, to a method
and apparatus for providing training for a vehicle. Still more particularly, the present disclosure
relates to a method and apparatus for sharing data generated by the vehicle and other vehicks in

& trainmg 5058101

Tratuing exercises are o flen perforroed using vehicles. For example, tratning
cxercises in the form of military training exercises may be performed wsing aircraft, ground
vehicles, ships, and other suttable platforms. These training excrcises may be used to teach
operators how to operate the vehiclkes, coordinate operation ofthe vehicles with other operators,
practice strategies and tactics, and for other suitable trating purposes.

For example, the operators ofthe vehicles may train to improve skills and
reactions to adversarial events. These events may include, for example, without limitation,
encouniering enemy atrcrafl, encountering encray ground vehicles, encountering enemy ships,
reacting to a presence of surface-to-alr missile sites, engaging time sensitive targets, performing
reconnaissance of targets and locations, and other suitable events.

A portion of training may be performed using training devices on the ground.
These training devices often take the formof simulators. A simulator 18 a system that copies or
simulates the experience of operating a vehicle. A simulator is meant to make the experience as
real as possible. Simulators mayrange from controls and a display in a room to a full-size
replica ofa portion of the vehick mounted on actuators that are configured to move the cockpit
i response to actions taken by an operator. These types of simulators provide a capability to
tcach operators of the vehicle to operate various vehicle systems and to react to different events.

Addttionally, training 8 also performed through training excrciscs using lve
vehicles. These types of training exercises expose operators to the actual conditions encountered
when operating a vehicle such as a fighter aireraft or a tank.

With nulitary aircraft, this type oftraining is typically perforroed on various arcas

orranges. This type of traiving may involve using multiple bive vehicks to perform training for
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encountering enemy atrerafl. Further, various ground platforms also may be used. These ground
platforms may inchude, for example, without limitation, tanks, surface-to-air nussile systems, and
other suitable ground units. These types of training exercises provide a pilot with the additional
experience needed to operate a vehicle n different conditions.

With the use ofequipment such as training devices and live vehicles, data may be
exchanged between training devices, live vehicles, or a combination thereof during a training
excrcise. Plata may also be exchanged over wreless communications links. Howcever, the types
of equipment used may be restricted because of the security level in data that may be transmitted
between the equiproent. Thus, differences msecurity levels between equipment may restrict
what equiproent may be used 1 a particular traiming exereise.

For cxample, when performing traiming exercises between two different countries,
the security level of the data that may be transmifted roay limit what equiprocut roay be used. As
a result, the traming oxercise may not be as robust or may mot provide as realistic of a scenario
because of the limitations of what equipment may be used in the training exercise.

Therefore, it would be desirable to have a method and apparatus that takes into

account at least some of the 1ssues discussed above, as well as other possible issues.

SUMMARY

Inone dlustrative embodiment, an apparatus conprises a vehicle and a training
processor. The training processor is configured 1o be connected to the vehiclk., The training
processor is further configured to distribute data generated by the vehicle at a plurality of
permiission levels, dentify a first permission level f©or first data in the data, identify a sccond
permission level for an intended recipient of the first data, modify the first data to form second
data in the data in which the second data has the second permission level, and distribute the

second data to the fntended recipient.

The apparatus wherein in being configured to identify the second permussion kevel for the
mitended recipiont of the first data, the training processor s configured to dentify the seccond

permission level for the intended recipient ofthe first data based on a content ot the first data.

The apparatus wherein the content includes data about 4 source of the first data.
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The apparatus wherein in being configured to modify the first data to form the second data in
which the second data has the second permission level, the training processor is configured o
modify the first data using a policy wdentifying a number of modifications o the first data needed

to form the second data with the second permission level

The apparatus wherein the policy 1s configured 1o be changed during a training session
X i o & ot fed e

The apparatus wherein i being configured to modify the first data to form the sccond data in
which the second data has the sccond permussion level, the fraiming processor 18 configured o
perform at least one ofremoving 4 portion of the first data and changing the portion ofthe first

data.

The apparatus further covaprising a pod configured o be connected to the vehicle, wherein the

framning processor s ocated within the pod.

The apparatus wherein the training processor is integrated as part of the vehicle.

The apparatus wherein the first data is selected from at least one of simulation data, virtual data,

live sensor data, simulation sensor data, Hve weapon data, and simulation weapon data.

The apparatus wherein the intended recipient is selected ffom one ofa training device, hardware
within a computer system, a simulation program, the training processor in the vehicle, a
compuer in the vehicle, a processor unit or other picce of hardware within the vehicle or other
platform, a model m the training processor, another awcraft, a ground vehicle, a ship, a
spacceraft, a group of vehicles, a group of plattorms, a storage device i the training processor,
the processor untt m the training processor, another trafning processor i a pod, and a server

compuer in a ground location.

The apparatus wherein the vehicle s sclected fom one ofan awcraft, a surface ship, atank, g
personpel carvier, a train, a spacecrafl, a cormmercial atrerafl, a military atreraft, a space station, a
satellite, a submarine, an unmanned ground vehicle, an unmanned acrial vehicle, a ground-based

robot, an automobile, and a grouand vehicle,
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In another ithustrative embodiment, an apparatus compriscs an aircrafl, a number of systems
assoctated with the airerafl, and a training processor. The training processor is configured to be
connected fo the arcrafl. The training processor is configured to distribuie data generated by the
atrcraft during a training session at a plurality of permission levels, identify a first permission
level for first data in the data, dentify a second permission level for an intended recipient ofthe
first data, modify the first data to form second data in the data i which the second data has the
second permission level, and distribute the sccond data to the intended recipient. The apparatus
further comprises a pod configured to be connected to the aircraft, wherein the training processor

is located within the pod.

In yet another Hustrative crobodiment, a method for roanaging data in a platiorm
is present. A first perruission level s identified for first data m the data generated by a sowrce
the platform. A second perrmssion level s dentitied for an mtended recipient of the first data.
The first data is wodified to form second data in the data m which the second data bhas the second

permission level The second data is distributed to the intended recipicut.

The method wherein the modifying step comprises identifying the second
permission level for the intended recipient of the first data using a policy. The method wherein
the modifying step comprises modifying the first data using a policy identifving a number of
modifications to the first data needed to form the second data with the second permission evel.

The method further inchudes nwodifying the policy dwring a training session.

The method wherein the distributing step comprises transnutting the second data
over a wircless comnmunications link to the intended recipient. The method wherein the
distributing step comprises sending the sccond data to the mtended recipient over a
coramunications link {o a location within the platform. The method further comprising receiving
new data at the platform to rmreceived data, dentifying the first permission level for the
reccived data; identitying the sccond permission level for a recipient in the pltform; modifying
the received data o form modified data that has the sccond permission level for the recipient;

and sending the modified data to the recipent.
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The featwres and functions can be achieved mdependently in various
embodiments of the present discloswre or may be combined in yet other embodiments in which

further details can be scen with reference to the following description and drawings.

BRIEF DESCRIFTION OF THE DRAWINGS

The novel features believed characteristic ofthe illustrative embodiments are set
forth in the appended cliims. The llustrative embodiments, however, as well as a preferred
nwde ofuse, further obiectives and featwres thereof, will best be understood by reference to the
following detatled deseription ofan dustrative crobodiment of the present disclosure when read
i comunction with the accompanying drawings, whereimn:

Figure 1 1 an illustration of a training environment m accordance with an
ilustrative crbodiment;

Figurc 2 i an llustration of a4 block disgram ot a training environment in
accordance with an iflustrative cmabodiment;

Figure 3 is an llustration of data flow for a data controller to manage data
accordance with an dlostrative embodiment;

Figure 4 15 an illustration ofa block diagram of a platform i accordance with an
iflustrative embodiment;

Figure 5 s an ilfustration of a block diagram ot a training processor in accordance
with an Hlustrative embodiment;

Figure 6 15 an illustration of a block diagram of an muplementation for a training
processor in a platfdrm in accordance with an illustrative embodiment;

Figure 7 s an ilfustration of a block diagramofone implementation for a raining
processor in accordance with an illustrative embodiment;

Figure § 1 an illustration of data flow in a training processor m accordance with
an illustrative embodiment,

Figure 9 is another illustration of data flow in a training processor in accordance
with an illustrative embodiment;

Figure 10 1 another dlustration of data flow in a training processor m accordance
with an illustrative embodment;

Figurc 11 & yet another illustration of data flow in a training processor in

accordance with an illustrative cmabodiment;
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Figure 12 18 still another illustration of data flow in a training processor in
accordance with an illustrative embodiment;

Figures 13A and 13B arc an ilfustration of data flow between processors ina
group of training processors in accordance with an ilustrative embodiment;

Figurcs 14 A and 148 are another ilfustration of data flow between processors ina
group of training processors in accordance with an illustrative embodiment;

Figurc 15 © an dlustration ofa set of rules defining actions to be pertormed in
modifying a message in accordance with an dlustrative embodiment;

Figure 16 1 an llustration ofan awcraft in accordance with an iHustrative
embodiment;

Figurc 17 © an dlustration ofa training processor in accordance with an
ifhustrative embodiment;

Figure 18 1 an fllustration ofa training processor in g pod in accordance with an
ilustrative crbodiment;

Figure 19 i an dlustration ofa flowchart ofa process for managing data ina
platform i accordance with an illustrative embodiment; and

Figure 20 is an tustration ofa flowchart ofa process for receiving data in

accordance with an illustrative embodiment.

DETATILED DESCRIPTION

The ilfustrative embodiments recognize and take into account one or more
different considerations. For example, the ilustrative embodiments recognize and take into
account that platforms such as aircraft, ground vebicles, ships, and other platforms may be
developed and manufactured to distribute data in a manner that meets a pernussion level that is
presert for the data.

The illustrative embodiments also recognize and take info account that during a
framing stmulation, a number of platforms with different evels of permission may be operating
m the same traming environroent. These phtrns roay need to communicate with cach other by
sharing data. However, it may not be deswrable to share some or all ofthe data with platforros
that have a lower level of permission than the ransmutting platform. As a result,
conumunications between platforns in a training environrment need to be processed to take mio

account these differences in pernission levels for the data.

6
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Thus, the illustrative embodiments provide a method and apparatus for managing
data n a vehicle. A first pernussion level is dentified for first data in the data generated by a
source in the vehicle. A second permission level is identified for an intended recipient of the
first data. The first data 18 modified to form second data i the data in which the second data has

5  the second permission level The second data is distributed to the intended recipiont.

With reference now to the figures, and in particular, with reference to Figure 1, an
lustration of g tratning cnvionment 1 depicted in accordance with an tlustrative crobodiment.
In this depicted example, training cnvironnent 100 ® an example ofone environment in which
an illustrative embodiraent may be implenented 0 manage the distribution of data within

10 traming enviroment 100,

As depicted, traming environment 100 includes training system 102 located in
building 104. Training system 102 may be implemented to performa traindog session between
different platforms in framming environrment 100, In this ilustrative exanple, the training session
18 a military training session.

15 As depicted, the training session may be performed using vehicles that are live
objects. A live object, in the different Ulustrative examples, s a physical object that may be
touched or handled. Forexample, when the live object is a8 vehicle such as an aircraft, the live
object is the actual awcraft and not a computer representation ofthe aircraft or a training device
for the aircrafl. These live vehicles may mteract with other vehicles that may be live vehicles,

20 wvirtual vehicles, constructive vehicles, or some combination thereof

As depicted, the training session may involve a first teamand a second team. The
first team may include first group ofaircraft 106, second group of awcraft 108, third group of
atrcraft 110, and fourth group ofaircraft 112, As used herein, a “group of” when used with

reference to items means one or more items. For example, @ group ofaircraft may be one or

[R]
[$3]

more atrcraft in the illustrative examples.

In addition, the first tcam may also include group of virtualaircraft 114, Group of
virtual afrcratt 114 is a group of virtual objocts representing atrcraft that may be gererated
through traming devices 116 mbuilding 118 in this illustrative example. In the dlustrative

exarnples, a virtual object 18 not a live ebject. In the dlustrative examples, a virtual arcraftis a

(0%
<&

siroulation ofa live aircraft by a framing device m training devices 116, A virtual awcraft may
be represented ina location in space 1n framing cnvironment 100, o the illustrative examples,
the location is a three-dimensional location and may be described using latitude, longitude, and

aktitude. Additionally, the virtual aircrafl albo may have anorientation and move.
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Addtionally, the first team may also include constructive aireraft 120
Constructive aircraft 120 is a constructive object generated by training system 102 in this
hustrative example.

In the illustrative cxanples, a constructive object is not a live object. A

5  cormstructive object 8 a simulationofa live objoct and may have a location in space in fraining
environment 100, Additionally, the constructive object may have an orientation and also may
move i a similar fashion to g virtualobject that may be represented in space n framing
environment 100,

In this illustrative example, the second tcam mcludes fifth group ofaireraft 122,

10 Fifth group of awrcraft 122 1s also a physical group of arrerafi in the dlustrative example.
Additionally, the second team mcludes group ofships 124, The second tearn also includes group
of coustructive aweraft 126 and group of constructive ground vehicles 128,

In this dlustrative example, group of virtual awreraft 114, constructive aweraft 120,
group of constructive aircratt 126, and group ofconstructive ground vebicles 128 are not

15 physical objects in these dlustrative examples. These constructive objects are generated by
traming system 102 as simulations of live aweraft and live vehickes.

However, the other physical vehicles, meluding first group ofatrcraft 1096, second
group of aircraft 108, third group of atreraft 110, fourth group ofaircratt 112, fifth group of
atrcraft 122, and ships 124, may interact with these virtual and constructive objects.

20 in this dhustrative example, the representations of virtual objects and constructive
objects may be made available to live objects through the exchange ofdata with the live objects
and traming system 102, The live objects, constructive objects, and virtnal objects may interact
with cach other in the illustrative examples. The interaction may occwr through the exchange of

data using communications links 130 established with cach other, training system 102, and

25  taming devices 116,
In addition, live objects may mteract with other Hve objects using virtual objects
m the different lhustrative exanples. For example, first group ofaweraft 106 may gonerate and
fire virtual nussile 132 towards fifth group ofaweraft 122, Whether virtual missile 132 huts and
causes damage to any of fifth group of awcraft 122 may be managed through training systern
30 102, first group of awcraft 106, or some conbination thereof

The data in training environroent 100 may have different permission levels.
Additioually, the different aweraft, ground vehicles, and ships i training cuvironment 100 also

may bave different permission levels. In performing a training session, a2 vehick should only
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receive data for which the vehicle has permission based on a permission kvel assigned to the
vehicle.

o this thustrative exarple, the distribution of data through communications links
130 may be managed to enforce different permission levels that may be present for different

5  devices that may be implemented i the vehicles, training system 102, and training devices 116,

In this manner, training environment 100 may be implemented to allow vehicles
having different pormission evels to participate in a training session in raiing environment
100. For cxample, first group ofaircraft 106 on the first team may have a different permission
levelas compared to third group ofawceraft 110 on the fusst team. Although the groups of aweraft

10 maybe onthe same tcam, the groups of atrcrafl raay originate from different countrics.

With the mplemerntation ofa data control system in tratning environment 100 to
manage different pernmssion levels for different devices, a more robust training session may be
performed i training environmment 100, The quality of the tramning session may be increased
through the avalability of different types ofplatforms that may be used when the data

15 transferred between the different platforms are roavaged through a data control system in
accordance with an ilustrative evobodioeunt. In this tlustrative example, the data control sysiem
may be centralized or may be distributed. For example, the data control system may be located
in at least one of the vehicles, training devices 116, and training system 102 in training

environment 104,

20 As used herein, the phrase “at least one of”, when used with a list of tems, means
different combimations of one or more of the listed items may be used and only one ofeach item
in the list may be needed. For example, “at leastonc of tem A, tem B, and ttem €7 may mchide,
without imitation, item A or tem A and tem B. This example also may include ftem A, item B,
and itern C or tem B and item C.

25 Further, the data control system implenmented i training environment 100 may be
dynarnic such that the assignment of permussion evels may change during a training session. In
other words, pernussion lewels for existing platforms i the traming session may be changed.
Additionally, permission levels may be assigned to new platforras that are added o the traiming
scssion. For exarople, the dynamic management of permissions may alse allow for the addition

30  ofother vehiclks in tramning environment 100 during a training session.

Although the ltustrative example n this figure has been deseribed with respect to
a training cuvironment fu the forro of a miltary tratning session, the ilustrative examples way be

mplemented using other types of training sessions in training euvironment 100, For example,
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the training session may be a commercial training session such as one involving atrcrafl in anair
traffic control system. In yet other exaniples, the training session may be one for raining on
fighting a forest fire.

Turning now to Figure 2, an illustration ofa bilock diagram of a training
environment is depicted in accordance with an illustrative crabodiment. Inthis depicted
example, training environment 100 i Figure 1 is an example of one implementation for training
environment 200 shown in block form i Figure 2.

As depicted in this example, training environment 200 takes the formof
mitcgrated traming environment 244, In other words, the mtcraction between virtual objects 236,
consiructive objects 234, and platforrus 206 may be mtegrated during traming session 210,

In the lustrative example, training session 210 may be run by traming system
202, Traming system 202 s conhigured to generate and moavage tratning session 210, Inthis
dlustrative oxample, trammng system 202 may manage traming session 210 using both simulation
environment 212 and hive environment 214.

For example, training session 210 mway geverate constructive objects 234 to
simulate vatious types of platforros for simulation environment 212, Additionally, training
system 202 may manage virtual objects 236 generated by training devices 204 in simulation
environment 212, For example, training systen 202 may manage the interaction between virtaal
obiects 236 generated by training devices 204, constructive objects 234 gencrated by simulation
programs 218 in training system 202, and platforms 206.

o the Hlustrative example, platforms 206 are live objects in hive environment 214,
For example, platforms 206 may be awcrafl, ground vehicles, and ships as illustrated in Figure |,

In the illustrative examples, constructive objects 234 and virtual objects 236 are
obiccts that simulate live objects. Constructive objects 234 and virtual objects 236 are examples
of simulation objects in simulation environment 212 for training session 210.

In this dlustrative example, simulation programs 218 may run on coraputer
system 216 in training system 202, Computer systern 216 8 comprised ofone or more
computers. When more than one computer 18 present, those conputers may be m
conumunication with cach other over a communications mediurn such as a network,

As depicted, siulation programs 218 generate constructive data 228, imcluding
constructive objects 234, A cousiructive object is a stvulation of a live object. The constractive

object is anexample ofa simulation object.

16
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Constructive objects 234 may include at least one ofan aireraft, a ground vebicle,
a ship, a missile site, a missile, and other suitable types ofobjects. In other words, constructive
objects 234 may represent at least one of platforms and other objects that may interact with
platforns i the illustrative example.

In addition to defining constructive objects 234, constructive data 228 may
include other information. This information may be, for example, the location, orientation,
direction of movement, and other information about constructive objects 234,

As depicted, training devices 204 gencrate virtual data 230, inclunding virtual
objects 236. A virtual object is a simulation of a live object.

Addttionally, virtual data 230 also may mnclude other mformation about the
objects being straulated. For exarople, this other nformation may include the locationand
direction of movement of virtual objects 236 as well as other information about virtual objects
236.

At least one of constructive objects 234 and virtual objects 236 may interact with
plattorres 206. Constructive objects 234 and virtualobjects 236 may mclude at leastone of an
aircrafl, a ground vehicle, a ship, a mussile, or some other suitable object that mway be simulated
through simulation programs 21X and traming devices 204.

In the illustrative example, training devices 204 include one or more devices that
may be operated by a human operator. fn this illustrative example, traming devices 204 may
take the form of simulators of vehicles and other platforms. Forexanple, training devices 204
may include a flight simulator for an aireraft, a ground vehicle simulator for a ground wehicke,
and other suitable types oftraining devices.

In performing training session 210, training system 202 may facilitate the
exchange of simulation data 220 and simulation data 222. For exanple, simulation data 220 may
be exchanged between training devices 204 and traming system 202 over communications Hiks
224, Siraulation data 222 may be exchanged between tratning system 202 and platforros 206
over conunumcations hinks 226, Addutionally, training sysicrn 202 may send siroulation dats 220
received from trafning devices 204 to platfrms 206, 1na simlar fashion, simulation data 222
recetved from platforms 206 may be sent by training system 202 o fraining devices 204 during
training scssion 210,

In the illustrative example, human operators 254 may perform training session

210 using platforms 206, Trawmning session 210 may also inchude at least one of consiractive
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objects 234 and virtual objects 236 that may interact with platforms 206 using training system
202.

o this dlustrative exarple, simulation data 220 may include at least one of virtual
data 230 and constructive data 228. Simulation data 222 nuy include at kast one of virtual data
230 and constructive data 228. For example, simulation data 220 and simmlation data 222 may
include, ©or exanple, simulation objects such as constructive objects 234 and virtual objects 236,
data Wentifying & boeation ofa stmulation object, a heading of a stmulation object, an
dentification of a simulation object, and other suitable data.

In this dlustrative example, constructive objects 234 and virtual objects 236 may
be presented to human operators 254 m platforms 206, This presentation may be such that
constructive objects 234 and virtual objects 236 appear to be hive objects within training
envitonment 200,

The mteraction of platforras 206 with constructive objects 234 and virtual objects
236 may occour through the exchange of stimulation data 222 with training system 202, Inthis
lustrative example, simulation data 222 received by platforms 206 includes data used to display
at least one of constructive objects 234 and virtual objects 236 to human operators 254, Thus, 2
human operator in human operators 254 operating a platform in platforms 206 may see and
interact with constructive objects 234, virtual objects 236, and other platforms in platforms 206,

In this iltustrative example, simulation data 220 has plurality of permission levels
246 and simulation data 222 has plurality of permission levels 248, Inother words, different
portions of simulation data 220 and simulation data 222 may have different permission levels.
These pernussion levels may define which devices in training devices 204 and platforms in
platformms 206 may use simulation data 220 and sinwlation data 222, In this illustrative example,
training devices 204 have phurality of pernussion levels 250, Ina similar fashion, platforms 206
have plurality of permission levels 252.

In the fllustrative example, data control system 240 controls the distributionof
data such as simulation data 220 and stoulation data 222, This control s based onplurality of
permission levels 246 for sinwlation data 220 and phwality of pormission levels 248 for
simulation data 222 as corpared to plurality of permission levelk 250 for traming devices 204
and plurality of permission levels 252 for platforms 206.

Further, different portions of simulation data 220 may have different permission

levels within phurahty of permission levels 246, Ina simtlar fashion, different portions of

1z
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simulation data 222 also may have different permission levels within plurality ofpermission
levels 248.

o the Hustrative example, data control system 248 is configured o control the

distribution of simulation data 220 and sinmlation data 222 based on plurality of permission
5  levels 246 for simulation data 220 and plurality ofpermission levels 248 for simulation data 222,

In this manner, the distribution of simulation data 220 and sinmlation data 222 may be such that
only traming devices within training devices 204 with the appropriate permission levels
plurality of pernussion levels 250 recetve appropriate portions of simulation data 220 and only
platforms 206 with appropriate permission levels m plurahty of permission levels 252 receive

10 portions of simulation data 222, This manageroent of data may also apply to components within
plattorros 206, traming devices 204, and training systern 202.

In thus dlustrative exarople, data controlsystem 240 way be moplemented using
hardware, software, firmware, or a combination of the three. When software s used, the
operations performed by data control system 240 way be mmplemented i program code

15 configured o run ona processor unit. When bardware is eroployed, the hardware way imclade
circuits that operate to perform the operations in data control systera 240, When fitroware is
used, the operations performed by data control system 240 may be implemented in program code
and data and stored in persistent memory 10 UL O 8 Processor unit,

In the illustrative different examples, the hardware may take the form ofa circuit

20 system, an integrated ciwcul, an application specific integrated circuit {ASIC), a programmable
logic device, or some other suitable type of hardware configured to perform a number of
operations.

With a programmable logic device, the device s configured to perform the

number ofoperations. The device may be reconfigured at a later time or pay be permanently

RS
(@31

configured to perform the number ofoperations. Examples of programmable logic devices
melude, for example, a programmable logic array, prograrnmable array logic, a ficld
programmable logic array, 4 ficld programmable gate array, and other suitable hardware devices.
Additionally, the processes may be implemented 1o organic components integrated with

morganic components and/or may be coraprised eutwely oforganic components excluding

[V
<&

huroan bemg For exarmple, the processes may be implemented as circuits in organic
semconductors.
Inditferent Hustrative exaroples, data countrol system 240 may be distributed 1o

the different components m fraining environment 200, For exarple, number of data controllers

13
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242 may be located in at least one of training system 202, training devices 204, and platforms
206.

The llustration of training environment 200 in Figure 2 is not meant to imply
physical or architectiral limitations to the manner 1n which an illustrative embodiment may be
implemented. Other components n addition to or in place of the ones ilfustrated may be wed.
Some compornents may be unnccessary, Also, the blocks are presented to illustrate some
functional cornponents. One or more of these blocks may be combined, divided, or cormbined
and divided into different blocks when implemented in an illustrative embodiment.

For example, a constructive object and a virtual object may represent objects
other than live objects. In the flustrative exaraple, a constructive object and a virtual object may
represent an object that roay have a design but has not yet been produced. In avother illustrative
example, fraining systero 202 may be located n various bcations. For example, training system
202 may be located m a bullding on the ground, m anaircraft, ona ship, or insome other
suitable location.

In this dlustrative exarople, platforms 206 may fake varions oroms in addition to
or other than the aircraft, ships, and ground velicles shown in Figure 1. For exanple, platforms
206 may take the form ofa mobile platform, a stationary platform, a land-based structure, an
aquatic-based structwre, a space-based structure, and other suitable types of structures. For
example, a platform in platforms 206 may be a vehicle, a surface ship, a tank, a personnel carrier,
a frain, a spacecraf, a commercial aircrafl, a military awrcrafl, a space station, a satellite, a
submarine, an unmanned ground vehicle, an unmanned acrial vehicle, a ground-based robot, an
automobile, a ground vehicle, and other suitable types of nwobile platforms. Platforms 206 may
also be stationary structiwes such as an air traffic control station, a missile battery, an anti-arcraft
battery, and other suitable types of platforms.

As another example, a platform in platforms 206 may participate in training
session 210 m a nunber of different ways. For example, when the platform i an awreraft, the
atrcraft may participatc m tratning session 210 while the aircraft 15 m the awr durmg flight oron
ground.

In some llustrative examples, a single symulation program may be used n
training system 202 rather than sioulation prograns 218, In vet other examples, training devices
204 may be omitied from tratning covironment 200 or may vot be used during traimjog session

210,
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Addtionally, in some illustrative examples, multiple permission levels within
plurality of permission levels 250 may be traversed using data control system 240. {nother
words, multiple permission kevels withim plorality permission levels 250 may be traversed using
processes of the illustrative enbodiments that may be implemented in one or more of number of
data controHers 242 within data control system 240, The processes for managing data exchanged
between different components in training environment 200 may be performed for cach
permission level within plurality permission levels 250,

Turning now to Figure 3, an illustration ofdata tlow for a data controller to
manage data 15 depicted in accordance with an illustrative embodiment. In this dlustrative
example, data controller 300 is an example of a data controller 1n number of data controllers 242
m Figure 2.

In thus dlustrative exarople, data controller 300 s configured to be convected to or
otherwise associted with a platform. When one coraponent 18 “associated” with another
coraponent, the association 1s a physical association n the depicted exaraples. Forexample, a
first compouent may be considered to be associated with a second component by beng secured
to the second component, bonded to the second coraponent, wounted to the second component,
welded to the second component, fastened to the second compornent, and/or connected to the
second component in some other suitable manner. The first component also may be connected to
the second component using a third component. The first component may alse be considered to
be associated with the second component by being frmed as part of and/or an extension of the
second component.

Data controlier 300 is configured to distribute data 302 generated by a conponent
such as a platform in platforms 206, a simulation program in simulation programs 218, a training
device in training devices 204, or some other suitable component.

In this ilustrative example, data controller 300 1s configured to control the
distribution of data 302 based on plurality ofpermission levels 304, Plurality of permission
levels 304 may take various forms. For exanple, plurality ot pernussion fevels 304 may be
mplemented using sccurity classification levels such as top secret, sceret, confidential,
restricted, and unclassified.

Of course, plurality of pernussion levels 304 may be imoplemented using other
types ofaccess or security levels. For exarple, plorality of permussion levels 304 may be

defined similar to levels of permmssion associated with access control for access to resources in
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systems such as those used in computer systems, telecommunication systers, and other similar
systems.

In other dlustrative exanples, plurality of permission levels 304 may be defined
based on assigning numbers to different security levels, For example, plurality of permission

5  levels 304 may have cight levels numbered from one to cight. With this exanple, level one may

be the highest or most restricted level while level eight is the lowest or least restricted level

As depicted, data controller 300 1s configured to wdentify first pernussion level
306 inplorality of permission levels 304 for first data 308, Additionally, data controller 300 &
also configured to dentify sccond permission level 310 m pluralhity of perruission levels 304 for

10 iotended recipient 312 of first data 308,
In this dlustrative exarople, mtonded recipicnt 312 may take a nurber ot differert

forms. The forms roay depend on the granularity at which control to the access of data 302 s

As depicted, mtended recpient 312 may be any compornent within training

15 environment 200 that may be totended to receive first data 308, For example, intended recipiont
312 roay be a plattorm in platforms 206, a training device n training devices 204, hardware
within computer system 216, a simulation program in simulation programs 218, a training
processor in a vehicle, a computer ina vehicle, a processor unit or other piece of hardware within
a vehicle or other platform, a model in a training processor, another aircrafl, a ground vehicle, a

20 ship, a spacecraft, a group of vehicles, a group of platforms, a model in the training processor, a
storage device in the training processor, a processor unit in the training processer, another
fraining processor in a pod, and a server computer in a ground location, or other suitable intended
recipients.

In this iHhustrative example, first data 308 is modified by data controlier 300 to

[R]
[$3]

form second data 314 such that second data 314 has second permission level 310 for intended

recipicnt 312, Thern, data controlier 300 distributes second data 314 to mtended recipiont 312,
As depicted, first permission level 306 may be greater than second permussion

level 310, In this case, the modification of tirst data 308 to form second data 314 may include at

least one of removing a porton of first data 308, and changing a portion of first data 308, The

(0%
<&

pottion may be some or all of first data 308 depending on the particular implerentation.  Also,
one portion of first data 308 ruay be modified while another portion of fivst data 308 may be

deleted in the ustrative exarmple.
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For example, a portion of first data 308 removed may be at least one of the
location of a platform, the speed of a platform, the identification of a type of sensor in the
platform, the identification ofa type of weapon in the platform, and other data about the
platform

5 When the portion of first data 308 is changed, the portionofdata changed may be,
for cxample, at lcast one of increasing the error in values fr parameters, decreasing the
specifictty ofthe component gencrating first data 308, and other suitable changes.

For example, the location ofthe platform may be changed to increase the error in
the location. Inone illustrative exaraple, the error may be changed from about two fet to about

10 thirty feet

Further, in some itlustrative examples, fivst permission level 306 for first data 308
may be the same as second permmssion Jevel 310 for intended recipient 312, In this mnstance, the
modification of first data 308 to formsecond data 314 results in no modification. Inother words,
a revooval or change of first data 308 does not occur and first data 308 is the same as second data

ib 314,

In this dlustrative exarople, the wodification of first data 30K {o form second data
314 may be dentified using pelicy 316, Policy 316 is a group of rules used to apply a number of
modifications to first data 308 and may also include data used to apply the group of rules to
nodify first data 308.

20 Additionally, policy 316 also may be used to identify first permission level 366
for first data 308, second permission level 310 for intended recipient 312, or both. Inother
words, policy 316 may be wsed o identify permission levels as well as modifications that may be
needed to first data 308.

In the llustrative example, policy 316 may be configured to be dynamic. Inother

D
(@31

words, policy 316 may be changed during a training session. For exanple, policy 316 may be
changed during a traming session if new platforms are added, removed, or existing platforms are
removed. This modification may apply to live platforms as well as simulation platforms.

The change i the platforms inthe training session may result mchanges in

permission levels inthe exchange of data between the phtforms. These changes to policy 316

(@8]
<

may be implemented during the fraining session without halting or restarting the training session
n this illustrative example, the ideutification of first permission level 306 for first
data 308 using policy 316 may be based on content 318 of first data 308, Countent 318 may

foclude data used to dentify source 320 of first data 308,
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In the different illustrative examples, source 320 may take various forms. For
example, source 320 may be a conponent such as a piece of hardware, a processor unit, a model,
a sensor system, a weapon system, or other suitable components. Source 320 also may be the
hardware, software, or a combination of the two used o gonerate simulation objects such as
constructive objects and virtual objects for different types of platforms.

In the illustrative example, source 320 may be identified in content 318 based on
one of more parameters in conternt 318 that define the component. For example, a parameter
may be a parameter that defines a component in the formofa sensor. The parameter also may
be, for example, a type of sensor, a manufacture of'a scnsor, or some other suitable parameter
about the sensor.

In thus dlustrative exarople, content 318 may take various forms. For example,
content 318 used to wdentity source 320 of first data 308 may be at least one of'a group ofkeys,
codes, ideuntificrs, or other suitable types of data that roay be used to Wdentily source 320.

With reference now to Figure 4, an illustration of'a block duagramof a platform s

epeted m accordance with an illustrative embodiment. As depicied, platform 400 is an
example of one oplementation for a platiorm o platforms 206,

As depicted, platiorm 400 includes a number of components, such as network
interface 402, computer system 404, display 406, sensor system 408, and weapon system 410, in
this iflustrative example, platform 400 way take the Hrm of a military platform. Ofcowrse,
platform 400 may be implemented as a non-military platform, a commercial platform, a civilian
platform, or some other suitable type of platform.

In this Hhustrative example, network interface 402 is configured to provide
communications to exchange data. For cxample, network interface 402 may be a wireless
communications unit configured © establish communications links with training system 202 and
other platforms in platforms 206.

Computer system 404 18 comprised of one or more conmputers. Traming sofiware
412 runs on training processor 413 in computer system 404, In this llustrative exaraple, traming
sofiware 412 1s configured for processing simulation data 222 received from training system 202
for performing an exoreise in fraining session 210,

Addgtionally, tratning software 412 also may process data gencrated by different
coraponenis i platform 400, For example, training software 412 may geverate and process at

least ove of simulation sensor data 414 and siwoulation weapondata 416, Sioulation sensor data
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414 and simulation weapon data 416 may be sent as part of simulation data 222 sent o training
system 202 n Figure 2.

I addition, training processor 413 also may generate ownship data 420, Ownship
data 420 is data that describes platform 400. For example, ownship data 420 may include a
lbcation, orientation, and direction of travel for platform 400, Further, ownship data 420 ako
may include an dentifier for platform 400, This identifier may be a unigue identifier and nay
mclude data such as a name, 8 type ofplatform, and other suitable data. Additionally, ownship
data 420 also may include performance data as well as other data about platform 400. Ownship
data 420 may be sent as part of simulation data 222 to trating system 202 for use mrepresenting
platforrm 400 within simulation environrent 212,

In this dlustrative cxarople, sensor system 408 generates hve data in the form of
live sensor data 418, Live seosor data 41R is generated when sensor system 408 detects one or
more live objects m traming envieonment 200,

Further, training software 412 may be configured to display at least one of hve
sensor data 418, stimulation sensor data 414, hve weapon data 415, and swulation weapon data
416 ondisplay 406, Inother words, simulation data may be presented incombination with hve
data in the different illustrative examples.

As a result, sinntlation sensor data 414 and live sensor data 418 may be processed
10 generate data about objects that are live and simudated. In this manner, a human operator of
platform 400 may be ablke to see both live objects and simulation objects during training session
210 1o training environment 200 in Figure 2. In these llustrative examples, the presentation of
simulation objects may be such that 2 human operator of platform 400 is unable o distinguish
between live objects and simulation objects during the training session.

Thus, this mtegration of simulation sensor data 414 and live sensor data 418 may
be used to provide an integration of objects, such as hive objects and sinmiation objects as part of
an integrated traming environment. As described above, the stmulation objects may mnclude at
least one of virtual objects and constructive objects.

Of course, the illustration of componcnts for platfrm 400 is not meant to limit
the manrer in which platform 400 may be implemented. For exaraple, platiorm 400 may include
other coraponents n addition to or in place of the ones llustrated m Figure 4. For example,
platform 400 may omit weapon system 410 when platiorm 400 is a non-military platform.

As another example, platform 400 may bave a number of systerus other than

sensor system 408 and weapon system 410, For exarople, a vavigation system may be associmled
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with platform 400 m addition to or in place of other components, depending on the particular
implementation for platform400. The pavigation system may be uwed when platform400 s a
commercial aircraft and the training session involves training with an air traffic control system.

With reference now to Figure 5, an illustration ofa block diagramof a training

5  processor is depicted in accordance with an illustrative embodiment. As depicted, an illustration
of components that may be used to mplenent traming processor 413 in Figure 4 are shown

As depicted, traming processor 413 mceludes a nurnber of ditferent coraponents.
These components include housing 510, number of processor units 302, storage system 504, data
wtterface 306, and cross domain guard S08. These different components are associated with

10 housing 510 1 this tlustrative exanple.

Housing 510 1s a physical structure configured to hold or support the different
components for training processor 413, As depicted, housing 510 is configured to be moveable
between platforms. Housing 510 may have a shape and size configured for placement mto a pod
or other structure that roay be associated with platform 400, Inother illustrative examples,

15 housing 510 may be omutted and the different components may be integrated as part of platform
400 1o Figure 4.

Number of processor units 502 is hardware. Each processor unit in number of
processor units 502 may include one or more processors. These processors are configured to run
program code 512 stored i storage system 504, Program code 512 is program code for training

20 software 412 in Figure 4.

Storage system 504 is a hardware coroponent and comprises one or more storage
devices. Storage system 504 may inchude, for example, at least one of'a hard disk drive, a
random access memory, a read only menwry, a solid state drive, and other suitable types of

storage devices.

D
(@31

Data interface 506 is an interface f©or training processor 500 to other components
within platform 400 w Figure 4. Further, data micrface 506 also maay provide an mterfice to
cxchange data with other platforms or devices located rerotely to platiorm 400, For example,
data mterface 506 may mclude a network interface card configured to be connected to computer

system 404 n Figure 4. Further, data mterface 506 also may inchude a wreless communications

(@8]
<

unit configured to cstablish 4 communications link with training system 202 in Figure 2. Data
mterface also may nclude other types of interfaces such as a serial port, a umversal serialbus,

and other suitable types of communications devices.
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Cross domain goard 508 is a hardware component and may include software.
Cross domain guard 508 is configured to provide access to data between different domains that
may have different permission levels. For example, cross domain guard 508 may provide access
between different platforms, components within platform 400 or within training processor 500,

5  orsome combination thereof for different security levels that may be assigned to the different
platforms, components, or a combination thereof.

In ths dlustrative exarople, data controller 514 may be implemented in cross
domain guard 508, Data controller 514 is an example ofa data controller in number of data
controllers 242 m Figure 2. When data controller 514 1s implemented within cross domain guard

10 508, data controller 514 may be used to conirol the distribution ot data that may be generated by
plattorra 400, received by platformm 400 1o Figurce 4, or soroe conmbination thercof

Additiovally, cross dorain guard 508 also may mchude switch 516, Switch 516
may be used to send data to an intended recipicnt 01 the data. In these llustrative cxamples,
switch 516 may take various torms. For exarople, switch 516 may be a physical swiich that

15 dirvects that data to different processors i number of processor units 502, Swiich 516 also may
send data to data interface 506.

The llustration of training processor 300 18 not meant o imply limitations to the
mannper in which training processor 300 may be mplemented. For example, other training
processors may include other components in addition to or in place of the oues illustrated for

20  traming processor 500. For example, other fraining processors may include a power supply, a
display, or other suitable components. In other illustrative exanples, storage system 304 may be
connected directly o number ofprocessor units 502, As another example, cross domain guard
508 may use a router in addition to or i place of switch 516,

In yet another illustrative example, data controller 514 also may include switch

D
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516 or other components needed to distribute data. Withthis type of implementation, cross
doroain guard 508 may be anexample of an impleracntation of data controller 514 rather than
data controlier 514 merely bemg a coraponent within cross domaimn guard 508,

With reference now to Figure 6, an illustration ofa block diagramofan

mplementation for a fraining processor in a platform s depicted in accordance withan

(@8]
<

dlustrative crobodiment. Training processor 600 18 anexample ofan architecture for training
processor 413 in Figure 4.
In this illustrative example, training processor 600 imcludes a number of different

components. As depicted, training processor 600 includes processor unit 602, processor unit
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604, processor unit 606, processor unit 608, cross domain guard 618, cryptography system 612,
and data interface 614.

Each processor unit may inchude one or more processors in these illustrative

cxamples. These processor units may be implemented using processor units for computer
5  systems or may take other ©rms such as application specific integrated circuits, programmable
lbgic arrays, or other suitable types of hardware that may be used for processing data.

In the different tHustrative exarmples, cach processor untt may perform different
functions or the same functions as other processor units. As depicted, processor unit 632 runs
model 616 with filter gate 618, processor unit 606 runs weapon server 620 with filter gate 622,

10 and processor unit 608 runs Hreign processing so fiware 624 with filter gate 626. Processor unit
604 does not run software in this partcular example but contains filter gate 628.

Model 616 is a traming model in this tostrative exawple. For example, model
616 may be a weapon system model, a missile system model a cannon model, radar model, a
radar warning receiver wodel, or some other suitable type of mwodel. Model 616 may geverale

15 and recetve data about different platforms in the training covironment from trairing processor
600,

Filter gate 618 on processor unit 602 is configured to format data. Forexample,
filter gate 618 may compress data from model 616 for transmission over data interface 614.
Additionally, filter gate 618 may process compressed data received by processor unit 602 and

20 place the compressed data imto a format for use by model 616,

Weapon server 620 is configured to simulate the firing of weapons by a platforn.
In these examples, the firing of a2 weapon may be accomplished using model 616, Weapon
server 620 may process any indications of a weapon fired by a platform to determine the

direction and location of impact for the weapon. Filter gate 622 is configured to format data for

25  weaponscrver 620. For exanple, filter gate 622 may compress data from weapon server 620 for
transmission over data interface 614, Moreover, filter gate 622 may process compressed data
received by processor unit 606 and place the compressed data mito s formuat for use by weapon
server 620.

In particular, weapon server 620 may simulate the weapon m flight and weapon

30 detonation. Weapon server 620 may generate data about weapon type, location, velocity,

acceleration, and other sutable data. Further, weapon server 620 also may determine the effect
of the weaponon the object. For example, weapon server 620 roay determine whether an object

has been damaged or destroyed.
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Foreign processing software 624 is configured to simulate operations of foreign
entitics. For exarnple, foreign processing software 624 may process data regarding non-United
States entities or players involved in a live training exercise. Filter gate 626 is configured to
format data for foreign processing software 624, For example, filter gate 626 may conpress data

5  from Breign processing software 624 O ransmission over data interface 614, Additionally,
filter gate 626 may process compressed data recetved by processor unit 608 and place the
compressed data into a format or use by foreign processing software 624,
Filter pate 628 1s also configured to format data. Filter gate 628 may compress or
coormpress data for software applications running on processor unit 604 n some illustrative
10 examples.

Cross domain guard 610 15 configured io manage the distribution of data between
processor unit 602, processor unit 604, processor unit 606, and processor unut 608, Additionally,
cross domam guard 610 is also configured to manage the distribution of data between processor
unit 602, processor unit 604, processor unit 636, processor voit 608, and other components that

15 may be external fo tramning processor 600, For example, the other components may be located n
another platformoor the same platform depending ou the particular itoplementation. Inparticular,
cross domain guard 610 may incluode a data controlier such as data controller 300 in Figure 3.
For example, processor unit 602, processor unit 604, processor unit 606, and
processor unit 608 may cach have a different permission level as compared to one or more of the
20  other processor units. As a result, cross domain guard 610 is configured o controlthe
distribution of data between processor unit 602, processor unit 604, processor unit 606, and
processor unit 608, The distribution is controlled to ensure that a processor unit only receives
data with a permission level that s appropriate for the permission level of the processor unit. In

this illastrative example, the permission level nay be security levels, such as top secret, secret,

25  confidential and unclassified.
In the depicted example, data gercrated by model 616 running on processor unit
602 may be modified depending on the intended recipient for the data. 1fthe miended recipicnt
has a different permission kevel from model 616, the data generated by model 616 maybe
moditicd.
30 Inone lustrative example, the data generated by model 616 may be sext to

weapon server 620 on processor unit 606 as the ntended recpient. Hthe permission kvel of
weapon server 620, processor unit 606, or both are lower than model 616, cross domain guard

610 modifies the data before sending the data to weapon server 620, Tu other words, the data
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may be downgraded to accommodate the lower levelof security of weapon server 628, processor
unit 606, or both. Further, depending on the identification of an intended recipiont that is remote
to fraining processor 6800, cross domam guard 610 may modify data generated by model 616 o
meet the pernussion kevel for the intended recipicnt that is remote to training processor 60,

Cryptography system 612 s configured t© encrypt and decrypt data. For cxample,
when data i3 to be sent from training processor 600 to another component, cryplography system
612 may encrypt the data. The data muay be encrypted with different keys depending onthe
permission levelof the data in this illustrative example.

Further, cryptography systera 612 also performs decryption ofdata received from
another component outside of traming processor 600, Cryptography system 612 may atiempt to
decrypt the data using the diffcrent ercryption keys held by cryptography system 612, In this
lustrative example, the encryption keys may be public keys and private keys depending on the
particular implementation.

In these depicted exaroples, only training processors having a particular
permission level will have the encryption key vecessary to decrypt the data when received. Asa
resulf, a tramming processor receiving the data is unable to use the data if the trairving processor
does not have the necessary encryption key. Thus, in an incoming message, sone data may not
be decrypted while other portions of the message will be decrypted and sent to cross domain
guard 610 for further processing,

In other words, a platform with a lower level or permission than the transmitting
platform may not have all of the keys necessary to decrypt all portions of the message. Asa
result, cryptography system 612 is able to decrypt data for permission levels assigned to training
processor 600,

Data mterface 614 is configured to provide for an exchange ofdata between
training processor 600 and other components. Inthe illustrative example i this figure, data
mierface 614 may be implemented using a wireless communications unit configured to establish
a wireless communications link with a component for the exchange ofdata.

The llustration of training processor 600 1 not meant to limit the manner in
which a framing processor may be mmplemented. For example, model 616 running on processor
unit 602, weapon server 620 running on processor unit 606, and foreigo processing software 624
woning on processor unit 608 may be impleraented as functions i hardware n the processor

uniis rather than so ftware runniog onthe software units or sowe combination thereof
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In another illustrative example, training processor 608 may include other numbers
ofprocessor units. For example, training processor 600 may include three processor units, ton
processor units, or some other number of processor units.

Additionally, in some tlustrative examples, a filter gate may not be present in a
processor unit. As a result, some or all messages may not be compressed or decompressed,
depending on the particular implementation.

With reference now to Figure 7, an tlustration ofa block diagramofone
mplementation for a training processor 18 depicted in accordance with an itlustrative
cmbodiment. In this tllustrative example, trafning processor 700 1s anexample ofone
mplementation for traiming processor 413 1o Figure 4.

As depicied, traming processor 700 mcludes a nursher of coroponents. Inthis
example, training processor 700 includes processor unils 702 and security module 704, and data
wtterface 70S.

As depicted, processor units 702 includes processor unit 706, processor unit 708,
processor unit 7140, processor unit 712, processor unit 714, and processor urut 716, Although six
processor units are shown, other numbers of processor units may be implemented inother
llustrative examples. For example, processor units 702 may be one processor unit, four
PrOCEssor units, sixieen processor units, or some other number of processor units depending on
the particular implementation.

Further, processor units 702 may be part of a computer. Inother dlustrative
examples, each processor unit in processor units 702 may be part of different computers.

Sccurity module 704 imncludes switching system 718 and cross domain guard 720.
Switching system 71§ is configured to route data between processor units 702 and a data
mterface that may be connected to training processor 700.

In this ilustrative example, a switch is present in swiiching system 718 for each
processor umit in processor units 702, With a scparaic switch for cach processor unit, 8 physical
separation roay be established between the processor units. o other illustrative exarmples, a
switch in switching systern 718 may be connected to multiple processor units, depending on the
particular tmpleroentation. In this case, some ofthe processor units may have the same
permission level

I this illostrative example, cross domain guard 720 includes filters 722 and rules
724. Filters 722 are configured to control the distvibution of data between processor units 702

with cach other and between processor units 702 and other components that reay be remole to
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training processor 700, In this illustrative example, filters 722 are used to apply rules 724 to data
that may flow through secwrity module 704.

Rules 724 identify modifications that may be made to the data. These
modifications defined by rules 724 arc based on permission levels.

In the illustrative example, rules 724 are implemented in hardware. Inother
illustrative examples, rules 724 may also be inplemented as data located on hardware.

In particular, switching systerm 718 18 connecied to cross domam guard 720, In
this illustrative exanple, data flowing from processor units 702 flow through switching system
718 and through cross domam guard 720, After the data has been processed using filiers 722,
the data may then flow back into switching systern 718 and to the mtended recipient for the data.
As described above, this infended recipiont may be a processor unit in processor units 702 or
may be avother component remote o tramning processor 700.

Data may flow from filters 722 m cross domain guard 720 to an external
destination outside of tratning processors 700 through data interface 705,

In thus dlustrative exarople, data inferface 705 voay be at least one ofa wireless
communications unit, a network foterface, a bus, and other suitable types of mnterfaces. Data
processed by cross domain guard 720 may be sent back to switching system 718, Switching
system 718 may then send the data to an external destination for the data.

Turning now to Figure 8, an illustration of data flow i a training processor is
depicted in accordance with an illustrative embodiment. In this Hustrative exanple, processor
unit 706 from training processor 700 in Figure 7 is a source ofdata. The data generated by
processor unit 706 flows to switch 800, Switch 800 is 2 switch within switching system 718 in
Figure 7. The data is routed by switch 800 to filter 802,

Filter 802 15 a filter in filters 722 m cross domain guard 720 in Figwe 7. The
filter applics rule 804 to the data. Rule 804 may result in a modification of the data generated by
processor unit 706, This data with any modification is then sent to switch 806, Switch 806 1
another switch in switching system 718,

Switch 806 then sends the data to processor unit 716, which 18 the ntended
recipient in this dlustrative example. Additionally, switch 806 may alo send the data to external
network 808 as another miended recipient of the data.

n this illustrative example, switch 800 provides a pathto and frova processor unit
706 to filter 802 wm filters 722 10 Figure 7. Switch 800 is vot connected o other processor uuiis,

Additionally, switch 806 provides a path to processor unit 716, Switch R06 i rot convecied o
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other processor units. In this manner, a physical separation may be Hrimed between processor
units 702 in training processor 700. As a result, sccurity processing of data on processor units
702 may be reduced or unnecessary. In this illustrative example, the management of data i3
controlled by security module 704 in Figure 7.

5 Although this illustrative example only depicts a switch being connected to one
gther switch, a switch may be able to send data to additional switches. If different permission
levels arc present, the first switch sends the data to the second switch through a filter m filters
722. As described above, filters 722 are configured to examine the data to determine whether
changes to the data should occur such that the data has a perrission kevel appropriste tor the

10 second switch. Thus, switches in switching system 718 may have various connections to filters
722 to provide for the disiribution of data between different swiitches.

The llusiration of the flow of data from processor unit 706 to processor unit 716,
external network 808, or both are provided as one exanple as to how dats may flow within
training processor 700 such that the data has a permission level that corresponds fo the

15 permission levelofthe processor untt receiving the data,

This flow ofdata illustrated n Figure 8 8 only provided as an exawple of one
manner in which data may flow in training processor 700. For example, data may abo flow in
the reverse direction from processor unit 716 to processor unit 706. Inother illustrative
examples, data may flow between other processor units within processor units 702 or may flow

20 fromother processor units to external network K08,

With reference now to Figure 9, another llustration of data flow in a training
processor is depicted in accordance with an illustrative embodiment. Training processor 900 is
an example of an implementation for training processor 600 in Figure 6.

As depicted, traming processor 900 mcludes processor unit 902, processor unit

25 904, processor unit 906, processor unit 908, cross domain guard 914, cryptography system 912,
and data intertace 914, In ths illusirative exarple, cach processor untt raay perform different
functions than the other processor units.

In this depicied exanple, processor unit 902 runs model 916 with filter gate 918,
processor unit 906 runs weapon server 920 with filter gate 922, and processor unit 908 runs

30 forcign processing software 924 with filter gate 926. Processor unit 904 does not run software in

this particular example but contams filter gate 928.
In this illustrative example, model 916 generates data 930 and sends data 930 to

filter gate 918, Filter gate 918 way compress data 930, In thus dlustrative example, data 930 is

N
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entity state data, emission data, other suitable types of data, or a combination thereof Further,
this ilhustrative example, entity data may be data about the platform. For example, entity state
data may be longitude, latitude, and altitude of the platform performing a missile launch. In this
case, data 930 may include data about the beation of the platform when the mussile was fired.

When data 930 includes emission data, data 930 may include data related to a
radar model. As anexample, emission data may be radar data from a sensor modelon the
platfori that is to be transmitted to an air traffic control station or other aweraft.

Next, filter gate 918 sends data 930 to cross domain guard 210, Cross domain
guard 210 may then apply a sct of rules to data 930 or otherwise modify data 930 such that data
930 has a desired permission evel corresponding to the pernussion kevel of processor unit 904,
Surilarly, cross domaimn guard 910 moay apply a set ot rules to data 930, As used herewn, s set”
when used with reference to 1lems meaus one or roore items. For exawple, a set of rules s ove
Of more rules.

The application ot the set ofrules is such that data 930 has a deswed permission
level corresponding to the permission level of weapon server 920, Processor unit 904 and
weapon server 920 may have the same or different perraission levels in this ilhustrative exarople.

As depicted, cross domain guard 910 sends data 932 to processor unit 934,
Specifically, cross domain guard 910 may send data 932 to filter gate 928 in processor unit 904,
Data 932 1s data 930 modified by cross domain guard 910 to have a permission level
corresponding to processor unit 904, Filter gate 928 may then compress data.

o a similar fashion, cross domain guard 910 sends data 934 1o weapon server 920
through filter gate 922. Filter gate 922 may process data 934 such that weapon server 920 can
use data 934 in the llustrative example.

In this depicted exanple, training processor 900 has channel 929, channel 931,
channel 933, and channel 835, Channel929, channel 931, channel 933, and channel 935 nuay
have the same or different levels of permussion. For example, data roay be sent to and recetved
with a “top sccret” permission level on channel 929 while data may be sent ata “seeret”
permission levelover channel 931, Further, data may be seunt to and reccived from channel 933
with a top sccret permission level while dats onchannel 935 mav be designated “secret, no
toreign.” Ofcourse, channel 929, channel 931, channel 933, and channel 935 may have other
types of permussion levels, depending on the particular implementation.

I ths illostrative example, cross domain guard 910 does not send data from

model 916 to foreign processing software 924, Inthis example, foreign processing software 924

28



10

R

20
Lo

D
(@31

[V
<&

WO 2014/093534 PCT/US2013/074470

may have a lower permission kevel than model 916, processor unit 904, and weapon server 920
such that cross domain guard 910 does not transmut data 930 to foreign processing software 924
in any form.

In some illustrative cxamples, the permission levelofone or more components m
training processor 900 receiving data 930 may be the same or greater than the permission fevel of
data 930. {nthis example, cross domain guard 910 may not modify data 930 at ali and transmit
data 930 directly to weapon server 920, processor unit 904, or foreign processing software 924,
In this manner, cross domain guard 910 sends data to a desired beation based on the permission
levels of different components in fraining processor 900,

In Figure 10, another llustration ofdata flow ina training processor s depicted in
accordance with an illustrative crabodiment. In this dlustrative example, data 932 18 sent back o
cross domain guard 310 frova processor unit 904 over channel 931, 1o the sawe manver, data
934 1s sent back to cross domain guard 310 from weapon server 920 over channel 933,

Data 934 from weapon server 920 may now include detonation data. Detonation
data is data about the detonation of the missile fred by model 916 n this example.

Cross dowoain guard 910 may then modify data 932, data 934, or both data 932
and data 934 such that the data is sent to cryptography system 912 at a desired permussion level
For example, cross domain guard 910 may modify data 932 to form data 936 and may also
nodify data 934 to form data 938, Cross domain guard 910 sends data 932 to eryptography
systems 912 over channel 931, Cross domain guard 910 sends data 934 to cryptography system
912 over channel 933, Inturn, cryptography system 912 encrypts data 932 and data 934 and
combines data 932 and data 934 to form encrypted data 1000. Encrypted data 1000 i thensent
to data interface 914 r transmission to a destination location.

Turning now to Figwe 11, yet another illustration of data flow in a training
processor is depicted in accordance with an ilhustrative embodiment. Training processor 1100 is
an cxample of an implemerntation for training processor 600 i Figure 6. Tramming processor
1100 recetves encrypted data 1000 from training processor 900 in this lustrative exanple.

As depicied, traming processor 1100 meludes processor unit 1102, processor unit
1104, processor unit 1106, processor unit 1108, cross domain guard 1110, eryptography systern
1112, and data miterface 1114, In this dlustrative example, cach processor unit may perform
different functions than the other processor units,

In this depicted exarople, processor urut 1102 runs wodel 1116 with filter gate

1118, processor unit 1106 runs weapon server 1120 with filter gate 1122, and processor uuit

29



9]

8]

Lo

D
(93]

(@%]

<

WO 2014/093534 PCT/US2013/074470

1108 runs foreign processing software 1124 with filter gate 1126, Processor unit 1104 does not
run sofiware in this particular example but contains filter gate 1128

As depicted, training processor 1100 has channel 931, channel 933, and channel
935, Channel 931, channgl 933, and channel 935 may have the same or different kevels of
permission. For exanmple, data may be sent to and received with a secret permission level on
channel 931 and channel 933, while data on channel 935 may be designated secret, no foreign.
Of cowrse, channel 931, channcl 933, and channel 935 may have other types of permission
levels, depending on the particular implementation. Inthis depicted example, a fowth channel s
absent fromiraning processor 1100, As aresuli, trammg processor 100 may not be able to
process data at a top secret permission level In other words, tratning processor 900 may have a
top secret permission leveland tramning processor 1100 may have a secret permission level
Thus, traindog processor 1100 may vot receive top secret data,

In this dlustrative example, encrypted data 1000 1s received by data mnterface
1114 and sent to cryptography systern 12, Cryptography systera 1112 decrypis ercrypted data
1000 and scuds a portion ofencrypted data 1000 1o the formof data 1132 fo cross domain guard
1110 over channel 931, Sivotlarly, cryplography system 1112 sends a portionofencrypted data
1000 in the formofdata 1134 to cross domain guard 1110 over channel 933, No data is sent
gver channel 935 in this ilustrative example.

When cryptography system 1112 decrypts encrypted data 1000, cryptography
systemy 1112 uses spectfic keys. The type ofkeys avatable to cryptography systern 1112 may be
based on the levelofpermission of tramning processor 1100, As aresult, even if training
processor 300 sent encrypted data 1000 to training processor 1100 with a portion of encrypted
data 1000 having a top sccret permission level, cryptography system 1112 in training processor
1100 may not contain the key to decrypt that portion ofencrypted data 1000,

With reference now to Figure 12, still another illustrationofdata flow in a
training processor is depicted in accordance with an tHustrative erobodiment. Inthis dlustrative
cxample, cross domain guard 1110 has modificd data 1132 and data 1134 based onthe
permission levelof the destination location ofdata 1132 and data 1134 i Figure 1L

In particular, cross domain guard 1110 roay apply a set of rules to data 1132 such
that cross domain guard 1110 roodifies data 1132 to form data 1236 for model 1116 at a desired
permission level Additonally, cross dowain guard 1110 way apply a set ofrules to data 1134
such that cross domain guard 1110 modifies data 1134 to formdata 1238 for processor unit 1104

at a desired permssion level Model 1116 and processor unit 1104 may bave the same or
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different permission levels in this ilhustrative exanple. As a result, cross domain guard 1110
provides data 1236 to model 1116 and data 1238 to processor unit 1104 with the appropriate
permission level

In this illustrative example, data 1236 and data 1238 may inchude entity state data,
enussion data, detonation data, other suitable types of data, or a combination thereof Filter gate
1118 in model 1116 and filter gate 1128 i processor unit 1104 nmay continue to process data
1236 and data 1238, respectively, to perform operations within traming processor 1100, Asan
cxanple, with data 1236 and data 1238, training processor 1100 may indicate that the platform
housing traming processor 1100 has been hit by the mussile fired by the platform housing
{raing processor.

In Figures 13A and 13B, an dlustration of dats flow between processors 1n a
group of tramning processors is depicted in accordance with an dlostrative evobodiment. Inthis
dlustrative exarple, traiming envonment 1300 includes training processor 1302, training
processor 1304, traiing processor 1306, and tramning processor 1308, Tramning processor 1302,
traming processor 1304, traning processor 1306, and traituog processor 1308 are examples of
mmplementations for training processor 600 n Figure 6.

As depicted, training processor 1302 includes processor unit 1310, processor unit
1312, processor unit 1314, processor unit 1316, cross domain guard 1320, cryptography system
1322, and data interface 1324, Traimning processor 1304 includes processor unit 1332, processor
unit 1334, processor unit 1336, processor untt 1338, cross domain guard 1340, cryptography
systemy 1342, and data interface 1344, Training processor 1306 includes processor unit 1352,
processor unit 1354, processor unit 13356, processor unit 1358, cross domain guard 1360,
cryptography system 1362, and data interface 1364, Training processor 1308 includes processor
unit 1372, processor unit 1374, processor unit 1376, processor unit 1378, cross domain guard
1380, cryptography system 1382, and data interface 1384.

In this Hhustrative example, processor unit 1310 runs model 1326 with filier gate
1327, processor unit 1312 docs not run software but contains {ilter gate 1328, processor unit
1314 runs weapon server 1350 with filter gate 1331, and processor unit 1316 runs forcign
processing soflware 1333 with filter gate 1335, Tramning processor 1302 has channel 1337,
channel 1339, channel 1341, and channel 1343, Traming processor 1302 may have a top secret
permission level m this dlustrative example.

As depicted, processor unit 1332 runs model 1346 with filter gate 1347, processor

unit 1334 does not run sofiware but contains filter gate 1348, processor unit 1336 runs weapon
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server 1350 with filter gate 1351, and processor unit 1338 runs foreign processing software 1353
with filter gate 1355, Training processer 1304 has channel 1337, channel 1339, channel 1341,
and channel 1343, Training processer 1304 may also have a top secret permission level in this
dlustrative example.

In this ilustrative example, processor unit 1352 runs model 1366 with filter pate
1367, processor unit 1354 does not run sofiware bt contains filter gate 1368, processor unit
1356 runs weapoen server 1370 with filter gate 1371, and processor unit 1358 runs forcign
processing software 1373 with filter gate 1375, Training processor 1306 has channel 1339,
channel 1341, and channel 1343 but does not have channel 1337, Training processor 1306 ruay
have a sceret perrssion kevel n the iHlustrative exanple.

In this depicted example, processor untt 1372 runs model 1386 with filter gate
1387, processor unit 1374 does not run software but contains filter gate 1388, processor unit
1376 runs weapon server 1390 with filter gate 1391, and processor unit 1378 runs foreign
processing software 1393 with filter gate 1395, Traming processor 1308 has chavnel 1341, and
chavnel 1343 but does not have channel 1337 and chaunel 1339, Traiming processor 1308 roay
have permission level of secret, no foreign in this illustrative example.

o this dlustrative example, model 1326 gencrates data 1329 and sends data 1329
through filter gate 1327 to cross domain guard 1320, Data 1329 is entity data, emission data, or
both in this particular exanple. Weapon server 1350 sends data 1345 through filter gate 1331 o0
cross domain guard 1320, Data 1345 is detouation data in this tlustrative exanple.

As depicted, cross domain guard 1320 modifies data 1329 and data 13450 a
desired permission level. Inthis ilustrative example, cross domain guard 1320 may downgrade
data to a lower level for transmission. Cross domain guard 1320 then sends data 1329 and data
1345 to cryptography system 1322 over channel 1337 and channei 1341, respectively. Next,
cryptography system 1322 encrypts data 1329 and 1345 to form encrypted data 1357, Encrypted
data 1357 1 then seut to data interface 1324 for transmission to training processor 1304, training
processor 1306, and traming processor 1308,

With reference now to Figures 14A and 148, another iHustration of data flow
between processors ma group of tratning processors is depicted in accordance with an
dlustrative crobodiment. Inthis illustrative exanple, training processor 1304, training processor
1306, and training processor 1308 receive encrypted data 1357 from traiing processor 1302,

As depicted, training processor 1304 receives encrypied data 1357 frov training

processor 1302 at data interface 1344, Data niterface 1344 sends encrypted data 1357 to
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cryptography system 1342, Cryptography system 1342 decrypts encrypted data 1357 and sends
the data to cross domain guard 1340 over channel 1337 and channel 1341, Inparticular,
cryptography system 1342 may send data 1459 to cross domain guard 1340 over channelt 1337
and data 1461 over channel 1341, Because training processor 1304 has the same permission
levelas training processor 1302, cryptography system 1322 may have the same keys as training
processor 1302, Thus, cryptography system 1322 may encrypt and decrypt data with higher
levels of perraission in this and other illustrative exaraples.

In these depicted examples, cross dommin guard 1340 applics a set ofrules to data
1459 and data 1461 such that data 1459 has a desired permussion level for transmission to model
1346 and data 1461 has g deswed permission level ©or transmission to weapon server 1350, In
this example, cross domain guard 1340 may upgrade data 1459, data 1461, or both, based on the
permission levels ofthe components within training processor 1304, Inother illustrative
cxamples, cross domam guard 1340 may downgrade data 1459, data 1461, or both

nother illustrative examples, the data may vetther be upgraded nor downgraded.
Instead, the data the merely passed through. In the llustrative exarples, the upgrading and
downgrading of data refors to modifying the data as needed to have the data meets a higher or
lower permission level. {n upgrading the data, ficlds for data may be added i which these fields
are not present with a lower permission level. These fields may be setat an all value but
available for use. Ata higher permission level, the upgraded data with the additional fields may
be filled in with actual values.

Next, cross domain guard 1340 sends data 1463 to model 1346, Data 1463 is data
14359 modified ©r model 1346 and may contain entity state data, cmission data, or both,
Additionally, cross domain guard 1340 sends data 1465 to weapon server 1350, Data 14635 s
data 1461 modified for weapon server 1350 and may contain detonation data in this dlustrative
cxaniple.

As depicted, traming processor 1306 also recetves encrypted data 1357 from
training processor 1302 at data mterface 1364, Data mterface 1364 sends cucrypted data 1357 to
cryptography system 1362, Cryplography systern 1362 decrypts encrypted data 1357 and sends
the data to cross domain guard 1360 over channel 1339 and channel 1341, Inparticular,
cryptography systern 1362 may send data 1477 and data 1479 to cross domain guard 1360 over
channel 1339 and channel 1341, respectively.

In this example, because training processor 1306 has a lower permission fevel

than fraining processor 1302, cryptography systern 1362 may not have the same keys as tramning
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processor 1302, Thus, cryptography system 1362 may not encrypt and decrypt data with higher
levels of permission. Inother words, cryptography system 1362 may not have a key that
decrypts top secret data and transmits that data over channel 1337 in this illustrative example.

In this depicted example, cross domain guard 1360 applics a set ofrules to data
1477 and data 1479 such that data 1477 has a desired permission level for transmission fo model
1366 and data 1479 has a desired permission level for transmission fo weapon server 1370, In
this example, cross domain guard 1360 may downgrade data 1477, data 1479, or both, based on
the permission levels of the components within training processor 1306. Inother illustrative
cxamples, cross doman guard 1360 may upgrade data 1477, data 1479, or both.

Next, cross domain guard 1360 sends data 1481 to model 1366, Data 1481 s data
1477 moditied for model 1366 and may contamn entity state data, enussion data, or both,
Additionally, cross domain guard 1360 scuds data 1483 to weapou server 1370, Data 1483 s
data 1479 modificd for weapon server 1370 and roay contan detonation data m this dlustrative
example.

In this Hustrative example, traming processor 1308 also receives encrypted data
1357 from trairung processor 1302 at data mterface 1384, Data inferface 1384 sends encrypted
data 1357 to cryptography system 1382, Cryptography system 1382 decrypts encrypted data
1357 and sends the data to cross domain guard 1380 over channel 1341, Inparticular,
cryptography system 1382 may send data 1497 to cross domain guard 1380 over channel 1341,

In this exanple, because training processor 130K has a lower permission Jevel
than training processor 1302, cryptography systerm 1382 may not have the same keys as training
processor 1302, Thus, cryptography system 1382 may not encrypt and decrypt data with higher
levels of permission. Inother words, cryptography system 1382 may not have a key that
decrypts top secret data and transmits the top secret data over channel 1337 in thy illustrative
exanplie. Further, cryptography system 1382 may not have a key that decrypts secret data and
transtaits the top sceret data over channel 1339,

In these depicted exarples, cross domain guard 1380 applies a set ofrules to data
1497 such that data 1497 has a desired perraission level for transmission to weapon server 1390
In this example, cross domam guard 1380 may downgrade data 1497 based on the permission
levelofweapon server 1390, In other tlustrative examples, cross domain guard 1380 ray

upgrade data 1497,
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Next, cross domain guard 13880 sends data 1499 to weapon server 1390, Data
1499 is data 1497 modified for weapon server 1390 and may contain detonation data in this
hustrative example.
In this manner, cach cross domain guard in cach traming processor uses a desired
5  permission level to modify the data sent to and from the training processor. As a result, multiple
platforms in training environment 1300 may communicate with one another during a simulation.
Alhough training environment 1300 has been described with four training
processors operating in training environment 1300, any number of training processers on any
nurnber ofplatforms may be present i training environment 1300, For example, two training
10 processors, twelve traming processors, twenty training processors, or some other suitable number
of training processors roay be used n tratning onvironment 1300, With a use of an illustrative
embodiroent, any number of platforms roay cornrounicate with cach other based on the
permission levels of the platforms.
Inother illustrative examples, traming processor 1302, training processor 1304,
15 trawming processor 1306, and trainiog processor 1308 may be reconfigured to have different
levels of perratssion, depending on the particular implereuiation. For example, during tratrung
exercises, raining processor 1302 may have a top secret level ofpermission for one exercise and
have a secret kevel of permission for a different exercise. The system administrator may
dynamically reconfigure components in traiming envronment 1300, dependingon the
20 functionality involved. Further, components with a training processor may also be reconfigured.
The illustration of the compounents depicted in Figures 1-14B is not meant to
mply physical or architectiral limitations to the manner in which an illustrative embodiment
may be implemented. Other components in addition o or in place of the ones illustrated may be

used. Some compononts may be unnccessary. Ao, the blocks are presented to iHustrate some

[
[$3]

functional components. O e or more of these blocks may be conbined, divided, or combined
and divided into different blocks when mplemernted m an illustrative crobodiraent.

Turning row to Figure 15, an illustration ofa set of rules defining actions to be
performed in modifying a message s depicted in accordance with an illustrative embodiment,

As depicted, mcssage rule 1500 18 one exaropk of an implementation for a rule in the set ofrules

(0%
<&

mpohey 316 m Figure 3. In this llustrative example, message rule 1500 may be one, three, ton,
fiftecn, or some other suitable nonmber of rules or a message.
In the illustrative example m this figure, cachrule performs a specific action to a

message field ofa particular data type within message 1502, The actious performed in message
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rule 1500 include, for example, value validations, range validations, “zeroize” functions, and
pass-thru functions. In these examples, “zeroize” means to set the current ficld value to zero.

In this thustrative example, message rule 1500 may be used by data controlier 300
to upgrade or downgrade data based on phiality of permission levels 304 in Figure 3. In
particular, message rule 1500 may be used by cross domain guard 610 to process data within
training processor 600 in Figure 6.

As depicted, message ruke 1500 may be based on the contents of message 1502,

Message

1502 may contain a number of different ficlds of data.

In this Hlustrative example, mocssage 1502 includes message type 1504, platform
type 1506, phatiorm deuntificr 1508, longitude 1510, latitude 1512, altitude 1514, and platform
type data 1516, Inother tustrative examples, message 1502 may contain other ficlds n addition
to or inplace of the oves illustrated in this example.

In this Hlustrative example, message type 1504 wdentifics the type of message
depicted by message 1502, Inother words, message type 1504 voay indicate the type ofdata that
is present in wessage 1502, Phtiorm type 1506 s the type of platform geverating message 1502.
For exaraple, platform type 1506 may be a ship, an aircrafl, a rotorerafl, a submarine, a
spacecraft, a truck, tank, a personnel carrier, an antiaireraft battery, or some other suitable type of
platform.

In this depicted exaraple, platform dentifier 1508 is a unique dentifier for
platform type 1506 that is generating message type 1504 as defined by message 1502, For
example, platform identifier 1508 may be a particular ship ina group ofships. (fcourse,
platform identifier 1508 may identify the platiorm ina different manner, depending on the
particular implementation.

Longitude 1510, latitude 1512, and altitude 1514 may be used to identify the
three-dimensional coordinates of the platform in space. Platform type data 1516 may be data
based on platform type 1306, For example, platform type data 1516 may be different for a truck
than for an aircraft. Adduionally, platform type data 1516 may vary depending on the type of
awcraft used. For example, platiorm type data 1516 may be different for a rotorcrafi thanan
unmanned aerial vehicle, Inother words, depending on the classificationofplatiormtype 1506,
platform type data 1516 may be more or less detatled.

In this illustrative example, roessage rule 1500 may be applied to message 1502

and the fields within message 1502, To determine whether message rule 1500 should be applied

36



&)
[$3]

[N

<

WO 2014/093534 PCT/US2013/074470

0 message 1502, message rule 1500 uses primary match field 151X and secondary match ficld
1520

Inone exanple, primary match field 1518 may indicate that message 1502 s
generated by a sensor in the platform. Secondary match field 1520 may mdicate the particular
type of sensor, the manufacturer ofthe sensor, the model ofthe sensor, or some combination
thereof In this illustrative example, primary match field 1518 and secondary match field 1520
may be located anywhere within racssage 1502, Inother words, primary mateh ficld 1518 and
secondary match ficld 1520 may be any type of ficld within message 1502,

Primary match field 1518 and secondary match field 1520 are generally the ficlds
m message 1502 that will differentiate message 1502 from other messages. In other words, by
validating primary match ficld 1518 and sccondary match ficld 1520, cross domain guard 610 in
Figure 6 moay determine whether or not message rule 15300 should be used to modify message
1502 in thus llustrative example.

As a resull, the action performed ou privvary match ficld 1518 and secondary
match field 1520 yields a uruque message type with a defined rule set. Inthis illustrative
example, the defined rule set is message rule 1500, Inparticular, the applicability of message
rule 1500 for message 1502 is validated by using primary match ficld 1518 and secondary match
field 1520, Inthis iflustrative example, primary match field 1518 and secondary mateh field
15268 indicate that message rule 1500 and the actions in message rule 1500 should be applied to
message 1502,

As depicted, primary match ficld 1518 is based on message type. In particular,
primary natch field 1518 has a value that message rule 1500 conpares to a value for message
type 1504 in message 1502, When the value of primary match field 1518 is applied to message
1502, a determination is made as to whether message type 1504 has the same value as primary
match ficld 1518, In other words, a value validation & performed for primary match field 1518
and message type 1504, Ifthe valucs in primary match ficld 1518 in rocssage rule 15060 and
message type 1504 in message 1502 are the same, the process continues to validate the message
using secondary match ficld 1520, If the values in primary match field 1518 m message rule
1500 and message type 1504 i message 1502 are not the sanw, racssage rule 1500 docs not
apply to message 1502, In this case, the additional actions 1n message rule 1500 are not
perforroed on message 1502,

In this illustrative example, sccondary roaich field 1520 s used to further varrow

potentialrules for message 1502, Secondary match field 1520 roay be used to match a range of
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values in message rule 1560 to a value in platform type 1506 in message 1302, Inother words, if
the value of platform type 1506 in message 1502 is within a predetermined range in secondary
match field 1520, secondary match ficld 1520 will indicate a match fOr message 1502, Thus, a
range validation 1s performed in this tustrative example. When both primary match field 1518
and sccondary match ficld 1520 indicate a match, the actions in message rule 1500 for the
repminder of the data ficlds in message 1502 are applicd to message 1502, Conversely, if
sceondary roatch ficld 1520 does not mateh platform type 1506, message rule 1500 does not
apply to message 1502 and the additional actions m message rule 1500 are not performed on
message 1502

In this Hlustrative exaraple, primary match field 1518 and secondary match field
1520 match message type 1504 and platform type 1506, respectively, in message 1502, Based
on the content o froessage 1502, message rule 1500 contams mstructions for processing the other
tickls of data m message 1502, This processing may be corpleted n cross domain guard 610 in
Figure 6. These mstructions may mnclode a single action or multiple actions to be pertormed on
cach ficld in message 1502, 1o other words, these mstructions ruay include one action, two
actions, six actions, or some other number of actions to be performed on each field in message

As depicted, action field 1522 validates a desired number ofranges and a desired
murnber of values against the value of platform identifier 1508 in message 1502, Inother words,
action field 1522 may perform a validation ofone range and one value, two ranges and three
values, ten ranges and twelve values, or some other number of ranges and number of values. The
destred number of range validations and the desired number of value validations is determined
by the contents ofa message.

In this tlustrative example, a system administrator determines which ficlds ina
message are appropriate ©r a particular permission level Further, the system administrator
defines the allowed values and ranges for message fickds at a particular permission level These
values and ranges may change when the traiming environment changes. In this exanple, the
system admunistrator determines the number of range vahdations and value validations that ocowr
i action ficld 1522, as well as the actions performed in the other ficlds i roessage rule 1560,

Action field 1524 instructs cross domain guard 610 to zeroize longitude 1510,
When cross domain guard 610 zeroizes a field, the onginal data stored in that message ficld »

changed to zero before message 1502 1s sent to the destimation location. Inother words, cross
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domain guard 610 clears the data about longitude 1510 from message 1502, In this manner, the
processor unit receiving the cleared data will never receive a valid value for longitude 1510,

Similarly, action field 1526 for latitude 1512 in message 1502 will zeroize

latitude 1512 before sending message 1502 to a destination device. Inthis manner, both
5  longitude 1510 and latitude 1512 may be downgraded to the appropriate secwrity level for the
processor unit receiving the data.

Alkernatively, m another tlustrative example, a message rule may performa “strip
action” on message fields contaming data such as longitude, latitude, or other suttable types of
data. A strip action occurs when the ficld is completely removed from the message. As an

0 example, if message rule 1500 included an action to “strip” longitude 1510, the ficld would be
conpletely removed from message 1502, In other words, ongitude 1510 would no longer exist
o message 1502 sent to the destination location.
In this depicted exarnple, the action ficld n message rule 1500 & dependent on
the particular policies that are enforced for each traiming environroent. Inother words, one

15  tratning envitonment may zeroize longitude 1510 while avother training cuvironment may strip
longitude 1510, depending ou the functionality mvolved.

in this thustrative example, data in message 1502 may be modified for many
different reasons. For example, if the transmitting platform has a top secret permission level
which allows the platform to view longitude 1510 and latitude 1512, then that data will be passed
20 throughto the top secret platform. Conversely, if the receiving platform only has a secret
clearance, some data may be stripped by cross domain guard 610 such that only data classified at
the appropriate permission kevel i sent to the destination device. In this manner, cross domain
guard 610 may controldata flow based on a number of permission levels for cach type of data in
message 1502

In this depicted example, action ficld 1528 instructs cross domain guard to pass
through altitude 1514, Thus, the destination device recetves altitude 1514 of the platiorm but
docs not recetve ongitude 1510 or latitude 1512, As a result, the destination location may not be
able to identity where the pltform s located i three-dumensional space.

In this Hiustrative exaraple, action ficld 1530 tells cross domain guard 610 to

<

perform range validations and value validations on platforro type data 1516, After message rule
1500 has been apphied to message 1502, the roodified contents of message 1502 are sent o the
destination device. For example, modified contents of message 1502 may be sent o a processor

unit i trainiog processor 600 in Figure 6 after passing through cross domain guard 610 with
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message rule 1500 being applied to message 1562, In this manner, cross domain guard 610 may
wpgrade or downgrade data to the appropriate permission kevel using policy 316 with message
rule 1500 and other sets of rules for other types of message 1502,

[Hustration of message rule 1500 and message 1502 are not meant to imply
limitations to the manner in which other message rules and messages pay be mplemented. For
example, actions in a rule may include other actions in addition to or in place of the ones
lustrated n message rule 1500, The type of actions that roay be performed for a rule may vary
and may be dependent on the type ofactions required to properly modify message data to meeta
new permission level In still other illustrative examples, the types ofactions pertormed may
change based on the policies for a particular traming environroent or for other suitable reasons,
depending on the particular mplementation.

Alhough message 1502 bas been shown with seven fields in this depicted
cxample, other numbers of fields may be present in message 1502, In turn, other nurmbers of
rules may be present n roessage rule 1500 based on the number of fields n message 1502, For
example, two ficlds, teo ficlds, twenty fields, or some other suitable number of fickds may be
present i essage 1502, Ina sundlar fashion, two rules, ten rules, twenty rules, or some other
number of rules may be present in message rnile 1500, For each additional field in message 1502
that is present, a different message rule may also be present.

Further, primary match field 1518 and secondary match field 1520 may not be
located in a specific portion of message 1502 as shown inthe figure. As anexample, primary
match ficld 1518 may not correlate to the first ficld in message 1502 and secondary match field
1520 may not correlate to the second ficld in message 1502, Inother words, primary match field
1518 and secondary match ficld 1520 may be located in any portion of message 1502,

With reference now to Figwre 16, an illustration ofan aircrafl is depicted in
accordance with an illustrative embodiment. Awcraft 1600 is an example of a physical
mplementation of platiorm 400 in Figure 4 when platiorm 400 takes the form ofaircraft.

In this dlustrative example, awrcraft 1600 has wing 1602 and wing 1604 attached
o body 1606 of arrcraft 1600, Engine 1608 and engime 1610 are conunected to body 1606.
Addtionally, atrcraft 1600 has tail section 1611, Inthese depicted exaroples, awceraft 1600 has
pod 1612, In these depicted examples, an illustrative crbodiment may be implermented using
pod 1614, Pod 1614 may include a traindog processor such as traindng processor 500 nFigure 5

ot fraining processor 600 n Figure 6.
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Turning now to Figure 17, an illustration of'a training processor is depicted in
accordance with an illustrative cmabodiment. In this tllustrative example, fraining processor 1700
is an example of an implementation of training processor 500 in Figure 5 or training processor
600 in Figure 6.

In this iHlustrative example, training processor 17060 has a shape configured for
placement into pod 1614, In this example, housing 1701 of traming processor 1700 has length
1702 and width 1704. Length 1702 may be, for exarople, about 8.5 mmches. Width 1704 maybe
about 4.5 inches m this illustrative example. Ofcourse, housing 1701 of training processor 1700
may have any shape that can be placed into a pod such as pod 1614

Housing 1701 has connectors 1706, These connectors are configured to be
connected to a pod mierface such as a weapons bus.

Turning now to Figure 18, an dllusiration ot a fraining processor in a pod 18
depicted m accordance with an tllustrative embodiment. In this illustrative exanple, training
processor 1700 is shown inpod 1614, A cover for pod 1614 has been removed to allow for
placement of tratning processor 1700 info pod 1614, As canbe seen, training processor 1700 has
a shape configured for placewent o interior 1800 of pod 1614, Further, pod 1614 also may
include other components used ©r training exercises in addition to training processor 1700.

Examples ofother components that may be present in pod 1614 include, for
example, a network interface, a computer, a power supply, a global positioning system receiver,
a recording system to record missions for post mission analysis, and other suttable devices.

The illustration ot arcraft 1600 and training processor 1700 are not meant o
mply physical or archifectiwral limitations to the manner in which an illustrative embodiment
may be implemented. Other types of aircraft and other shapes for raining processors may be
used in other illustrative cmbodiments. For example, aithough training processor 1700 is shown
as a component in a housing that is placed into pod 1614, training processor 1700 may be
mplemented differently in other llustrative embodiments.

For exarapl, training processor 1700 may be built into pod 1614 rather than as a
removable component for pod 1614, Inthis example, pod 1614 ruay, ncssence, be traming
processor 1700, Inanother illustrative example, training processor 1700 may be placed nto a
platform such as aircraft 1600, In still other dllustrative exanples, training processor 1700 may
be integrated as part of aircraft 1600,

With reference now fo Figure 19, an illustration of a flowchart ofa process for

managing data i a platform is depicted in accordance with an dlustrative erobodiment. The
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process illustrated n Figure 19 may be implemented in training environment 200 in Figure 2. In
particular, the process may be mplemented in number of data controliers 242 in data control
system 240 in Figure 2.

The process begins by identifying a permission level for first data inthe data
gencrated by a source in the platorm (operation 1900). In this illustrative example, the source
may take various forms. For example, the source may be a processor unit, software, a model, or
some other suitable conponent.

The process then identifics a second permission kevel ©or an intended recipiont of
the first data {operation 1902). In opceration 1902, a sccond policy s used to wdentify the second
permission level for the intended recipiont ofthe first data.

The process modifics the first data to form sccond data in the data in which the
second data has the second permussion level {operation 1904}, The first data is modified using
the policy. The policy identifies a nurnber of modifications to the first data needed to form the
second data with the secound permission fevel

The process theo distributes the second data to the intended recipient (operation
1906} with the process fermmnating thereafter. The distribution of the second data way mvolve
sending the data to another component within the platiorm. A communications link may be used
to send the second data to the other component within the platform. This communications link
may be, for exanple, a wire, an optical fiber, a wireless communications link, or some other
suitable communications link.

In other dlustrative examples, the second data may be distributed to the intended
recipicnt focated in another platfHrim or location that is remote to the platform. When the second
data 1 sent to another platform or location remote to the platform in whichthe first data s
gencrated, the second data is transmitted over a wireless commumications link to the ntended
recipiont.

Turning vow to Figure 20, an illustration ofa flowchart ofa process for receiving
data 1 depicted m accordance with an tlustrative embodiment. The process llustrated n Figure
20 roay be implermented i tramning envionment 200 m Figure 2. In particular, the process may
be implemented in data control systern 240,

The process begins by recewving new data {operation 2000). This now data may
be reforred fo as received data. A first permission level for the received data s identified

{operation 2002). This permission level may be dentified based on the content of the received
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data. The recipient for the recetved data is also identified (operation 2004). A second
permiission level is dentified for the recipiont ofthe received data {operation 2006).

o the different ilustrative exanples, the recipient for the data may be identified
i a number of different ways. For example, different recipients may be assigned different
channels in commmunications links. As another example, if more than one recipient monitors a
particular comymunications link, the recipient may examine the data to determine whether the
data i directed towards the particular recipient. In this case, the data may be located ina
message with a header that identifies the recipient. Inthis example, all of the recipients that may
cxaming the message should have the destred permission level for the data. In some illustrative
examples, a device, such as a swiich, a cross domain guard, a router, or some other device ray
wentify the recipiont using a rule i a policy. Ofcourse, other mechamnisns roay be used to
dentify the recipient for the data.

A determamation is made as to whether the first permission kevel for the received
data 1 greater than the secound permission level for the recipient (operation 2008). I the first
permission level for the received data is not greater than the second permassion levelofthe
recipient, the process sends the received data to the recipiont {operation 2018} with the process
terminating thereafter,

Otherwise, the process modifies the received data to form modified data that has
the second permission level for the recipient {operation 2012}, The process then proceeds to
operation 20190 as described above.

The flowcharts and block diagrams in the different depicted embodiments
tlustrate the architecture, functionality, and operation of some possible implementations of
apparatus and methods in an illustrative embodiment. In this regard, cach block in the
flowcharts or block diagrams may represent a module, a segment, a function, and/or a portion of
an operation or step. For example, one or more ofthe blocks may be tmplemented as program
code, i hardware, or a combination of the program code and hardware. When roplemented in
hardware, the hardware may, for example, take the formof micgrated circuits that are
marufactured or configured to perform one or more operations in the flowcharts or block
diagrams,

In some alternative implementations of an illustrative crabodiracnt, the function
or functions noted in the blocks may occur out of the order noted in the figures. Forexample, in
some cases, two blocks shown in successon may be executed substantially concurrently, or the

blocks may sometimes be performed n the reverse order, depending upon the functionality
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mvolved. Also, other blocks may be added in addition to the lustrated blocks ina flowchart or
block diagram.

For example, an operation that encrypts the second data may be added to the
operations illustrated i the flowchart in Figure 19, As another example, 2 compression
gperation may be added to the flowchart i Figure 19 to conpress the data ©or transmission over
a wircless commmunications link. Ina similar fashion, an operation to decrypt received data may
be mncluded with the different operations n the flowchart i Figure 19,

Thus, the illustrative crabodiments provide a method and apparatus Hr managing
data m a vehiclke., With the use of an illustrative embodiment, the security ofdata being
fransmitted between platforms m a framing environment may be enhanced. The llustrative
embodiracnts allow processing of data such that the platform and components within the
platforre fransmits and receives cormmunications with the appropriate security level Inother
words, with the use of an illustrative ervbodiroent, a platform with secret clearance would not be
allowed to view top seeret data. As a result, data flow to differcnt platiorms with different lovels
of perraission roay ocour wore efficicutly and securely than with currently used processing
systems.

The different illustrative embodiments can take the formof an entirely hardware
emwbodiment, an entirely software embodiment, or an embodiment containing both hardware and
software elerents. Soime embodiments are tmplemented in software, which includes but is not
limited to forms, such as, for example, firmware, resident software, and microcode.

Furthermore, the different embodiments can take the form ofa computer program
product accessible from a computer-usable or computer-readable medmum providing program
code for use by or in connection with a computer or any device or systerm that executes
instructions. For the purposes of this disclosure, a computer-usable or conmputer readable
medium can gernerally be any tangible apparatus that can contain, store, communicate, propagate,
or fransport the program for use by or i connection with the instruction execution systen,
apparatus, or device.

The computer usable or computer readable medium canbe, for example, without
hmitation, an electronic, magnetic, optical, clectrormagnetic, mfrared, or semiconducior system,
or 4 propagation medum. Non miting exaraples of a conmputer-readable medium mnclude a
semiconductor or solid state memory, magnetic tape, a removable corputer diskette, a randora

access memory (RAM), a read-only memory (ROM), a rigid magnetic disk, and av optcal disk.
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Optical disks may include compact disk — read only nemory (CD-ROM), compact disk —
read/write (CD-R/W), and Digital Versatile Disc (DVD).

Further, a computer-usable or computer-readable medium may contain or store a
computer readable or usable program code such that when the computer readable or usable
program code is executed on a computer, the execution of this computer readable or usable
program code causes the conputer to ransmit another computer readable or usable program
code over a communications ok, This communications Hnk may use a medium that is, for
exanpie without limitation, physical or wireless.

A data processing systerm suttable for storing and/or executing computer readable
or computer usable program code will include one or more processors coupled directly or
mdirectly to memory elernents through a conmunications fabric, such as a systera bus. The
meroory elemenis may include local memory employed during actual execution of the program
code, bulk storage, and cache menorics which provide teraporary storage of at least some
corapuier readable or computer usable program code to reduce the nuraber of times code roay be
retrieved frombulk storage during execution ofthe code.

Input/output, or VO devices, can be coupled to the systemeither directly or
through intervening VO controllers. These devices may inchude, for example, without Himitation
to keyboards, touch screen displays, and pointing devices. Different communications adapters
may also be coupled to the system to enable the data processing system to becore coupled to
other data processing systems or remote printers or storage devices through intervening private
or public networks. Non-limiting exanples are modems and network adapters which are justa
few of the currently available types of communications adapters.

The description of the different dHlustrative embodiments has been presented for
purposes of illustration and description, and is not intended to be exhaustive or Hmited to the
cmbodiments in the formdisclosed. Many meodifications and variations will be apparent to those
ofordinary skill in the art. Further, different dllustrative cvbodiments may provide different
features as compared to other tlustrative embodiments. The embodiment or cmmbodiracnts
sclected are chosen and described m order to best explain the principles ot the embodiments, the
practical application, and to crable others of ordmary skill i the art to understand the disclosure
for various enbodirsents with various modifications as are sutted to the particular use

contemplated.
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CLAIMS:

What is claimmed is:

1. An apparatus comprising:

a vehicle; and

a traming processor {(413) contfigured to be connected to the vehicle, wherein the training
processor {(413) is further configured to distribute data (302) generated by the vehicleat a
plurality of pernussion levels (304), dentify a first permission level (306) for fivst data (308) in
the data (302), wentify a second pernussion kevel (310) for an mtended recipient (312 of the
first data (308), modify the first data (308) to torm second data (314) in the data (302) in which
the second data (314) has the secound permussion level (310), and distribute the second data (314)
to the mtended recipient (312).
2. The apparatus of any ofclamn I, wheren o bewng configured to dentify the second
permission level (310) for the intended recipient (312) of the fust data (308}, the traning
processor {413} 1s configured to identify the second permission levei (310) for the intended

recipient (312) ofthe first data (308} based on a content (318) of the first data (308).

>

3. The apparatus of anyofclaims 1-2, wherein in being configured to modify the first data
(308) to form the second data (314} in which the second data (314) has the second pernussion
fevel (310}, the training processor (413} is configured to nwodify the first data (308) usinga
policy (316) dentifying a number of modifications to the first data (308) needed to form the

second data (314) with the sccond permission level (310).

4. The apparatus of anyofclaims 1-3, wherein in being configured to modify the first data
(308} to torm the sccond data (314) m which the second data (314 ) has the second permission
fevel (310), the training processor (413) is configured to pertorm at kast one of removing a

portion of the fivst data (308) and changing the portion of the first data (308).

3. The apparatus of any ofclaios 1-4 further comprising:
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apod (1612, 1614) configured to be connected to the vebicle, wherein the training

processor (413) is located within the pod (1612, 1614).

6. The apparatus of any ofclaims -5, wheremn the training processor {413) is integrated as
part of the vehicle.

7. The apparatus of clatm 1, wherein the first data (308) 1s selected from at least one of
simulation data (220, 222}, virtual data (230), live sensor data (418), simulation sensor data

(414}, bive weapon data, and swmulation weapon data (416}

8. The apparatus of clhum 1, wherein the intended recipient (312) 15 selected fromone ofa
traming device, hardware within a computer system (216), a stmwlation program, the traiming
processor (413) in the vehick, a computer n the vehicle, a processor unit or other picce of
hardware within the vehicle or other platform, a model in the tratrung processor (413), avother
aircrafl, a ground vehicle, a ship, a spacecraft, a group of vehicles, a group of platforms, a
storage device i the training processor (413}, the processor unit in the traning processor (413),
another training processor (413) ina pod (1612, 1614), and a server computer in a ground

fpcation.

8. The apparatus of claim 1, wherein the vehick is selected friomorne of anaircraft, a
surface ship, a tank, a personnel carrier, a train, a spacecraft, a commercial aircrafl, a nulitary
aircrafl, a space station, a satellite, a submarine, an unmanned ground vehicle, an unmanned

acrial vehicle, a ground-based robot, an awtomobile, and a ground vehicle,

10, A method for managing data (302} in a platform (400), the method cormprising:

entifying a first permission level (306) for first data (308) i the data (302} generated
by a source {320) i the platorm (400);

dentifying a sccond permussion lovel (310) for an mtended recipient (312) of the first
data (308);

modifying the first data (308) to forvosecond data (314) 1o the data (302) n which the
secound data (314) has the second pervuission level (310); and

distributing the second data (314) to the otended recipiont (312).

iy
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11, The method of claim 10, wherein the modifying step conprises:
identifying the second permussion level (310) for the intended recipient (312) of'the first

data (308) using a policy (316).

12, The method ofanyofclaims 10-11, wherein the modifying step conmprises:
rodifying the first data (308} using a policy (316} identifying a number of modifications
to the first data (308) needed o form the second data (314) with the second permiussion level

(310).

13 The method of claim 16 further comprising:

roodifying the policy (316) during a training session (210).

14, The method ofany of claims 10-13, wherein the distributing step comprises at least one
of

transmittiog the secoud data (314) over a wircless coramunications link to the intended
recipient (312 Y or sending the second data (314) to the intended recipient (312 over a

communications link to a location within the platform (400).

15. The method ofany of claims 10-14 further comprising:
receiving new data at the platform (400) to form received data;
identifying the first permission level (306) for the received data;
identifying the sccond permussion level (310) for a recipient in the platform (400);
modifying the received data o form modified data (1132} that has the second permission
level (310) for the recpicnt; and

sending the modificd data (1132) o the recipient.



