METHOD AND SYSTEM FOR CONTRCOLLI NG | NFORVATI ON ACCESS FROM A VEBSI TE VI A V\EB
OR WAP ACCESS TECHNI CAL FI ELD [00013 The covered invention relates to a
conput er wetbhewh2end system for controlling access to persusagloidhbozand Vb
(HTTP) pages over the internet. BACKGROUND OF THE | NVENTI ON [ 0002] The
Internet or "the Net" is a worldw de Isystem of conputer networks - a
networ k of networks in which users at any one conputer may, if they have

the ri ght pEYHED %N@@YSTEWF@R@ENW%NB mF@lemm ﬁboié}l@@fﬁtomday,

the Internet 1s a public, cooperative, and self-sustaining facility
accessi bl e to hundreds of WEBSIbhy/IAMWEERRWAT AGGESS Physically, the
Internet uses a portion of the total resources of the currently existing
public tel ecommuni cati on networks. Technically, what distinguishes the

I nternet MECHRICAL RUBED a set of protocols called Transm ssion Control
Protocol /I nternet Protocol (TCP/IP). [0004] Using TCP/IP, the

I nt erconnected conputers exchange infornmation using various services such

as e et G4 O LoybfUE Ve BR! AfaiEhcta ANEotheOH Sl 05 el

WAV ser vi transfer or graphic ages tore ient

machi nes feontroliagvescess ¢ pefsonbl WAR and Web {BTTTPRpages oeeltheahtsrnélURL) . To
view a specific page, client nmachines will provide a specific URL request
in a browser and be able to view or get information. The browser may be a

client apmASREROUNDPOFIHENRYENTYNIES an interface to view and interact
wi t ht he m'm%;l\(?o?s OP pages o‘f:' mFE{ matr\lpon on the WWN The nobst conmon type

of URL request being used is Hypertext Transfer Protocol ("HTTP").

[0002] The Internet or “the Net” is a worldwide system of computer networks - a
network of networks in which users at any one computer may, if they have the
rights, view or get information from any other computer.

[0003] Today, the Internet is a public, cooperative, and self-sustaining facility
accessible to hundreds of millions of people worldwide. Physically, the Internet
uses a portion of the total resources of the currently éxisting public
telecommunication networks. Technically, what distinguishes the Internet is that it
uses a set of protocols called Transmission Control Protocol/Internet Protocol
(TCP/IP).

[0004] Using TCP/IP, the interconnected computers exchange information using
various services such as electronic email, Internet Relay Chat and the World
Wide Web (“WWW"). WWW service enables transfer of graphical web pages to
remote client machines from server identifiable via a Uniform Resource Locator
(URL). To view a specific page, client machines will provide a specific URL
request in a browser and be able to view or get information. The browser may be
a client application program that provides an interface to view and interact with



[ 0005] HTTP runs on top of the TCP/IP suite of protocols and conprise of a
set of rules for transferring files such as text, graphic inages, sound,

vi deo andwoth@vo2saibti nedia files on the WMV HTTP concepts/Sorasgha3of or war d
i deas that files may contain references to other files. By way of nultiple
transfer requests, users may practic@ |y navigate through vast anounts of

I nterlinked pages. Wb pages are typically defined using Hypertext Markup
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browser shall displ ay e content. [0006] Wreless and nobility have been
keywor ds fHRL requast e@gmﬁﬁdjgmmertaxh'@’msferrﬁrotm&éﬂﬂﬁé popul arity of
wreless internet. This gives users the ability to | everage on the ubiquity
of nobil e devices to access information, which is what fixed internet is

al ready providing. Subsequent I y nobile or wirel ess service providers noved

on to tap on th st ano tion _.of the via Wreless cess
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are a big challenge for nobile devices which have substantially | ower

specifications and | ower
[ooos] Wireless and mobility have been keywords for recent technological
innovations. Hence, the popularity of wireless internet. This gives users the
ability to leverage on the ubiquity of mobile devices to access information, which
is what fixed internet is already providing. Subsequently mobile or wireless
service providers moved on to tap on the vast amount of information of the
WWW via Wireless Access Protocol (“WAP”). The concept of availability of
information “Anywhere-Anytime” is fast becoming a reality.

[0007] WARP is a specification for a set of communication protocols to standardize
the way that wireless devices such as cellular phones, PDA or other WAP-
enabled devices use internet services, WWW being one of the most popular
service. The standardization is required as different manufacturer of devices
used different technologies and potentially caused interoperability issues. WAP is
also intended to overcome the HTML definition language which was originally
meant for.fixed internet. HTML is written in such a way that require fast
connections, fast processors, big screens, large memories, efficient input device



bandw dt h that hinders the operational use of HTM.. [0008] WAP defines a
conpl etely new mar kup | anguage called Wrel ess Markup Language (WWL) 1 with
scri pti ngvbanguagascal | ed WMLScri pt and bitmap format cacirsd20isnednss
Bitmap ("WBMP"). In short, WML provides a sinpler but much nore strictly
defined structure than HTM.. WAP al s@ defines new protocol stack which has
thin request and reduced protocol overhead. Due to many enhancenents
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between the phones or nobile deV|ces and servers providing the content.
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requi renents. Having the technologies in place, there are nany nobile
applications that has brought fixed internet environment to the agile
nobi | e market, such as m conmmerce (m stands for nobil e?, emai |, | nstant
Messagi ng[oombN%P(daﬁnemcbmplﬁlteig)new maskids {anguage calledriVire@sdylarkup
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system Ofs established between the phones or mobile devices and servers providing the
content. This concept of use of WAP gateway is shown in Figure 1. On top of
protocol translations, WAP gateway will also compresses the WML into a more
compact form; saving over-the-air bandwidth reduced mobile device processing
requirements. Having the technologies in place, there are many mobile
applications that has brought fixed internet environment to the agile mobile
market, such as m-commerce (m stands for mobile), email, Instant Messaging,

moblog (for mobile blog), friendster and so on.

[ooog] Currently, when websites are published, all the information on website is
made available via the internet. Anyone visiting the website is able to view all the
information. However, not all information may be suitable or was intended for
free disclosure. An example of such unintended information may be personal

particulars of the owner of the website.

[0010] !t can thus be seen that there exists a need for a simple and low cost
method for controlling information access from a website via web or wap access.



controlling informati on access froma personal or enterprise website, via
web or wap access. The client systemor a viewer mght have an identifier

i denti f yiwQ 2hoem28sg9subscri ber. Alternatively, the clientcrsg2003006387 be
categorized as a default public group. Wien the subscriber requests for a
certain page in the website, a served of the systemw |l map the Access ID
of the viewer or subscriber, and then determ ne an Access Control G oup the

subscri besUMVARE 0P INVERTION t he Access Control Goup and origin of
access, the webpage information or content will then be rendered and

di spl ayed accordingly. [0012] Accordingly, in one aspect, the present
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[0012] Accordingly, in one aspect, the present embodiment provides, a system
for controlling information access from an owner's website via Web or WAP
access, the system comprising: a client portion having at least one means for a
viewer to access the owner's website; a network means comprising means for
providing internet connectivity to the owner’s website; a server for hosting the
owner's website, the server comprising: an Access ID database for storing
Access IDs for subscribers; a Storage Database for storing content and data for
websites; an Access Control Information Database for storing Access Control
Groups assigned to the subscribers and Access Control Groups associated with
the content and data; a Layout Template Database for storing Layout templates;
and a Rendering Engine Server for rendering Web or WAP pages; wherein the
subscriber or the viewer is allowed controlled access to the content and data on
the owner's website depending on the Access Control Group assigned to the
subscriber or the viewer.

[0013] Accordingly, in another aspect, the present embodiment provides, a
method for controlling information access from an owner’s website via Web or
WAP access by a viewer or a subscriber, said method comprising the steps:



met hod for controlling informati on access froman owner's website via Wb
or WAP access by a viewer or a subscriber, said nethod conprising the

st eps: chewbing/2Baovi ewer for an Access ID;, retrieving sartcGlasmsasorD is
avai l abl e; determ ning whether said viewer is a subscriber; nmapping said
Access | D to subscriber information; Sselecting an Access Control G oup
according to said subscriber information; determ ning whether said Access
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Access Control List, a website owler can group viewers (persons who access
hi s websi 1se|cb$ub$@rlber om web or wap) or subscribers into

BRIEF DESCRIPTION OF THE DRAWINGS
[0014] Figure 1 illustrates a typical network flow of WAP for mobile internet;

[0o15] Figure 2 illustrates an overview of the concept of use of the present

invention;

[0016] Figure 3 is a system diagram illustrating an embodiment of the present

invention; and

[0017] Figure 4 is a flow chart illustrating a method in accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0018] The present invention proposes a system and method for controlling
information access from a website via both fixed internet and mobile internet



different categories and selectively display information to the viewer or
subscri ber based on the category of the viewer or subscriber. Such a

cat egory we w@irs4ied to as the Access Control G oup. [0@t@]sGeunsrensoty t here
is a proposed standard called Open Profiling Standard ("OPS") suggesting
how Web users can control the personél information they share with Wb
sites. OPS has a dual purpose: (1) to allow Wb sites to personalize their

pages for abf8sd, ndJémgitaﬂ A¢e8Es aDentra) Lise @Iw@wn@@me&m Ogmum vigwersuch
per sonal information th ey want to_share 'with a Wb site. Srrechanlsmls
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personal pgked baRdLER bf tHeevigwet bﬁsabsdﬁb&@eamhsmmtbgmqblswemrenktoof ten
referred to as web profiles may al so contain sensitive information, the

owner wouPR8 the RergssiaARtreldCEYR-i citly control the exposure of such

i nformati on. For enterprise websites, the control will be nore towards
serving the appropriate audi ence and subscribers. [0020] In the present
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for display gardl e f f t ext audi.o a ot her
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[ 0021] Thg‘r:;gHat "”mh %@&a slﬂg? of predefined ?(;c%ss Co(i?trol G oups for owners

t o cat egopersonalizé theingages dor theeindivdualcusereand (2) toaakowidisess ta gontmal t op
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mechanism is implemented using Platform for Privacy Preference (“P3P”)
protocol. The main difference here is OPS aim towards visitor with commercial-
website relationship while the invention covers also personal-website and various
personal relationships with the visitors. Since personal-websites or often referred
to as web profiles may also contain sensitive information, the owner would likely
want to explicitly control the exposure of such information. For enterprise
websites, the control will be more towards serving the appropriate audience and

subscribers.

"[0020] In the present invention, every piece of content and data that may be input
into a website for display, regardless of format (text, rich text, image, audio and
other multimedia), the website owner may further explicitly specify a category or
an Access Control Group in which the content and data is associated with.

[0021] There will be a set of predefined Access Control Groups for owners to
categorize their pages for their subscribers to have access to. On top of default
Access Control Groups, owners may further define additional Access Control
Groups with their own parameters. Access Control Groups may be inclusive or
exclusive. Exclusive Access Control Groups refer to categories that do not



G oups with their own paraneters. Access Control G oups may be inclusive or
excl usi ve. Exclusive Access Control Goups refer to categories that do

not i ncl udwoavdwanrsgpoups whil e inclusive, has the opposi PeTSGRes100036n

I ncl usive type group neans that it is a group that contains many other sub

groups while exclusive type is nerely a group by itself. [0022] Several of

t hese Access Control Goups in turn forman Access Control List. The Access

Cont r ol Lmud@btr@r @@ugé ghhileineluyings . hagd the ippostte dffdctr ARtinefuseed type
dates. This thus allows the owner to have one Access Control List active at

any one t grayp eans (ﬂﬂafekf 53 grovR thay asatains praBY HHSEEUNIFRUPS MBemat i on
and subscr, ber accesses the website having
Access mﬁ#&ﬁ%%&yéﬁg%g'ﬁéae\&hg%8%"?%9?%% esent invention, upon identifying

t he subscriber's Access Control G oup, information shaII be retrieved
according to the Access Control G oup ‘(_(ﬁre assi ned o the subscrjber. The
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Figure 2, lﬁ%,trhaﬁcﬁggﬁ&isg&@mgﬁer view of the present invention, the flow of
activities may start fromthe owner inviting a viewer to be a subscriber or

friend in order to have access to the website's information. For owners of
Dot sonal BoaSSihaR 3 SEBRLHEE ccbeshal e o8 Ra RecR LRI T
form accordance with the present invention, upon identifying the subscriber's Access
Contro!l Group, information shall be retrieved according to the Access Control
Group pre-assigned to the subscriber. The actions available to each Access
Control Group for a particular piece of information may be viewing, referencing,
adding, updating, deleting information or combination of the above.

[0o24] Next, the retrieved information is rendered into viewable pages
accordingly to the format of access, either web or wap. For web, the page result
shall be in form of HTML pages while for wap, it will be in WML pagés.

[0025] Referring to Figure 2, with regard to an overview of the present invention,
the flow of activities may start from the owner inviting a viewer to be a subscriber
or friend in order to have access to the website’s information. For owners of
personal or consumer websites, it starts with section 101 consumer and for
enterprise owner or merchants, it starts with 102. The invitation may be in form
of a friendship linkage, newsletter invitation and so on. Next, in Section 103 and
104, a response from the viewer explicitly acknowledging becoming a subscriber
to the information provided by the owner is received. The response can be in
form of email, Short Message Service (SMS) or web page link in the browser.



of a friendship |inkage, newsletter invitation and so on. Next, in Section
103 and 104, a response fromthe viewer explicitly acknow edgi ng becomi ng a
subscri bewotoodites1ibnf or mat i on provi ded by the owner is rerscGead/00iBoe
response can be in formof email, Short Message Service (SM5) or web page
link in the browser.Especially for eBterprise subscribers, this is an
opt-in action to gain explicit agreenent fromthe subscriber. [0026] Upon

conf i r mat EgpedibMNibRRntePHBE. siddRriversiEthid $s RAVOBRITS adtsiedoagainbexliditer and
t he subscription is considered valid or active. At this stage, the owner
may assi gagrelesenifiom tisesulbscri®ee or nore of several different Access
Control G oups. Each of the Access Control Goups allow different |evels of
access to content and data on the consuner/nerchant information website.

[0027] | n[os.@es;EU@anZngﬁmh@tiaubmither viafnteay thek\neWequimrgNeqmﬁidéx;gd ad
agreenent to be a subscriher . se a hrowser. conprj.sing.either fixe
igternet §l|ﬂ'bﬁi'1?(5'l?ielr(='3'7'nidntt’"'§riﬁlé?'iiscf'g:Eall mjllijsf C?'H%BE Wﬁfpﬂgpéﬁngtﬁl?fﬁﬁﬂ%?’i t)éﬁ
website. [TRREP ALy 248ldrPHre SN Sorlter ¥6°6he driRole % ideSefd diffaferfli AGEssURL,

WAP gateway redire or using search algorithm provided by the system

The subscCiohéol nGyolnes.i Bach iof itkel Anceaas Coltnoli Greups alowadiffarentdevsls ¢fD. I n
WAP environnent, the Acce | D be the bile Station International |SDN
Nunber (" REfESiSN©)C fér?ﬂ@%"ﬁé“ﬁgéiCiOé‘SHPﬂ?ﬁ)}«E/"b?r&hﬁaénﬁEEf@“PB"\é s the wap
page. [0028] For web access, the subscriber will need to login to the
systemto be properly identified. The Access ID nay be as sinple as a
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internet to surf the consumer/merchant information website. There are various
ways to access the website such as direct URL, WAP gateway redirection or
using search algorithm provided by the system. The subscriber may be identified
by an identifier such as an Access ID.- In WAP environment, the Access |D may
be the Mobile Station International ISDN Number (“MSISDN") which is the mobile
phone number used to access the wap page.

[0028] For web access, the subscriber will need to login to the system to be
properly identified. The Access ID may be as simple as a Username which
needs to be accompanied by a password login process. In this scenario, the
subscriber will have to be registered with the same service provider or the web

community as well.

[0029] Upon verification of the subscriber, a check is performed in the Access
Control List to determine the Access Control Group, as outlined in section 106.
The Access Control Group of the subscriber is checked by cross referencing the
subscriber’s identifier or Access ID. After checking the Access Control List, the
pages requested shall be rendered according to the Access Control Group of the
subscriber, and whether by the request was initiated via WAP or web access.



[ 0029] Upon verification of the subscriber, a check is perfornmed in the
Access Control List to determne the Access Control G oup, as outlined in
section 1W6.200mes84Aecess Control G oup of the subscriber pcs/scheskeaoby cross
referencing the subscriber's identifier or Access ID. After checking the
Access Control List, the pages requedted shall be rendered according to the
Access Control G oup of the subscriber, and whether by the request was
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Network portion and at |east a Server 235. The Cient portion may conprise
of at | east one WAPenabl ed nobi |l e phone 220 or at | east one HTTP browser
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230 and a
required.

[0031] WAP-enabled mobile phones 220 may connect to the internet via WAP
Gateway 224 using General Packet Radio Services (“GPRS”) or High-Speed
Circuit-Switch Data (“HSCSD") connections. While other HTTP browser enabled
devices 221 may also use narrow/broadband http HTTP type of connection.

[0032] The server portion 235 comprises a firewall 226 which is used to control
and prevent internal system resources from unauthorized access from outside
the server 235. A Consumer Database 230 and a Merchant Database 231 is
used for storing content belonging to owners of websites depending on whether
they are Personal websites or Enterprise websites. The content stored may be in
text, rich text, images, audio, video or any other type of multimedia information.

[0033] The server 235 further comprises a rendering engine server 227 which is
responsible for rendering or processing content in the Consumer database 230
and the merchant database 231 into a viewable pages in either web or wap

pages 229.



used for storing content belonging to owners of websites depending on

whet her they are Personal websites or Enterprise websites. The content

st ored mayoheoamsiiext, rich text, images, audio, video ecT®eposioheo7type of
mul timedia information. [0033] The server 235 further conprises a rendering
engi ne server 227 which is responsiblle for rendering or processing content

i n the Consuner database 230 and the nerchant database 231 into a viewable

pages in @b&herhwbn%riﬂ%grw@sﬁﬂa-rbﬁ@éﬁd% Ehginecsstoer A7 pakes fslevantt he
rendering engi ne server 7 takes relevant tTiltered content and nerges it

wi t h | ayofiteredmandertans sesges it with layeut teraplgies stored ihadayeuh Templateay

"ot or mat | BATARB A, gt (R VR RGP Ga R Tortltf vt palliREC | 1T T nccess
| D dat abase 232. In addition, the Access Control G oups and Access Control

Lists are stored in an Access Control Inforpation databa 233. [ 0036]
Referri ng[@@]FM&l@SQﬂbQﬂﬁe'ﬂfﬁ'ﬁrﬂ%'fdpﬂ:rinﬁléléﬂ}gdwggﬁﬁsﬁ &Eﬁeigzﬁﬁrﬁ‘g@ﬁb@di ment

when a vi o4t ' [

tarte vi SHOIqEERAEsess A Refiliasei 20 TARIGH HETRAR Y SioIBILRES ol

at t enpt i ngctessconss! llisis argstened ih@d3AX¢cdss Cantesd dnfobmatian idatabesel283.e, t he
systemw || retrieve 302 the Access ID 222 fromthe viewer. Next the step

of determ ning 303 whether the viewer is a registered subscriber. The

Access I D I R\e o | SigurERar hbthddon abssttibhes/ wRReg® predBhrbase
232. Fol | Bﬁgﬁgk\%tfhélgﬁ‘\é g%elslgtaep of ﬂ?%m]. ng the Access I D 222 to tpﬁeé
subscri beenitodimehbwhen. a[\0e®8T reguestsrcornteninge dxformption rors FpOWNRLIS abl e

Znggﬁi LgWeipgﬁ%%qe%%Ntlh%nbhtg[}ﬁp\ﬁiﬁmcﬁ{eclﬁ}'ngd%‘i"%xlth\@ }\lccgses fﬁ %ﬁi 31’ f%e%%sr as a

attempting to access the system.

[0037] If Access ID 222 is available, the system will retrieve 302 the Access ID
222 from the viewer. Next the step of determining 303 whether the viewer is a
registered subscriber. The Access ID 222 retrieved is compared with the
Subscriber/Access ID Database 232. Following which, the step of mapping the
Access ID 222 to the subscriber is performed.

[0038] However, if Access ID 222 is not available or not retrievable, then the
viewer by default will be classified 305 as a subscriber belonging to “Public”
Access Control Group.

[0o39] Next, after identifying the subscriber, the relevant Access Control Group
for shall be selected 306 according to information stored in the Consumer
Database 230 or Merchant Database 231. In the next step, the system performs
an internal check 307 to determine whether the Access Control Group is of the

inclusive type.



Access Control G oup. [0039] Next, after identifying the subscriber, the
rel evant Access Control Goup for shall be selected 306 according to
i nf or mat iwo 28da6o2ed9i n t he Consumer Dat abase 230 or Mer clramisGRatsab@sse 231.
In the next step, the systemperforns an internal check 307 to determ ne
whet her the Access Control Goup isldf the inclusive type.[0040] An
I ncl usive type group neans that it is a group that contains other groups

whil e exc m’;mnw@@silf@ tyRRs Gloupameans! thatit istegloup thieheenthins athei groupsi ve
group, all other relevant Access Control G u'gs shal | be accumnul ated into
t he Acceswhif®exelysive type isigedelyi & geiin hystﬁalg eiace ?Q)'(?l[‘lﬂnc  grayp, all

deri ' T~ f | ; t b
using. t heoy safEvRES ces® Joghtrel IO SRS SEELARISIER, Blo i seiasT oY
al so be bgsagtonrist esradpisiéd imylept308i t her HTML page(s) for web access or

WWL page(s) for WAP access. The intention of having the rendering engi ne
server 227 is to ensure simlarity of displays between different formats,

i n device e | i i [ p 309,
the- r enaagifiHeRt 8 2ERIcHY EngiHB R PAT WAoo WrenBRARY 00 S 8 10as)
The subscedftent bpwsirtethediawut femplatec234 ansigpedftoitie papey ditte mndye@mg

|l owed by th b . G oup._
Cont ol LIUDS el Bares or Gt o1 oeeit BT HaLMbvioAb ek for el AEEEER Yot hod
and syst egyfprpSqilsy e WP itces 8B hannfGRwSof hating thebreétideVihg engimeby a

client systemor” the subscriber. The owner of the web or WAP site will
det er m nesenveA22@4s taoensurelsimilarity of gisplexachetweent different frrmats.de dexiaasvi ti es

based on {Jggd %lflbssu%rsicﬁgérlé 6585" Tdmpleting of the rendering step 309, the rendered

pages are sent to the subscriber’s device for display.

[0042] The subscriber may then view the content and perform relevant actions
allowed by the system base on the Access Control Group in the Access Control
List.

[0043] The present invention thus provides a computer method and system for
controlling information access from a web or WAP site by a client system or the
subscriber. The owner of the web or WAP site will determine an Access Control
List that governs information access activities based on the subscriber’'s Access

Control Group.

[0044] It will be appreciated that various modifications and improvements can be
made by a person skilled in the art without departing from the scope of the

present invention.



Control Group. [0044] It will be appreciated that various nodifications and
| nprovenents can be nmade by a person skilled in the art w thout departing
from t he woap@/84ibhe present invention.Cainms 1. A sysPemsGaoosmoosnr ol | i ng
i nformati on access froman owner's website via Wb or WAP access, said
system conprising: a client portionlaving at |east one neans for a viewer
to access said ower's website; a network neans conprising neans for

provi di nggjdithgr net connectivity to said owner's website; a server for
hosting said owner's website, said server conprising: an Access |D database
for storing Access IDs for subscribers; a Storage Database for storing

content apd da i i Q! f ' for
toring Abceso YD EaTeTERinGInfhiRTRn Rhess Syl A REPE upigRr v
Cont rol G oupsWetsecVV R dceédd) sail sy stamtoentprising:dat a; a Layout Tenpl ate
Dat abase for storj ng Layout tenplajes; and a Ren%eri n% Engi ne Server, for
renderi ng Veb B3rCliR P&&é@%;ha\)ﬂf@r gl [eashiomesmeans; 1952 BVl 19 JFeRRS, Sqid
al l owed control] 2Gffel 0 said content and data on said owner's website
dependi ng on sg\{vﬁgk%cessﬁ&ntrol G oup assigned to said subscriber or said
viewer. 2. Theasytwerk awzmsdiomprising Ina¢ansi forvgreviging svérnheSconagetivilyttebase
for further cong,ri se a, Consuner Dat abase for storing content and data for

said owner's website;

a server for hosting said owner’s website,

said server comprising: an Access ID database for storing Access

IDs for subscribers; a Storage Database for storing content and data for

websites; an Access Contro!l Information Database for storing Access

Control Groups assigned to said subscribers and Access Control Groups

associated with said content and data; a Layout Template Database for

storing Layout templates; and a Rendering Engine Server for rendering

Web or WAP pages;

wherein said subscriber or said viewer is allowed controlled access
to said content and data on said owner's website depending on said

Access Control Group assigned to said subscriber or said viewer.

2. The system according to claim 1, wherein said Storage Database for
further comprise a Consumer Database for storing content and data for
personal websites and a Merchant Database for storing content and data

for enterprise websites.

3. The system according to claim 1, wherein said at least one means for a
viewer to access said owner's website may further comprise one of said
following: WAP enabled mobile phone or hitp browser enabled device.



personal websites and a Merchant Database for storing content and data for
enterprise websites. 3. The systemaccording to claim1l, wherein said at

| east onewoRar®284p a vi ewer to access said owner's web®rrscrens/obesot her
conprise one of said follow ng: WAP enabl ed nobil e phone or http browser
enabl ed device.4. The system accordildg to claim 1, further conprising a
firewall for controlling and preventing unauthorized access of internal

system regour Chise dystdie agiokdiAyatc efdlimd, tfurtHeri corhprishey & firewall fo&b or
WAP pages are rendered according to said cont F,nt and data and | ayout

t enpl at escemrdiigandipraventisgiunasBinrizad aseass ol IeNGLSEHEM ESQUSESi | arity of
di spl ays between different formats. 6. The system according to claim1,
wherein said controlled access may conprise one or nore of said foll ow ng:
vi ewi ng, 5ef ertinsispstenacidicogdingridatiaing, whedeihesaidd/Ves. orTAWAR pagesare
according to claiml1, wherein, sai ubscri%eé élirt her n g&i fier

havi id
or an Acceengergs agcorgirg 49 Saldhcqntest ancydata and;layeu Rﬁﬂa&\%{]e% %%ﬁolﬁ;'éat
| dent i f1 gk ComtelfpBhliGiath 3hid anbiie] SMhIRRRlor dihays bRleer®diffERgntsy st em

according to ereln sald Access Cont G'oup I's pre-assigned to
sai d subsformbéy. by said website owner. 10. The system according to claim1,
wherein a plurality of Access Control G oups forns an Access Control
List.11. A nethod for controlling informati on access froman owner's

websi te Vés.at Vh\éJPh?rs NN a5 SRT8ingY toP i WE! wheréin SsHig Cddnt@lled saddésaeinagd
conprisin e steps:
™ gomprise one or more of said following: viewing, referencing, adding, updating, or

deleting.

7. The system according to claim 1, wherein said subscriber further having

an identifier or an Access ID.

8. The system according to claim 7, wherein said identifier may be a Mobile
Station International ISDN number.

9. The system according to claim 1, wherein said Access Control Group is
pre-assigned to said subscriber by said website owner.

10. The system according to claim 1, wherein a plurality of Access Control

Groups forms an Access Control List.



a) checking said viewer for an Access ID, b) retrieving said Access IDis
avai l able; c) determ ning whether said viewer is a subscriber; d) mapping
sai d Accese 2bda/mes1subscri ber information; e) sel ecting aoTAGees®0@ont r ol

G oup according to said subscriber information; f) determ ning whether said
Access Control Goup is inclusive, gl4rendering of content of said owner's
website according to a |l ayout tenplate assigned to said content; h)

di spl ayi ng1r engeprehdpefscdritralimd infoengtior® acsedgifranban roviaesr's website via
allowing said viewer or said subscriber to view rendered pages and perform
rel evant X¥eb @idVAR aeeassr by @eyiewepRicd subpeiharn saig @eﬁmcgﬁampr@m g?‘? are
controll ﬁg%}/,sai d Access Control Group of said viewer or said subscriber.
12. The { 5d accor di ng to claim11l, further conprising a step cl):

assi gni ng sai dayi ewehetkihg saidieibever forAmtAssessdil;rol Goup if Access IDis

not avail able. 13. The nethod,6 accordj to.claim1l, wherein in step f), an
i ncl usi ve Acce®® CofelrigVing g G???]L‘?g%%‘(ﬁﬂahgbs ot her rel avant Access

control G oups chhat JERifing WUtHEALAE Vidwer i3 AifiBefONt Tol List. 14. The

met hod accordin rein step g) further conprises rendering
Wb or WAP pagel accooaphimg saio Acdassdbrioesubsaribersinfamatipout t enpl at es
associ ated w t ré)sai %e e%%gnén tPt]cucsesg %tircr)]IgG?'ci)ng la%rcicnt m.c? ftodsi;asig Iszﬁﬁsscriber
information;
f) determining whether said Access Control Group is inclusive;
g)  rendering of content of said owner’s website according to a layout
template assigned to said content;
h) displaying rendered pages to said viewer or said subscriber; and
i) allowing said viewer or said subscriber to view rendered pages and
perform relevant actions in said rendered pages;
wherein said relevant action are controlled by said Access Control Group

of said viewer or said subscriber.

12.  The method according to claim 11, further comprising a step ¢1):
assigning said viewer with a default Access Control Group if Access ID is
not available.

13.  The method according to claim 11, wherein in step f), an inclusive Access
Control Group further comprises other relavant Access Control Groups
that may be accumulated into an Access Control List.

14, The method according to claim 11, wherein step g) further comprises
rendering Web or WAP pages according to said content and said layout
templates associated with said content thus ensuring similarity of displays
between different formats.



between different formats.15. The nethod according to claim1l, wherein in
step i), said relevant actions nmay conprise one or nore of said foll ow ng:
vi ewi ng, wef:essaneiing, addi ng, updating, or deleting. 16pcTse200B100607
according to claim 11, wherein said Access Control Goup is pre-assigned to
sai d subscriber by said website owneltd 17. The nethod according to claim
11, wherein a plurality of Access Control G oups forns an Access Control

Li st. 18. 15he makhpethedcrceidify t®ckiii M, Whersihdhaitep HassidAersant otidris!
Li st may have several versions with different effective dates. 19, The

met hod acBWYdCPARGRTSEPAEerLmore ok faid EIRWING ipwingpdetaiepeingstagriag, the

st eps corraé&gq'h{%: ric?elétl?}éi ting said viewer to beconme a subscriber; ii)

recei vi ng expli iq respohse fromsaid viewer agreeing to said invitation;

and iii) assigning said subscriber with at | east one Access Control G oup.
16. The method according to claim 11, wherein said Access Control Group is

pre-assigned to said subscriber by said website owner.

17. The method according to claim 11, wherein a plurality of Access Control
Groups forms an Access Control List.

18. The method according to claim 17, wherein said Access Control List may
have several versions with different effective dates.

19. The method according to claim 11, further comprising steps before step
a), the steps comprising:
i) inviting said viewer to become a subscriber;
ii) receiving explicit response from said viewer agreeing to said
invitation; and

iii) assigning said subscriber with at least one Access Control Group.



