WD 2006/ 127359PCT/ US2006/ 019103 SYSTEM AND METHOD FOR UNLI M TED

LI CENSI NG TO A FI XED NUMBER OF DEVI CES Field of the Invention

The present invention relates to a digital rights nanagenent (DRM
system 5 and nethod that allows a fixed nunber of devices to be

| i censed bywoemrnbasd ng the device and denying |icensipgiSid
devi ce exceeding the fixed nunber. Background of the Invent?o’r‘(}}l9 -

typi cal DRM &y i ' ' d
oo Y SER A METROYOR USSP AN F03 i

el ectronic 10 content. mati"on "pert ai ni ng

to the at least the rights tQenssek d @%gd to exercise regarding
the content. Typically, a to gn 'S égﬁ%ﬁgte and passed to the user

devi ce renfghiPhelr onBibg C 1 ronic content. In a subscription based

| i censi ng Ty'sr'em—aﬁe—boken is renewed periodically to allow the user
conti nued acce h | ect roni.c content... Wen the ' S
subscription | 3%%@%“%“%2“" g érfel g ﬁ%?%?gétﬁgﬁ%lﬁs E’%ﬁargamfﬂgﬁgé‘@rsyﬁt%mdeni ed
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R syt ot ool e Ao bl Geive it bl SR S em e 35, a |
of a provi er'sdc t al ogue .of el egtr.onic ,onter}t for a fixed

subscri pt i“§H°F e %ﬁ?&f‘?%/t,o apy, devicesroreding B tred BEaiete t he

subscri pti on based content on a fixed nunber of devices. For exanple,
the user can only use three

Background of the Invention
A typical DRM licensing system uses tokens to protect distributed electronic
10 content. The token contains the information pertaining to the at least the rights the
user is allowed to exercise regarding the content. Typically, a token is generated and
passed to the user device rendering the electronic content. In a subscription based
licensing system, the token is renewed periodically to allow the user continued access
to the electronic content. When the user’s subscription lapse, the token is not renewed
15  and the user is denied access to the electronic content,
The benefit of a subscription based DRM system is that the user can have
unlimited access to some or all of a provider’s catalogue of electronic content for a
fixed subscription rate. Typically, the user can only receive the subscription based
content on a fixed number of devices. For example, the user can only use three
20 different desktops and/or handheld players (eg. MP3 players). . Prior art DRM
systems receive a request from a user to access content on a first device, the DRM
system passes the token to the first device and increments a counter (either reduced
from the fixed number or counts up from zero) and the first device is now an
authorized device. When the user requests a download to a subsequent device, the

25  token is passed and the counter is likewise incremented until the maximum number of



20 different desktops and/or handhel d players (e.g. MP3 players).
Prior art DRM systens receive a request froma user to access content
on a first device, the DRM system passes the token to the first
device and increnents a counter (either reduced fromthe fixed nunber

or counts uwofzn&nener o) and the first device is now anP@t;;J%%& ﬁﬁi;
devi ce. Wien the user requests a downl oad to a subsequen evi ce,

25 token igmpAsdcdvRedist REneQUBLES thb ﬁhﬂﬁﬂ*}& | t | the
maxi mum nunber of VV\iD 125006/ 127359I§CT/$HL3.§12006 %‘%Béfggrr%%bfggz%%evi ces

is reach eqe%ug}g forlab&sByh g;g%: agewdmﬂ'e InSehS2GHed Gm@&gﬁ? { tCJ) rrﬁ é‘?e%r ?)n‘rga%u ests

for access by a user are user can con est

and be gra C i : ny aut horj z evi ce
because tk%é‘@&g%@él%@%ﬁgs“%tgﬁ @%%‘%?@E@“ﬁgg d(% IX? %Eca{lﬁfk@ﬁﬁﬁj%}%d once
confirned, th nequested el ectronj c content..
onever . paun SHELARE AR elnd: BF 08 BT IRT b5, BufiRtatilof fkghsto s
devi ces: tem only tacks the nunber of requests and the
presen?e -(I);Pcﬁlte%{%er%%qmqlﬁicém lgtUSes a probl em when the token on the
aut hori zed device is .erased. ically, the token is, hidden and
t ranspar ent toht%ngeﬁ'stE? PRy ag\p}%f\g 5%%%&?"?5 ek P“@P%zfﬁg’é‘”w- The
user. 10 I—b\/%/ever, i f ttFe usgr reformats the nenory on the authorized
devi ce, tHESYBRBY tagksdhe aumber af regpesis snddecaresgnoe if dokens s hisemses équest s
access to t&ﬁ content, the prior art DRM system checks the authorized
devi ce forP'P4mRREFP HigdokrE: W the Arhorized devingds rpseiot Tymiwlpribe token shus
does not consider it an authorized device. The systemthen | ooks to
the count dfddghand dppspasepie thp asertip @veid dampraing and/or Riasore oarthd wser.
reached the maxi num 15 nunber of authorized devices, and does not
al | ow Htcddavevey, ihise vpmefrmattrenenory #80bs suthgrized devonttentokshisul d be
al | oned because this is not an additional device, but an authorized
devi ce. TH&asek epftemibrnatiing whew thesserasgiess aress wahd fontenh dhepprivplagm
This is frustrating to a user, especially if the sanme authorized
devi ce i s [¥¥itsiysieroukdcks thefapthomiaed delvicandor e tokes amd deteniresthaboeus nence
wi th sonme handhel d devi ces, and then

present and thus does not consider it an authorized device. The system then tooks to

the counter and determines that the user has, in this example, reached the maximum
15 number of authorized devices, and does not allow access to the content. However,

access to the content should be allowed because this is not an additional device, but an

authorized device. The user then must request assistance to fix the problem. This is

frustrating to a user, especially if the same authorized device is continuously

reformatted, which is a frequent occurrence with some handheld devices, and then
20 “re-licensed” until the maximum number of authorized devices is reached.

Thus, it is an object of the present invention to allow users access to content
on their authorized devices even if the authorizing token is erased. Further, it is an
object of the invention to allow the access to the authorized devices and still maintain
the limit of the maximum mumber of devices,

25



20 "re-licensed"” until the nmaxi mnum nunber of authorized devices is
reached. Thus, it is an object of the present invention to allow
users access to content on their authorized devices even if the
authorizing token is erased. Further, it is an object of the

i nvention t eveedobgardshie access to the authorized device
maintain the limt of the maxi mum nunber of devices. %C?@%O%’dlb

2006112735886k H5HQ Summary of the Invention A user has

one or nore€ u rendering el ectronic content. Electronic

content can be I X nd sof t war e
@ngéxoﬁerg Qr Lilgérlre 111;31' HBEGS fof & ﬁd‘en% %’ét\yl%% PREN can

or any conbi nation t e evi ces can

render t ht?%‘l%!ﬁﬁﬁcr ébﬂ':eﬁt cag o Oﬁh@?é{%ﬂﬁ%er el ydi ng teﬁ”&ﬂt & ﬁ &o}aﬂfv F gﬂ PhAs,

cel lul ar ones, rle hahaHe
i ncl udi ng ay; [ €0S ers \/
portabl e en %?rrl\&rr{g%t% Psﬂg dEVI%eSI% 8% @evécegg‘ﬁ “5% rﬁtﬁihhg(’rﬁ """‘%‘H‘é"ol ed
Each user \gjo have iq tﬁ;?a s t he user
devi ce. 5 Yen si ngud&gr vc;’eormp(l,1 eﬁs Ear?fogf n ‘* 5[’}';?? ?PhﬁnﬁRl\/P%%?@t emto
manage ctro t for der and connected to the
user devi c%F 5@5?135@1155(“&%}‘%{ iﬁ’ﬁ@?"gﬁlm P B factersnsy 80 y to
the |icensi nﬁ(F:’F{ gg% g\ﬂect throu ortal device that the user
device is PP ami cP@ﬁ ﬁﬁn@’é‘%‘éﬁm é&“ﬁ?‘?ﬁal dhe Hevigrseancbeafmesd o
the electr Or@% cg@i}ent and can determ ne how many user devices are
aut hor i zed®HF8ked: USSE devigg jaR BATeAcmiqye 8P thebidentifiss feasusisyicdievi ces
that are registered 15wth the licensing server and are permtted to
access the el ecd rspsEgcwrteeran cPraianalbabeat méit DRM cewen g masgeer
mai ntai ns an aut hori zation dat abase. The authorization database
can coM ai Hedropicspntent far 4 pwwidersand s pepmectsdoiodhe tsendevice qviea metivotlie | D;
an authorization date, which is the tinme or date the user device
becane an &t WSt dovees gate congesti directyatodha licrakiog node] pbeamest ilameghof t he
user devi ce.
portal device that the user device is linked to. Licensing server controls the user’s
access to the electronic content and can determine how many user devices are
authorized user devices. Authorized user devices are user devices that are registered
15  with the licensing server and are permitted to access the electronic content. In an
embodiment, licensing server maintains an authorization database.
The authorization database can contain a list of a user IDs, uniqﬁe to each
user; the unique ID; an authorization date, which is the time or date the user device
became an authorized user device; and a make/model/brand name of the user device.
20 Every user has a maximum number of user devices that can be considered
authorized user devices. Typically, the maximum number is set by the provider and
can be a condition of the provider’s agreement with the content owner. The user
devices can become authorized user devices by being listed in the authorization

database. The user device can be listed in the authorization database multiple ways.

25 Inan embodiment, user devices connected to the provider’s system are queried for its



20 Every user has a maxi mum nunber of user devices that can be

consi dered authorized user devices. Typically, the maxi num nunber is
set by the provider and can be a condition of the provider's
agreenent with the content owner. The user devices can becone

aut hori zed WaeEmosewsees by being |isted in the authori gati@smnion

dat abase. The user device can be listed in the authorization database
mul tipl e Waligie ID2nH RdER t6 FRAIBEA N uast@craséi EXH&Rel ¢, UNPHE Gk: Wevitde

provider's systemare queried for its
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dat abase. Alternately, only the user device IS requesting access
to the el eftdheRi FuiBd BRlusdrTaRHEECHE ama.!f@nﬁ&t ﬁ]ﬂfaszaaxte ¢ §3hAR3H .
Further, the user can input the unique ID or In a reques

make t he qg@lrdeg@gbqgutgfghz@&lﬁggp&é%gd user device. 501ce t he user
requests access to the electronic content either the unique ID |s

pacsed 40 e eet it SEmiEiolt b kSRSl L Do giny

server querles user

d d
ggtﬁgﬂn'eneté%f step ﬁ%@e%g‘gsl{’ﬁ%&%s%&e g\%@% °§%§nf| Scﬁ%lﬁ%g"%/rlﬁ%gf%?rusﬁrew ce.
If th d. t d. to th
content - SesFiof fie Wiy o PSSl Ko Rmptiop) SEanGBE RS e,

| i censing Sglver, can have (Lérrer ous}fg t| ons,. I n one .enpodinent, jf a

number of OB WEE dedes 1 derrne %Beﬂuifpﬁ%f‘%? SIS ahesied o ¢ he
maxi mum nunber of ﬁ#horl%ed us tﬁ} deﬁ ﬁ% %rw ce can be added
to the aut'for ¥t o dRI S S ARYCHEEd us&ﬁ‘s ?‘H 30988t R FOTEFBY | ce.

| f add'(gg t he #ﬁ r devjce exceeds jhe maxi num nynber of authorized
user de¥i ces, e PAGTAeYice 15 nof, Al aythgrged Hieg deucs, Hosngimg sprer Gon dpve
content can be deni ed. Alternately, the user can be presented
with a | i stUmsrous opRens; Zeans ghodigent, éfé’sn%r ehaathetized wardeywesnisiabr i ze
one or nore of the authorized user and permt the requesting user
devi ce to BEAS R caAl fothe Mayimyaenunghsy plaithoriaed wspidsyicrs mser davicest or e
all unique IDs for all user devices and indicate which user devices

are aut horq2p &g agdsd e ghe aythprigation duphase enskbsrgme amauphorired wsar dayidez &l user
devices are stored in the authorizati on dat abase and de-aut hori zed

user devi cddingithe wper éqving exymada the masimvoriusehst of dutiiariged twer davivios theof
de-aut horizations in a certain tinme period. The uni que I D can be
st or ed!d n userdorokyest fonadekss tathe electmnicoentent epobe ddniedevi ce and t he cooki e
is accessed at the tinme of the request for the electronic content. 25
Mul ti pl e cooki edteoaielhehacusentadie mrented withac Hst us enthdéxed agerodevices que
ID or nultiple
and the user can de-authorize one or more of the authorized user and permit the
requesting user device to become an authorized user device. One embodiment can
store all unique IDs for all user devices and indicate which user devices are authorized
20 user devices. Alternately, only the authorized user devices are stored in the
authorization database and de-authorized user devices are deleted.  Another
embodiment limits the number of de-authorizations in a certain time period.
The unique ID can be stored in a cookie on the user device or portal device

and the cookie is accessed at the time of the request for the electronic content.

25 Multiple cookies can be created, one for each user device or unique ID or multiple



WO 2006/ 127359PCT/ US2006/ 019103 uni que 1Ds can be stored in one
cookie. In a further enbodi ment, only the unique ID of the |ast
accessed user device can be stored in the cookie. Another enbodi nent
encrypts the unique IDIif it is stored outside user device, or it can
be stored ewory@ienss n the cookie. 5In an alternate en‘pgfi,b%&gﬂ,mwe

| i censing server can provide a token in response to a user’'s request

to access GffHeaDS canBRetdrokRIbng B0bkRE 1RR Yuriteathbddttng LAB! the bllg
enbodi ment, contains usage rules for the electronic content "and can

al | ow accessnd Qist $8esSd Ll QNG GRMESREedRASE cQkid hgn&{ﬁ&%?nb'b&b@ﬁ]and
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val i d tokeg, é%@[{ ] : QR The

t oken can bgry?‘)?%(ed ugqtﬁﬁgﬁhss%%ﬁ@?%egﬁgﬁdg%é%ﬁ? rﬂo sﬂjgftﬁ%?re?%éeﬁs on

t he user (cjiﬁ\(ec&,o%g.g. a master token, root and | eaf tokens) or can be
an indivi ual;1 to _e'n to each individual piece of electronic content.
del 1 versd 1ot i oSty hlodilfy e TRl iR BR B swafer Foi nier
(e.g. a U | i censi server. 1 e the user, requests
access to R{E#é) &l 1t!':'e_(gz t% FORIETE gﬁ? &Tres c?ﬂ@t'ugﬁ‘%ggmac@fl% &’%’&c d ?‘ﬁtem
acooss 1o CREEPUEEPIHTLE PR N Sonrrit ATSH Aishten Lov e | s
present with the el.ectronic gontent on .the user device, The user can
r equest actg?g'%eseq °8°13F8%”tt?”5_r1?f"5€ 85&‘}'%’?13[335‘?1‘6? aLnﬂ_ ofs LR iy logk plsatherean 20
paseed up Lriiar Prbwizeren Cuboe vt ToiRe. f Vi GReEC-EO e eroiBie | he
l'i censipng server,_can query the user device to find the token. If the
user de¥i ceonkent Theitphea pan Fli‘”lfﬁé‘é? the sy dgvieendonEels ofhet okens @ndke r oni ¢

content. If the user device does not have a token, the |icensing
sewer user device (e.g. a master token, root and leaf fokens) or can be an individual token to

each individual piece of electronic confent. Tokens can be delivered with the
electronic content as it is being delivered to the user device.
Alternately, the token can be a pointer (e.g. a URL) to the licensing server.
15  Once the user requests access to the electronic content, the URL is activated and the
licensing server is queried to determine if the u'ser is allowed access to the electronic
content. In either embodiment, a token is present with the electronic content on the
user device.
The user can request access to elsctronic content and the licensing server can
20  determine if the user device has a token. Either the token can be passed up to the
licensing server at the time of the request or the licensing server can query the user
device to find the token. If the user device has a token, the user is granted access to
the electronic content. If the user device does not have a token, the licensing server
checks the authorization database. If the unique ID of the user device matches the

25 unique ID of an authorized user device in the authorization database, the user is



checks the authorization database. If the unique ID of the user

devi ce matches the 25 unique ID of an authorized user device in the

aut hori zati on dat abase, the user is W) 2006/ 127359PCT/ US2006/ 019103
granted access to the electronic content. If the unique ID does not

mat ch, the Wwiowenpesserver determines if the maxi mum nugbgeheRicoisns
aut hori zed user devi ces has been reached. |If the maxi num nunber has

not been rgaghescest Ry Eﬁétrdﬁfcvéogg\:}% ilg ﬁg%ﬁ&uiﬂ) bh& n%yﬁz%ﬁ,i tﬁ?fé%g%c cess

dat abase as an authori zed user e user 1S gran

5 to the elRe} e ofpt %”nggpym has . n. keached,
al t er nat eleéyi,%% ﬁgtgﬁlgré‘% ig frﬁgtgfjagisr{m{l:an e deni e(%&g? %Eg re&ﬁ’écg‘rg%%%%eﬁ?e
ted t L j t ' the. ti
Deor dovi o BB IR bARaR ARk AR fo il MELERUIE f EKTEL "
t hod all iC. t .when th [ | D i
Ctored n S TyRAEEY ek Aah A0hGRE T ik IR et ol s Enevisi o

stored in a COOKl e an e user na

cont ent. I A e an check the coakie far the unique ID,
and if 5theija(l?}]?fji é(%%c?&ﬁ%c?@&ﬁb? fﬁﬁ nlaﬁlén%?)w%& ﬁ?s‘h e’ﬁu?@&lqugffgﬁ?%’dt ccess
to the el 8% rr,onic conge?t . 1T the uni Eue IDngxigts, the unique ID s
| ooked- up TR ISUSUER B e o8 Aheiapraan Beprarmgted g dosputhauizs  vie 8oier | s
provi ded access to the electronic,content. If the unique IDis not in
t he aut horéil'% ﬁ18ﬂzecf T RUSENS PSoR davice 59 iiFtseiten gainaeesss fo\tbe glectronic

aut hori zati on dat abase can be determned. If the nunber is |less than

the maxi mifPhber, the user device can be adding to the
aut hori zati on dat abase, and permtting the user access to the

el ectroni ¢ conteMethod 2llomis aghgesig elesuaniciontsat whsadle unique dBys worpd ians t he
maxi mum nunber of authorized user devices, the user can be denied
accessl® o oRkicand dher e makes griaqiesioior glagromsgrontsnd eTheulidsoss evenppn
authori zed 20user device. Anot her net hod includes receiving a
request f ofhcelciEe sepkiegor tha vaigee IR ond i theomien D iy mrhimthe sevkiel dhe wser,
accessing a unique |ID of the user device, and conparing the unique ID
to a |ist ®fdericd prpss e theplestronie epriers. IfMthe upiqie) U@ exifisj the yaige Mbis
determne if the user device is an authorized user device and if the
user devi cleckes-uiin Fhsratherizatioh datelpss ards if prasert dbel utep ist grevidddectasoti ¢
content. If the user device is not authorized, a
the electronic content. If the unique ID is not in the authorization database, the
15  number of entries in the authorization database can be determined. If the nwmber is
less than the maximum number, the user device can be adding to the authorization
database and permitting the user access to the electronic content. If the authorization
database already contains the maximum number of authorized user devices, the user
can be denied access to the electronic content or queried to de-authorize an authorized
20 user device.
Another method includes receiving a request for access to the electronic
content from a user device, accessing a unique ID of the user device, and comparing
the unique ID to a list of authorized user devices. The unique ID is used to determine

if the user device is an authorized user device and if the user device is authorized,

25 access is provided to the electronic content. If the user device is not authorized, &



WO 2006/ 127359PCT/ US2005/ 019103 determ nation is nmade if a maxi num
nunber of authorized user devices is reached. The user device is
converted to an authorized user device, if the maxi mum nunber i s not
reached. |f the nmaxi mum nunber of authorized user devices is reached,
the user cawoleoshztdeni ed access to the el ectronic cont gafuShoshMbes
system can request de-authorization of one of the authorized user

devi ces t QictemMafidn shtaddSLE ndfMivELmintbeR Bf AWbNIRE GRE aAGS jORVIHE Bri ef

Description of the Dravvings 10The above and still turther objects,
features ang IUVRMAGEDAtell Wuﬁt%ﬁ%d ds&‘ﬂ%@fcb %‘th@‘nla&m%r?ﬂ@be@%oar ent
upon consideration of the follow ng detail escrlptlon of a

speci fic ejppdiygnt thereof, especially Wnen taken in conjunction
with the acconpanying draw ngs wherein |ike reference nunerals in the

various figuresgs@k ﬁlaﬂﬂdnﬁ ef OF Q&ﬁk@r Aekr&% ﬁg&g&ﬁe@é Bge @%}ﬁbc

wherein: 15Figure 1 1s a diagrami ustratlng Stem or

e- aut or | S0 g o g o ?ﬁ%f’ht?%f?én R laé’%%e%da-a?waf%n of
i mvent | on; L ALk Bl ST S s B T o B

i nventi on; and 20Fi gure 5is a flow chart of another enbodi nent of a
nmet hod of (%ehe present invention. Detailed Description of the
Preferred Enbodi nents

Brief Description of the Drawings

10 The above and still further objects, features and advantages of the present
invention will become apparent upon consideration of the following defailed
description of a specific embodiment thereof, especially when taken in conjunction
with the accompanying drawings wherein like reference numerals in the various
figures are utilized to designate like components, and wherein:

15 Figure 1 is a diagram illustrating the system of the present invention;

Figure 2 is an illustration of a de-authorization screen of the present invention,

Figure 3 is a diagram illustrating an embodiment of the system of the present
invention;

Figure 4 is a flow chart of a method of the present invention; and

20 Figure 5 is a flow chart of another embediment of a method of the present

mvention.

Detailed Degcription of the Preferred Embodiments

Figure 1 illustrates a system of the present invention. A user 10 has one user

25 device 102 or more than one user device 102a, 102b, 102c... 102y, 102w for



Figure 1 illustrates a systemof the present invention. A user 10 has
one user 25device 102 or nore than one user device 102a, 102b,

102c... 102N, 102N+1 for WD 2006/ 127359PCT1U3820061019103 renderi ng
el ectronic content. Electronic content can be audi o, video, stil

i mges, texiwoMaiassand software or any conbination th r
devi ces 102 can be any device than can render the elec?égﬁﬁgmﬁﬁﬁw%nt,

i ncl udi o ! mig | 4 i :
i ncl udi ng GRIRHE lestrodi@RbRBSE, HBILAS .Q&F%gﬁﬁgtkggﬁghgﬁgijﬁgggséﬁayers,

Bl ackberries(r), handheld players, inc

devi cos. can ba TAniep RS T Ff SoRBR AR R Vb URIRT 0785 Ry,

devi ces can be Janus ena user device

Tona, 104 adne oo FBHRE Ve S R 0 pulHTalOn ] §.
unber o <N’ canemeec PRRE Biftenield Mforkid SRARPalil A M cacr
pur ned § nt A2 Eve: AR PRLMRR bR S Grorhment oSend e ni ng

server 106,cont ai ns.all _or rt of a DRM systemto manage el ectronic
cont ent fo%%gmﬁﬁgyf&%?mgﬁymﬁ%%ensing server 106 can be distributed

over one 15 or re seryer r duplicate n.one or nore servers to
service region ) r to the
| - ondhgh St grds BTy tularr 660 n86cs w b dmeaedize o 1
user devicg 102 ov r]% nehéﬁrk 108. Network 108 can be a LAN, WAN,
the Internef® “rﬂqueaﬁﬂli 83, 103Pr MMess 1 04pel (Auramalsh vsardericrs: H2aet0Rby k.
User devins 102 can connect directly to the licensing server, or
connect t htWagh1%npdPPw) reresativey.1 0aniqusatD ¢fb o e ageayipk sumlpp or ¢
linked to. For 20 exanple, a user 10 can have a desktop conputer on
t he netthorfengmits! 83% #F KR 26 theame/s3inkug jos eaghaesen dearica 62 Asaopisall 02)
to the desktop conputer (as the portal device 103). Licensing server
106 cont r ohaneriphajdware ddentifierepd isdumed inkrethe pemane memotymifasdr devick can
determ ne how nmany user devices 102 are authorized user devices 110.
25 Aut hori ¥8d user devices 110 are user devices 102 that are
registered with the |icensing
A licensing server 106 contains all or part of a DRM system to manage
electronic content for a provider 20, Licensing server 106 can be distributed over one
I35 or more servers or duplicated on one or more servers to service regions of users 10,
Licensing server 106 is connected to the user device 102 over a network 108.
Network 108 can be a LAN, WAN, the Internet, or a wired, wireless, cellular or
satellite network. User devices 102 can connect directly to the licensing server, or
connect through a portal device 103 that the user device 102 is linked to. For
20 example, a user 10 can have a desktop computer on the network and synchronizes an
MP3 player (as the user device 102) to the desktop computer (as the portal device
103).
Licensing server 106 controls the user’s 10 access to the electronic content and

can determine how many user devices 102 are authorized user devices 110,

25  Authorized user devices 110 are user devices 102 that are registered with the licensing



WO 2006/ 127359PC17052006/ 019103 server 106 and are permitted to
access the electronic content. In an enbodi nent, |icensing server 106
mai nt ai ns an aut hori zati on dat abase 112. Figure 2 illustrates an
enbodi nent of the authorization database 112, which can contain a

list of a userwbdizdkist, unique to each user 10; the uni = an
5aut hori zation date 116, which is the tine or date thegggjgég%;en\q/ég%

102 b r | k&6 id 118
SCACyeRfbr 08 BAT g el tIR6S e BREHGHIRIRIOAPh RBmAR™ 1]

of the user device ) very user as a naXi num nu

user devi CRGndiselfRfociRdin gs w&&géﬁggga%%gﬁizzed user devices 110.

Typi cal |y, the maxi mrum nu r ~the provider 20 and can be

a condition of gtlﬂ_ge Qrifﬂl\éjfrgtggﬁf@%?}"gx\éﬁaﬂlﬁm}iga%oﬁ%g{[gﬁ?,%rli%wV\ﬁer' I n

an enbodi nent, maxi mum nu evi ces can
User devic . C rized. user devi.ces 110 ing
heted | n PR Ao 3A AR B R G5 e aler 10C R cmipn 28 10E
listed in e a orization,.dat abase 112 tiple ways. I.n an
enbodi ngent%uta]eovr%é%/ogud’ l[eer Pf(ﬁé\ﬁhécgl lf%ge %@ﬁr?ééjtaguotlh? ?hdgvﬁg&ggd’&?m@ st em
is queried for.its unigue I D 104 and,added to t aut horj zation 15
ot abase. 1738orzpd GptRy e ona e pdel e Sies gt fpsentiaricr L2
requesting accggls to t?(i el ectronic coptent is added to the
aut hori zati on daFPHL%Ee!1Y b8 & maxap nupper I of userdeyiges {fhthet saebeuni que
I D 104 or init.i aéje a request to nmke the user device 102 an
aut hor i zed®GSdrregaheized yssT deviped ). ehmisaliviipmaximun nymbpid irsst by
access to the electronic content, Either 20 the unique ID 104 is
passed to BREVICEASpHCaRdeAiondition af the Pravider & agreemen with ke ¢onteshsi ng
sewer 106 queries user device 102 for its unique |ID 104. Licensing
ser ver 14.069%E s smbodiment; the magimuamrutbas of deviegmeancisiivases t he
unique 1D 104 to the unique Ms 104 of the authorized user devices 110
to deterni ne i fUhéevicet)lied eanrgcemeputbhaized usen deviges 146 bpbting bistedth user
device 110. If the user device 102 is authorized, the 25user 10 is
al | owed actesuthodeatipre dggaseht2. User device 102 can be listed in the authorization

database 112 multiple ways. In an embodiment, every user device 102 connected to

the provider’s system is queried for its unique ID 104 and added to the authorization

15  database 112. Alternately, only the user device 104 that is requesting access to the
electronic content is added fo the autharization database 112, Further, the user 10 can
input the unique ID 104 or initiate a request to make the user device 102 an authorized

user device 110.
In one embodiment, user 10 requests access to the elecironic content, Either
20  the unique ID 104 is passed to the licensing server 106 with the request or the
licensing server 106 queries user device 102 for its unique ID 104. Liccnsing server
106 accesses authorization database 112 and compares the unique ID 104 to the
unique IDs 104 of the authorized user devices 110 to determine if the requesting user
device 102 is an authorized user device 110. If the user device 102 is authorized, the

25  user 10 is allowed access to the content.



WD 20061127359PCT/ US2006/ 019103 | f the user device 102 is not
t he aut hori zed user device 110, licensing server 106 can have

numer ous options. In one enbodi nent, if a nunber of authorized user
devices 110 is not greater than or equal to the maxi mum nunber N of
aut hori zed weanssdernssces 110, user device 102 can be adgegydBusingos
aut hori zation database 112 and 5 beconme an aut horized user device

110. If addi ng 1t bR WeClevREYIER b the SRR fsheiARY mrnc%m%n{é#]gf

aut hori zed user devices 110, the user's request for accessto

el ectroni c(xQRh 8e GRS Ogﬁm&eﬂl one emci)o\;mﬂn{teﬁ{,glaﬁt 1I§J.Snt¥bexc') ?15% l&l{xolﬁﬂg fg@led in

Figure 2, the user 10 can be presente orized user

e hoe? R I8 b fteyc DB cdlfr BURAEAER G0N BPL S @hod [r 0

aut hori zed user devices 110a, and perm

request i NgyMNSEL 196 ViseLaba2 ]{09 c%%gg‘ﬁgia’@%ﬁ& ?9‘5151%%?'?0%?%?"%%3? ngdllo.

One enbodi nent cari store all uni or a ; < 102
d i ndj i i t i , i 110.
At er net ot ol e Rl adt 65%a 10 3 SR BRSPS TEn BREEITe 1 e

el et e ARt RUR BREREN AR Fad B B e st o2t fons 1
a certain ti;ieg@tfoe“ od tFor e ané%I e, user 10 can only de-authorize and
repl ace one 'l FOTPRER %Ee%"é’r‘ honth. In an enbodi ment, the uni que
ID 104 i [ ' .t devi 102 dth kie i
accessed at { oA DIvaHELBATET Oy b St of e FomPeted MBRNSt 20
Mul tipl Ki b d, f h devi 102
uni que. | D SORTFERLIET A1t o) G Pogecr 03 <&k e Behatze 088 Of HoBrid ook e.
In a further, epbodi mepnt, only the unique |ID 104 of the |ast accessed
user d ‘{/i cathagized 4561 flevicesot 108 ?W%t h &0 0 o1t Pre PnpReTHEe e dhesshingerser
encrypts the unique ED 104 if it is stored outside user device

device 102 to become an authorized user device 110, One embodiment can store all

unique IDs 104 for all user devices 102 and indicate which user devices 102 are
authorized user devices 110, Alternately, only the authorized user devices 110 are
stored in the authorization database 112 and de-authorized user devices 102 are
15 deleted. Another embodiment limits the number of de-authorizations in a certain time
period. For example, user 10 can only de-authorize and replace one user device 102

per month.
In an embodiment, the unique I 104 is stored in a cookie on the user device
102 and the cookie is accessed at the time of the request for the electronic content.
20 Multiple cookies can be created, one for each user device 102 or unique ID 104 or
multiple unique IDs 104 can be stored in one cookie. In a further embodiment, only
the unique ID 104 of the last accessed user device 102 can be stored in the cookie.
Ancther embodiment encrypts the unique ID 104 if it is sto'recl outside user device

102, or it can be stored encrypted in the cookie. Furthermore, the portal device 103

10



102, or it can be stored encrypted in the cookie. Furthernore, the
portal device 103 WD 2006/ 127359PCT/ 1152006/ 019103 can store the
unique I D 104 or cookie for the user device 102 and the licensing
server 106 queries the portal device 103 for the unique |ID 104.

Ref erri ng twokbogurese3, an alternate enbodi nent of the mrese6ako19103
invention is illustrated. Licensing server 106 can provide a token

120 in respanse housiqusEy 16t & chei@Rsthe ifer A6HESF2GAN RN fcensi2k8Rerl 20
can be any identifier that, in one enbodi nent, contains usage rules

for the el BBlyueits GheGRtERtice TOKRhe 2RiqAD A4l Ow access to the
el ectroni c content based on the usage rules and does not need to | ook

el sewhere for muREnDto RIPLR0S, ZalikRRe AobRish: 8 Hﬁlﬂr&eﬁtoi%%ﬁ%%@ﬁ t he

user 10 cannot access the electronic content. Token 120 can i nked

to the usefdawdceridOingNEreP Mg HnSor@ifier té&@ntlgbqg.%%s?%gp@ aggé‘r‘s

device 102 (e.g. 'a master token) or can be an Indi token 120

Lo, eachs | nidhiestiyabodRl Eferdl 616 O Ko £ MeRfifier MRKEDnd Slo6AME

i
delivered with the electronic content as'it Is belhg delivere

er devic . ; i e.g. a
llJJSRL) t oVIt h(%n?a% el rﬁ%glenraleg\lef“tr)r\?&elg %&?ﬁm&? %eég i hiéﬁ%g 21?6' f %F P ed‘g géscF %%élé}gees g to
the el ectrgpi t i ti ed 15 a the .| i censi ng
server 1068%!3%3% ;&rﬂ%ﬁgfﬂdk l%ag dg%t @fg{hlsaﬁg nlﬁ‘fpS Btﬂﬁgdrbﬁss%c’% nleﬁ%dqée%l IPMEF@EI@ glgrs to
the el ectroni c_coptent. | j t her di t, a token 120 is present
with the e eelc':storr oaﬁﬁgn%aglﬁfl'ewl oyt tahvélﬁgg(gﬁ'engg@’i fhg user h)ecqnﬂo atyeess e
enbodi nent ser 10 re sts.access.to el ectronic ntent. Th
| i censi ng g%‘:ﬁ?&\g op %“*ugﬁg?ﬂrﬁﬂééﬂ ?efslulkﬁ 0 %?Seﬁgq}'?c@eﬁgé@e ‘F‘?&E"léog‘ﬁken
120. Either,the token 120 an, be passed up to the_licensing server
To6" at '} hekan o Fleds iy d02 R et R RS PGB TETOEL KLYt he
user device 101’;, h}p,({ﬁ]iéf]d thef&ﬁoken 120. If the user_ device 102 does
have a t okBrfaddiviqyal precs, of pipciranicypontpnk g Tolen 24 caybe Aelivened stithdkg ¢
content. If the user device 102 does not have a token 120, the
| i censi ng SEFRPRE Comfent@p Bdileingeliverdip theastriderictii?2abase 112. If the

unique ID 104 of the user device 102 matches the 25uni que I D 104 of
an aut hori zed uSEFARL;itelen1tP cpm by A@okFr Koe & HRLDIP tatlistnsing sever t he

106. Once the user 10 requests access to the electronic content, the URL is activated

15 and the licensing server 106 is queried to determine if the user is allowed access to the
electronic content. In either embodiment, a token 120 is present with the electronic
content on the user device,

In an embodiment, user 10 requests access to electronic content. The licensing
server 106 determines if the user device 102 has a token 120. Either the token 120

20  can be passed up to the licensing server 106 at the time of the request or the licensing
server can query the user device 102 to find the token 120. If the user device 102
does have a token 120, the user 10 is granted access to the electronic content. If the
user device 102 does not have a token 120, the licensing server 106 checks the
authorization database 112. If the unique ID 104 of the user device 102 matches the

25  unigue ID 104 of an authorized user device 110 in the authorization database 112, the

11



WO 2006/ 127359PCT/ U52006/ 019103 user 10 is granted access to the
el ectronic content. If the unique ID 104 does not match, |icense
server 106 determnes if the maxi mum nunber N of authorized user
devices 110 has been reached. |If the maxi num nunber N has not been

reached, u§ﬁ5mﬂ§§&gg 104 is added to the authorizatiogqugﬁgéégwgs an

aut hori zed 'user device 110 and 5 the user 10 is granted access to the

| ect i N d

o Cor nat el SEP T imnitd od88 T UUMANTRER B BRGR AERAMS6s ot e
ted t - har i . devd 110 d t i t.h

P ubst 1 ng el RYERAEN B SEE0iE Y B mpgmll St ROB S8 s,

el ectronic cont?ﬂf

. i Ei 4, | t hod, f | 1. ow
access to &St omiR Egcglrryf agc‘%?%' Okfﬁié’qlli%%ﬁ% a@ﬁbq@ﬂaﬁgﬁf '%eeglrr"(?F 80 ]}/gﬁrng

cookie (step.4 i gcussed above .and the user 10 kes a request
for electr g‘%f“@ q@%ﬁtag%tdq%ﬁ]ﬁ aP‘ishofl?%P‘é%{Bé‘?t\?Wﬂ?/a ‘ﬁ‘g“zﬁﬁi 87 gerce(db e 402) .
The Iicgns% sem§ﬁ,106 can cheek the cookie f%% t he unique .113 104
(step 404)heuser {{is amapted ascqspiorhe elperopigcontent; Hthe paximum pupbei N ges 10 i s
denied accegss to the electronic content (step 406). If the unique ID
104 exi st sPeepHeAchh gliemstely, WgAuspes regusebarnupe fenigdher the usen Hbeanzbi i on
dat abase 112 (step 408) and, if unique 11) 104 is in the

aut hor i zat PROEPHE ik Snawhories a useradeyise A 10 am quihoproiie deiesiine aes dedce he

el ectronic_content (step 410). If the unique ID 104 is not in The

aut hor i zat t¥rsodkstradean gain agoses tnihstsleeraic eonteri.es in the

aut hori zation database 112 can be determ ned (step 412). If the
nunber is | ess Tuming oHdguasi imarmeibndiforaliNyingtaecass torelatgonic eont@? tiean be
made an authorized user device 20 110 by addi ng the user device 102

t o t helQut weguezidx 1Wris geredhiasecarkiz (ftep 490)AdsAdiscassed ploveiand itheguseth) user
10 access to the electronic content (step 416). If the authorization
dat abase 1t2keslarreauyt fonsitetons ¢onenneExiinisnewnivet éy the mbvider (sep HeBDd user
devi ces 110, the user 10 can be denied access to the electronic
content (sUkplicki®)server tliberanetedkahel eohistituothe ariqanlnUohGtep 204, if3hy
device 110 (step 420). WD 20061127359PCT/ 1TS2006/ 019103

Referring moguet I F4isrent n tienafokiel theekdrod fkateniall .ok @6 QRSSorkd

el ectronic content includes receiving a request for access to the

el ectroni Codhfeat @th 406)01TF fhe WGiQhe TP VICKistsSHERNRAOID 1GCSE GSkbdgp A theni que
| D of the user device (step 502), and conparing the unique 11) to a

li st ofis aubliRdrizéem dsdhsedaLi GRS 409tAR, F0thhue S 10PQY &y tht REmGHGYE 1D 5
104 can be stored on the user device 102 or the portal device 103.

The |ist Ofaaddtdani BEdscH$61s ﬁij@\){h&éa%ce%at@ ﬂ%eezée&l&mee&&a& i(s@érg, Hg}éﬁ*%ﬁée 112

or any other nethod known in the art to conpile and store ta to be

accessed. ypigue DR W ALGAGHd RithGizthiE0ata8 ;'atlg,rrgé Inlgnit,{{ &Qﬁm&@@%@evi ce

is an authorized user device 110 (step 5 n e user device
102 is th ' ' i i th

ol ect roni " ek FEPRS Y bf feghed KPR b SBROX ERE 4 ' 07
th t hor | ' LN i £ i N of
the aut hor IEaip RS nfTi-3E e ke: S RLILATA Hindde of LRSI EREY 0 ©
102 i ' Vi ifat [

102 LS ofOTYR PG BB AL R NRCRRAGE BB o O AR
content cap. hfRE YWl Fo &R0 W Mhectrbilic bbenl B HE). W ER Shthorization

database 112 already contains the maximum number N of authorized user devices

110, the user 10 can be denied access to the electronic content (step 418) or queried to

de-authorize an authorized user device 110 (step 420).
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15 N of authorized user devices 110 is reached, optionally denying
t he user device 102 access to the electronic content (step 514) or
requesting de-authorization of one of the authorized user devices
(step 516), converting the user device to an authorized user device

110 (step S¢a@)oos@skoprovi de access to the el ectroni c GeAlRRduekBiodP
508). In another enbodi mrent of the above nethod, the system can

determine if thAROnUSRY tIBYIES, %&h&ﬂ%ﬁ?oﬁﬁgﬁr%@o@e@%&b% the

provi de access to the el ectronic content if the user device

t oken (st ed%nﬁ:%pﬁtcluhé(s réélﬁlﬂésﬁfquééyrcﬁeac& £& HO gleg{f’o\ﬂﬁ: nfeRKBMn o user

determning if a maxi num nunber o aut orized user devices is reached

B i D LT R
At éy;@eeﬁd;%gﬂttm%ﬁ%ﬁ%%ﬁwt% IR P Posen
7, e AT L B )l
PLELET U ug%dsustw%wgasfgagt AT o SRR AT S

DRM system arcthes flr ﬁ (l;qeg ) he token 120 is present the
request i sTGFaHtEEOmRYC AR Sofe © ?6“?%56 ot present, the Janus(r) DAM
system acti vat the LAU . and i s direct ed to the licensing server 106

to deternine |f ALHSeA derdeferming 1t the Resh devioris g autezsd user

di stri but ecge hze maX| guw{jn nunber N.is not net, the licensing server
di st ri but eeviget 16 Hep1 29) bt ifi thie Peepdrtics 532016@&%4110“%“5}5? gevigulrle.
repeats until 10 the counter reaches the maxi num nunber N, and then
the neld r¥geReds PYdeita;thiclechioic paniani (styp CREN 45te assrdlowise HO% isloetep
track of the user device 102, so all N tokens 120 can be distributed
to the sanencidhe apthariged usondavicss 110; defomeining if a/maximsiyepmber ¥ afdheen 120
due to reformatting. The present invention adds the authorization

dat abase 1autharigediesedayicaisirfachpsdptepl 814)c dhd o2t feyicer 02 it doovirted tb user
device 110. If the user device 102 15 is an authorized user device
110, the tawnzabger devitiedi0,iif the ewrxirgum Memben Mhismor wdched éstepd®2) em! 110,
access to the electronic content is permtted, but the counter is not
i ncr enent extcesyind the elebisrnic trateat Bode psdvided (stejeS8).i Hebe maxiciumaivatbed out
fundanental novel features of the invention as applied to a preferred
enbodi ientNtdfientbafized uberwievibeshid 0 20reachd ey gitiomdly tdemding/ the iuedd Slevind $6 ons,
substitutions, and changes in the formand details of the devices

i |1 ustr at edtcesamnsithe aletttuicr conpey (ap 61M) ofRyudstngidaityizitha e oskdfithed i n

the authorized user devices (step 516), converting the user device to an authorized user
device 110 (step 512), and provide access to the electronic content (step 508).

In another embodiment of the above method, the system can determine if the

20 user device has a token 120 (step 518) and provide access to the electronic content if

the user device has the token (step 520). If the user device does not have a token,

determining if 2 maximum number of authorized user devices is reached (step 522).

If the maximum number N is not reached, the user device is added to an authorization

database (step 524) and a token is provided to the user device (step 526).
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art without departing fromthe spirit and scope of the invention. For
exanple, it is expressly intended that all conbinations of those
el ements and/ or steps which performsubstantially the sane function,
in substantially the same way, to achieve the sane 25 results are

w thin the §eopRn9hsd he invention. Substitutions of el geEdBusfoiAlm One
descri bed enbodi rent to another are also fully intended and

contenplated. I ahdind!SolihePad HRER 1AM G EL N8 HASNIE5, B Ot

necessarily drawn to scal e, t- y are nerefy concep

LS RS 0 A AL SR

I ndi cat ed al ns appen er et o.

et 1 10 b BUENTHh Ol BB A5u LS o uh-SUSHER | or Rl ouing g coss

to el ectronic conten _ a user devi % ender
0, Lo RO 9 ARG DER SHh W el
server {n gommunl.cation vih the ysen:device pd, resol ving reguests
granted. If the token 120 is not present, the Janus® DRM system activates the LAU
and is directed o the licensing server 106 to determine if the maximum number N of
tokens 120 have been distributed. If the maximum number N is not met, the licensing
server distributes a token 120 and increments a counter. The procedure repeats until
10 the counter reaches the maximum number N, and then the next request is denied. The
Janus® DRM system does not keep track of the nser device 102, so all N iokens 120
can be distributed to the same user device 102 that is constantly “losing” its token 120
due to reformatting. The present invention adds the authorization database 112 to
determine if user device 102 is an authorized user device 110. If the user device 102
15  is an authorized user device 110, the token 120 is distributed to the authorized user
device 110, access to the electronic content is permitted, but the counter is not
incremented.
While there have been shown, described, and pointed out fundamental novel
features of the invention as applied to a preferred embodiment thereof, it will be
20 understood that various omissions, substitutions, and changes in the form and details
of the devices illustrated, and in their operation, may be made by those skilled in the
art without departing from the spirit and scope of the invention. For example, it is
expressly intended that all combinations of those elements and/or steps which perform

substantially the same function, in substantially the same way, to achieve the same

25 results are within the scope of the invention. Substitutions of elements from one
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an aut horization database storing a |ist of authorized unique IDs;
10wherein the |licensing server is configured to access the

aut hori zati on database to determ ne whether the user device is an
aut hori zed user device based on the unique ID of the user device and
to permt the fulﬁgllnent of the request for electroniergRRbENb10PN! Y
to user deVBYYHT the authorization database indicates are

Storing tdesifed ROty Riltes Gl el CRBRORRTI R SR que
ID i ted - t f claim2,  furth {sing: 20
| st accos Rt DEroapl i S fo R FO RS rAS U RYaF aer

devi ce; wherein the unique I D of the |ast accessed yser device
i s the onl PGHi tRREPIS! 48 SR | ‘FHEE iRyEpTR, they 0&1‘%3@&9@?@@& % ai m
1, wherein, the ique ID jncludes a hardware identifier. 6. The
syst em of E’fiﬁiﬂtﬁ‘r%{t %oPE Phihe AaimFPRRREcA IST8thc| udes a canonical nane.
7. The systemof claim1, wherein the licensing server determ nes
whet her the user 30 device is an authorized user device by conparing
the unique IDto the list of authorized unique IDs.

15



8. A nethod for allow ng access to electronic content conprising:
receiving a request for access to the electronic content froma user
device; receiving a unique |ID permanently stored on the user device
and uniquely identifying the user device; 5conparing the unique IDto
a list of awehfiiing Qefitifg EhedBVditRS are as folloWet er m ni ng whet her the user
device is one of the authorized user devices using the unique |ID;
responsive to determning that the user device is not one of the

aut hori zed juser I form a determ nation, further
conprisingJ'lOdé?g%ﬁ%ﬁiﬁﬁﬂg gﬁﬁg%&%t%ﬁgﬁﬁﬂﬁfﬁ b CEPPIIE” aut hor i zed
user devices is angacd®ite configured €SRADS tHeelebirslgt e6tAi Ng that the
maxi mum nunber i s not reached, converting the user device to the

aut hori 2ed user 2gd@¥quedD permanently stored on thegsprotpyicpand gndpelyridentifgg the
that the mpximimdaunber is reached, optionally 15denying the user
devi ce access to the electronic content; and responsive to
det er m ni ng t hata lidessitis sarveten icomivaicdation avithhipg isee dew&eanddesdleigg requests for
provi ding access to the electronic content. 9. The nethod of claim8§,
further cofft PSR FITEAE of : 20determining if the user device has
a token; provi di;fguaeeston @idds &6 4 AR oF ab@BHSY udidud R, USEr
devi ce has the token;

10 wherein the licensing server is configured to access the authorization database to

determine whether the user device is an authorized user device based on the unique ID of
the user device and to permit the fulfillment of the request for electronic content only to

user devices that the authorization database indicates are authorized.

15 2. The system of claim 1, further comprising a cookie storing the unique ID.
3. The system of claim 2, wherein the unique ID is encrypted.
4. The system of claim 2, further comprising:

20 a last accessed user device; and

a unique ID of the last accessed user device;
wherein the unique ID of the last accessed user device is the only unique ID stored

in the cockie.

25 5. The system of claim 1, wherein the unique ID includes a hardware identifier.
6. The system of claim 1, wherein the unique ID includes a canonical name.
7. The system of claim 1, wherein the licensing server determines whether the user

30 device is an authorized user device by comparing the unique ID to the list of authorized

unique IDs.

16



i f the user device does not have the token, determning if the
maxi mum nunber of authorized user devices is reached,

addi ng the user device to an authorization database if the nmaxi num
nunber is not 25 reached; and providing the token to the user device.

10. The neghod Qfm@ih@ﬁﬁbl&lloﬁhhﬁg&&655&@@%11%18@0&@&c% is@fe: storing the
unique IDin a cookie. 30 11. The nmethod of claim1l further

conprising the $CEyiRg 2 equessper fﬁgesﬁﬁ@thﬁrﬂlwuéﬂﬂclontentllﬂom‘ﬁhgemm of
t
ot &l ast aocesses bt LRom BemELER ko R B R ibibaiid Wit

t he uni queideitityied thdescraddvaedware identifier. 5 14. The nethod of

claim8, wherein the unique ID_includes a canonical nane. 15. A
met hod for al | oﬁP‘ﬁQaIH&:‘@%é‘n{qué‘Pé‘é?ﬂ‘éﬁﬁf@uﬁ@ﬁ@%ﬂS%é%W%| ng:

receiving a reqygsimiify HERGIhE Bsek BEVIEL KL Bk ALHUSIE udek AN iBeHRfg the

devi ce;
unique ID;

responsive to determining that the user device is not one of the authorized user
devices, performing a determination, further comprising:
10 determining whether a maximum number of the authorized user devices is
reached;
responsive to determining that the maximum number is not reached,
converting the user device to the authorized user device;
responsive to determining that the maximum number is reached, optionally
15 denying the user device access to the electronic content; and
responsive to determining that the user device is the authorized user device,

providing access to the electronic content.

9. The method of claim 8, further comprising the steps of:
20 determining if the user device has a token;
providing access to the electronic content if the user device has the token;
if the user device does not have the token, determining if the maximum number of
authorized user devices is reached;
adding the user device to an authorization database if the maximum number is not
25 reached; and

providing the token to the user device.,

10.  The method of claim 8, further comprising the step of storing the unique 1D in a
cookie.

30
11. The method of claim 10, further comprising the step of encrypting the unique ID.
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10i ncident to the request, receiving a unique |ID permanently stored
on the user device and uniquely identifying the user device;

resol ving the request for access to the electronic content by
consul ting an authorization database storing a |ist of authorized

uni que | Ds 120 ddthemmstiial sd@iiRero, filvehed S&hipHaE 6R stdp FRtoHHcRRAIY Hedni¢ReD
devi ce based on the received unique ID o? t he user devi ce;

15condi t i oRé8 135hagogesed UsHdlericat i on dat abase indicating the user

device is an authorized user device, indicating the request for

el ectronic content should be fulfilled. 16. The nethod of claim 15,
wher ei n t ha3uni {ihe ndthddef diadess, avifeasia termidquddt inéliuées a RRdddre Thentifier.

nmet hod %f claim 15, wherein the unique IDincludes a canonical nane.

14. The method of claim 8, wherein the unique ID includes a canonical name.

15. A method for allowing access to electronic content comprising:
receiving a request for access to the electronic content from a user device;
10 incident to the request, receiving a unique ID permanently stored on the user device
and uniquely identifying the user device;
resolving the request for access to the electronic content by consulting an
authorization database storing a list of authorized unique IDs to determine whether the user
device is an authorized user device based on the received unique ID of the user device;
15 conditioned on the authorization database indicating the user device is an

authorized user device, indicating the request for electronic content should be fulfilled.
16. The method of claim 15, wherein the unique ID includes a hardware identifier.

20 17.  The method of claim 15, wherein the unique ID includes a canonical name.

18



