CLAIMS

What is claimed is:

1. A secure multi-party computation method, applicable to one computing node of a
plurality of computing nodes deployed in a distributed network, the plurality of computing
nodes jointly participating in a secure multi-party computation based on data held on each of
the plurality of computing nodes,, the one computing node coupled to a trusted key source, the
method comprising:

obtaining, by the one computing node, a trusted key from the trusted key source;

encrypting, by the one computing node and based on the trusted key, the data held by the
one computing node to obtain internal ciphertext data; and

transmitting, by the one computing node, an internal computing parameter comprising at
least the internal ciphertext data to other computing nodes of the plurality of computing nodes
for the other computing nodes to perform the secure multi-party computation based on the
internal computing parameter;

collecting, by the one computing node, an external computing parameter transmitted by
one of the other computing nodes participating in the secure multi-party computation, the
external computing parameter comprising at least external ciphertext data obtained by
encrypting data held by the one of the other computing nodes;

creating a first audit log corresponding to the external ciphertext data, the first audit log
comprising description information related to the external ciphertext data, wherein the
description information comprises an encryption key corresponding to the external ciphertext
data;

performing, based on the first audit log, a privacy audit on the external ciphertext data to
determine whether the external ciphertext data contains a privacy risk by:

determining whether the encryption key in the first audit log matches the trusted key
from the trusted key source, by:

determining, without decrypting the external ciphertext data, whether the
encryption key in the first audit log is within a value range of a preset random number
value space,

determining, in response to a determination that the encryption key is within the
value range, that the encryption key matches the trusted key, and

determining, in response to a determination that the encryption key is not within

the value range, that the encryption key does not match the trusted key; and

29



determining, in response to the encryption key matching the trusted key from the
trusted source, that the external ciphertext data does not contain a privacy risk; or
determining, in response to the encryption key not matching the trusted key from the

trusted source, that the external ciphertext data contains a privacy risk.

2. The method according to claim 1, further comprising:
creating, by the one computing node, a second audit log corresponding to the internal
ciphertext data, the second audit log comprising description information related to the internal

ciphertext data.

3. The method according to claim 2, further comprising:
performing, by the one computing node, the secure multi-party computation based on the

external computing parameter.

4. The method according to claim 3, further comprising:
transmitting the first audit log corresponding to the external ciphertext data to a third-party
audit node for the third-party audit node to perform a privacy audit on the external ciphertext

data to determine whether the external ciphertext data contains a privacy risk.

5. The method according to claim 2, wherein the second audit log corresponding to the
internal ciphertext data further comprises a decryption key corresponding to the internal
ciphertext data and original cleartext data corresponding to the internal ciphertext data, and

the method further comprises:

decrypting, based on the decryption key that is recorded in the second audit log
corresponding to the internal ciphertext data, the internal ciphertext data to obtain decrypted
cleartext data; and

verifying whether the decrypted cleartext data matches the original cleartext data; and

determining, in response to the decrypted cleartext data matching the original cleartext
data, that the internal ciphertext data does not contain a privacy risk; or

determining, in response to the decrypted cleartext data not matching the original cleartext

data, that the internal ciphertext data contains a privacy risk.

6. The method according to claim 1, wherein the trusted key is a number; and

the obtaining a trusted key from the trusted key source comprises any one of the following:
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obtaining an initial random number generated by the trusted key source, and using the
initial random number as the trusted key;

obtaining an initial random number generated by the trusted key source, obtaining a
computation random number generated by the one computing node, and using a result obtained
by further performing an operation on the initial random number computation random number
as the trusted key;

obtaining an initial random number generated by the trusted key source, and obtaining a
functional number by inputting the initial random number into a key generation function, and
using the functional number as the trusted key; and

obtaining an initial random number generated by the trusted key source, obtaining a
functional number by inputting the initial random number into a key generation function,
obtaining a computation random number generated by the one computing node, and using a
result obtained by further performing an operation on the computation random number and the

functional number as the trusted key.

7. The method of claim 1, wherein the distributed network is a blockchain network, and

the plurality of computing nodes are node devices in the blockchain network.

8. A secure multi-party computation apparatus, comprising a processor and a non-
transitory computer-readable memory coupled to the processor, and configured with
instructions executable by the processor to perform operations, comprising:

obtaining, by one computing node of a plurality of computing nodes, a trusted key from a
trusted key source coupled to the one computing node, wherein the plurality of computing
nodes deployed in a distributed network and jointly participating in a secure multi-party
computation based on data held on each of the plurality of computing nodes;

encrypting, by the one computing node and based on the trusted key, the data held by the
one computing node to obtain internal ciphertext data;

transmitting, by the one computing node, an internal computing parameter comprising at
least the internal ciphertext data to other computing nodes of the plurality of computing nodes
for the other computing nodes to perform the secure multi-party computation based on the
internal computing parameter;

collecting, by the one computing node, an external computing parameter transmitted by
one of the other computing nodes participating in the secure multi-party computation, the

external computing parameter comprising at least external ciphertext data obtained by
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encrypting data held by the one of the other computing nodes;
creating a first audit log corresponding to the external ciphertext data, the first audit log
comprising description information related to the external ciphertext data, wherein the
description information comprises an encryption key corresponding to the external ciphertext
data;
performing, based on the first audit log, a privacy audit on the external ciphertext data to
determine whether the external ciphertext data contains a privacy risk by:
determining whether the encryption key in the first audit log matches the trusted key
from the trusted key source, by:
determining, without decrypting the external ciphertext data, whether the
encryption key in the first audit log is within a value range of a preset random number
value space,
determining, in response to a determination that the encryption key is within the
value range, that the encryption key matches the trusted key, and
determining, in response to a determination that the encryption key is not within
the value range, that the encryption key does not match the trusted key; and
determining, in response to the encryption key matching the trusted key from the
trusted source, that the external ciphertext data does not contain a privacy risk; or
determining, in response to the encryption key not matching the trusted key from the

trusted source, that the external ciphertext data contains a privacy risk.

9. The apparatus of claim 8, wherein the operations further comprise:
creating, by the one computing node, a second audit log corresponding to the internal
ciphertext data, the second audit log comprising description information related to the internal

ciphertext data.

10. The apparatus of claim 9, wherein the operations further comprise:
performing, by the one computing node, the secure multi-party computation based on the

external computing parameter.

11. The apparatus of claim 10, wherein the operations further comprise:
transmitting the first audit log corresponding to the external ciphertext data to a third-party
audit node for the third-party audit node to perform a privacy audit on the external ciphertext

data to determine whether the external ciphertext data contains a privacy risk.
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12. The apparatus of claim 9, wherein the second audit log corresponding to the internal
ciphertext data further comprises a decryption key corresponding to the internal ciphertext data
and original cleartext data corresponding to the internal ciphertext data, and wherein the
operations further comprise:

decrypting, based on the decryption key in the second audit log corresponding to the
internal ciphertext data, the internal ciphertext data to obtain decrypted cleartext data; and

verifying whether the decrypted cleartext data matches the original cleartext data; and

determining, in response to the decrypted cleartext data matching the original cleartext
data, that the internal ciphertext data does not contain a privacy risk; or

determining, in response to the decrypted cleartext data not matching the original cleartext

data, that the internal ciphertext data contains a privacy risk.

13. The apparatus of claim 8, wherein the trusted key is a number, and

wherein the obtaining a trusted key from the trusted key source comprises any one of the
following:

obtaining an initial random number generated by the trusted key source, and using the
initial random number as the trusted key;

obtaining an initial random number generated by the trusted key source, obtaining a
computation random number generated by the one computing node, and using a result obtained
by further performing an operation on the initial random number and the computation random
number as the trusted key;

obtaining an initial random number generated by the trusted key source, and obtaining a
functional number by inputting the initial random number into a key generation function, and
using the functional number as the trusted key; and

obtaining an initial random number generated by the trusted key source, obtaining a
functional number by inputting the initial random number into a key generation function,
obtaining a computation random number generated by the one computing node, using a result
obtained by further performing an operation on the computation random number and the

functional number as the trusted key.

14. The apparatus of claim 8, wherein the distributed network is a blockchain network,

and the plurality of computing nodes are node devices in the blockchain network.
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15. A non-transitory computer-readable storage medium having instructions stored
thereon executable by a processor to cause the processor to perform operations comprising:
obtaining, by one computing node of a plurality of computing nodes, a trusted key from a
trusted key source coupled to the one computing node, wherein the plurality of computing
nodes deployed in a distributed network and jointly participating in a secure multi-party
computation based on data held on each of the plurality of computing nodes;
encrypting, by the one computing node and based on the trusted key, the data held by the
one computing node to obtain internal ciphertext data;
transmitting, by the one computing node, an internal computing parameter comprising at
least the internal ciphertext data to other computing nodes of the plurality of computing nodes
for the other computing nodes to perform the secure multi-party computation based on the
internal computing parameter;
collecting, by the one computing node, an external computing parameter transmitted by
one of the other computing nodes participating in the secure multi-party computation, the
external computing parameter comprising at least external ciphertext data obtained by
encrypting data held by the one of the other computing nodes;
creating a first audit log corresponding to the external ciphertext data, the first audit log
comprising description information related to the external ciphertext data, wherein the
description information comprises an encryption key corresponding to the external ciphertext
data;
performing, based on the first audit log, a privacy audit on the external ciphertext data to
determine whether the external ciphertext data contains a privacy risk by:
determining whether the encryption key in the first audit log matches the trusted key
from the trusted key source, by:
determining, without decrypting the external ciphertext data, whether the
encryption key in the first audit log is within a value range of a preset random number
value space,
determining, in response to a determination that the encryption key is within the
value range, that the encryption key matches the trusted key, and
determining, in response to a determination that the encryption key is not within
the value range, that the encryption key does not match the trusted key; and
determining, in response to the encryption key matching the trusted key from the
trusted source, that the external ciphertext data does not contain a privacy risk; or

determining, in response to the encryption key not matching the trusted key from the
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trusted source, that the external ciphertext data contains a privacy risk.

16. The storage medium of claim 15, wherein the operations further comprise:
creating, by the one computing node, a second audit log corresponding to the internal
ciphertext data, the second audit log comprising description information related to the internal

ciphertext data.

17. The storage medium of claim 16, wherein the operations further comprise:
performing, by the one computing node, the secure multi-party computation based on the

external computing parameter.

18. The storage medium of claim 17, wherein the operations further comprise:
transmitting the first audit log corresponding to the external ciphertext data to a third-party
audit node for the third-party audit node to perform a privacy audit on the external ciphertext

data to determine whether the external ciphertext data contains a privacy risk.
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