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Def i ni_ti ons:

and of jammers (or of networks of jammers) in a theatre of operations in the
15 broad sense, and particularly in terrestrial convoys, in flights of aircraft and in
squadrons of ships, is often greatly penalized by the absence of precise
control of the effects induced by the jammer or jammers on the transmission
post or posts of the network or networks of the force.
The technical pfoblem to be solved for the jointly used
20 transmission networks and the jammers is to limit the fratricidal effects of the
jammers on the transmission posts, while guaranteeing a minimum of
effectiveness of the jamming on the targets or on the sectors of interest of the
theatre.
A first optimization method described in the applicant's patent
25 application FR 11 03578 relies on setting up closed-loop centralized control.
This method addresses the problem by resorting to a master station for the
jammers, this possibly not being appropriate for all technico-operational
situations. A need currently exists for a method that solves the technical
problem in open-loop, implementing decentralized decisions at the level of
30  each transmitting and receiving station.
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2 Janmmer: transnission system capable of transmitting a signal intended to
‘prevent the operation of all or sonme of the equi pnment using the

el ectromagneti c spectrum (transm ssion posts, radar or navigation systens
present in the theatre of operations)2 A jamer is designated in the
5subsequent description by . the letters Br, the jamm ng signal by b, the
jamm ng signal vector by B. Network of jammers: coordi nated set of

transm ssion G fQr t nt ended to
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10 theatre of operations.

"Friendly" transmission post or "friendly post": transmission post defined as

forming part of the communications system to be safeguarded and having to
be protected from the effects: of jamming.

"Friendly" transmission network or "friendly network™: interconnectable set of

15 "friendly” transmission posts.

Friendly transmission: transmission originating from a friendly post or from a

friendly jémmer.

"Target" equipment: eduipment defined as having to be affected by the

jamming.

20 Communicating jammer: jammer furnished with a “friendly" transmission

post.

Network of communicating jammers: network of jammers furnished with

"friendly” transmission posts, constituting a friendly transmissions sub-
network.

25 Jamming of target equipment: Transmission of a signal or of several signals,

from a jammer or from a network of jammers, in such a way that the target
equipment is prevented from implementing or from maintaining its service.

Jamming of a geographical zone: Transmission of a signal or of several

signals, from a jammer or from a network of jammers, in such a way that any
30 target equipment present in the geographical zone is prevented from

implementing or from maintaining its service.



froma jammer or froma network of jammers, in such a way that the target
equi‘pnent is prevented frominplenenting or frommaintaining its service.
Janmm ng of a geographical zone: Transm ssion of a signal or of several
signals, froma jamer or froma netwdrk of jamers, in such a way that any
30 target equi pnment present in the geographical zone is prevented from
inplenenting or fromnmaintaining its service. 3 Detection of a signal

o g nat | ng. DelsEabicor dCaBids Sa6aAl @ WLAETNY baBR® 8F £ gy,
detection i strpeﬁfm@m%d)floﬂetqmlr@an@ ffaﬁda'ﬁ Wétemﬁ@tnm)(nar& th'ﬁ@théhQ)f one or
mor e i nt erceeng%ISThé%éé bﬁlsﬁ% rﬁ (ﬁfn tﬁﬁbgﬁ LMHRI dur SRS AdalyigBet | on

5whi ch may b exa friendly transm SSIOI’] posts or in
di rect conneenéonnwire int@rh@ptblfSL enalysis m%fu@ oreteadion @ "sgnsigt funslion tt er :

capabi |ty t%hﬂ:‘ﬂ%gf bg?%é%éﬁg\ﬁg}?ﬁﬂ%%d?)ly tﬁ@@ﬁéﬂdJ@éngnmsg.&sag&é}%w by

detecting the signal of si _ transmts cation of a
transmitter: dsegaonhection wihdracirigediypestSite of a transmitter in the

totheatre by dé?écﬂgﬁ loPg tFamemﬁ{egrbga paBiity! tBQje%fdgr{ﬁé prdddate bf aABSMel S- SI SO

si ngl e i nput system of transm ssions wth one

transmtti nglfp@ﬁﬁbﬁ&}fe'm/ deteding drecsignan g ﬁaﬂﬁﬁvﬁjﬁt Rirangpi®)  si ngl e i nput
mul tiple out RUEatichtS Q%ns‘?nﬁé/rstzgﬂ'@bﬂﬁy iJ G03dE ol RS rihsPhgeAtthyay Tx, N

pat hways . I nput,” Single Qutput: said of a system of
transm sshoonéhqule}bymemlh S'QB@' opife sismelaibst FRENSIO, MUl t | pl e I nput,

Mil tiple Qut pyso:. §1@Ig n?ﬂut%m@)ésélﬁﬁﬂjtogala R RSIYs P Qﬂﬁaﬂyrﬁl&lé\“sﬂﬁﬁmws >, N
pat hways RX. Channel | npul se Response: said of the inpulse

response of fleESHindNEMYaysTo ene FeaehdNg Pateway Béred to be a finite-response

filter. The iU gﬁbl‘é'l%pl.@ﬁﬁlltﬂf@étﬁﬁutaséméﬂﬂgi/st@ﬁtcff'tr)énsmlssmns with ofd1e donai n
of jamm ng has Torned the subject of nunerous studies and inventions.

However, fr atPefreyayaix. Bieltvaysde al ways treated fairly
15  MISO: Multiple Input, Single Output: said of a system of transmissions with M

pathways Tx, one pathway Rx.

MIMO: Multiple Input, Multiple Output: said of a system of transmissions with

M pathways Tx, N pathways Rx.

CIR: Channel Impulse Response: said of the impulse response of the
20 transmission channel, considered to be a finite-response filter.

The term matrix designates a channel matrix.

The domain of jamming has formed the subject of numerous
studies and inventions. However, fratricidal effects are always treated fairly
25 poorly in developments known to date. In general, the constraints associated
~ with the implementation of the methods and systems known to the applicant
have the effect notably of drastically limiting the ranges and the number of |
simultaneous friendly radiocommunications, or indeed even of preventing the
use of friendly radiocommunications.
30

The subject of the present invention relates, notably, to a method



25 poorly in devel opments known to date. In general, the constraints
*assdciated with the inplenentation of the nmethods and systens known to the
applicant have the effect notably of drastically limting the ranges and

t he nunber of simultaneous friendly ré&di oconmuni cations, or indeed even of
preventing the use of friendly radi oconmunications. 30 The subject of the
present invention relates, notably, to a nethod 4 which will make it

possible {0 GhleACkh“Rhke It dskiold B LHUILG! A ol frEfiEiBalbidid hihax! P LT LY
and a range surticien o sinultaneously’allowthe jamm ng of the targets
or zones to Bexibibigrerd anahgehsufficierndttd simuitgnedushhellevs threujamnaing ehsheret ween
friendly pos i : I o) . o | B RETR: i npl enment ed
on friendly E)aggé{tg °Z%8ﬁ§§ﬁ‘ﬁr8b3§’ﬁheg| e vvfaﬁ%ef]LJ ﬁ%’%@'”gﬂ*?ﬁ%&?ﬁ on' taﬂg?é t he

j ammer s f ol | betviees dumndtyypgstainsan apengiionall coptext.er ns and waveforns known to
the friendly transm-te elL.VeLsS i ﬁﬁmg [n-situ
anal ysi s gr om anong @Es@?ér&ﬁgv%a\ﬁi %éé@g%rq%g%%lé%{ f{' ef PF%%%'@PI%)?% smtters

i npl ement  si gnétiplseguadoroesordeandiitioodhatn t he subsequent description, the
friendly receiyers ¢an e t t ' ' si gnal s
and the fri end?‘% %I gnaFgfali%vyé%HP%AQO?Igﬁ%?F@%ﬁﬁgﬁﬁsaﬁ k%oéﬁo?ﬂsati on and a
| ocal recept koewsia thetfriendly lassrpitiergéecaiers.as rpedily reeepmgablestpdmsitecept i on

15strat egy f%al&ﬁ?frﬁ!ﬁrérﬁ%eggwebvﬁ?ﬁ 5%nl:énks or those currently being

est abl i shed. invention relates to a nmethod for mninmizing in
an adaptiwe anthedé&edtyr fensraittersaimelemente signat segieiwes eddtaiteds in dtkiced by t he

jamm ng of P predetiy BeS ZB or positions in a communi cations network
conpri si ng 28 %(rai _en(r}réslcﬁan’sm tters, jammers and friendly receivers, the
sai d net wor k -cthepfriesdingeseipers rlaat ¢aspneut hennagraremens sin e iemairgi d

platforms, t %&,ﬂfﬁt‘;g drd ttﬁgqllié/r}otlo){ égﬁé@ %6!&%%%&5 l’?lo?@iﬁfﬂﬁﬁ@“&i@%ﬁ% wi th

ant ennas and systens ransmtti ng use nsm SSi on Si gnal S

conf i gur abl e and adoep} regeptiomsituation, apdriasiseide the best srnsmissionirersption f or s,
al so terngd gyategy for the current communication links or those currently being
established.
The invention relates to a method for minimizing in an adaptive
and decentralized manner the fratricidal effects induced by the jamming of P
predefined zones ZB or positions in a communications network comprising
20 friendly transmitters, jammers and friendly receivers, the said network
comprising N_pl platforms, a number M < N_pl of the said platforms, termed
friendly transmission platforms being equipped with antennas and with
systems for transmitting useful transmission signals configurable in a
dynamic manner, a number N < N_pl of the said platforms, also termed
- - 25 friendly, being equipped with dynamically configurable antennas and systems
for receiving useful transmission signals, a number J < N_pl of the said
platforms being equipped with jamming systems and antennas having
charaéteristics known to the friendly transmission and reception platforms,
the said jamming systems and antennas being adapted for preventing the

30 transmissions between entities external to the said network of friendly



25friendly, being equipped with dynam cally configurabl e antennas and
*syst’ens for receiving useful transm ssion signals, a nunber JN pl of the
said platforns being equi pped with jami ng systens and antennas havi ng
characteristics known to the friendl y5transm ssion and reception platforns,
the said jamm ng systens and antennas being adapted for preventing the
30transnissions between entities external to the said network of friendly

5 platfornms, 5 Saltﬁ(f glg%tg%)tho%]\sg%ﬂgﬁthtti E%tﬁo&ew&genz EaIEQﬁI e{l zed in

that it corer| S8 MUt OW Ng st eps ng a | ocal
reception si tompriges: atﬂastlh»efbl&mﬂg stépseach of the N friendl y receptl on

pl at f or ns neas fr| en recel ved
by the said Pl E?f%ﬁqﬂlzhp? rﬁﬁee F% %d?@oé?% on the
basi s of thefrmmy mmuasrermatfcsmsf QTeaewmig 0E1 tﬂne Mle‘ndiyendmmun@aﬁaqn‘tl on

pl at f or ns, estl

f I h M ful
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, E c e ri.en reception
gfgf?glrprg ori r&”ﬂ&tﬁehpg"rpﬂpé’%rfoﬁ 5 i‘ﬂﬁﬁ@ %%hﬁeﬁ‘éi %rfc?ﬁeeddﬁ%dasur ePrents
of the jamm tige Kiugatl propiagahoeamanmﬁls tNTM «N;trhratmdl y reception platforns,

timati , E5 t I d

Fratricidal rafm roetisaRAe WeakPrrhd Hites™ AR EYER it F ng

priori the W@Hq’rme;ﬁfontmafqrmmmuﬁn@ral sheayadwmmg bignals yecaiaddebly
paranetri zat f t he st at ocal Si tugﬁi ons of

i,0Nns e basi s
j anm ng est abifd gﬂggneﬂvﬁ egﬁptbqn 1gorﬁ’sr 3?%9 g} ofits "on the'd si gnal s
ori gi nati ng basisof the deaansreests oometjbmnthagssugnmé fbrh&dhcnfarhe Ne‘nemly on
situation establi.she each of t recej ving. atf on t useful 20
conmmuni cat i of®EPYHA b %ﬁ%ﬁns cféF'é‘P{W%irkggw}eo‘f%gg'gwaojﬁ EFSI rgﬁ%“/?/‘]e
transm tti ng apt #id Hfraticidaidamoringeetannels, Nhlees‘tinfateise‘mdlly recei ving platforns;,
at |l east one of the follow.n onfiquratiopn, paraneters. frequency pl-an,
-and/ or t efporaPSEOENI% A Rgg"ggﬁ t‘ﬁ%‘%‘?rﬁﬁ’sﬂ?gg‘? éﬂgm'ngnﬁ'gﬂalﬁ Gﬂg "&ns and/ or
orientati ons assafhkted aammmohﬁms then dasivdiithetstatad obithiengcas einetiess f or t he
signals 25 transmtted and receiv th aranete aranet.er s bei ng
Sdapted for i AT DR EgteBPehar AR cn i H B AT blroe EPECTLSH Che N
friendly recepgtinatingframftbe W5ammers, on the basis of the local reception situation

established by each of the N receiving platforms on the useful

20 communication signals Su; determining for each of the M friendly transmitting

platforms and for each of the N friendly receiving platforms, at least one of

the following configuration parameters: a frequency plan, and/or temporal

positionings of the transmissions, antenna diagrams and/or orientations,

radio access schemes and modulation/coding schemes for the signals

[3S]
ta

transmitted and received, the parameter or parameters being adapted for
minimizing or eiiminating the fratricidal effects on the N friendly reception
platforms,

¢ using the said configuration parameters in transmission and/or reception
for the M friendly transmission platforms and the N friendly reception

30  platforms.



using the said configuration paraneters in transm ssion and/or reception
“for the Mfriendly transm ssion platfornms and the N friendly reception
30platforns. 6 After having defined a first set of configuration
paranmeters for the Mfriendly platforés and for the N friendly platforns,
the nethod will repeat steps EO to E5 over tinme so as to maintain and to
optim ze the configuration parameters for the platforms. 5The method uses,
for exanple, the neagsurenent .0 the agat | hanne ting from
the J janm ng pl atfg)‘r%tr?s%a\f'ng PSﬂoedn?Qe |ér1t°q%t @r%t}%d%’frigﬁg%r%ﬁ)cﬁ r§Iienown

j anm ng stratehiendly matfaros janidrfod yleojmfrland%plaﬂfmmsr thesmethed ovill sapat he qual ity
of the transn ssions wseful. at the |evel .o e fri.endl ting and
recei ving pl gl rEﬁg b%l Rt Y‘ler?a qshtg T?'Qltr?'snnlg%%!%orﬁt"ﬁ'zggbeymceornlh r%p‘}’i and/ or

t he frequencyagnatersdordheplatfbend enpor al posi tioni ng of the transm ssions
and/ or thg spati o- tem%orrﬁétgggd% s%pe ?asfn@é‘d/tf?é Hé%sﬂr%%' Igfctnl;éc resource
access protocol s enploye e frien ransm tters and receivers. The
nmet hod can u$>eagagamDmQ1aa;mglaadng|nahmg:ﬁomdde,J jamméingmplatiems1® recogvire t 0 t he
friendly rec 0 tters and
receivers so(Fna%I %plrengg?er#q% L \/J[ Q?‘Hﬁ'ﬁ %&hat&% éJ‘Ss Ojoenﬂgt é““zg%%noyed, of

t he char act etragsrhissionfandrbe quam'n:g thﬁVeﬁﬁnlﬁsmas\dsefgbdcihatlevabl Mrﬂmret ers,

transm ssi on - of _ di t

position, al tfr%t%\%tra fflggiqrﬁf[ gﬁ%%@ﬁqgﬂjgtf&m B%aatd‘a |hgnp% s?ﬂ%&&g .
transm ssuoonspowadIewelseqmvcnmh@rfmqee;rmngansnand/hrethmtammad;sppelhsnlts@f ul at the

| evel of the ai d coded
i nformation tt)ﬁe% l}}r%ﬂ%%gn%é?%ﬁ?}(oté h%%pﬁﬂéjtéﬁ lél O(f ?ﬁérﬁé{;%mw;ﬁgqg?gnal S
recei ved by tramoélmtemcHSpuwce@@c&&erErObcdb@mv@y@édwdb@frladeH@rgsmﬂtﬁrmg signal s
recei ved by the, %@pgl y receivers. 25According to a variant enbodi nent,
the nmet hod uses, tor exanple, friendly programmable transmtters and

recei vers adapt ed f dinet mRthed ahpnege @Maiog wignatsf whikk qodeniina $edrmer set poi nt s,
regardlngth d/ r bt eform the
spati o- terrpor%a{}\mé\gt(rgl ngs f'?‘{r}?fg%{p |e?%deh%gﬁgé®a\}\'gﬁ |nl e th‘% he ant enna }
el enents. 7 transmitters andTteseivetshasdas tninfsemube datien of tfmgmnssg statagy wor ks
UG b eidfedCor FLNARISH B (b0 LbleBimdbhi aulodabar 1 pat by
fromthe friendly recelvers 1ot rle Iyt nsmtters The
met hod can alpemnrienss dansmisaionapdwerndtpsork diagnpni aidgrientetiereiol éhe adapt ed
for measurin S a sian ehs mtters
and on the | %nve%gg p8£m A Bﬁ.‘f[]g% t%d fér?ﬁ'ﬁ%{(a) ano?ﬂg rb\%gﬁ%frt{?lh %ﬁgﬂémet hod can
be used iR atrraaem@snesmﬁwe@emrpnmsm«&gs'a@%ot)thermar@mlwmwsﬂﬁulmﬁh% |
conpri sing andRNRRtnhe! AR FrarGHRIrgdatd réiifY BltBRhS" thehidid dogegdapt ed for

perform ng

information being reconstructed by the analysis of the jamming signals
received by the friendly receivers or being decoded in the jamming signals
received by the friendly receivers.

25 According to a variant embodiment, the method useé, for example,
friendly programmable transmitters and receivers adapted for taking dynamic |
account of the transmission setpoints, 'regarding the power and/or regarding
temporal parameters, the waveform, the spatio-temporal codings, the

amplitude phase weighting of the antenna elements.



i o transm ssion channel neasurenents on the useful transmtters and on the
' j anmmer s. The met hod exploits decentralized decision specific to
each friendly transmtter friendly receiver link. It utilizes notably the
capabilities of 15 neasurenents of environnment at work in nodern nodens
(SISO MSO SIMO and M MO according to case). It also utilizes the a
priori know edge, by the friendly transmtter receiver posts, of the
frequency plans, jamyn atterns and v . th rendering them
readily recogni zabl enmﬁy%fe%é’df %me?l)& §se€‘3’§q grfa\%rﬂ%mgﬁ m'?eﬁ‘?%ﬁlg rtla ysi s, -
under t aken atMIMide Mi&@e SIM@eoraSISZDpioteeo@ Wtheasitheuteatugn aattiwag ftone i nf or ned
equal i zati on et .hods s Lf. . ns. Moreover, the frequency

pl ans, terrpom;ﬁ ft”S@é’Yé%cﬁgggsntaq%%ﬁﬁeﬁg%ﬂ%ﬁg@%m schenmes specific to the
friendly |inks can lTiheemeti®dbearpratsdebe nesediin adadinceetwotkh campeginged set of
paraneters, and.ada he. f| i rj Ltuation,

accor di ng%t o] r?(f%ve?sr %é%@ﬁ@?"%é“ &6 Blé%nétg%lwg ﬁiq%ggﬂ]sg%ﬁﬂe{:%n%? %ea{é éﬁ%or al
patterns and ubéfel Fransmitteys aad oh trenjemniEne anal ysis needs in the friendly
transmitters/receiv re th d i\Si i ng, [ egardi ng

t he adaptation of tﬁp({ac%?%fn nt8I %%é%e%ﬁ?@a [ owgtshﬁagc%ﬁs% g%%@?eﬁ%j'éi nplified.
8 Getvarrk ctrampaistngr iope i o5 noTd  redeptitnagestsotompesing eardennal nvent i on
will becone r par i e Ckd Rty gikve of wholly
nonlimting i%?)ﬁ"ﬁes”?“? a |u§’r:e:l,&j gdgc%nﬁ;}g{ﬁﬂga{%y“@ﬁg H %tgra g@"w‘%‘?"c eﬁ%rpr'e ent:

Fi gur e 1, 10an treremisbian ychanodiinmeasucgneerd$ opHbe sipstub treagoitiei and oo tide

5i nventi on, 'zﬂrﬁf(se 2, a formal exanple of nodel of generalized propagation
channel in tHe MO case, with definitions and notations. of the pertinent
geonetric and physical quantities, Figures 3A, 3B, an illustration of
t he notions of net aph. whi ; S o descri be
the links between :‘A?[:hlégngfegrp%oge?glogﬁ'xqeg@%ﬁgﬂeg&ﬁ%a F?@ﬁs@bgtg(\f\ien j ammer s
Br and ext er ridgndbntransimittertioenstly jesaivedlink. B yiizes notablyItogicapdbiles@fict bet ween
net wor k gr.ap | a0 b -al L ze a mat ri x

whi oh 1 aide. dnacre A Bt Rl SF dtk 1D oA BRI SOIGD, Tact | ons
bet ween t he MO agl MiMQasearding tacase). It elsebiiliges the apmiast knowsestgesbyr poi nt s
to be janmed, NN ddpan , e ibdes.

The. oxaml o Wt aie T e O A LoRE OOk, REREE] e i

i | | ustrati on patierna andnvayaforms. thereby sensleriog than seasyy reqepnizakie diitesi on 20

pl at f or ns whigg MNP > S gmagi J i .

Figure 1 sho&g&g%‘\éﬁs&m’rﬁt iacgﬁrﬁﬁurgﬁéf;'\@g Ssélruﬁ%l@mpr tg(?% 'ﬁtaet@ﬁj%ée i n which
t he met hod adCiR mgaswemegatsi andeast the infemmedoequatizationerrteers specific to

modern modems. Moreover, the frequency plans, temporal patterns and
coding modulation schemes specific to the friendly links can likewise be
predefined in advance with a reduced set of parameters,. and adapted on the
fly to the radioelectric situatioh, according to the frequency occupancy of the
25 channels, the temporal patterns and the jamming waveforms. The analysis
needs in the friendly transmitters/receivers are then reduced and the decision
taking regarding the adaptation of the friendly communication signals is

thereby simplified.



One or nore reception stations Rxi, Rx2,..., RxN are i'n point-topoint or
‘point-to-multipoint Iink by RF communi cati on pathway for exanple with
MeN pl - 1 Npl friendly transmtter/receiver platfornms or posts 10, that
is to say posts equipped with a transhitting part Tx and with a receiving
part Rx. The Mfriendly platforns are equi pped with dynamcally

tonfigurabl e antennas 10e and with systens 11 for transmtting useful
transm ssi on 30si gn . r j : er N N _pl
of the said platfor ?st,ﬁera?hg%éa%t%r}sﬁ%%a?? ?g\%t ,ts\llo%e?itﬁ%sg%gﬁ{p'gg%m%npﬂ'm

dynanmi cal | y becdmeumablapparentonasadifg teandesdriphios gty w3y fobwholcei vi ng
useful transm.ssi.: i | s, . | pl platfornms, a
nunber J N_pHbalﬁe{m@baﬁém%cf%mg??? bytﬁ@nﬁ%@ﬁ‘g%‘%ﬁﬁ%ﬁ and a jamm ng
ant enna 15b, eoFigarmiidiare ekemplaly tayghitectofe dif ribet systemh dcgpmingr taoftheret wor k
type. The transrq'.ssi on characteristics of the systens and antennas are
known to the TPl &ful y platfornms. The transm ssion characteristics are

not abl y chosenFrguare?, 4 formalexamle dfenddehobgaresdliaad plopbysetem echahndlires ext er nal

to the said netwark of iofriendly platforns e said platfaqrns

const 1t uti ng TERIOSRes A ks RofipbiRs of 78 PRRRaPedindidBnd) ¢ f or s
(jamrers or whydicalguamtitieer ) therefore define an inter-platform
comuni cat i ons _net wo ich. ears, .i.f the set_ of antennal elepents is
consi der ed, ésFQUFFET’CE’}g'- ﬁgt\ﬂﬂr'@%}rﬂﬁ%’b of dhg é'gﬁ Sedf NRMver gfaé’%la'i‘i OgEzone to
be j ammedioZB matrogragwhigtiate aspd proestrilextheriings beoveieh driddallynedste (T, of _
friendly pos . be situated. Each reception stati.on i to N recei ves
from the Mt Fhat PERPEisS BE Do Tk St 1o oS CsiHaoa | on

s; gnﬁl s. IA st.aFngFb peafiogiosl mmeWrSnaﬁvo?i graph érez\/ethar?ebeiatfﬁ(d Nsr and
of channel i Se responses. , Each station 0 receive romthe jamers
Br L, .13, |, PUNRY AGIRIEAIZPS cam el gaatt WS eRRe PECqUEt AR eRs A B hat s to
say it 20 kneamet tigensfi theC lviksact @iteratiicts bétercenftha pariiey, i tjfarsmittesan al so
conduct neasurenents of janm n% Si gnfll | evel recei vedf tIt\1lbr and gf channel

i mpul se rBspdRERErs, jammers, zonegor ROLIS 10 b, J4ramed, AN Algthgi RFAPAPaRt i ce

adapt ed for raaagigetwaen grel panigsant, the comunication links with the
other stations, the device 25 being for exanple a decision and
decentralized | ocal control facility 20 specific to each friendly

transm tter/recei verTHe etampléevhibdclobovenist gicerd by mey of avhialig poniihitif@r exanpl e,
to the MAC aclﬁjesst.laxcer of a.ter.mt.nal or of a npsteer er. A.gost conpri ses
a processing' SUPER 'ec & \ﬁo%mdrw‘éa ORr BYHETi SAMBWIh N ﬁ@ﬁr?/' '?'bnal , '
j ammi ng siognalatfotrhe whith thase MIMB) MBS, abs0 or 813 cwhammddasioapdstehi ch i s
adapted for deduci nq:iélpr(ear'e{rom t he

shows ~diagrammatically an exemplary network

architecture in which the method according to the invention can be
implemented.

‘One or more r_eception stations Rxs, Rxa,..., Rxy are in point-to-

point or point-to-multipoint link by RF communication pathway for example

[£°]
h

with M=N_pi - 1 < N_pl friendly transmitter/receiver platforms or posts 10,
that is-to say posts equipped with a transmitting part Tx and with a receiving
part Rx. The M friendly platforms are equipped with dynamically configurable
antennas 10e and with systems 11 for transmitting useful transmission

30  signals.



10 val ues of the transm ssion/reception paraneters which nmake it possible
‘not to disturb the Iinks between friends. The conmmuni cation |inks
are represented in Figure 1 in the follow ng manner: 5I: conventi onal
comon link including the set of nmeasfirenments perforned on the

comuni cations links or "reporting"” (neasurenments perforned by the friendly
posts or by friendly interceptors in favour of the friendly posts on the

sequences of signal s, transmtt . riendl L ,

re?r ansmtted i 19 apzrrhSpnﬁt‘% '8 %&%{'ggﬁj%%ﬁﬁgfhﬁag N%/-BF %ﬁggglrafdeﬁé %/r;l;%bs% s Tx, 10
I'1: 1ink complsbsemeed fiendly epming eqdspedf wittheyrmarasaliy eosfijusalie aptenmas  si gnal
i.e. the set 1?f rgfeaﬁ?l;re;(renti gqerformed ora Itthe |jlnan?mer. signal s (nmeasurenents
per formed by "hAFVIRRRFSMS L3 KT VRTLY g USRI MRPRIPEEISP SI9D9™h favour of the
friendl yBr ecei ¥er P36 mﬁ@mesfeq«J_@ldml_e?'omis,ssi quraber J Eam_spﬂ"fatrmbrbyht he
ammers.Br, ipformatjon retransmtte appropri ate retyrn thway to

![ he friendl yp%gﬁﬁgﬁ sé"l"x)E!,"rJ ihave pystems E)hl‘ %’Bﬁ?ar dgmB‘l’ngc ﬁé’¥"?”§ﬁn§$l§ (%ﬁ t heybasi s
of the infor grinidmacislal 8pkeek diectidial fpeair\oe hetwark typeeTiepamssisgion t he j anmer

pllatform (or jn conjunctijgn with the |atter) and of the | ocal decision

Paci 111y, wnebiraaPEbiicet Mt Serhosnd Firgs Jes froaiafs 5 et *and
701 V: t r ansmipgstfoons.oThd hanpalssiongcargnenssics anarrdsabdihehazsere sai axedo at ZB
and/or towards the external .entities Ci .outside e, friendly network. The
ret hod | emﬁehth&yf;%%@:ﬁg@n%ﬂyﬁe? s G L}* i 5@ Hﬁifta of©

recor di ngs/ NMeasdiyeIEidnes othe shid ptafonme icoadtitging andmtat-slatfeeenstedrioy

i nterceptors, dedicated ana{yys@éﬁ m)dtb.l es and en\{@&rqn.ment gq@ra' sal function
(or "sensing") which Sr Jiep 1% YEBY TR at ey 7 ijﬁfngb‘? ted"WTh at |east
one of the fdefmdary integiistformtdoenma@dcatidns gstwosawtiick appearspif tHehset jomm ng
signals interf

SLIPaL S M BBt e senedgest BF ST ABR BhpbO 8 SEPL 00
co-| ocat ed ofFigund ¢ds atzede i bdrjaaimedeZB iin whieh ofidid equipmeanektgrnposttse 11
15 network of friendly posts may be situated. Each reception station Rx4 to Rxy
receives from the M transmitter posts Txq... Txm, friendly useful communication
signals. A station performs measurements of signal level received Nsr and of
channel impulse responses. Each station also receives from the jammers
Br1,...Bry, jamming signals Sb regarding which it is informed (that is to say it
20~ -knows the main characteristics thereof a priori) and can also conduct
measurements of jamming signal level received Nbr and of channel impulse
responses.
Each station is equipped with a device adapted for managing, at
each instant, the communication links with the other stations, the device
25 being for example a decision and decentralized local control facility 20
specific to each friendly transmitter/receiver link.
The decision facilities correspond, for example, to the MAC access
layer of a terminal or of a master post. A post comprises a processing device
receiving the information on the friendly signal, jamming signal, the values of

30 the associated channels and which is adapted for deducing therefrom the



a formal description of the interactions between friendly transmitter posts
*Tx, friendly receiver posts Rx, janmmers Br and external entities to be
jammed C, by graphs and nacro-graphs which will be specified hereinafter,
5 on a general nodel of propagation of0 the transm ssion channel,
generalized to take account of the effective interactions between friendly
transmtter and receiver posts (Tx Rx) (generally integrated together

within a frigngly o¥ NG ﬁﬁés%/r%%%ﬁt?ﬁaﬂ eL%a‘?S’H?{e?s @h.cﬁﬂ{? .é%IBO eGREities G,

t hrough a notron of generalized rx speC| erernafter, on
t he casting Mdlsmrteﬂnedlnkst betwean frieads.sol vi ng of a const rai ned optim zation

problem specified &%Fnhﬁfcanorl KT are "\QF%@«E%S R PRLRTTEN §pnd

dynam cal ly configura Ie I'n"terns vef o envel op€, nodul atT1 on,
anpl i tude, phalsejngetanier: and 15 for which the frequency plans (choice of

the bands,s Slrlbc Pm%nﬁ%nﬁ%r{ I'ln?(rlﬁclﬁ)imé E]% s{e@%@gsﬁbﬂlgﬁ‘ds erfbntgeot &irpor al
pa e

transm ssion térns (recurrence ransm ssions according to tine
and frequency)e somminmations links or Gep¢rtimgti (mpasarestentsiperfotmeshbatiee mul ti pl e

qif . :
cequences of Moo B ety et DML b glall of eSfidnoly pESELHTE.
adapted to aISBW@E%cD‘seSImarammﬁt@ iy rteeeptendly dransmigtessai k. j anmi ng

sianals 1 eoe el FaRSimuby R4th Ao WIEBRABEs T, Seduenoes of

digital signals S rans y transmtters, 25chosen so as
to al | ow pr edli ik errawisirgntbat'eppring'ecidpe inasorements gajadnmher SgT, y-esi gnal s

recei ved by oSt i { e | of the
| ocal jamm ntéﬁbgl %uqztrlﬁ%%ué%t tg%ﬁg(\)/ﬁedow e %}sqﬁé? Y r%#%ﬁﬁéﬁétugéﬁﬁg amm ng
power neasur @ﬁﬂ'ﬁrmedr kactbieVeghdhnreceivers s by l@tﬁd:em‘orﬁ lﬁ‘efam tf@tféelndly ansmi ssi on

channel s; thg Mg@&' ég{‘th'e S %]?Br%efs dcff'E?Qna‘Ps)’ trh i Hé# %?‘i'rhé/ MRLs gl ded by

the a priori i the Trien ecel vers requency pl ans,
t enporal pat vrﬁowt@ndretrmsrrutig@ufblaeprpamﬁerkgy veivef pathway to the friendly -

15 posts Tx),”
~ Il link for control of the jammers on the basis of the information collected by
the rebeivéré or'interceptors on the jammer platform (or in conjunction with
the latter) and of the local decision facility, which are specific to the friendly
Tx friendly Rx links, and
20  1V: transmission of the jamming signals towards the zone aimed at ZB and/or

towards the external entities Ci outside the friendly network.

The method implemented by the invention relies notably on:
+ the recordings/measurements of the communication signals received by
25 - interceptors, dedicated analysis modules and environment appraisal
function (or "sensing") which are for example co-located or integrated
with at least one of the friendly posts,
¢ the recordings/measurements of the jamming signals interfering with
the friendly posts, by interceptors, dedicated analysis modules and
30 sensing function which are for example co-located or integrated with at

least one of the friendly posts,



a fornul ation of the local reception situation at the |evel of a station,
according to the preci se neasurenents of received useful power originating
fromthe friendly transmtters and associated transm ssion 5 channels; the
formulation is perforned by the friendly posts, aided by the a prior

know edge by the friendly receivers of the frequency plans, tenporal
patterns and possible friendly waveforns, of frequency plans, transm ssion

patterns and recurrence ramet i zabl e s at| fe aodi ng and

modul ation scHerd® f‘t)a? cfer?gp%'oﬂl [h5I NGRS ?e(r%‘gﬁ%'?r’TnRt' Gj&’ E?n?'}t@et ri endly
transmtters, chasenTamdendit mndueelr pastsaRk Gamtriees'Bt andlgxtamiatentltigs &dapt t he
transm ssion links.to the.jaming sityation, at one an he sa time by
antenna processi eg a('%rB?ﬁj reﬁah g&igéﬂ%?i ?ﬁ‘%ﬁ?%@r%f‘? é{ﬂt'%ﬂ ?Nﬂln ©oPet %d ant enna
patterns in trarisemausaitem and reception) and by tinme frequency pr ocessi ng
15( equal i zat| on, nodul ati on an aptive.codings and hitrat

decent ral Pzed *de®l & (ﬂ‘?”??@l pde egf,d pgc?paﬁﬁ%bc?foﬁgsﬁ?'ﬁst'@ﬁgn %@nf'%e friendly
posts, allow ng gdierdieednuioatdkenacdounetgsoinet eff@amdetuhaanacmiossl mmWeacepu on
adaptive pararretfr.i (ﬂtl ons i ch Op timze thegj ks bet | en |y posts,
the said decisi oRE P& S éaarlﬁjn qRYer bR e BN &ee yI'B 8[ j ammi ng
situations and owgéther vithimd &tendiy tm‘nstﬂmncmf postirgarbmenseBr hm:akterrmd:ept ion

h b d
det or i ned as coffLiieE G PO TEN Gl SEPCR GAGHEMSh S REE ABBH Ehch of (e

transmtters (] arnm‘ethaﬁnsr friendly cormunl cation transmtter) and each of the
friendly 15 communi atIOB ecej vers or each o L Ee targets of iZones to be
jammed G (the Z¥hdhe { Fsfiad RFb O 1eiPERIBE OIS O HEMPIIIEd of 1 sts
of points to be pmimiesion pT(btﬂemh@pmmbdlhiaternaﬁer,s the matrix of the

combi nati ons of RF tion channel s bet n the ansmt rs and the
receivers (Tx *Rx@ %ﬁa@%g‘ et RPRPM 'mﬁegww'a FATMGHERY S A 1 ecei ver s

(Br Rx channel Wﬁhﬁ@é} w@ﬂefbﬁﬁ‘(&ﬁr@ldpbembd@lﬁmrﬁ apipiitudac phade, bfeg, pad nts to be
jamed (Br, G channel _matri x)

e matrjces are c ered in a
first gloBal app bmcmgt%swafﬁé péﬁ‘”é‘t ?%PWE ?fath %‘%Sbét't&\g%’ﬁ%t A% ant ennal
el ements presentcfinergagihtel aintraing) sigmd), tthe Mmlpueal aran@rmn‘s,loanpatt@nant of the
channel matrix therefore g?rié:{rl bes physi caécl%%g)n 86} th RE channel
bet ween pl at f or M"SCYHeEAG © YRR A RE! e c’f’l‘?/ recei ver
cones into play,kridwnh, matrix is filled in on the basis of the measur enent s
performed on the useful signal s and on thewéamrer nal s n the case

where a zone dr ¥ IBBIHRI W@V‘Bfé"]‘%tﬁ’i‘@ﬁ‘ are pyiiile ang 'BaB’(PJéBP”atFt?é’”Wﬁxrl X is
filled imoon theblragbwned the fABEEY redbiveisppagat i on between a jamer Br and -

the target C .Allsethese r¥atr|ces ar% . )

quences of digital signals Sb transmitted by the jammers, chosen and
adapted to allow precise measurements in reception on the said

jamming signals received by the posts or stations of the network,
e sequences of digital signals Su transmitted by the friendly transmitters,
25 chosen so as to allow precise measurements in reception on the said

| friendly signals received by the posts or stations of the network,

¢ a formulation of the local jamming situation at the level of a post,
according to the jamming power measurements received on the posts
and of the associated transmission channels; the formulation is
30 performed by the friendly posts, aided by the a priori knowledge by the

friendly receivers of the frequency plans, temporal patterns and



io thereafter considered in a second approach between each transni ssion
cantenna! el enent (each platform may be furnished with several transm ssion
antennas, for exanple janm ng antenna and transm ssion antenna, thensel ves
consisting of arrays of antennal elenents) and each reception antennal

el ement (each platform may be furnished with several reception 15 antennas,
t hensel ves consisting of arrays of antennal elenents). For each of the
approaches, the fir J iption of this matrix is binary am =1
if the pl atform%é’rsess%éeejgﬁl:@le‘gya}'%gﬁﬁ%tenna) n, receives a signal fromthe

pl at f or m ( r espec4 ifarelwatioheof¢he dowah Feaeptien biturgion|as\teé ievel bhe s@mond appr oach
in particular, corresponds,to_considerin n_as i ponse of

t he 20 channel r’r??‘?,orcf"ipq qu?)"FOB"re’ngF e%%%%‘#‘??-%mské’f r?#fge}\(r;eedlb;/LEE %Hé' gvtg EI y
characteri zi ng aorigimdting| feorn rifpes tiriemdlyt tradsmiterspartd assodaldd, trandniisgdre | nput

single output or M SQ . single input nultipl t or Sl . 0 i ngle
inpgt Si ndloe outfﬂﬂnngﬁ’ %\es%"l"ﬁ“ﬁﬁcg} Schh H@Eq mﬁﬁé'{?ﬁl‘%& %%tér\@s'dpe%gz cgn,be _
estimated i n acctedapiwi mdwieddecbyrtbhadtieaie receivpes éfachenfdqigncy hpdarfsr | endl y
receivers Rx on th n S pamrers, by nodel s of
{ ? % R %ggng?o ibig ¥ 3 %N% rin
i egﬁ)roeag Ee?r ' 'r%terys

propagati on consi ween transm or Jamhers and receivers, and
i n accordance o dth froguenogel gamd, prasagsioron paterss deaneld EEUweRCES, anmer s or

transmtters and target pr zope .to be |anmed. , know edge
of the positi Onsp%r]am%ﬁgagl@as[pﬁg ’%e”i‘%”?e}séé’?{ﬂg g medilation sspeRs £°£B$%n of the
oper at i omoof t hedigeimsignaisattramsmitetdwby kthanfiienglg dirdremittdre, clieseapainan zati on of
the jamm ng. A sypnchronism.or egl se. - i : urements
is also useful f%per{)&gﬁﬁ%ral g\fvotgg qép@b%%'zcgw gﬁgétatﬂg tgqsmss*?ﬁg'”gg Zt(?:i se

know edge of t hetheijgmalingseiyatot as on®ahdiheeshmantiné by jpatemmagresegsiag s Sb and

in the useful co ni_cation..signal i.s _used for he r nt of the. -
signal reception P 'Wgrs&%ﬂ?a't'f)ﬂe arpedzgﬁrg%tr?ﬁ%?s 00? Eh%eaﬁtgb?%s%ag%fﬁ%ngﬁﬁ
propagat i on chantrehsmiksiont hand r iceapkion) r enei ber 8mx frequehcy optacebsio@s to t he

gl obal optim zatjon_of .the ) . , : ha
repr esent ati ons eﬂﬁ?%a{'o?’ﬁg@iﬁ\?%ﬁtag & dSPt'VSf%Og;r‘:ﬁggSgé%g'{##héﬁsb _
represent atione ofleddmérakizetd drcisiont faciitidd, @nsndeetiveren itthmapar theesiendfpr 10

exanple, it is possible to represent the pl r s by

pl aci ng an arc bB?%iiﬂe?{'OWW(? %Fg?%“‘j 'onoér} ] Oﬁﬁgnggg?ﬁaﬂ%rﬂ%ggp ggéﬁ%ﬂ?'?ansm tted
by one is recei vadagdiyetperamtineationandghithesptifizee thef links heisvebeemepdigsi bl e to
measure the channel,, . Example. qiv i.n,res f..the di.0pl ntati on of
the nethod 15 acBPiti R i PRABpT, B hds8a R tﬂg%r"ﬁ%'i}lﬁf& H&SEF v s so
"useful " momMmuni @Eairmiog sfiostions and avthiel fatmhdatoom qff the faforementionedribed N Pl , of
which J platfor e, %O{f,%%réif%t@ amers. "Networks of transmitters and receivers
for the useful transm salong™ 20N _pl comuni cation platforns are therefore
avai |l abl e. Each of tlhethe qibatduenhslesaiptibhheMtaOnelS] ave deterSiir®0. aThe nunber

‘I\’/{ transm ttipg aMeonile &hFHE BrophoSRHl RhwldiP el PSPk fldshlidls' s denoted

(jammer or friendly communication transmitter) and each of the friendly

25 communication receivers or each of the targets or zones to be jammed Ci

(the zones to be jammed being discretized in the forms of lists of points to be |
jammed). :

The channel matrix is the matrix of the combinations of RF

propagation channels between the transmitters and the receivers (fx Rx

30 channel matrix), between the jammers and the receivers (Br Rx. channel

matrix) or between the jammers and each of the points to be jammed (Br, Ci



‘The nunber of receiving antennal elenments of each of the these N platforns
“i's denoted N1, N2-, NN pl. The network consisting of the Empi =
Emel .. N_pl Mntransmtter antennal elenents Tx or Br and of the Y = Nn
antennal elenents Rx appears as a nact3o-network, a priori greatly sparse.
The set of communication platforns constitutes a network represented by the
hetwor k graph of size N pl such as defi ned above and denoted Go. Wen the
set of 30 an | of by the
macr o- tc é]ﬂ’%u t"(F AU%gEQEQSé ?na &% %q?'ce’ g?ﬁg ?ﬂ}blapg%‘grpfgﬁﬁd above
and denot ed @etween the platform K\@dcmtrheetveerathel anterinal Ielesnerm:pmﬁetwmr k

consi sting of pl A ERN I H%ﬁ be witten
formal ly, as V\llgLfl%l| t@)lrrg _a% g?\nrbcehdézl\él@r e?kfn ter %ﬁr1 gﬂs”%ae e gengaﬁnl(n Fi gures
3A, 3B, 4, fdrereﬂn'ra:@ewigwetwsmath)oam glohallysthaﬁdchanneltng@helatidmnzed form
Hoi ( Tx, Rx) T t d by the
t opol ogy of tngd g%&émgﬁvﬁﬁ; hc%%%/vg'réﬁéﬁi Pé):%lv%&)éo)nte% gt% Fﬁ"!le)mc’tqtlagnneI :
‘matrices Ho (AtrbaisdillEDin &) tlmp@aals picthe anessgrenéntk patermed -orsthusefubl n t he
met hod i npl e@%ﬂ%@%ndtoﬁ'ﬁrtﬂgﬂa rllé?Qan 1HECEAIE I'{ége %h@% 5%‘6%‘9@ & the
transmitters, Yece vers and comuni cation Nodes o FFiPend y .net wor k
manage at eag@mied Canemes (fg@.lﬁtﬂ)ﬂ g matrix ks fled in Bn the pasis 19k agaedalef cat i on
links and th i ol di ng
schemee and CalaPal T BeuEn B B AT e Pl B o8 a1
net wor ks ion theaeafter sednsidsrade e gt senend uarpredchr _eetwpen each. yrandpyissierapting to
the radioel egfy elnﬁ ELNhERANBESH pafiGhn na;tse fgn%ﬁbelv@h{fevyaangaﬁseﬁww' s, by
bei ng explici t grl ven by a decentralize l'ocal decision and control
facility spe@nfanoa$ 0 feracqxampieenamm @B&emﬁmkandTHé?f]Smﬁﬁqmg affteial s and

| evel s thens %%% f I

transmtter s?rﬁ)er o vaers %&sggeé)@fa%g,g;’fgt Qé‘tgm?i Xe é@%?é”‘? %ﬁgﬁ |r%dr?ragé

i ndependent @hfespal 9'@71@9% (@acht iptfams ey e Birpishachwithessivedal yeaeRton o' t he
targets tQ bgpld Ha?qherﬁaﬁvésaéyneet@&taregelotﬁﬁewem AgeFarrEaeﬁfoerence

| evel due to the janm ngs are neasured friendl ecei ver on each
link. The fré*ﬁﬂjémsta@eénthetftﬁ%t leapbeegcrit ‘Pfdh'ﬁémid*@l bipay AmetTi iFat i on of
the radio AC GRS Platfbite L) 2 Achriz0di REeRESS al #ém tR& BlakBien " ecept i on
processings in 'y posts are defined by t decentralized | oca
control at tN@SPWEﬁlyOWeea&ﬁn@@sm s® fer tlevedpipi zée‘t%‘é aerrpath 1M nk and to

mnimze the %ﬁ&hdwaéorters ﬁdsCtod@dnsetet.ﬁgfas Al tﬁeqdpbee B8 dndBTgrNgs, doing so
by epr0|t|ng t he avai l t echni ques known t Ferson skilled in the
M

art on th frChémﬁlyn Do@ft%opf‘l?ﬁ”aéﬁ)madp‘rllkﬁi é‘erquYrCCe&Riﬂ*ﬁ eshagBeriEigpdsi ti on of
the useful c éﬁﬁ%t %&p@olﬁ?ﬁt& AR, Qﬁult bléﬁﬂ&tbﬁgﬁ%t&ﬁr&'méﬁ) in the
frequency plan oral "positionin sl ot't age
smgle |npu multlple output or SIMO, or single input smgle output or SISO
linear channel. This impulse response can be estimated in accordance with
the measurements performed by the friendly receivers Rx on the sequences
25 of signals. and jammers, by models of propagation considered between
transmitters or jammers and receivers, and in accordance with the models of
propagation considered between jammers or transmitters and target or zone
to be jammed.
The knowledge of the positions of the stations is useful for the

30  optimization of the operation of the communication network and used for the



16 conmmunication on tine intervals that are little jammed or left enpty by
‘jamm ng shapes thensel ves "slotted" or inpulsive, antijamed pat hway
formation, interference reduction techniques and joint separation and
denodul ati on techniques for friendly eceivers having antenna! networks 5
and/ or utilizing orthogonal codings in the useful signals transmtted,
bitrate reduction and/or increase in the correcting power of the codings
used (at the e

acept on pr SRaRERIY o IREEEIng St PR AfRITERa PRSI SebhoTr e
set of ant enmeaswemeokkis alsp uspi toraﬁtéeﬁgth@ gptinxization, | Txm (M N_pl) and of

the receivers Rxi, I

macr o- net wor k Go' (Jeﬁ ﬁg%% B}%@#ﬁth‘g?&%ﬁg&?@n@eé EBH@In‘eE‘??tlﬁose | i nks
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construction grfuté&h\%f‘o ﬂﬁ@p‘idb%?éptfnﬁzéli ﬁ%?tﬂer}ngt'h%” e 4, the exanpl es of

Fi gures 3A an ure lustrate the taki ng into account of
the propagation charfhelgrarh- E@%@gtrﬁa@ﬁemtﬁ@r@mmthm@ﬁ% dpHernd c to each

link Txm -> BxfynirfeQé réd?@se‘?@éti'&nyme‘ §et|:@frhteﬁabﬁ’orfsoderi’@éerﬁmrp%$t$ésopor or the

useful signals originating fromthe 20transmtting platforns and received
at the | eWel esamplgeit isceessblatp igPeaseol the plaformenr e aueMastytriaging :  X(t) =

(Ho" *SKt) I oR-arc WBG/e8n thb Ipfatfbhes sxaf%mﬁusn*p% ﬁndﬁ"a‘ﬁérﬁﬁt@@b loakfior ms
conprising a reception antenna N N pl), is the exac unber of

transmi tting refeieddhniehgsr PRY iprefory éﬁs’iﬁss%q%rpcéﬁtb&iﬁ’ampﬁ%‘éﬁd% for the
transm ssi ongpgdnapsef ul signals (M N_pl), Ho' is the "transmtters towards
recei vers" generalized channel matrix, X(t) n =N.is the vector of the

usef ul si gnal Exanaplej @enoin t FpsSPAek Wir the implementation of the method

15 according to the invention
MIMO, MISO, SIMO, SISO "useful"” communication posts are
available on platforms in number N_PI, bf which J platforms comprise
jammers.

"Networks of transmitters and receivers for the useful transmissions”

20 N_pl communication platforms are therefore available. Each of
these platforms is MIMO, MISO, SIMO or SISO. The number of transmitting
antennal elements of each of the these platforms is denoted M1, Mz...,Mn_pi.
The number of receiving antennal elements of each of the these N platforms
is denoted N, Na...,Nx p. '

25 The network consisting of the >y o = Zm=1.n_p Mn transmitter
antennal elements Tx or Br and of the 3y 5 = Zn=1..n_p Na antennal elements
Rx appears as a macro-network, a priori greatly sparse. The set of
communication platforms constitutes a network represented by the network
graph of size N_pl such as defined above and denoted Gy. When the set of

30 antennal elements is considered, a representation thereof by the macro-



of the antenna el enents of the receiving platformof index n, Smt) n =
*1,...,Mis the vector of the signhals transmtted on the network of the
antenna el enments of the transmitting platformof index m of band B.

In Figure 2 is also represented an exXenpl ary geonetry of the propagation in
an axis X (East), Y (North). 10 The link between the el enent of index m of
the network of transmtting platforms and the el ement of index n of the

net wor k of recejvin atforns. i s characterized t nti oned,
Xr, m(t), theg@é’htcff Sg{?tpf{:ﬂﬁ” t'c?rprS%rrFHeS%(i ﬁefg}ﬁér%coglgvgega% ement n of
t he isantenneb.network I n reception X(t) aforerrentloned, t ot aI si gnal
vector received on n_of L e r hs of the
propagati on channel, q}?gn?l @agrﬁ Hn%f”iop( gﬂe’ﬂgﬁw@(ﬁ{ '\Prgﬁ 1 the
attenuati on pfatfpmﬁshadd Wia thn | [;,%mmtal él@mbhm dﬁaam Wmmefs;mém)yéslwilﬂbe n)1, the
mean direction of $FI’IV8.T of path I 111 h ay of path L,
the del ays af¥'2BR &Pf?érlffﬁehoéﬁs "l‘ﬁyef’?/é eny Fi FE?? ?é f%n%gﬂﬁé’ﬁ‘tc ¢h the
channel ; urb QnerlEDHBiaﬂblﬁlngus&t Gn the %lélﬁﬁral)z,edl forinh @1 DOREY =01G,Sub- pat hs

s are assuned to be indiscernible for

associ at ed Wlt E M' ch sub- pat
the signal ofHdbdhyRA) Rxelrdl dris deerminadupe hextepaiogy of e PeMie™of dur ati on

T("<<1/B, ni (sicht Retdrmmey Gf asdiB,paind the chafndl SmitheesPRad®e apti HNE sub- pat h
of indices | and nl1l, (Pn) _a(m n) nl,1 is the relative |evel of the '

sub-path of PRRAES epch gk om — R

10 In the method implemented, termed "open-loop" according to the
invention, the transmitters, receivers and communication nodes of the
friendly network manage at each instant t (sampling &, k = 1, 2,...), the
communication links and the pertinent parametrizations (protocols, bitrates,
coding schemes and modulation, if appropriate, the weighting of the antenna

15 networks in transmissions/reception, use of relays, etc.), by adapting to the
radioelectric envirohment and to the possible jamming residuals, by being
explicitly driven by a decentralized, local decision and control facility specific
to each friendly Tx-Rx link. The jamming signals and levels themselves are
not controlled on the basis of the friendly transmitters or of the receivers, but

20 fixed as a function of independent effectiveness criteria specific to the
.geometry and to the targets to be jammed. The radioelectric situation and the
interference level due to the jammings are measured by the friendly receiver

on each link. The frequency plan, the temporal ~spatio- temporal
parametrization of the radio adcess, the modulation and coding schemes,

25 and the reception processings in the friendly posts are defined by the
'decentralized local control at the level of each post so as to optimize the
useful link and to minimize the residual fratricidal effects related to the "
jammings, doing so by exploiting the available techniques known to the
person skilled in the art on the friendly posts, if appropriate, for example:

30 transposition of the useful communications on empty and/or little-jammed

" carriers in the frequency plan, "temporal positioning” or "slottage" of the



the direction of arrival of the sub-path of indices | and n1, 8 (m n) nl,1
*is ‘30Us(e " n) nl,1) is the direction vector corresponding to the sub-path
of indices | and nl1 for the signal source s. 18 The tenporal

di stribution of the paths-determ nes 6ts type of fading (flat or selective
dependi ng on whether T("<> 1/B) and its tenporal coherence. The tenporal
distribution of the sub-paths determnes its type of fading (flat or
selective, d ' whehbe its

coherence. Tﬁgﬁﬁ%@?%g di s%l Fl%alfsgﬁ{%?a Hyéslltrﬁ@g? r&éslggcgf}ﬁ@gl 3/ sub- pat hs)
det er mi nes i iasaninatsif@Desathemy@eeS( Relpttest” gbr gmpuitivss) antjammed pathwathe angul ar
di stribution e el S angul ar
coherence (oﬁ&?gg}?e%ﬁ%ﬁ(({e Sr sPr\én e\égﬁiypusg?%nr@ %ﬁtgtsgbﬁsgﬁnée@(fl zations
and power s oflemhaulatisf mchsngﬁalf@r érmdtydra‘sglvezﬁ haeng @@éqjmabnetwwlpﬁr ocessi ng":
Dat am r epres J | h nsmtter
Txmto the rgﬁgﬁbgpﬁ@z&j{@%@g’g@? n'? gqﬁ g@gﬂﬁg%‘gbélgﬂragéglﬁisha It'r\?’feé(a:ltor at the
out put ‘of t heeducliemandforineragse tntthe cosegtingypowee of ihﬁ@admgwﬁ%d atitha i on Sm =
Codi ngm Dat a r%%% ith o iL ogpl codi ng
schene in tr nsmbfs:%égﬁglgéﬁﬁh\g% enp oye(ﬁél r|1§ISI F;I\T/Ig%o nc@

t ransm ssi on§onaumwtiop &eRPWPrasdi sty m r epr esent i ng the spatl ot errporal codi ng
applied by the tran t dat am at the

i nput of the said tfrghsstr?? A_ﬁ‘tghﬁﬁi nretWtir% gpmlgsa lILH@%F/%Jlr)t(fés ?éD%he codi ng
schenes, 1@odmgmand of therrotaekrO®Rxy, CodxngN QIQI 1 pl) &ltherefaseeformblieed as a

spati o- terrporal rato can .be 2V tor ace of I|inear
operat ors op8¥P5t9- ‘% Pﬂoér‘i %%'88‘?51?’ aéB%{‘Eéog 1ze &e"’hi"ti“ ell )n)é(ﬁ% e ig(af‘%e space of
the sanpl ed dsmpletelys Hedtabsed @b if lFiigdr@4stgaa|gaherdnmna1anﬁeltmhma whigh a finite
t enpor al hor| zon and) in an inage vector SE%C@]@'?SQXSS ]Le di mensi on (the

space of the §E§§P’i“83 tt'é?rﬁB'F‘BieFeyg RRIlFes AN haSEWNalECet finite

spatial di nensd @BterRmhelf by itid tt@p&&gvpef Me hefworRMacréngtapiore deditig can be
taken as the unlt sphere of the said ctor sp aﬁ The power  of ihe si gnal

Smis den'ét ed %Watrlcﬁs iSReqis o) §AC8 ‘PB &n T B MRl RBSIGIRR /
.SMH. Sm . these MatAceslis iveRim Figore & SE eampRes tof FiguritldA ah@ BBl asd  si gnal
vector of a frlendlg 30receiver Rxn after ’[?ropa atlon in tpe filter Hmn.

of Figure 2 illustrate the taking into account of thé propagation channel to

construct the channel matrices specific to each link Txy, -> Rx,. For the path

Txm -> RX,, the formal expression for the useful signals originating from the

20 transmitting platforms and received at the level of the receiving platforms is

then at each instant t:

Xl(t) HO'H HO.IM S]
X(t) = (Ho' *S)o) ie. . . ©
Xa® Ho'wi Ho'nu Sy

where

25 o N is the exact number of receiving platforms comprising a reception

antenna (N < N_pl),



The power of the signal Xmm is denoted nxmn. 19 It is possible to express
‘mom* in the formitxm= Xnm H.Xmm., Tn represents the set of processings
and filterings applied to the input signal Xn to produce the processing
out put signal represented formally by'7?YyTm =Tn(Xmn); Tn nodels in al
generality a spatio-tenporal decoding schenme in 5 reception such as
enployed in SISO SIMO, MSO or MMO transm ssions. The set of possible

val ues for the rl@?ﬁe%)'(a%ltﬂ'nﬁ&Bgle&st{ O?@%&Q%ﬁ%&?@?%r&%ﬁmnﬁmission In all

cases, the sﬁavio-tenpora oper a I'med~in a 1inear vector
space of openateans ingreledtforthe transmiasivesdiorsefpaigealsfiMid Niple 10 di mensi on
(the space of the signals sanpled at reception antenna input, taken over a
finite tenpoPa FoPP2BASHRTR QETGRICRVAR CRAGEISIAER BRI of fini te
glo rre$SI on f) t bexi(garcemf.h Nh‘#thfé%b!oﬁof marmf@é@i !;iynéiggédéﬂ/édiﬁrfﬁé adtmmaLS) , and
m T can be en as the unit ere of the said vector space. 15The power
of the si énal& ﬁ?”f%‘”ﬁ&lﬁ?%‘s %@gﬁ‘?cef“l‘"%aﬁ?@"‘p%r”éqeﬁ Ninear, it is possible
to express Mgnmgag) & =f HNCki 8 thedledibreofens sigaalSadhsamearpl the tetvisik af f uncti on
of the channel Ho inn, and as a function of the reception processing
applied Tn i M3 sleRgin CCHG IR tiRY MptormefindexyirtiveRd Bo= (Tn. Hourn, n.
Codi ngm Dat am) H. Tn. hig' migute Q0 BEH feptcaBhiedXarH ekemplai gedmetiyiaf the
Dat anH. Codi ngnH. Hoem n. TnH, Tn.é—io' rQ, IQ Codi ngm Dat am
_ ropagation in an axis X (East), Y (North).
10 The link between the element of index m of the network of transmitting
platforms and the element of index n of the network of receiving platforms is
characterized by:
Sm(t) aforementioned,
Xnm(t), the contribution vector of the signal Sm received on element n of the
15 antennal network in reception,
Xq(t) aforementioned, total signal vector received on sensor n of the network,
Lmn the number of paths of the propagation channel,
" | the index of the I-th multi-path,
a™ " the attenuation of path | with respect to the mean losses,
20 Y™™}, the mean direction of arrival of path |, |
7™ M| the mean delay of path L, the delays are contained in an interval [O,
T™™ dependent on the channel; urban, mountainous, etc.
N‘™", is the number of sub-paths associated with path I, which sub-paths are
assumed to be indiscernible for the signal of band B and therefore distributed
25 in an interval of duration T™"<<1/B,
n; is the index of sub-path |,
@™ ", is the phase of the sub-path of indices | and n;,

(m, n

a™™ | is the relative level of the sub-path of indices | and n;,
g™ . is the direction of arrival of the sub-path of indices | and n,,
30 Ug(® ™™ ) is the direction vector corresponding to the sub-path of indices |

and ny for the signal source s.



In this expression, only data transnmitted Datam and the channel Hoi nn evade
“the ‘control of the local control facility, which can on the other 25hand
control Cadagen, and Tn in the domai ns of the possible val ues Dom Codi ng
and Dom T to optimze the useful |inkl8Txm Rxn. At the |level of
each of the Nfriendly reception platfornms, the nmethod wll establish, EO,
a local reception situation by neasuring, E1, the friendly comrunication
signals Su received I L M friendl
transmtters and thgﬁ%t&ﬂﬁ?rﬁ%%n%@ @tﬁ%g&é%? %ﬂn@glggr'tgwltsf&g@ Y
estimating, HRtof seleaine iepénditgpoiwhethend"'<e d(Rptandn 29 pltemporahs the M

IR Rt e i 1 (R

and for equakadl@@ﬂéfbr@eldchﬁﬁ@!eﬁmgﬂ&d sn WhetlthT(F‘é)Qm/BBalsd ir0ttainbyrabn

41 mato e CRRAENE! | e CETRIHE R TGN <h TGRS eRBT ATk UPPpier s and

'r'_ecei verf" determines its statistidal §bé& (RaBeifi onR@spng the N _pl are furnl shed with

(b the tof riendl y naffbPRITnEy EESEatorBatr e (eetbeoeP PR < Bri

by an i nt Z???‘g ‘?E’?Z‘ag?;?}‘;gﬂ?‘ﬁ"ié"m i‘%ﬁ%‘ﬁ’ﬁﬁtﬁf“""?ﬁﬁ"?“ as‘é’é"i‘*;’|”f§2&ese”t =
{ rs okt S Ingls decording

propagat i on S 2 e “0"%he process
descri bedoi ngl'-o@umgg"él by consideri ng t he nunber of transmtti ng pI atforns

J, 15 the nunber ceivin N. an X N,as$s0ci
el enentary channel rjriaeﬁ?’]“ c’r&a%regerﬁs %e use ulliaf‘égr?agfto rbr? t]rf'é% @sfﬁ)rm o? i ndex j,
has an eqw v aaaghitieoiey, tbatiel receidkéraRed Smretpremmts ﬂm agnél%rRE)sngimll ned by an

I but h dl
: %F(ra\r/r:nt at i c\'ECtSE h é'l‘? n?/%ﬁﬁ (% H"?Ol%' ttPantsm e oYy e Sinedl for the

transformation S, = Codingm.Datan WhICh models in all generality a spatio-

15 temporal coding scheme in transmission such as employed in SISO, SIMO,

| MISO or MIMO transmissions, the operator Coding, representing the spatio-
temporal coding applied by the transmitter Tx,, to the signal of useful data
Datan, at the input of the said transmitter. The set of possible values for the
coding schemes, Codingn, is denoted Dom_Coding.

20 In all cases, the spatio-tempora! operator Codlngm can be defined
in a vector space of linear operators operating from a vector space of finite
dimension (the space of the sampled useful signals of finite spatial dimension
taken over a finite temporal horizon and) in an image vector space of finite
dimensioh (the space of the spatio-temporally coded sampled signals,

25 likewise of finite spatial dimension and of finite temporal horizon), and
Dom_Coding can be taken as the unit sphere of the said vector space.

The power of the signal S, is denoted mgm.
It is possible to express nsmin the form nsm=.Sm".Sm,.
Xmn =Ho'mn. Sm represents the input signal or signal vector of a friendly

30  receiver Rx, after propagation in the filter Hm.n.

The power of the signal Xn, is denoted mxmn.



a power |level setpoint CPIREj, - a jamm ng waveform Bj, known and neasured
“in situ by the friendly receivers, one or nore durations of jamm ng Tbj
with the recurrences Rb, and an advance or a delay ti in transm ssion of
the signal Bj with respect to a commot® cl ock, these characteristics being
known a priori and/or recognizable in situ by the friendly receivers during
their measurenent processes, one or nore janmm ng frequency intervals
denoted Fbj correspondi hg tq the 30j ing igtewyal s, known a priori and/or
recogni zabl e?ti'%pgsl#bge g)ye’&ﬁeesgfnf‘i"’é'ﬂgﬁé/?o?;g]cnéi"’v_e?5’“ dgi“?"hg t hei r measur enent
processes, 21repeseayid iheget bhprangpdsingsdandAjlteengs applipti&s the(ippyt sigrial

appropriate antenna grientation tlij which can bhe regarded bereinafter
as akin to a&gptgt?rgau%ﬁﬁnpfoﬁﬁssf'%l?@hnd}t bs;/gr{aﬁere%rﬁ?eeng ¢ " |raé|¥1??yviqf"§/. Enhanced
jammrer s can &TeXnmhe Tuseatedoinadl denecaitie a mpatiatenporalhtEicpdibg jsehemadn wavef or m

t he p I | s..Pl REs,_the ] ' ' i ons. the j '
Si'gnal 5. fhe SRVt SIS SRR CrePreBis; Mg bgutiaheRBEels, | he T
del ays, the fThegsetnafi psssibdendaluke foeitightrecegpsion, progessings thats térefedipply to

informthe frd'o?nan y receivers thereof. According to the
foregoing, the set of antennal networks of the jammers Bri,..., Brj and of
t he ant ennal networ s afl masesdegspatn-emporas apewtornvTnegrpbadetmadsinRxi , . . ., RxN

mcr o- gr aph e R Pieet & R EIoEE b RN Ml VB SRt e, e
t ransm ssioonslineénsidme (therspeces ofltnsignald $dnepled sbceedpdidn geteenal inpetd channel
the j amrer sieayer 8BNS Erestelraron) vih vaur I5PR D vERFE 8 oui ng ot
any instant ffinite Jimpnsior{ 1(the] 'spad (af) the, epatio-temporally decoded sampled
signals), and Dom_T can be taken as the unit sphere of the said vector
space.
15 The power of the signal Yy, is denoted mymn.
If T, is purely linear, it is possible to express nym, as a function of the coding
Codingm applied, as a function of the channel Ho'mn, and as a function of the
reception process'ing applied T, in the form
nymn(COdiNgm; Ho'ma Tn) = Ymn"-Yomn
20 = (Tn.-Ho'mn. Codingm.Datan)". Tn.Ho'ma.Codingm.Datan,
' = X Toh T Xon.
= Datan".Codingm".Ho'mn.Tn". Tn.Ho'mn.Codingm.Datam

In this expression, only data transmitied Data, and the channel

Ho'mn evade the control of the local control facility, which can on the other
25 hand control Cadage,, and T, in the domains of the possible values
Dom_Coding and Dom_T to optimize the useful link Txn Rx,.

At the level of each of the N friendly reception platforms, the
method will establish, Eg, a local reception situation by measuring, E4, the
friendly communication signals Su received by the said platforms originating

30 from the M friendly transmitters and then, on the basis of the said

measurements, by estimating, E;, for each of the N friendly reception



"Nl where N is the exact nunber of receiving platforns conprising a
‘reception antenna (N N pl), J is the exact nunber of platforns conprising
a janmng antenna (cl1 N pl), HPis the "jamrers towards receivers"”

general i zed channel matrix, J(t) n =201,...,Nis the vector of jammer
signal s received on the network of antenna elenents of the receiving
platformof index n, 22 B(t) j =1,...,J is the vector of janm ng signals

fransmitred ﬁ%ﬂ%ﬁﬁ‘s the M us&ﬁflggélgre%tew@maﬁ@p‘% lﬂ'u%gﬁni‘ r%gQ% tﬁo ShRhddd or m of

i ndex j. "Paranetrizati ons nal' s according to
the recepti ONMestgestes imglh). 5Bj represents the jammer signal at the output
of jammer Bra. Jjn '

transm ssion fromja —Hhelulg’egj %gfgen?zﬂg %@ﬁfelﬁﬁgﬁ] Sﬂgagbtst% signal Jjn
at processi ngquaﬂpuhon of tmset sgnaiejlm the treqeyeps)srmtaﬂlxe onosymeprosietidicaj n in the
formlim %(gn‘&f t | h; cessing Tn
specific tso iée el ver Onl?ﬁgt %H’%ﬁ‘ﬁ% gl?akrﬁalii %ggFlg%t éﬁﬁrﬁa’?% stﬁ)(?rl\}g{ll\gf or med
into a Jammmsefummmamicaiwnp@hamalm Tn(4) The power of the signal is

denoted ; Cs |dyen]dri iof iaRfeH %hsréc%.wress Thym as a function of “the
processi ng apptred Tn the Torm

J platforms from among the N_pl are furnished with "jammers"

adapted for jamming the communications of the elements external to the

10. friendly network; they are denoted Bry,..., Br,. The set of jammers Bry,..., Br,
and receivers and Rxq,..., Rxy constitutes a "jamming" network represented
by an interference graph denoted GJ and sut_)mitted to a generalized
propagation channel HJ'= GJ' & Hy(Br, Rx) defined according to the process
described in Figure 4, by considering the number of transmitting platforms J,

15 the number of receiving platforms N and the J x N associated elementary
channel matrices.

Each of the jammers Brj, of index j, has an equivalent power level
radiated in transmission (PIRE) defined by an interval [0, PIREMAX]], fixed,
but known to the friendly receivers for the implementation of the invention,

20 with:
| - a power Ievel setpoth PIRE;,
- a Jammlng waveform B;, known and measured in situ by the friendly
receivers, _
- one or more durations of jamming Tb; with the recurrences Rb; and an .
25 advance or a delay t; in transmission of the signal B; with respect to a
common clock, these characteristics being known a priori and/or
recognizable in situ by the friendly receivers during their measurement
processes, _
- one or more jamming frequency intervals denoted Fb; corresponding to the
30  jamming intervals, known a priori and/or recognizable in situ by the friendiy

receivers during their measurement processes,



15ns incrn,=jn. O-n.Hyi,n3 jp..0-n.Hy.03) jinH TnH. Tn. jn. = B J1-1.H
*I].nH.TnH. --n. | Hij,n. B) In this expression, the channel 1-1alj,
and the janmm ng signal transnmtted Bj evade the control of the |ocal
control facility, which can on the otder hand control Tn in the domain of

t he possible values DomT to 20 mnimze the jamm ng | evel at output and

optim ze the useful link Tx, Rxn. The donmain Dom T of the possible val ues
of Tn depends - t LO-tenporal processing applied.
"Target zone ogBLPhr S’Dﬁtrag{ ﬁ%u\%rp“ Qﬁdrﬁ@%ls%fpétforrrs Bri ...Bra are intended

to jam one or iappropeastgensan?énnarorieatatien &hahabtoanibesdgdrged heiegtaftef posi ti ons
Ci Cpto be jamed. These.positions are firstly.geographical points, but
may by exten§F8ﬁ'gg§a(f8f’{?ﬁé"(?'£]%ﬂng§C c}@xéﬁﬂesaélﬁegg.a dl"%dfvﬁé' time / frequency /
space donai ns: i rErthhacddjaponeas cdoaisbroe uded spaasetoCode &n tagoinrtesipond t o
time slots to be. jamed indexed on,a ps -periodic fr i i's known
and/ or 3060nﬂ%m\dgdwﬁ‘ffq?rﬁbﬂ%g?\g?r_ .k?t-"s% %‘x&%f %%éa?%gﬁﬁevr@?&m%’ %Fen t he
frequency dommrations bethegaemiig sigmals,dhe esquoedcdsowittawhrichgheaghjatmanials t o be
jamred either in a continuous nner, or. in eriodic mgnner (wWth

i ndexati on of'9Ra§s¥GHo-! %PF%&?’F‘% Eﬁ%?”%ﬁ’c&ﬁ%it e%ed&}{maﬁ 8t “’b&'\r%% roll ed by
the jamer okhdyadppsrs.inform thetfiendipmicembrsdberebi: the zone G can correspond
to the position of identjfjed target, to eographi cal ' zo around this
position, to a focug%ﬂrdﬂ%g’rh‘f {oﬁ‘?géjﬂ'lc%éri"? i ﬁ?p?"ﬁﬁggn i‘gorﬁ OEgﬁ%im e to
consi der @ chanmels BRY.Li Brifigmdf bbihd ladtgnamimaesvdrks fdrerdcaptiyet oz ames (whi ch
reduces in the case of a single pami zone, to a ro ectaor 1 xJ), 10
whose def aul tre?fé\f"fpefi)aéfgﬁn%g]xg’et’e'ﬁm‘ H%ggrggaﬂéeq [%ctflvloo & "GeBREr i ¢ nodel
or of an enpinetvsmks dafthet bgf i sotropi c mean attenuati on dependent on the

di stance or any ot her ranetri [.enpirical, del, Lthe tar.get, zone does
not informt ﬁeglj"éafﬁ'ﬁéprsa%g SEFW% grc??”cﬂcﬁaé JPPEG i%ﬁ%gsébfm B E'ﬁ%m ng... the
j ammer net wortansasiohe betherjemergry aloné tandttiee atsocjatatngergrdlized shammtebgy i n

accordance with.a el ng,only thereafter control if appropriate the
ef f ect i vehlesd"YF* F‘Hgﬂﬁﬁfﬁ#ng’\’-%th a techni que known by the acronym.

| ook-through for exdare ymal expression J(iHer jrenjammmeerignadd reoeivad dni xed and

generat ed, anglXol S RloR TR e IO al dhyiadty ondl v recel vers or

Lo [ H,,
Ity = (H,"™*B)0) ie. = o

I, (® H,

_ IN]
20 where
¢ N is the exact number of receiving pIatforfns comprising a re.ception"
antenna (N < N_pl),
e Jis the exact number of platforms comprising a jamming antenna (J<
N_pl),
25 e H,¥is the "jammers towards receivers" generalized channel matrix,
e Jn(t) n = 1,...,N is the vector of jammer signals received on the

network of antenna elements of the receiving platform of index n,



20 associated therewith produce neasurenent results on the jamer signals
by utilizing their a priori information of the waveforns and nodel or
"pattern” of jamm ng so as to accelerate and augnment the reliability of

t heir neasurenent procedure, in such2® way as to optim ze their inherent

| i nks by adapting their spectral and tenporal resource allocation plans and
their se nodul ati on codi ng schene The decision taking is |ocal and
decentral i zed at l_e eI ach useful |ink Kk on the
pararmetri zati ons %th e b'ﬂ fht €] Vgﬂ%rog Ja‘PW'e"PeE?“'%Qr""@gm%(sau J?rrgﬁlefl ed
managenent of thenqt\&nmajfantehmmelerr(emltb/@fnlhaglatfmin ofiedexjvent i on).

At the |evel f the Nfrlend ] 5

j ammi ng si tua 428l sHet TEasuPT g ‘ : T gnal s
recei ved by tdueptan dro‘ce:*.sﬁnwl y receptl on pI atforns origi nat| ng fromthe J

.24 jammers, aqn the b s.of the [ 0 th anmng signals, for
each of tﬁe % 'ferpfesﬁaﬁjh? bagérﬂ?r o9 S‘Stﬁ?tggﬁ)s J%mmfrgf atricidal jamm ng

| evel s recei ngkancB,vémeéems Hrterjamntéalslgpalrfm afracsraissieh sromNahnestBrimat es in
all. hgmﬂ ng signals |ikew se integrating known sequences,
pr ocedur es f &% rer?s'é{g raents and for equal i zati on of these signals are
applied in taegpawer ofthasignaintat peeessigmabst is debdted impt. er cept or s, anal ysi s

nodul es or sensing. function assocjated with the, friendly receivers.
The results (Bf'sPﬂ%%%‘%ﬁpé‘?ﬁérfﬂs'"ah%tmm?l" &8"" &”t“he recei vers Rx of the

friendly postagter Qﬁsir@rta}dughﬂm@pt@atpa@bets@mgrrﬁsbémmdlrycd.\rearrs(mtmé ers Tx, io
if the links have return 0 as to optimze 1efr|egdl_y Tx /

Friendly R JBTIRE SakEL ot In ! TanSREt BB AR SEAN LR dn e
par anet ri zat im@g).whi ch are applied to the janm ng signals renain

i ndependent of the set oints of optim zatjons speC|f| c to the useful I|inks.
15Knowi ng, a |PRiROMEr of Hie HBRA FORRROIST Tt hell [SRMIRE &9 §IRIPSS B 3o

associ at ed pag®BA bf halpraRssingBppila MASiHe féfm t he | ocal jamming situation
states established by each receiving platformon the J signals originating
fromthe ¥ jamers, ok it(heHbasi s of -$he (Todhin %éd@pi"vmrﬂb tuation states
establ i shed by each receLvj Rg \hf Qrgp QR @ e T.ISl.@ u|3 conmmuni cation signals,
20 the nmethod cal cul ates, for"each of 'the"Mfri'en transmtting pl at f or ms
and each of the N frineihis pxpreeEoni g phanebiie Bpd %@n@?"ﬁﬂ@rﬁgn enpor al
POSTLi oni NgS fzAkmit8 & EASEINS Soffidh o #H REBRCAIrBOREIN, AREh 2an GhikAL at T ons,
radi o access schemes and nodul ation/codi ng schemes for the signals
transmitted Ytprrieans gerirad| Torimits dgmein &? thghPogaiPle Values DAMiit2i ng the 25

fratricidgl %.ﬁﬁﬁiestr@naﬁnhﬁnd\hefvef %&t?utrﬁﬁae@étlnﬂfe Mabdaunmk Thierg,. first
-frequency pl ans, these t enporal positioni 24%& hese antenna di agrans and/ or

ori ent at i ons, Thetfiegair @QE"OT%H‘@S@%'EWWS ferands ppdig BaEne BRI ng

schenes are td g{,@@}ﬁ&rra@pcpjeggqgg e Mfriendly platforns in transm ssion
andtotheN rlend ormsm reception, so as to initialize the
JaEraet z r G

reductl on in celyglects of the jamming. 25
The J platforms Bri...Br, are intended to jam one or more targets

25 or zones characterized by a list of positions Cis ... Cip to be jammed. These
positions are firstly geographical points, but may by extension be defined "in
the broad sense" in the time / frequency / space domains: '

e in the temporal domain: the zone Ci can correspond to time slots to be
jammed indexed on a pseudo-periodic frame which is known and/or

30 controlled by the master station of the jammers,



According to one enbodinent, the friendly receiving platfornms continue in a
‘cont'i nuous manner or in a recurrent manner the evaluation of the janm ng
situation local states and of the reception situation |local states so as to
continue the calculation of the freguhcy plans and the application of 5

t hese frequency plans, tenporal positionings of the transm ssions, antenna
di agrans and/or orientations, radi o access schenes and nodul ati on/ codi ng
schenes for the signals transm#t an ecej 1 intain and to
opt e, by fr ane g eRhaed el fic 205 KR EEL Kfosrde 18 it ik

transm ssi on serbangs, totthe jgpuned edinet inhe cootaduoty nfnneheortinaangatiedic ons and of
the reception iogn the fri.endl |_at ile naj Y reduci ng the
ri sk of accept abrlngm?erraWr'tlr](:'ﬁ(g(;eaﬁ"’]}"?rgrcr’ﬁriJngE éjro%lg&a{ﬁz}rﬁ%)sw@?ﬁ%]gﬁ%v@ful

transm ssi ons. and/or controliéal hyaths jeathmer argamurers, npl enent ati ons of the

i nvention _can be. devised according to the nature of the jamers used and
e degred of iaiEaPTish 0T arh T a8 G rogessaRl eyl ol et ang
finally accordi ngehtifietiStahget ot @aydograpidesi siong e@padhi thist posttidneddeal i n t he _
friendly posts. %?é Thetrret goq .accortdi ng, 1o %pees itnvesnfrbi on. can .(?e i npl enent ed
for jamm ng para YEPS "k ?‘mﬁ'gsp-o%'of]bl P'S\/\g‘: =S £8Pl SO frax/ mean
power 20- spati octiamnploratripadtstefrom Bk Jammeersatol det tavpett henesei{witid) set points

can al so be formul ated. a@%dgﬁicsgfgf%%ﬁggediﬁt n%ihgzaofnéiéﬁnadlra/wvﬁ%%q& ters. 3/

The net hod can aﬁeggcebsemu enmes i enehted in the
friendly toransm whese pefavls valuesncambedetdrenienl @i fagctiod of si gexineetgpat i al

edundanoy beCvegh ol e b ol TPRD Lt FUASRARBE RS, Tossaes

t he ST schene, ust™ a o external ence | ti-Path)
t he use of one obn theedidtanes beangsthieo patameetii@omemgirisalgnadel dthegarget 30M MO or

M SO Tx and of tgc?neoctjtbe%r ncglpﬁnf%% %Hg?asmrtwgrrs é%ﬁoﬁt %?‘i%”éﬁ&tn\/é’%ss of the
jamming... the jammer network can therefore only initiate its jamming
15 stratégy in accordance with a model, and only thereafter control if
appropriate the effectiveness of the jamming - with a technique known
by the acronym Iook-through for example).
The jamming signal being fixed and generated, analysis or
sensing modules in the friendly receivers or interceptors which are
20 associated therewith produce measurement results on the jammer signals by
utilizing their a priori information of the waveforms and model or "pattern” of
jamming so as to accelerate and augment the reliability of their measurement
procedure, in such a way as to optimize their inherent links by adapting their
spectral and temporal resource allocation plans and their se modulation '
25  coding scheme. The decision taking is local and decentralized at the level of
each useful link, with no backiash on the parametrizations applied by the
jammers, thereby inducing simplified rhanagement of the jammer network
(advantage of the invention).
At the level of each of the N friendly reception platforms, E3, a
30 local jamming situation is established by measuring, E4, the jamming signals

received by the said friendly reception platforms originating from the J



26 the formation of "spatial pathways” for janmming with a sub-network in
‘transm ssion (sparse) of confjamrers "hybrid" M SO or M MO Txs. 4/ The
method can also be used with friendly receiver posts equipped with Spatio
Tenporal filters chosen fromanong tH4 following list, given by way of
S5wholly nonlimting illustration: Jammrer Cancellation SIMO by Pathway
Formation (PF) or by Spatial Matched Filtering (SM) “Optimal "

spat o-t empofHmER GNE l;dslstcﬁrth%]&eragﬁremeﬁé G W@innﬁaﬁ@rgrrgﬂaig fopb&& erence(s)

10- Rejector Futilizing the a-priori no vvave orm - Rejector
filter utilieftg N friendlype¢ention Ipiﬂbfwm atherérfrach@tlannmng\hveh reeeivigd hout pri or

goni onetry og %Jmﬁélj?m% &gﬁgFr,@g?ﬁm{a s iPBfii M zing the useful

| i nks involves certain cri ated to the reduction in the
fratricidal janmmi ngdhanignoningo sighelsmikawise anfegratiog kmrwn aeqoemresween t he

power of hgp%\%gpglﬁs_sﬁom@éasa%érﬁé dQRE Qualififfioh 6! fhoSt dindl 2RI NG On each

receiver , Whic witten 1n acco dance w t oregoing in
several formeppliedch the SBIT@ menhesvpmihese rtignaduini g ivteneapiors uaralydhal s:

20criteria P&Hio aleg'o'Pge éﬁﬂcﬁn%s@b&%ﬁ%h%e H@:ﬁdl @xfél\ferr@t ricidal signal

| evel or nean fratricCi dsq)rllﬂ nterfering the receilve Rxn at processing
output Tn on the reddievesuliRai the messpicaans 2igi Lﬁi“#@j Py thenecaiRisriRzat i on of

the ratio b%welrr déﬁtﬁy Féﬁw é.sga orrﬁﬁt‘.ﬂﬁéat@é tPhB GRS WariHlifsts T&nd the

power of the res I gnal at processing output on the receiver
Rxn. 10 if the links have return pathways, so as to optimize the friendly Tx / friendly

Rx useful links.

The network of jammers and the parametrizations which are
applied to the jamming signals remain independent of the setpoints of
optimizations specific to the useful links.

15 Knowing, a priori, the waveforms of the jamming signals and the
associated parametrizations', on the basis of the local jamming situation
states established by each receiVing platform on the J signals originating
from the J jammers, on the basis of the local reception situation states
established by each receiving platform on the useful communication signals,

20 the method calculates, for each of the M friendly transmitting platforms and
each of the N friendly receiving platforms frequency plans, temporal
positionings for the transmissions, antenna diagrams and/or orientations,
radio access schemes and modulation/coding .schemes for the signals
transmitted and received eliminating or at the very least minimizing the

25 fratricidal effects on the N friendly reception platforms. These first frequency
plans, these temporal positionings, these antenna diagrams and/or
orientations, these radio access schemes and these modulation/coding
scherﬁes are thereafter applied to the M friendly platforms in transmission
and to the N friendly platforms in reception, so as to initialize the reduction in

30 the fratricidal effects of the jamming.



Four criteria which can be applied are given hereinbel ow by way of
‘nonlimting illustration, fromthe | east conplex to the nost conplex to

j mpl-enent . Criterion of Threshold nmax JR type: for each friendly
receiver Rxn, this 30criterion guaramdees a jamm ng | evel on the signals at
processi ng out put which does not exceed a given jamm ng threshold ABrn. For
each friendly 27 receiver Rxr" the paraneter sought is solely the

reception processin cegr%fnt%.oﬁ% Bodifed! Snd!fBHAY PlockiHd!Brarbth a1 N =N

this therefore entails searchi or a pafaneter _ main Dom T
whi ch sati sf ceatinumen fagtdngmiaug marnes oo lind B igeusant erdnoar the evaluagomobof t he

i dual f i G I ' ' S R = HL. 17,
B+ know oo i SRRh kel §Rfesound Bk HIRENBn sl Ibeellsigles (- 21
10= tr[(Tn. Hsb ap fmedjtinu¢ e calfuljtion obthe feanternonpmyancihe aphécatian afet er s
F1 YL and 1iLea'fedi@hc/ AL AbhBEra] Bhsitidiind¥bi ik ARk AfbsRns! Bifiehifd Ler i on but

known by analysis an asurene a pr I nformation. I terion of
M n JR type: diagraresend/pr péentatipns etagdiosagceRy schamgssang modpiatien/ceding med i s at

cach 11 ondl yoied REGohay Rondibldnd 809c, T & BERSRIAPAAYIEY, L ocnti on
processi ng opetmizer by fraRerby-frame dtetabipmi the gfsefph bifeate of thepfrangmisgion= 1 . . N;
this therefoggpat e SomfAanaNhE GubiRy of e FARRAGARR HIOSRRS F&Rplish Whi ch
m ni m zes the sumof the residual tratricidal 20contributions of the
jamers 10 onthe friendly platforms while maintaining or reducing the risk of acceptable

fratricidal jamming for the quality of the useful transmissions.

Various alternative implementations of the invention can be
devised according to the nature of the jammers used and the degree of
information of the friendly posts on these jammers, and finally according to

15 the onboard processing capability embedded in the friendly posts.
1/ The method according to the invention can be implemented for jamming
parameters and modes as follows:
- sectorial
- min/max/mean power
20 - spatio-temporal pattern.
2/ In a variant of the method, setpoints can also be formulated and
disseminated to the friendly transmitters.
3/ The method can also be used for Spatio Temporal schemes implemented
in the friendly transmitter posts from among the following:
25 e simple spatial redundancy between pathways Tx and temporal
redundancy between the messages
o the ST scheme, robust at Rx to external _interference (i.e. non Multi-
Path)
o the use of one of the Tx antennas for the jamming signal on each
30 MIMO or MISO Tx and of the other Tx antennas for the

communication



JR= E; 1=1 knowing that: TESjn(Tn,tr[JjajnEl] = tr[Tn.Jin.JinH Tnl 75=

*tr[(‘Tn. HA, n. B). (Tn. FW.n.13)"] knowi ng that the paraneters HA, n and Bi are
not controlled for the optim zation of the criterion but only known by
measurenent, analysis and a priori irormation. 28 This may be witten
formally for each receiver Rxn Vn = 1...N, | = Arg mn{JR} = Arg m n Dom

“TE Dom _T 17r. t i=1

10

15

20

19
h

e the formation of “spatial pathways” for jamming with a sub-network in
transmission (sparse) of com/jammers “hybrid” MISO or MIMO Txs.

4/ The method can also be used with friendly receiver posts equipped with
Spatio Temporal filters chosen from among the following list, given by way of
wholly nonlimiting illustration:

- Jammer Cancellation

- SIMO by Pathway Formation (PF) or by Spatial Matched Filtering (SMF)

- "Optimal" spatio-temporal matched filter in the presence of external
interference(s)

- Rejector filter utilizing the a-priori known jammer waveform

- Rejector filter utilizing the a-priori known jammer direction (with or without

prior goniometry of the jammer)

- efc.

~ The process for optimizing the useful links involves certain criteria

related to the reduction in the fratricidal jammings and/or to the maximization

of the ratio between the power of the useful signal and the power of the

fratricidal jamming on each receiver Rx,, which may be written in accordance
with the foregoing in several forms, such as the following, introducing convex
functionals:
criteria pertaining to the minimization of the mean fratricidal signal level
or mean fratricidal+interfering the receivers Rx, at processing output T,
on the receiver Rx,,
criteria pertaining to the maximization of the ratio between the useful
signal power at processing output and the power of the residual
jamming signal at processing output on the receiver Rx,,
Four criteria which can be applied are given hereinbelow by way of
nonlimiting illustration, from the least complex to the most complex to
implement.

Criterion of Threshoid max JR type: for each friendly receiver Rx,, this

criterion guarantees a jamming level on the signals at processing output

which does not exceed a given jamming threshold ABr,. For each friendly



Carrying out this criterion anounts to solving for all n=N, an

* 5opti m zati on problem for the quadratic criterion ; t" ) in the variable
tn, under the constraint tr, e DomT. Criterion of Threshold m n SJIR type:
For each friendly transmtter Txm - f27iendly receiver Rxn link, this
criterion is ainmed at guaranteeing a power ratio between the useful signal
at processing rn output and the jamm ng signal at processing output which

d th . i
Quality. For GRURY (Phontt P TYaREr: TGN oo e dRoPh B Bee P Y (e

paraneters soug‘atoraf Bxhierits domain of value. t he matri x for codi ng the data useful
for the tran |o_n of Codi ng, the
reception pr 8e25|nng1 0|de'\-rl_)e(1t grtheéfolﬁé@ﬁtahéBgér‘?ﬁﬁéqﬁo%%la%%r% e For any
friendly Txndofmain DomKkT which satisfieMthenfolldwing thrdshdiding critbeereérothe seint ai | s
Sear ching. | ok RAAIELE I8 CRA OOMERGLTH b arfifetespect | ve domains

W Ch

Dom Codi n and oW ng thresholding criterion on

20t he useful signal to s rati 7r"(Coding", ; Ho,,n.n ; Tn)
SJR11 ASJR JR, = iﬂ/,n( Fjan S O) < ABr,,
p
knowing that
1rin(Ta Hjn) = tr[djnd ']
= tr[To-din-Jjn . T ]
10 = tr[(Tn-Hy'jn-Bj)-(Tn. Hy'in. B

and knowing that the parameters H,j, and B; are not controlled for the
optimization of the criterion but known by analysis and measurement and a
priori information.

Criterion of Min_JR type: for each friendly receiver Rx,, this criterion is aimed

15  at seeking a minimum jamming level on the signals at processing output. For
each friendly receiver Rx,, the optimized parameter is solely the recéption
processing operator of Rx, in its domain of value.

For all n = 1,...,N; this therefore entails searching for the reception
processing T, which minimizes the sum of the residual fratricidal

20  contributions of the jammers

IR, erj,”( Vi Hy,)

knowing that:
in( T Ho'in) = tr0jn.d 0]
= tr[To.djn.din - T ]
25 = tr](Tn.Hu'n.B))-(To. Hu'jn B)"
knowing that the parameters H,}, and B; are not controlled for the
optimization of the criterion but only known by measurement, analysis and a

priori information.



..11i,n(11J. i.n ; Tn) J=1 know ng that Tcymm(Codi ngm HO mn, Tn) = )
tr[Ym. Yrm H1= tr[ Tn. XmmAni nH. Tnl = tr[ Tn. HUm n. Codi ngm Dat arn. ( Tn. HO m n.
Codi ngm Datam) H, knowi ng that the channel paraneter Hoimn is not
controlled for the optim zation of tH8 criterion but known by anal ysis and
measurenent and a priori information, 29 know ng that the useful data
batam are neither known nor controlled, knowing that TCS jn(Tn, FUJ, n) ==
tr[Tn.Jjn. Ji pH, =t Al 10.131) 1 knowi ng that the
parameters F?wsm%?'%e%é&é ai;raerwér‘llI ?O%%%%rrgg%eeé Or the 5optimzation of the
criterion but only knovvn by measur eng anal ys and,a prio i nformation.
Criterion of Max SUR=tlypgé: T, = Aramlm })?Aeg@mni @nd(li,x,,rahé}ﬂtter TXm -
friendly receiver Rxr, link, tHi<§"etiteri dn’?"s” ai-med at guaranteeing a

maxi num power ratio between the useful 1o signal at processing output and
the jamm ng signal at processing output corresponding to an optinmal a
priori recepQaagingualt this f oiteridme amadintse ke ctohving forl jaunsut,r.ouidiarg t he
transm ssion Tx n <-> Rxm For each friendly trgnsmtter Txm friendly
recei ver Rxn b1.rﬂiﬁat.&m§ro%?ernarf8rt feS qSatai cﬁt@ﬁorhe?! (re, mater ) %, iy coding
the data useful for the transm ssion of Txm the 1’$pafaneter Codi ngm E

Dom Codi ng, _ .
variable t,, under the constraint t, € Dom_T.

Criterion of Threshold min_ SJR type:

For each friendly transmitter Txn - friendly receiver Rx, link, this criterion is
aimed at guaranteeing a power ratio between the useful signal at processing
10 output and the jamming signal at processing output which exceeds a given
threshold ASJR, corresponding to an a priori reception quality. For each
friendly transmitter Txq, friendly receiver Rx, link, the parameters sought are -
here
- the matrix for coding the data useful for the transmission of Txy, i.e. the
15 parameter Codingn € Dom_Coding,
- the reception processing operator of Rx,, i.e. T, € Dom_T.

For any friendly Txm, Rx, link m= 1,...,M; n= 1,...,N; this therefore
entails searching for parameters Coding, and T, in the respective domains
Dom_Coding and Dom_T which satisfy the following thresholding criterion on

20  the useful signal to jammers ratio:
My (Codingm s Hypew s Tn)

2 ﬂJ'i.n (HJ'j.n ’ T;z )
j=1
knowing that mtyma(Codingm,HO'm, Tn) = trYma. Yo '] = [T Xenn. Xean - T

= tr[Tn.HO'm n.Codingm.Datam.(T.HO'm .. Codingm.Datam)"],

knowing that the channel parameter Hg'mn is not controlled for the

SJR = ASJR,

25 optimization of the criterion but known by analysis and measurement and a

priori information,



the reception processing operator of Rxn, i.e. Tn E DomT. For
*any friendly Txm Rxn link m= 1,..., M n=1,...,N this therefore entails
searching for paraneters Codi ngm and Tn which maxim ze the rati o between

t he power of the useful signal at prdSessing output the sum of the residual
fratricidal jamm ng contributions, i.e. which maxim ze the criterion ym
SJitn.u, - n(Coding, ; How,n ; Tn) " E7r.P.J.n(HL.im; Tn) 1=1 know ng

e B T S B o g . 11

chatnnel a[)am\ang Itﬂcﬁtt)m (T lS—IJh,c)t- tddputO] # &ﬂ'anng,n'f ﬁié*]25opt| m zat i ?n of t t he
criterion bu nown by anal ysis a priori information,
knowi ng that the useful data Dattgﬁndé_[jg“aﬁg t“h +J“I?ﬁ nor controll ed,
knt)vc\;'r nglzhagkﬁtj)v_\;_iﬁgf that the gparamétéreHH, = amd THy. dneﬂ.no; nddntrolidd] for the 6 -
tr n nBi) ( t hat t he par anet and Bj
e o esncebfitia %?“thﬂéaP?M%@%ﬂ% B e3P B 44 Cknona by
measur ement , peodinfarhationd a

Criterion of Max SJR type:

For each friendly fransmitter Txm - friendly vreceiver Rx, link, this
criterion is aimed at guaranteeing a maximum power ratio between the useful
10 signal at processing output and the jamming signal at processing output
corresponding to an optimal a priori reception quality for the radioelectric
milieu surrounding the transmission Tx, <-> Rxn. For each friendly
transmitter Txy, friendly receiver Rx, link, the parameters sought are here
- the matrix for coding the data useful for the transmission of Txyq, i.e. the
15 parameter Coding,, € Dom_Coding, '
- the reception processing opérator of Rxp, i.e. T, e Dom_T.

For any friendly Txm, Rxn link m= 1,...,M; n= 1,....N; this therefore
entails searching for parameters Codingn and T, which maximize the ratio
between the power of the useful signal at processing output the sum of the

20 residual fratricidal jamming contributions, i.e. which maximize the criterion
| _ #yn,(Coding,, ; H,,, i T,)

O'mpu 7 “n
Zﬂ'l_/n( /_/n’ n)

= tr[Tn.Ho'm n.Codingm.Datam.(Ta.Ho'ma. Codingm.Datam)™],

knowing that the channel parameter Hg'mn is not controlled for the

SJIR

mn ~

25  optimization of the criterion but known by analysis and measurement and a
priori information,
knowing that the useful data Datan, are neither known nor controlled,
knowing that 1ty jn(Tn: Hy'in) = tdn.djn 1 = trTo.din.djn . Ta"]
= t](Ta-Hy'jn-By)-(Tn H'jn-B)"



‘priori information. This may be witten for'mally"" 5V,n =M; n
= Argvax-{SJR',, "} = ArgAl ux

15

20

25

30

knowing that the parameters H,}, and B; are not controlled for the
optimization of the criterion but only known by measurement, analysis and a
priori information.

This may be written formally

ArU'Wa\’ ”Ymr( Od Hﬂmn i II)
g

t,€Dom_T 4 ' .
cod _mzllom _Codings Zﬂ'_/-j‘" (HJ"i_n N t")

Vm=1.M n=1.N, T = 4rg]VIaxlSJR

m.n J

carrying out this criterion.amounts to solving for all m= 1,...,N and n=1,...,N

an optimization problem for the criterion (quadratic in the coding variable

ﬂ)mn(COd H()mn ’ n)
codm) SR, for the variables codn and t,, and

Zﬂerl( J1n * n)

under the constraints cody € Dom_Coding and t, e Dom;T.

Example 1: cooperative barrage jamming

This particular example of implementation of the invention applies
to the optimization of tactical barrage jamming in the presence of frequency-
evading friendly communication posts, which method has formed the subject
of the Applicant’s patent under the number EP 1303069.

It is shown hereinafter how the previously described general
method of the invention is broken down for this particular application.

The barrage jammer or the network of barrage jammers has the
capability to interrupt transmissions on certain '-time slots and certain
frequency bhannels, by following certain pseudo random laws. This capability
is a priori known to the friendly posts, as well as the main possible
parametrizations which correspond to it, in particular the frequency plans and
pseudo-random laws corresponding to the slots not occupied by the jamming
signals. '

P tactical posts present in the theatre are to be jammed denoted

Cip, p = 1,..., P. These posts are of known or unknown positions. The

=1. ..

N, Tn



"E D(1711 T cod _nr,Dom Codings ; t") <carrying out this criterion
‘anmounts to solving for all m= 1,...,Nand n=1,...,N an optim zation
problemfor the criterion (quadratic in the coding variable JRt-3.fljar
(codm; I I; tn) codmfor the varialdles codmand tn, and .1=1 10 under the
constraints codme Dom Coding and tn e Dom_ Exanple 1: cooperative barrage
t amm ng This particul ar exanple of inplenentation of the

T eeinca of PREER 1 WS, SR LIE #80cfRsMind AEIGAINDRNEHE TP | 1 | 1e

presence of freqguency-e rren met hod
has f or med thnaokutipethe ;Bﬁlmérstate \qulplascthlntr @qmaﬁtelrﬂtlcslr(mming/@eniahber EP

1303069. threshfolc{s Itor tﬁe %QRAM} Q?ertsl%% eﬁéti Omatg{;\% ?{c]:%v"l'ﬂg %I cufszcrl bed

general nethod he” i'nvention i's pa
appl i cati on. adapt the paramehrzatiersrai dfeei fmﬂme janmirigevavefaror k of barrage jammers

has the Cgpab' 1Ly tpg Q&e%p%bgu%%H?rfﬂoﬁn%ﬁaﬂg‘rﬁlt@& G5 Tl g?é QEeiStPt s and

certain 20 frequency c nne ng certalrn pseudo random | aws.
Thi s capabi | safeguarddo pafegmardIthﬂuvwrmroummélomlnmidleyotpd&@ hs. .Ml | as the

mai n possi bl g, 8 fhalfe ity éc%'% eCcJ? Bk ARRAD Anbfn | Bmdn’% A ggpl ar the
1o

frequency plans a pseudo-Tan correspondi n ots not
occupi ed by theecprirahiafidoss| gwmrnum%pns aodes glu b@%i@f‘br@s@nﬁlmnﬂfﬁme theatre

ar_e to be j a'imﬁgmgﬁt%%r?% the inve'ntio'n, the LCNs can be for example the friendly

10 tranémitters of each useful link, in a more elaborate implementation, the

LCNs can be infrastructure compdnents with local range, relays, "master”

transmission posts dedicated to command, etc.)

The  positions of the jammers, the positions of the friendly

transmitters and of the receivers under its control and the panel of the usable

15 waveforms and associated parametrizations are known to each LCN, local

node controller. For example, the frequency-hopping laws, and if appropriate,

the slot channels and transmission powers as well as the waveforms used

- can be chosen by the CLN, or indeed driven by means of a synchronization

signal transmitted to the posts that it controls (slave posts). Moreover, the

20 CLNs have associated analysis module or interception capabilities sensing

functions which allow them to conduct measurements at one and the same

time on the transmitters/receivers whose positions they know, on the useful

signals whose transmissions they control’/know and on the reception

processings of the slave posts, but also on the jammer signals that they do

25 not control but whose main possible characteristics they know and which

they can retrieve by in situ measurement. Each LCN can therefore in

| accordance with its measurements and its a-priori information on the

jamming waveforms and on the poéts under its control:

o evaluate the risks of interferences induced by the jamming

30 signals on the receivers that it controls (or on those which have

to be safeguarded),



Cip, p=1,..., P. These posts are of known or unknown positions. The 31
'services that they use and the correspondi ng operating points are assuned
known to the jamers as well as their characteristics (janmm ng/denial
threshol ds for the various services, 3perating margins etc.). The jamers
adapt the parametrizations of their barrage janm ng waveform 5N
frequency-hopping friendly transmtters and receivers seek to safeguard to
saf eguard their Comm%legr%h'%? thb”t‘ﬁﬁe.s‘i'&? {ar?od {30 fﬂsqueujrc cnaml&s Haese
transnitters/receivérs are 0 approxi mat e Known I'ons and under the
control of |ocal connumcmaedpm&wd@demmﬂmmb$d LCNs (|n a sinmplified

i npl enent ati on of the dhqge&tc?% | ﬁe Lt%m?s%ﬂ)ngeo Lﬁde]; hﬁs friendly
lo transmitters of “eaCh userdl 44 n I'n~a nore eIa enment ati on,
the LCNs can be i nfrasbnualt so casctompeh@rhhsr watsmissioas cmmmgle wrtteltlatys

"master" transm ssion ' ?ﬁ% The

posi ti onstsof t he jam%%gﬁért?ﬁ)&%%hg%ggd&ﬂhw Qgiotghgtlaccfj?'gﬂsb ?ers and of
t he receivers under i tanoogtsigialsand t he panel of the usabl e 15 wavefornmns
and associ ated par ang (o) JLONL

control ler. For exanp% b%?%% @§a§B§m§QR ﬁ%ﬁﬂ?%ﬁgﬁgﬁagﬂdﬂgﬁkgﬁgggpr|ate

t he sl ot chacarbs irdexed framentyskape Pwnethsirame wedll be denothe twdbisftbems used can
be chosen by .of .a synchroni zati on si gnal
transmtted FEE@%E%QIO Ic?ﬂgﬁgﬁwﬂggh ch%q ave posts). Moreover, the 20
CLNs haveloassoei aﬂrlwdgathalli)éi sransmna$lensnpf thet esefapeanonuniegdiobisl on itk sensi ng
functions which ; SONCH r”ﬁﬂf and the sane tine
on the transm ttgiHse/ gh%?\%@‘g’fv\/ﬁosegtﬂgﬁ{éﬁon ﬁ’;ﬁ‘ea%%@&%on t he usef ul

si gnal s whose tr @astiling oves tirh@yhezommm Dkﬂm/\tr@nﬁmttﬂfsva@elmeaﬁttm)n
processi ngs of t S at they do
25 not control bg(ta'% osewmélgzo oggnge{ &)&/ﬁg %%ednst.cé’a"’%g@{‘ﬁk%ﬁ%v and whi ch
they can retri eva@ndycertainstempanel aguare ietarvalsidind npERolisian taidhefusetul i n
accordancg with ig | f t he

j amm ng wgvef or ms‘g%agq@ Eg&ﬁ@‘é{ %aﬂ%ggésﬁﬁhégw&%ﬂ pPéd"é@Bh&gtngg%l uate the
ri sks of interferoéthessid ﬁgruai%d by the jamn ng 30signals on the receivers
that it controls{qpe %h&sﬁ‘ 8 dtRe! ke ShBRa" dRfime e sear ch
for the tinme slots and the fr ncy anne S not occlupi ed by the jamm ng
signals, c drive Em@tﬂronfn@Bytr@nrﬁénItteran@ﬁelggrsmfstf@f us¢fel fokst souamdde its
control so as to Ml el i thgaducsigyiency
channel s and wit f?ng{ﬁ%% @g m% oa?s noﬁoc@ﬂﬂé&qhé@ n‘éeﬂq\ﬁ' éégt%#.'ne&rsel ghal s.

The proce¥s for @ppwme@fatlﬂiéh%@m@@"sa@c@frt Gﬁgn@%Oftth%U‘F?fvle&fQﬂadﬁthﬁfan be

| ndexed fr ame- by g8 ind ifycker d AR ble BRoRRNRIRS Shecdtbin hen

entails for a local controll er node each
transmitters of the said signals.

In numerous cases the times required to propagate ground-ground

communication signals over a few tens of kilometres at the most are

25 negligible compared with the durations of the useful notches. Likewise the
Doppler shifts cdrresponding to slow platforms are negligible compared with

the bands of the useful transmissions. The physical problem is simplified and
therefore reduces to the determination of the i.nstants of starting of the
transmissions and of the channels corresponding to these transmissions by

30 the local communications node (LCN). In more complex cases of long-range

propagation from mobile platforms (communication on aircraft and on flyby



iodriving the EVF transni ssions of the useful communications, on the tine
‘spans or tinme/frequency slots left enpty by the jamrers, controlling over
time the position of the transmitters receivers of the useful links so as
to guarantee (by nmanaging certain povd margins and certain tenporal guard
interval s) the non-collision of the useful 15signals with the janmer
signals despite the different propagation tinmes of the said signals, in the
case of high-s blle oSt s I Ier of the
transm tterss?t%@glsvgrgxao'?plg)hgeu%% ﬁtm é&é@on i a&%}ﬂ%ﬂﬁ?gg%? Yy managi ng
certain pomelprdmggmmstnmujamlbmmler)frequency 20 guard intervals) the

.non col 11 si Orﬂ)lrec ert]gr PASEsoR '(IOR% thess ftH'Illza?blg f’aoberx\’1 th those of the | ammer
signal s despi he transmtters of the
said signals. If the lbnalmomemynicatioasesiet L@N tis naesal,rieable ed khowpr opagat e
ground-graqund co ¢aa f S L at the
nost are %R%’gfmé thgﬂ@ 'L"Efa %ﬂ’r? rﬁ?gﬁlt(‘ju’[‘f'glt %Ig{r%s a@cﬁ tF hef?%@%b & not ches.
Li kewi se t he cmarpmlaeleﬂsfdeefttysthemrmresrmsjrm thg presest avd fitae fframes sadef ihegl | gi bl e

compar ed_ W' t and ?%]I?%I?é)fslév%e %%gfé{lnswqi grﬂ]nﬁ%rémlsfn%a-rg?f |P¥y;?t}1g% probl em

IS 5|rrpI|f|e ore reduces to m na é instants of
starting of tlesetthandoissefi tnsslaval pdsts lexactyanmdhe stass rieft geeedbndhe o t hese

transm o5t OnSiedd ok Slog" SRS i ABBBAFed TN dibB i COTP! ex

cases of ‘long-range propa rom nobi I'e’™ p conmmuni cati on on
aircraft @and adjacérhtysbgts tBe ma\tleusl optegzdton mﬂuml ginplifidsdo lti@Nforosef @ n addi ti on

t ake account rggouf&g élﬂ: dnvﬁroefeﬂfa’ﬂﬂetré 94 |r]idererﬁ bq’i'ﬂ'gtrlpﬂgplrﬁﬁgclt olpit &ct

determ ni stic sol ut imzation oca

communi cat i ofemmahg chGNe|L§eftm&@Hs progided that (Ure k@Nmanhow the foliawing e t hr ough
its measure . @g? f Y e e. by the

j ammer (s) Og%?{%)mtt pgé@n %t{]rfsg (??ames afnogglgppﬁ%aﬁno%trexgectto y the
"slave" post $heat|in|s5i sRdeyt Je]rrmng e drahsfiisségrisy and regeptionsalof éhe dispfubce t he

slots of jts gﬁg%vo%er Re%cts efFete tHQ oS i StoleSilot {hﬁ‘?reeet&'otigﬁdl anmmer (s)

W|thout spl |17 over onto ace réquenm es or onto
channels to the slave transmltters and receivers according to a priority

management strategy, according to a latency management strategy or
according to a random competing strategy of ALOHA type, or according to
any strategy conventionally used in radio access technologies.

20 Note - that in this implementation of the invention, the precise
knowledge of the positions of the slave posts and jammers by the local
communication node provides substance to more thorough optimizations
while remaining very simple: for example the knowiedge of the positions

directivities and orientations of the jamming antennas and the knowledge of

[\
h

the position of the slave posts allows the LCN to restore through simple
models (link budget) the risks of jamming of its slave posts, and to select a
~ priori only the slave posts which are actually under threat of jamming in the
aforementioned resource allocation strategy. The measurements performed
by the LCN and uploaded if appropriate by the slave posts to the LCN via the

30 return pathways of the friendly links serve only to reinforce the allocation



io adjacent sloots, the previous optinization problem sinplif i—es to the
formof a resources allocation problem There is indeed no fratricidal
inmpact of the jamm ng on the useful |inks provided that the LCN can inpose
the follow ng setpoint on the slave pasts at risk of jamm ng: for each
frame tk, distribute for the | i nks under jamm ng the transm ssions and
receptions of the useful signals over the slots left free by the

j anmer; ther | | t I

L Fansrm ¢t or s SUAGY c%f'er%ﬂ's‘%a%é%‘?aé*c% F SPRAER FAIDe P 0 B ¢ ey,
accordi ng tooatleadlenstedsiteagenent strategy or according to a random
conpeting strategy ga—ﬁ i o] r

conventional ly used(?f:c th@L ottag eussgé g%ﬁlﬁ%%g{??rgé '@8!@’% ;‘ﬁ}s@@’l nthis

i mpl enent at i considert the mndemlentatpn tdiethpr melst@nkn"ow stiyenot shwlifsi ti ons of
t he sl ave 5PO | GO 0 r des :
subst ance to%r%Fglgﬂhorougiﬁ'o i'm zak&%g 0%%%%@%&‘3 é\he%r BIrT(gb\{rrpl e. for
exanpl e t he kniovweddypriaf oftthe chawicls ambtinde skots leftifteeed jamatingr thergaid | ons  of

t he jamm ng dtge f sl ave
posts all O\Ars?r%ﬁ%ﬂéil ﬁ@qattegﬁ%fl%g% 3 Ia\g%ec'tdggd{)?@ahg ﬂ&)krﬁ%gﬁt) t he

ri sks of jamtd thg jefmmer @ind|tag 6Cplo ot glsealmjsalg igferreationzpatd erdedonitye t he sl ave
posts which tL lmg%r A o i oned
resource all i%"i?ﬁénsﬁi{ai E’;(ﬁeegy dﬁ}c@ﬁ@@% (Srieelr'rent slﬂ9 ah@g&@ ﬂ-[%/é’t%ﬁgﬁqa\l and
upl oaded iof ai@pabpr ieksecthb ysaichinfarinatien pe@gsotlt@nemey |[despding anhitem80f et ur n

pat hways of S I i tion 34
strategy by con |th'h1ﬁ2'%h¥rﬁlet{egig§ean%g§@?c8f? tMé p%ﬁaﬁ)ggﬁcﬁ?@ %‘rﬂh?ﬁ% r | ow

| evel s on th@rmhelocat ed sl ots. If this variant is pushed to the

extreme, it 'C%sgvoef:\;{gglﬂélé' |an?netr$ mﬁ(ﬁngéfg&? 1 W&lﬁﬁ!@t@%@&%i@ |§@f‘n| fe
i nvention in TOre"S carrying

out any meas budesistestima . er anpriot infpinpationcdf the anedsuraments and ti me
slots left fr : % grbﬁﬁ%]; &ehge said information originates for exanple
_fromalawdﬁgpr Hiing nd known to the janmmer and the LCN, or else
the said informatioMhsedxagpiesoent vatiantrehgrainabong ofi igwiemeantafionfofdri decoded
by the LCN i (o fbhe said
nt ormat o Bue R DO B e s B b o £t e
in a taggi ngoprmerei geg@nerrsg powgrraland s dicretivities! i ransiesiqragiethe said Case of
mul tiple | am@ﬁﬁew tled t.egnérecebﬁéﬂ agmbnﬁého@}cFeee%rsoguérﬂjmwan@udget S
esti mat ed by use ?1 priori information of the measurements 15 and of
propagat i ¥n_iitersl f§r DfOpagatmg tha Hemenessnse dke afﬁ@dharf peaitess.hay avalaBdve of
i npl ement ati Q) er%ftlné]hﬁ"e Hg)ydesrgfltﬁglfr,@m,ep&ewe@ct ly to the taking into account
of the inperf ctlo one or nore jamers, powers and directivities in
transm ssi on of tRiee gad &l téi’ﬂ?fe@fsthe@m@m signal dnducinara lowsr idyration of he
friendly receiverggdfiifbtie sitha thel didtidistionOtheREtyPaofaly @dléifg ] anmers to
the friendly receivers,” as well as operating thresholds of the friendly
recei vers: Ri se tagansanission geration utiligablp imifergmeingnsiots jefcriertig a | ower
- duration gf avai '@b@c{ré|taoepip.IF&Qhélé?ﬁmrn@adﬂgﬁahenel &th Suhatchmheld fHak eby
simlarly reducing the transm ssion duration utilizable in the jamm ng
slots |eft enpty,areieft emgiyeberatsefdnupigient diteringeof henipegiramndgridhe ont o part

- of the channel s taahify Sighsk! tt?e'Myysmﬁﬁﬂ@Li@&mmg 'tﬂesﬁfséfhptrgﬁgmlf;élbﬁ ering of
the spectrum of the jammng signal's, thereby simlarly reducing the useful

transni ssi on bandad 'ﬂﬁ@@ﬁﬁmﬁiﬂe@ gty OBAPMYNDf j ammi ng Li nk budgets

between the janmensBpudyets B&Weh‘ﬁ%é’ garﬁrﬁ@%‘ Bfera%dﬁ!ﬁe 3ReRARdeRArPR, | 0SS
coefficients Lj,n inducing a level at 1nput LoPj (Pj:
30 modelled by loss coefficients L, inducing a level at input Lj,P; (P;:

radiated isotropic power equivalent to the transmission by the jammer -



radi ated isotropic power equivalent to the transmission by the janmmer 35
'(()fti*lndextj %h TE(Ca:Is\le i np_utdl e\ée![ﬁ caln be estinmated b%/ the fri gn;:ll 3/ receivers

at |eas e , or indee e slave receivers if appropriate) in
accordance with the a priori know edg® (or in accordance with the recovery
by analysis of the jamm ng signals) of the PIRE transmtted, in accordance
Wi th the know edge of the respective positions and angul ar characteristics
O e Triendly LSRRRE LY SFReR! plE headhed SRRy e hoddip, | ammer s
representative of rechigerst t(«ﬁ;nmi othephﬁl’ﬂon@fnande@dt the fsﬂ%@uéweb%mlﬁs io

Vol ved). | Thi s i SoRate) i PedenEONGRE PRE BC0rhE W™ 8T ot es for
Iexaanl E fromt st {ﬁ@@ﬁré‘?cwhene?wmbb apalysin of thre di@mmrl ing rsigre Isv@le (at -

eas no o] r 0 e on -
anal ysi s \é? t he j amm ngES| gnha 't‘[é;apo'ﬁ e{ttsO n%@ W% tﬁ%f%r%%@%nggétﬁ%g coded in
the jamm ng si gnatespedigef pasitonse code @npylat heharagieristics t& dreal fiendly of t he
a0 g, S1.0nal - Ok B9 BB o CACRY el 2 g o1 anal
in the applicant' @ccmda@ﬁe am@l i 2atsiroplifipR Prozgation 20W9er atsufigienty eshol d
AJRn relating to ?esteﬁfaﬁ?éﬂoytﬁeeé:t?éfn\@{] H?Pﬁb gr.ﬁltﬁ@fre%édwmag ansmi ssi on
service), expressing a condition o

condl tionidhas to emnceeedsior & wrauméop@gzgwemperaeécamrfooﬁhq H@taﬁlaﬁ%ance [ Ei

, NPi'] i nduced bMv&IO@dfﬁ'ﬁl%rlhfﬁhﬁﬁtl?n whaiTl BG&sA8 tﬁe#?ﬂ%@r’s biginsigs d nui sance

bel ng eval uated i n accordance power estimations PI sp eC| fic to the
transmi ssi on of e@cﬁxa!rawﬁéﬁonaﬁeateme%wrdmﬂéawettﬁthm@enﬁlwem%t Lbn
estimted for each puEPinbvh to NRECLUAT WRifkel iiiomEREa] AserEafy oned
condi ti on express manner (here sinplified but sufficient and
effective in nunef%ggn'éﬁé%somfaﬂ ¥serfénthet iAMHE tslﬁlé'aisn\ﬁlinlelsén}h“ﬁ he

r ecei ving,30capabinkdringyicHf bbiRg ddBed H el BlmiaaTRNA 14BA ShaARkERLAD)

conditions of noise + janmn can be evaluated a priori fair y5|rrply
on the basis 36 tb‘!elt@f‘é"a“%ﬁﬂ@yfris RHEE jaergENDH $igna eoy] %lﬁ‘?ﬁh@m&!ﬁ@ﬁﬁ% or of
their in situ recogng tdBa by Anabyiad %ug@%s@bfcné‘teb'ﬁnﬁm W%ﬁmepd%lr I't can
be reinforced in situ by neasurenen Rxn on j ammi ng signals. The
optim zati on probf¥ampie aceAingdp el mathed Jescjibed ipiheranplicant's paianér by a
resource re-all ocgbdignich Rk g3b71here conditional on the threshol ding AJRn:
the fratricidal effects on the. f“endr@{a posts remain limted and

i nsi gni fi¥ant prdwedeiing Hareshold ARy cetptingpés ethehdienglyl gogaiers &Xpoi nt _on
the slave posts ghoddrdtta i HEMisklonSerli) a%yr%;age o Wb MRe [ 1] Li Pi ]

> ASJRn in the absence re-all ocation an resence of Jamm ng
si gnal s form [% LinP] < AJR,, _which condltlon has to be satisfied by the

aggregated power-of the nuisance [ Lj.Pj] induced by the fratricidal ™
jammings as a whole, the said nuisance being evaluated in accordance
25 with the power estimations P; specific to the transmission of each
jammer and in accordance with the link budget L;, estimated for each
jammer Br; — receiver Rx, link. The aforementioned condition
expresses in a manner (here simplified but sufficient and effective in
numerous cases of implementation of the invention) the receiving
30 capability of the useful link Txn Rx, under acceptable conditions of

noise + jamming. It can be evaluated a priori fairly simply on the basis



10 corresponding to the eval uations of powers received Pl...Pj): for each
‘frane tk, reallocate the links at risk of jamm ng the transm ssions and
receptions of the useful signals on the slots left free by the janmer;
therefore allot the free slots and ch#nnels to the slave transmtters and
receivers at risk of jamm ng according to a priority managenent strategy,
according to a latency 15 nmanagenent strategy or according to a random
cmmﬁim;ﬁrﬂe g@ o) Y Stel

conventional |l y use i A rg#hgkﬁgggs§ﬁﬁ@%ﬁ£ﬁﬂhgqx%gg%§é”fﬁtﬂ%ﬁ?ﬁgﬁﬁld ASIJRm n
relating to the uswigoltiohi bk sanabysiseemdf by emdink budges nnodedr ItTeem fbé endl y

recei ver Rxn (ac ,:{m essing a
condition of the éﬂh}&%&&tﬁ E'fh%a&g@%ﬁﬁ? &w&nﬁé hg S@“Q%tl on has to be
satisfied by the ratlhe bEﬂnmeetmnt peobimrasiar dn usalfad i @weryr emﬂhﬂgﬂ TCyrn, n
and the aggr owue e L s T¥TeY Yon

fratrici dgl f’g‘%ﬁgﬂ bgl \/\/Hl;e]h%%H C}%ggl %jt a:gelzﬁyéaﬁ%rg Eel ng)q]g\rl)a uated in
accordance V\nthrbsrthang)@\AEg tB& fragwtdahaifeabshon fhe §eediyfposts entdirelimitechsm ssi on

of each jamTer and | e dget I imated for
each j ammer BPf "S9W Cgﬁpprg g;%d ﬂlatwk Dq)ﬁé:aaf'o (gérrée%' |f%lnedr?%sén8(|9?{|e%ﬁl expr esses
in a manner Qmeeslevspmblai |r|eldobmmrslugf(uenfernWhualmdveeWblﬂ!dtﬁave [LnRdreer ous cases
of inplenmentatjion o e i nv i t he capabi or. establ.i shing and/or
S0sustar i g AEHEn e PSSO T AREIOT b e psels & ORITG FUT 1t - can

37 be evallouafceﬁleéwnaing t§&ﬁ@é%l&iﬂloh§16f Bevedrs r&feniehev@ H!)Jljlf@rl’éadhrfféhﬁ@dge of the
j amm ng schenes n_si %u recognition anal i nk
budget rnodel ir?alaﬁ?é'}'ﬁ‘%\‘lséatf'ék‘ﬁ @W@Bgﬁv r‘ﬂ‘sﬂ'? ‘%’f %ﬁtﬁgggﬁrenent of
Rxn on the J@ﬁ@’fﬁéef@llsﬁmﬁlssdn th@ﬂﬁbt@lbfttﬂ‘& tk}ame&}amﬁet hﬁeréfm@sﬂtﬁ@maﬁéé of

recei ved | evel onéhe use %ilmz tlon roblemis
sol ved here &§% a" ﬁh%["\?b“‘rv tg‘? ﬁ%Y?fr?%ﬂmﬁﬁ'ﬁrﬂﬂd r89e'éerf goft @HaPEINg | ocat i on

strategy, herecsaing td anadriofity mabbmeﬁh(skrdte@g ASdaingt e 4 rlatehby:I dal
effects on the friendly gosts remain limted and i n3|6ﬁn| fi gﬁa; iow ded
B4

that the CN ”&%WQFW}?B%«?" '%ay 1Y P%%rq'lﬁg 48t 3JPATOB NS BRI sFt ts at risk

of jamm ng (IALOHA aypejphsrchcotrding ub canlyasteategy pivéntionallly] dsed ASddo i n t he
absence of re-all OC%’EI on and in the presence of jamm ng signals
cor r espondi nGETSRE M uat i ons of powers received P1...13j): for each

frame tk, real LO@ééi‘aﬁH’getHrbéﬂtﬁd ASIR,SK redtiniga RaTitRg) ddaful LIMRBSHataEE®NS and
receptions of the useful s on the slots left free by the

a anmer ;
therefore 15 al | dtierdhe tfar”é g‘%‘? Fof %n dASNER SRABINE 130t RECYNGe 19 rta{aiém tters

and receiyers at thn§||ﬁ|s‘§.forﬂ SEFILED expleasiflh 0 chRuiforPbi M IrmMRNAge BNt
strategy, according to a |atency nanagenent stratémgth\gor according to a

random conpet i ng lsiflat 483ReWhigh@anditignbas torbezatist thedatimbetweent egy
convent onal | y used idhcl,ad) RCARGSRS: [ EGNBIGHES ang s ChALMRCY ot hod for

mnimzing in an adaptive an cen ralt zed Tanner
of the nuisance [Z; Lj,P;] induced by the fratnmdal jammings as a

whole, the said nuisance being evaluated in accordance with the power
25 estimations P; specific to the transmission of each jammer and in
accordance with a link budget model L;, estimated for each jammer Br;
— receiver Rx, link. The aforementioned condition expresses in a
manner (here simplified but sufficient and effective in numerous cases
of implementation of the invention) the capability for establishing and/or

30 sustaining the useful link Txm Rx, under acceptable conditions. It can



fratricidal effects induced by the jaming of P predefined zones ZB or 5°
‘positions in a comruni cations network conprising friendly transmtters,
jammers and friendly receivers, the said network conprising N _pl platforns,
a nunber M N_pl of the said platfornsd7 ternmed friendly transm ssion

pl atforns being equi pped with antennas and with systens for transmtting
useful transm ssion signals configurable in a dynam c manner, a nunber N 10
N_pl of the said bele%ggg{eq%alrlglsﬁrgp& Gh éjbg égptﬂlaya’ pl%@ln'% Ie W' th
dynami cal ly configura ant recelrving use

transm ssi on si giEhmmingsschampeor »f Nh_qaﬂ InCﬂﬁtUtrlaeogImOd tpll ma‘lmsréwtieilwg equi pped
Wi th jamm ng sys a t eqpn g C n t he
friendly transm tsbgl e& gﬁo Iei@p??%@gmfﬂgt frgl:afrir&% A §tJ< Qr\m)ééés)ystens and
15 ant ennas bei ngneadaEiment bbRxppe\xlamianmgert$19rwal$)aasdmssh©rbs§|beian entities
ext er nal to t he %a@u%ﬁe‘?@é’gf@%mve{d 87 'o}ﬁ ﬂp(jhastfé‘fa g the said platforms
constituting a networ characterize t corrprl ses at |east the
foll owi ng steps: EGheEsptiniiHatiomiprmplem Ila)snivectmre[agamnn < venpsimptifiecat t he

| evel of eac endl p I 0

measuring, E ,a(?‘I"ﬁFe“S '§ %%ﬁouwe QQ aﬁo%g ﬁo%tag%a%rgsé@g@%{/edg %@che said
pl atforns or itrgbsfaﬂdimg;ASdBmtmmiEatMIﬁah affedisyort thafidanidiyt posés (ebtrire|imitdd , on t he

basis of the_s sure f ion

pl at f or ns, e?f‘ﬁlmqq%é:an@n@p%@qﬁft e?éﬁr&fag\'/rg é&%@g@{/@{}ﬂdﬂ%{@ﬁ@% usef ul
propagation c¢hasaed @ostbl*dvlreatdf fah@ihg (i.&3for Rtlichbive sWouDhavd egal / [Zanmm ng
situation: at t eIe f each of the N friendly receptio atfornms (12
' 13) easakivng < A8 e Smortsr dlaguon aBem da rienie olalaee | endi y
reception pl %tgharsrr@orﬁersb&hdi@g Itdslghé refvamthJoﬂ BOWEE Sretdided FRh)R,):Ofr t he basi s
of the measurenents of for. each of the N friendly

reception pl seehirpEe fesrﬁ?'llﬁﬁ’?fenf@e '%5, ?H%k 9t jaruping QUEANSEYSTNEHPNY | evel s
recei ved and rédeptidnd deethé uséfdindigrahon n@ Sdtamtetss byNhd j@sienat@sfora al |, 39

ascertaining a pri t he wavef or s signals and the

associ at ed paraliBe ﬁ?%é'f’fso"ﬁ? chgpnelp & @'&ﬁaé’eé#’anﬁ'ﬂgteg? Ogrsecﬁ'f’erts Bl cal

si tuations ofof jj@fifingdacr@ng lt@i‘ee@nbmye:aarlﬂagefrnetnh&trbte@gcecwrmgg pbad f orns on
the J S|gnalﬁ orlglnatggg?from @g‘ms e basis of the local
reception si tI8R§oNa8E? lBISV@tﬁ% 063?‘: RI 47 atrﬁBd(Nmrcé’H@P RGUFEGY f or s on
the useful cemMRUTHRpRN of agtsting IU;aryedtetegynidyefithabacbedfn tdto M fri endl y
transmtting platforns and for each of the N friendly receiving platforns,
at | east one 35FeSHECIYESWi ng confi gurati on paraneters: a frequency plan,
and/ or temporal positionings of the transm ssions, antenna diagrans and/or
orientations, io radio access schenes and nDduIation/coding schenmes for the
signals transmtted and received, the paranmeter or paraneters being adapted
for mnimzing or elimnating the fratricidal effects on the N friendly
reception platforns, using the said configuration parareters in

transm ssion and/or reception 15for the Mfriendly transm ssion pl at f or s
and the N friendly reception platforns. 2 - Method according to Caiml,
characterized in that, after having defined a first set of configuration
paraneters for the Mfriendly platforns and for the N



20 friendly platfornms, steps Eo to E5 are repeated over tine so as to

‘mai ntain and optim ze the configuration paraneters for the platforns. 3 -
Met hod according to Caiml, characterized in that it uses the measurenent
of the propagation channels originatiag fromthe J janmm ng platfornms to
recognize in situ a predefined and known janm ng strategy so as to jointly
optim ze the transm ssion and the quality of the transm ssions useful at
the level of the friendly transmtti thﬁl'%d receiving platforns by adapting
t he transm ssion power |evels and/or frequency plans and/or the
tenporal positioning of the transm ssions and/or the spatio-tenporal coding
schenes 30and/ or, d C oyed by
the friendl yqt ranetsﬂl'r:? Eogr@%ﬁhg%be@e?@ga?jgw Bﬁ%%ﬁﬁ%ﬁ%@gﬁ%@%?ﬁ% to Caim
1 or 2, char &atrieidak effects inthatedi by ulse ganamy n‘g Pspga*uiehsed/vlzonés &Bder in a
manner knwn riendl h o the
friendly é%t'é er"Is aﬁ“‘ %PﬁJ@éC%\g§¢s sgwoarié fonl‘& ?‘8nﬁe§8phg§ﬁ rtﬁkte'ts of the

j anmi ng st rat]agyersrqﬂddpiemtjly ofcetviess, (tﬂraasa(imetwq;k icompo$ing hepj platidrmg, vvavef orrns
and associ at ed nhapanpt er L LARS i I

orientation 8f "Y'Re° g‘%{énﬁa O]a ts§§ Slatﬂf’ |tu "gé/doﬁ'e?'dlgl‘i%?sgﬁgg' e joint
opti m zat i on padtfotrhe b'emgrmumdomm antdnnm:epdj ivott wstamfsmrrtgmsoﬁttlmgle

- transm ssi ons ful at the end ‘transmttin

Fecei vi ng | o UBPAL FSARESTSaRal EoRBURRY PLAVRTTS NaBRP g BT ot ed by
L he angl y}$)|d S é\Dbl tdﬂﬁthbaﬁﬁw n.gaﬁ«nrgmalfsd &@eiede&adhyﬂlyt hﬁeu‘ﬁg]: Ieﬁ;[lqﬂp;éd regei vers or
ei ng decoded I n t j anpm ng signals recejve the friend eivers. 5
- Met hod accgm?rﬂ'ﬁalg'o %”g%%g‘él' %%nn%s @ r%y@f%g"? 2@8 fer‘fe'tvwgt “is?f% ses 15
progr ammabl e thhéaReibY sighaRsanlnees) amd pr 6aRé g@a%laiﬁaﬁé Béling @fuibpkd ng dynami ¢
account of the transm ssion setpoints, regardi ng 'rSH ower and/ or regar di ng

t enpor al par 4Bt lapEning [FEsiRRs o3 Ajteppgs §pYP9 £he K h R & he

anpl i t ude phmawetragﬁmlmarpénd ﬂ@ee@r@hwmrmlsetﬁ@rsbm jarithiy systéies @fd t he net hod
according to one of ( ains in transm ssion networks u5| n the M MO,

M SO, SI M® oPni§naes ;5’@6‘90%4%9?%10( rPr%‘fe”\Wl"Q {ef{rapFPISFIANGH REMIREY $THBRS t he

friendly recexeeid footﬁd”l%afd |r@EWHrM off Bl Jttpﬁdﬂ@rms the skie pﬁﬁfotmg net hod
according to one_ of d ai in ara

0 network 25conprising receivers
adapted for FEAHIES %Wﬁfésc'lﬂ’a‘ft?%?grﬁ %‘5&%\’?&%@9%%8 %'é??u
transmtterssgpd: on the jammers. 8 - Use of the nethod according to one of

Claims 1 to 5 in a radio network ] o
s Eq Establishing a local reception situation: at the level of each of the N

20 friendly reception platforms (12 r, 13) measuring, E,;, the friendly
communication signals Su received by the said platforms originating from the
M friendly transmitters (10 e, 11), on the basis of the said measurements, for
each of the N friendly reception platforms, estimating, E,, the M useful levels
received and the M useful propagation channels, N*M estimates,

25 e Ej: Establishing a local jamming situation: at the level of each of the N
friendly reception platforms (12 r, 13) measuring, E4, the jamming sighals
received by the said friendly reception platforms originating from the J
jammers (14, 15b), on the basis of the measurements of the jamming signals,
for each of the N friendly reception platforms, estimating, Es, the J fratricidal

30 jamming levels received and the J fratricidal jamming channels, N*J

estimates in all,



conpri sing one or nore recepti on posts conprising antenna! el enents
*30coupled to an interceptor which is adapted for perform ng transm ssion
channel neasurenments on the useful transmtters and on the jamrers.

39

e ascertaining a priori the waveforms of the jamming signals and the
associated parametrizations, on the basis of the states of the local situations
of jamming established by each of the N receiving platforms on the J signals
originating from the J jammers, on the basis of the local reception situation
5 established by each of the N receiving platforms on the useful
communication signals Su; determining for each of the M friendly transmitting
platforms and for each of the N friéhdly receiving platforms, at least one of
the following configuration parameters: a frequency plan, and/or temporal
positionings of the transmissions, éntenna diagrams and/or orientations,
10 radio access schemes and modulation/coding schemes for the signals
transmitted and received, the parameter or parameters being adapted for
minimizing or eliminating the fratricidal effects on the N friendly reception
platforms, .
¢ using the said configuration parameters in transmission and/or reception
15 for the M friendly transmission platforms and the N friendly reception

platforms.

2 - Method according to Claim 1, characterized in that, after having defined a
first set of configuration parameters for the M friendly platforms and for the N
20 friendly platforms, steps Eq to Es are repeated over time so as to maintain

and optimize the configurétion parameters for the platforms.

3 — Method -according to Claim 1, characterized in that it uses the

measurement of the propagation channels originating from the J jamming

3]
h

platforms to recognize in situ a predefined and known jamming strategy so as
to jointly optimize the transmission and the quality of the transmissions useful
at the level of the friendly transmitting and receiving platforms by adapting
the transmission power levels and/or the frequency plans and/or the temporal
positioning of the transmissions and/or the spatio-temporal coding schemes
30 and/or the radioelectric resource access protocols employed by the friendly

transmitters and receivers.
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4 — Method according to Claim 1 or 2, characterized in that it uses jamming
signals which code, in a manner known to the friendly receivers, the
information useful to the friendly transmitters and receivers so as to inform
the latter of the jamming strategy employed, of the characteristics of the
jamming waveforms and associated parameters, transmission power, type of
diagrarh and orientation of the antennas, position, éltitude, to facilitate the
joint optimization of the transmissions and reception processings of the
trahsmissio_ns useful at the level of the friendly transmitting and receiving
plé{forms, the sai.d coded information being reconstructed by the analysis of
the jamming signals received by the friendly receivers or being decoded in

the jamming signals received by the friendly receivers.

5 — Method according to Claim 1, 2 or 3, characterized in that it uses
programmable friendly transmitters and receivers adapted for taking dynamic
account of the transmission setpoints, regarding the power and/or regarding
t'e'mporal parameters, the waveform, the spatio-temporal codings, the

amplitude phase weighting of the antenna elements.

6 — Use of the method according to one of Claims 1 to 5 in transmission
networks using the MIMO, MISO, SIMO or SISO protocols with or without

return pathway from the friendly receivers to the friendly transmitters.

7 — Use of the method according to one of Claims 1 to 5 in a radio network

comprising receivers adapted for measuring values of transmission channels

- on the useful transmitters and on the jammers.

8 - Use of the method according to one of Claims 1 to 5 in a radio network
comprising one or more reception posts comprising antennal elements
coupled to an interceptor which is adapted for performing transmission

channel measurements on the useful transmitters and on the jammers.



