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access devicé. 1 propice etﬁa? ttrﬁ‘@s'g’r “of etﬁas’facinless?tooﬁd s &2 (?orres
ext r enel §° dpPareift sﬁ\ﬁe‘r?“oﬂ}él‘-‘éo?%r"&ér%aséﬁ &hesr prieseaboeatried. keEnt er pri se”
as used hekmlpeéerasrégpanswcirpm| @rigessc alf edaanpalives ams tabddiiktoniwbasietosor k)

such as itBe tgpivedd.| yrsleptoyad by 8E Yndrabae lﬁom'arat% £@r t&r gapizations with
thousand %é%hnur\g{eegéveqtigb%qgg{]&% 9‘{) %HQ' %e nse IJ[.)J entt I}(eltr theer SI € or

because ey are active i'n severa ical Tocattons, Ete?prl ses
of ten hab® *rruﬂrét%%eg%rsr@rlt@rf%lanw gt‘e |f§rt§%ﬂt&ﬁpit§é§em§u ﬁ@dtﬁ%u@%ds
of enpl oyewrkSimirdiitedy bndreasTpsessranee gehertdlel wohinkesicannect ed by
networking facilities such that an enployee travelling fromone site to

anot her 6anGah Ageeshal 9 ARBLILAL, RO, LESOULGE S es sedab abases and

20 ot her LS9 yter facilities need
| ocati on® AhE BHERT HViEE &5 oty FB“ItJi’?GUE%tr?dErW ﬁ%%ﬂ%twstmﬁhd%‘—dof
users w bévearganmolade preeviralieticet hidiasamos copaltiet €8 teansnyiitAgnavi anél ess

devi ces) reaahing ShisBgds0 CRRRASELs i e @§§Assr1u;@e@rrlyﬁrye pned ads hgg manner

to sever ces throughout a nt' ed here refers to a
user phygll%ﬂlgtﬁ 81\3“({ C&ﬁl Heerf B a’%Ha‘fﬂ sanﬁo%’itflgmﬂlé:\?ﬂ%‘ é’%n’t}ﬁ AFAPLE®r adi o
nmodul e f F3%h &R Jleoéa‘tli”&ﬂnﬁ gleghen Ept MBethtisetef inhthpeisoirats sompukers s

mul ti funegdronabt chanaekely @llesatandGous Uikt rdiNsemmyy &b f-bependtipe ogr ans
Lhat exchanag:dal R mdd TRI dhdblLGRR0IARRLIGALL QNS AN, dgVECES O
behal f of nmany different users sondl conputer us securlty needs
run the ganmut from conpletely untrusted to totally trusted whi ch further
conpl i cates mat Lgahs\nHIS Ri&¥ously described state-of-the-art technol ogy
pr ovr des sever alA way's to I rrpl errent securr ty poI | cr es, but ‘none i S
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., ~ 18 D E C 2000 WD 00/ 72506 PCT/ GB00/ 01940 Devi ces coul d have '
lenas.- mpairing relationships with specific other devices. for exa
'ggg%tgﬂ%g a common PIN at both devices, fromwhich a keyl@@nagbnzqg@a®gdg4o
fox storage and reuse, or a fresh key 5 'generated for eac 0 ion
session. Besides the drawbacks previously listed, this policy does not neet

t he needsR¥f2?49PC to have different |evetd of securityew SrI f7f ByigE 2001
comuni cation partners and, indeed, for different transactions with the

sane part aedeivify hesIhpadadstisstd abostzeubdrieanf isgufmgadde RetNEl access

poi Nt s W 4k daigs SATER! N1ob 2R UKL Aha' PR Bh POSTLEL R TOBL |
conputer user$ that are allowed access. i'smnim zed the admni Strator s
conf i gur at3GHVet F5°285%hce there is only one PIN to set up (al beit at

nmul tiple access points), and allows a properly-configured PCto roam
anywher e ¢ibabhe ol R LrREE SBeAME URE kePCOESIHE B QUOR Y. BEOESSPAlAL, but
if the secret PIN._IS, conptonm sed

S0 otential for im efsena;tiE:Qe nﬁaelz‘al.v%ls JE’JOS tihl I’dCBal’t é:OU d.gain
access to a"flpaccess‘ por nt &P Adt o 1 280" &mpl Dy ee HUTt s Ttthéu%i%ﬁﬁﬁny,
there is YRFPeasy tRAyInD epetiskePHisen dtte 58y oFhPY Jemate ¢% dahkiteedpy atsl en
because i4 piscs®fi pspoure. vi20edaiThescadhmitde radcoet cayl itk eatddeguoe «2arh

net wor k ag888 HAkAht HevPEOUPuHr ACELTHi PURDS Wohherd i ff gL AN BlNget hen
provi de t&%eg\llé\&sbofac&riggl n_access points to, certaln,.sets gf la.u%lgorl ze
users. IS an unauthorized perdon feains a Bl R RerGARS acte¥dfd a set of
access poi"RESVEWRAayT i 255478t PGV PR At ha diter 8TS oM Res EGABLRESS
becones ditf kxtdsts. iRewoki kgypad usebbsh decisss . prines| €gesnatesdofdrhesting éx t he
user retajdasnth@eareess H8Y] 66 chBeAgHl sty alQk: £QML L BANIE LN, gccess
point s' RLNsto har an,una thgsr.l zegl MSEL CQHErth'E “{e%cgsc aE‘Ll aut htOI‘I zed
users to sIfultansousty opdat & thel reont iGUrati ond s 7Y (ha" LGRFATSEr at or
want s to Eddeh WD SHER vTRUBEEE S S B Y ORI ¥h EARHERE PN s Hid 2apidser 2 ed
user s nusiatbeermdenfed@dnamd imgsturgpuainert ireispmdRB8L direi sEpuae Ut &CiA@SS to
g:: ff e:‘ en';j;grj letp&ooim;ﬁi%eﬁ&iﬁﬁi HMss eaf‘esﬁgoﬁiﬂ»iﬁbﬂ%h%ﬁﬁ@lﬁlt mali%iGhd ftihQH:l barty
early iy e rator, co as n, a
uni que PIN té %&g%cﬁﬁ rr%)hb%] nggéké‘g"!ﬁgb’éo% iéafjc-rgéE ?? ?é?%%'aﬁft (rgrrl? zegrggblaNghgfd
speci fi ¢ PREELSEBBP M REHAGRTERET TS SVRATINOT €241 T4 PE A5 1AS thRe |ists
include all users) they may beconme unmanageably | ong, and also add to the
cost of the access point devices since additional nmenory nust be provided
to store a large nunber of PINS. O If the lists contain subsets of users,
then a use r s ability to roamis WO 00D2506 s 18 D E C 200
PCT/ GB00101940 limted. If a user is added or renoved, the adm nistrator
has to update information at all rel evant access points. This nmethod is
relatively secure, except that if a person gains know edge of the access
lists configured at any access point, he could gain access to nultiple
access 5 points by inpersonating another device or m sappropriating anot her
use r s PIN. As is apparent fromthe foregoing) short-range wreless
nmobility presents a significant security challenge to enterprise network
adm nistrators. 10 This is addressed by the present invention. Disclosure
of the Invention The present invention allows the use of wireless devices
containing a 15 radi o nodule to connect in a secure nmanner using digital
certificates. The present invention does not require manual entry of user
identifiers, passwords, or cryptographic keys. The present invention al so
allows for efficient adm nistration of secure devices within an enterprise
wi t hout
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creating additional adm nistrative overhead fox initializing the devices.

- 2Q I't describes a nethod, apparatus and program product for a &2 Elgf bi on)
securely generating and exchangi ng an epheneral cryptographic ﬁ ? U&'

encrypti means of perform ng and adm ni stering digcrele access
Cont ol Motk | prise, while elimnating the inflexibil ?{E?/%EFP"%“"“”
pre-configured secrets) and while reduking the security exposures 25
associated with the manual entry, storage,, and/or reuse of secrets. Hrief
Description of the Drawi ngs The invention will now be described, by way of
exanmpl egiyey, naM th f 2.t np. [ng draw ngs, in which:
Figures 1 and 2 de%?%t'é? y%irtglgél:l%ée%fftﬁgﬁf%\%g‘g%e%nvééﬁg%cﬁ%%i‘Isenaié?ﬁ ce with

i mbeddetf¥*881 o nodul e and an administration server. 35 Fi gure 3 .depicts
initialization flows far nobile devices with sufficient conputing power to
gener at L I &/ pEivat airs., Figure depi cts a possible
aut hent'%anéetatgig‘:t)v:]e fg }é%cwﬁl%ght%é%rae e%réég%éﬂggéﬁorfedﬁnta of PRI Es it T denvemt i on.
380 WRTGorsSE4e of o gohile ¢omppYeyspOT/as BROHDIO49 Fivgurenebti s aaaubset of a
sanpl e exatpor lofi suathiachcenhei Predaiked NEBLE P08 Ravismlgmented Ei gure 6
s an exgir ary device certificate layout. 5 ' Figure 7 depicts the flows
for centralised access control. Figure 8 depicts the flows for access
control using a disconnected node. 10 Figure 9 depicts the pairing of

consumemn Eirrees weiragdevi aesesfli ficahes. iPeldideedePasCLiPdi@; of the

| nvent iQp.HRQdi fBNL 15 The ferre odi ment of the present Invention
s present ed to covi de_Suf fcig}é‘?ésﬁfv%rgég i o SPREST L FOIT P8 uEH SthaE T Yave .

reader *fhy*Veipt dHENE Y RésHreerReftef nvepvEwiongily sonatlaveant. t @ikendds or

restri gevides swatensi ovirel@Ryna@yool @ompe:«desigRanScainetne, fHhugt 0ot h

speci f i,gadiea8 hHane inPr Qhipi te r,Eorm aut henticati on and_encryption

at the bacgs?b?nd (torsr%ghlnsi cal ). |sa3g/‘é%3 3%8{ (':I{l}rgr“élrﬁegﬁsé? 544°% G°0i AFES al i zi ng

such aftHentt TEE SR SHE* fEr §it FBFshave® mrareepBabl &rehabactethst ittanf or
Snobi | eteompiteiny eBpdoifatnayiom tantlenterpir Se1 GRAt Bading THES @ek-Ser A%YEL)

si gni f beRheP&nal GOAS USHhORAR P 1QW L0, ni_security (i.e.,

aut hentilcn%g:i;) ,:)encrypti on,o access co%‘%}dgﬁm :tnq% %ﬁéeoré“ Fﬁ?frg‘g’r'élf? on of the

same effi'trén y'in an enterprise. The present nethodol ogy of defining who

can interact with wham and which shared secret s (such as PI N nunbers,
Crypt ogicapBi GsdeRySio @bficke Il rhRUSEd 1.9, 88CUr §; tQ GONNEELI ONS bet ween

0 computer 309, a telepgone 307, and a pager 305. In this scenario, all

three devices could communicate such that the telephone 307 or pager 305
could send messages to the notebook computer 319 for logging on the disk
of the notebcook computer 309. A realistic exémple of this in the business
world might be where someone is in a meeting and awaiting the arrival of

some urgent e-mail. The system could be set-up such that when new e-mail

(V1]

arrived at the notebook computer 309 (either over a cellular modem or over
a LAN attached to the notebook computer via a piconet), the subject or
sender of the e-mail would be sent from the notebook computer 309 to the
pager 305 over the piconet and the pager would vibrate and display the
message. Altermatively, the computer could dial the wireless telephone
and, using a text-to-speech function, read aloud from an urgent e-mail.
Another useful scenario might be where a facsimile machine 317 had a
wireless connection to a notebook computer 319 such that the user of the
notebook could utilize the underlying telephone network attached tb the
fax machine to send information to others without having to plug and
unplug cables from the mobile computer, or access a server which has a
connection to the printer, The connection would be made wirelessly
directly between the notebook computer 319 and the facsimile machine 317.
Yet another useful scenario is whgre a cable modem or ADSL adapter in the

home is provided with a wireless transceiver, such that all type of



O specific devices, users, applications and groups does not yet exist. ~n: -
enterprise situations, which the majority of the specificatign,_i r get ed
towards, the. problem of security beconmes enornous. Each appliBaﬁE&S?ﬁ;h
wel | as each dev] may require a different |evel of 5 secury j.r'ing
the abili tWP(?O/%#ﬁﬁgw different levels o,f security accesses.ﬂ%ér;\%%g)?&{ohe
contenpl ated sol utions such as the extredaes of entering a PIN before each
transaction and never storing the PIN or cryptographic key) or using the
sanme stored Q N or cryptographic key repeatedly for all transactions, is

acceptabl e. A m dpoint curi opt | g i.ng r e
cryptogr a%?‘?flcc eﬁeﬁ/rg%lé% htoﬁ‘g fl ;&%ﬁ? oa% EQ%O%ID(?%%&@%& %legﬁzg%%&e S
PCT/ GBOO/ ©ig¥dsi1qr seepidar Pl Nifse riegerdqrtabiwligl sreaspric andipdhe wmrerdarows

the FIN ]gfﬂ caet%}teisaldmé W e8d NihdGreBRVEN :bpkmeka&ﬁ_ oy aemsﬁés)l@ahﬂ%:lteanl hfe
pairing flows, e presept invention solves .t and .ot her__probl.ens_ o
securely "g‘l(,soﬁfﬁﬁﬁscg rﬁapicnoné’er\}\ﬂ“ernécfe%% UERVY rléln‘r_:r%an ?g\gscesvecfaln 5355t htial Iy
other envaddednentmoved vétppwts she Hingoevariignce fndoexpepse iohi ¢8d e Pt he present

i mpl enent gl QBni dels diriggualiy i apakhcalyieab aRYm BRI datu SR NBIN e MIGEE
devices are frequent .In% afcessi ng ot her E%\J/i ces and require a secure form of
i denti fi GROVORS0P BRATieRT i'd8Y T 8 Wefhod't §°8ecr &7V generat £ and 10

exchange milypplgeapticeskay s winalls phirsilal iaredse dsviemcryption and ot her

pur poses, and a nethod of discrete ii. e. per device, per user. per group,
per .application, or r_transaction) .access control) including the abikity
tX add, r&FoRE3F mc%éggtéhea(%é%rs aﬁ(rgi %/aﬁ Sgté%.ad%gesﬁwge%)ormgf eerx;ég m%lr¥b8 Fent of

t he preseieni eneenpicdernasl veseTeomtsicABR Tion of "FBRtipriest 88 wersordxst ed
wi th usens:apd deyiwRs. 14kt bédicat@puras shewnddiori QUAGWRrkgeRRhald s
contain al Least g devies,) denthllel 4010 3 device, S PUbL! 6, Koy, d0lo, and
an area fgP*Bprondl “dat a 4020, TH'addition the preferred enbodi nent of the
present itevhrrdreds iqfvherssnds cEnerRAdYRe20 AWAi i ShetedherTc 653 @gnkygMse
dat abase.rnbd dheapriver ifiideve ££r bebdphesahaveatiers, asnsoniakes ofitth Hasers or
hi gh-1 evel applicati.on pr.ogr t W | . ser could take
n ot frEFRNn PR RS DsadoaiBen ol Lk, B8Rp i Pl 28 “To 25
wor kst at ieBRLeHFeS onBER i £&H cHh S2WPUSREr 2 FBSEHHAY t HECEETPRFTaby
i denti fi edebdikingefacfihaepr bual enkepnbengigyehecqareXyingf ficheons et tavho
control | sﬁoxlhﬁesf 9%??53'11 heuelidd cationeand ablidat | anoefcdheasgihidd cahe was
done through TCP/I i ows  bet ween_ the communi cating devices. The present
RAvent i oRtEFGKETBPEsLAEL Lt BePI5T FR1® SRELH PReT WY SEPHY 6FE 188
speci fi cahlan whtdrrriiee radnarpdubesandnt el meddisyst he-tiewsapds athosersumiylie
dentifi@L.d SmHSededsrdiNeoCOlduli&Ate’ $idldl aueJidenkiirti s adhigen! &faehr ed
embodi ment of the present invention assigns a certificate to each device
cont ai ni KGPHIRE B SEBRET PATR FSAvtdime ™ I‘Hg’ BR&Tprary 35 Cert 1T i°Cate
descri bedecigesatmughmitdeveiornsdami quRoar8- bF tuseBEER eV rader ésysgxal t hough
any uni qug,dideiy hbeindC auhsk 13e anis 8d seqiraliley agffeactdntelning & haisdevidaals
public key, a v Ioi d|t£ Qgr‘_jl%(a1 gnd a signature froma Certificate .
Aut hor i t *°" R°F iEpreter P e €nbbdi ment of the present invention, the device
identifier is stored in the certificate's "subject” g0 field. Each device
al so haspasseei o @de WekBohd1l Camputeki & iAYi Phrddtabgal characBer (BE.E 2008 VWO
Oc”.72506u£§ggﬁ§}¥%%20%£%%0different programs that exchange data with many
30 different applications and devices on behalf of many different users), a
personal computer user's security needs run the gamut from completely
untrusted to totally trusted, which further complicates matters. The
previcusly described state-of-the-art technology provides several ways to
implement security policies, but none is satisfactory for this enterprise
35 context. Let us examine whether any of the previously-described art can

be used by a network administrator to limit access to a network.

1. Devices could be permanently paired with one another by the
manufacturer, but this is inflexible and prevents a device from having

40 multiple communication partners.



m keya pair, said public key being the sane public key stored in the
~ahove-nentioned certificate. The device nust also acquire the ﬂo@tDE 2003
Certificate Authority's public key or the public key of a Certifrlcate

Aut hor i tng 0y pghai n authorization chain (herein after repercaediosns the
CA's public key so that it can verify the authenticity of ' certificates
recei ved from other devices. The signature of the Certificate Aut hority

i ndi cates that the association between device identifier and the public key
in the device certificate can be trusted if the Certificate Authority is
known and trusted. The public key of the 10 Oertificate Aut hority is used
to verif |ts Si gnat ur %f ot her deV| ce, rce]rtlflgc&)tng}su 1€h vvelcl known in
the field of "BUBTI" CR%§ ERYptISET APy, PA b K&y &&t FhFtata

encr ypt ecciey dh‘enmnré@penmmg by iepgepingey. Cqﬁlddlil tPIIESn%H ety dfﬂlfﬁﬁ:vé%’e“ key
can deCrMatchdét@eﬁ@eﬁy@tbedcmtwefo@o&&sa@erhdidngexeubIdnc akeyeshl key s al so wel |
known that a bl ock of dat be signed by c tin a ha ver t he bl ock
.dhd t hen?BW¥ERYHE iT7g ER ﬁa"é”ﬁ‘ %‘H"Phgeﬁw{)ate %‘ée& r%” The

si gnat urgresaoudiey téstedtl byidectypt drgs trieé siegneiteunesdq ph HP@ pmbllaive key of

the si gn&rff@%th%p@u ng Lé&raeﬁtﬂo& b Or 8 rLMS bomRR YL @Gn20a s hs Qfhgt he data
bl ock. If these values match, it shows that the S|%ner had the private key

correspo’rﬂﬂ’leﬁﬁ 5% ALEIRTERT TRBSASHG A SRt St S¥He PEETSE DI ock has not

changed. In the preferred enbodi ment of the present invention, the device's
Rrivate 25- kay Idﬁuﬁsctrre@loﬂ eoat@tcoqeygs&e L1, aemyktmespry&heeluhpw ects
the private key val ue but }1 devi c remgf E retto ask hh

nar dvar S48 BEVT 5P VS A7 S BnapUTe BRRALT GROTRY GRS phe e/t By

val ue. Gre ablowed acewEpl |T§1hStrmremnxse%yhasqdngnrestmmresomqﬁistzmtage nmeans,

such t ha;ffbbersenice &mreelg Snlp MRYpEPecSeéd War 1best dicnﬂumpwecdeyé ce to

read the 30 ey | gat e deV|rgeer an_execut e, ggeratl ons_a alrr;_s'g

he
i nf or matACoR™®)An 28R aFpIPa® ot PARP Oper 8T1 o "on 4 profect &4 Vaitde T 75 digital
1$i gnat ure@teperige elwi SR grchas mrvlawl_e aweyawaﬁﬂeom& t RBEgH tthe ssesrbo R Tvent
is pref @l eshpr3nys&d Nehe meamsl&fs PR OEEGhifng chine baixoraaa&eig)r&oi&neaaaéésy

appl i cabl e. For xanm) native t| on_f physi cal | ¥yalo
secure SEoPHYe ftg 3 sr‘%grr1 rclé? emrp&shartc%ard chip. F1ne § %l?ealg T " r'éht

smart carcg deXAkeeBi lACENRS r et idc E8Yng est%\écﬁ%&b&bbﬁlbycf‘?sec hé ¥oFPect PIN or
passwor dnkécwat.ered. This is still significantly better than the prior art
ince the prior art requires a password or PIN to be entered for each
evice to be accessed whereas the smartcard i nplenentation of the :0 p
resent idnverfRoRIBHIN SFEREi FRE da R HGMES FASE YOt 2BFRET FOhRT SRt X/  a |
WO 00/ 72%0&cckds’ poidits with~a-~dirfifer&E PEBORIOA P40V Ode @hd URIiNsgotieeircein '

initializatdop): and cbhge68td iddicate dusnsedalalerf Ur thesn SBGHIR rized

transactions. First a_method is provided to i.nitialize devices distributed
Wi th anberson learns a PIN, he gains access to a set of access points. Managing

2r lists of PINs at numerous mobile computers becomes difficult, Revoklng a
user's accegs privileges is difficult if the user retains the access
device. The administrator could change the access points' PIN to bar an
unauthorized user, but this forces all authorized users to simultaneocusly
update their configurations. If the administrator wants to add a new

30 network access point with a new PIN, all authorized users must be notified
and must update their PCS. @Giving a user access to different groups of

access points, e.g. during travel, is difficult. Clearly this scheme is

unworkable.

15 5. The administrator could assign a unique PIN to each mobile PC, and
configure lists of authorized PINs at specific access points. Management
is even more difficult. If the lists include all users, they may become
unmanageably long, and also add to the cest of the access point devices
since additionai memory must be provided to store a large number of PINs.

;0 If the lists contain subsets of users, then a user's ability to roam is



5 enbedded radi o nodul e which are delivered to a central point, i?
enterprise, prior to distribution to end users. Tradrtronally EJEJ E%SZOD? !
pl aci ng a \QSVXOF,%[RU“ ng or communi cations device into servigergho@ioan
enterprise, "a pé€rson perforns an admi nistrative procedure of configuring

the device to permt it access to speciBic enterprise resources such as a.

10 network, a database, a server, and so forth, This is acconplished by
entering some secret information such as a string of nunbers formng a PIN

or pass‘“’fefditerh' Sﬁf S, Q¥ QUBlaK 8T L0k eRNREE AR deadl BUS ol 1HR €ONZMAL AT
wor k. UtiTizing present 1 nvention, an adm nj st rat or .f or an enterprise

devi ce (eefﬂ@iaﬁPﬁ@ aél PAHI6 1 HEAR| FACEE (A PEE TR PRHNRalF mflat e Yadi o
capabl e gfcxMURE&AL LRg Wk thpbheoy galire kiovilbégeepfetlpr hseegteliges The
server executes an I ngyir e i e n
accept abF& ek #hecx'eeén Enﬁ sgE ?e\grucl:ggrlgt%uérc%gs :Mtasmﬁin%lé%g aé!g%?%:e
i denti f i peinys eVerrﬁl?IfyofﬁtAB%raﬁonEEEdeﬁe) on BHF BT PRFLFY SBCGRY ¢8RTIR i ons
the servgfythen creates a public/private key pair and 20 associ at ed ‘
certificate for the enterprise device and securely transmts these data
items to the device for which they were created. The enterprise device
stares the icepppéiandt Evqn AhaAGTISABY ofSheT o AR YAFEIFSSt BRI TAIRFeREY T i n
the previognyr168sCebdadeprcaberdngd si enege)issAneopyrkohdtire scesddrbi cate is

| aced i ent rise,datab [ to 3 2~ depict the information
Ef’ows inr&ﬂﬁ tiﬁer‘?‘%gtsgf byFtohr g%fetnrgo%g gée}:‘urr ty far high-function devices;
the above flowis nodified so that the device generates the public/private
key pai rpahd obkhadoh tse anl-antie public key to the adm nistration server. In
this way 30 the private key is born and dies on the device w thout ever
being transmtted. For even gr eater security, the special nenor %pr ot ected
st or age) T PEReSRfe VR EOHIA B SHG M o B Fer f’%‘f‘r‘hef hF SR &Y
gener at | gdliicSmeduichat ddreedr ivat eekeye wouled wmeivgr dhEitaladdrabhfecaneen to t he

sof t war Cnd! L0g. rg:e\ﬂrg t1§1§ dl::gs Eloguggqulre friah@d1 telﬂgr'ﬁcyfl st rlakﬁﬁrhé% ver or
initialiZi n§ evice 1d01 sends an'inquiry 1010 t he n_e%xeso arbi gvr ce

1003 r eRASEVPEES moBi FEVRIRYsRER oL K638 um‘ﬁlfeef?fetntlf“f?retﬁm £ Vi ce
1003 t r agrFTict 8nd G2Qihis ramioguet isdewts fipgirce$ 0E-hiip Qmenael!mmﬁstvr‘%%h server

1001. The A4Q; agrgaaaﬁicr,atlordmaglgteatmmﬁreaatﬂ&nﬁﬂﬁwzﬁeoih; heprivesifies

that th 1 f
?‘r:nsm '?{"e(?eﬁ'g?“thl?é AdiRtre? d%?sﬁaoatus nﬁepmgram Q? %%fgcée{}rl\l/lgg&réggggﬁ: nlger

t hat deviermrbyy areothatringemdsedanaings abrﬁﬂﬁ?‘éﬁf*’-‘énc%%éﬂ?% keeferwi th the
dOCumnté}éﬁgtf&ﬁcgﬁcﬂ|angeatzﬂeoﬁ%\é|r£&m1ﬁ§ Gnl. adhi®eBRGhE Ofi dcSetdi@itcess

est abl i shed between the_device Tk Sffgator enters a
PIN or eH&BtiBhRey "10%5 %6n " oné or 1811%%;}9%’3:11«3 bgflix%g%lsqryrgfr on server
1001 anrbzteheon@kaulredo@?ife@ 1908 WBikh TefRaing TenPeTHTYY SBRAETTT nk can be
astabl i shedcigfed hecpunpasaual edewy cecbnigki alridzativmse usi mgepetor-art flows
1030. As a result, a secure connection between 1003 and 1001 is established .
at 103o. The 10 adm ni stratr on server 1D01 then acquires or generates a '
publ i c/ Adies =2 HLEEDI | e device 1D03. At 1045 the

admi ni stration server 1001 puts the created public key 1040 into a
certifigate S n ihmdeve 1008 s uni que

i denti fr(;lg‘r iﬁ‘i%légcg:;auﬁz&?%uﬁ)?egg{lb]egr go\ﬁlgﬁ)égbfmgws pQlAt IIglg{SS t he

M ni styederercs &pvigre impt’ylégt%f{ﬂ"f‘ggrr“eslﬁ W€l e connection to a
Certificate Authority 1005 and sends 1060 the certificate request 1050 that
was pr epar ed f I f a hevidey wiier eupon
the Certi*FiEaie ﬂ”?ﬁyordrg?lc‘% %gc;métgﬁ faahs %t}’é%lﬁ%ﬁgﬂgﬁom the certificate
si gned viimbhdddre r@8%Q |mPii‘€lef—t and\gGeh “ilf“g/s“sraﬁr?‘r/ﬁé"’%’éy Wen the

adm ni stration server 1001 recer ves >. 0~ the signed certificate 105F , it
stores the certificate, r UL Gr £ e 1. bae

3dmi ni strERFOr $8RETS1 l‘—§le1nz i%‘i]ggg‘r;sogga cer'rg Ff?%gtc Iegl"gg% gtgﬁnd t he

cor r espawdpaginer pyetre tkegeneidtet Fﬂeﬂefdﬁ?”hPs‘P%’a’c/PGh"%"ér ¥&Y Rjg&rated the
public/private key pair) to the nobile device 1003 over t he secure
connection 1080 and sends t : 5. tr ficate Au ificate

(cont ai APAYTE e depicEs i‘)lPSIsF)QﬁﬁewthreS 1caﬁl§g fgg\“/’l %:12 _re}seg\?vge and the
sessi on eémbo@iniad. ofTtbe Sprguedt devérddogertificate and i ts associ at ed private
Key are stored 1085 in the nobile device 1003 for future use, the device
private key being stored in protected storage 1090 along with the CA's
public key (used to verify O signatures in other device certificates) and
the device certificate being stored in any suitable location. In the
preferred enbodinent) a copy of the device certificate is also stored in an
enterpri se access control dat abase for future ref erence. The PIN is del eted

A NN o o, .




"in protected storage 11.5. In this case 1003,'s private key is

"descri beFd"g“ﬁtce dgp

|, ~ 8 SEC 200" WO 00l 72506 14 PCTI GB00101940 1003 generates the
public/private key pair itself 1110 and i mredi ately scores its ‘ﬁl’l vate key

transm tt S40t08/7289¢9one. Devi ce 1003 establishes a secure ox mrycsemurg@o 003
connection 1120 with the adm nistration_server and 5 transmts 1125 only
its public key to the adm nistration sefver 1001. The adm nistration server
1001 still perfornms the sane steps of putting the public key and device
identified into a certificate request, securely transmtting the data to

t he CertFidurat & Murh@risey (ICA) sar®dS rsawbhiatint hisl dBAccaprgener aheemrigdhgi tal |y

si gned cgsyinkl cf1emdAa using its private 10 key and transmt the signed
certificate back to the adm nistration server 1001, and transmtting the

.signed certificate to the device 1003 over a secure or insecure connection

for storBgmreherie Bn exeyrlsuyt &bliee mEmpL ficatkogibuon as described in Figures
L and 2. In this formof the invention, the device 1003 nust al so acquire
the CA' s publlc key 1130, and store it 15 in the nmanner previously

%’ffbsl Fe Fdgvs fer \eansrrbipFedntrcesr tiFiteat € have been
created, the adm nistrator can use standard distribution techniques such as
t hose avﬂghﬂplsed%i&s-rm $160 %P%@esss%\é%of gsﬂ?gsgc tceontttgcete eyLge with a
20 particul ar user or group of users, the user user group d&fAce with
access control groups and to | og deV| ce charact er| stics of the devi ce. Yet
1anot her Rigpiatd depintst e abovegenbedhsmntr dsricesiuahydevaddi tional data in
extensi g tigldseyi thin the signed certificate. Such additional 25 fields
could include, for exanple, user group associations, access control groups)
etc. which then could be used inisol ated pairing situations to ) allow
aut onom®g s gxd ' enp@deenuri ng operati on when a
W rel ess connectl on usi ng the present invention is 30 first established
l?et ween a_p alterferre g%lm es :;[th%E ave been provided with device certificates,
Aut hent iCatTon and encryprion nay PRI 137°BE YUl ReRFSrRtedTRe BrAviiEes
est abl i SHERLcigAf rqﬂﬁﬁllqgeifaﬁqrmtwnt hUQinehama@lherea@srngp;aimmneﬁeltr&l mlar to
t he ConbEQJBEd’teEMdiﬁlml chr filsoMed ReSRL/ELS iR Eperegl:%t’ £hdQ %gt ‘ao[rl\/\h
i ncl udi ng 3 step where a symetric Key Agreenent is 35 reac d. Il
SSL/ TLS pt'ow des several options that can. result in a Key Agreenent, any
of which are suitable for use by the present invention, the pref erred
2enbodi neng desigdeesDbf the-diaktsmn k@elagéeﬁﬁl&”ﬁnﬁavem& %g{lﬂigegont rol records
pr ot ocol,. £AHS tQ £xehange cert fi ch, ot her)
resul tline in %Eg;&%ﬁﬁ%ﬁt@?c%ﬁ on, gt“hout N w8 raﬁl\é‘og"ﬁﬁg ¥t H*dge of a
PIN or LF¥AFr ot fHT ek SlP oA ioRetn idd ot b naniioh m@tﬁethawng and\D 00/ 7Z506
15 18 Dekex@pR0th keW¥ groufeptgile characteristics for mobile computers

especially in an enterprise context. There is, as yet, significant

15 confusion as to how to implement security (i.e., authentication,
encryption, access contrel, and the administration of the same)
efficiently in an enterprise. The present methodology of defining who can
interact with whom and which 'shared secrets' (such as PIN numbers.,
cryptographic keys, etc.) will be used to secure the connections between

0 specific devices, users, applications and groups does not vet exist.

In enterprise situations, which the majority of the specification is
targeted towards, the problem of security becomes enormous. Each
application as well as each device may require a different level of

5 security, requiring the ability to allow different levels of security
accesses. Nomne oﬁ the contemplated solutions such as the extremes of
entering a PIN before each transaction and never storing the PIN or
cryptographic key, or using the same stored PIN or cryptographic key
repeatedly for all transactions, is acceptable. A midpoint security

) option of generating ephemeral new cryptographic keys on the fly from a



to ever reuse cryptographic keys ox PINS. The sessi on key gener atﬁ(B @é@:rlzwig
performng an SHA-1 function on the SSL key material taken fromt @CU‘ !

control records protocol and then taking a subset of n bytes as required)
is then pad¥RaV ﬁ%ach of the pairing devices to its |ocal FCeR 8‘1‘?49n
conponent (such as its baseband firmvareaoin the preferred enbodinent), to
be used as the link key for the duration of a comuni cations session with
the partner with whomthe Key Agreenent has been reached or for the
duration of the Key Agreene \grléchever i S Iea or for whatever period of
time is SHHFEDIE g?’ “‘?‘ﬁ‘écﬁ'péﬁér}er Rt ¥ 6F FHE 1 gpﬁ??wc?afl?eoﬁm t¥€ user, the
devi ce amgbteheiaditeygarnseie Eewcryipki gy bPoreavhadrgpaibnen tsdi pgiting ¢bner at ed
key is then activated. Should the Key Agreenent expire while the session is
still in progress, the paired devices can use the same SSL/TLS control
recor ds t BEIERt GVRBT EnET S Ee iR FRY THET FrBr BB 88 BFITREY or in the
cleear) tacestmithcsly 15 andtrbbyssKeyviAgneenents resll 4s pgtédrialnewesessi on key

that is aeg@!af'orﬂéﬁt?@d bR tp@@ééntr @ﬁpé%bﬂexseﬂgrvﬂ}t h%t?e@”P@QﬁQt r@8ent
previously described. Al though SSL/ is.chosén for the preférre

enbodi nerffPhERGEE L | EF rlég%ﬁ”&éayaaé’Pék‘Eatbéﬁe‘f%/ aPHo'P%éﬁI%P"fé%‘t“EBta‘ﬁﬁm
secure, aeyiced hoddregyerusy ngreeesing iochdre dexlrangad arduprel ¥atseukeySortno
generat e 3§e§§é%@§l&@uw €. 5ede 1 &0 5 /éﬁot NRE 1 Eabée%uegi}p@eﬂ%taeé 0d 1S

descri be g/ Security Protocol (I PSec wor ki ng grioup o he 1 ETF in
&%seri es SEFRARTEs CPREGIRN L JrEYEOETt §5° “Ret e 0 Faf’ér@%fff“ a8 QERATrity
Docunent pRegsheaparfdas darhbhert Basdgreund ei. nfor datvion. p@r- ukkgumperdgepi ct s

exanpl e %Lp%pﬁ%a&s;atﬂa Em anégg&rlsnpgmgg cahtans betvwety mubtinhe.
devi ces éach equo ed with a radio transcel ver using the préesent invention.

In the pref¥d eBSEHBoUT FEATI® £REST §G1E4%FF ows occur sometinme after each
devi ce has been provided with its own Device Certificate, its own private
key) andﬁbg,r@@&yetal 1Mtheflaz% §r§&n\eeuvek199am PVBlJe& Ke¥mp@Sation
pr evi ousl bed with to Fi t he present
P vent | off iFE LHSPEEY AR Ly o S B ChE AN EsPhet® 57 when
a first dewigeye Faygererel bhooktzionptt taesp003letéct risentificomAMi cate With a
second dgwiGR: ZC}Qﬁailé h@yfmst £y 262200805 @pdSorda 1CARALGLEON &sthéw%
to the second evi gment 3 on secure, nq’olqgle&;l on, VOloai S E egé,
est abl i sh&y PB&tHESER ? SRS AN s BETR - deVi e et A T Nat T VERY 22810 may
pe an auamﬁmeédacmeﬁocronéﬁe% ﬂ?ttééai?onnectl on using a default PIN, such
as a zero-length PTN. As the control flows of SSL/TLS protocol progress in
our pref rr d enbodinen f.0l | r erfor i f anot her
flowis g’ée% |Ir’1n°f rrgs %ertd??%atescg\r,l\ét’érq%r‘%llq%\tfsv ﬁ e% Quﬁ, [‘Le“?gv. de the sane
functi onklghAlﬁ‘éﬁjoﬁPR.ﬂtllcéﬁmn prograpg, (gt ¢t eevmsom 17%66 ﬂDeFFGJmiélgm 16
t akes pl eae bhairtagicaes witht hies reedefmond iy ptype cokeputdosntdxkatatoen tdie
%ed for %Ey&%% skmgcﬂﬁgagdc% QL a”%ﬁa?{ yogkaggrap%g &lgosiLpps, and the

tails Of ¢ npression if 2020. his use authentication is two way
(bot h f|+dsef‘t§f)’§z§ké’?e Eviloal ‘éé&rﬁflé’ﬁéak’éery Rﬁf}g kRDW R ot Rer=§* 5" dent i t y) ,
encr ypt i @mtirsl gentydede andThh eealigbeattihmars! vhbitdagded dfythheebasBivand

har dwar g/fd amf@&ﬁrafgh%&@&pefwwgpkg%egwlaemmarcea%g de*!rlrbetshe Bl ring
devi ces, and finally conpression is specifie aut henti cation

pr oceedsPreFRRE SHEBAAPR e WBFY (MBL BR8] %etr(’ff‘gb‘é"‘)tei §’1'I:al§ K88 °Y1EF g P WP t he

doocal desgiectiiaply watk Reyr{gicotmeded cvataiopdt o pheveéevife s aindselaviiges s

i dent ity 4.0 118, SBCQABL: AQVELEL ce2Rd: 118 SDRGI Bl TRARE Yz, asked to verify
the CA's signature to validate the second device's certificate, so that the

pubI ic key contained in said certificate can be trusted to verify the

second dme¢i pesfersiqyrabetdieent fofathamrepenntiny et izt hesigne at icemt fickhe to

partner failf.ibh&oae55:190 de Lerpbial fthi Afodikd C@l@%ﬂ&ﬁ‘ﬂ%@%m‘ asking for
encryption, a session key is agreed upon 2030 in secure_ fashi on and at

35hi s p0|Wt%%aSS@FTES*bﬁFof%BFnBr”l?qﬁ?‘(/’aﬂeeﬁt“’i’sq"f"ef‘?nbﬁét%‘H’ V\AW)t he
agr eed- wﬂaﬁesﬁ‘sessmmauéue)ana%ﬁquseﬂdémmmﬂ icalil @ et beed agedyd transport (or

ot her suj ca DL 0 Cr it €ds QRGEREd ONn

t her eafté% %@XﬁkﬂzoLq‘%%(’%ove g‘élgglﬁoged aut i(;lndta‘:l%b ?%%Iaf %’\% rges%t ed in the
exchangdrand: Fartidacatem Authasadtl- delvi £be PrEER¥Taq @&P'é%mem%f FenfsefeRt the
opt i 0na|meé<x§t%§i %eféﬂéi}lds ﬂi‘ent:lﬂes& Gerdtidreaal @ nar eepiaitadel e famipeti cy

deci si ons e econd devi ce 200l S n e co s of
4he verlf‘FF}a‘g ?’e vlf so %f"st?lsscfcll?ts egl?clé: 3 Oé&lganﬁegéns}ﬁ{l%’ggél ocal
ar enterprise access,control dat abase using the required device identifier
or optional (associated individual or group nanmes) certificate fields to

deci de what resources/functions may be exercised via the encrypted
connectl on by 2003 Al l of th| S |s accorrpl | shed securely by negotl at| on

- ”~ 1 o o, o o



18" DEC 2003 WD 00/ 72506 PCTI GB00/ 01940 17 preferences which shoul d be
“enabled for the device. such as formatting a data streamfor a s'ﬂ) |BE€ 2003
type of display or enabling access to specific data records. If a nobil

devi ce utWO®i726t he net hod of authentication described i nPER&BIVEKAMt
invention is lost by its assigned user,,the g device's certificate may be
revoked (just as a credit card issuer revokes a stolen credit card today).
Certificate revocation at an enterprise central |ocation such as a
directory or database is effective only if authentication protocols at

ot her d&®VEaRiFedifilfePiilisr ARY (NGADHI T FaRe APPEEt oYy stiredatabi8e. In a

di Sconr%bw—nﬁﬁd&ddﬂegerﬁgﬁbﬁﬁl ¢a&|&md@??stametac@em ERe 3G6ESS 1O a 4
centra rector at.ahase no ect.i.v Q revocatl on an
deni al SF' %iefcéggséll%mfmr%t ve Rhiat 82)\(/"7Yce cglrtf’glfléﬁskee e5’<€| rge tﬁ’é F&Guire the
user of Anteoxdéyiige the Perpodidarlyatrionesraine (avicaliter rpfdmateto Asval idity

geriod theld, 'sSpLQle\fl)d@q isB éﬂae gerdanf {&alee m_r ameﬁmmircpq&e as previously
menti oned. Fi gures ict. this in further detail. Figure 7

" denonst FRT S LERTRS 5F°%’cve€s§r°d‘bﬁf:\8%’i dRHETSE o FSOPTERaGWRR e H503 requests
access tertgffiratst Apbbertirtoeinh@ate Thdanptliel essmviption]O3eandevhes fir st

g gi 8ur gﬁdémh&era&xarmmgmc &uyhﬁnttheaéavqee and: 18Qetd 3k RNELYhon: 20
e

no requests access nor e resources
3020 THE® AePEEeaEs AR B0 8 oMb D GTRETESY o A FALF J0¥] Oh 8030 1 or
1bhe nobtexidevitee AU ity thaseénta akrifivr éts orignonredatfabbise d005e Access i s
ei ther gganted.ls denied based on the information in the central database
or directory 5050. 2 Figure a denonstrates di sconnected-nbode access control
where the two devices, 1003 and 5001, nutually authenticate and negoti ate
encr ypt boris5eel), kppen fobkhe fdeld c¥ pOOE crbeuesystcatasys & publiesenraa 5020)

but in aéf@rygtman&mx@@ts.@a@au@ cotrb@sﬂc%aghg/lp@gvgt%sw ceAcﬁQQ;or?a&@m anes the
30 optlonal certif

d a Lo t 1€ r On e n

'Bata; tREFAFs resour ce (%ena?esry%t c‘iie Y oncorref%o é‘sﬂ kS?I

access basedabir vhel fhinekgsthet & Helogkref freatmayarrd skonsdl 1P>y corprtddg a

i nf ﬁr Mehd 40 obdrl @he IR ki e:lmd&heﬁ dﬂ&@yﬁt,ﬁ.}[nbi fhe aken RAYN c‘zaatﬁiﬁnawfmw@ﬁ idon
such as expl t|o a t i fi Acc t he _reques

i nf or mef’ion n”?eatﬁtgéﬁg or d%‘% Ceég %Sefgﬁga}gsy f%?’emgb ?e A8 o t%

| ocal | y"—*t?o?&?ﬁé‘dkﬁhfcﬁr Fat |%ﬁneUsﬁ“ﬁgc?‘??érH%%ﬁtreisﬁ%"ér‘if’l *briusa‘chmps'fecblew ce
20 S aut hendh eatwrd dftat beofiol | OM 11 sk hvORestmiteAR kS siwe tHatethd kighdss
certifi ghakp &alﬁ 40. ¥ Acﬂ L j contai ned
of nat U s Cpa R P hav e BB S TR W 85 R 3Bo D00 16
poi nt VIEEE Bafene rfﬂ‘?n%e‘?rusted CA 5| gner (as represented by the CA public
key saved in figure 2), (2; it can be denonstrated that i~ possesses the

privat e;keye ap%%@&x%fdegmwéﬁeﬁb%fpgbé 'p“reE@A’t QQ@&QEQ@d thd dei@c&%r E&Ix}a(éét e and
3) t he device |<ﬂent| ier, stored in the certif te mat ches device's

ctual RRNVIERSPEEHERT FRTY ARKTTh ah "b“é’ EgactePP:é‘i‘T‘fé Db §= StHER "ﬁ‘éa%”?ﬁ&h as
vi sual Ikeyorafuyeohnts rdhdes dlevoremneistdgritonof fwaws . td ask lrke pragfieareedoenbodi ment)

a firstydeNife @«.rga\eﬁ thakchte %a,?@é%asuslh@ pRd gmmeméyva;ﬁ;ekey e a
record fl ow of SSL/ T S or

S|gnature of a ch g }elnethgcE he contr ol
equi val'&it “prSETEr> ’lsm%% YeP‘St’EﬁJI d"EY AP PhE P98 t 8" d KBe
certifitdare for tmuenps e vBEdf It gpbyarante Sadirs dnophe detigar o trhedfnhest

iflevi ce'ieyMie CARGRIVDES c%(idéféc%te-rgﬁ‘eﬂaﬂm egaﬁgw@het hery Akt £amt tz&
|rrpersonatetlr;gf|rst devi ce bysoougpgvt?%L uni que .identifier (MAC

addr esSTHRE PEPTRFPRT I8 ot PF %eétté e Prpdatd sﬁ%l’éa‘h%eway of
get t i ngprehet ifonrstindettie drévard way evdldey. whi ahthaygk ey s sobpéimenn pr ot ect ed 15

st or agg,, @Rk RANGEy §tw}ablle§n§ %fs%g&et:bﬁl hal | 8796nac@A8ls @?@rm Les where the
present invention useful include_the creation of term secure

pai ri nGPP& S Bns ﬁPbse’ﬁé‘Piléeﬁ‘ndé%/‘i%‘é‘étwet 8GRt PR EnftSP B‘Pyﬁél" Yor
1SeNCr y pisieonr&k @ysyagsuth aasmasseeiady yast@rddevipce Burchcasga incadsentwi th a
mobi | e stnshemerh%v@éeg $1580¥-<R Eec@t_..lgq@«:@%ﬁﬁ&ﬁb@@%@%&@& $ifd as

follows. A user_ has two devices (600 03) tween whi ch or she
Wi shes OFoPRREMAFA i*&heRF &Z&C ur e TPEF atS 6F1§H| ﬁlg’Eafc}ﬁa’Ef@‘é’l Rer e tﬁ‘raifivF’IEf“ed with a
devi cepg@ét iafrt Cinee aheppevb0ESE yréi@iess hegasontaidy POV itbshedentexed dent i f| er

or seri glch nc%i'erxﬁi)ceer ’toV@é C&chgse@ %Rel\r/elagl phe smartcard J.mplementata.on of the

0 present invention only requires a single password or PIN to be entered



25 externally or known through some external neans. |Instead of the device'
certificate, matching private key, and Certificate Authority's u@lmp key
bei ng generated by an admi nistrator, these data itens could be g instalA)ea
by the manyiggdpseg 6010. The devi ce is then shipped by thepagrrigoa@iégoer 1N -
an uninitialized (unpaired) state, i.e. W|th no Iink keys, 30 PINS, or
pairing rel ationshi ps defined, Bri ngl ng ¥he two unpai red devices into radio
proximty, the user pushes a button 6020 which executes a speci al function
when the device is unpaired. It causes the device to transmt its
certifi canee683FAngodéieeoihiel adeut Ch, asaviashelesetiedraikhusRspeet to
Fi gure 4. w0 devices needs to have a 35 display device
(not to efxé‘f:h%regggl\ﬁ%gtsrg% %Jt@%ie audi bl e or other output means) that can
display the identifier of the pairing device 6040. The device with the
di sEI ay weksfiLmetie atshpfoﬁdeaetbi{rileaf]ﬁziaydésheekibdlgtilkmte@mﬂtﬁi 521@-8 e chain
at entici t ate Authority' s public. ke e_devi ce
entifi e‘r“}D %&ét%hgg%leérqﬁfg %";élcﬁa?f:ﬁ)eési%‘ﬁere%etval Be" S0 T USRI T ésPCI\t/)vrlstté’n on
the out skdeeBiriFRe RIGPK CEP GESKABWALWhEQ IRGR wRelwer Tri@l@E@QJGOBbmﬁOHZSOo
PCT/ GBOOLELAOAR a ek &E)ﬂﬁxlztlﬁﬁ'@aﬂ's}oﬂmxﬁunESatﬂ.lth%bhﬁe 6@80. se?b?cé'%@raxta hen pushes

a button. 6060r(‘Lnot tgegxc ude. ot her ans of ma in a sel t| OF%?and t he
I

devi ce afepts the parring relatt ons TR Tt e - evf%eurle tclcf1 urAEE
opti onal Eye tdewrite e ReyBit AF cacsess itpt ePqsefirnsone oSt ovgotem Suah agea

(bl ash RAMxk5 SidiithBasst erﬁgeef ERnesaNkbng . a toGaks ace 11999& ng)

dat abase% eIrflnt héaomceertl fi cat oescnng& hmélt ch ;:he de¥| ce | ti fJ er the user
rejects e parring andrettheoeralonlsfermna’%ea HE Ano

devi ces B¥® gapaeayoafd c%ss’écﬂ*@ey\ﬁlea%h’empeetaed(wpﬂgscenmf| cates or
opt i onal byndui@nd iwdekk ey iaszidg SHaS pde SREr Bivkndiéh eShdllinstl sepstdpteed an

comruni cg’gé Qns, LO At any, %hé“in D tahgaél%tr‘%&ﬁﬂ htlltslltleznabl es manuhacturers to
uni quel y palrfJ devices wit ag{/l to syncﬁronl 78“Thé Tanuf act urr ng of

the devi ¥ ot FrrRdRott IHBUHCaEIG P’bﬁ‘ pPeCEdse 97 thhensoperisefdeyissir ed
devi ce chosesvéd:w ekeansfsean anwaerhicp tofe ématpdrad cevice awai heripeansam t he

owner 2%&%‘;9&% E:ngﬁ@.ltgfl n&'hé eérﬂte!rpﬁ%@ @e\ﬁ@g ;é(}e r;xslrltl eur&% deQ)q@e

establ i new ;5 pairing relationsh |P§Es Vi ce yper orm ng the
same st effen5it 8% ugf’i‘/fecfé@&#’ B &L ETRT r%%‘ﬁoa %’fesc‘fewué‘éeﬁeﬁetci‘?’r cate based
i nitial i cadii oberiss the pesivak | ghempireases hepuflor/moivsteseydevicesdt hat wi | |

fipve | ongr et M LXeLHsi M. PAlish] rm-. e&e&gmeaae@ucgosﬁu %@éu;equepmgeubéndset
and a tel ephopne base statijon, g%l;ter and a wirel ess audio

headset )thgsﬁe AEnaF Torput d%"r?&e f'\’/ﬁ r"’gf‘ 08 Feeted: oL8%s- ~ao~ 1 ~
D~' ~~~~ <BBeEPYUSACIREMBI 03 s2heNavrPddeate7 (Mugust tRGOGE GltAkAS: )1 and ket hod
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transmitted. For even greater security, the special memory (protected
storage) on the device could be augmented to. pexrform this key-pair
genexration, such that the private key would never be available even to the
software on the device.

35
In Figure 1, first the administration server or initializing device 1001
sends an inguiry 1010 to the new mohile device 1003 requesting mobile
device 1003's unique identifier. The mobile device 1003 transmits 1020
its unique identifier 1015 to the administration server 1001. The

40 administrator at the administration server 1001 then verifies that the



cryptographically verifying the received certificate using the public key

of said Certificate Authority; exchanging chall enges created 0 ~
"said first and second devi ces; responding (1070) to said respgttaeﬂc 2003

chal | engamolag/72s0gni ng sai d received chall enge, using the rRERGBOMYIEVI ce's
private key, said private keys residing in a respective protected storage
in each said device; returning said signed challenges; cryptographically
verifying that said received challenge signature is of the chall enge
previously sent by said receiving device; establishing a key agreenent
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i nitialbufifrg BWOURErgowmEndedE e o 3betweane ddenrigiedenilseadh0@83 and a
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Authority's private key. When the administration server 1001 receives
0 the signed certificate 1050', it stores the certificate 1050' at step
1075. Referring to Figure 2, the administration sever 1001 sends the
signed certificate 1050' and the corresponding private key (if the
administration server generated the public/private keylpair) to the
. mobile device 1003 over the>secure connection 1080 and sends the
15 . Certificate Authority's certificate (containing the CA's public key) to
\ mobile device 1003 as well, and the session is ended. The signed device
certificate and its associated private key are stored 1085 in the mobile
device 1003 for future use, the device private key being stoxed in
protected storage 1090 along with the CA's public key {(used to verify
0 signatures in other device certificates) and the device certificate being
stored in any suitable location. In the preferred embodiment, a copy of
the device certificate is also stored in an enterprise access control
database for future reference. The PIN is deleted 1095 as is the shared

secret for securing the connection between the administration server 1001

5 and the mobile device 1003.

As pointed out above, a slight modification of the flows is preferred if
the enterprise device possesses adegquate computing power to create its own
public/private key pair as shown in Figure 3. Instead of the

0 administration server generating the public/private key pair, the device



devi ce and said second device, negotiating two-way session encryption and
myt ual * aut henti cation requirenments between said first and said s ébﬁHE[:ZUU: !
devi ce, and exchangi ng device certificates of said first device and sard~"~%
second deviweego/7asoéerifier for cryptographically verifying tRET/GBO&DN
certificate using the public key of said,Certificate Authority; a
negoti ati on nechani sm far exchangi ng chaflenges created by each of said
first and second devices, responding to said respective chall enges by
signing said received challenge, using the receiving device's private key,
sai d privape deoypsatresstiel pybliv/Phevates pecivetve isrei dtled sdormypdiavelgach sai d
device, Lebiddiipg saAvgesikgped, chadd RREEStordey/ REOY BRI GAls| ¥adeehbdyisng t hat
said received c aIIen e signature is of the challenge previaqusly sent by
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claimed 1n claim9 wherein said uniq har dwar e entifier 'S a
machi ne FMEEP HTFFRES % o‘rilg&éF‘ﬁl}é§§8EF%t°€6tifé“\?f"éee 1089 “ﬂig%s“ttérﬁ’ 3kt ai ned
Lo cl ai me&y whérwianssal dhproboeed edrsti diage hagkr gadhwridnénssonagen whereai n t he

read Capﬁ&dlt yam t%gnﬁm{gaqgeIsagaeaeée%bkfcagalae P¥e r&@mée OJ.foo§- SRared
secret. system as cl ai ned claim9 erein said ?tabll c key of a

Cert i fi C%Célrg\u? de?Vr&lngfCthn or storage there in any su € memory

location as described in Figures 1 and 2. In this form of the invention,
the device 1003 must also acquire the CA's public key 1130, and store it

15 in the manner previously described.

Once a public key, private key and certificate have been created, the
administrator can use standard distribution techniques such as those
available with IBM's On-Demand Server to associate the device with a

20 particular user or group of users, the user or user group or device with

access control groups and to log device characteristics of the device.

Yet another variation on the above embodiment is to include additional

data in extension fields within the signed certificate. Such additiomal
25 fields could include, for e#ample, user group associations, access control

groups, etc. which then could be used in isolated pairing situations to

allow autonomous access policy decisions to be made.

puring operation when a wireless connection using the present invention is

30 first established between a pair of devices that have been provided with
device certificates, authentication and encryption may initially be turned
off. The devices establish a “pairing" relation with one another using a
protocol similar to the control records which flow in SSL/TLS in the
clear, through and including the step where a symmetric Key Agreement is

35 reached. While 8SL/TLS provides several options that can result in a Key
Agreement, any of which are suitable for use by the present invention, the
~§referred embodiment is the Diffie-Hellman key agreement. The SSL/TLS
control records protoccol causes the devices to exchange certificates with
each other, resulting in mutual authentication, without the entry or

40 gtorage of a PIN or cryptographic key on either device and without having
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2F Figure 4 depicts example flows for establishing secure communications
between multiple devices each equipped with a radio transceiver using the
present invention. In the preferred embodimeﬁt, the Figure 4 flows occur
sometime after each device hasvbeen provided with its own Device
Certificate, its own private key, and the Certificate Authority's

30 well-known public key, as previously described with respect to Figures 1
to 3. However, the present invention does not exclude providing the data
items in some other way. When a first device, say a noteboock computer
2003 desires to communicate with a second device 2001, the first device
2003 sends a connection request 2005 to the second device 2001. A

- 35 non-secure conhection 2010 is then established between the first and

gecond devices. Alternatlvely, 2010 may be an authenticated and/or

encrypted connection using a default PIN, such as a zero-length PIN, As

the control flows of SSL/TLS protocol progress in our preferred embodiment .

the following functions are performed; if another flow is used in place of

f 10 this control flow then it must provide the same functions. A negotiaticn
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' 10%0Q' (eed! £OLY encryption, the details of the cryptographic algorithms, and the
details of compression if any 2020. For this use authentication is two
way (both first speaker and second speaker will know each other's

5 . identity), encryption is demanded and the algorithm is that used by the

baseband hardware/firmware or other encryption component present in the
pairing devices, and finally compression is specified as NULL. As
authentication proceeds, the special memory (protected storage) is asked
to sign with the local device's private key (protected value) to prove

10 said device's identity to the second device, and the special memory is

asked to verify the CA's signature to validate the second device's

certificate, so that the public key contained in said certificate can be

trusted to verify the secdnd deviﬁe's signature. If at any point the

authentication of the partnér,fails, the session is terminated. As a

15 consequence of asking for encryption, a session key is agreed upon 2030 in
a secure fashion and at this point the SSL/TLS protoccol or equivalent is
terminated with the agreed-upon session key 2035 used to initialize the

baseband transport (or other suitable local encryption component) to

enable encrypted operation‘thereafter 2040.

20
The above-described authentication flow resulted in the exchange and

validation of both devices' certificates. This means that the optional

extension fields of these certificates are available for policy decisions.

For example, the second device 2001, based on the contents of the verified

25 certificate of the first device 2003, can consult a local or enterpriée
access control database using the required device identifier or optiomal
(associated individual or group names) certificate fields to decide what
resources/functions may be exercised via the encrypted connection by 2003. .

_ All of this is accomplished securely by negotiation directly between the

30 devices, and does not require entry or storage of secrets'associated with
each potential communication partner, such as user identifiers and
passwords, PINs, or encryption keys, on the part of the user or
administrator, other than the one-time initialization procedure of Figures
1 to 3 or some equivalent procedure that provides each device with a

35 Device Certificate, private key, and Certificate Authority's public key as

previously described. '

In the preferred embodiment, since devices are registered in an access
control database at a server, the certificates provide a method of

40 controlling access to services and resources, as well as selecting
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data stream for a specific type of display or enabling access to specific
data records. If a mobile device utilizing the method of authentication
described in the present invention is lost by its assigned user, the
device's certificate may be revoked (just as a credit card issuer revokes
a stolen credit card today). Certificate revocation at an enterprise
central location such as a directory or database is effective only if
authentication protocols at other devices require interaction with the
directory or database. In a disconnected mode where authentication does
not require access to a central directory or database, the most effective
method of revocation and denial of access is to have the device
certificate expire and require the user of the device to periodically
renew the device certificate. A validity period field is provided in the
certificate for this purpose, as previoﬁsly mentioned. Figures 7 and 8

depict this in further detail.

Figure 7 demonstrates central access control where a mobile device 1003
requests access to a first resource 5001. The mobile device 1003 and the
first resource 5001 perform mutual authentication and negotiate encryption
5010. The mobile device 1003 then regquests access to one or more
resources 5020. The first resocurce 5001 sends a request for authorization
5630 for the mobile device 1003 to the central directory or database 1005.

Access is either granted or denied based on the information in the central

database or directory 5050.

Figure 8 demonstrates disconnected-mode access control where the two
devices, 1003 and 5001, mutually authenticate and negotiate encryption
5010, the mobile device 1003 requests access to a resource 5020, but in
the disconnected scenarico, the receiving resource 5001 examines the
optional data in the decrypted certificate 5100. Upon examining the data,
the first resource 5001 makes a decision as to whether to allow access
based on the fields of the certificate and locally stored information
5110. The fields of the certificate may contain information such as
expiration dates for the certificate. Access to the requested information

is granted or denied 5150 as before, but based on this locally obtained

information.

Using the present invention, a first device is authenticated if the
following three statements are true: (1) its certificate chain can be

validated by checking the respective contained signatures back to the
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impersonate the first device by spoofing the unique identifier (MAC
address) and replaying its certificate but the imposter has no way of
getting the first device's private key which is kept secret in protected

15 storage and hence is unable to sign the challenge.

Other examples where the present invention might be useful include the
creation of lopg- term secure pairing relationships between devices
without the entry of PINs or encryption keys, such as associating a

20 device such as é headset with a mobile telephone as is shown in Figure 9.
This could be accomplished as follows. A user has two devices (6001 and
6003) between which he or she wishes to establish a secure relationship.
Each device is provided with a device certificate as previously described
containing its device identifier or serial number, which is also visible

25 externally or known through some external means. Instead of the device
certificate, matching private key, and Certificate Authority's public key ' ;
being generated by an administrator, these data items could be
preinstalled by the manufacturer 6010. The device is.then shipped by the

manufacturer in an uninitialized (unpaired) state, i.e. with no link keys,

30 PINs, or pairing relationships defined. Bringing the two unpaired devices

into radio proximity, the user pushes a button 6020 which executes a

special function when the device is unpaired. It causes the device to

transmit its certificate 6030 to the other device as was described with

respect to Figure 4. At least one of the two devices needs to have a

35 dispiay device (not to exclude devices that use audible or othexr output
means) that éan display the identifier of the pairing device 6040. The
device with the display verifies the other's certificate by checking the
certificate chain authenticity using the Certificate Authority's public
key. If the device identifier in the certificate matches the device

40 identifier written on the outside of the device or known through other
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the pairing relationship and the device identifier (or optionally the

link keys) are set into permanent or long-term storage (flash RAM ox

5 similar storage representing a local access control database). If the

certificate does not match the device identifier the user rejects the

paifing and the operation is terminated 6070, Now the two devices are

paired and can securely reauthenticate (using certificates or optiocnally

the link keys as a shared secret) and establish encrypted communications

L0 at any time in the future. This enables manufacturers to uniquely pair

devices without having to synchronize the manufacturing of the devices

throughout the production process. If the owner of a paired device

chooses to transfer ownership of that device to another person, the

owner

can delete the pairing relationship and the future owner can establish new

.5 pairing relationships for the device by performing the same steps

previously described.

This method of device certificate based initialization is especially well

suited for consumer devices that will have long-term exclusive pairings

such as a cordless telephone handset and a telephbne base station, a

personal computer and a wireless audic headset, a perscnal computer and a

wireless mouse, etc.
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{(1040) associated w1th sald respective device, said method comprising the
steps of: '
establishing (1010) a session between said first device and said
second device;
' negotiating (1030) two-~way session encryption and mutual
authentication requirements between said first and said second device;
exchanging device certificates of said first device and said second
device;
cryptographically verifying the received certificate using the public
key of said Certificate Authority;
exchanging challenges created by each of said first and second
devices; _ ,
responding (1070) to said respective challenges by signing =aid
received challenge, using the receiving device's private key, said private
keys residing in a respective protected storage.in each said device;
returning said signed challenges;
cryptographically verifying that said received challenge signature is
of the challenge previously sent by said receiving device;
establishing a key agreement betweéen sald first and said second
devices; and,
establishing secure communications if all of said prior verifying

steps succeed.

2. A method asg claimed in claim 1 wherein said first established session

is non-secure.

3. A method as claimed in claim 1 wherein said first established session

is an authenticated connection.

4. A method as claimed in claim 1 wherein said first established session

is an encrypted connection.

5. A method as claimed in claim 1 wherein said unique hardware

identifier (1015) is a machine (MAC) address for said associated device.

AMENDED SHEET
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comprising software code portions for performing the steps of any one of claim 1 to claim 7

when said product is run on a computer.

9. A system for initializing secure communications between a first device (1003) and a
second device (1001), said first and second devices each having a public key of a Certificate
Authority (1005) and a device certificate (1050), said device certificate having a unique
hardware identifier (1015) associated with said respective device, and a public key (1040)
associated with said respective device, said system comprising:

a communications mechanism (1010, 1030) for establishing a session between said first
device and said second device, negotiating two-way session encryption and mutual
authentication requirements between said first and said second device, and exchanging device
certificates of said first device and said second device;

a verifier for cryptographically verifying the received certificate using the public key of
said Certificate Authority;

a negotiation mechanism for exchanging challenges created by each of said first and
second devices, responding to said respective challenges by signing said received challenge,
using the receiving device’s private key, said private keys residing in the respective protected
storage in each said device, returning said signed challenges,

cryptographically verifying that said received challenge signature is of the challenge
previously sent by said receiving device, establishing a key agreement between said first and said
second devices; and, establishing secure communications if all of said prior verifying steps

succeed.

10. A system as claimed in claim 9 wherein said first established session is non-secure.
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12, A system as claimed in claim 9 wherein said first established session is an encrypted

connection.

13. A system as claimed in claim 9 wherein said unique hardware identifier (1015) is a

machine (MAC) address for said associated device.

14. A system as claimed in claim 9 wherein said protected storage is read-write storage

wherein the read capacity of said storage is accessible only by means of a shared secret.

15. A system as claimed in claim 9 wherein said public key of a Certificate Authority (1005)
1s a public key of a root Certificate Authority.



