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APPARATUS FOR INITIALIZING SECURE COMMUNICATIONS AMONG, AND FOR EXCLUSIVELY
PAIRING WIRELESS DEVICES The present invention relates generally to
security management for 5 wireless devices and more particularly to
creating a secure, short-range network for securely transmitting
information among wireless devices and creating a secure communications
network far pairing devices. Background of the Invention 10 The
proliferation of wireless devices in computer networks has created a
significant problem in the synchronization and secure interconnection of
devices. Most wireless devices today are digital, using radio waves to
communicate. A typical professional utilizing wireless devices today has 15
a pager which receives digital messages, a digital cellular phone and a
notebook computer with a wireless modem to retrieve and send e- mail. To
connect to the office or other networks requires special hardware (such as
adapter cards having transmission mechanisms) designed to connect to a
wide-area or local-area network, which will then allow wire line access to
20 the resources that the professional worker is accustomed to accessing. A
standard has been proposed for the merger of mobile communications with
mobile computing. This standard, ref erred to herein as 'Bluetooth',
proposes the incorporation of a small, inexpensive radio into every mobile
2r device. Since this radio is designed to a standard, the mobile device
and radio combination can then be optimized to reduce interference. The
optimization is feasible since there is a common wireless protocol
implemented in a single radio frequency band, rather than the multitude of
optional devices using diverse technologies in various radio frequency 30
bands available for wireless access today. The small) low-powered radio is
intended for distribution in a module or chip that will communicate with
other 'Bluetooth' enabled products. The Hluetooth standard is defining the
communications between two selected devices and/or multiple selected
devices. Further information regarding the Bluetooth standard is 35
available at their website at http://www.bluetooth.com. The standard
currently defines the use of an available, unlicensed 2.4GHz radio band
that can support both voice and data exchange. while numerous commonly
agreed-upon radio frequencies would work, this particular portion 40 of the
radio spectrum appears to be available worldwide fox low-power   ' 18 D E C
200 WO Q0!72506 ~PCT/GB00/01940 2 unlicensed use. With a 0-dHm transmitter,
this low- powered radio will be effective to establish networks of devices
within about a l0 meter radius) with rapid degradation as the distance
increases. With a 20-dHm transmitter the effective radio range will be
about 100 meters. The 5 low-powered radio module is intended to be built
into mobile computers, mobile phones, 3-in-1 phones, printers, fax
machines, modems, network interfaces (such as LAN or WAN connections),
digital cameras, pagers, headphones, etc. Speeds of up to 72I Kbps for
asymmetrical asynchronous data transmission, ox up to three isochronous
64Kbps voice channels, ox a p combination of voice and data channels
totalling less than 1 Mbps symbol rate per picocell, are currently
supported by the specification, and it is expected that the communication.
speeds will increase as the technology advances. Because Bluetooth uses
frequency-hopping, several uncoordinated picocells can coexist within radio
proximity of each other. 15 While this specification describes a major leap
in the ability of devices to interact, there is still a significant problem
with the establishment of secure channels for the devices. The
specification allows the hand held or wireless devices to connect into what
we will teen a "piconet" or 



20 "picocell". The picocell is just a physically proximate (or small)
network. This piconet replaces cables for interconnecting physically
proximate devices (within the above- described radio range). An 'access
point' (or wireless device) with a Bluetooth radio can attach a picocell to
an enterprise LAN or WAN. Deploying these new devices in an enterprise
uncovers several unique security and management issues. Prior art in this
area, such as the above specification, defines methods for authentication
and encryption at the baseband (physical) layer of the device, but these
methods have heretofore-unrecognized limitations, which 30 will be analyzed
below. All of the prior-art methods that will be described have the goal of
securely providing a secret cryptographic key to both devices that is then
used with suitable cryptographic means to perform authentication and
encryption. These methods differ as to the manner in which the key is
obtained. They also differ as to their 35 policies regarding the reuse of
keys or their precursor PIN codes. A first typical method that the prior
art allows for is for two devices to receive) through some unspecified
external means) a secret key known. only to them. This method might be
appropriate for two devices that are 90 manufactured to be permanently
paired with each other. They can store   WU 00/72506 3 ~ a o E c ~o~~~
PCTIGB00101940 this key in association with the partner device's identifier
and reuse the key every time they wish to communicate. If no method is
provided for changing the key, the two devices are permanently paired with
one another and can never be paired with other devices that received a
different 5 permanent key at the time of manufacture. One drawback of such
a policy of key reuse is that the security association between the two
devices is permanent. Another drawback is that if a third party was somehow
able to learn the key, it would be able to impersonate another device or
eavesdrop on the two devices at will thereafter. In all these scenarios,
the third 10 party could even impersonate or eavesdrop unobserved, since
radio frequency communications in the intended RF spectrum can penetrate
sight-barriers such as buildings and walls. A second method often
described, slightly more secure than the first, 15 might be appropriate for
two devices that are to be exclusively paired with one another on a
long-term basis, such as a personal computer and its wireless mouse, or a
cellular telephone and its wireless telephone headset. This method requires
both devices to be provided with the same string called a "PIN". The PIN
may be provided by the manufacturer, or 20 entered at each device by a
user. The prior art defines how the PIN is combined with certain known,
fixed data and certain ephemeral data to generate a secret key that is
subsequently used for authentication and encryption. The precise details of
how that occurs are not important here. Both devices wishing to create a
long-term "pairing" relationship 2 store the key associated with the paired
device. The PIN that was used to generate the key is no longer needed, and
can either be kept or discarded. This stored key is then reused anytime the
paired devices wish to communicate securely. If a device changes ownership,
it is possible to delete the prior key, enter a PIN for a new pairing
relationship, and 30 create and store a new key. One drawback of this
method is that if a third party somehow learns the PIN, such as by
eavesdropping on a verbal exchange or keypad entry, it can learn the key by
eavesdropping on the pairing flows. Once it knows the key, it can
impersonate another device ax eavesdrop on encrypted communications. 1S A
Third variation provided by the prior art might be appropriate for two
devices that wish to trust each other only for the duration of a single
transaction or data exchange. In this method, the user enters a PIN on both
devices just prior to the transaction. The PIN is used, as above, to 0
generate a key. The key is used for authentication and encryption for the
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transaction, but both the PIN and the key are deleted after the
transaction. If the two devices wish to do another transaction sometime in.
the future, both must be configured with a PIN again, a process that is
burdensome to the user. In a less-secure variation of this third method, a
device stores the PIN in association with an identifier for the partner
device, but deletes the key after use. Thus it reuses the same PIN whenever
communicating with the same partner, but generates a fresh key before each
communications session. The third method improves upon the security of the
second method by changing the key frequently) thus limiting the duration of
time that a third party could violate security if it is successful in
learning the PIN and eavesdropping during the pairing flows. A fourth
method known in the prior art is to request baseband authentication and
encryption, but to generate a key for each new communications session using
a zero-length PIN. This method might be chosen by a manufacturer who wants
their product to work immediately upon removal from the shipping box,
without any configuration by the user, and wants to provide a minimal level
of security. The drawbacks of this approach are similar to those of the
third method, in that any third party who knows that a zero-length PTN is
in use could eavesdrop on the pairing flows and learn the secret key,
enabling it to impersonate another device and/or eavesdrop on encrypted
communications. German Patent DE 197 30 301 C discloses a method for the
mutual authentication of components in a network by means of the
challenge-response method. A network requests a set of three data .values
from an authentication centre. and transmits at least one set of data
values to a mobile station which on the basis of an internally stored key
calculates a response from this set of data values and transmits it back to
the network. To authenticate the network in relation to the mobile station,
the invention provides for the response 1 sent back to the network to be
interpreted simultaneously by the network as challenge 2 and for the
network immediately to transmit response 2 to the mobile station. US Patent
5,621,798 discloses a wireless network that comprises base
transmitter/receiver stations couples to a trunk communications network and
several mobile computing devices that are capable of transmitting and
receiving messages. Messages to be transmitted will be encrypted and
digitally signed to insure privacy and authentication of the messages. Each
mobile computing device that participates in the wireless network is
capable of voluntarily allocating some amount of memory for cooperative
messaging storage. Each mobile computing device is responsible for
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receiving messages addressed to other devices, storing the received
messages in the allocated memory and then periodically retransmitting the
received messages. Clearly a method that obtains the key through a
non-secure exchange has some potential for impersonation and eavesdropping.
Current art suggests verbally telling another person the key or PIN number,
or delivering it on a piece of paper or via e-mail, so that the secret may
be entered on each device by that device s user. If this verbal, paper) or
e-mail exchange is observed by a third party, the secret may be
compromised. A slight . improvement is to restrict knowledge of the key or
PIN to a single person, who enters it on a keypad on both devices. This
eliminates overhearing or seeing the key or PTN, but the keypad entry
itself may be observed by .a third party, such as by using a hidden camera.
A method that generates a secret key for each communications session or
transaction using a piece of data exchanged in an insecure manner is
somewhat more secure, but still subject to impersonation and eavesdropping,
should a malicious third party eavesdrop on the key generation and exchange
process. In the event a third party somehow acquires the secret, clearly a
policy of reusing the 4AA~~Ifl~l"1 C1.-I~GT   wo oonzsob 5 ~ g o~c 20~~ 



PCT/GB00/01940 secret has a greater potential exposure than if the secret
is never reused. The above described prior-art security methods are
inadequate, burdensome, ,5 and unusable for mobile computers in an
enterprise environment. An example of such a scenario addressed by the
present invention is shown in Figure S. In Figure 5 there exists a server
301 that is connected to a typical LO enterprise LAN 303. A second server
311 is connected to the first server 30l over a WAN and also connected,
conventionally to a LAN 321. Wireless devices such as a wireless notebook
computer 315 can connect with a wireless access point on the server 311.
The wireless device can also send information over the air waves to a
printer 313 directly (rather than 5 transmitting the information to the
server 311 and having the sewer use a conventional wire line connection to
transmit the information to the printer 313). Another scenario depicted in
Figure 3 includes a wireless notebook 0 computer 309) a telephone 307, and
a pager 305. In this scenario, a11 three devices could communicate such
that. the telephone 307 or pager 305 could send messages to the notebook
computer 319 for logging on the disk of the notebook computer 309. A
realistic example of this in the business world might be where someone is
in a meeting and awaiting the arrival of some urgent e-mail. The system
could be set-up such that when new e-mail arrived at the notebook computer
309 (either over a cellular modem or over a LAN attached to the notebook
computer via a piconet), the subject or sender of the e-mail would be sent
from the notebook computer 309 to the pager 305 over the piconet and the
pager would vibrate and display the message. Alternatively, the computer
could dial the wireless telephone and. using a text-to-speech function,
read aloud from an urgent e-mail. Another useful scenario might be where a
facsimile machine 317 had a wireless connection to a notebook computer 3l9
such that the user of the notebook could utilize the underlying telephone
network attached to the fax machine to send information to others without
having to plug and unplug cables from the mobile computer, or access a
server which has a connection to the printer. The connection would be made
wirelessly directly between the notebook computer 319 and the facsimile
machine 317: Yet another useful scenario is where a cable modem or ADSL
adapter in the home is provided with a wireless transceiver, such that all
type of    WU 00172S06  18 DEC 20~~. PCTlGB00/01940 devices in the home --
such as personal computers, telephone handsets, television receivers, video
recorders, audio speakers and audio recorders -- can access the wire line
network by means of a wireless connection. This offers a great convenience
to users in that devices can easily be 5 added or moved without the
inconvenience and expense of cables or in-premises wiring. It is also
desirable from the manufacturer or service provider's point of view) since
it allows for the consolidation of. multiple services in a single physical
access device. 10 ~ The problem that the prior art fails to address becomes
extremely apparent when one considers an enterprise scenario. "Enterprise"
as used here refers to a very large-scale computer installation or network)
such as is typically deployed by very large companies or organizations with
thousands to hundreds of thousands of employees. Due to their sheer size or
because 15 they are active in several geographical locations, enterprises
often have numerous smaller sites and/or large campuses housing thousands
of employees. Such sites and campuses are generally interconnected by
networking facilities such that an employee travelling from one site to
another can gain access to application programs, resources, databases, and
20 other computer facilities needed to do their job at any company
location. 2n an enterprise scenario thousands to hundreds-of-thousands of
users will roam. among several to thousands of sites carrying wireless
devices) each wishing to connect wirelessly in an unplanned ad-hoc manner
to several devices throughout a given day. "Roam" as used here refers to a
user physically moving himself and his mobile device containing a radio
module from one location to another. Because of the personal computer's
multi functional character (i.e, a PC usually runs many different programs
that exchange data with many 30 different applications and devices on
behalf of many different users), a personal computer user's security needs
run the gamut from completely untrusted to totally trusted, which further
complicates matters. The previously described state-of-the-art technology
provides several ways to implement security policies, but none is
satisfactory for this enterprise 3S context. Let us examine whether any of
the previously-described art can be used by a network administrator to
limit access to a network. 1. Devices could be permanently paired with one
another by the manufacturer, but this is inflexible and prevents a device
from having 40 multiple communication partners.  



. , ~ 18 D E C 2000 WO 00/72506 PCT/GB00/01940 Devices could have
long.-term pairing relationships with specific other devices. for example
by entering a common PIN at both devices, from which a key could be created
fox storage and reuse, or a fresh key 5 'generated for each communication
session. Besides the drawbacks previously listed, this policy does not meet
the needs of a PC to have different levels of security for different
communication partners and, indeed, for different transactions with the
same partner. 10 3. The administrator could configure a11 network access
points with the same PIN, then provide the PIN to a11 possible mobile
computer users that are allowed access. This minimizes the administrator s
configuration effort since there is only one PIN to set up (albeit at
multiple access points), and allows a properly-configured PC to roam
anywhere in the 15 enterprise and gain access through any access point, but
if the secret PIN is compromised; the malicious third party could gain
access to a11 access points. If an authorized employee quits the company,
there is no easy way to revoke his access. This scheme is unacceptable
because it is so insecure. 20 4. The administrator could configure each
network access paint or group of access points with a different PIN, then
provide the PINS of certain access points to certain sets of authorized
users. If an unauthorized person learns a PIN, he gains access to a set of
access points. Managing 25 lists of PINS at numerous mobile computers
becomes difficult. Revoking a user's access privileges is difficult if the
user retains the access device. The administrator could change the access
point s' PIN to bar an unauthorized user, but this forces a11 authorized
users to simultaneously update their configurations. If the administrator
wants to add a new 30 network access point with a new PIN, all authorized
users must be notified and must update their PCS. Giving a user access to
different groups of access points, e.g. during travel, is difficult.
Clearly this scheme is unworkable. )5 5. The administrator could assign a
unique PIN to each mobile PC, and configure lists of authorized PINS at
specific access points. Management is even more difficult. If the lists
include all users) they may become unmanageably long, and also add to the
cost of the access point devices since additional memory must be provided
to store a large number of PINS. 0 If the lists contain subsets of users,
then a use r s ability to roam is   WO 00D2506 s 18 D E C 200
PCT/GB00101940 limited. If a user is added or removed, the administrator
has to update information at a11 relevant access points. This method is
relatively secure, except that if a person gains knowledge of the access
lists configured at any access point, he could gain access to multiple
access 5 points by impersonating another device or misappropriating another
use r s PIN. As is apparent from the foregoing) short-range wireless
mobility presents a significant security challenge to enterprise network
administrators. 10 This is addressed by the present invention. Disclosure
of the Invention The present invention allows the use of wireless devices
containing a 15 radio module to connect in a secure manner using digital
certificates. The present invention does not require manual entry of user
identifiers, passwords, or cryptographic keys. The present invention also
allows for efficient administration of secure devices within an enterprise
without 



creating additional administrative overhead fox initializing the devices.
20 It describes a method, apparatus and program product for authentication)
securely generating and exchanging an ephemeral cryptographic key for
encryption, and a means of performing and administering discrete access
control in an enterprise, while eliminating the inflexibility of
pre-configured secrets) and while reducing the security exposures 25
associated with the manual entry, storage,, and/or reuse of secrets.  Hrief
Description of the Drawings The invention will now be described, by way of
example only, with 30 reference to the accompanying drawings, in which:
Figures 1 and 2 depict typical setup flows between a mobile device with
imbedded radio module and an administration server. 35 Figure 3 .depicts
initialization flows far mobile devices with sufficient computing power to
generate their own public/private key pairs. Figure 4 depicts a possible
authentication flow in the preferred embodiment of the present invention.
80   WU 00/72506 9 ~ 8 ~ ~ C 2003 PCT/G B00/01940 Figure 5 is a subset of a
sample network in which the present invention may be implemented Figure 6
is an exemplary device certificate layout. 5 ' Figure 7 depicts the flows
for centralised access control. Figure 8 depicts the flows for access
control using a disconnected mode. 10 Figure 9 depicts the pairing of
consumer devices using device certificates. Detailed Description of the
Invention Embodiment 15 The preferred embodiment of the present invention
is presented to provide sufficient enabling information such that the
reader may implement the present invention. It is not meant to limit or
restrict the invention in any way. 20 The designers of the Hluetooth
specification have not prohibited performing authentication and encryption
at the baseband (or physical) layer, but current methods fox initializing
such authentication and encryption have unacceptable characteristics for
mobile computers especially in an enterprise context. There is, as yet)
significant ?5 , confusion as to how to implement security (i.e.,
authentication, encryption, access control, and the administration of the
same efficiently in an enterprise. The present methodology of defining who
can interact with wham and which shared secret s (such as PIN numbers,
cryptographic keys, etc.) will be used to secure the connections between 



0 specific devices, users, applications and groups does not yet exist. ~n
enterprise situations, which the majority of the specification is targeted
towards, the. problem of security becomes enormous. Each application as
well as each device may require a different level of 5 security) requiring
the ability to allow different levels o,f security accesses. None of the
contemplated solutions such as the extremes of entering a PIN before each
transaction and never storing the PIN or cryptographic key) or using the
same stored QIN or cryptographic key repeatedly for all transactions, is
acceptable. A midpoint security option of generating ephemeral new
cryptographic keys on the fly from a   18 D E C EGG WO 00/72S06
PCT/GB00/01940 10 stored PIN is unacceptable also since anyone who knows
the FIN can potentially learn the new link key by eavesdropping on the
pairing flows. The present invention solves this and other problems of
securely 5 communicating in a wireless environment, as well as potentially
other environments. The present invention is no way limited to the present
implementation. It is equally applicable to any mobile environment where
devices are frequently accessing other devices and require a secure form of
identification or authentication, a method to securely generate and 10
exchange cryptographic keys which can be used f or encryption and other
purposes, and a method of discrete ii. e. per device, per user. per group,
per application, or per transaction) access control) including the ability
to add, revoke or change access privileges. 15 The preferred embodiment of
the present invention involves a combination of certificates associated
with users and devices. Certificates, as shown in Figure 6, generally
contain at least a device identifier 4010, a device's public key 4015, and
an area for optional data 402o. In addition the preferred embodiment of the
present invention involves a centrally 20 administered access control
database. In the prior art, certificates have been associated with users or
high-level application programs, not with devices. Hence, a user could take
a certificate with its corresponding private key from workstation to 25
workstation on something such as a smart card and the certificate
identified the user (the private key being the proxy of the user who
controlled its use). The verification and validation of the certificate was
done through TCP/IP flows between the communicating devices. The present
invention tightly couples the certificate with the device) or more 30
specifically with the radio module contained in the device, whose unique
identifier is used as the certificate's unique identifier. The preferred
embodiment of the present invention assigns a certificate to each device
containing the proposed radio module. The exemplary 35 Certificate
described contains the device's unique 48-bit IEEE (MAC) address (although
any unique identifier could be used equally effectively), the device's
public key, a validity period) and a signature from a Certificate
Authority. In the preferred embodiment of the present invention, the device
identifier is stored in the certificate's "subject" q0 field. Each device
also has associated with it (a public key, private   ' ~ 8 ~ E C 2003 WO
00/72506 PCT/GB00/01940 



m keya pair, said public key being the same public key stored in the
above-mentioned certificate. The device must also acquire the root
Certificate Authority's public key or the public key of a Certificate
Authority in the chain authorization chain (herein after referred to as the
CA's public key) so that it can verify the authenticity of ' certificates
received from other devices. The signature of the Certificate Authority
indicates that the association between device identifier and the public key
in the device certificate can be trusted if the Certificate Authority is
known and trusted. The public key of the 10 Certificate Authority is used
to verify its signature of other device certificates. As is well known in
the field of public-key cryptography, a public key can decrypt data
encrypted by the corresponding private key. Additionally a 15 private key
can decrypt data encrypted by the corresponding public key. It is also well
known that a block of data may be signed by computing a hash over the block
and then encrypting the hash with the private key of the signer. The
signature can be tested by decrypting the signature with the public key of
the signer and comparing the result to a just-computed 20 hash of the data
block. If these values match, it shows that the signer had the private key
corresponding to the public key and also that the data block has not
changed. In the preferred embodiment of the present invention, the device's
private 25- key is stored in that device in a way that physically protects
the private key value but allows device-resident software to ask the
hardware to perform a digital signature operation using the private key
value. One way to accomplish this is by using a write-only storage means,
such that there is there is no way for software residing in the device to
read the 30 key but the device can execute operations against the
information. An example of an operation on a protected value is a digital
signature operation using the private key value. Although this embodiment
is preferred, any other means of protecting the information is equally
applicable. For example, an alternative location for such physically 15
secure storage is a smartcard or smartcard chip. The storage in current
smartcard devices allows read access to the data only if the correct PIN or
password is entered. This is still significantly better than the prior art
since the prior art requires a password or PIN to be entered for each
device to be accessed whereas the smartcard implementation of the :0 p
resent invention only requires a single password or PIN to be entered   a ,
WO 00/72506 12 '~ 8 ~ ~ ~~ ~n~l~ PCTJGBOOJ01940 once during device
initialization) and the certificate is used far further secure
transactions. First a method is provided to initialize devices distributed
with an 



5 embedded radio module which are delivered to a central point, such as an
enterprise, prior to distribution to end users. Traditionally, before
placing a new computing or communications device into service at an
enterprise, a person performs an administrative procedure of configuring
the device to permit it access to specific enterprise resources such as a
10 network, a database, a server, and so forth, This is accomplished by
entering some secret information such as a string of numbers forming a PIN
or password. This is extremely error prone and tedious, time consuming
work. Utilizing the present invention, an administrator f or an enterprise
device (containing a radio module) utilizes a server having a 15 radio
capable of communicating with the radio on the enterprise device. The
server executes an inquiry to the enterprise device when it is within
acceptable proximity. The enterprise device returns its unique device
identifier, preferably a 48bit IEEE (MAC) address. Under secure conditions
the server then creates a public/private key pair and 20 associated
certificate for the enterprise device and securely transmits these data
items to the device for which they were created. The enterprise device
stares the certificate (in any type of storage) arid its private key (in
the previously -described protected storage). A copy of the certificate is
placed in an enterprise database. Figures 1 to 3 2~ depict the information
flows in further detail. For additional security far high-function devices,
the above flow is modified so that the device generates the public/private
key pair and transmits only the public key to the administration server. In
this way 30 the private key is born and dies on the device without ever
being transmitted. For even greater security, the special memory (protected
storage) on the device could be augmented to. perform this key-pair
generation, such that the private key would never be available even to the
software on the device. 35 In Figure 1, first the administration server or
initializing device 1d01 sends an inquiry 1010 to the new mobile device
1003 requesting mobile device 1003s unique identifier. The mobile device
1003 transmits 1020 its unique identifier 1015 to the administration server
1001. The 40 administrator at the administration server 1001 then verifies
that the   WO 0D/72506 13 1 s o E C 2oa PC'f/GB00/019A0 unique identifier
transmitted by the mobile device is the same as that received regarding
that device by another means (such as printed on the device, sent with the
documentation concerning the device, etc.). A connection is then
established between the devices 10o1 and 1003. The 5 administrator enters a
PIN or encryption key 1025 on one or both of the ' administration server
1001 and the mobile device 1003 such that a temporary secure link can be
established for the purpose of device initialization, using prior-art flows
1o30. As a result, a secure connection between I003 and 1001 is established
at 103o. The 10 administration server 1D01 then acquires or generates a
public/private key pair 1035 for mobile device 1D03. At 1045 the
administration server 1001 puts the created public key 1040 into a
certificate request message buffer 10S0 along with device 1003's unique
identifier 1015 acquired during the previous flaws. At I055 the
administration server 1D01 L5 establishes a secure connection to a
Certificate Authority 1o05 and sends l060 the certificate request 1050 that
was prepared for mobile device 1D03 to the Certificate authority whereupon
the Certificate Authority 1005 signs l065 and returns 1070 the certificate
signed with the Certificate Authority's private key. When the
administration server 1001 receives >.0~ the signed certificate 105F , it
stores the certificate I050' at step 1075. Referring to Figure 2; the
administration sever 1001 sends the signed certificate 1050' and the
corresponding private key (if the administration server generated the
public/private key pair) to the mobile device 1003 over the secure
connection 1080 and sends the :5. Certificate Authority's certificate
(containing the CA's. public key) to mobile device 1003 as well, and the
session is ended. The signed device certificate and its associated private
key are stored 1o85 in the mobile device l003 for future use, the device
private key being stored in protected storage 1090 along with the CA's
public key (used to verify 0 signatures in other device certificates) and
the device certificate being stored in any suitable location. In the
preferred embodiment) a copy of the device certificate is also stored in an
enterprise access control database for future reference. The PIN is deleted
1095 as is the shared secret fox securing the connection between the
administration server 1001 5 and the mobile device 1003. As pointed out
above, a slight modification of the flows is preferred if the enterprise
device possesses adequate computing power to create its own public/private
key pair as shown in Figure 3. Instead of the 0 administration server
generating the public/private key pair) the device   



I , ~ 8 SEC 200" WO 00I72506 14 PCTIGB00101940 1003 generates the
public/private key pair itself 1110 and immediately scores its private key
in protected storage 11.5. In this case 1003,'s private key is never
transmitted to anyone. Device 1003 establishes a secure ox non-secure
connection 1120 with the administration server and 5 transmits 1125 only
its public key to the administration server 1001. The administration server
1001 still performs the same steps of putting the public key and device
identified into a certificate request, securely transmitting the data to
the Certificate Authority (CA) 10o5 so that the CA can generate a digitally
signed certificate 1050 using its private 10 key and transmit the signed
certificate back to the administration server 1001, and transmitting the
signed certificate to the device 1003 over a secure or insecure connection
for storage there in any suitable memory , location as described in Figures
1 and 2. In this form of the invention, the device 1003 must also acquire
the CA's public key 1130, and store it 15 in the manner previously
described. Once a public key, private key and certificate have been
created, the administrator can use standard distribution techniques such as
those available with THM's On-Demand. Server to associate the device with a
20 particular user or group of users, the user or user group or device with
access control groups and to log device characteristics of the device. Yet
another variation on the above embodiment is to include additional data in
extension fields within the signed certificate. Such additional 25 fields
could include, for example, user group associations, access control groups)
etc. which then could be used in isolated pairing situations to ) allow
autonomous access policy decisions to be made. During operation when a
wireless connection using the present invention is 30 first established
between a pair of devices that have been provided with device certificates,
authentication and encryption may initially be turned off. The devices
establish a "pairing" relation with one another using a protocol similar to
the control records which flow in SSL/TLS in the clear, through and
including the step where a symmetric Key Agreement is 35 reached. While
SSL/TLS provides several options that can. result in a Key Agreement, any
of which are suitable for use by the present invention, the preferred
embodiment is the Diffie-Hellman key agreement. The SSL/TLS control records
protocol causes the devices to exchange certificates with each other)
resulting in mutual authentication, without the entry or 40 storage of a
PIN or cryptographic key on either device and without having   WO 00/7Z506
15 18 D E C 200 ~cT/c~oo/o~gao 



to ever reuse cryptographic keys ox PINS. The session key generated by
performing an SHA-1 function on the SSL key material taken from the SSL/TLS
control records protocol and then taking a subset of n bytes as required)
is then passed by each of the pairing devices to its local 5 encryption
component (such as its baseband firmware in the preferred embodiment), to
be used as the link key for the duration of a communications session with
the partner with whom the Key Agreement has been reached or for the
duration of the Key Agreement, whichever is leas, or for whatever period of
time is suitable for the requirements of the 10 application, the user, the
device and the enterprise. Encryption for that partner using the generated
key is then activated. Should the Key Agreement expire while the session is
still in progress, the paired devices can use the same SSL/TLS control
records protocol, either encrypted using the prior session key or in the
clear) to establish 15 another Key Agreement resulting in a new session key
that is again passed to their respective encryption component, as
previously described. Although SSL/TLS is chosen for the preferred
embodiment because it is regarded as extremely thoroughly tested and
secure, any methodology using certificate exchange and private keys to
generate sessions could be used. 20 Another suitable prior-art method is
described by the IP Security Protocol (IPSec) working group of the IETF in
a series of RFCs (Request for Comments). Refer to RFC 2411 "IP Security
Document Roadmap" far further background information. 2~ Figure 4 depicts
example flows for establishing secure communications between multiple
devices each equipped with a radio transceiver using the present invention.
In the preferred embodiment, the Figure 4 flows occur sometime after each
device has been provided with its own Device Certificate, its own private
key) and the Certificate Authority's 30 well-known public key, as
previously described with respect to Figures 1 to 3. However, the present
invention does not exclude providing the data items in some other way. when
a first device) say a notebook computer 2003 desires to communicate with a
second device 2001) the first device 2003 sends a connection request 2005
to the second device 2001. A 35 non-secure connection 2010 is then
established between the first and second devices. Alternatively, 2010 may
be an authenticated and/or encrypted connection using a default PIN, such
as a zero-length PTN. As the control flows of SSL/TLS protocol progress in
our preferred embodiment. the following functions are performed; if another
flow is used in place of ~0 this control flow then it must provide the same
functions. A negotiation   ., . 18 D E C 20Q3 WO 00I72506 PCT/G~DO/01940 16
takes place that agrees on the need for and type of authentication, the
need for encryption, the details of the cryptographic algorithms, and the
details of compression if any 202o. For this use authentication is two way
(both first speaker and second speaker will know each other's 5 identity),
encryption is demanded and the algorithm is that used by the baseband
hardware/firmware or other encryption component present 'in the pairing
devices, and finally compression is specified as NULL. As authentication
proceeds, the special memory (protected storage) is asked to sign with the
local device's private key (protected value) to prove 10 said device's
identity to the second device, and the special memory is asked to verify
the CA's signature to validate the second device's certificate, so that the
public key contained in said certificate can be trusted to verify the
second device's signature. If at any point the authentication of the
partner fails, the session is terminated. As a 15 consequence of asking for
encryption, a session key is agreed upon 2030 in a secure fashion and at
this point the SSL/TLS protocol or equivalent is terminated with the
agreed-upon session key 2035 used to initialize the baseband transport (or
other suitable local encryption component) to enable encrypted operation
thereafter 2040. 20 The above-described authentication flow resulted in the
exchange and validation of both devices' certificates. This means that the
optional extension fields of these certificates are available for policy
decisions. For example, the second device 200l, based on the contents of
the verified 25 certificate of the first device 2003, can consult a local
ar enterprise access control database using the required device identifier
or optional (associated individual or group names) certificate fields to
decide what resources/functions may be exercised via the encrypted
connection by 2003.. All of this is accomplished securely by negotiation
directly between the 30 devices, and does not require entry or storage of
secrets associated with each potential communication partner, such as user
identifiers and passwords) PINS, or encryption keys, an the part of the
user or administrator, other than the one-time initialization procedure of
Figures 1 to 3 or some equivalent procedure that provides each device with
a 35 Device Certificate) private key, and Certificate Authority's public
key as previously described. In the preferred embodiment, since devices axe
registered in an access control database at a server, the certificates
provide a method of 40 controlling access to services and resources, as
well as selecting  



18 DEC 2003 WO 00/72506 PCTlGB00/01940 17 preferences which should be
enabled for the device. such as formatting a data stream for a specific
type of display or enabling access to specific data records. If a mobile
device utilizing the method of authentication described in the present
invention is lost by its assigned user, the g device's certificate may be
revoked (just as a credit card issuer revokes a stolen credit card today).
Certificate revocation at an enterprise central location such as a
directory or database is effective only if authentication protocols at
other devices require interaction with the directory or database. In a
disconnected mode where authentication does lD not require access to a
central directory or database, the most effective method of revocation and
denial of access is to have the device certificate expire and require the
user of the device to periodically renew the device certificate. A validity
period field is provided in the certificate for this purpose, as previously
mentioned. Figures 7 and 9 15 depict this in further detail. Figure 7
demonstrates central access control where a mobile device 1003 requests
access to a first resource 5001. The mobile device 1003 and the first
resource 5D01 perform mutual authentication and negotiate encryption 20
5010. The mobile device 1003 then requests access to one or more resources
5020. The first resource 5001 sends a request for authorization 5030 for
the mobile device 1003 to the central directory or database 1005. Access is
either granted or denied based on the information in the central database
or directory 5050. 2 Figure a demonstrates disconnected-mode access control
where the two devices, 1003 and 50o1, mutually authenticate and negotiate
encryption 50l0, the mobile device 1003 requests access to a resource 5020)
but in the disconnected scenario, the receiving resource 5001 examines the
30 optional data in the decrypted certificate 51o0. Upon examining the
data; the first resource 5001 makes a decision as to whether to allow
access based on the fields of the certificate and locally stored
information 5110. The fields of the certificate may contain information
such as expiration dates for the certificate. Access to the requested
information 3S is granted or denied 5150 as before, but based on this
locally obtained information. Using the present invention, a first device
is authenticated if the following three statements are true: (1) its
certificate chain can be 40 validated by checking the respective contained
signatures back to the -'   . 18 DEC 2003..' WO 00/92506 PCTlGB00/01940 18
point where one finds a trusted CA signer (as represented by the CA public
key saved in figure 2), (2; it can be demonstrated that i~ possesses the
private key associated with the public key contained in its certificate and
(3,) the device identifier stored in the certificate matches the 5 device's
actual device identifier) which can be ascertained by other means such as
visually or from standard communication flows. In the preferred embodiment)
a first device proves that it possesses the matching private key by a
signature of a challenge within the control record flow of SSL/TLS or
equivalent protocol. An imposter could steal the first to device's
certificate from unprotected storage and eavesdrop to learn the first
device's MAC (machine) address. The imposter could then attempt to
impersonate the first device by spoofing the unique identifier (MAC
address) and replaying its certificate but the imposter has no way of
getting the first device's private key which is kept secret in protected 15
storage and hence is unable to sign the challenge. Other examples where the
present invention might be useful include the creation of long- term secure
pairing relationships between devices without the entry of PINS or
encryption keys, such as associating a 20 device such as a headset with a
mobile telephone as is shown in Figure 9. This could be accomplished as
follows. A user has two devices (6001 and 6003) between which he or she
wishes to establish a secure relationship. Each device is provided with a
device certificate as previously described containing its device identifier
or serial number, which is also visible 



25 externally or known through some external means. Instead of the device
certificate, matching private key, and Certificate Authority's public key
being generated by an administrator, these data items could be preinstalled
by the manufacturer 6010. The device is then shipped by the manufacturer in
an uninitialized (unpaired) state, i.e. with no link keys, 30 PINS, or
pairing relationships defined, Bringing the two unpaired devices into radio
proximity, the user pushes a button 602o which executes a special function
when the device is unpaired. It causes the device to transmit its
certificate 6030 to the other device as was described with respect to
Figure 4. At least one of the two devices needs to have a 35 display device
(not to exclude devices that use audible or other output means) that can
display the identifier of the pairing device 6040. The device with the
display verifies the other's certificate by checking the certificate chain
authenticity using the Certificate Authority's public key. If the device
identifier in the certificate matches the device ~0 identifier written on
the outside of the device or known through other   18 DEC 2003 WO 00/72SOb
PCT/GB00/Q1940 m external means) it is authentic 6050. The user then pushes
a button 6060 (not to exclude other means of making a selection) and the
device accepts the pairing relationship and the device identifier (or
optionally the link keys) are set into permanent or long-term storage
(flash RAM or 5 similar storage representing a local access control
database). If the certificate does not match the device identifier the user
rejects the pairing and the operation is terminated 6070. Now the two
devices are paired and can securely reauthenticate (using certificates or
optionally the link keys as a shared secret) and establish encrypted
communications LO at any time in the future. This enables manufacturers to
uniquely pair devices without having to synchronize the manufacturing of
the devices throughout the production process. If the owner of a paired
device chooses to transfer ownership of that device to another person, the
owner can delete the pairing relationship and the future owner can
establish new :5 pairing relationships for the device by performing the
same steps previously described. This method of device certificate based
initialization is especially well suited for consumer devices that will
have long-term exclusive pairings .0 such as a cordless telephone handset
and a telephone base station, a personal computer and a wireless audio
headset) a personal computer and a wireless mouse) etc.   os-os-~ao~ 1 ~
D~'~~~~ GB000194C RSW990033 20 New Page: 7 August 2001 CLAIMS 1. A method
for initializing secure communications between a first device (1003) and a
second device (l001), said first and second devices each having a public
key of a Certificate Authority (1005) and a device certificate {1050), said
device certificate having a unique hardware identifier (1o15) associated
with said respective device, and a public key {1040) associated with said
respective device, said method comprising the steps of: establishing (1010)
a session between said first device and said second device; negotiating
{l030) two-way session encryption and mutual authentication requirements
between said first and said second device; exchanging device certificates
of said first device and said second device; 



cryptographically verifying the received certificate using the public key
of said Certificate Authority; exchanging challenges created by each of
said first and second devices; responding (1070) to said respective
challenges by signing said received challenge, using the receiving device's
private key, said private keys residing in a respective protected storage
in each said device; returning said signed challenges; cryptographically
verifying that said received challenge signature is of the challenge
previously sent by said receiving device; establishing a key agreement
between said first and said second devices; and) establishing secure
communications if a11 of said prior verifying steps succeed. 2. A method as
claimed in claim 1 wherein said first established session is non-secure. 3.
A method as claimed in claim 1 wherein said first established session is an
authenticated connection. 4. A method as claimed in claim 1 wherein said
first established session is an encrypted connection. 5. A method as
claimed in claim 1 wherein said unique hardware identifier (1015) is a
machine (MAC) address far said associated device. AMENDED SHEET   18 D E C
Z003 -21 6. A method as claimed in claim 1 wherein said protected storage
is read-write storage wherein the read capacity of said storage is
accessible only by means of a shared secret. 7. A method as claimed in
claim 1 wherein said public key of a Certificate Authority (1005) is a
public key of a root Certificate Authority. 8. A computer program directly
loadable into the internal memory of a digital computer, comprising
software code portions for performing the steps of any one of claim 1 to
claim 7 when said product is run on a computer. 9. A system for
initializing secure communications between a first device (1003) and a
second device ( 100l ), said first and second devices each having a public
key of a Certificate Authority (1005) and a device certificate (1050), said
device certificate having a unique hardware identifier (1015) associated
with said respective device, and a public key {1040) associated with said
respective device, said system comprising; a communications mechanism
(1010, 1030) for establishing a session between said first 



device and said second device, negotiating two-way session encryption and
mutual authentication requirements between said first and said second
device, and exchanging device certificates of said first device and said
second device; a verifier for cryptographically verifying the received
certificate using the public key of said Certificate Authority; a
negotiation mechanism far exchanging challenges created by each of said
first and second devices, responding to said respective challenges by
signing said received challenge, using the receiving device's private key,
said private keys residing in the respective protected storage in each said
device, returning said signed challenges, cryptographically verifying that
said received challenge signature is of the challenge previously sent by
said receiving device, establishing a key agreement between said first and
said second devices; and, establishing secure communications if all of said
prior verifying steps succeed. 10. A system as claimed in claim 9 wherein
said first established session is non-secure.   18 D E C 2003 -22 11, A
system as claimed in claim 9 wherein said first established session is an
authenticated connection. 12. A system as claimed in claim 9 wherein said
first established session is an encrypted connection. 13. A system as
claimed in claim 9 wherein said unique hardware identifier (1015) is a
machine (MAC) address for said associated device, 14. A system as claimed
in claim 9 wherein said protected storage is read-write storage wherein the
read capacity of said storage is accessible only by means of a shared
secret. 15. A system as claimed in claim 9 wherein said public key of a
Certificate Authority (1005) 



is a public key of a root Certificate Authority. .AnFE.A.A35.A2.A@2.A
F.A.l.AY2.A!F.AFFl.A.AF.AFYY.A3S.AYY.A3Uy.AYHY.AF3.AY3.A3n.A,.ASe.Ayny#*-.\
]_`ef}~,23
AB~ysnhc]XS]ca]caU]ca]caU]ca]caU]ca]caU]ca]ca]ca]ca]ca]c^a]ca]caU]caU]caU]c
aU]caU]caU]caU]caU]caU]caU]caU]ca]ca]c<aU]ca]c(aBWG7CEUdj m
!!!"("""|wrmhc^Yca]]ca]ca]ca]c&a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c8a]ca
U]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(a]ca]ca]ca]ca]ca!""#@%'''A(B(***O+P+k+l+++,,
,-------//11202;
2}xsnid_Zca]]]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(a]c"a]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!;
2=2J2Y2233333"4#45263666V7W7778899::!;
<<<<<<}xsnhc^Yca]]c(a]ca]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c:a]ca!<-<T>>>@@C(C!D"DE
EE2FFFaFFF'G(G;HJJENOP
PPP(PQ$RSR|vqlgb]Xca]ca]ca]ca]ca]c(a]caV]caU]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!SRoRS"TUUUUaVVjWWWWWWX^XXX
XYiYYZv]__``r`s```}xsnid_ZU]ca]ca]ca]ca]ca]ca]c(a]ca]ca]ca]c^a]ca]ca]caU]ca
]ca]ca]ca]c(a]caU]ca]ca]ca]ca]ca]ca]c^a]ca]ca]ca]ca]ca]c^a!`Scd)eeeggIhJh/i
0itiuiiijjjjjkkkslllmxoppqqr}xsnid_Z]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
]ca]ca]ca]ca]ca]ca]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!rrrAtEtQtT
tftutttwzB~N~Q~_~o~z{+.=Y{vqlgb]X]c]ca]ca]ca]ca]ca]ca]c(a]c aU]c
a]ca]ca]ca]ca]ca]ca]ca]ca]c,a]ca]ca]ca]ca]ca]ca]ca]ca]c&a]caU]ca]ca]ca]ca]c
a!Y*d078aftJK}xsnhc^Y]c]]ca]ca]caU]ca]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca]c*a]ca
]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca!K{|%AC
#!"FZ[^-/}xsnid_Z]c]]]ca]ca]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c(a]ca]ca]ca]
ca]ca]ca]ca]ca]ca]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca!/?w{>?T|WDUch|wrmhc^Y]c]]c
a]ca]ca]ca]c*a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c^a]ca]ca
]ca]c&a]ca]ca]ca]ca]ca]ca!Z.2l85LU".,]|wrmhc|wrmhc^Y]c]]ca]ca]ca]ca]ca]ca]c
a]ca]ca]ca]ca]ca]c(aU]c(a]c(a]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca*-,^= $F3 '10%<<&'()-S F3 '10%&'()-S )`3F(10%&'()-3F(10% - &'()-
3F(10%&'()-3F(10%<&'()-,e{\:!
$'10%<<&'()-`'10%U&'()-'!Y`'10%M<M<&'()-'!`'10%x<x<&'()-'
'10%&'()-'&3"10%<&'()--Wpz[PE: 10 10 108t'10%&'()-!T8t'10%H<H<&'()-
$'10%&'()-!Y $'10%M<M<&'()-!{` $'10%o<o<&'()-jzX9PE:10%Z&'()-!P;
s'10%&'()-&!^2`s'10%&'()-&!ls'10%&'()-&3!10%Z&'()-@!*10%&'()-owX6PE:!q9'10%
&'()-+&'10%Z-&'()-!h+&'10%&'()-!{+&'10%&'()-!h`y'10%&'()-!qy'10%&'()-4567CE
UdbC!q9"Y10%&'()-"Y10%&'()-LM10%&'()-310%&'()- 10Z 10Z
10Z9'10%Z&'()-d8UzX6bC!3'10%ss&'()-!3'10%&'()-!`F  (10%55&'()- !F
(10%&'()- !F 



(10%&'()- Q"10%&'()-U j m !!!zX9.C 10Y7'10%&'()-s!Y7'10%&'()-s`3'10%;
&&'()-!8`3'10%&'()-!Y`3'10%&&&'()-!q`3'10%>>&'()-!!!!!"(""#mN/
10%4|&'()-#10%4|&'()-M#10%4|&'()-`!C10%4|&'()- 10%4|&'()-MS10%4|&'()- 10
10#$@%'*,,dEmN/
10%4|`L4#10%4&'()-L4#10%4|&'()-`&#10%4|&'()-`#10%4|&'()-`sS#10%4&'()-sS#10%
4|&'()-,,,,,,----{\=  ,Y"10%B&'()-`#10%B&'()-!t
@+10%nn&'()-f!&H@+10%$%%$%%&'()-f 104| 104| 104|l ?-10%4|&'()--2-2.2/202;
2=2J2~_=  !"f@10%((&'()-@9`10%(&'()-! F3 10%((&'()- 10B 10B 10B
?-10%B&'()-Y z#10%B&'()-J2Y22633395}[9~_= !A '10%!!&'()--!q
'10%QQ&'()--!AYY 



`'10%!(!(&'()-!TYY `'10%((&'()-`10%(&'()-"f@10%T&'()-9556<<<<<<}oP1
10%Z&'()-*lm10%Z&'()-` 10@(@( 10@(@( 10@(@(!`3!'10%@(@(&'()-!3!'10%&'()-!$`
'10%((&'()--<<<-<L=T>?^<oP1 !'10%&'()-m!E&10%&'()-  !&10%6262&'()-
`f#10%Z&'()-f#10%Z&'()-s9`10%Z&'()-?-ACCDE/FwX6oP1
!3:%10%ZZ&'()-,'10%ZX&'()-!v,'10%]]&'()-!,'10%&'()-!P`'10%&'()-m!q'10%;
;&'()-m/F0F1F2FFFaF0G;HIuS1 !l9'10%HH&'()- !l '10%oo&'()-!zl '10%}}&'()-
Y!10%&'()-Y`*10%&'()- 10ZZ 10ZZ 10ZZIJJK\MENOzX6uS1
!!.l5''10%&'()-!YY#'10%&'()-m!l`Y#'10%&'()-m!Y#'10%''&'()-ml9'10%%&'()-
!l9'10%::&'()- OOOOO PPP(P_@ !!.`"F 10%mQ&'()-!k"F
10%&'()-M10%m&'()-F10%m&'()- 10 10 



10l5''10%&'()-(PAQQ$RSRoRR}^<_@
!!.!c&10%mm&'()-910%m&'()-f10%m&'()-9"10%m&'()-@!#yfz&10%XX&'()-!yfz&10%aIa
I&'()-RS"TUUUU}^?_@
!!.!s*10%m&'()-,,)`10%m&'()-MH!'10%m&'()-^!lH!'10%&'()-^>v"10%m&'()-!T`&10%
&'()-UaVVjWWWWWWaVK@ !!.! 10m 10m
10m<10%m&'()-810%m&'()-g4&10%m&'()-y0!10%m&'()-S!c,S#10%mm&'()-@WWWWX^XX}^?
VK@ !!.!910%&'()-9!10%&'()--"10%&'()--!;
"10%&'()--`10%&'()-!F910%RR&'()-XXXYiYYZa?VK@
!!.!!Ys''10%CC&'()-10%&'()-!h`!10%RR&'()-&L!10%&'()-Y
10%&'()-fs10%&'()-Z[/]v]A^___zXJ<@ !!. 10 10!Y1%10%&'()-!
Y1%10%VV&'()-`F9!'10%J&'()-!Y`F9!'10%&'()-!v`F9!'10%0%0%&'()-___````FbrS1@
!'10%&'()-I510%&'()-m"10%&'()-@S10%&'()-!10%&'()-!!S'10%kk&'()-
10FbScdd)eeg}[91@
!!%'10%&'()-!%'10%+&+&&'()-[9$10%&'()-&'10%&'()-3!&'10%&'()-3!q`'10%&'()-Ig
gg.hiiiii{\QF; !! 10 10 103,,10%&'()-!3,,10%&'()-
3,,10%!!&'()-2E#10%&'()-!{%'10%&'()-iijjj^kka?QF; !!
1!lF'10%RR&'()-'!F'10%VV&'()-'"10%6&'()--y10%&'()-!10%&'()-@s'10%&'()-kslll
mmna?QF; !!
1!T`Y,s'10%&'()-!hY,s'10%&'()-#10%&'()-F10%&'()-l&10%&'()-9"10%&'()-nxop0qr
s>t?twU6+; 10mF''10%m&'()- !F''10%&'()- !$F''10%&'()- !<`F''10%&'()-
!YF''10%&'()- !A`Y,s'10%&'()-?t@tAtEtQtTtftutgH;
10mF''10%0#M10%2&'()-y!N#M10%&'()-y10%&'()-l10%&'()-!Y(Y10%FF&'()-` 10m 



10mutttuvwAy}[9H; 10m!'10%``&'()- !^3 '10%&'()-!v-3 '10%00&'()-!3
'10%RR&'()-   10%&'()-&10%&'()-Ayzz{|}?~@~zX9.; 1 10FF+'10%&'()-&!FF+'10%>
> &'()-&!FF+'10%RR&'()-&!FF+'10%jhjh&'()-&`'10%V&'()- !'10%::&'()-
@~A~B~N~Q~_~o~jH; 1
10FF+'1!v3s'10%CiCi&'()-`-`3"SM10%I&'()-!y3"SM10%FF&'()-10%&'()-F10%&'()-
10 10:ezX9H; 1
103s'10%&'()-`-!$`3s'10%&'()-`-!83s'10%&'()-`-!A3s'10%&'()-`-!Y3s'10%&&&'()
-`-3s'10%x&'()-`- +~_@ 10Y310%&'()-%Y10%&'()-!%Y10%&'()- 109 109
109Ys<''10%9&'()-@f8@#10%&'()-+.=YWdB~_@
10!l+10%&'()-&"10%&'()-yS&10%&'()-`!10%&'()-,# 10%&'()-10%&'()-WY*LzX9~_@ 



10`%l+10%&'()-!{%l+10%""&'()-!h!&10%&'()-
10%&'()-9!,'10%&'()-!^+10%''&'()-d?zX9.@
10Y34'10%&'()-!TY34'10%&'()-!qY34'10%&'()-!Tl.'10%&'()--#10%&'()-!h`%l+10%&
'()-0gE@ 10Y3!;FL'10%MM&'()-z!FL'10%`x`x&'()-z!l"y10%&'()-@10%&'()-10%&'()-
10 100CwU3E@ 10!83( (10%&'()-!F3( (10%&'()-!F3(
(10%&'()-!PFL'10%&'()-!^`FL'10%++&'()-!lFL'10%99&'()-^_`af{Y7
10!!)10%jj&'()-s!,Y (10%krkr&'()-!t,Y (10%&'()-!&,Y (10%G%G%&'()- 10 10
103( (10%&'()-rYzX6{Y7
10!!`Y#'10%??&'()-!Y#'10%jj&'()-!10%&'()-!l`)10%PP&'()-s!)10%0J0J&'()-s!)10
%H(H(&'()-sYzodY7 10!!!$F3+10%##&'()- 10 10
10Y9g&10%&'()-!vY9g&10%&'()-!qY#'10%&'()-!Y#'10%55&'()-:%}^<dY7
10!!!!c'10%&'()-YsM'10%&'()-Y!2`YsM'10%VV&'()-Y!YsM'10%jj&'()-Y&10%&'()-!10
%&'()-AC[zX6dY7 10!!^F
:*10%uu&'()-!TY&*'10%ss&'()-!TY&*'10%&'()-!hY&*'10%"`"`&'()-l)t10%&'()-!K`'
10%&'()- #Db@ 10!!^!F+10%ee&'()-FS10%&'()-Y!10%&'()-,3(10%&'()- 10 



10 10F :*10%&'()-DFzX6b@ 10!!Y'10%HH&'()- !vY'10%jj&'()- !Y'10%xx&'()-
`F+10%b&'()-F!F+10%??&'()-F!F+10%HH&'()-FR-{Y: 10!! !10%&'()-!,#*10%!!&'()-
10 10 10Y'10%&'()- !Y'10%00&'()- !|Y'10%CC&'()- -/MwzX9{Y:
10!!yY"10%&'()-!A`3s'10%&'()-!Y3s'10%&&&'()-!h3s'10%55&'()-!3s'10%VV&'()-10
%&'()-QrS4 10!s910%&'()-G10%&'()-,+10%&'()- 10 10 10!3`3 &10%&'()-!F3
&10%&'()-<}^<rS4
10!!z#10%&'()-9`M10%&'()-!`#10%WW&'()-f!`#10%,,&'()-f#10%&'()-fS10%&'()-<{T
v_=rS4 10!!!`"f#10%&'()-
"f#10%?&'()-"10%&'()-`10%&'()-,10%&'()-!`z#10%&'()-9EW}^?rS4
10!!!3S#10%&'()-S/g#10%&'()-+g#10%&'()-@)10%&'()-!`"f#10%&'()-!`"f#10%&'()-
DRSTUchbC 10!!! "10%t&'()-10%t&'()-&S10%t&'()- 10 10 10
>10%&'()-6!10%_&'()-Z.dEbC 10!!!y
10%t&'()-"10%t&'()-Y10%t&'()-"10%t&'()-L$10%t&'()-s 10%t&'()-2l8dEbC
10!!!)10%t&'()- (10%t&'()-y&
10%t&'()-$@10%t&'()-S##10%t&'()-!10%t&'()-85LdEbC 10!!!s3
"10%t&'()-1$10%t&'()-9010%t&'()-.10%t&'()--#10%t&'()-Y+"10%t&'()-LU"bC
10!!!@#10%&'()-y10%&'()-@&10%&'()-l 10t 



10t 10tf8!10%t&'()-5910%t&'()-".dEbC 10!!!y
"10%&'()-y310%&'()-!10%&'()-G10%&'()-  l"10%&'()-G10%&'()-,]dEbC 10!!!y
"10%&'()-y310%&'()-!10%&'()-G10%&'()-yS10%&'()-$10%&'()-  Normal" "Heading
13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c" "Heading 53]c" "Heading
63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A "Default Paragraph
Font6)//91CLT\f@qA{ `T]B";
2<SR`rK/],dU!#,-J295<?/FIO(PRUWXZ_Fbgikn?tutAy@~+W0YD-<8L"]6Times New
RomanArialCourier New"h Root EntryWordDocumentZ
!"#$%&'()*+,-./0123456789:;
<=>?@ABCDEFGHIJKLMNOPQRSTUVWXYZ[\]^_`abcdefghijklmnopqrstuvwxyz{|}~ 


