WO 03/ 027816 PCT/ NO02/ 00342 1 Method and device for encryption/decryption
of data on nass storage device Field of the Invention 5 The present

i nvent i onwoedsakessst o a net hod and a device for secure encrRqI/NOIR/00342

(enci phering), scranbling, decryption (deciphering) and de-scranbling of
data, and nore specifically, to a nethod and a device for secure
encryption and decryption of data when witing to or reading froma nass
storage device, such as a disk unit, tapb unit or other
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canera, digital sound/video recorders (called conputer systens), by a mass

st orage busFielﬁ%f‘%ﬂ%?ﬁ%ﬁtig the Invention 15 Conputer systenms store prograns
and data in nass storage devices. Unauthorized access to such stored data

is a known and increasing threat. The usual nethod for protecting such
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encryption before it is stored on a nass storage nedia. Encrypted files or
data segnents nust be decrypted before they can be used. 30 Wen data is
written badRackgroud e thedpkention:  t he data nust be re-encrypted. This

process involves extra procedure handling for the user, and is often the
reason why reiauti ns are rarel
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user of the computer system thereby avoiding unauthorized access to the data.

20 Few are aware of that an unauthorized person may gain access to any portion of
information stored on a mass storage device without the standard user identification
method; an unauthorized person can remove the storage device from the computer (on
some systems with external mass storage units, this is extremely easy), insert the storage
device into another computer system and read/use the information stored on the mass

25 storage unit and even modify data if wanted (fraud). Theft of mass storage data is a
substantial increasing threat.

It is known to secure information by encryption before it is stored on a mass storage
media. Encrypted files or data segments must be decrypted before they can be used.
30 When data is written back to the storage unit, the data must be re-encrypted. This
process involves extra procedure handling for the user, and is often the reason why such

precautions are rarely effective in use.

Most computer operating systems are also constructed to use work files (swap files,
35 temporary files) of information currently processed. Sensitive data can remain available
in the work files. Even if the user thinks that the job is done, and data are written



encrypted and safe to a disk, a person skilled in the art will be able to
extract data and docunents fromthe work files. Even when these working
copi es arwodsletsad, they are still recoverable, since del admnmoo2iosuar mal |y
will only mark an area on the nmass storage nedia as free for use and not
erasing the data. To be sure that data is erased, the nedia has to be
witten over and over again with random data to be sure that no
information is available on the del eted 2'part of the mass storage nedia.
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20 To avoid some of the mentioned shortcomings above of securing mass storage data, it is
known that it is possible to encrypt all stored data on a mass storage device and decrypt

all data read from such a mass storage device.

One advantage of this scheme is that all data on a mass storage device is always
25 encrypted. This is achieved by providing a dedicated program to be executed handling
the data stream to and from the mass storage device.

The aforementioned program however, cannot be stored encrypted because the
computer system must be able to read and start executing the program in order to be
30 able to decrypt information stored on a mass storage device. If all information stored in
the mass storage device is to be encrypted, the program must be stored in a second
storage device without encrypting the data stored thereon. Another obvious drawback in
such a system is the demand for computer resources by the encryption/decryption
process, leaving a lot less processor resources for the user of the computer system, and

35 the encryption keys will still be exposed when they are used.



enci phering and deci phering data sent to and froma nass storage device in
a conputer systemby inserting the electronic device in the bus connecting
t he conpuwverosggstiem and the nass storage device. 5 The c@uUTECOI2NY342US
passes conmand codes, for exanple for a hard disk drive controller. The
commands wil|l be recognized by the electronic device and it will |et pass
the comands unchanged, while data is enci phered/ deci phered on the fly
when they passes the bus to and fromthe mass storage device through the
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encryption/decryption device must also keep track of all used codes, if for example a

used electronic device collapses, it must be replaced to gain access to the stored data.
20 Therefore there must exist an index linking hard coded keys to specific devices, which

in itself represents a security risk.

Replacing the key would imply transferring the key from a computer system to the
electronic device over the interconnecting bus between the computer and the mass
25 storage device, which means involving the central processor unit in the computer
system. Malicious software, planted in the computer system, such as a virus, worm or
Trojan code, may hijack the key when transferred and the encryption may be

compromised.

30 UK patent application number GB 2,264,374 (Nolan) discloses another device to be
inserted between a host computer and a mass storage device. Data flows between
several data buffers, which may be acceptable for a low speed tape recording system,
but the structure of the device cannot serve a modern high-speed hard disk drive.
Moreover, the encryption/decryption depends on the data block organisation in the

35 storage, which make the encryption/decryption device computer system dependent.
However, the patent discloses a separate terminal where an operator can enter
encryption/decryption keys directly to the encryption/decryption device without



encryption/decryption keys directly to the encryption/decryption device

w t hout WD 03/027816 PCT/ NC02/ 00342 4 involving the central processing

unit in thW®aoamiter system Even when using a separate danmed2/msqgpl yi ng

keys froma separate key storage nedia, |like a smart card, the data stream
may be conprom sed and/or mani pul ated. 5 One nmmjor drawback in the prior

art is that all methods known so far utiJEi se one algorithmand one key for
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The arrangenent of a device according to an enbodi nent of the present
invention can be used to encrypt/decrypt e-mails or other types of

el ect r oni c Swesnaged tha Inventiomy. The 30 key and the associ ated encryption
al gorithm can be a systemthat provides a public key and a private key. In
this manner_ persons connunicating wth e-nmails can establish a secure
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encrypted wt
storage and retrieval of encrypted/decrypted data to/from a mass storage media in a

computer system or similar system environment.
20
The present invention is providing a method and a device that can encrypt and decrypt
data located in addressable areas on a mass storage media with one of a plurality of
encryption/decryption algorithms and keys, where the selection of the current algorithm
and key used on the current data item within the addressable area, is based on the
25 physical addresses of lower and upper address limits that spans said addressable area on
the mass storage media.

The arrangement of a device according to an embodiment of the present invention can
be used to encrypt/decrypt e-mails or other types of electronic messages on the fly. The

30 key and the associated encryption algorithm can be a system that provides a public key
and a private key. In this manner persons communicating with e-mails can establish a
secure channel for messages with their own private keys and by exchanging information
on which public key and algorithm the message has been encrypted with.

35 In a preferred embodiment of the present invention, a method and device is provided
that allows different operating systems to be totally independent and isolated, even
when stored on the same mass storage media, and loaded into a computer system only



35 In a preferred enbodi nent of the present invention, a nethod and device
is provided that allows different operating systens to be totally
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Fig. 1 depicts a schematic view of an example of an embodiment of the present

20 invention.

Fig. 2 depicts a schematic view of a secure channel transferring an
encryption/decryption key from a smart card, or other type of carrier of the key, to a
device according to the present invention

25
Fig. 3 depicts a schematic layout and interconnections of functional units in an

electronic device according to a preferred embodiment of the present invention.

Fig. 4 is an illustration of an encryption process according to an example of an
30 embodiment of the present invention.

Fig. 5 is an illustration of an encryption process according to an example of an

embodiment of the present invention.

35 Fig. 6 is an illustration of a preferred embodiment of an encryption process according to
the present invention.



35 Fig. 6 is anillustration of a preferred enbodi nent of an encryption
process according to the present invention. WO 03/027816 PCT/ NO02/ 00342 6
Fig. 7 depioccasszasischematic view of the conparator system aaoxob2vg3420 the
enbodi nent of the invention depicted in fig. 3. Fig. 8 depicts a system
according to the present invention, where the master boot record s of a

di sk systemis interchangeable. Di scl os#]re of the Invention A nass storage
device is connected to a conputer system by a nmass storage bus (such io0 as

cabl e, COpE{ga : :)éep{c'é b% gc'bheté i Vtewl{){]&t% %thggﬁtérggs&ﬁl?&ﬁ&ﬁfngogo fat@bo&Ridhf o

codes and ween € nmass stor evi ce an t he conput er
system Thef theanensien depitted yipég. Bf such bus systens and protocols used for
this purpose. Exanples are SCSI, |IDE, AT, ATA, USB, FireWre, FiberChannel
and ot hers. These 15 bus types are well known for ﬁ 1rson skil |l ed 'd" the
art. The pFis8riepickasisiean agerdingdo Brrresentgyention. ¥ %{éé 1%15’%“&? IS S

el ectronj ¢ ofguisk8yskdm iEf@tklinggatle an enbodi ment of the invention, is shown
in fig. 20 1. A nmass storage device is conmunicating with a conputer

t hrough the device 13 that provides a first end 12 conmunicating with the
conput er 1®isdiesuirbef thednsegimnt 11, and a second end 14 comunicating with
a mass storage bus device 16 via the bus segment 15. The bus segment 15 is
typically using a standard mass storage bus protocol as known to a person
skill ed inA messastoragTdevibeiis cagaesed told comnuigs systere by Avmass Ber8sdPuKEUIL t he
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transmit d&@@?sthﬁt"a??@th‘?wstﬂ‘émg%%%“e%@st f FOIRPHET PR onput er system 10
with the mass storage device 16 Data sent fromthe conputer system 10 via
segnent 11 s encrypted on th t he devi.ce a from
t he mass st@F%‘Fgéredg.‘S’ {;f’g tX%eSvP bg%é?ﬁg?ﬁls fgldtlgoh‘fglsc%sr%u Ord( op‘ﬁ'ﬁg em 10
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di fferemt BUEVPHE %]te mf°§§§\g§ce l%ge@ﬁlgtggggr ves as a translator between
the two protocol s whi I e on the sane time, providing encryption/decryption

of user datﬁeg?este P&érbcfliioP%gnﬁQé:&{ecgr%rE%fﬂﬁ% Wﬁ%@%&ol‘snvent ion, the device

13 can be arrange ferent ways. For exanple, the functlonal units as
depicted in fig. 3 can be arranged as an integral part of '

An electronic device 13, according to an embodiment of the invention, is shown in fig.

20 1. A mass storage device is communicating with a computer through the device 13 that
provides a first end 12 communicating with the computer 10 via the bus segment 11,
and a second end 14 communicating with a mass storage bus device 16 via the bus
segment 15. The bus segment 15 is typically using a standard mass storage bus protocol
as known to a person skilled in the art. The bus segment 11 can use the same protocol as

25 the segment 15, but can be different, for example a serial bus while the segment 15 is a
parallel bus. The device 13 will anyhow receive data or transmit data to and from the
both ends linking the computer system 10 with the mass storage device 16. Data sent
from the computer system 10 via segment 11 is encrypted on the fly in the device 13,
while data sent from the mass storage device 16 via the segment 15 to the computer

30 system 10 is decrypted on the fly in the same device 13. In an embodiment of the
present invention, where the segment 11 and the segment 15 utilises different bus
protocols, the device 13 also serves as a translator between the two protocols while, on
the same time, providing encryption/decryption of user data on the fly.

35 According to the present invention, the device 13 can be arranged in different ways. For
example, the functional units as depicted in fig. 3 can be arranged as an integral part of
a hard disk controller. In this case the bus segment 11 is typically a mass storage bus.



a hard disk controller. In this case the bus segnent 11 is typically a nass
storage bus. WD 03/027816 PCT/ NO02/00342 7 The bus 15 will typically be an
i nternal Woso3pefdini tion connecting directly to the hard dicaknooz0oze2
system In yet another exanple of enbodi nent of the present invention, the
device 13 will be a 5 circuit designed to be part of a notherboard of the
conputer system Typically, the bus se nt 11 wll be inplenented
according to an internal bus definition of the notherboard, or will be
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The mass stsegmge 1dewvillds coassrstirhgabusi || act on these Commands/ Control s
according the manufacture specifications of the mass storage device. This
arrangenent_ of selectively identifying Commands/ Codes or data, are used to
send ext end¥de tepsiersd bohues e gompuie Etephandidig amsy storgesdyvacs can be
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(hidden area). The device 13 can use such an_ area as_a, conmuni catjon w ndow
to Command/Control codes are read via the first end 12 of the device 13 from the bus 11,

)

and then written by the device 13 to the second side 14 onto the bus 15 without
20 encryption or decryption (there can, however, be performed an alteration in some
cases). The mass storage device controller will act on these Commands/Controls
according the manufacture specifications of the mass storage device. This arrangement
of selectivély identifying Commands/Codes or data, are used to send extended
Control/Codes that acts on the device 13 to select encryption keys, algorithms and other

25 operational functions and features inside the device 13.

The scheme on how to recognize such Command/Control codes is usually specified in
the mass storage bus protocol.

30 In some mass storage bus protocols, however, it will not be possible to extend the
Command/Control codes to achieve actions in the device 13. In another example of an
embodiment of the present invention, it is possible to “borrow” some blocks of data on
an unused area on the mass storage media, typically an area outside the storage device
limit (hidden area). The device 13 can use such an area as a communication window to

35 the computer, and it can be used in the same manner, as known to a person skilled in the
art, as when the Command/Control codes where extended. The computer system and the



35 the conmputer, and it can be used in the sane manner, as known to a
person skilled in the art, as when the Command/ Control codes where

ext ended. wohe/emstput er system and the WO 03/ 027816 PCT/ NO¥/ 10036220382 devi ce
13 can read and wite nessages (commands, instructions, data etc.) to each
other through this window Referring nowto fig. 3, user data are the data
to be stored on the nass storage nedia. _5 Encryption and decryption is
performed by sending user data as input $0 wel |~ docunent ed encryption
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contents corresponds to the start address of each algorithm stored in a common program

memory. The program memory can be a fixed non-volatile memory or a random access

memory initialised at power up time from the computer system 10 for example. Such

transfers can also be encrypted and/or be subject to rigid authentication procedures as
25 known to a person skilled in the art.

Large mass storage devices need to organise data to be manageable by a computer
system and provide a functional file system for a user or an application program. The
basic formatting is a block/sector division of a media. Generally it is necessary to have
30 addressable areas with sub addressable units within the area on a mass storage media to
constitute functional mass storage solutions such as file systems. An addressable area on
a mass storage media is usually a consecutive physically addressable area of the media,
limited by a lower and upper address defining the span of the addressable area. Mass
storage systems are usually arranged in a hierarchy of logic layers defining different
35 types of for example storage areas and systems. An example is the RAID disk system
definitions. An address to such an area is usually referred to as a logic address. In the
present invention will all references be to the lowest level of address — the physical



limted by a | ower and upper address defining the span of the addressable
area. Mass storage systens are usually arranged in a hierarchy of |ogic
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In an embodiment of the invention, will all the hard wired processor algorithm sections

41a, 41b, ..., 41n contain a memory area with the same number of memory cells as
there are algorithm sections. The linking of an “is mine” signal to a specific algorithm
25 section will then be accomplished by entering logic 1 in the cell with an address equal
to the number of the algorithm section, otherwise zero. By combining each “is mine”
signal from each comparator with all the cells with corresponding address as the number
of the *“is mine” signal, will the selection of an algorithm be interchangeable
programmable.
30
In an embodiment of the algorithm sections by a micro controller, can associating
correct content of the program counter with the associated ”is mine” signal do the
selection and interchangeable programming.

35 The comparison arrangement is repeated n times in the comparator block 40, one for
each of the n sections running an algorithm.



programmabl e. 30 In an enbodi nent of the algorithmsections by a mcro
controller, can associating correct content of the programcounter with
t he assocwak@me27d416 m ne" signal do the selection and i nt excareogaabize
progranmm ng. 35 The conpari son arrangenent is repeated n tines in the
conmpar at or bl ock 40, one for each of the n sections running an algorithm
WO 03/027816 PCT/ NO02/ 00342 10 Figure 4l illustrates an exanpl e of
encryption of data el ements (bl ocks/sect (9rs or addressabl e areas) where
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encryption s€hene_as In fig. 4, but in this exanp/e two of° 5 the data
el ement s araldresaabieprgas) ihersdats geeliffergnt, but fhe samakey isNesdpt ed data el enent s
will therefore be the sane constituting a pattern that nay be a security

risk. In apreferred enbodi nent of t.he present. inventi.an,,the bl k/ sect or
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numbers are generated and stored in a table inside the device 13 addressed by the
20 block/sector/addressable area number. In an embodiment of the present invention, there
can be a plurality of tables that are addressed in two steps, first by the selection signal
“is mine” generated in the comparator 40 and in the second step the block/sector/
addressable area number. This arrangement provides the same random number for the
same  block/sector/addressable  area  number thereby  ensuring  correct
25 encryption/decryption of the same data elements, while at the same time providing
completely random patterns in the encrypted flow of data, even if the same data
elements appears and keys are used, as illustrated in fig. 6. The content of the table can

be generated internally in the device 13 in a micro controller 51.

30 Referring now to fig. 3, to write a data block (sequence of data) to a disk, the computer
has to tell the disk controller where to write the data via a block/sector number. The
encryption/decryption  device  will  receive the command with the
block/sector/addressable area number via the part 12 of the device 13. The protocol
interpreting part 30 of the device 13 will recognize this as a command and feed it

35 through its interior data path to the part 14 of the device 13. The protocol part 30 will

also store this information and feed it to the comparators 40 inside the device 13 as



be generated internally in the device 13 in a mcro controller 51. 30
Referring nowto fig. 3, to wite a data bl ock (sequence of data) to a

di sk, thewoomspatsas has to tell the disk controller where HRa/N®O2I0342he dat a
via a bl ock/sector nunber. The encryption/decryption device will receive
the command with the bl ock/sector/addressabl e area nunber via the part 12
of the device 13. The protocol |nterpret| ng part 30 of the device 13 wll
recogni ze this as a cormand and feed |t kg through its interior data path
to the part, 14 o » 0 b 0 t this
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conmputer ' se , RH QR 41824 th, 30, aMdldinar range the
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conputer via the correct decryption function inside 15 the device 13 in a
simlar MaRPEL A5iadRS Féaﬂbﬁgma%V&asé%%ﬁagteh@e\ﬁ@adBMhd eollphier tsefsf haead art s,

the conparator section 40, con ins t r.at
descri bi ng camra@dsani he Aregeo &arrtt%)ew El?f‘a‘gag #83? ﬁﬁga? the (gatgesnrg?%/pt ed
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20 send the o ut SJ 1 'is mene oy dcagorog sponds to the current sector
thereby%elleec 13004 ot a gy Fta?l(ri‘n Section '41a, 41b,. .., 41n and

associ at ed key The encryption/decryption al gorithnmns, 41a 41b, .., or 41n,
will start 58t EB&ti%hMoswgﬁ;htcbﬁtaﬁisw ik hm

use. Wen t orre %r%taﬁgﬁegmqhga&ﬂg O | ected, data w |l be sent
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crypto bus si ze and sent t he out the c nt, al 41 a,
41%[) . 2011 rpend the output signal *“is mine that corresp(PnLcjls to {he clgrenit Sector thete sellecﬁﬁ%

correct algorithm section 41a, 41b,. .., 41n and associated key.

The encryption/decryption algorithms, 41a, 41b,.., or 41n, will start collecting data
arranging them to the bit size the algorithm use. When the correct number of bits is
25 collected, data will be sent through the current algorithm section 4la, 41b,.., 41n
selected by the comparator 40. After encryption/decryption, data will be split into the
crypto bus bit size and sent from the output of the current algorithm 41a, 41b,.., 41n
back to the crypto bus 32 down to the protocol part 30, that split the data to the bit size
of the bus 15 or 11, and sending the data to either the computer 10 (decryption) or to the
30 mass storage device 16 (encryption). The encryption sections 41a, 41b,..., 41n also gets
information from the comparator when a new data block starts, to be able to use CBC or

other encoding functions to extend security.

The protocol part 30 issues also all the necessary “hand shake’ signals being part of the
35 bus segments 11 and 15.



back to the crypto bus 32 down to the protocol part 30, that split the data
to the bit size of the bus 15 or 11, and sending the data to either the
conmput er WO @adetsiypti on) or to the 30 nass storage devi ce PLA/{@ran0y42t i on) .
The encryption sections 4l1la, 41b,..., 41n also gets information fromthe
conpar at or when a new data bl ock starts, to be able to use CBC or other
encodi ng functi ons to extend security. The protocol part 30 issues also all
t he necessary "hand shake" signals bei part of the 35 bus segnments 11
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depicts a systemwith a smart card reader 6la for readi ng a smart card 63a
(key carrier) containing the start block addre st g key
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20 radio link 62b etc., can be used according to the invention.

When the device 13 is started, the internal micro controller 51 will collect keys from the
key carrier 63a. The micro controller will send keys to the correct encryption section via
a security section 42. The security section will prevent keys to be destroyed if the micro
s controller 51 should start running malfunctioning code. The micro controller will also

load the comparator values.

The internal ram 31 (random access memory) is arranged the same way as an
addressable portion of a mass storage device. That is, all the common features of the
5 device 13 in accordance with the present invention can be applied on the content of the

raml.

To use this functionality, extended codes as described above, can be utilised to transfer
a block of data to and from the ram 31 either to/from the computer system 10 via the
35 bus segment 11 or to/from the mass storage device 16 via the bus segment 15. Another
method of accessing the ram 31, is to use it as a memory location outside the disk
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applications n .one e I ment the present invention used
to | oad e- raferpllyingdege deyirss!3 (?gl Y—ﬂé’i‘lgﬁlﬁic@oﬁ’a‘fagnglﬁéﬁe Bliﬁdftf) ﬁ%asfp??@ for k
traffic etagpe I(%/ $hBer 63163 hs wellak Ydigleys anthe algonithm tétionadid, dlbne, 4lel ect ed
section 41 a, ..., 41n, and then read the encrypted data back 20 to
t he congéter system 10 where further actions on the data will be executed.
If the | enghivhefertihplaaimtioncthedsmtHecasibeartiised nesevenal Bsefultapplications. In
conmuni cat i gn ot ocol

hegn pdymient o] o\f”tﬂé g%r%%ﬁl't Veﬁt!?&l %&n@ﬁ%s&@&ﬁlg'&x@g%ﬁlﬁ%r%ﬁéﬁ

sections of°F° ess as descri bove unti | he end
of the dat aof eze'stmerdasmswh@s fms«euet@wﬂmrafﬁéret%ttm@e Tentls chgryRLdng coentd pe

decrypted f Bé rahﬁ'ﬁ{ @ﬁh‘:&lectté@iesecfﬂ&?ﬁlé)ﬁlﬁ he | 20AmME ShenSad 810 chOrypad data begd t he
e-mail or the ram 31 ﬁmﬁ
20 to the computer system 10 where er actions on the data will be executed. If the

length of the data exceeds the size of the ram 31, the communication protocol will split

the data and then loop the different sections of the data through the process as described

above until the end of the data.

25 When an encrypted e-mail or other types of data has to be decrypted for instance, the
user of the computer system 10 has to load the e-mail or data to the ram 31. Then the
device 13 runs the proper algorithm and the decrypted e-mail is transferred back to the
computer system 10. Keys for this operation can be public/private key systems
providing a secure system where the keys never are exposed when they are transferred

30 encrypted, according to the invention, to the device 13 as described in the present

disclosure.

One important aspect of the present invention, is to provide a secure handling of
encryption keys. In a preferred embodiment of the invention, a key is first transferred to
35 the micro controller from the computer system 10. Then the device 13 can perform a
selected encryption of the key, and then the micro controller 51 can transfer and load the
encrypted key to the key carrier 63, 65, for example a smart card. In this simple manner



device 13 runs the proper algorithmand the decrypted e-mail is transferred
back to the conputer system 10. Keys for this operation can be

publ i c/ primoais@ksay systens providing a secure system wherreTrheozeyL never
are exposed when they are transferred 30 encrypted, according to the
invention, to the device 13 as described in the present disclosure. One

i nportant aspect of the present inventign, is to provide a secure handling
of encryption keys. In a preferred enb di ment of the invention, a key is

first transferred.to. .35 the [ QIPHE 10.
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the micro mnﬁibﬂﬂmr;@ledoann@mnkﬁwusaddlthGéMSt@Iﬁe encrypted key to the key
carrier 63, 65, for exanple a smart card. In this sinple manner WO
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t her eby |ncr%§ the security of the keys 10 even further. The key
carrier carrylng the keys, are directly connected via the

comuni cation channel 60 to the device 13. The key device interface 61 can
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non-vol atil e nenory ﬁh the user has to use authentication
procedur'és tfalﬁls%eﬁ‘é\eﬁ1%r9h§sséln %chgevtcthl s is a procedure that can be done 20
together with other security products). The present invention protects the

| oadi ng of & Xtﬁ/’s‘%ﬁ éi&‘%éﬁ RYERET SR REIR 6D, TRLS ATISS Retoay i atdringllegd,

65. Accordin esent 1 nvention fter egst arrier
63, 65, t hedaﬂfemtmallla thﬁ: eviex b i nﬁwd@él %WH{OW ??-p ef&é’?"r Pséfr)ﬁ%% O¥E  The
key 25 car rélﬁﬁenﬁéatl(ﬁﬁpr‘%édurééqﬁﬂe@db% WRke kedd (thishie apptbbecmrdxel}at can desdinen key

to the device 13,
20 together with other security products).

resent

The present invention protects the loading of external keys by encrypting data to/from
the key carrier 63, 65. According to the present invention, after detection of a key
carrier 63, 65, the device 13 will send a public key to the key carrier 63, 65. The key
25 carrier 63, 65 will then encrypt, with the public key, a session key to the device 13, then
the device 13 and the key carrier 63, 65 can start to communicate. An alternative way is
to use a key exchange scheme (for example Diffie-Hellman key exchange) to define
session keys. The session key will encrypt all data on the communication channel 60.
The invention will send check messages to the key carrier 63, 65 to ensure that the key
30 carrier 63, 65 and key device interface 61 is still on-line. This check messages will be
sent at random time intervals with enough data to be sure that the key device interface
61 and key carrier 63, 65, and the device 13 can authenticate each other. If the key
carrier 63, 65 detects irregularities, it will be shut down. If the device 13 detects
irregularities, it will be shut down. One exception to this scheme is that the keys can
35 have a lifetime parameter. This parameter tells the device 13 how long time period the
keys shall “live” in the device 13 after a key is removed. If the key is removed,
according to the present invention, the device 13 will not shut down the key before the



the device 13 and the key carrier 63, 65 can start to conmuni cate. An
alternative way is to use a key exchange schene (for exanple

D ffi e- HeWonar2ksay exchange) to define session keys. The ragso@ookey wl |
encrypt all data on the comruni cation channel 60. The invention wll send
check nmessages to the key carrier 63, 65 to ensure that the key 30 carrier
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system cha gve partition tables to io match a key set; e.g. different key
set can bo the systemwith different operating systens. One key unit can
start operating system1l, another key unit can start operating system 2,

wher e oper at,i.ng. syst 1 and. i o] d
ok antvatigd SRR if nBFE R AR OMEBED: SRR WACE oilFe
ot her conpubar enanser reads crclusivaaccesrand Pestesimadd datec| usi ve access and

protection of data. As shown in fig. 8 a hard disk device 16 can be split
Recor d) corhaRE HeBeh SRt Jiskriorald O B S8 B MAEORCGyLRam FASH | s
| oadi ng wheped §érage.i s MBR! EMastEhBosoRE@IM) @htdimethbBiecésshdyinfonaatanput er
system Vggerc%n%)rlll?erg%yel%oﬁrlsto i%(foa{dri]fg when & g}'/sPe?n PR, fl“[lg r&)ﬁt@ﬁ oﬁedl\/ﬁlilé fs
the computer system where and how to load the operating system from the hard disk
drive. The MBR for different operating systems on the same hard disk drive can be

stored together with an encryption key in for example a smart card, in accordance with

an embodiment of the invention. As described above, the MBR on the smart card can be
25 loaded to the ram 31, be decrypted and then be used as the MBR of the hard disk drive
16 connected to the device 13.

The present invention provides also a 2-step boot method of a computer system. First,
send a program code segment (stored in the device 13 in the non volatile memory 52, or
30 in a key carrier, such as a smart card) to the host computer system 10 that gives the
user/administrator a method for authentication. Secondly, after the authentication has
been successful, download the master boot sector from the hard disk drive to the

computer.

35 The present invention increases the security of a mass storage device by providing a
method and device for encryption/decryption of data stored on addressable portions of a
mass storage media with different algorithms and encryption/decryption keys.



drive. The MBR for different operating systens on the sane hard di sk drive
can be stored together with an encryption key in for exanple a smart card,
i n accor dwwes/efgih  an enbodi nent of the invention. As desulvew/mbove, the
MBR on the smart card can be 25 | oaded to the ram 31, be decrypted and then
be used as the MBR of the hard disk drive 16 connected to the device 13.
The present invention provides also a 2-step boot nethod of a conputer
system First, send a program code segﬁént (stored in the device 13 in the
non volatile nmenory 52, or 30 in a key carrier, such as a smart card) to

t he host conputer system 10 that gives the user/adm nistrator a nethod for
aut hent i catGmnaspSecehtheypresditt énventien asith enevidarhe kezand oneeplzetidne &t 4l
downl oad t he nast : disk drive to the conputer
35 The pre§@ﬂ¥mﬁﬁ3%%?%%%kﬁﬁ%é§g§§§9$k%@§ggﬂ%?ty of a mass storage device by
providing a mnethod and device for encryption/decryption of data stored on
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the same kejataredoryptedr withmihis H@d%d&@‘??ﬁn%daﬁ’é‘ oFHEMafon, uf‘a%‘?e
permtting ngﬁg%ﬁfoﬁnﬁlfnb@r Haldakssibahe handeabRYIRSIT thts@ediwhen decrypting the
data encrypted with this random nunber selected by the information about
the bl ock/sector nunber or address of the addressable part of the nedia.
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of a 15 partj.cylar operating system and gperating Vi I d har d
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encryption/%%%?@%ﬁﬁ%ﬁg%gyﬁ%éﬁéﬁﬁkﬁégﬁ%% %ﬁat_ﬂ?events (fgg%gssﬁg data on a
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20 stolen or removed and transferred to another computer system.

One other aspect of the present invention is to provide an encrypted communication
channel for transferring keys between carriers of keys and a device according to the

present invention.

25

30

35



One ot her aspect of the present invention is to provide an encrypted
communi cation channel for transferring keys between carriers of keys and a
devi ce acowraimgito the present invention. 25 30 35 WOK3I/NQ®RADE2

PCT/ NO02/ 00342 17 5 Patent Clains: 1. Method for encryption (enciphering,
scranbl i ng)/decryption (deci phering, descranbling) of data itens
transferred to or froma nmass storage ia, where the to nmass storage
medi a conpri ses physically addressable areas, characterised in that the

met hod conprises the steps of: provide a plurality of encryption/decryption
algorithns wth associated encryption/decryption keys; 15 select one and
use said one of said plurality of encryption/decryption algorithns with
sai d associated key on a data itemto be transferred to or froman address
on the mass storage nedia, where the selection of said algorithmand said
associ ated key is based on at |east two physical addresses defining an
upper ang Iremait Gailness [imt of a span of 20 addressable area encl osing
said address of said data itemon said nedia; 2. Method according to claim
1, characterised in that the step of selecting the encryption/decryption
al gorithmw th associ ated key, further conprises the step of conbining

said key wiyth dagl y (Rl ednBpatS, Q¥raeimal/8aapih biphaedd, on or
25 additi onl'orm?:t%ﬁgi gati Sn_o thegge%pera’ifgnrs or g’ny ot’her ?Iiét Emet 'gc or

| ogi ¢ oper dlep@rmbing) HedathdtemsdranstegiedtiPtQft PRg 2 H48S PRSP AUADLEPTE A sai d
key. 3. ;Methad s8666s dicdB Edmpisel Phisicdlly addreRdstlacies) siedadteriseidn thati tile

addr ess of saiid tabl e ig an i ndex constituted by at |least a part of said
address of Mo eRIRISes B SR§ 4 Met hod according to claim 1,2 and 3,
characterised in that said random generated nunbers are stored in tables
where the addr.ess of ' ahbl-es_ : ical dr ithin
sai d sel ectpé%lv@%ana ofﬁ'%l&gtr){as? gbl %ﬂc e%ﬁ%cr&ﬁ?%aﬁ?%ﬁh@g 5. tﬁs%%&%te&‘
accordi ng teocwyptipmidecrapitbrvkeyshar act eri sed in that at |east parts of the
content .,

select one and use said one of said plurality of encryption/decryption algorithms with

said associated key on a data item to be transferred to or from an address on the mass

storage media, where the selection of said algorithm and said associated key is based on

at least two physical addresses defining an upper and lower address limit of a span of
20 addressable area enclosing said address of said data item on said media;

2. Method according to claim 1, characterised in that the step of selecting the
encryption/decryption algorithm with associated key, further comprises the step of
combining said key with a randomly generated number, by concatenation, subtraction or
25 addition or combination of these operations or any other arithmetic or logic operation on

the two items constituting said random number and said key.

3. Method according to claim 1 and 2, characterised in that said address of said table is
an index constituted by at least a part of said address of said data item.

30
4. Method according to claim 1,2 and 3, characterised in that said random generated
numbers are stored in tables where the address of said tables is based on two physical
addresses within said selected span of addressable area on said media.

35 5. Method according to claim 3 and 4, characterised in that at least parts of the content
of said table storing said randomly generated numbers is statically or dynamically
replaceable stored in said table.



of said table storing said randomy generated nunbers is statically or
dynam cally replaceable stored in said table. WO 03/027816 PCT/ NO02/ 00342
18 6. MetwodosaeTasdi ng to claim 1, characterised in that SaiTiNGG2e0340f
selecting said algorithmand said associated key conprises the steps of 5
providing a collection of spans of addressable areas by listing said | ower
and upper address limts in pairs; providing a |linking such that one entry
in said collection of addressable spans I8f areas is linked to only one of
said algorithnms not excluding the possibility that one of said io

al gorithns can be linked to a plurality of spans of addressable areas in
the sense téhaMeting atwedihg o caim He dhaedterisedron ehathsmd otep spaalecting said
addr essabl e ;area of sai . .8 k.ng the address of a data
item corrparﬁd%%m%{n %dtSﬁ{‘fgﬁsg&ﬁ?‘%ﬁ‘%ﬁ%@%&gﬁﬂﬁﬁg%g'ddr ess 15 limts in said
coll ection, thereby detectably finding the pair of |ower and upper address
[imts that,BoeRse SoBlubndHiRRS ofladdRidbhakitad beMkiaNdaiiSoner anhgpdl or
nmessage containirng information about said enclosure of said data item

addr ess t he#dslpsss liguistipPgittig t he correct one of said encryption/decryption
algorithnms by 20 using said linking of algorithns and span of addressable
areas. 7. Method according.to any claiml1l.tqg.6,. characteri.sed in.that.said
linki ng of BIRVIdHFet ﬁlﬂﬁﬂ% S‘?‘%\/\tlg?t %&nggn ¥ F&\]/ﬁcflﬂn gﬁa‘gﬁ%ﬁS%F PRSP 8£8rre§%{si on
al gorit hm amgkedsiposilatand dfesaid @lgohighims soteypriedeg ithe dossitatifyctbai nké of said a
dynam cal Iy .l inking. 25 8. 0 : ' t [ ' in
tha a8 1 dan R fnatih ‘B BRROPE LR R LA aEIkARL S iy
carrier of encelgotithnsgiu baluged iin nere dharr one spaupk addmssellst @ea @b wadrmast i on
channel by %E%%Eg%d%@id key in a storage el enent readably connected to
said al gori ’ Met hod according to claim8, characterised in that
the transfer of said keys is done by a secure exchange schene

(Diffie-Hel hgmn tﬁ%e%(dcﬁéééfﬁfwaaﬁqmbmﬁﬁriﬂﬁ {thwah RUbaIE uppdri andt lewkeyddedsene.

35 10. Methgd, according to clai ,. C terigsed in that sajd transfer of
said keyS i gm&g%sal&c ﬂecélﬁnaﬁpwg]ﬁ%le@a&a%ﬁﬁqﬁ%@ air otI lower and upper agdsress

limits that encloses said address of said data item; and

issue a signal or message containing information about said enclosure of said data item
address thereby identifying the correct one of said encryption/decryption algorithms by
20 using said linking of algorithms and span of addressable areas.

7. Method according to any claim 1 to 6, characterised in that said linking of an upper
and lower address pair with an encryption/decryption algorithm and associated key
either is a predefined static linking or a dynamically linking.

25
8. Method according to claim 1, characterised in that said keys associated with said
algorithms are transferred from a carrier of a key to said algorithms over a secure
encrypted communication channel by storing said key in a storage element readably
connected to said algorithm.

30
9. Method according to claim 8, characterised in that the transfer of said keys is done by
a secure exchange scheme (Diffie-Hellman key exchange scheme) or with a public

private key scheme.

35 10. Method according to claim 8, characterised in that said transfer of said keys is done

with an authentication process.



WD 03/ 027816 PCT/ NOC02/ 00342 19 11. Method according to claim 8,
characterised in that said key carrier is a device conprising processing
el enent ( swoamsd2z8160n-vol atile menory. 12. Met hod accor di nPATaN@02a108428,
characterised in that said secure communication 5 channel is constituted
bet ween a key device interface, receivable connected to said carrier of a
key, and an encryption/decryption algorithm 13. Method according to claim
12, characterised in that said constitutldd secure channel is an opti cal
and/or a fihre c nicatio hannel , 10 14. .aC i 0 i.m 12,
characteri d?\’[ﬁtﬁm{:ecgg}n(g @oﬁ%ﬁ %ﬂtcg%ragtgéﬂerdeiggﬁ%ﬁg%lﬁ lge&;gdéﬂ gf\ll IrSe gilgglcg]adi 0
communi cat i compeiaebcesdibg elvetentis) and aorosivedatilomeimgiryn 12, characterised in
that said constituted secure channel 15 is a wire based commrunication
channel 16. Method according to claim1l, characterised in that said key
carrier genk:dlethodraccending it cloim dbcihppaciesised dy that %aﬁée@ﬁ%é’%’é‘%}mb“ra&%ssor.

20 17. Mot Vt?qnﬁ&qerdéhgtﬁufea e 8y lddvivelBieriar Aotienls ednidutdl avsaling
the steps of: .

providing a master hoot recqrd.of a hard disk system
encrypt ed ViAmeIoH@ ksy %ﬁiaalenﬁlrymlglﬁ?%wmoneﬁ%Wﬁ% on/ decryption al gorithms
W th associ ated key on a key carrier; 25 reading the content of said snmart
card thereb | i ng a..decrypti f sal S : AN aT-Y
i dentifi abl ﬁ'%%ﬁ%?&(?ﬁdl% b ]lginﬁﬁ?\/\ﬁ}a acgegfsg(e)@aihggs%g?cp Slzl[e@?&)%egg}r?yl err |1ng
t he decr yptisdnoptitaand/of a fibee coashenicivotchaebrd to a conputer system

connected to a hard disk drive systemthereby enabling booting of a

conputer operating 30 systemand/or a certain part of a f%e ]?I%IS em and/ or
a syst em uskt Method aenerding smelein 181 sharacispised 85 thahsaid consiitersegHes tion

stored encrypteekion rihbdonafidiisk cilivle  systemto said conputer system
18. Method according to claim 17, characterised in that said key carrier
conprises one 35 of a plurality of master boot records and

encrypt i on/ fEaidBbd astokEis to YIBi 3L02ABddberRET iM\BAR 400 3distin2ed d@ureDenanned ( 13)
for encryption %ggcigherin ﬁcrggbling)/decryption (deci phering, de-
scrambl i fg) SV off COMEUIoaHS} 498 (o or from a nmss storage nedia,
where the mass storage nedia conprises physically addressabl e areas,

characteri S?éj. ﬂd@th%&aakccgraﬁlgdt‘évd.lﬁﬁu 11, characterised in that said key carrier generates an
encryption/decryption key in said embedded processor.

20 17. Method according to any claim 1 to 16, characterised in providing the steps of:

providing a master boot record of a hard disk system encrypted with one of said

plurality of encryption/decryption algorithms with associated key on a key carrier;

25 reading the content of said smart card thereby enabling a decryption of said master boot
record in the identifiable decryption algorithm with associated said key;

transferring the decrypted content of the master boot record to a computer system
connected to a hard disk drive system thereby enabling booting of a computer operating
30 system and/or a certain part of a file system and/or a system/user environment and/or
other type of partition and/or information stored encrypted on said hard disk drive

system to said computer system.

18. Method according to claim 17, characterised in that said key carrier comprises one
35 of a plurality of master boot records and encryption/decryption keys.



conprises: 5 a plurality of electronic encryption/decryption circuitry
sections (41la, 41b, ..., 41n) wth a receivable connected nenory space for
associ at edoensanygiti on/ decrypti on keys; a conparator circuiRaTyN@e2d)342
partitioned in a plurality of sections conprising in each 10 section . two
write-abl e/readable nenory | ocations (100, 101), two el ectronic conparator
units (102, 103) and a logic gate AND (10Q4) interconnected such that said
menory |ocation (100) is conpared wi th2Phe content of an address item

105) i i d t it (102) .t i ne.if sai. jt
(105) 19 orisaebeteBialfinenplioh S oiabntishol t SRlbmi)cpqfyich BREHER g &2,
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location ( %Q&Lgé Hhedfd! &nﬁa&fé?@{)%};s?{?llwydﬁregga@@ ?fe%, dR5a6RIER infthadihe dadEess

item (105) Ts tess or e e"content of said nenory |ocation (101),
wher eby t hecongusgrat of said gate (104) generates an enabling signal, in
each said partition of said conparator (40), each said enabling signal is
connected to one of said pluralit el.ectronic encr on/,decryptiQn
circui try sephraig ({fﬂecéf,onlfflﬁt}crﬂ?t%/(’,n?‘i?ﬂwmﬁ031@51.“3’&?‘/‘?:18%39;@@0# gﬁng"t 1I’3I aim
19, char actwiih 8 esteivableahnddbg Bemsrysspatd foe assotiated eaciyptien/deaippteon keys;he
device (13) of random generated nunbers, whereby said associated key with
said one of selected algorithm by said enabling signal, is conbined with
sai d randona compdretor kwjrcaitiyo@ioy alartdioned iin lanpluiadity o seetions .copprising iDe¢Ache
according to glaim20,. LBl behfighs (106 1990480 k1cRfoNBicombaRte i S
predefi nlgd %ﬁ@‘l’ arra‘ﬁgteeﬁnkga%}ﬁ%?%ﬁﬁ Tbg?@(ggsv(i cés (}113 22 ODe\((:i cg

accor di ng twnitsl @02 193) wKaz degieerisedN (104 dntergopn susbsthat s SHRYH sai d
3o al gori t hige,hq156)35 Sb8pied withafik Bkt dfeh ad8@ss B (0d5)dn kY ch@paaiodt

al gorithns sections 41a, 41b,. ..., 41 . t.ed

communi cat 1Bt ENanFRAcicEBPe oS adiest by QLS Ypat5 et i Buf Faanyrys)
23. dDEVi ce @@%thimg)éh@q & htﬁi: ae f?mehal_g@lamﬂg beﬁ'édddrasstitmm (ltdsaewﬁmahsémt;mL

sai eys is. done Wi t fie- . a
publ i ¢ )[;‘Pi v 314 BgmERHERO gp@@lﬁlggglpg%%r@ﬁﬁ@gﬁ?%ﬁ%ﬁ%é‘}d@%*
accor di ng tem|(E05Ni2 Xss ohaqued tie thes@uhtent of kel swmyry kaeatiore(l W), wharebdps i s
done with @lﬂplﬂ%ﬁ&?& 'gﬁét (188) BéRf&RESan enabling signal, in each said partition of said

comparator (40), each said enabling signal is connected to one of said plurality of

electronic encryption/decryption circuitry sections (41a, 41b, ..., 41n).

20
20. Device according to claim 19, characterised in that there is a write-able/readable
table in the device (13) of random generated numbers, whereby said associated key with
said one of selected algorithm, by said enabling signal, is combined with said random
number by a logical or arithmetic operation.

25
21. Device according to claim 20, characterised in that the content of said table is

predefined and arranged in a plurality of devices (13).

22. Device according to claim 19, characterised in that said keys associated with said

30 algorithms are transferred from a carrier (63, 65) of a key to said algorithms sections
(41a, 41b, ..., 41n) over a secure encrypted communication channel (60) to micro
controller (51) in said device (13).

23. Device according to claim 22, characterised in that the transfer of said keys is done
35 with a Diffie-Hellman key exchange scheme or with a public private key scheme.



25. Device according to claim?22, characterised in that said key carrier
(63, 65) is a 5 device conprising processing elenent(s) and a non-volatile
menory. 2@0 @G@efsae according to claim 22, characterised iredinadozaas4t secure
comuni cation channel (60) is established between said key carrier (63,

65) receivable connected to a key device interface (61), and an
encryption/decryption section (41 a, 41? ..., 41n) via 10 said mcro
controller (51) and an el ectronic secur'%y unit (42). 27. Device according

to claim 2§, gharacteri.sed in. that i.d key: i i f o a
smart car d%e@ﬁ%‘?‘? a%@rdigg gctﬁl\alll gi’acél %%rc %lngg%tngﬁ%tl Sa?inqr %%8 ﬁg‘?g(ﬁ:{%ﬁsg ggei n
t hat sai d sdthureautheambingion(i80dest.s an optical and/or fibre comunication
channel . 29. Device according to claim 22, characterised in that said
secure channel (60) is a wreless radio conmunicatj.on channe&; gg 30.
Devi ce acc@bdDsyice acedrding claish A2 aehamaterisad ip that SA10kEYICABE03> CRLRI

(60) is a Weie c&ﬁﬁﬁﬂnlgl FEREERS1 bR i) afd @ hon-FdlatiRemeeryaccor ding to claim
19, characterised in that input and output fromsaid 25 plurality of
el ectroni c encryption/decryption circuitry sections (41 a, 41b, ..., 41n)

is dﬁne 0Vel DRevideydicordins td 3Bim 2. chbeaciaridedide dhati sagl Secuas gominaingation t o
30, characteris in that..an,i [ LT } i rypto
bus () il (o EENEP pPiyEel SR et (iF, 5] QORRGbRL edrBieciBl f 6TYP
claim 19 t dkeg3levichantexfseer (635 dmi rantdnatyption/deghptiosugsstion (g, 411). 4k 62 an

i nput/o . [ i : of follow ng choi ce,
bulto not % Plrél %dgﬁﬁ{%goﬁ%eg% GSIITEE%%FQE%O?&@ S(Jéggﬂtyglﬁlﬁtce{s\?)re Fi berVC\JAhagneI . ! 3s 34.

Devi ce according any claim19 to 33, characterised in that said

i nput/ out puly Bgick %éaordﬁ?do CRRMIGOBRakteried if i) sdakehdedit rrergnt (61) ishi ch
case said device c%ntrol er (30) execute a protocol translation between

said two i RoHIbA tRdehuses (11, 15). WD 03/027816 PCT/ NO02/ 00342 22 35.
Device according to any claim19 to 34, characterised in that: a master

boot record of. a. hard di sk, systeme | [ | liity of
5 encrypti g)rzﬁl E)&’}cﬁpﬁcf%rﬂmﬁ QoFt ?r%’ @%If%égeﬁlgg%}meg Fgér}lﬁcsgéeur{?r%%}%#oﬁ(gelcr yption
sections (4ptiaal and/bp fibre commtimipativrt ¢hanwdoci at ed key is stored on a key
carrier (63, 65);
29, Device according to claim 22, characterised in that said secure channel (60) is a
wireless radio communication channel.

20
30. Device according to claim 22, characterised in that said secure channel (60) is a wire

based communication channel.

31. Device according to claim 19, characterised in that input and output from said
25 plurality of electronic encryption/decryption circuitry sections (41a, 41b, ..., 41n) is
done over a crypto bus (32).

32. Device according to any claim 18 to 30, characterised in that an internal ram (31) is
connected to said crypto bus (32) via a circuit controller (30).

30
33. Device according to any claim 19 to 33, characterised in that an input/output bus
(11) and/or an input/output bus (15) in the device (13) can be one of following choice,
but not limited to: SCSI, IDE, AT, ATA, USB, FireWire, FiberChannel.

35 34. Device according any claim 19 to 33, characterised in that said input/output bus (11)
and input/output bus (15) can be different in which case said device controller (30)
execute a protocol translation between said two input/output/ buses (11, 15).



said mcro controller (51) reads and transfer said master boot record for
storing in said ram(31); 10 a connected conputer system (10) can then be
boot ed acwewraimgito the content of said ram 31 via the deximeo@mossol | er
(30) and said interconnecting bus (11). 36. Device according to any claim
19 to 35, characterised in that any e-mail or any type is of electronic
data as for exanple networking traffic c be transferred from said
conput er system (10) via said bus (11) afid device controller (30) to said
ram (31), and be encrypted/ decrypted over said crypto bus (32), and then

read back to said c uter system (10) for further actions. 20 25 30
gg © 35. De\%ce accord?rrlré) toanyc g{m 19 to 34, c):haracterlsed in that:

a master boot record of a hard disk system encrypted with one of said plurality of
5 encryption/decryption algorithms in said electronic encryption/decryption sections (41a,
41b, ..., 41n) with associated key is stored on a key carrier (63, 65);

said micro controller (51) reads and transfer said master boot record for storing in said
ram (31);

10
a connected computer system (10) can then be booted according to the content of said
ram 31 via the device controller (30) and said interconnecting bus (11).

36. Device according to any claim 19 to 35, characterised in that any e-tail or any type
15 of electronic data as for example networking traffic can be transferred from said
computer system (10) via said bus (11) and device controller (30) to said ram (31), and
be encrypted/decrypted over said crypto bus (32), and then be read back to said

computer system (10) for further actions.

20

25

30

35



