HARD DRI VE ERASER CROSS REFERENCE TO RELATED
APPL|I CATI ONS [0001] This application clains benefit to

wa2@7/0Psoyi si onal Patent Application No. 60/ 72BCBRS2006/040
_ ) 805
filed on Cctober 20, 2005, the disclosure of which is

i ncorporated herein by reference. BACKGROUND [ 0002]
The present invention relates to conputer and data

security, parti guhpRIVE BRASIR at us and net hod for
erasi ng data contai ned upon magneti c data storage

medi a. [0003] Conputer and data security are inportant
concerns for individuals, businesses and governnents.
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(2003) (Granm Leach-Bliley), the Fair and Accurate

&@%gtcogﬁg% 34%@9.9% #r%gt}litgfare%%rtﬁxﬁ%%ce‘ﬁﬁi Jor itidigiduals,

: rat I Fraud Accountabi ity Act of
bus2Bes ((Ba pbatamefds] yticularly, sehiere teshnidyes 7 GFagHEer

Portability Account abi |.i Al ] [
UL e R L 2 el
Patrel?teﬁfglﬁ%&l B &lichR 6 NOEPIRIAGR 5DOTS, Sl s loyminanmil assigned to

sensitive data. [0004] In response tQ fhe jncreasin
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and governments. Legislation has also pushed the importance of data security to
the forefront. To comply with federal regulations, companies now need to
completely and reliably eliminate all sensitive data on hard disk drives prior to
disposing of or reusing the drive. Specifically provisions of the Financial Services
Modernization Act (2OOB)(Gramm-Leach—Bliley), the Fair and Accurate Credit
Transaction Act of 2003 (FACT Act), the Corporate and Criminal Fraud
Accountébility Act of 2002 (Sarbanes-Oxley), and the Health Insurance Portability
and Accountability Act (HIPPA) all contain data security requirements. The

regulations under these acts set requirements for securely handling sensitive data.

[0004] In response to the increasing need for computer and data security,
techniques for erasing or destroying electronically stored data have been
developed. One such development is data eraser software, which is intended to
make deleted files unrecovefable as well as eliminate the extraneous data that is
created and stored by many applications, especially those involving the Internet.
Such software is run on the computer containing the hard drive that stores the
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devel oped. One such devel opnent is data eraser
software, which is intended to nake deleted files
wairegoorser abl e as well as elim nate the extraneCUESHas/640805

that is created and stored by many appli cati ons,
especially those involving the Internet. Such software
is run on the conputer containing the hard drive that
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erased using a low frequency. According to another aspect, a certificate is

generated certifying that a hard drive was erased.

[0007]  Additional features and embodiments will be apparent from the
following detailed description and drawings, which illustrate exemplary

embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] FIG. 1 is a block diagram illustrating a hard drive erase system

according to an exemplary embodiment of the invention;
[0009] FIG. 2 is a schematic diagram of a portion of a hard drive;

>[0010] FIG. 3 is a flow chart illustrating a method for erasing a hard drive

according to an exemplary embodiment of the invention; and



enbodi nents. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0008]

FIG 1 is a block diagramillustrating a hard drive
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the invention; [0009] FIG 2 is a schematic diagram of

a portion of a hard drive; [0010] FIG 3 is a flow

chart illustrating.a nethod for erasing a hard drive
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and[001 1] FIGS. 4-13 depict structural configurations
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an exenpl ary enbodi mnent. The system 100 is a stand
OCCUiTIBR & gg,g{agmr fat provides secure erasure capability
of hard disk drives. The system 100 enabl es hard di sk
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drive$HAIY drhsed such that the data selected for erasure is forensically
unrecoverable. The term forensically unrecoverable means that data is not

recoverable by presently used techniques.

[0014] The system 100 includes a control device 120 capable of supporting
software applications. For example, the device 120 can be a central processing
unit, a server, among others. The control device 120 supports an erase module
140. The erase module 140 can be one or more computer software program
applications for erasing data from storage media. For example, the module 140
can include software available from the Magnetic Recording Research Center
(MRRC) at the University of California, San Diego, specifically the software titled

“HDDErase 2.0 Beta,” among other software applications.

[0015] The control device 120 is in'communication with a storage device 12.2.
The storage device can be any form of memory capable of storing electronic data.
According to one exemplary embodiment of the invention, the erase module 140

causes data about each erase procedure to be stored on the storage device 122. In
3



software applications. For exanple, the device 120 can
be a central processing unit, a server, anong others.
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indicator 112 is shown on the drive bay 110, status of hard drive 170 in each bay

110 could instead be displayed on the user interface 101.

[0018] Each drive bay 110 can be operated independently of other drive bays
110 and individual hard drives 170 can be connected and disconnected from the
system 100 drive bays 110 without interfering with the operation of other drive
bays 110. Accordingly, the'user can remove one hard drive 170 from and connect
a hard drive 170 to the system 100 without powering down the system 100 or

interrupting an ongoing erase procedure.

[0019] The drive bays 110 enable communication between one or more hard
drives 170 and the system 100 such that the system 100 can erase data contained
on the hard drive(s) 170. Optionally, the system 100 can be configured such that
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| ocki ng mechani sm 111 and a status indicator 112 for
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certlﬁcjates for exangple by printing, emailing, or other output mechanism. In one
embodiment, the output device is a printer for printing certificates (e.g., in the
form of labels) certifying that a particular hard drive 170 has been erased.

Alternatively, the output device could be integrated with the system 100.

[0022] Also optionally, the system 100 can be in communication with the
Internet 151 or other computer network (not shown). The control device 120 can
be configured to provide erase certificates and logs to a remote device 150, such as
a computer, which can be part of a computer network controlled by a third party
independent of the system 100 user. According to one embodiment, the third
party receives erase certificates from a variety of sources, for example, from

multiple systems 100, and stores the erase certificates. In this manner, the third



the printed circuit board of the hard drive 170.

Al'ternatively, the system 100 is configured to
weoorsiseat e Wi th the hard drive 170 in situ, PCHUS2086040805
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Beta Software. The low-frequency is the frequency of the magnetizing electrical

current provided to the magnetizing write heads in the hard drive 170 being
erased. The low-frequency is chosen to be 10wér than the frequency normally
used by the hard drive 170 to write data. As the frequency is lowered, the
effective write-over area of the track 225 is widehed. Preferably, the low-
frequency for a given drive is chosen to be low enough to increase the area of the
track 225 so that there are no fringes 226 left with sufficient data that may be
forensically recovered, i.e., to completely erase the drive 170. A predetermined
number of such write-overs are conducted to erase the drive 170. The user can

select the number of write-overs or use a default selection.



write-over process. Such inconpletely erased data nay
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170, such that data erased fromthe drive 170 cannot

be forensically recovered. Note that the track 225 and

fringes 226 are only shown schematically and that
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hard drive 170 onto a different hard drive 170. Further, the module 140 can also
be configured to provide post-erase procedures, such as reformatting or

repartitioning of the hard drive 170.

[0028] In an additional embodiment, the module 140 is configured to provide
privacy protection erase processes that do not require any data on a hard drive 170
to be read prior to the erase procedure. For this, the module 140 writes sectors of
the hard drive 170 with one or more flags (i.e., predetermined data). After the
erase procedure is complete, the module 140 reads the previously flagged portions
of the drive 170 to ensure that the data was erased. Alternatively, the module 140
could ﬁrét write over the drive 170, then perform an erase procedure and then read
the drive to ensure that the data was erased. With these procedures, there is no

need to read the data originally contained on a hard drive 170.
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nodul e causes the hard drive 170 to performa DC Erase
by providing a signal to the hard drive 170 t hrough
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drive 170 to be read prior to the erase procedure. For
[0036] FIthe3 Ariiliirgted e ambddémersadhgracess for hensingrachand i ve

170 with one or r lags (i,.e., predetermn data) .
arivadgRspRaoraem PG FaRedtigp B RS Bhfee 150
invdnBiBAS 1 dMBulRIHR WinQsiSlotd tl-AadadqRaAGE bPIS s@ps tberited ke 170

to ensure that the data was erased. Alternatively, the

connextioh evitdBl G 34 anfbie plieredrend edditienal siees may pe 24988~ t hen
perform an erase procedure and then read the drive to

t.h W
SRR G 0t 008 1 SRR i 3 e e
Updf dy8icRabdot, the DieiiNgdsenredawitian graphicakbusty itgrd029P1i n a

further enmbodi nent, nodul e 140. i fi dt
Otjamally e smts FRBATHS BIGWER HIOTPAGR IR PELIIETHS

101N ;80 IMEneh? Bortidiah iltBindiRANs BABEAErly useful if use of the

system 100 is to be restricted to specific users. Any suitable login scheme can be

used, such as a pass code, biometrics, and voice recognition, among others.

[0032] Upon entering invalid login information in step 202, the user is
prevented from accessing the erase module 140 in step 203. If the user inputs
valid login information in step 202 the user is able to interface with the module

140 at step 204. Multiple users may have access to the system 100 at a same time.

[0033] Using the user interface 101, the user can begin an erase procedure,
view erase logs and certificates stored on the storage device 122, and manage the

system 100. These procedures will be described in more detail below.

[0034] The user begins an erase procedure at step 205. For this, the user 140
installs a hard drive 170 to be erased and locks the drive bay 110 to which the hard

8



or otherw se processed by the system 100. The
certificate can contain, for exanple, hard drive

WO denapifsdozati on i nformation, such as the dri vePGEUBZNNG6/040805
nunber, the drive manufacture, drive nodel, drive
size; a start date/tine stanp; an end date/tine stanp;
the erasure nethod or procedure conducted (e.g.,

drivg PG Wiad thstdlled MAllfetnagvel gl the yystedi 1006 trne@bd BMBEESS
or failure; the user oinitiated the erase

hardrpeddria sitendhgep 2heths spsrmedyle A0 defegnthaatisderd a

drivE 9761t ih&g\lécpénélctﬁé chIdng %égﬁ&iérﬁ 11 i ' cBd e Pay 110
remai ns cl osed and T ocked for the entire erasure
process. The certificate can be in any format (e.g.,
[B0F5¥ Inl serf 207ghe, uset @otthardetect fheierse dpetorbiodpeotsebbg) .

. 0030]. FI 3A il lustrates e odi.nent, of a process
inp G ot St e e S0 KA RRh Ly adusel g
accelpth Gefablt eREE %[e@idalqar&s@t mthé ES*%&% et I1énel FAgbddM&it then.

t should be understood that the sequence of the steps

userf@s glspiselgct te havnerstain Blgs epnied frpm thg hardghivied 78 1te stpeage
: it - | t
dewt@?I 222?/02{%&&??%5‘[ l’?el'rg By 1?121 cgffgy%gg l&e%}g gl?()é,]pandrb{gél} rl(:eglaggdl

I's activate
on thesérive dfpeo it iS pRised)ob@oiaye tHeeconsaits ofthp hadelnived 7Mghdstal

graphi cal user interface 101. Optionally, the user is
to theéﬁ&:r,egghqrgdgm &f0-1 ogi n i nformation using the user

interface 101 . The requirenent for login information

1093 FROhESHeREdsY nttSIRIaUS sd1fctats %leolisegn hftisyshe g}a&g oc&dur®

S
e restricted to specific users. y suitable 1ogin

in step RB8re Thansdsenaysdldw theietasaprosedyas to eowbanpléfedaemay cs,

an oi.ce recogni tion, .apong -.others., J.003 Upon
ternfiile MR GG Bt B PE R Gl e QBB of
the &8 proSedukE eI pETDof (WDBIhaCEa®S stk@cidftgl) ahafsulidas keretit0
in step 203. If the user inputs valid login
on thysteragadevse i st ep 202 the user is able to interface
with the nodule 140 at step 204. Miultiple users nmay

o . 33
@F@gﬁfﬁ@ﬁﬂ t ond fer %e%%se[mré&%ea% éfas%aasﬁlﬁda{sg InbR933]

e user interface 101, the user can begin an
embedasat preoreetfivats isyrieted én dedotm g$ a datd] todret dffikehtiodke

.S ed an the storage device, 122, .an nage the
arivg 120 o eS8 D 1B s Bre it B8 o 13 oo BRBF P B T oor o
fornl@b aithir®BArBW. For example, the erase certificate may be sent in electronic
form via the Internet 151 to a third party. The third party can be a certificate
service that will verify the certificate to prove that the hard drive 170 has been

successfully or unsuccessfully erased.

[0038] In step 213, the user removes the erased hard drive 170 from the drive
bay 110. If the user has printed an erase certificate (e.g., in label form), the user

places the erase certificate on the erased hard drive 170.

[0039] In step 210, the user can manage the system 100, including all bays
110. The user can, for example set, or change their own password, select default
erase methods for the drive bays 100, among others. The user can also receive

updates for the erase module 140.



[0034] The user begins an erase procedure at step 205.

For this, the user 140 installs a hard drive 170 to be
wee@sodsand | ocks the drive bay 110 to whi ch tP€T/US2006/040805
harddrive 170 was installed. Alternatively, the system
100 can be connected to the hard drive 170 in situ. At

step 206, the erase nodul e 140 detects that the hard

[(SM)@ étZ;I?zlz thd'SdeR bAPReRMEL §R@nl ookioRy afi®ehani sm 111
Is in a locked state.(kggﬁggzln step 207, the user can
certifidatas. pttionallyt, e @aseseo anderseniigwgd iy cnabiUhe UFRy
information into,the user int e 101.
to Se%f)n}t‘ g}ﬁr?é?sieg%gi}’,as?c}]%n LEF Eq’:eaaﬁ&a%ggép " a default erase
nmet hod preset in the system 100. In one enbodi nent,
[00ua ] BSEY 3B diusah®s apedcest oftusingansy steer T Irmvirig a deastoipised

fromthe hard drj 70 t _devi 22
ot LS en 0 42, 100,10, Lok age devi.co 428 (0,
embid&@gnt[ﬁ%@ﬁ@gnt%. 1R HthoEdept & in HIG, SBAK g&ﬁdulaﬂy to

e contents of the hard drive 170 ghosted tog the

usefudiif foeeresint apipdicatiatsi Veevidkdee pOOGENe Onevent iandheaivempdenod

iS S cted, .the user initiates t in

herd g 568 St T e Rran Bt af LECRRE BUETROMS O
any GRIMBERLAINt BBIoIdeEIFIbRAbankllee MedarTidt e 10 0K itsalata

conpl etion. Upon conpletion or termnation of the
withewtamdulyrdisebinacthe avidergs apdovhilgmeaipaming a plger chain of

syccessful). th {48 " rE8 R of Bfors bAkARRd
mmugyvftgﬁggg?wﬁ%g%@%ﬁﬁﬁbgggg1%ﬂ§§@wfﬁe Eé%r selects to
drivdseBRiavekwretoderaarfidafal cate. I n one enbodi ment the

certificate is printed in the formof a |abel to be
affixed tg th j 17Q. t.i L 1. ifjcat
bt 3mSR R 70 e S

LhirfA vaa¢ 1301 For-2xametiBelyt NEncefgsmdorténd hedtiavesay
placﬁde sént [ %rel ectroni céb?sgr m v}? a the Internet 151 to a

170-0 h1 7062 parseyurelpreeaseiite ensyeerthgt noadatbis Pieseat en gifhenfdve
service that will verify the.certiifl ove t hat
10 SRMERG DR ol S YIRS b vt

conéB8MCERESlepld1Y oFFaGerA. [0038] In step 213, the user
renoves the erased hard drive 170 fromthe drive bay

110. If the user has printed rase certificate

e e ey R BRSSO L34 by
11038 i [dr SR EMOR chf\Be LloRa8HoMAE Ard bhd Secbh drives 170-1, 170-
2 in drive bays 110-1, 110-2. That is, all data from the evidence drive is copied to
each of the first and second drives 170-1, 170-2 in drive bays 110-1, 110-2.

[0044] If desired, the evidence drive 170-3, the drive is erased securely in step
306. A certificate for this erase procedure and/or ghosting procedure can also be
provided in step 307. The evidence drive, whéther or not erased, may then be kept
by appropriate authorities or returned to its owner. The copied first and second
drives 170 can be analyzed. Alternatively, if needed, one of the copied hard drives

170-1, 170-2 can be stored by appropriate authorities as evidence.

[0045] Although the process described above in connection with FIG. 3B
include making two copies of a hard drive 170, additional or fewer copies can be

made as necessary or desired.

10



[0039] In step 210, the user can nanage the system

100, including all bays 110. The user can, for exanple
wa@edo7/0e180zhange t heir own password, sel ect defRCi/US2006/040805

erase nethods for the drive bays 100, anong ot hers.

The user can al so receive updates for the erase nodul e

140.[0040] In step 212, the user can view the system

[00%6] ogEIGINd- 18rdRpiet SRtidtinhl Corifigarationd fopadlatd/dritd@aer ase
nodul e 140 can he configured to _enable the user to

systera PR KFiChd) agoarding yexeptplay epiodisasnisef thegyveption.
criteria. [0041] FIG 3B illustrates a process of

(95 HUEHETD 199, hord i gl s snsemapt g

appaetns 700. nThd term nehteioremimds thahtheapparhs 760 éntandiguret e

met hod depj cted,i.n F 3B.Js.particul arly useful i
rocel G REPEChipA TG EERLT0 FNAA BRREmHsdb i FERUE st
as tHeShatiPe B&8cd 9BIDYS compdREsts OF ih¥ Rari@ vl itsd Bl AnbALLHtBEN, ark t

IS necessar% to preserve the hard drive 170 and any

avoided.aF errrapple, ths@pparetus 08 capregeisp pardedrivs fdhstie t he
har d [ 17 i.I it j r bi ng
norrlF bl i et RREANic, SR el citthor LS Ot
allo®it thelPC vlersfahetidnahadessstto tiojaya. t Akerawtivhdy)ciee fyarachtaly i ve
to one or ngre otger,harg,dnives that are known to be
700 cpp e ANNgEES 0 ¢ BYASTIVE A /¢ feHtag 1S IRHVSERYIC% | r st and
second hard drives 170-1, 170-2 are placed in drive

L@@Mg] 119hid is didiroishhBIR FREE IheRbdvenliBBalldrdstte RAhigRcONd
ard drives 170-1, 170-2 are securelﬁ erased to ensure
desaripad abeveddisimply lgadingerasigpsafiware pnigrihg BC1g gttemnt toteegse

deraigeg s B BATELPIIR T ARG BEPE bt S RPN 03
conhdtteitte Rnafdduser Becegytokbn dara Reviel 6H thedadd/@id 179. pl aced

in athird drive bay 110-3. The drive_is then ghosted
Prefegablyadie appanatis 700 s physirglly sesirde fpmaiierppparptusgso- 2

' ri Vv - = ' 11:91‘3' fromthe
HOdéé\}’iegéfﬁec%pg?aﬁse@Qn %'o%ellélglst?c 81199—g§]|%1‘0é61 t% ﬁjeﬂ Ir é]?y and
incapaated it aneherlapParhiuslor @eice,rand mayebehiayombiticatiof 1Wth2 .

{OO@;} I f, ggiired, %ﬂe evi dence g{i e 170-3, the drive

another devicsatia e dniertey 1p hOs# EYPRYE NAVERT ti fi cate for this
erase procedure and/ or ghosting procedure can al so be
[0049]  The base apparatus 700 can include drive bays 110, which are

accessible via an access means, such as door 705, an opening, among others.

Alternatively, where the apparatus 700 is to connect to a hard drive 170 in situ,

one or more of the drive bays 110 can instead be a connecting means, such as a

cable, probe or other device for providing communication between components of

the apparatus 700 and the in situ hard drive 170.

[0050]  The apparatus 700 also includes a user interface 101. Hard drives
170 a placed in the apparatus 170 and connected to a connecting device, such as a
port, cable, probe, or any device, mechanism or means for establishing
communication between system 100 and a hard drive 170. In one embodiment,
the hard drive 170 is connected such that components that interfere with data

erasure of the hard drive 170 are avoided. Cable connections 110a are shown in

11



provided in step 307. The evidence drive, whether or
not erased, nmay then be kept by appropriate
W@edaoio4isol es or returned to its owner. The copP@US206040805
and second drives 170 can be anal yzed. Alternatively,
i f needed, one of the copied hard drives 170-1, 170-2
can be stored by appropriate authorities as evidence.

FIG.[50248 cMrnkhiscievidi ehiloase soniea6s, ed 23Rg¥ebd M 0D,
connection with FIG 3B include making two copies of a
amomgottiendr ¢anderped. addi ti onal or fewer copies can be made

as necessiary or desired.[0046] FIGS. 4-13 depict
ct j [ [V

B A e i R -
including the biisg\(;@pﬁrbtlm 700004 iRest@tedientpotiondsit,Ghe 4dditibnenl .

system i ncludes a stand al o e A t 700.
ey e e o e S R U5 35 SAPBRREhS .00
appa?eﬁﬂ{lés @Ug,eﬂ)ﬁtcgntraﬁp@rwéeoa?ﬁ 1 £@ BREfikartsToRinbafadindIwiietht 70

such that inpedinments fo data erasure, such as the

base!’a@péu‘la‘f&ls device, s pdt.a8bleconayndavics, mechanisnherreansifole
I.t se , anmong..others re avoi: . e
estalfishinesondpugnonner pen M PP RN G pheke Y nls o4
base¥pparats 700 sesh thattthe arivh bdyera0tof dewupglemshidhamaraus

personal conputer (PC) for allow ng the PC use
805.f400cre rramanieation trith the sypiera 114 t‘%r Hemna |F§8 %HEC
ar.at C j in
R o
and GArSbd inghé fhafdrdwantdher cplatferm BOMal erasure
t echni que descri bed above of sinply | oading erasure

BBSHay TR e it e el o shlo RELEp oG SR e

syst%ﬁ NYENAsQRGNA ¥h CONIGGhET, iR sonahl Wowas cosigirabwithinthe
ata stored on the hard drive 170. Preferabl t he

singippatabtalssy gparauphypdi a6 § iseiantand SMEdﬁ%vaw@F
appar se
app R Ao RGeS ey yledo AR A Rhh TR, B B 1 4t

app@BRk 1600 RRRAESALSpthaldenidiel 00ar(HIGrety tdpromwte portability.

R

baseg%or})aa%:e{?% 1166 o4t by gorﬁl%gt%d 119 80%11 Sr@! THRGEESSIpataBusVi 080

cess neans, such as door 705, an openi ng, anong
can @lsbéncude a rechargeable battery (not shown) to enable use where a power

source is not readily available.

[0053]  The base apparatus also includes user interface 101 (FIG. 6), which
is shown as a touch screen interface. The user interface could also be another type
of interfaces, such as a screen and keyboard and/or an audio interface. The output
device 125 is an integrated label printer having a label dispenser 1125 for printing
certificates in the form of labels as described above. The base apparatus 1000 also
includes ports 1155 (FIG. 7) (e.g., USB, ethernet and phone ports) to allow the
base apparatus to be connected to the Internet and/or other base apparatuses 1000

or devices.

[0054]  The apparatus 1000 also includes drive bays 110. Each drive bay
110 includes an opening 1012, which is configured to receive a drive module
12



Al ternatively, where the apparatus 700 is to connect

to a hard drive 170 in situ, one or nore of the drive
whays/047802 can i nst ead be a connecti ng neans, SPCHTTUSH0&040805

cabl e, probe or other device for providing

comuni cati on between conponents of the apparatus 700

and the in situ hard drive 170. [0050] The apparatus

1 100{%6 ghg? rriordgie_ulq@§ it tWRETs cioﬁﬁgﬁrfeégcﬁrel'&% a Radddiriei17es

aced in the apparatus 170 and connected to a
FIGSc 8rifeshbivg ddfienalcdswselche devamedrle, 1 188bAs expleiské in or

.devi ce, . han; : f i shi
more S oA B MRS TR Sl Ol P Bt
1100liNu@RedeATeds eaid 8-1 0.ecabRs dretidt hieededQo bfoviden@aiedion

such that conponents that interfere with data erasure
betwegn haié drizesdl 7§rand éherspetery F00avoi ded. Cabl e connecti ons

110a are shown inFIG 5 as the connecting device, but

[R133¢" %%%g%i[hgggsﬂéum B5ve ag_rlqb@ncla&a@ a pRRDING 0 MHBRAS |

can-be use FI'G 5 depicts a nore conplex
as a BB dirreithinathe bpanimy K1 18mEROD diive moditled 108 en a port

apparatys 700. In the j strated enbadi t. the
11103 3RRERsH e o it Barbl I R v PR o ke
drivéARB@NaY Y6E&ndRse S RferciBHBRARIBNERK o ERATB WSS 1 BNt

806 contain drive bays 110 and neans for interfacing

shouidl benurtdeestasalshatapp auitablesparoor gaangetionprpweing cabl e, or
. devi hani i shj
com eS8 s BLRAER- B IR Bpd e 65 L1 00 s

806 and base apparatus 700 such that the drive bays
[003b]of Rdok dsupploduieritl 60 abp parlades n80bmoBOIGrddBvE ports

11605 TE i G BhBREHE IO Hopil 20 pebamanly S Ra Bty

I angl Ga&eRRIrive htRildsor m
00 B 403550 SRS APRSSANS oo mpshat hgo

11000epihaye diffeeedipbyts pirlt AbbRsuitabledbudidferantbmas selrd dfiveshe
170 system 100. As shown in FIGS. 6 and 7, the system 100
'can configured within a single portable base apparatus
1000. FIG 6 is a front and side view of the apparatus
[@gﬂm RBBgrdblGthé/oneSorandre gorty il 60,4161 hie papyidedadrusn 1000.
e

inter{aypg @%g&e@%gg%{ %%%@éggﬁqgé% gg; ﬁl{@&ggel p%?t%ll 12@,“1‘1'6? is
desired (e.g., due to damage or if different ports 1160, 1160 are desired to
accommodate a different type of hard drive), the interface board 1166 can be
removed from the drive module 1100 and replaced with another interface board.

This provides a cost reduction as compared to replacing the entire drive module
1100.

[0058]  The drive module 1100 also includes a hard drive support portion
1120. The support portion 1120 serves to stabilize the hard drive 170 when it is
connected to the drive module 1100. In the illustrated embodiment, the support
portion 1120 also servers as a guide when the drive module 1100 is placed in a
drive bay 110 to ensure that the drive module port 1110 connects to the drive bay
port 1010. FIG. 10 depicts a side view of a hard drive 170 connected to a drive
module 1100.

13



The base apparatus 1000 includes an interface 1156 for

a power cord, so that the base apparatus 1000 can be
w@omimeeserl to a power source. The base appar at BGT/LSD06/040805

can al so include a rechargeable battery (not shown) to

enabl e use where a power source is not readily

avai | abl e. [0053] The base apparatus al so incl udes

199891 i ningh¢ dbvstraed e(nIBb«Iimeﬁ), thenhippbirt ipsrtmndswomsctad touch

the GilsARpf ) FA0 BF % pingE 148 chocoBlighlvae sSSearbdisha s
can sepbpditinamdipeh positiay! GF (3 8)"1619&[ 1868 podit®n QRICR Wb, %\éh(ﬁ?

125 is an integrated label” printer "having a | abel
a clogpd peviden suapost pastion 13k ¢ovgrssad prateeatheports 11 h& 1160.m

i bed above. The base apparatus 1000
116?%“40*%%8?65 eéT%ﬁ’ s 1155 (FIG 7) (e.g., USB, ethernet

and phone ports) to allow the base apparatus to be
[@Gﬁ(ﬁﬂect Bathtdriveheodutd E00ahcladed/adatchtibét, viasleactivates a
uses. 1000 or devi ces. [ 0054 he a aratus 1000
lookRRReERGLE. ot asairaSidioet, eaont amitve hagrorign FIO.

6, edc ‘Eﬁ"l‘#g @fodak pl@)@%'lsf(‘)gnélgé%’a s’fﬁh§ﬁdic§to&‘ QDb GiHne gmﬁa@dlment
receive a drive nodul e1100. The drive nodule 1100, in

of Fi@rén thej Séatubmdlcgtﬂre@lmctss LEDsi of aary imgealonsy wirigh ;sfgmal th¢ GS.
add Vi enws i ve nmodu

sanifot QPR B 1 ekt uirfe G, ER SR ik

that G@[tfde@&l’éaé téfiplefe dnb €hcdtidrd @rib@y B0 dallqaeaﬁﬂlodéd i BREUE S
1100 illustrated in FIGS. 6 and 8-10, cabl es are not

indi¢pithabn POCRRWE ide PROF e fee ﬁhe(ﬁflwé?tawééﬂ sheldngrbeses 170
Ope!% pd the system 100. [0055] As shown in FIG 6, each
rive bay 110 includes a port 1010, shown as a USB

port, within the opening 1012. Each drive nodul e 1100

[Oﬂél]u del¢ sleoydd be uidetGoaxbihbi (glﬂ:rcafdmre doiebayst 1 lt()cactdréingo rt

1010 of the.d b d |
to th Pppof e G v EPH BRI RO SRV REel 1 ve
comPaépdehddd. Hdr exhipleda 8vaIEr 1Dt RRMHAE drdvymsdilé abd®

ggrt or connecti on provi di ng conmuni cati on between the
can by prig@ided diyp @erbod camiuieher ¢ihendevisayo endbletn dpeiceted.

acuL&QéE%'5%%%.%bk¥%fﬁgg%“ 100 al so includes one or

nor e por , 1161 (FIG 8) configured
to receive a hard drive 170. So that the system
[0062]  FIGS. 11-13 depict more complex embodiments of the system 100

including the base apparatus 1000.

[0063]  FIG. 11 shows the base apparatus in communication with a laptop
computer 1199 (or other personal computer device) and an external hard drive
1198 via ports 1155 (FIG. 7). In this configuration, the base apparatus 1000
serves as an external hard drive to the laptop 1199. The external hard drive 1198
can serve as the storage device 122 and/or receive data copied from hard drives
170 within the drive bays 110. '

[0064]  FIG. 12 illustrates multiple base apparatuses connected together via
ports 1155 (FIG. 7) in a “daisy-chain” manner. In this configuration, each l
apparatus 1000 can function as both a client and a host device. Further, an

expansion bay 1210 is connected to and in communication with a base apparatus
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100 can accommodate different types of hard drives

170, different drive nodul es 1100 can have different
wWQ@orrs47BAB61, 1160 suitable for different typesPOf/URENE040805

drives 170. [0057] Preferably, the one or nore ports

1160, 1161 are provided on an interface board 1166. In

the event replacenent of the interface ports 1160,

1004.18de é:gaflish b&H11 8 i@cludeirlditdneiedrB@ebags 1 id, v(ihlélf geent
ports 1160, 1160 are desired to accommpdat

om@teﬂﬂ@@@&h theyhgee epapatvyl Qi0jto avhich the empélpﬂé@é I%b%de

com&%% can be renmoved fromthe drive nodule 1100 and
replaced with another interface board. This provides a
cost reduction as conpared to replacing the entire
ﬂ)OBS]e nBidul18 depiees a flRdS8H sphle” donfiguradatudEappadfises so

T AN .
to rrg»ﬂt'cl){)@ othéPappasitudel 1060 @R 1A foP cd i@ 1kd thesdGEet e

In the illustrated enbodi nent, the support
appgreus¢sa®08.120 al so servers as a gU|de when the drive
nodul e 1100 is placed in a drive bay 110 to ensure

th drive
08, syl B TR gt ARy SEBRERL TG 01
inclddihy end dOmorerappataaces DO aﬂe pmxhhmdlﬁﬂrﬁleﬂ,:bﬁﬁh {)’&6159] I n
t he |IIustraH enbodi nent q é ion is 1
conHHTARRTSAN P L fr OB R 121 18808y | G5B AeT e
oon@%ﬁﬁ%gé\ﬂ&l ) Yr eit@%a?HﬁﬁQHltve @@99 i on 1120 can be position
I'n"an open position (FIG or a closed position

(FIG 9). Wen in a closed 555|t|on support portion
0083 coVhe sirusherabeasfigurationsy pgfé@d 0 F§Bo4-13 pepexamges

o AP BTt B o B g

devﬂ‘E§ Bexoiibad abble 1latso’ateqﬁeiarrsd)hﬁﬂmdd ahdddvicea b ngpng ﬁhw r s
shown in FIG_ 6, each drive, nodule 1100,

ggso
coul%ltq e anPiedeadks Thecibet dhscion g drmangn B RNt of
! HRlobjedfs! HaRFesl HPadiantigeyding
@wﬁ%ﬁﬁ¥ b%ﬂ a%H&haE egﬁggékLs of tﬁg ar% g?lge 170
the presérh m\d:ntlme hasyndt]iﬁten&'emi; hewevreplthat thy present dnventieh bat e
strictly limited to the above-described and illustrated embodiments. Any
modifications of the present invention that come within the spirit-and scope of the

following claims should be considered part of the present invention.
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that a procedure is conplete and the hard drive 170
can be renoved, while red can indicate that a
WEe@eoOUS0E i s in progress and the drive bay 11BCHOS2006040805
not be opened. [0061] It should be understood that one
or nore drive bays 110 according to the enbodi nents
descri bed herein could also be included in a
Whet MM SRl B abw GaAEBiRI t6 BY |pfc‘(ﬂecté'_cpl5y B4EPPentdfdid Vaitdny
110, including a drive nodule 1100, can be provided in
SHﬁGHpersonal conmputer or other device to enable the
devi ce to accommodat e various types of hard drives.
[ 0062 !g& - <€ enbodi ment s of
thg §§gg n1t8%ﬂ¥%§1g§8k&&d bggg ggg?atus 1000.
[0063] FIG 11 shows the base apparatus in
co AP with a | aptop conputer 1199 (or ot her
personal conputer deVICE% and a external hard drive
1198 asantighfevdce; fhercontroiilevige COP EYRE L confi gurati on,
t he base apparatus 1000 serves as an external hard
dr i vesupport e ctaapmegulel e erapp enoditecronfiBukaiel dri ve 1198
can serve as the storage device 122 and/or receive
dat a @ogi £thrd drine hathdhalrdawesased @rom theihard he dri ve bays
110. [0064] FIG 12 illustrates nultiple base

appar@ﬁmg%rg e{;tlﬁlgedoe}ggmlaer via ports 1155 (FIG 7)
in a "daisy- chaln manner. I n this configuration, each

appar function as both a client and a
host %é%?ééQ%%hP er, an expansion bay 1210 is

connected to n co at |l on with a base
apparﬂﬂﬁ?i@ﬁﬁ? lgwéyBgngﬁg ]nVI 210 i ncl udes
-addi tional drive bays 1 mhlch rated through
t he bﬁ§§mﬁ@ﬁﬁﬂﬁﬂﬁ§WTﬁU®ﬁ¥6d%ﬁ?@ﬂi §°% %ansion bay
1210 is connected. [0065] FIG 13 depicts a "hub-and
spokedewienf i gurati on of apparatuses 1000. In the FIG
13 enbodi ment, the apparatuses 1000/1300 that are
conneThedppaeatiaibitdlghel ,ovleesin dppanstmiedde 000 serve as
a hub for controlling those other apparatuses 1000. ,
configured to provide a current having a lower
frequency than a current used to write the data.
3. The apparatus of claim 1, wherein the communication
between the hard drive and the control device is
configured such that impediments to data erasure in the
hard drive are avoided.
4. The apparatus of claim 1, wherein communication
between the hard drive and control device is provided
by a cable.
5. The apparatus of claim 1, wherein the drive bay
comprises:

an opening,
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[0066] It should be understood that a variety of other

configurations including one or nore apparatuses 1000
wae@7pemsst bl e. Further, such other confi gurati POIEFUSZNG/040805

i ncl ude an expansi on bay 1210, |aptop 1199(or ot her

personal conputing device) or external hard drive

1198. [0067] The structural configurations depicted in

FI GS. a first ol & atdaviie thedPertingghdot her struct ur al
configurations are possible. Further, the processes

and dgwieemodas ht BRde ARAUR H'a'vin#%& [kt&nRr ef err ed
nmet hods and devi ces of many that could be used and

pr odu Dt i Ngs

i us?er%g?%gg%angf%‘?%ﬂgﬁr%‘%é‘%ndeﬁ#g WU o 1 he
obj ects, features, and advantages. of the present
inven#?%ﬁmeflr I %?CPWF@HH%%TﬁﬁgmgygF; that the
present invention he strictly limted to the

abbv e Theapnerasescolaiaim 3. whereintherieerient s.  Any

nodi fications of the present invention that cone
wi t hi furtheecappnises a amgposicpptoméortfigareddb| owi ng cl ai ns
shoul d be considered part of the present

i nventtapilizd¥hatredetvedlhatrd@dveas new and desired to be
protected by Letters Patent of the United States is:

L. 7ANTRP R BdtiSof BAinfTl, GoHAG cea{pﬁsﬁgia\éaﬁa d he apparat us
conprising: a control device, the control device

confiqur.ed t I e erase
nDduIgggg%?¥§%§§@Qgg%gfgggﬁgﬁﬁggggg?ﬁsgﬁguch that data
erased fromthe hard drive is forensically

unr ecBeFdbfe; a user interface; and at |east one
drive bay configured to provide conmmuni cati on between
a RBar & sstepeionp@singhagdodiives) theeystee. 2. The apparat us
of claim1, wherein the erase nodule is configured to
provi demprigog:r ent having a | ower

a control device, the control device configured to
support an erase module, the erase module configured to
erase a hard drive such that data erased from the hard
drive is forensically unrecoverable;

a user interface enabling user input;

a plurality of drive bays connected to the control device,
each drive bay configured to provide communication
between a hard drive and the control device;

a storage device in communication with the control unit
for storing information; and

an output device in communication with the control unit

for outputting information.
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frequency than a current used to wite the data. 3.

The apparatus of claim1l, wherein the comunication
wheionoersot he hard drive and the control devi ceP€BUS2006/040805

configured such that inpedinents to data erasure in

the hard drive are avoided. 4. The apparatus of claim

1, wherein communi cati on between the hard drive and

cant e s¢Q¥NGT claimi¥, Qe EoRprisin€ aBktdvorle. The _
apparatus of claim 1, wherein the drive bay conprises:

an ORERhASod bl bndbfihh tleREAELNdEb Boddag: openi ng,
Gheteint suibr enbh

and a drive no rive nodul e having at | east

one zec%gd g%rt tco?lfi gured to receive a hard drive and
at | eRA&CODREL ATYE ﬁort for connecting to the first

port. 6. The aratus of claim5, wherein the drive
g ul Tdersyptemes C@éﬁﬁ‘%’ Wi’@%elré&é@ﬁ‘ﬁfﬂr{‘ CORRCHYH confi gur ed
to stabilize the received hard drive. 7. The apparatus
of cldgiiee enaliles thaepnted dpyice togpnacdtothgge devi ce
configured to store informati on about an erase
procddigrest. 8. A system for erasing hard drives, the
system conprising: a control device, the control

dEVi CEheGOBEMINRAMLY) whdRphleAR ok dsee tagdul e, the
erase nodul e configured to erase a hard drive such

that (glaha Bhasee { leRhk BevibaRHk Bkkikg defict or ensical Iy

unr ecover ab

being in communication with the control device.

12.  The system of claim 8, wherein the user interface is a
touch screen monitor.

13.  The system of claim 8, wherein the output device is a
printer.

14. The system of claim 8, wherein the plurality of drive
bays are configured to be modular, such that one or
more drive bays can be connected or disconnected from
the control device.

15. The system of ciaim 8, wherein at least one drive bay’
comprises a cable for providing communication between
the hard drive and the control device.

16. The system of claim 8, wherein each drive bay
comprises:
an opening,

a first port located within the opening, and
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a user interface enabling user input; a plurality of
drive bays connected to the control device, each drive
whay7oe1802 gured to provi de comruni cati on bet weRCT/aS1086/0140805
drive and the control device; a storage device in

conmuni cation with the control unit for storing
i nformati on; and an out put device in conmunication

Wi t o tghige GRIAIO theltive nhquldnaviRigt 4t 1648t dif or mat i on. 9.
The system of claim@8, further conprising a network

connect | ' ' r evice to
co;nng% On?§0§%§g%r§£%bgﬁgﬁ%b% Eé‘rd‘iigi%%ﬁg agyst emof claim
9, erein the network connect,i devi ce enabl es the
cont %@tﬂEV¥€gpng@6ﬁW8%%ng§)hﬁgﬂFﬂ$%¢net. 11. The
system of claim@8, wherein gt | east one drive bay

fIdr t Ade sewem ol skdmd o) waKPRghERFPR Po?ﬁzalocking devi ce
being in comunication with the control device. 12.

The Siysttdeive afiodsil@isprigugbtogteeivevelits Bibeioft erf ace is a
touch screen monitor. 13. The system of claim 8,

wher @Rl dive aidttheitecded paeof sseaopd hatleirivel4. The system
of claim8, wherein the plurality of drive bays are

conf iygu BistcBniBuE® B Heddive & 4nd hge @Mardor nore drive
bays can be connected or disconnected fromthe contro

devi gir%.vew. The system of claim8, wherein at | east

one I'Ve bay conprises a cable for providing

C108. Hllecs?/gtler%notj%ﬁirvr\lel%r] wherein the at least second port

is provided on an interface board, and wherein the
interface board is removable from the drive module.

19. The system of claim 16, further comprising a plurality
of locking devices, each locking device configured to
lock a drive module into the opening of the respective
drive bay.

20. The system of claim 16, wherein each drive module
further comprises a support portion configured to
stabilize the received hard drive.

21. The system of claim 20, wherein the support portion is
affixed to the drive module by a hinge, such that the
support portion is moveable between an opened position
and a closed position.

22. The system of claim 21, wherein, in the closed position,

the support portion covers the second and third ports.
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the hard drive and the control device. 16. The system

of claim8, wherein each drive bay conprises: an
wop@niontgp2 a first port |ocated wthin the openP@mUSZNEB40805

drive nodul e, the drive nodul e having at |east one

second port configured to receive a hard drive and at

| east one third port for connecting to the first port.

173, Thg sér)ét%ﬁ?m&zimf?é Al iBrdif thedo@fiBl devideg second port of
a first drive nodule is configured to receive a first

type Bragé‘a&l ‘ﬁeplﬁﬁﬂ 8; (?%rﬁf@ SN B Hiborfega Second

hard e I'sS C gure to receive a second
type of hard quve 18. The system of claim 16,

wher eVHNPRSIGIe PROAMUS o cond port is provided on an

interface board, and wherein the interface board is
r 3frovAbs sterped ¢lpE &3 Wherip |aé>_parf§1_s The system of

claim 16, further conprising a plurality of I ocking
devi cpstabéach | ocki ng device configured to |l ock a
drive nodule into the opening of the respective drive
bag. 2Re sybhen s§shiemdfwishreh thel@itpwiideriet is each drive
nodul e further conprises a support portion configured

to st ﬁ@éérétégvﬁﬂﬁﬁ]ﬂhgt‘aﬁ{)é{@[ds_hard drive. 2 1. The system
of claim 20, wherein the support portion is affixed to

tgstdwcva eqla'e%P}éo@gHbH e, such that the support

1on |1 m)vea tween an opened pOSItI on and a

Cl 0S egt lggs Io%e 8r1\'/e bay comprising a first port and

configured to receive a drive module, and

at least one drive module, the at least one drive module
having at least one second port configured to receive a
hard drive and at least one third port for connecting to
the first port.:

27. The device of claim 26, wherein the second port of a
first drive module is configured to receive a first type of
hérd drive and the second port of a second hard drive
module is ‘conﬁgured to receive a second type of hard
drive.

28 The device of claim 26, wherein the at least second port
is provided on a first interface board, and wherein the
first interface board is removable from the drive
module.

29, The device of claim 28, wherein the drive module is
configured to receive a second interface board in place
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22. The systemof claim2 1, wherein, in the closed
position, the support portion covers the second and

W boor@4s02t s. 23. The system of claim8, wherei PCT/H82006/040805
control device, storage device and plurality of drive
bays are integrated wthin a single apparatus. 24. The
system of claim23, wherein the apparatus is portable.

25. EFﬁleSﬁ@tt 12de daRd, 'ﬂl@é’bcoﬂﬁ‘ﬁﬁ&faﬁe bbgdout put devi ce

isin egrate wthin the apparatus. 26. A conputer

d
f.eY'st%graﬁﬁ% @e%oﬁff%fbﬂrﬁ%f‘% ot e ol 07

and at ast %ne drive nodule, the at |east one drive
nDduIS?ﬁoﬁg\WR?gP Tq @RSt one second port configured to
receive a hard drive and at |east on thlrd port for
Sonnddeidagice of elpiean 26,rvéhergip each drive l&levi ce of claim
26, wherein the second port of a first drive nodule is
conf ifgtliee domprises@esiuppora poitios confjgewedto hard drive and
the second port of a second hard drive nodule is

conf igghwiled thoreb86&] Naddrisecond type of hard drive. 28.
The device of claim 26, wherein the at |east second

\Rﬂer TR d%(/ﬁg#:)ﬁ@l%nqgo ayvhdrbidithd Qippbitpefidagar d, and

ein the first interface board is reanabIe from

: Eg gﬁrff §/gltﬁglguﬁllr1\7e~ I%gdule-:r P? a%an Cﬁlcﬁfthaﬁ ltl?e' m 28, wherein

e 1s con tO recelive a second

e et s o B

and a closed position.
32. The system of claim 31, wherein, in the closed position,
the suppdrt portion covers the second and third ports.
33. The device of claim 26, wherein the drive module is
removable from the drive bay.
34. A method for erasing at least one hara drive, the method
comprising the acts of:
providing an apparatus configured to erase a hard drive,
the apparatus comprising a plurality of drive bays, each
drive bay for receiving a hard drive and providing
communication between the hard drive and the
apparatus;
placing a first hard drive to be erased in a first drive bay;
copying data from the hard drive;

storing the copied data; and
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conprising at least a fourth port configured to

recei ve a second type of hard drive. 30. The device of
w@b@i7muB62 wherein each drive nodul e further cPOPUSEEE040805

a support portion configured to stabilize the received

hard drive. 31. The device of claim 30, wherein the

support portion is affixed to the drive nodule by a

hi ngegpesatinly thdr@ipatanes 6 eppdict aperaké procedureyeabl e
bet ween an opened position and a closed position. 32.

The sytaieediLfromltRd MsBhard WHSE Subh tha tHeNRitCls 0Sed
position, the support portion covers the second and

thir vice of claim?26, wherein the
dri vgfoﬁ%tcﬁgyﬁé‘e?@%ga\]?a'l e fromthe drive bay. 34. A

Cotr 28 REOPRET datn b B o S e

configured to erase a hard drive, the apparatus
conpriodhagrase pPeqdars pperatingitheaepyatys to exeie dri ve bay
for receiving a hard drive and providi ng communi cati on
bet welba copied Haip ¢o theifirs handidtivee appar at us; placing a
first hard drive to be erased in a first drive bay;
cafyi Tige shathad bf claint B4, foshet dWrhiprBingilavingyg t he copi ed
dat a; andoperating the apparatus to conduct an erase

Pr ocegdibfd hd QHaSH Aakand 8:998 bdye whefest thBard dri ve,
such that the data is forensically unrecoverable. 35.

The s hodi0f isGlodld o 3fe sdcdhd R&% &RQAPri sing, subsequent

37. The method of claim 36, further comprising, prior to
storing the copied data, operating the apparatus to
conduct an erase procedure to erase data from the
second hard drive.

38. The method of claim 34, wherein the apparatus further
comprises a storage device, and further comprising
operaﬁng the apparatus to store information about the
erase procedure to the storage device, the stored
information comprising at least one item from the group
consisting of: a drive serial number, a drive
manufacture, a drive model, a drive size, a start
date/time stamp, an end date/time stamp, an erasure
method, an indication of success or failure, and a user
who initiated the erase procedure.

39. The method of claim 34, wherein the apparatus further
comprises an output device and further comprising
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to the erase procedure, operating the apparatus to
rewite the copied data to the first hard drive. 36.
wab@7oetshod of claim 34, further conprising plBCI/N§2086/040805

second hard drive in a second drive bay, wherein the
copied data is stored to the second hard drive. 37.

The nmethod of claim 36, further conprising, prior to

st or i si@rdting thOphtpat diaica to ompned ¢drgfitie apparatus to
conduct an erase procedure to erase data fromthe

secondnbasitde MibMRatioRBbodtBe BRIDPDcfur€tRE m 34, wherein
the apparatus further conprises a storage device, and

furth . -S| t t

| 0 or i AP IS D8pPESRRAALA! 08 BRORLANHR LO P07 o

device, the stared %nfg&natio conprisjng at | east one
cé %

i t em PP SHRUPFONYFHEL e BEIVESPRY TOF0Ch Af 1 We seri al

nunber, a drive manufacture, a drive nodel, a drive

si ze, manufaeipre, g dtieg model, & dHKHSIZa R SEHH date/ti me stanp,
an erasure nmethod, an indication of success or

f ai | udate/timnedstaanpy s@ endige/timiet stamnpdntengsuer ase procedur e.
39. The nethod of claim 34, wherein the apparatus

f ur t heetho@ g indestid@ofGutqesd odRilineeamhaludeur t her
conpri si ngoperating the output device to output a

certi%hg%igatg@[}{eegr&g todei@r mat i on about the erase
procedure, the certificate information conprising at

| ggst Orﬂa}nlja& ?gpefgs%g & ik%st%%;mrcfm, fld xﬁ&h&i: a drive
serial "nunber, a ive manufacture; a drive nodel, a
drive size, a,start date/time stanp, an end date/tine

st anpCOPFiging g gt of:

providing an apparatus configured to erase a hard drive,
the apparatus comprising a storage device, an output
device and at least one drive bay for providing
communication between a hard drive and the apparatus;
placing a first hard drive in a first drive bay;

operating the apparatus to conduct a first erase
procedure to erase data from the first hard drive; and
storing information to the storage device about the first
erase procedure, the stored information comprising at
least one item from the group consisting of: a drive
serial number, a drive manufacture, a drive model, a
drive size, a start date/time stamp, an end date/time
stamp, an erasure method, an indication of success or

failure, and a user who initiated the erase procedure.
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nmet hod, an indication of success or failure, and a
user who initiated the erase procedure. 40. A nethod

wo o0o7emet ng at | east one hard drive, the net hpdI/UuS2006/040805
conprising the acts of: providing an apparatus
configured to erase a hard drive, the apparatus
conprising a storage device, an output device and at

| astryg %ugcgirag&é&iﬁm UheRiuPibke dbPstafes ¥R Cat i on

bet ween a rive and the apparatus; placing a

first hard driy operating the
apparIPHESFSNE Oélﬁpdﬁgfi%é Hd?@pﬂéﬂrégne}g&yn&edure to erase
data fromthe first, hard drive;
|nfOPREPPB&H¥6“¥W%‘@Y%?E@%H@g@f@aqg@gut the first
erase procedure, the stored information conprising at
| eastconaiming iaformmagen eheut gheofiist %ré??sﬁrg?‘?cﬁ‘&of a drive
serial nunber, a drive manufacture, a drive nodel, a
dr i vehstarsficae atfamtatidatemprisiog st lanqi,onanﬁe@nd date/tinme
stanp, an erasure nethod, an indication of success or
fai | yrgn tiRNGodp bERistinkof:i niltiveadesid] humbar ase

procedure. 41. The nethod of claim40, wherein the

apparcéfv‘é%afn%etchﬁé LONRI SRS, AdtwRURUL sdavi ce and
further conprising operatlng the out put device to

out p &a&q?tgglgr M&gé‘g%& 858?/&%6%&?‘% L, AfRiORL i on about the

first ure e certi |cate|nforrrat|on

conprisin ast itemfromt up conS|st|ng
of : ﬁPP‘gémé% IF%HO“rf&nr?B‘écreSS %Fffaﬂl&“\?ea’@g%ﬁ%egct ure,

drive nodel, a drive size, a start date/tine starrp an
end d\&h@lmﬁla’@@dgleéw,epm?e@%rﬁsure met hod, an indication

of success or failure, and a user
42. The method of claim 40, wherein conducting the first

erase procedure comprises writing over the data to be
erased using a current having a lower frequency than a
current used to write the data.

43. The method of claim 40, wherein the act of placing the
first hard drive in the first drive bay comprises
providing communication between the hard drive and
the apparatus such that impediments to data erasure in
the hard drive are avoided.

44. The method of claim 40, further comprising locking the
first hard drive within the first drive bay using a locking
device.

45, The method of claim 40, furthér«cornprising detecting a

locked or unlocked status of the locking device.
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who initiated the erase procedure. 42. The nmet hod of

cl ai m 40, wherein conducting the first erase procedure
WwW@eownises Witing over the data to be erased PSI/NG2086/040805

current having a |lower frequency than a current used

to wite the data. 43. The nethod of claim 40, wherein

the act of placing the first hard drive in the first

dad, v erHeanetROATBF ¢18i854 5 voherélh 19, P @t | on bet ween
the hard drive and the apparatus such that inpedinents

to d i ' : i ded. 44. Th
0 dRAGHaRLE U dlE AR geao ded 4a The
LS e A st ey 10

conprising detecting a | ocked or unl ocked status of
t he {%%%*ng devi ce. 46. The nethod of claim 45,
wherein, if, during the first erase procedure, the
dét.ecklednethed oEclafmn #hevhaseirithfigesrasee i s unl ocked,

. designating the erase procedure as failed. 47. The
met hggo@idurd randerd the anded dita fofeasitallyst erase procedure
renders the erased data forensically unrecoverabl e.
48. Thgedptdpd. of claim 40, wherein the act of
conducting the first erase procedure conprises

e
S€eco r}ﬂe %?SE[ grager: ipr\é)%e(i:lunre %O%Ie)r(:ls?elg %og&dcyirelg gay '
predetermined number of write-overs.

49. The method of claim 40, further comprising placing a
second hard drive in a second drive bay.

50. The method of claim 40, further comprising conducting
a second erase procedure during at least a portion of a
same time that the first erase procedure is being
conducted.

51. The method of claim 40, wherein the first erase
procedure comprises:

(a) writing over the first hard drive,

(b) erasing all data from the first drive such that the
erased data is forensically unrecoverable, and

(c) confirming that the data was erased by reading at

least a portion of the first hard drive, wherein (a), (b)

and (c) are conducted in order.
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50. The nethod of claim40, further conprising

conducting a second erase procedure during at |east a
w@eoorioersonf a sane time that the first erase pPODESMNE040805

IS being conducted. 51. The nethod of claim 40,

wherein the first erase procedure conprises: (a)

witing over the first hard drive, (b) erasing all

dat a thi s flldidtaodivhyRiste irdthadse t he erased data is
forensically unrecoverable, and (c) confirm ng that

t he t d by reading at |east a portion of
O GuBo ghaae

t he rrve, wherein (a), (b) and (c) are
condycted.in order.2.. The method of.claim 40, wherein
t he zz;)rvggtlrkgrpgg(iqupgg%%tocq)p,lgﬁ?igégﬁ po(@‘inswi ting
predeterm ned data to a plurality of portions of the
fi r sof herfasidierd&iveb) erasing all data fromthe first
drive such that the erased data is forensically

unr ecoyeasily @] daafrofrcthe fostidriveiswed thigdhe t he data was
erased by reading only the plurality of portions of

t he fetdsed dhaisfoetnkicallywonict@rerdbie,iand (a) , wherein (a),
(b) and (c) are conducted in order.

(c) confirming that the data was erased by reading only

the plurality of portions of the first hard drive written to

in (a), wherein (a), (b) and (c) are conducted in order.
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