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100 —
Identify a trusted centre (7C) by a TC identity string (/drc) | 110
1
Determine if the sender has a sender private key
(Prvsenger) and a plurality of public parameters (PK) for the | 120
trusted centre (TC)
Verify the public parameters (PK) of the trusted centre 130
(TC) prior to encrypting a plaintext message (M) Ea—
y
Identify the recipient by a recipient identity string (/drecipienr)| 140
¥
Encrypt the plaintext message (M) as ciphertext (C) 150
y
Transmit the ciphertext (C) to the recipient over a network 160

FIG. 2
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600 —~—y User A: 30A
4 =
Encrypt for “User B” —/
\. ; J
610 | Choose TC with “TC”
612 Get TC public key?
614 Verjfy 1"C's 'gpu?‘
using ‘Prvyser a
Set a conventional
616 | encryption key %" as
plaintext message ‘M’
618 Symmetric-encrypt

data with ‘M’ (i.e. ‘L")

........-......L o srvecarsuves,

Compute 'V','U’, ‘W' Verifi-Encrypt()

v

620 i|for “TC" and "User B"
using 0, ‘M’ and ‘gpup’ _/
Sign by returning ‘Y’

622 for “User B” using

L")
Attach V', ‘U', ‘W', 'Y"
as “cip.key”

(o)
N
S

FIG. 6
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800 4
User B: 308
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Decrypt from “User ___/
A”
\ r -
810 Retrieve “cip.key”
812 Get 'Pr\{_lgga from

eroastoors sasesets b soremenssssenmenyg
t |Decrypt V', 'U’, "W’ to
retrieve ‘M and 'r’
using ‘PNUser 8‘
x4

-—os

Auth-Decrypt()

Verify “User A" using
‘Prvusers’ and '
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FIG. 8
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