PCT/US2022/012548

WO 2022/159345

5

1

£

ovt %
i »  HILNAWOO
INIZRIOHLNY ONISSA008
&
¥
43
» 30130
88300V
F-3
4 A
09 4
3SYEYLYC o H3INdNOD
HICAOUd HIQIAOH
30¥N0S3Y 30MNOS3Y

¥

1
J0IAZ0
438N

&

¥

9it
A2MA34
NOLLYDINNINWOD

2

un
4380




e

(CE (75T W
FFFFFFFFFFF

SSITLOVING OVLNOD T

NOLLYWHO AN
NOLLYOIHLINED

A




PCT/US2022/012548

WO 2022/159345

315

wez7
idY

{14
Has

F-N

({48

(4)
WG
F18YAvIY ¥3NdNOS

F2AF0 S8300V
A
mUmﬁmmem o 4
WHOMLIEN H40IA40 INdIN0
2 'y
%
s )
HOSSID0Hd h
&
i
HAOYIH

i
SINZWITE ANdNI




WO 2022/159345 PCT/US2022/012548

4/5
400

RECEIVE INTERACTION DATA
2410

k4

RECEIVE USER DEVICE DATA
S415

TN PROVIDE INDICATION
IS CRYPTOGRAM ™ THAT USER

- IN USER DEVICE [ — »  DEVICE DATAIS
. DATAVALIDATED? s NOT VALIDATED
e S420 9425

£

COMPARE THE INTERACTION DATA AND THE
SUPPLEMENTAL DATA
S430

1S USER INTERACTING WITH ACCESS ™~
< DEVICE THE SAME USER AS THE USER THAT ™,
"~ INTERACTED WITH RESOURCE PROVIDER oo™
COMPUTER P

PROVIDE INDICATION THAT THE RESOURCE WILL BE
PROVIDED TO THE USER
5449




3510
4

5520
N

S530
N

WO 2022/159345 PCT/US2022/012548
55
TERMINAL CARD
SELECT
APPLICATION COMMAND/RESPONSE == LIST OF
T COMMAND/RESPONSE
, - SUPPORTED FUNCTIONS
INITIATE APPLICATION ET PROCESSING OPTIONS AND POINTERS T0
PROCESSING COMMAND/RESPONSE a APPLICATION DATA
¥
READ APPLICATION READ RECORD PROVIDE APPLICATION
DATA COMMANDS/RESPONSES RECORDS

$540
]

$550
.

5560
]

S570
i

5580
.

$590 :

5595

Dl diomoslod i wwwww 1
OFFLINE DATA

AUTHENTICATION |
SDAOR DDA

cxx oxm g

PROCESSING |
RESTRICTIONS |

_______ oo

_______ T

CARDHOLDER p
VERIFICATION

TERMINALRISK |
MANAGEMENT 1§

v

TERMINALACTION ]
ANALYSIS |

ONLINE !
PROCESSING !

COMMAND/RESPONSE ™7

GET DATA 9

e GET CHALLENGE

1
— INTERNAL AUTHENTICATE s

-
e COMMAND/RESPONSE ™ ==&

3_________}“ GENERATE UNPRED.
- COMMAND/RESPONSE j  NUMBER i
S— VERIFY P i :

(GENERATE DYNAMIC
CRYPTOGRAM

i LAST ONLINE
S— GET DATA i !
oo COMMAND/RESPONSE ——f _ APPLICATION
{ TRANSACTION COUNTER!
.. ATC)REGISTER _
| GENERATE APPLICATION
CRYPTOGRAM COMMAND
- ‘P‘_ =
' PERFORM CARD ACTION]
GENERATE APPLICATION ___ ||ANALYSIS AND GENERAT
CRYPTOGRAM RESPONSE APPLICATION
i CRYPTOGRAM |




