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SECONDARY KEYS BACKGROUND OF THE I NVENTION 5 TECHNI CAL FI ELD The i nvention
relates to security trusts. More particularly, the invention relates to

al | owi ng cow® esiog3adel by a naster key to grant trust to an ZFB{USPUINZEsecond
10 key, and allow ng code, referred to as an antidote, also signed by the
master key to revoke permanently the trust given to the secondary key.
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state such that conpanies can relatively easily distribute a |ot of code to
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exanpl e of a security mechanismis trust using Certificate Revocation Lists
(CRL). 20 In this context, the definition of trust has two parts. The first
part is establishing identity of a participant. Typically, the participant

has, as an analogy a |et t@AQKFFi@!NWGthH’EINVEEﬂQNY sonme other entity.
The signing entity is typically referred to as a certificate of authority,
or CA. The certificate of 25 authority, or sinply, certificate establishes
the partYcipant's name and 1 WO 03/003176 PCT/US01/17128

TECHNICAL FIELD

The invention relates to security trusts. More particularly, the invention relates
to allowing code signed by a master key to grant trust to an arbitrary second
10 key, and allowing code, referred to as an antidote, also signed by the master

key to revoke permanently the trust given to the secondary key.
DESCRIPTION OF THE PRIOR ART

15 Simply speaking, computer systems are at a state such that companies can
relatively easily distribute a lot of code to a lot of end users. To protect their
code or their product from hackers and unknown impurities, such companies
typically apply a security mechanism. An example of a security mechanism is
trust using Certificate Revocation Lists (CRL).

20
In this context, the definition of trust has two parts. The first part is
establishing identity of a participant. Typically, the participant has, as an
analogy a letter of introduction signed by some other entity. The signing entity
is typically referred to as a certificate of authority, or CA. The certificate of

25 authority, or simply, certificate establishes the participant’s name and



signature. O her ternms used interchangeably with certificate are master key,
super key, and systemcertificate. Therefore, the participant's identity is
a letter of introduction signed by a CA. 5 The second part _is a statenent
of trust, WWOMOH#ording to the anal ogy above may be a | BtVEPIE Y ng
trust the participant. That is, the first step is to establish identity of

a participant nd t second st I s an agreepent ..provided stating trust
Subh i dont s ynefie. i e? Fegrepsed RierdodtsRBh WG ferirBrt s Rafl kel | b
trust. 10 Froma, typi cal conputey. system s, pergpective n.ex l.e of an

i npl ement at iSHHebke%r?&‘f syste ESﬁﬁ'F?éheﬁh?ﬁ?fcﬁ?i ﬁ?? Eﬁj'céqa"%ﬁégﬂgg? dPa&RL's is
bundl ed with the l:%liczﬁsed spftgfi)rye. Associated with the rel eased software

is a system!§tigraf intodugtiongigdnedbyd ¢icate along with a plurality of other 15
certificates reside in a certificate database. The use of certificates is

adaptable to be applied to rel eases of additional software rel eased by the
sane entity _that released the first sgstem code. Sonetines the%aare

ref er r ed 5t o TA€ SegeRAPAM isiaFiatemant ohidstywhichragcordiag i the analogyaBovest t he

patches as wel | @as tlheeori %j nal Iuy ﬁ*{eﬁneﬁl’ ;softwa_b_r?a. 20 r,?\ngitrhe;tel e_\éel of
fggpl)(ra?“git %a:l%as)ssfgi ggdgégﬁl r:gggdg? fo?aaﬂpatmﬁpge ttflggs ?)f ?gde,peq g%g?n\g: th
syst em code esftlishddentitydop ar padicipepticand the second eithRris st RgERSMENt t hey
all current lp)r/ovri]c?eec?I s%a(t)ingetrlfsit %ﬁgﬁl ic?e%ti%yheTﬁg iraeen%teyr ;rlx]; ithceatager'ee?nSen% together
work to establish trust.
10
From a typical computer system's perspective, an example of an
implementation of trust is accomplished by using CRL’s. The use of CRL's is
bundled with the released software. Associated with the released software
is a system certificate. This certificate along with a plurality of other
15 certificates reside in a certificate database. The use of certificates is
adaptable to be applied to releases of additional software released by the
same entity that released the first system code. Sometimes they are
referred to as patches. Signed patches mean for the end user to trust the
patches as well as the originally signed software.
20
Another level of complexity is added by desiring partner or vendor code to be
released with the original system code. In order for all three types of code,
original system code, patches, and partner code to work together seamlessly,

they all currently need to be signed by the same certificate.

25



WO 03/ 003176 PCT/USOL/ 17128 Currently, in the event that the partner code is
faulty and was signed by the certificate, then the systemcode and its

pat ches are at jeopardy. The current renedy is to nodify the partner code
for corrections and re-release It. However, because the erroneous partner
code was si %@L30B317¢ he certificate, 5 the certificate' s poReFUMI&I1Be
revoked. Revoking the certificate's power inpacts trust granted to the
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1997) discloses a nethod for 25 providipng a security facility for a network
of manageneRatchesyArsecepd mastey key %&Pﬁﬁ'gg@ Rfe Sr'ﬁ&’sge ceaated 6&§'Q"oth9eri fy

mut ual trust relations between 3 . .
original system code, its patches, and the corrected partner code prior to their

re-release.

10 |
Obviously, re-releasing good software (original system and patches) is a
redundant process that can prove crippling and prohibitively expensive for a

company.

15 It is also a major task for a company to re-release corrected partner software

when the partner software is of a large quantity, which is typically the case.

It is could also be very detrimental to a company should its partner provide
code unbeknownst to the company or to the partner until after its release
20 contain code that is offensive and cannot be revoked in a timely and efficient

manner.

R. Sudama, D. M. Griffin, B. Johnson, D. Sealy, J. Shelhamer, and O. H.
Taliman, U.S. Patent No. 5,619,657 (Apr. 8, 1997) discloses a method for
25 providing a security facility for a network of management servers utilizing a

database of trust relations to verify mutual trust relations between



WO 03/003176 PCT/US01/17128 nmanagenent servers. The disclosure consists of a
nmet hod for providing security for distributing nanagenent operations anong
conponents of a conputer network using a network of mutually trusting,
mutual |y afY®EWOBY4ti ng nmanagenment services to di spatch oﬁé:*gf{sp’d’r?yato
sel ected host 5 systens. Mutual authentication and trust are established on

every transnission Ijnk from ol nt of subm ssiopn to.a designated
nmanagenent E‘éﬂ@@?mﬁﬂ{ Eﬁ“’ieﬁ%okﬂgepg' % EOPPIS BEF F‘(‘?"b%‘?? 'r ﬁﬁc’ryﬁqeﬂ%enent
operations on a s§l eél ﬁ'q)LBDSt' 10 Hovveger, udama et al reaui r.es t he prior
art st andar dSRERTRfLAISHOWRG: eRgIsmens CpgLtions,amRRg; ¢oLPEReHt i #1 i cat i on
of concern and does not cqnpri,se revgki ng tyust, qlﬂé, Sassier A C

Gol dst ei n, CCORMPUIEI,MNEANOTK (USRS W NEIW9Eknot (ntuasly, dRystings eutuglly o4 163
(June 29, 1993&. di,scl oses a nethod for del ,e%ati ng authorizatjon from one
entity in a BVHEPIGAINGINRRAGAIPPHSAIYISPR AP CisPal PReraliens to selegied heftput i ng
session through the use of a session public/private enpcryption key pair. At
the end df t9¥stedsputMetpal cauihenticatian pand drest ame rggiabbshedon L sed and
term nates the conputing session. 20 Gasser et al addresses security on a
tenporary, oWaR¥BISBION lw&sir@m 2 poiddet suhmissiondous slesignatedymanagementert i fy
that the workstation in question possessing the private encryption key is
aut hori zed teeRYpewkichrinyeKes a sendcd previder teoparformpmanagemeny QREEYiess t o

provi de an el egant, sinple, and efficient neans to revoke the trust
previously gPafAselpdes hestt ner code. 4

10 However, Sudama et al requires the prior art standard technique of querying a
database to the trusted identification of concern and does not comprise

revoking trust.

M. Gasser, A, C. Goldstein, C. W. Kaufman, and B. W. Lampson, U.S, Patent
15 No. 55,224,163 (June 29, 1993) discloses a method for delegating
authorization from one entity in a distributed computing system to anotherin a
single computing session through the use of a session public/private
encryption key pair. At the end of the computing session. the private
encryption key is erased and terminates the computing session.
20
Gasser et al addresses security on a temporary, or session basis. In addition,
the user is required to certify that the workstation in question possessing the

private encryption key is authorized to speak on the user's behalf.

25 It would be advantageous to provide an elegant, simple, and efficient means

to revoke the trust previously granted to partner code.



WO 03/003176 PCT/US01/17125 It woul d be advantageous to all ow partner code
to be signed by its own, unique certificate so as not to inpact the rel ease
of other code signed by other certificates. 5 It would be_advant ageous to
revoke a mi M}O3083176 or destroying trust of partner code aﬁﬁ“ﬂé&’é’ﬁ’é‘n a new
m nor key to grant trust to corrected or nodified partner code, rather than
re-rel easing or shipping all code signed by a master key. 10 SUWARY OF THE
| NVENTI ON A nmet hod and apparatus is provided that essentially adds two

el ements of , fun |onaI|t to acli el enent nctionality
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code, r?refyefret@ﬁé‘%cérglfﬁﬁ{‘%ﬁce.a&ow t oA dheySleoa Al AR5 SR e gi vi ng

power to a )s(c?emfl C.. secondary key per rranently 20 The rraster key is used to
sign only e P%‘h%ﬁ‘ Hes| el enents of code. These code el enents convey
either a grant or den| al of trust for a secondary key. The fact that these
sections®f code are snmall and si npl e ensures no errors are made in the
code and hence the master key never needs to be revoked. 5 WO 03/003176
PCT/ US01/ 1710 @owlbe advaniagqdus tareyals @ mirorkeyifor destroyinmiryet ofdaragent | y

denied for a secondary_key. Once the antidote is applied by rerunning the
trust code, 49se and reassign a new minor key to grant trust to corrected or modified

partner code, rather than re-releasing or shipping all code signed by a master
key.
10

SUMMARY OF THE INVENTION

A method and apparatus is provided that essentially adds two elements of
functionality to a client. The first element of functionality allows code signed
15 by a master key to grant power, or trust to an arbitrary second, or minor key.
The second element of functionality allows code, referred to as an antidote,
signed by a master key to preclude giving power to a specific secondary key

permanently.

20 The master key is used to sign only extremely small elements of code. These
code elements convey either a grant or denial of trust for a secondary key.
The fact that these sections of code are small and simple ensures no errors

are made in the code and hence the master key never needs to be revoked.



secondary key will never have any nore effect. From a usage perspective,
the code fragnent is run as an upgrade to conbat a security breach that was
5 discovered. The upgrade running the antidote permanently_ pr enés t he
upgr aded cl WOMB/O9HHm paying attention to the trusted code ?ﬁgﬁ&ﬁg 2Been
breached. This nmakes the granted trust benign once it is breached. BRI EF
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The fact t hHPQEQ’i’@QeCE%'&tfr@HsP%M'“Q:@J@“ﬁPB tonie trasledseeds dhatnkas b€efo errors

5 are made in the code and hence the master key needs never to be revoked.
The i dea of braashad: iTins @akes thegranteddrust kanigaanga diis byeashedeni ed for a

BRIEF CRIPTI THE DRAWI

10
Fig. 1 shows a schematic diagram of a trust system according to the prior ar;

and

Fig. 2 shows a schematic diagram of a trust system according to the

15 invention.

DETAI E OF TH T

20 A method and apparatus is provided that essentially adds two elements of
functionality to a client. The first element of functionality allows code signed
by a master key to grant power, or trust to an arbitrary second, or minor key.
The second element of functionality allows code, referred to as an antidote,
signed by a master key to preclude giving power to a specific secondary key

25 pemanently.



secondary key. Once the antidote is applied by rerunning the trust code, the
secondary key will never have any effect. From a usage perspective, the 10
code fragment is run as an upgrade to conbat a security breach th was

di scover ed. W80 ade running the antidote pernmanently p?@VﬂﬁFQ%bﬁe
upgraded client from paying attention to the trusted code that has been
breached. This nmakes the granted trust benign once it is breached. 15
Exanpl e Probl em The invention can be understood by an exanpl e probl em and

its solutio The exanple i,s of a client shippi sof e to-end users and
the client’ 5 he mastak eyd'éé‘isﬁf"i%s'gﬂ %ﬁx pxieme 'P %ﬁ?‘eegr\qgfrﬁ‘é"f?i é@lﬂ?eas an add
on to the cli eni' s software. .The probl em can aQ'se ‘when botp thg client

sof tware an80d®&lementsfonyey elther fcgrantPledeniahotirysiier BySecordall Ke¥rast er
key. Referring.to Fig. 1, the prior art teaches a . .master key 100 signs
system code%hgdicﬁhag“lﬂsﬁe?ﬁc?'o °§8 pts ﬁmaﬂa"érS'm?% PRYUISE MO TSNt

rel eases_an additignal patch of code 102 that is al so si ned\ml?/ the master
key 100 $o arsmadetmiie edde andshencesh@dpaster key mpadsnever ighe s\eked 6

PCT/ US01/ 17128 When it is desired to ship or release partner code 103 of the
client that is associated with or added on to the client code the naster

key 100 al sg signs the partner_ code 103. Such signing 104 by the master key
100 can be Vhewd@a ak themitidetss inthaluliust pan Rarmanentydee devied ok anave
errors. This can be 5 particularly troubl esome when the partner code 103 is
a | arge bodyeegndasy&ey.Tiincerthe aatidelei is @appligd by rasinpinadhe tritsd cades theput ed
code (101-103) and sone _of the partner code_103 is faulty. The corrective
procedur e ageepnflaiy key willchever have any effect. From a usage perspective, the

10 code fragment is run as an upgrade to combat a security breach that was
discovered. The upgrade running the antidote permanently prevents the
upgraded client from paying attention to the trusted code that has been

breached. This makes the granted trust benign once it is breached.

15 Example Problem

The invention can be understood by an example problem and its solution.
The example is of a client shipping software to end users and the client's
partner desiring to ship software that can be viewed as an add on to the
client’s software. The problem can arise when both the client software and

20 the partner software are each signed by a single master key.

Referring to Fig. 1, the prior art teaches a master key 100 signs system code
101 of a client. At some point later in time, the client releases an additional
patch of code 102 that is also signed by the master key 100 to ensure that all

25 code works in unison,



prior art is to correct the errors in the partner code 103 and subsequently
10 redistribute the entire amount of previously distributed code (101-103)
containing the corrections and again signed by the nmaster key 100. Sol ution
to Exanpl e ¥PIBPBHTAccording to the preferred enbodi ment NCYHPUINRntion, a
solution to the 15 problemis as follows. Referring to Fig. 2, the partner
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i St 1 bub e PAREH AL S BIERo M WAL e RAreR £ofe 10345 BB BBy of S¥e202. “A
smal | piece of Application Programming Interface (API) add/destroy trust 5
code 204 is provided for the client's system 205. This APl 204 is al so

signed by t mast.er key 100. The e wer ment .code 2 ngé)': he, antidote
code 203 ea erPéR@eEhPW'%est‘ﬂh?’P\}? %@BPBBS gﬁg{'}?lﬁe‘gﬁgge?ﬁ%ﬁg M SUB8 has the
ability to %P 91eo{aa r?ésrtéooe '} 6]36 istfraldﬁyg. %%Q:to%gecg% tppoece urr]é) raccl:(oer){lingz't%Othe

prior ant is to correct the errors in the partner code 103 and subsequently

10 redistribute the entire amount of previously distributed code (101-103)

containing the corrections and again signed by the master key 100.

Solution to Example Problem
According to the preferred embodiment of the invention, a solution to the
16 problem is as follows. Referring to Fig. 2, the partner creates a secondary
or minor key 200. The client provides empowerment or trust code 201
signed by the master key 100 that essentially allows trusting the minor key
200 with power substantially close to the power of the master key 100.
The empowerment code 201 signed by the master key 100 together with
20 the partner code 103 signed by the minor key 100 make trusted partner
code 202.

To revoke the trust created by use of the minor key empowerment code
201 signed by the master key 100 and the partner code 103 signed by the |

25 minor key 100, code referred to as antidote code 203 is created, signed by



10 According to the preferred enbodi nrent of the invention, inplenmentation is
as follows. First the add/destroy trust APl 204 is added to the system 205.

Then the client sinply wites the small piece of enpowernent code 201 and
the smal | pYR®178nt i dote code 203 that each nake cal | s PETUSBVAB 15 204,
In the preferred enbodi nent, any of the API, enpowernent, and antidote code

is witten i,p, but npt Limte Q .the Java or JavaScri pt ogr anmi ng

| Snoubges. dRermAsiapRey OB, 56 ciSDWGH Y Beerseay fo Uk ofihg Talled.c
granting and revoking of trust according to the invention is 20 perforned
out si de of tRRSINGr£ed8r2P3.nfrastructure as in using certificates and
revocation lists as according to the prior art. Also, it is noted that
according to the invention, the master key or certificate is trusting code,
as opposed to trusting another certificate or key as according to the prior
art. 9 WO 03 soeligecenf AppiicatirpBragramgningtleieridest (ARipaddideatrpy trusbes not
require the standard general nmechanism of certificate revocations lists,

wher eby \al i cbadel 804 ds garovided for therdlient’s sdysteme206.r €Ehia ARRIs204 ds alsent r al
area to check for revocations. In the preferred enbodi ment of the

invention, agignedrndehe astonlieyded0t oThdempowdsnent codehR0tiand fise upgr ade
carries the revocation of the trust. It is noted that the anti dote code 203

destroyi ng tantRfoté Tol@Br 20PBUEH iriakd Balls td Bfis AMOILEARITe thalthe Systeppet her
with the signed partner code 203 naking the added trust. That is, the

oo o< P REERS 8 AIGPRLRSE QY 00 (IS GHMBILABAT K |,
point in ti %o’fmd after the antidote
10
According to the preferred embodiment of the invention, implementation is
as follows. First the add/destroy trust APl 204 is added to the system 205.
Then the client simply writes the small piece of empowerment code 201
and the small piece of antidote code 203 that each make calls to the API
15 204. In the preferred embodiment, any of the APl, empowerment, and

antidote code is written in, but not limited to the Java or JavaScript

programming languages, or in any other general purpose code.

~ It is noted that the granting and revoking of trust according to the invention is

20 performed outside of the standard infrastructure as in using certificates and
revocation lists as according to the prior art. Also, it is noted that according to

the invention, the master key or certificate is trusting code, as opposed to

trusting another cettificate or key as according to the prior art.



code 203 has been applied, the system 205 wll continue to honor the
revocation of trust by the m nor key 200. 15 According to the preferred
enbodi nent of the invention, after revocation of the mnor 200 and when
the partner WQEYW3Hnti dent about redistributing nodified? 535%011’(732,8 a new
mnor key is issued and the adding of trust can be reinstated. 20 It Is
noted that [ f a client has nultiple artners t he one enb di nent of the
Movent i on. kROt dne deniah does o bxmuummétaﬁaﬁdlg%wa HechADIYB/ 003176
PCTI USO1/ 17 End User's Perspec According to the prior.art, an end
user is pr egéﬁ?éﬂ'cﬂq ﬁem“d‘lt'@@sb'éﬁz\gsw YnYahdaiingha RREICUIRNAETEHCHP not t he
end user trusts code abhout to | oaded run. Such dial og ally
confuse thelS8WH ea§é>r=68®n9\@c6¢ruraier%tq ﬁ@ecgﬁ for deveratioRBodn rﬂ%?“ﬁéﬁ)ﬁa
i nvention, such dialog boxes are avoided. Wien an end user requests the
upgr ade conf@PRAmRENntef tfmmﬁet*%m upgeadshis dawnlogdedsterthacRnshisgnr ecei ves
the signed (by the master key) enpowernent code and the signed (by the
m nor key) Wﬁﬁﬁﬂéfhel'épgféﬁéCaWQSHB%fGW@,BW/PE@GéHiSfquest| ons. The end user
experiences the system code, any additional patches, and powerful partner
code all working together seam essly. Although the invention has been
described In detail with reference to 15 particular preferred enbodi nents,
persons pos8ésppieg ibeatitheaptidateicode203destaying truat istmers powerfelihann
pertains will appreciate that various nodifications and

the empowerment code 201 together with the signed partner code 203

making the added trust. That is, the antidote code 203 has permanence
10 meaning that when the system 205 encounters trusted partner code 202
signed by the minor key 200 at a later point in time and after the antidote
code 203 has been applied, the system 205 will continue to honor the

revocation of trust by the minor key 200.

15  According to the preferred embodiment of the invention, after revocation of
the minor key 200 and when the partner feels confident about redistributing
modified code 103, a new minor key is issued and the adding of trust can

be reinstated.

20 1t Is noted that if a client has multiple partners, then in one embodiment of the

invention, each partner can have its own unique minor key.

10



enhancenments may be nmade without departing fromthe spirit and scope of the
clains that follow, 20 11 CLAIMS 1. A nethod for granting trust to and

revoking said granted trust from partner code of a syste i ster
key, corrprig’loﬂg’“?ﬁé‘ steps of: providing a minor key for s%ﬁf’lﬁg‘ﬁ@}zﬁﬂpartner
code; providing mnor key enpowernent code, wherein said enpowernent code
i's signed bé ﬁi glggétsr Eeé“\; or said granting trust to said partner code;
responsi ve e said granted trust, distributing mnor key
anti dote codge oci.ated, wherein said mnar key antidote de .l i gned by
2h 0" st oRoRBSHRG BLERPHEC B o Bl s R EbeRlRd WS RIS oeh her
code; and proyv.i di an, application programipterface (AP i ghed, by said
mast er keyaF'é'ngtHgiQ&d ngf‘,&‘l e qerfn'?%tgg‘ﬁ %*Hﬁekgys%%ééﬁﬁﬁﬂ{]t%%e and
said mnor key antidote code for determning if said systemhas ability to
grant trust laggdesdRr rupy skich diplegs typisalsepriupa theendais8e: wherein sai d system
conpri ses systemcode. 2. The nethod of Claim1l, wherein said revocation of
said grabted trust by said antidote code is permanent. 3. The nethod of
G aim1l, wherein amount of said enpowernment code is significantly snall,
and wher ei nAsoomling td theaprefenmed eénmbodirodat okthei iguentiarsiuch dialaglboxgs The
nmethod of Caiml, wherein said antidote code is run as upgrade software to
conbat a sears iavpideccadiVheh. arf lendraséo dequiests ahe dpgnalder eomtagrng thet i dot e
code i s downl oadabl e.

partner code add on, the end user actually receives the signed (by the

master key) empowerment code and the signed (by the minor key) partner

10 code, without receiving any questions. The end user experiences the
system code, any additional patches, and powerful partner code ali

working together seamlessly.

Although the invention has been described in detail with reference to
15  particular preferred embodiments, persons possessing ordinary skill in the art
to which this invention pertains will appreciate that various modifications and
enhancements may be made without departing frém the spirit and scope of

the claims that follow.

20

11



6. The nethod of Caim1l, further conprising the step of providing a
plurality of secondary keys each coupled to associated partner code. 7. The
met hod of Claim1, wherein said enpowernent and antidote code are general
pur pose code and witten in any of, but not limted to: the Java | anguage;
and JavaScript. 8. An apparatus for granting trust to and revoking said
granted trust from partner code of GLAIMStem using a master key, conprising:
12 a minor key for signing said partner code; minor key enpowernent code,
wherein said enpowernent code is signed by said nmaster key for said

granting tirust A metiaiddfopgrantiayg tastde ane sew@Ribigvsaid gramtet fustefrér paftieke sai d
granted tru ]

at meaqs for distri Ruti nlgpm.no ksgg anft_ i dot e code associ at ed,
wher ei n s&P8° Bl ASYSIRDMSING T WEPIET KR FRMPUSIAY Y183ieRR X'sai d master key for said
revoki ng sai d grant guovidinga riinomkeydodsigning s4ie pafnércodend an appl i cation

Cara minor ey onpo SpiiRe TR, Amadaimant trs pordih SRR AT Ry —

det er mi ni rgdé is signedl BysHieMabRs kéPfdr ishid drantidg anist forsatd partneridedd;evoke trust
fromsaid partner code; wherein, sai g s%/s em conBri aﬁs gy tem code. 9. The
A5 pted fgus

apparatus of C aim SESRANSIVE R 25siTe e §pidg( Lriing O ri des
appl i cat i ey @htigdié dogerassueiated) whersiesae rimdraay bitidotd codd sighedbytsarl of C aim
8, adaptabl e fﬁ{ﬁgddl ng at a |l ater poi gt in ti mg an addi tiopal partner
code, cor MY R AT Séé‘ﬁﬁ"%ﬂ%lsa'ﬁi% teq Kystdogm a@|d periagh (Pdradi%,
providing an application program interface (API) signed by said master

key responsive to calls from said minor key empowerment code and said minor key

antidote code for determining if said system has ability to grant trust to and revoke

trust from said partner code;

wherein said system comprises system code.

2. The method of Claim 1, wherein said revocation of said granted trust by said

antidote code is permanent.

3. The method of Claim 1, wherein amount of said empowerment code is
significantly small, and wherein amount of said antidote code is significantly small.

4, The method of Claim 1, wherein said antidote code is run as upgrade
software to combat a security breach.

5. The method of Claim 4, wherein said antidote code is downloadable.

6. The method of Claim 1, further comprising the step of providing a plurality of
secondary keys each coupled to associated partner code.

7. The method of Claim 1, wherein said empowerment and antidote code are
general purpose code and written in any of, but not limited to:

the Java language; and

JavaScript.

8. An apparatus for granting trust to and revoking said granted trust from partner

code of a system using a master key, comprising:
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key, a correspondi ng additional enpowernent code signed by said master key,
and a correspondi ng additional antidote code signed by said nmaster key. 11.
The apparatus of Claim8, wherein said enpowernent and anti dote code are
witten in any of, but not limted to: the Java | anguage; and JavaScri pt.
12. The apparatus of Claim8, wherein said enpowernent code is significantly
sinpl e and sai d ant iacniner kmdhr klgmaggaidf;iacméltd:c;desi npl e, thereby elininating
opportunities for err.or ' '

wh d
enpover ment code us&3" %'a\“’d’ §(}’§Pﬂﬁ5"p‘?o’ﬁtc8fi?'a\ﬁ’ger95‘ %?'g]ﬂp%eré’%b{]ﬁ%fg Bf said

trust, andighad thyaaidirfadter keydoer saie grantingltrastd eaid parther éotleg to effect said
revocati on of said grant ed trust er ei n sal d

mnor key is creat ed®IRPNEV ﬁattot ﬁefjes'@s%(r}g%ﬂ?%d Qﬁt ﬂraé‘gﬁddgb'ait'ﬁef?”%\g

distributing minor key antidote code associated, wherein said minor key antidote
code is signed by said master key for said revoking said granted trust from said
partner code; and

an application program interface (API) signed by said master key
responsive to calls from said minor key empowerment code and said minor key
antidote code for determining if said system has ability to grant trust to and revoke
trust from said partner code;

wherein said system comprises system code.

9. The apparatus of Claim 8, wherein application of said antidote code overrides
application of said empowerment code permanently.

10. The apparatus of Claim 8, adaptable for adding at a later point in time an
additional partner code, corresponding additional minor key signed by said master
key, a corresponding additional empowerment code signed by said master key, and
a corresponding additional antidote code signed by said master key.

11. The apparatus of Claim 8, wherein said empowerment and antidote code are
written in any of, but not limited to:

the Java language; and

JavaScript.

12. The apparatus of Claim 8, wherein said empowerment code is significantly
simple and said antidote code is significantly simple, thereby eliminating
opportunities for error.

13. The apparatus of Claim 8, wherein said empowerment code uses said system
interface to effect said grant of said trust, and said antidote code uses said system
interface to effect said revocation of said granted trust.

14.  The apparatus of Claim 8, wherein said minor key is created by a partner

associated with said partner code.
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