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WD 2004/ 102310 PCT/ US2004/ 012884 METHOD OF
AUTHENTI CATI NG A CONSUMABLE BACKGROUND OF THE
WO DMENTI3SON 1. Field of the invention. 5 The pPE€BER1004/012884
i nvention relates to an i mgi ng device, and, nore
particularly, to a nethod of authenticating a
cons umabl G s edp! o AP ARATE SRNE K cONSERARAE O
is an itemthat is used by the imaging device during
i mgi ng. One eRNPKEROUNDCOFSPHEINYENTPORUPP!Y item
such_as for exanple, an 10 ink supply tank, an ink
1) et Pialdphthedneention: dge, a toner tank, or
el ectyopho raphi r . EP). rtridgeg, th .
cont APROrSLEIpARDoG RS TY By pbief Belikho8®: ahlibugeyigpy. w2
meHRARI Quihekti@king @Refisuniabid used il aMamHBRE: dbvideng an
i magi ng process. Exanples of such an 1 magi ng device

2 ncl bescriptiongd therelgtedftér and/ or copier, or an

el ec I [ j . i ' . .

oo UIFHGATEN. £ HEATASL o 9P 0SERSEe DA e avi
durivegintegriddy Gnibetaapieof sscatemhahieds a Sippby itew,antiuad fov example, an
.once the imgi.ng .substance supply of the supply item )
: Swﬁbéitﬁé%&? ip detsRRpPGAd; LA ﬁé?Pn“r‘PafﬁnlﬁeOng@?fH%P%‘@H’gfaPhw

. i Lh :
PSR Es WAL, MEBIEER kB, et o
exsimplé migpntgneuthst iawossuimedaiudeg ah anaging progessi xginpips of such an

.What S .nee in.the art is met.hod of ) )
maEnedevicipe 36 a0 H@wsw%?r&ndi‘oa CRPISS OF an slgetgophigiqgraphic printer
and/@Mtopi&e d Dufin@Bmb g i vigh €Y inees YR Yh Oamblilt of the imagi

| NVENTI ON The %r esgeﬁ%g i nvent ingﬁgui)grsoyi des a net hogl ofe Thagihe
subgtenen s dapleisd. alkwnsuenibally, wned the imaging substange supply of the

' . f nvent.i I n. f .thereof, relates .
S5 58 B0 e T Bl PR AT R8st
witheglaghgoebitesce. | MCithdt Bgerit e ot @ mit QYo g detvesupply of
.consumable wth a nenpry; nonitoring usage of the
ingagiad sHbSIaRCe BrdeiP RPHEUGABESEBE t he consunabl e has

reac . l.d; j a a

eacha AR08 Hl BEARIG H B0 of b nE LR EOR et as o
suppit Han, weé psarnimagieydawiceg t he consumabl e; generating

an 30 authentication code signifying the renew ng of

the consumabl e; and storing the authentication code

in the nenory. |eusnahiey OIPTRE PNeVERTION'€ Present

invention relates to a nmethod of authenticating a

consthabteseni se¢niion provides g ineghafieofi agthenficating dicogsunieble used in

SR oISV i NG

The invention, in one form thereof, relates to a method of authenticating a
consumable used in an imaging device, including the steps of providing the consumable
with a memory; monitoring usage of the consumable; determining whether the
consumable has reached a usage threshold; and, if the consumable has reached the usage
threshold, then performing the further steps of: renewing the consumable; generating an
authentication code signifying the renewing of the consumable; and storing the
authentication code in the memory.

In another form thereof, the present invention relates to a method of
authenticating a consumable used in an imaging device, including the steps of providing

the consumable with a memory having an authentication code stored therein, the
1
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the consumable with a nenory having an aut henti cation

code stored therein, the 1 WO 2004/102310
wWEOAWBa004/ 012884 aut henticati on code si gni f RETIYSH04/012884

renewal of the consumabl e; generating a verifying code

based on a secret |located in the inmaging device and

[ K Vi

o e B T i By B Rl Ping code
basedrdnf ays;em@t tadedtio thedatagmgn dewicehed frfprmdtionrstoredval thoasmory of

aut hor i In anoth t her eof
TRy AR R A P e SR Vﬁa%gng code to
defeﬁﬂﬁfm?ét or Y8 nbWalafhsi ABGLAGH. devi ce, i ncluding the
steps of providing the consumable with a nmenory;
per flor anatbera foim sthercefiethwl podsenthdanventigunegdates to a2 method of

oGRS A T DR B S0P AL AR oviame

thé QEBsurabld il P mYeniryi Herfo@map bt rddtwad @M etehesnsumable;
formthereof, the present invention relates to a

generpiiegia dirst aufhensiseticagadsgigni e s hedislercnewdl; prd giqring the first
d Cey i s of providi th
ol RER SR il BT DD e SBERIER ©L P0G enevl

of tihe af@h&uTadh ethere@ﬁn giatpresgnia ifivension medateageo a method of
aut henti cation code (MAC1l) signifying the first
autheRBCRAINS 2 CPFRNHRYe trd IVATIMPEINE Aevife Adalydipg theribeps of providing

th& %ﬁﬂl@%lg Wfﬁ?rff % cﬂg }eﬁgﬁﬁﬁg b efgvabnRfal 1o 'ﬂnae consumable;

cons ; generati second nessage aut hentication
geneadiing MAGR) nsssgppef auitiegticithe seleodACEpeigaifyingnitie first renewal;

t : th f.th bl
S R M PP e PEBITY A DTSSR PR EPGTE F areipdatigal of

thé‘ ORLNAMIO L8R AE sB%n8 maRse ilﬁﬁerﬁem&f &dd@qmw}r §ibnifying
bi nary nurrber having a first nunber of

thesacondirenisival apd storibe thedhiCagn shesmemnty qfah@@qnsnmalblﬁt s,

the fir its bejn r eat 0 th :
secdhantmbarmgates He fedhl Afaifetleds i dengting

makkRY cBaviriifig @ iRt bEharynkikaBer @fvidy & Firstt Ihﬁnﬁdﬂldfdolt@lkﬂ’% kecond
of bits being divisible into the first nunber of bits

binasy nugrber havinsta waend ayber afghitsh gnet first pupberaefbitrbiieg greater

thépqn{h%a ?111&” ?%n'b&y of Blt@ rlR%R 1ng fthé) S ﬁs of dleﬁ%ﬁﬂgeah é&f P}&\hlgg a third

beil ng* equa

nuidbeber bﬁ§ thé Hﬁrcbﬁurhh@ of Koty beﬁ@&hvﬁfblé heo greofigsnimabérng bits to
a nunber of bltsﬁg qual to the otlent rrelating
fO@a@hq%lem tdigding{he Fust Ripary TRmftes dpfo ot pwil% Iof BEIIPp ;Pf bits, a

eg B? Hﬂegplgfal &} Bﬁ %1%{1}3 ?ﬁrllftét ])S/éﬁ% Qgﬁ&% g{égt?[p In%lrsnbgl% ott‘ 1?]1&5 of the
kem ea&h dfithagyoups itrlmng eawimbgr ofipits bgual hgthe quotierds porating each
bit havin

k
bitGH BBk A1 DR (B RO BT BPBR EhCeh cbe S g mumber

A
se%gtru?gl tglﬁmg ?i?eteﬁlé]?agletgo %éﬁﬁgﬁlblgsnu%% thel BFsMbRtary @8fbeReach group

having a corresponding key bit having a predetermmed binary state; and selecting at
least one bit from each selected group of bits based on a mod function to form at least a
portion of the second binary number.

BRIEF DESCRIPTION OF THE DRAWINGS

The above-mentioned and other features and advantages of this invention, and

the manner of attaining them, will become more apparent and the invention will be
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30 BRI EF DESCRI PTI ON OF THE DRAW NGS The
above-nenti oned and ot her features and advant ages of
wo boog/1023v@nt i on, and the nmanner of attaini ng POEIS2004/012884
wi || beconme nore apparent and the invention wll be 2
WO 2004/ 102310 PCT/ US2004/ 012884 better understood by
beﬁgf BhEES0d byt Redefld QYMINOfoIRSERG RbiRDLOh ENQANEHRBLE of the
of the 1nvention taken 1 n conjunction with the
ineetionpaenriingongnastiongsith thi eceimpanyng drawings, avherein:

di agr.amati c .depi ction .of a systemused in. association

wi ¢ HFiEn 1 g QBgRmmaRs Apigion 6 oy b paediny Rty St the
pra&Rt flvk@bnof the menory of the consumeble of Fig. 1.

Fig. 3 is a block diagramshow ng functional blocks of

t he W8I Tiscf grephycal HepicHpyof thamesnagy pf Bikechasumable of Fig. 1.

geneg.al ,process, of. one aspect ~0of .. .

ot rig Pasct c WeRed-SRE s RuTIOREE the ARG oL Fie- 1.

i n aRigondance Méwéhatthef prgsenl prodesenlicng. aspectFoa MBhod of

is a flowhart of a general process of another astﬁeﬁt
auglrensicatingyi eonsFmallgruseh i enimagnsdedsts iagncelanse y1ihfhe present
inb I,ng device, in accordance with the present

invention. Fig. 5is a flowhart depicting an

exenfikadR iproofiewshdronf geracat prges dA@otlsui aspdalt @f faomethod of

se as, the authenti caéi.on code or verifying code, ig
& FRlEScR CopsERapieaised &) i BRAERE Je i BeroTgange Weth;the gresent
nbiMwghart depicting another exenplary process for

generating a MAC suitable for use as the

aut hiéigt Sciatd dlowebae depictieg iah yaxegpboy erodess docgendatiog a MAC

ith the present.invention, Fig..7.is fl owchart .
sefaR o e B TS P o s O PerifBing st Elaes apth the
pré§at indentdsh. t he mask of Figs. 5 and 6. Corresponding

reference characters indicate correspondi ng parts

t hr oligh® i 2 flnwcharbdepietinganethsr esameplanyanpeass fo generating a MAC
ef, out herein illustrate eferred. odi ment s_of .
solfbiertl it b e RO BT P RER, FE Ak G oge path the
presunsinveggbms |imting the scope of the invention in
any manner. 25 DETAI LED DESCRI PTI ON OF THE | NVENTI ON
Ref e¥igi hip mbowehart dpicingap syauplaryanpthed pEgingrating pgnask for use

asthOmadic of FEES Akt §hOWn a

Corresponding reference characters indicate corresponding parts throughout the
several views. The exemplifications set out herein illustrate preferred embodiments of
the invention, and such exemplifications are not to be construed as limiting the scope of

the invention in any manner.

DETAILED DESCRIPTION OF THE INVENTION
Referring now to the drawings, and particularly to Fig. 1, there is shown a
diagrammatic depiction of a system 10 used in association with the present invention.
System 10 includes an imaging device 12 and a host 14. Imaging device 12
communicates with host 14 via a communications link 20.
Imaging device 12 includes a user interface 22, an image recording unit 24, a
supply item 26 and an Application Specific Integrated Circuit (ASIC) 28. ASIC 28

communicates with image recording unit 24 via a communications link 30. ASIC 28
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di agrammati c depiction of a system 10 used in
association wth the present invention. System 10
WO p@kaasso an | magi ng device 12 and a host 14. POBEYSI004/012884
device 12 30 conmunicates with host 14 via a
communi cations |ink 20. I maging device 12 includes a
Usel i e A Uik 13024 deyice 12
Coglgblbnféa%ts%lfrtr?g@pg%c} elglnnZéAg%% %(gnt%ﬁgé]lgSpecszl fic |l nItné% % e%lvw_e
cafibeClor texfrAflleCin 2k jeABlifite? @nd/onconier| onbr sleairophatogrgghic printer
recordl ng unit 24 via a comunications link 30. ASIC
ang@r caIAD 2004/ 102310 PCT/ US2004/ 012884 conmuni cat es
W' t R SHe géoﬁte'x{ P R6 4 ?escfbmgﬁl%t iSRS 2 NKyd2 above, image
| magi ng device 12 can for exanple, an ink jet
recm‘rdmgemnan@ﬂforcanoﬂne,erforoexample,l et riophottogriagiead unit or an
printer nd/ or co ier e cant ext ,of
PR PRC aBpiEe b VR S SPameEig @ 87 Pt P tygine an
1mlégé bn %Asuﬁﬁfhtp 84, §Rh a8 %AIMRLEf Rt nitdid &t 2 PhotOESRRGL W inkmber.
el ect r ophot ogr aphi ¢ printing unit, and includes
Foanommgﬂnng eadntype of sidstratedt Willrheiraigrrgd to bhﬁ@@lmﬁ%nmber 34,

bst r at h
fop RGO HOLEOR orieps SRgEo et iryallBiy, B Rl fgaly gt an
ink j&sﬁr{rﬁﬁ@d %rthgé (g), refoner gkt 6 &y elebigophloarpeathid proeess (EP)
for exa print media 34, Supply item 26 can
caﬁgdgef, gackhof) 1@h Cé)ﬁtwm@gsmgmpyy pgr@pa 1n§§g11@smh§f@n]c%t such as for

ﬂet g %g t ttfnhtﬂ@ Sohfildled &b %%rm{a prgéesém Ima%ln% fdevme 12

ctrop rap I C process
us@bth@ hmeging siktange aozstumpdi h QippBritania@ tm@)rmdnstmge en print media
such as fo i s consune

S Ghedin 1 e g 0 SRS, SHHA G AP SEE Fhe
| magrge SKASE AR SPRERLES %mz@ {54 RiRb e féc@f@n@uﬁ@ ok %H‘supply

an i nage on print nedia nt nedia 34 tan
it 26 excgyriy @)nnedh eetndl‘ﬂﬂue;} alpserete flmltﬂ’ ot gy be combmed 1n an integral

AR e RIS R Bt Fob ool it technoloy

subh 8 Eer ABMiLBa Y 86 AR thieRt pmhaddcttaﬁhdgé BH8¢18d4BIah Snk Akervoir
may be Conbined in an integral wunit, these options

andeimigkdepprintberdoipruiad e d umtﬁef galsumebleexﬁij @r dopvenignce, the
et._technol,ogy uch an [
tebef spB RPN O issg B4 oo Bbaty e B cliBkde PR chFaull b B imtegra
cofigution BbschiBbd Bhéve Bedth drosxmthl@sf @ cotidutnable. Preferably, supply
consunmabl e. Thus, for conveni ence the 20 term "suppl

itqre 2fvhas neigRel theTalp AoMEREY &7 EPfesioting ntfpg%%t@perelatmg foYsupply
1tegzgg%?xw§%3’hl?y d@Lerfbllf ﬂeW%lﬁJ resfQRftb %# ayi gﬂetger a lB?%k jet

i's an exanple nsumab
prizifigald artiid gnP 2 Gmbasryndfuntgte fdmleébn a@artmftbhwpr&&héadrsﬂicon

SLOrg LRt O, el oL L0 L0 SURELY e L5 26 1,
e
such as RAM, ROM, NVRAM, and a mass data storage dev1ce such as a hard drive,
CD-ROM and/or DVD units. During operation, host 14 includes in its memory a
software program including program instructions that function as an imaging driver 38
for imaging device 12. Imaging driver 38 is in communication with ASIC 28 of
imaging device 12 via communications link 20. Imaging driver 38 facilitates

communication between imaging device 12 and host 14, and provides formatted print

data to imaging device 12.
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25 Host 14 may be, for exanple, a personal conputer
i ncluding a display device 16, an input device (e.qg.,
whegodaeasd), a processor, input/output (1/0 inpeTiames)12884
menory, such as RAM ROM NVRAM and a nass data
storage device, such as a hard drive, CD ROM and/ or
DVD é‘@mﬁﬁhw%‘ci snﬁnlg% %d O8e &Pa%i&sﬂeﬂ b? CA lﬂ?{%ﬁt leBblkt Sr optical
ware programinc I'ng ogr am
cohﬂembﬁcbt opsa hétadorlf laﬁmtelcﬁﬂn asctans Ifdira@talftg)lcd lanh Vigther38t R@al area
for |rra|n devi ce 12 |ng driver 38 i

negyoRa otk bg Jpend PREAYRS SR Tkl S ggmple, by
tes
R %2‘%1%‘%% et g out TR OF DY Sl is SIS,
and Eagoﬁ/lsobegraplncataiepﬂsdop of ntemoda s & whochi ﬁragmnvgn@aw isalescribed
WO 2004/ 102310 PCT/ US2004/ 012884 Oongu E(ja!tﬂ ons lud
as) aﬁﬁlgz%)PH’é 1ty O RGBHY ?ﬁ%‘&‘%?alﬁe i # SENQEHSPE By at ncludes
prQ—%ng%élmrfé@ MYBEhARR: geREral) &nﬁ@%ﬁﬁcﬁ%@eﬁﬂeﬁﬁ1%§%ﬁoﬁ&2 that
r 'exanple an Ethernet |ocal "area network
is Gorgraminea tiithnisfdrinalien Sheanapray iteen 2 toie mmIEIdlm sinegingfdgvice 12

| e d d g | cab|
anf Pins o o S A PERLE 13 ABA  GRLm oy fa, 2 storing

infirRhbE BbeddBP t&ﬁdn@fhcﬁfnﬂﬁﬁéﬁﬁfl)y g 16 AltfaPhefRHY Bith®Eewithin
i s described as having a plurality of menory

the abavieslescribed meamory seqtiond ngedst be epnti@morhat i ncl udes
rpnraﬁu ag&%bﬁl%gnaﬁn@mésgg Zéteﬁhﬂ‘t%w 'Tgcatlprésg 1nc1udg1g for

exvtniple, nidnadrirdbdanonshes], 4042p 149 3i zirfe]moz@ IFor |eﬂahpllej gdlocation 40-1
i magi ng device 12 and during the use of inmag

thefs\gagebey stored an sinpbhEEY Yae tigritigatiqng in é?“é‘FlPﬂ gml there can be
stéBd 9 Fﬁ?i#ef’a'&tdr'&esds% [y i 1ﬁ92{t{6&1’ ﬁlglo A I%I?%é%( be stored

Act ua nory | ons Wt t he a ove esc
anmiitiad yangemt iof nmagmgdsubsihnd@e and:,ninl peatirn. 404nthese sacbe ctored a
40 | cludes a it nmenory | ocati ons, includin
repgpuiigpte ot Mt el e Sabe poity eaehiia SEDLA ML 26 as

cith8r fecdi®d aﬁ%@ﬁﬂﬂaﬁon 'a@tef &A@t el or taBefoe n‘é@rﬁng Suthentication
stored an supply item type identification;

aftepceamamyfachiging. t here can be 15 stored an nanuf acturer S
sup temlden t on 40-3 there
P DYioh” TR niesof oty FE bR TitiRE et for
exaﬂ@&le inlerh@§aAbé@iond Q241 t4ex eqocanhg 51-61 gl az 6 For example in
remanuf act uri ng code. The r emanuf act ur (if;

logpsiongir ethetigppnybe sorehe pesudastanden i " qagon “number (PID) for
suﬁgfg&%n%g hé;f}{l '1&% 8 h? h tﬁgx%ac?# hashud J‘Q?aag{rufﬁggs} sjoring a time of

hen Ica remanu

inivhiisiallagedt oDsupAR; itede L6 desmagmg dedtd 13 inflodaEom ny-?, thele can be
| ocations, including for exanple, nenory |aqcati
stored 12 tigge prray Ik fomt%mm tgme 6 whish gan prgpging Fténce usage

coh[bensahon algorithm is invoked; in location 42-4 there can be stored a time array T2
for storing a time at which it is predicted that, based on the imaging substance usage
compensation algorithm, the available imaging substance supply will be depleted; in
location 42-5 there is an array of usage bits that can be programmed to indicate the
reaching of predetermined threshold levels of imaging substance consumption for
supply item 26 as a new supply item; and in location 42-5 there is an array of usage bits
that can be programmed to indicate the reaching of predetermined threshold levels of

imaging substance consumption for supply item 26 as a renewed supply item.
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| ocation 42-1 there can be stored a pseudo-random
identification nunber (PID) for supply item26; in
wo omatiosm 42-2 there can be stored a tine arrapCi0s1004/012884
storing a tinme of initial installation of supply item
26 in imaging device 12; in location 42-3 there can be
25 Sty e faf 10T B 4B T 1o 4901 B AchiypS BlediBhith and o
an inaging ance usagé conpensa |on algorithmis
ramdvm‘lb’(%éneﬂatedl SuHbh. 0Thé Zixéd tpogtion mrbdaproﬁidadehj/ the thanmfacturer,
array_ T2 for oring a tinme at ich it is predic
sugly g 1 Ob%%P@n%B’h‘ém?%‘rﬁd?W% lﬁasftlﬁhr&fgﬂl@sla@@facpwrer s supgly item
idéif SRGRLHABd AhIR 4ot aN@ihalinfly! PRRLAG portion may b
! stance supg:ny v(\:nﬁtl(f}mbe depl et erd in g%%atl or%)O lo-n v oo
genbnated Hysinegirgy deaiced2 usmggﬁ)r pkanspleeate-Gramlabieg pomgclamge@red by

di.cate the, 30 d th
G a8 oo et BRI B RS b B Rber of
blha{r?@hg@arﬁisze?os%y\’aﬁ%ﬁhPIDtgéﬁﬁrat@@d in location 42-5

there is an array of usage bits that can be

pr oghagithet of b)qah@iSc%& & of H@-¢. eaeth bﬁgbfdhe pheedity of Hspgabits may

re}fg'%%%' h0| sg%é gor?egp?ﬂd%og%s gllégﬁﬁt o?gﬁ\un}%%%'sﬁgstgﬁge from
su@@l@‘ifeh@ 28. 1@01:’@3'2(11&45&%6171 Bit 2884reprbbent Blﬁkddﬁ&md amotuet cbf&eductlon
stored in [ocation 42-1 can_ include a fixed portio

in é%qwlﬁh%waﬁ%‘eﬂ@ﬁ@ﬂ%c%&*@qddﬁ sumpy ifep iy éélatm@ﬁ particular
t uf
exg,f;%lg mbﬁté ,&)&%bgg?ﬁgﬂ% %ght{]ﬁ%h eQ&f Hﬁ%ﬁr’x rg@rg%ﬁte 3BprbRhmately a 12.5
pencentl lgsittivres! isnagingiupstateenfrorn deplily fitema2d. oBachtwsagellevel bit may
| ocation 40-2. The random y generated portion y .be 5
begerqgrasragd goefl PigTeAG iR 97 ABSOBiadsySge ﬂﬁ@ﬁ%&ﬁg@ﬁg forgexample,
méfbé dpfedbitbd B9t suBEth&&%@@vaX a free running
cl ock. I'n one e the PID has a predeterm ned
nurrtMBmofy sbitioar &4 mmcéadeana:l pheality cbibmemwy dogioR, Dncluding for

rated n eith ons 42-
exiip T Ay Jperban F4r1 G S35 o P Suatipls i Joghfarb el Yete can be
StM1S@CE firRVRkssa s BHRAINGIBE dode AMACPY NMIsPboH&®n& referred to as
i magi ng substance from 10 supply item 26. For

KEY& , ndegation4d-2nikprer caprigsiéared & speandanessegs aipapticatisin code
(ME@?’)E ais%gson{éu%{%‘é‘ &éﬁ&{ d stlgﬁstga%'OQ %xé%f@? 1?1'2@1 can be stored in

con I'n supply nore

mexanbeatidnf44-Deadipefy that the fiag redegal oDsdpply #as 6 kwds aQehdrized,
reﬁ}zr esent approximtely a 12.5 ger cent depl etion of

(e sstene & mﬁ@m&@sﬁw 14-éie signifthoh thesggend renewal of

sl ot T LB SR ARG LRGP iy sene
thdetorepirdsmmdttiod asocdated wityi sugplyuibet 26 can ctm\/ek:wuhtsupply 1tem 26

Menory section 44 includes a plurality of nenory
fr‘?%@&? PAEne ﬁﬁ@%@lm%ﬁ exanpl e, nenory |ocations

44- 1pang id4r lﬁoclf@lfagt%ﬁﬁéﬁ%ﬁng iihckiogA b QRs 41He ARRE 98 Qﬁ%g 1.
be stored a first nmessage authentication code (MACL),

ARG @8sehidesres comfrmnicatonsoimerface 50, an embedded processor 52 an
imaging recording unit interface 54, a secret storage module 58 and an embedded

authentication system (EAS) 60.

Alternatively, embedded authentication system (EAS) 60 may be located on
supply item 26, such as for example, on the silicon containing memory 33, or located at
some other location in imaging device 12, or located on host 14, for example in imaging

driver 38. The decision where to locate embedded authentication system (EAS) 60 may
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KEY2a, and in location 44-2 there can be stored a
second nessage aut hentication code 20 (MAC2), also
waeomtloazes referred to as KEY2b. For exanpl e, RMACUSZNAH012884
be stored in nenory location 44-1 to signify that the
fi rst renewal of supply item 26 was authorized, and
be, N fhe e§£r9f)l%d '&Es{l@r{?r ovié Eh'éig%ﬂanéé s%cﬁr?c Salgg.ﬁis{ Yhysical
é second’ renewal of * supply 1tem 2 g
tampd:rh[g' i areddor, By destractoi prpvidembeigh@Bed osesumlprl ygdingnuagithorized
I N _essence, stored i nformati on associated with

prg@mng@m%gu # B IGKISwi th supply item 26 25 from

one ¢SRhRRa G iRk SORIRItes Entnudichtford vﬁ{}ﬁ%glnrg driver 38
di agram show ng functional bl ocks of the ASIC 2

offliogt 14 .via pASh@udRationd like 20 dsesortsrubig A dsbedded prepsesor 52 is

5
cofirH R BRT Souish. g canapaeaiy R o SN0 patn 62
Inf Sstdinduinieinterfaad 5PN corih @it iRaS) cobfled 3O embedded processor
ternatively, enbedded authentlcatlon system (EAS) 60
52y Becttiend el 6bnis conppiyeativelin @epled fetimage fesording unit 24 via
Ftﬁ%}ﬁka fon ?nh}ﬂg €36, L §Of QR R Va %1 IRpYe j ﬁ{emo& 33 via
ocat é one ot her | ocation In 1nmagi'ng devi ce

codfmirdcaionsd dmkhosl. 14 Enfbheddeix amtnhmticatwmagysn@n c(EA\‘Beer 60 is
38. The, deci si on where to Iocate e

coRmRBFRLVERt PORPIed 40 CRTPEREPNERS i 6 Wovislertisapgh 74, i
coﬁgﬁryéﬁgfgél %]qﬁgéﬁftg hrg%eq@&ﬁgm 'ﬁmtﬁt?t@rf@d@ﬂﬂj&lag elea?{éﬁfsﬁéﬁ?m and

to provi securi ty agai nst physic
is tampenicagyelaodimed tesedesstomge mopiuk@\ﬁ 8d\ea biecigictlgragdS0.

s o bt s ke Ay seBral PATEIRE A8 Gt device 12,

an(i% héédt 88X P GR! BRFeMih of o184 Y& pAfthead 29, and
ost 14 via communi cati ons 20 (see also Fig.

to 1c)>ntr@ntﬂae dpetition of esisthead 29, ased onrmmfomaut@deinyamﬁme deceived
fr comm:al.cat' ns interface 50 via electrical path 62.
?%‘Eﬁgfﬁg B¢t ng unit interface 54 is comunicatively

coumﬁzs 600is eshfgeed ap femeasoh ASK Y8 2ordirgidtive! is paddrammed
i s communij catively coupled to i mage recordi hg unit

m@zuASKéZ&ct@rfﬁmv@an pathenticefien cule, ayrl ass wewARmPEhentigatign code

R B TROR el QST 288 d e predin

avGigeitivat] omad] porethin, eochphsesl rdp@ca:tmmnﬂthe aldsenps autheptifamion abgdrithm
via electrical path 74, is nlc(gélvelycupledto
uspéraigfe M/ PR OO 85nRtads R AEBISRE GPdE & Nert i Bl thegepewal of

suﬁél uﬁélﬂ 24 Syal RN AL | eét}{exc%gi e@lfn%e el p? Gyhb &jder @%2 MAC,

58 via electri c path 8 0Cesso
gehraiesl hysmhgise devijenkd &l the same @ the muthenti¢atiay icnde, deavi MAC, that

BEEE T WS T TN N -

authorized; otherwise, the renewal was not authorized. In order to verify each MAC as

authentic, imaging device 12 will include in secret storage module 58 the secret used in
generating the MAC. For example, if supply item 26 supports the storage of two
MACs, MAC1 and MAC?2, then imaging device 12 will contain in secret storage
module 58 two separate 32-bit secrets (Sa and Sb) corresponding respectively to the
MACT1 or MAC?2 to be verified.

The type of renewal of supply item 26 will depend upon whether supply item 26

was subject to license. Types of renewals may include, for example, license renewal,
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to control the operation of printhead 29, based on the
formatted i magi ng data received frominmging driver 3
WE200EAR3G® i s configured as firmvare in ASI C 2BCT/082004/012884
alternatively is progranmed into ASIC 28, to retrieve
an aut hentication code, such as a nessage
. . 1 i b f I . t i
R S SRl O EaMne AU A ity PR ing | F0F Bl when
ther swplyi ofexyabalilt entgiog sulsianad godeptdted, iSwphlyaisena 26 is licensed and

repli.cati of the nessa ut henti cation algorith .
sty BT 2RAES e irsraT BRI of RGPS Ebatse O Japasae license
réRweR! tHeMideRdd cahhif: ref&PaEdt vfich &MBRIMAIC &M BS sN@ﬂ’ied for storage
~authorized. In other words, if the verifying code, .
ie gpmorki3.  1§eupplat bem 6 domsgietgeativain e rdservesambent safinmaging

S henti gation co e.q. t.hat 25. wa
Qs FHbTaR 78R Berrilf o pandliieaiBt sy R pegysuch as
fdGexatnp) bl repleapigna khovasaginbUubhn eslippBt éﬁh}ﬁ?l%ﬂterﬂ D6 at which
renewal was_ not authorized. In order to verify each
tiggea MAC wilt hesfored inimemeirrig3-devi ce 12 will include in

secr st or:age 8 e used |

Gones 1S TFHE PRREHNE of b BRI BoBhss o8t rneshof @ method of
asthppiomatisg b ensinodbdg sedfin ttwdmaRElevivBiGn arostdMeAvith BRMresent
.imagi ng device 12 will contain in secret storage 30
"HSHe 58 two separate 32-bit secrets (Sa and Sh)

corr &@éi)d r r -
veri ;Ai%ed. $E§O’t§%g€% a\rﬁgéhé&gf)a%;g&%pd P )llﬁlizt%’er}%] ;igvfnh%&% 33 1s
powpteddotipstall ediet indmagimg@eyice 12m 26 was subj ect to

license, Types of renewal s may include,. faqr exanple,
oS cp B  Feel BBl s 498 S5 B enerated,
foreREmPR, BURSIADS 8f eI SN2, APisSHRRY 1 TobRIBn 42-1 of memory
remanuf act uri ng. For exanple, when the supply of

3hvh ey deinrifyi Aljosolbet mfumation,deph es tuie inforsail, ¢.g., TO, may

' 26, i i and |y item. 26 S a reseryve
b MEIRAC Bl bl B P R B ok B pPRulifREAOR: suppty
iteariesmified dulibet icRBSRHredMub heneNRekint, aviielhstsbA® odher preset
MAC wi || be supplied for storage 5 in nenory 33. |If
valipso Fych asdips eempledinstl lesdlR n a reserve amount of
I magi t anc e .C efd | | Q
oAt g, A g Pl 6099 1Al Sl wher
suppgiem, 20Yis raapinknjes PrinGedd €artithgi P, asHpst @ik S6@PIY ink jet

of supply.jtem?26, at which tine a MACw ]| be stored.
P?Whﬁ@ﬁ%f%dgs PHegn ba mangoredihyocpumbing th nymbgsrnirigk drops ejected
fBMOGKE PFintHea® ehi t k i

aut he%t in_c a? [ ’%lgﬁ g%%sfaﬁéa%aﬁlﬁé%g{j}jg °2n ?lr%%? Hlémgeervolfcagfuatlons
of imkaexpoliigrndemeits.hort the mumbsent drdpswentmaried Ab bstezpelfed by the
in%r%?ﬁﬁ' @atéggﬁ‘?@r?@o%coﬁgtcmhayal?e golflr%aelngatlec{ ’E)rgc%glint ?grvsluglg factors as, for

example, ink evaporation, temperature variations, humidity variations, etc.

At step S106, it is determined whether supply item 26 has been used to an extent
to reach a predefined usage threshold. In practice, several usage thresholds may be
defined, wherein upon reaching a subsequent threshold, another bit of usage array 1 or
usage array 2, stored in locations 42-5 and 42-6 of memory 33, respectively, can be set
to signify the attainment of next level of usage. An estimate as to the amount of
remaining available imaging substance in supply item 26 may be made by simply

subtracting the usage data from the initial supply amount stored in location 40-3 of
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provided for installation in inmaging device 12. At

step S102, a pseudo-random supply itemidentification
woovhao23ie generated, 15 for exanple, in ASI PCBUSL004/012884

i magi ng device 12, and is stored in |location 42-1 of

menory 33 of supply item 26. Al so, other information,

me?lgocrs} S%Sof El@l{tf‘ A0l PRt | Gk ?ﬁ 51?7 ?ﬁﬁsa—gﬁneﬁaﬂﬁresﬁﬁdylﬂ{v@@e{ I %ill be

owever, e fixed portlon of
deﬁgﬁﬂieib-as athel Ouhtresholldl yt Whicamhed embuidti efl reroadeg asaﬂable 1mag1ng

sofgicabas Getiplenal, dard rarieg i RRes Pl rrp R et to step
103 Qo Rbn@hifRe Mobbring B@gé%ﬁ%pﬂ& PRy UgoRNeddhind this threshold

noni tored.” For exanpl e, where  supply item 26 is an
th@pdocg:sstprqneﬁdﬁtthsw HABt r | dge PH, usage of ink fromthe

| nk £ qjifép Si@?t heag, xgart 6I d%gpo'?'ene%vrkdbeAg%[bftédogt?otqrﬁb%e type of

cou ps €] ected

reﬁarwam totﬁ% gplywtun@ %nwm fiéﬁen@ Yugm@ Ivéhelie %ﬁp}ﬁ?ﬁ 16RUIT61 g Eudgect to
nber of actuations in expelllng el enents, or

hom@ rﬁmmwnnlre tr opw qfdlmr@m% suppheoioRsapble dmpging gebspance, if

sug}g? ol fba Ch 11cgr#s%€a ddglg‘)% :f %@?{)2@%@3 gaﬁp ?s%me Q@@Eﬁdof Bnaging

suBdtafertatacedinmbeatp dicadserenenald, atid bm,se banbelirdngwed at which time
variations, etc. At step SlO is det i

8 r ed, .
an\ipidiontieationson, suck as Sesasc Bk %memﬂ bg gupplied
f01[ §AfbeAnRhEAGT Sﬁﬁfﬁg@y o %%0&0% ﬂlonegﬁ@%é ¢&erve amount of

several usage t , erein upon
imagimghsubstance Ldupplq'umtl 26hcas Ibelrdnevmtbfdrecorihiintle(bfusw sagk as for

array 1 or, 30 usage .arr.a stored i i ns 42- o
g 4 DY GBI 6 FReEin SRS Py cofr Rl Bt 2 h cither
caSd, Ql I §sdrlag o?tatv%llﬁ 'Eﬁménﬁ’éauﬂﬁ xbad |Metighity Hﬁ@% reﬁ\?\nal of supply

estimate as to the anount of remainrng avail
1tmn®@waga1$thblsz@ince in supply item 26 may be rrade by

ubtr | e usa dat a the niti-al
gﬂ%é %lﬁ,d g}agtdqh & geRet Pzgﬁeszd)fgang)}her ' !t o'f ' method of
auﬁ%ﬁé&%@&rﬁﬁﬁéﬁl@@&ﬂrﬂ&?&%ngwey i3@ccofdaftwith the present

item 26. One of the predefined thresholds, however,
inygntionpe  desi gnated as the threshol d at whi ch t he

armu ( QL n | ' ' S .
TR 1 ST A 0L ALy R 58 e
Wiﬂli aAfRy Botthitrimstan Sitlepticatidd dode,csuoh iag i M@Gmtdrécbt}ieffgn The

usage of supply.item 26. on reachi gthlsthr
auﬁwpgeatwpcr@ég §lg§r fi58 gena o E%@pw@ma Pysueh apthat g?fgﬂ ed above

W?lgl; g%b%%t It rﬂegh 4 r@%i?ﬂg 1{eg{‘?6"ﬁ1Qy b8 ?ﬁl{a{‘e? ggﬁ@i@é(c? earfrf@%e PH with

up tem 26 w epend
mmhextyhé’i astagipidytol inknje? Grinthsads vivjiridge PH, elg..ceherein ﬁa@mory 33 is

BT e Y AR RAaAUBRhY O], 2vall abl e
SUPPAYstbh %‘T‘S@,Guﬁb%%gadéﬁc%efﬂ Sertimbh vefifiin@abdibased on a secret
located in the imaging device 12 and information stored in memory 33 of the
consumable, e.g., supply item 26. In a preferred implementation of the invention, the
authentication code and the verifying code are generated independently using the same
algorithm, such as a hashing algorithm. The information stored in memory 33 may
include, for example, the pseudo-random identification number of supply item 26 and

time parameters (e.g., TO, T1 and T2). The pseudo-random identification number may
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10 substance to acconmodate |icense renewals, the
license can be renewed at which tine an
wa@oeiohamsicat i on code, such as a nmessage aut henPCT/aEE20041012884
code (MAC), will be supplied for storage in nenory
| f supply item 26 does not contain a reserve

bea%[ﬂgﬁiegoéy 1rh AGiSd PELABCEs ¢ hﬁbﬁé@ﬂ y rdnﬁ@ﬂ faﬁﬁn %?ocess, at a

|nued Use, such as for
tiepf mt;taﬁettmmg)ﬂsbpplym;’;l Toindmbgingdeecs Upl y of suppl y

t | th 15 th
Lt TR S g ReYiee d2 ARy BE R0 stored in
mgy&gl ¥; wlﬂaeﬂﬁb%rl\ﬁﬁﬁ ogéﬂ g&de%ﬁgd afi@p ABI18 &tehh%cxk}ﬁéther the

gener al proces not her aspect of a method
reama‘imw‘dubmgia consumabl e used in an i nmagi ng devi ce

5" 196 Seiarior & by auPaned e iy FAHRRnod Llg Ipihes me

Vejﬁtﬁ%ﬁﬁ&ﬁaod@row ded wth nenory 33 that has an
aut henti cation code, such as a MAC, stored therein.
The If he tesnlt iat stepSH 5658 NG the ipqué%s progesds i stepfS s evhere it is

111?1(8)5]‘[%& éo Hlf Aise%{ﬁgp Ha%u ﬁhlggﬁcfggﬁ oF k)e NSt n?\:&?’e f 'p@?hﬁ’ﬁe%%’ has

ndt Patded dge oBidr \Mdrhs 1ff’&m51yevs3i5 1sahdtaamﬁﬁﬂhzb@, therk app@bpriate action is
rint head cartrldge PH, g[ wherein nenory 33 is 125
takey Shftaps ﬁqrmalapl%bﬁeaéal% B¢ upGEKo jAgguips alh@waalazed replacement

fo?@ﬁ i 98 7 eﬁ%@%ﬁagdl%g%é {useh é}%cg oYl 61 311%p1agcla6toefc}1ost 14.

rates a on a secret
A$ stateﬂelbovmghmgandw] afethd zommab}efmaymd: |fone)sinqﬂeda lieplemshing of
consu item 2

e PSS IR T SPEHIGh 26 8 & TEOORAL I 7 e 1 use Supply

itaybgent i cati on code and the verifying code are
generated i ndependently using the sane 30 al gorithm
suchifdlse seshiashstag SéISg oy TYEBnthemrecdsm procaedsi torstept Dr6ddwhere it is

iR 1 s ek i Ol g PRt 36 ORGPl e Fonewal

wReAHBH el Sthé®némal ﬁhtﬂglmaﬁgro?@éd The pseudo-random
i dentification nunber nma WO 2004/ 102310

PCT/ szatanyerossses fb@g@ém@naﬁMA@wuﬁﬁlﬂg fergrse ey thegutigntication

oS B AT o SRR BSP LA, BRBLOPRR, 3 3had e iac

gileratioR plécesds &t BiRs. S bhd 6 mtﬁ&@l mgeﬁvﬁlasﬁed&eemgpmu&&nncanon
aut henti cation code stored in mnmenory 33 with the

cqt¢2§ FMAG) cya@chlenet diegh fH’PCt’é)Peﬁ 519y ducEPT eh that it is
oM DS e BT, oot o o
ofnthe dlags fitdeEon \neayi be psﬁudonandmd esuch that if one bit of the input changes,
there is a 50% probability that each bit of the output will change. One example of a
hashing algorithm is commonly referred to as the Secure Hash Algorithm (SHA-1).
This algorithm is specified by the Federal Information Standards Publication 180-1,
which is incorporated herein by reference, and is available through
the Internet at http://www.itl.nist.gov/fipspubs/fipl80-1.htm, or
http://csre.nist.gov/publications/fips/fipst 80-2/fips180-2.pdf.

The generation of MACI, also referred to herein as Key2a, to complete a first

renewal of supply item 26 will now be described with respect to Fig. 5. While the

example of Fig. 5 is described for convenience with supply item 26 being ink jet
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If the result at step S156 is NO, the process proceeds
to step S158 where it is indicated to the user that

w0 b@4aoashent i cati on of the consumabl e, e.g., SPEPUF2004/012884
item 26, has 10 not passed. In other words, if the
renewal is not authorized, then appropriate action is

prﬂlﬂi%@@ carBiti? 13, thode sﬁgm ﬁxae YW R SIniv thRAQh&IPRCedsdf Fig. 5 is

acqui re an authorized replacenent for supply item26
adbptaifesd othgr type sfdupplyatemssaad/or ersumables2 Alssy, reference to specific

di. spl .16_of .host 14. As stated ab .the renewal
ool e RGreahp peoRagon B aT AR i B g gmay be
ch@fgedah abeBaeinbgats YRSIRNRL AR of B patiieplay sistem 28sq)it i@ to be

renewal of a license to use supply 15 item26. If the

undessipiorl thet Sieeparg BlzarishnyEsed tineeprigtceths Mfe detigensyral of the

ste 160 ere it i I Nl L us :
cofHFRER o1 DR RaLp 2D, BT L RIgRE PET 81k ol b Smaging
deb/RBQDahd/onBsstaUtii @ehethe thBebri de IMLAQtth ibg compared with the
epr oceed. 0Exe?rpl alr %épr pcegsses ffg?,fgggjner ating aCMAlé )
Mg steusr én msponys 83 i verty tha aubhanticibast tha rengwyed garsugieble.
verifyij e_ar esGl | . ith ¢ . .
Lo VA0 SRS ORSY el QLA VEERE G corie
P15 iaa thohotlirohiezeartgidke yechl hradleadrtridss age aldthEphentadartoidge. Of
ccladed (I(3|MAC) epr ot ogol. A(P sh funcﬁ]ison i S a one-way
COPEFRCHPEIENS AN PR SRSTEYeXPAN eg&mieam hEKItYPSSnf easi bl e

to t b 8 ¥ 6N ndrBakdlof HY@br ebloP YlemehSat st
out %@hgﬁgtﬁﬂﬁggﬁﬁ?ﬁyﬁc’t ?gﬁ rrerlls’ gebpggﬁdf)r andgr%r%euch Steps
S204aB8206 o8R0 speoifict Iebil squet ivsedentasls destgnatéteassSMsfopmono, SD

50% pr obabi g't t hat .eaclg bit of the output wll
O FOIRELYs 691 %iérﬁﬂ%rpd?n%?- hashing al gorithmis
Commgl)> Yat" @E£ 0G0, § Boasit khRetSEY rc%rx’é%ﬁ)g\dﬁiggw MAWO1 (Key2a) is

(SHA-1). This algorithmis specifie y the Federal
se}qqfedr mation Standards Publication 180-1, which is
It E?g%gﬁgg? ?2?‘?,2&? é? Ir?@t s%érie{ %f &E&0% Ey cgggatén%tigé( %éclrgibéaewith one of

sebletyB NI/ $MriSPl . ni st. gov/ fi pspubs/fipl801.htm or 30
http;//csrc.nist.gov/publications/fips/fipsl8 égléf'i psl
80- 2AhaleDs PRE4.GEHENA RS MiREed 1 MaeNeIyt &t BN get printhead

I 0 &0 f L.Steoqlt f g
ool e PiFprt b Etyed ) OMR Shiindle, 1R 2P FUBl (oo, it time
pararpeteSTOWhep 82148 reeicacsthe 3efit fing. patanederdEl cstépb®2 4 Dretrieves
conveni ence with supply. item 26 bei Jnk jet o 10,
tho gy %9gi@w/%ﬁgeﬁéﬂsswevwﬁﬁ9_%%%@%%?%%3@%&1» step
S31R0S ferS &y |t§élj4-'H?t fﬂfﬁ@ﬁl&lo&tkgl%@ﬁ%ﬂ's $hate }é%ﬁ?ves the 32-bit

process o g. 5 1s adaptable t'o other types o
pssugptapdomdms(Kayd) romdoertiondBiles. Al so, reference to

o t bl i rert . .
oor oag afen, SOIR BEy B b nfibm o8 SSA% ) Bkl ui e
parim@e&esnRIa! f {the S fFil eRA®Y 35 BF kOfet PrilBédd Gukidbe PH to

system Also, it is to be
form a 115-bit output.

At step S218, the 115-bit output from step S216 will be processed using a SHA-

1 algorithm to generate a 160-bit output digest.

At step S220, the 64-bit secret generated at step S212 is concatenated with the
160-bit output digest of step S218 to form a 224-bit input to step S220, which in turn is
processed using a SHA-1 algorithm to generate a second 160-bit output digest.
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5 understood that the sanme algorithmused to generate
the MAC for renewal of the consumable, e.g., supply
WO t@an @810 pri nt head cartridge PH, etc., can bePures2004012884
i magi ng device 12 and/or host 14 in generating the
verifying code MAC to be conpared with the MAC stored
in r VL
consmn s SpPley R hoopyRs BEFIOTINSLEN pigh S20G, SAEHE color
dysh @tingread heartrivigej dor phé nfidse adnevealt thed gtseudmccﬁlel |ve111abe SHA

Rt 8 R i SPGB0 Sy
“ JQ,G rgﬁ?;#n\[s 8@&?&9%‘0 O‘BQ@’VﬁruSQ& hen é @hA—YQﬁ nt%pt%ni‘fibfégse the

nono or dye o
mputgmbeta 51atbisinpis andSRBA, is %%{Am aﬁ@ﬁ&hm specific 32

bit secret is selected, desj nate M r 0, S )
for Abstep Sdye, 2 Bk upng fe Lobih Pseﬁﬂi 2]3 (}ﬁm {} %?m[focatlon

48 keﬁgﬁ;’l']\%ll Be ﬁ c?bé%ﬁ?%{o’?% géetg@éog%g&r 5@&%‘%@%{0‘9 %Sgcr g?%lused to

redmc&athe dompit coutmmdgaﬁtaf sigp SA20 &I l&ltsmtﬂ]rm) MAGT (i.e., Key2a).

secr 0 At st e S214, ous .
o eeriE Db dhelPi MR SB3AGE Hmery Wt aridase Fis ) of
mgﬁo{}aﬁt 1 iR Got PHntHe8d E&H{de8ped. I n this exanple, step
retrieves the 5-bit tinme paranmeter TO, step
S214T@ acexminedats at $psodl binewal ok smlhn@me%,w g., dtlepet printhead

EATENE MO MR TN R——

toSh&Bin a2Kdy2b It édn?[pl@t% 4 B&ofd Q‘eﬁevlfeﬁ)?off Mﬁ’ﬂ)} aemt 2ORvill now be
40-2, and ste S214-6 retrieves the 32-

d g@hﬁﬁlomfénmmqtm(myw) f%%ltb@@@ca@nlmgf flg 26 iatdeserdhpd for
et R SR BRES b LB PhoBRAr AR Bt i

thewpowill Sogiiize fkatjthé prycksst dtekid. 64ds fadard@ﬂe i otter tfpes rofasupply

115-bit output. At step 5218, the 115-bit output_ from
itegpse gndipT cropFymales. prfé@es sefrenes iy wegifis- mimﬁ% otfi PHenused in

astgﬁcézgc &R BardicdaP v R db1 W %giﬁn iy :?&d m%ol%@&haﬂgg@tosgc%&nmodate

-bi't “secret generat
the desigh eosst@thtsvof & poitieulad SGtdpi.t Adnwt [Iu‘s talbgesdergbod thapthe same

15218 to f t t S220. . whi ch
Borphon ed St BieaBE ALt Bewit o e Raoiahlel B o auiply dtem 26,

prfhﬁ&q BetrikBE- P! QU Pt bl EES by 1%i|agyf@ aQ&léé 1923 Qenerating the
PCT/ US2004/012884 ’Thus, for exanple, for the process

vesityipg gMAK t bsuefmsareh withothe Md€lusionesl in awsinery Bpeto verify the
ntheag cartrl e for Ehe first renewal the
Ry 308 oA Ent Bhagle
At steps S300 and S302, it is determined whether the ink jet printhead cartridge

PH is a monochrome cartridge, a color dye cartridge, or a color pigment cartridge. Of
course, these steps can be easily expanded to cover other ink types.

Depending upon the ink type, e.g., mono, color dye or color pigment, at steps
S304, S306 or S308 a specific 32 bit secret is selected, designated as SM for mono, SD
for color dye, and SP for color pigment.

Also, at step S310, a 32-bit secret (Sb) corresponding to MAC2 (Key2b), is
selected.

At step S312, a 64 bit secret is created by concatenating secret Sb with one of
secrets SM, SD or SP.
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(Sa** SD* =OCSHA( Keyl **| D1**| D2** TO** T ** T2** SD* * Sa* * pad)
**pad), wherein "**" represents concatenation, "pad"

wo sowgex3to n the SHA-1 algorithmto increase theCT/B5S2004/012884
input to be a 512-bit input, and SHA is the SHA-1
algorithm At step S222, a mask using the 32-bit

pse ﬂg steg0 Ry | D, J{dﬁgyﬂa}arﬁ& slt&?@tlh Hemér 3?113 ¢ espe@et printhead

escribed 1 n - nore bel ow
caﬁlmdge PHi=se usedved Inethic exa:rin[de,lﬁtﬁp 8 314eutrpievedi thes$-bit time

f st S220 to 18 bjt f MAC1 . Ki AL
DSBS S0 88 TBPeV RS 18t BT ier Bt gp O3 143 Fetieves
tht 844 #i9 1{1 %angetér 2%3 1% r@tfnevélsochgﬁrmf H)lsﬁoﬁfloéd@llénmgtl step

print cartrl o acconmpdate a second
S?flelﬂiawmvﬁs the Elp]bly I]D2 éron® 6y losatgon 4012L< sfeptS3ddimntdeads the 32-bit

PGP B L YAES B Elon dpak Bt STRI B g Ly Kerae

(Mgcqgﬂpinqb@dtﬁ\,nsﬁcpnd renewal of supply item 26 will
now described with respect to Fi 6. Wiile the

exandt stepr SBilg. e pé-bifesserdt biems sep 133 100 it epnestrnatodi with the
BB SR RTLER 825 el G DL ACRR R0yl pe

procassiepB3F8,ghe 633-6it adpit ﬁbﬂn&ktép)SﬂtdWﬂl Beyesesodd using a SHA-
supply i tems and/or. consumabl es. Al so, reference to

1 alganthim to grnstets & Lofbppipuidigesti n  association with
part s\t ue nﬁggﬁ@%@%ﬁ t ée%re?ﬁ‘éﬁ'&h@&%t st%p g?ﬁs REnca féﬂ ﬁ%{ith the

to acco desi constrain a par
l(ﬁ)flslt emtpudlof cstepl 83185t¢ cﬁofma al2Mdelis timpod to rsédp smo seleh 20 turn is

or thmu te the MAC for ewal of he
pfenianes SHA SRS 1 hemiobiccon) FAEAR quPLLfeRtge
PH, ’?IEL?S for ‘é%ﬁ!rn{%l’e Re ek ﬂ%césﬁ@ﬂf?@g6 %ﬁh@?stéﬁSBﬂ) assummg 4 mono

generating the verifying MAC to be co ed With t
prvtieadt oegddgn fendhy $Bond weaewhly thhepsmdb#cedel witll ybaf SHA

h b t 0_and_ S302, it i
St SR AT R R Tt e TR 2 Sl O g Sen),
wﬁéi‘efns “52‘* Wéﬁ&&h&”@o&@fehét %9 e‘pa%( %"u@éd 4% ech? gl Qggrithm to

a col or rrent cartr ge. urse hese ‘st S
mcmaseb’éleaapmtl t}b thxﬁﬁﬁ-&chlgmtmwera 5)121'611: ik, indSHA is the SHA-1

gngplng upon the ink type, e.g., nono, color dye or
algoyt pi gnent, at steps S304, S306 or S308 a specific

32 bit st%ﬁ%@@ﬁ d ﬁla§1§h§ﬁ§ et 3068 iy Qéiﬁheign@ﬁnW(ﬁ(%gl)rA?Qg'locaﬁon

SD for col or dye, SP tor color pigne
421, whish B3l descgher it mea:d@aﬂ (el eothr esprohth Big. (70 is used to

M SRl RS rafle P S B e
of AeaepBs2HMhe HRLRAMBE? iddored in memory location 44-2 (see Fig. 2) of
memory 33 of ink jet printhead cartridge PH.
In order to generate a verifying MAC, for example, the same process described
above is used, wherein the EAS 60 residing in ASIC 28 of imaging device 12 accesses a
secret residing in secret storage module 58, and accesses memory 33 of supply item 26
to read the information pertaining to supply item 26, such as for example, the pseudo-
random identification number of location 42-1; time values T0, T1 and T2 of locations
42-2, 42-3 and 42-4, which EAS 60 can then use to generate the MAC. Once the
verifying MAC is generated, it can be compared to the respective MAC stored in

memory 33 to determine the authenticity of the consumable. For example, if the
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WD 2004/ 102310 PCT/ US2004/012884 At steps S314,

various paraneters stored in nenory 33 of ink jet
w@eooatisad cartridge PH are retrieved. |In thi SPERERIN€)12884

step 5314-1 retrieves the 5-bit tine paranmeter TO

step 5314-2 retrieves the 3-bit tinme paraneter Ti,

B B A6} BB S Sy ARl T Ehmsmtte

e. g.Osuppbsntmn 26, I&’Sbéeﬁverd'tadlaebemgtah'élemubl t 1D2 fromin

I : , step S314- the 32:bit .
pggfi%'so? sfishin B Rg) TP O oT GRS TIAE s Hosk fhgntiopggh above at
$ld2% bkl §4ag 3he ok %I% Igt ﬁ??&ﬁral(%%@tﬁo& EMVerts a first binary

Iocatlon f At step 64-bit secret from
nugbep h5Gng 4 ﬁrst nmmhcreofdnéde @ Shelt drea 1pRrburdegest gutput to a second
ikt

t k
bify S nd b FaRaT B G RCS R AR NAL" ihspg example
the whiber bf BAR Sf 6k ﬁ%ﬂ&nw funktRer Y 9fers @thnUht RImMBeShPbitslof the
algorithmto generate a 160-bit output digest. At step

seg@mpbingiyawghebi t secret generated at step S312 is

corcS LTSI W U5y A T RS AR ot i

dipisibie $ite cthel FirstonumiiiAf il foihe trss bibagemanisdreto afosecp qdotient,
160 bit output di 15 Thus,. for exa

Froly withputm gmagn i, rRIgRamplepit duokey has gﬁ'&%ﬁ@% h%ﬂﬂ%vided by
32’3%13%8%%398@@{\}\%1? Qb% k% 1tit§ed ?B%qh}%gfg ?(ﬁ@ésgsﬂﬁ%g to the pseudo-

raﬁddrﬁ)%ﬁpp{gyﬁaf Y Gtoret at To'Eﬂtio*ISM‘ 1 Shriqraat)*33p aW)t,hout knowledge of

KNS T gt of DB e ooe PR B i ey B efined to

haSE'@fxleeﬁ"ﬁﬁéd”t RRelef tBe SikieR FbndsM BIAK beaRel sHAe basid ﬂ)@ the mask.
HA-1 20 algorithm At step S322; a mask using t

32 bit stpls S4e1 thafitiohinpiy r(lméw )s divided ine aphwnlity4F -galoups of bits.
whi ¢ bed

THE el ol ity a7 of S8hliR ol % fisiibep it @ Mshekey. Bach of

thegtdink hds aesinbef ofbi@PeqBdld the qhdtidat.t tn e Preeit dAkadle, the 160-
.e., Key2b). At steg S324, the 18-bit MAC2 i s stored

blt( AR Pt Ioduided intad groupeef ¥Pis. 2) of 25 menory 33
of 'R%( tS4B£1' g%%cﬁ%?tdo Etkre#l 49 801?&'&641 % %{1% gfoug of the plurality of

genera a ver or exa
grpﬁlﬁmgﬁﬁtsdﬁ“slcaf filze Hlna@h?mber SFth@dmp\MJ dlfie infeahdthaEASh 6@ of Keyl
iding in ASI.C 28 of imagin vice 12 gccesses a
(33 sk has dPPERIPIGLY of Waigg &p Wil gaa zltﬁeg Ltheel@sblt Aiggst output. For
o8 SRR PRSP o) O e 1 SRR g o o
widklampiie withrbéts fs2 ofthe3igashoutpuh, bidéwo iof Kegt ol linambevittobits 10-

1 tgt |don 42-1: time values TO Tl and T2 of | ocations
hotthe digsstaetsn 42-4  which EAS 60 can then use to

genesatep 5hes, NACmeMISseled® from the plurality of groups of bits of the first
binary number each group having a corresponding key bit having a predetermined
binary state. The predetermined binary state is one of a binary one (1) and a binary zero
(0). For example, if the predetermined binary state is one (1), then for each one (1) in
the key, the corresponding group of five bits from the first number is selected. Thus, for
example, assuming a 32-bit key, and assuming that there were 16 “ones” in the 32-bit
key, then at this stage there has been defined 16 groups of bits for use in generating the

second number.
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verifying MAC is generated, it can be conpared to the

respective MAC stored in nenory 33 to determ ne the
waoeiohamsici ty of the consumabl e. For exanpl e, PET/URE04/012884

13 WD 2004/ 102310 PCT/ US2004/012884 verifying MAC

equal s the respective MAC stored in nenory 33, then

t he g@@% b | 4cp ] S

veri |§(§§dj as Zdlt %ega gta(gltehbéﬁ??% éélcf]l:1 gﬁl%?t&g %gd\%g%;\f%fesel?céerdyba o
onne il floctioee e rfartin. at laakiea pagionnehthie meechdabiveey sumbest e4g., the

2 of Fig., 5 and S322.of Fig. 6. |In general, t s
MG B kA 8 TS PORic HarS) seoch yRtyERn il ik ob The bis in a
grbid, Shd RUNBES f@tfctiBh teoul®sdlect bethddn FBuRoAHEMictbidi @astroup. In

output, to a second binary nunber having a second

somgribegplendntigions it may be dasirable toiuse g4 siece aymopé function is much

exanpl.e t he.nunmber of bit fi,.the fir pinar oo
meS s ot onh BurHrorhan Ry Ssfar e bR RS RYamote this wi
m&ERCRRCHRINAEY3 2Bt 0PN heSIOOP tHRA QAL ndt keye theuwksibility<ey being

1, is defined that has a third nunber of bits 10
chasap sPrecthe bitdram sagh greup iusheesn, shengdhe sity arerqopcatenaigd to form

MO0l G U 7 B GBS MO s 1

bitk60 divided by 32 is 5. As previously stated, Key 1

is a 32-bit nunber cor tespondlatgg t 8 A ge .paeﬁgo- random _ .
suppfyhqwesier.| numpes o Pitgiereaberinin A0 49 dgsited, fghERg ognore bits
. | : .
e s R
nuhfbeh doe cenoatemtion ovithsthe pdrgomiof thd sewmindt mmmbet qaeestatedadirectly

be ed as .the basis for.the .mask. At. step S4Q2.. the .
et A RinoRr AMOtRAT B TS APIET GELP eggoh s (bt
anfHRAUPD) 0hn Bé tied in TOGuikidh &Fitothe t B enadkadl Bitsi th Yo alll QURMAC.

is equal to the nunber of bits of the key. Each of

t he BreofoPewingsis an sxerbelaryafsewda epdedomimplemetimgdhomicthed of Fig.
In_the present ampl e, .the Q:nPit digest output is

7,609t BeervaR SRt E et 4 B8 MG X 9T ep Saba,
each bit of the key is correlated to one group of the
plurality of groups of bits of the first binary
nunber. For exanple, this nmeans that each bit of Keyl
(32 bits) has a possibility of lining up wth five
bits of the 160-bit digest output. For exanple, bit
zero of Keytlbitwsidlthrdughés opMAECHh bits 0-4 of the di gest
out put., hi ne of Keyl " will line up with bits 5-9 of
theplgpgigi\&%ﬁt%a?%t bit two of Keyl will line up with
bitSLel}?E 5 14 of the digest, etc. At step S406, the

se

nmet ho ects fromthe plurality of groups of bits of
t he EdtistOtodlnary nunber each group having a

ot st B UFRE RS9LAGt er m ned bi nary state |5 one of a
bi nagiy ; eNRIAG > tROGaide Hf MBBIt B(HR i of Keyl+1) - Keyl mod 4-1)
=+
End
For bits 16 and 17 of MAC:
Bit 16 of MAC = bit 150 of HD

Bit 17 of MAC =bit 5 off HD.
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(0). For exanple, if the predeterm ned binary state is

one (1), then for each one (1) in 30 the key, the
wa@eomaspondi ng group of five bits fromthe firBCT/N8I0€012884

is selected. Thus, for exanple, assuning a 32-bit

key, and assuming that there were 16 "ones" in the

32- %taglpgex?wég] §h \?ﬂl b S n2hRY$ 1bORIRs nﬂsl Rgei- Qetfo' 8&6rmine

16 gro or use in generating the second

‘Whvthdﬂ elicre 14 atiEns? @ﬁd/ (0124 3)1‘OSdPCTil? UsR09 4t Dbs@® binsetsthep imaging

| east o bi ch sel ected group of
demcp§2,vs§ I%P%f@d"agg%t‘é Y‘f’ function to form at

| eas‘,lﬁhu‘ﬁél P 'ékérﬂ;?le qf, st %ﬁa@d Rahyd BeiRaAvenBof can béised in

C.  For exa a nmod5 functi on woul d sel ect between
thalmethmdse Of)ff‘lgShé bid $ fon cenvegr thep] 6Ghid Qutprsddigestridt henHMAC

oSS S5 S RS A I AP B0 emor

33”&%@@96&&1@9&%&@@%&1@&4&5 much nore efficient on
a m croprocessor. However, g usi ng. nod4, in _this
¢

ex arﬁwlde this énvigntion hasbaen desst dq@r@vawea rpfepied degighyithg present
t
1nv a}1 (quhf%‘h%‘%v Jngdl?i%{l rv@ﬁ]ﬂlg él{l:&{jl gpgﬂ?g %1’?(1 péo'p% ﬁ% é@fﬁ (f?&%LJ%Qre This
apb?&«ltir?lnt 8 thél%gcﬁ‘g ﬁﬁtﬁﬁ(ﬁdaﬂoﬁ%bvhﬁ aho rvmna‘@dsnsl |8S! o anaptamcnm of the
of the secon i par
inyRSHORGSEGHS EEOCTE| PRACITIS. TySihendiis SEDHBRS Glen to cover such
degr iy ?ﬁeh? S@r@ﬁhﬁ%@?ﬁ%ﬁ@ﬂ%@ rC&IB@ '?)&élﬁpl? SWﬁ"BE %u%bﬁﬁra/ practice in
thearn tbevisel thid meerftionrpetthias fand sthidh faHrvylthm tuhmhmw of the appended
concatenation with the portion of the second nunber
clyf@er at ed directly through the masking process.
Accordingly, in this exanple, the two addition bits
(bit 5 15 and bit 150) can be used in conjunction with
the 16 masked bits to forman 18-bit MAC. The
following is an exenplary pseudo code for inplenmenting
the nethod of Fig. 7, so as to convert the 160-bit
digest to the 1 8-bit MAC. 20 For bits O through 15 of
MAC. HD = HVAC Digest Letj=0 Let i = 0to 31 25 If
bit i of Keyl =1 Bit j of MAC = the value of HD bit
(5*(bit i of Keyl+l) - Keyl nod 4-1) | =i+l
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End For bits 16 and 17 of MAC. 30 Bit 16 of MAC = bhit

150 of HD Bit 17 of MAC = bit 5 off HD. 15 WD
WwWQo4/1a32810 PCT/ US2004/ 012884 | nagi ng devi cePQRUSB2004/012884

read nmenory | ocations 44-1 or 44-2 to determ ne

whet her there is at |east one "one" bit set. If there

' bit set, then inmaging device 12 w ||
Wti]sﬁr@%%t a%ﬁ\egpielgéte the MAC val ue. Thus, for exanple,

in summary, the mask nethod of the invention can be

used in 5 the nethods.of.Figs. 5 and 6 t .convert.thg .

160- bit Bubshed pigadiengrating H%%‘i‘m%%‘e rué‘%dlo gh a4 MEERgsdevice,

%%@; the 18-bit value of the MAC to be

st g%ﬁ?%§§§ SF@ 33, such as at one of locations 44-1

and 4groRidiMhsdiécdrtsimnablowatht 4 mambas been described as

having a, preferred.design, the present invention can
be f ufORE n%%qa@gﬁsawsgﬁ\splm@ & spirit and scope of

this gét%ﬁﬁiﬁ IBhetR ssid cdfuaiipld KAk ERRed § uidpetRtaiord; and
intended to cover any variations, uses, or adaptations

of thif sand ennsurables herréackedyeaidrushe thragdiopl, ethen performing the
urther, this application is intended to cover such
EE{S‘&WS? “fromthe present disclosure as conme within

Known réewsnSda@i@nyumitdet i ce in the art to which this
i nvention pertains and which fall wthin the limts of

the appeRite a8 sfuthentieagiopp cpdeasigndyng said renewing of said

g&%ﬁh{ QO%%912884 WHAT IS CLAIMED IS: 1. A nethod of
uthenticating a consumabl e used in an inmagi ng device,

conpr kteting saifl eutheetixatiof coderinwkidimgnagi d consumabl e

with a menory; nonitoring usage of said consumable; 5

determ ni ng whet her said consumabl e has reached a

usage,t hrgg {‘Iﬁleﬁilo% %clhi‘m spi $h&eRs WIa bﬂeﬁev{'f‘iﬁgf 5 §f%ﬁ egnsumable

sai d usage res , then performng the urt her ] '
strepdsesfat leestemiengf 8 abplenishisg mibire imaging substangeasupply in said
aut hen i’cation code s'i. nifyin s%id ren%'ng of said
consumable and a renewal of a liCense to use said consumable.

3. The method of claim 1, wherein said authentication code is generated using

an HMAC protocol.

4. The method of claim 1, wherein said consumable is an ink jet printhead

cartridge and said memory is attached to said ink jet printhead cartridge.

5. The method of claim 1, wherein said memory is integral with a printhead of

said consumable.
6. The method of claim 1, wherein said usage threshold is associated with an

exhaustion of an available amount of imaging substance contained in said

consumable.
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10 consumabl e; and storing said authentication code in
said nenory. 2. The nethod of claim11, wherein said

WO e0veid23g0 of sai d consumabl e conprises at | eaBCT/OR®0012884
a replenishing of an imagi ng substance supply in said
consunmabl e and a renewal of a |icense to use said
consumabl e. 3. The nethod of claim1, wherein said
aut henti cation code is generated using an HVAC
protocol. 4. The method of claim1l, wherein said
consurablAe nighainof akthpsicating it baddmaklarised dgeanafiflagiag device,
nmenory. i s atta%led to said ink jet printhead
cappririggdhe epste met hod of claim 1, wherein said
menor y. 1.5 i pt ‘Mﬂaﬁ I hthead . sai I
consu*%%ﬁg®gégg#%gmhet %% 0 %Ialan?&aﬁégg?ﬁn%EﬁncaumlCOde
saerethetwig shidladthiesticsioncodd @gnifihda amewakbizsast comsumbble;

an avail abl.e anounpt of | [ subst ance gantajined in .
said EEBAELRHBIVEILY{RE Wé%a& %@ﬁﬁereb@’rzﬁ@%z@@alﬂow device
And thiBRHARR s@&e@}f{: %%bﬁ%{?) hafl GRORHARP!Hqused in an

i magi ng devi ce, nprising the steps of’. providing

sai d comparied|saidwitthendcabbom cydehaithngpidivea e code &b idetermine
C dﬁ}_stﬁred tgereiqh sai.d aut henticati on code

§ﬁ§ o S gene WAL HanarbZdai d consunebl e; 5 generating

a verifying code based on a secret located in said

i magi ng device and information stored in said nenory

of sai® cbifs aeilide of afdeine Japehereig smd drenewalent iseidt corsumable

Wt I.d verjfyi C det erm ne, whether, . .
EQRGrits B RALCoACLE WYIBRERIG $058 STl Mos i Wity in seid
\whesuRiab] Saidcth fegteMalf adfcesitd usosasdisaiBi@ableonpri ses at

| east one of a replenishing of an inmagi ng substance
supply in said consunable and a renewal of a license

to use s¢y £ ’ f Is .
b o0 ThYRUBBATSRLE 7 pdi I hoth Bl Chelfdornd wing o
hashngeglgatidpor.i t hm 10. The nethod of claim 7, wherein
sai d authentication code and said verifing code are

generated i ndependently using the sane algorithm 11.

The rrthq@le%etﬁécg&mim PREHBRA 8B aHheANSHPRRO& 4Rl BN verifing

ink jet printhea
code are generated independently using the same algorithm.

11. The method of claim 7, wherein said consumable is an ink jet printhead

cartridge and said memory is attached to said ink jet printhead cartridge.

12. The method of claim 7, wherein said memory is integral with a printhead

of said consumable.

13. The method of claim 7, wherein said information stored in said memory
of said consumable includes an identification number of said consumable, said

identification number including a predetermined number of binary ones and zeros.
14. The method of claim 13, wherein said identification number is generated

by said imaging device at a time of installation of said consumable in said imaging

device.

18



cartridge and said nenory is attached to said ink jet

printhead cartridge. 12. The nethod of claim7,
wobk@raosieai d menory is integral with a print heemuSmb4/012884

said consunable. 13. The nethod of claim?7, wherein

said information stored in said nenory of said

consumabl e includes an identification nunber of said

consunabl e, said identification nunber including a

predet erm ned nunber of binary ones and zeros. 14. The

nmet hod of claim 13, wherein said identification nunber

is generated by said inmaging device at a tinme of |

i nst all§-afliheanehodseli aigd ks whebinesaichindormptiopgiredy m said memory

Vi-ce. '%9%/' US2004/ 012884 15. The
%ﬁ%ﬁggngﬁﬁgﬁgﬂn ,Siﬁéaég%ﬁégéd information stored in

said nenory of said consunmabl e includes tine
paraneters. 16. A _nethod of authenticatin

consufi| 4 ke Ph AHHeRHHINEG CRAPPEEDI YEiiR oG impeinge device,

5 heREQ¥LEI Ng said consunmable with a nmenory;
?J%Irﬁﬁlgsrlnénge aéﬁgi rst renewal of said consumable; 5

gener atdvidjng@sdid catsusableovith € meimony;code si gni fying said
first renewal ; .and stprgngisaid first authentication
code PATREIES ALhtrsnegp! Qs COISUUANE . 17. The met hod

of cl gidBrdfhg ANEI KitRenBidhtchnl dods kighEpRwahidairsts@hdlval; and
consuniabl e conprises at | east one of a replenishin

of ansionngistid fissilasthgnideation spds/inisaidsaemorycdnaidreapsuan
a renewal of a license to use said consunable. 18. The
met hod of claim 16, wherein said first authentication

code 3. TRNALALE A URiNd 62 wWhatd Bgd drgoehéwdh of1s3id ddigumable
met hod of claim 16, further conprising the steps of;

penpiayani #igleast seeopida replemishingfolsan imaging whsiaee supply in said
Sg&gfr%ie g% rﬁﬁe“v@ﬂﬁf&%{}&% i@da o%%ﬁabgé.gn' fying

sal'd second renewal’; " storing sald secon

aut hentication code in said nenory of said consumabl e.

20. Th hod of claim 19, wherein said second. . .
aut heﬂgj g&ﬁlfi dﬁe‘g‘%}@l ol glaig; §6 e‘?’ﬁ?’f?mf ?56‘% fgréti Gu%ﬁ?té‘iatmn code is
%ﬁﬁé}&@& hﬁﬁéa%s}ﬁ@gggm%ﬁm The method of claim 19,

erein saifd second renewal of said consunabl e
conprises at | east one of a replenishing of an imaging

subst 18°9me %eﬂllo&{i of Uata 1%, further comprising the steps of:
performing a second renewal of said consumable;
generating a second authentication code signifying said second renewal;

storing said second authentication code in said memory of said consumable.

20. The method of claim 19, wherein said second authentication code is

different from said first authentication code.
21. The method of claim 19, wherein said second renewal of said consumable
comprises at least one of a replenishing of an imaging substance supply in said

consumable and a renewal of a license to use said consumable.

22. The method of claim 19, wherein said second authentication code is

generated using a hashing algorithm.
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10

consunmabl e and a renewal of a license to use said
consumabl e. 22. The nethod of claim19, wherein said

wG@e@ana3aut henti cati on code i s generated usi NBCHUS2004/012884

hashi ng al gorithm 19 WD 2004/ 102310 PCT/ US2004/ 012884
23. The nethod of claim 19, wherein said first

aut hentication code is generated using a first

al gorithm and said second authentication code is
generated wusing a second algorithm 24. The nethod of
cl aim 23, wherein said second al gorithmuses said
first authentication code in generating said second

aut hedBi cdhe onethedieo! olgim Al Srevheeinosaid fimne Apthentiqagign scode is
SPGB el R, D8 RS St SRS 1 Wonerated

ReihEarsetond adedritligt renewal of said consumable; 5
generating a first nessage authentication code (MACL)
signifying said first renewal; storing said MACL in

sai d TRl &fe%l%aioff &aﬂﬁggabié&em BT fQb AR SE GREBIsaid first

renewal sal d consuna enerating a secon
arthsaietian thdnhigeadraibm wodlsecOh@Rherticgmof gddeg said 10
second renewal ; and storing said MAC2 in said nmenory
of said consumable. 26. The net hod of claim 25,

wher ebR Sai deMbE bl Miitanediaied cosuR@bR fideliSih an imaging device,
al gorithmand said second C2 is generated using a
senpnsingthpoaténsiods 27. The nethod of claim 26, wherein

said MACld.is uaed in aner ti ne?nsa,i d MAC2. 28. A

met hod™ BFUPE EF SOTHP R HELR 2 A5 AEnverting a first

bi nar yefiAkIRE a fha\emaval of kdié toduable; of bits to a

second bi nary nunber having a second_ nunber of bits,

sai d feeneseting atfsst wesspee sutbentigtion cade (MK siguifying said first
zgce%g nunber of bits, conprising the steps of 5
el ni’ng a key having a third nunber of bits, said

t hi r d stoutinigenridVIAKI1tiA shidinignorgtiof s&id bbssulmbte; sai d fir st
nunber of bits to forma Q%IOU ent; 20

performing a second renewal of said consumable;

generating a second message authentication code (MAC2) signifying said
second renewal; and

storing said MAC?2 in said memory of said consumable.

26. The method of claim 25, wherein said MACI is generated using a first

algorithm and said second MAC?2 is generated using a second algorithm.

27. The method of claim 26, wherein said MACI is used in generating said
MAC2.

28. A method of generating a mask for converting a first binary number
having a first number of bits to a second binary number having a second number of
bits, said first number of bits being greater than said second number of bits,
comprising the steps of:

defining a key having a third number of bits, said third number of bits being

divisible into said first number of bits to form a quotient;

20



WD 2004/ 102310 PCT/ US2004/012884 dividing said first
bi nary nunber into a plurality of groups of bits, a
woovban23ed said plurality of groups of bits bePomyuszpoabi2gs4

to said third nunber of bits of said key, each of

sai d groups having a nunber of bits equal to said
guotient; 10 correlating each bit of said key to one
group of said plurality of groups of bits of said
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is a message authentication code. 21
29. The method of claim 28, wherein said first binary number is a digest

output of a hashing function.
30. The method of claim 28, wherein said mod function is a mod4 function.

31. The method of claim 28, wherein said predetermined binary state is one of

a binary one and a binary zero.

32. The method of claim 28, further comprising the step of concatenating at
least one bit from said first binary number with said portion of said second binary
number,

33. The method of claims 28, wherein said second binary number is a

message authentication code.
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