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PI CO CODE TO | MPROVE | NTERRUPT RESPONSE Backgr ound of} the |nvention 1.

Field of the Invention The present invention generally Felates to conput er
syst ens and jcularly, to a nmethod and apparatus for reduci ng

i nterrupt Hmﬂﬂw ‘HM‘HECI ated with input/output operations. :

Descri pti on ed Art A conventional conputer syst

inFigure 1 and"®Het udes one or nore-céniral processing uni ﬂm”,mmm ’Wpﬂ
12b and 12c; a main nenory unit 14 (such as randomaccess nmenory,

that is used by the processing units to carry out programi nstrucer ons; and
one or nore input/output (I/0O units 16a, 16b, and 16c¢c, such as a dlspl ay

noni tor, keyboard, po sWeMmﬂ_mnse@gstmeonaon t menory devi ce

(such as a hard disk or flapRypdbke rEUYT RESHY the conputer's
operating system and user mv%erw#eﬁm&io may have many

addi ti onal conponents which are not shown, such as serial and parall el
ports for cpxeebufd 68, tke nval¥ieys or pri nters. Those skilled in the art

will further aparecbatggthgt ;t hE{ev are ot her conponents that m ght be used
in conjunction v 2. B ock di agram of Figure 1; for
exanpl e, a di spThy pdepert mEntism gesdrallh xelatdsotdi scpm}atytarmnl tor, or a

memory Contsf}fytleﬁlrs Ehghtm&.ee Usoek 1R TBIMOEY d4ne tllod0anlr 95ES8AE Uni ts 12a,
12b and 12c rraxﬂ be, co rlse of sever al corrpoHents such as the

processor e F&ﬂgl RE t(?iﬁ‘??ﬁg?%ﬁcecrl?tg d%EBBi ¢ units), one or
nor e nennrwnmktﬁesppandopemcmﬂ.erface In earlier conputer systens, the
proceSS| ng units) comunicated with the other devices by a single system
bus 18, but later corrput er systems eased Ioadl ng of the system 0 6 J UN
2002 -2 bus by o\ A& which is connected to the
various I/0 deVLAceSnxléﬁt:.dxﬁdal m@ul-@:& aydtér@ Jso/sﬂseehbwﬁ i Mygwrdus bridge
22. 1/0 bu o SYU- t n n ng the
_various I/%mglgw ces rre n%!d r?cgtlovecl%g‘sir\%glg’%cgsglﬁgrﬁgéglgc@%}ch as a

1 ocal - ar ea ¥#&wadrk eﬁﬁl\Bz‘adaapt@l.n meaapyaryibid seaflaresranridimde the | SA
(industry sicwedar deabﬁpi&ﬁcmmp)uﬁuts ist e &IHA tiexbepdeds imglusiigs st andard
archltecturtec) bu g lhoe PCr:J1 rrlu%lgeggg camonent |nterconnect) bus.

Ot her means can a ep Povi ded Tor th

e various sysirem Hevices to

communi cat elr\Ei‘-lttHOE'éEhtoﬁm) wiidte dbadi L6kt Fchohb¢,acBe’sag BVA) channel s
which all 0Vﬁl®§>\lh<i]eﬁohﬂt§@mw&ﬂiﬂ dipbefitlyg vaéﬁcenema\m@éherand L.

bypassi ng the ssin r|n I/O t|o Sy V. |ous 170 devi-ces
(or the so eﬁg e Fics dﬁ) ﬁay F s5UdPY nt errupt”

Vi %e I vers COI’lt I ng
signals to d?@dfeeta) pfot estdrinartine tcompugpe’rﬁj dpegaging esiysprrocafur e and

save its st@elispragga&@rm%&ﬁpdeéxt Is3BSERAN 16 Gty PlavEOmany PRLd &l idmut i ne such
as an interrupt hap %;‘\F,'E arries qut a articulcﬁr set. .of

pr edet er ni r?é3 PREPEBCYTD Fﬁ)e r? OB t AECTL A §°6F 2t P MBS

| nterrupts msocfour Cdnmcmlglcpmrtrml edgvi ceodper atri prinbersiue Thwsebnor nal

(unexpect edjkiQi1QUIRT BRECSrt Iwill 1 t@&th@%cﬁﬁﬁfél‘late'a‘tﬁéé)c@%ﬁ &an further
receive mul tiple |ntg{lén§%s from.,diff ent%ﬁs]ources i n_which case, a set of

interrupt pYivGri CPER et 3o HSREr BRnBSSHhi th CSPHAFE T ed first.
After handlthegeothowe imtehre Uptoak ghiabyravont ridiguret Uy nfox cexdwelgr,o@edur e

that was b%1%1%§GQH£§QePYm£§}& FHeOQ{%%a' QY tvld%n&h q\?o'“}n%\&e al | oned
conmputer systens’'to_oper at e?]Jg]t eeds %h as ﬂ}/ J[lgcrg}a@l ng cache
Rt S PaRehery | comtrolte et BROGSEs (AR na0s Syl |
advant age gfrdckeeséngperitgals, did todoliermgy cblcbnbe somprissed kkd frequency
of 1/0 operakiQas. . o&é’ﬁ@é’”ﬂ& Qs ELO QP&CI %s'o?néoicgahﬂé}w a system down

arethelnterrupt pro essi ng ays (Iat e relatlvely slow a
~J UN 200121C ludes various reglsters and OglC units , oOne or mor

memory caches, and a bus interface.

In earlier computer systems, the processing unit (s)
communicated with the other devices by a single system bus
18, but later computer systems eased loading of the system



-3 operation of the 1/0O busses. For exanple, even on a PCl bus running at
33 MHz, an average "wite" operation takes about 180 ns to conpl et N;E

is equal to 34 instructions on a 200 MHz processor. The rati on@ \AﬁJ 9@2
with tiered bus structures and distributed 1/0O devices. Al so, new adapter
cards are placing shorter interrupt |atency requirenments on systens, due to
faster comrunication |line speeds and faster devices. Again, this problemis
multiplied in a tiered-bus structure. To address the | atency problens
associated with 1/0O operations, sone cogputer systens add special hardware
for dealing with interrupt handling outside of the main processing unit(s).
For exanpl ebus hiey ASfcd@ingmauiengndy sI Anbwar Ret eshbyh i eronatkeicaral tBusi ness
Machi nes COEf)O $AP QS 1% 'cileQ-leEBCf§§0r16(ﬂ Ga%ldt P64 té&e g&%%@egﬁl 1 US.

processing closer to thé 1/0 devi ce? si'm design,
Patent No. %8598 adRys l?%’éélg&n 2nt ef (i)g@rﬁ 20 Majebe HRRY cgé’H-t"'&‘hl@ Rugyl |
m cropr ocesssefw:ndfafc am:lepm:onhenglﬁgtnmca oRTibOBNDY/Y doflded mehusosedtrol).

't requiresagg ats' %hgpddméég 'ng,cﬂegprx fééﬁca%% gas%kt he

processor an unctlon code relatlve expensi ve
appr oach. Aﬁb%%bradfé’é?leg'n | $XGMB&REY ol rﬁt@nsarﬁatbmlu% the536A430 i n whi ch

interrupts l(mmwr%ttrdn@aml brBhoe€sEing LoD cBy SEBIA Al&teddead to a

central inter t_co n ch_interfaces direct

processi ng bﬂﬁﬁ?gt%cfr{taﬁgaf‘;éoaagght%%t“ﬁ% ?ugpp%‘gcwedééé w&erﬁ‘ﬁpﬁaéddr ess
interrupt |ecmpenertssderconoect! bwty dthewsmeams syest evhscobeout e t he

i nterrupt tBrévﬁé&%‘ioﬁ:h'éu@akﬁlguéh@é%%fev@&éé’rté yC&rf'?rﬁzlﬁlc§%§ gigp U S.

Pat ent s Nos. 495, 615, 530, 391 and 5, 555, 420. E‘Wﬁ hese patents deal
with the i n?%‘?}il Loy &b’ﬁ}hﬁs lFﬁ?"er'?ed"pﬁI? agGESH ofD e‘%’é‘lni‘?le&?ng i ssues.

0 6 J U N 26B2ch 4a Metw ailmlmes descgmndmrcaltandh.ragtlyntv&t&uphs in an inproved
manner 1S SQIQ éf\ Y . &?%sm of83siAccding to that method,

whi ch may be t e cl osest’ or art to t e present invention, interrupt

. vectors are Ioaded di rectly into an address register to mnimze overhead
of prlocessi ng i rm&ﬁrngptzslo theradioess xfagjosﬂsewoacnarﬂ@csat o ithe streanl i ned
signal proc i ar ex. Provision
of such a d&?%?“é ‘ot mv(i%reoggéggr&gl gér%geﬁtb%lﬂﬁgl tﬂée@cgﬁa %%gg with the
above- not ed“wmmm" Rllgé‘-alﬁr 591 GRERE & mr@@@gsbmg a@lr‘}artlo ébspRedmai n CPU
conpl ex i s 0§ eclividd RpFocednee hhdceinotitbesssaked 4 teubbirabusysyst ens,
and still ??ansp erprcoollaqlte %ttl’l guééald fad h(Ja_ L/&%cl at enc i1§1 ues. € (enerally,
all of the Toregoing orati onsn af 8463 TSt & coip eX|?y, but _ add
to service h@@@kﬁrsevmqhe@hsecsasmw cme anpagtieukay eeatheft wo processors
converse. |pryguddbmitier ehateucbectiesid alkkenhordemis @ amseebRodnhef reducing
processor workl oad 2assqcl at ed th ser vl cl ?ﬁ]él. nterra’i:#); 51880 as to reduce

i nterrupt sEPVF e Rt e El)t;erﬁ‘lp uf & 58 Fdr rHAdv J&SFf this effect
wer e achi evepemtipn,omer dugstot Abmoxnaln (funkekpet Oedr mwstdesegns 06

J U N 2002 %Summr"xé;&teph;h@nl “Veﬁtpﬁbéstsokscéﬁefﬁtﬂfe& aee@bkect of the
present i nven rovi g ag %’rﬁ/fe t od of proceg gg mgut/out put
(110 oper al't o e=n 1 EGApEt&r “59%t qrtenl sSANBTHEr b of2tHe Present
i nvention t®seproliideesraptapréohddiewhiich u:sedut;@sdeuﬂrmnmpwhhahenm es

associ at ed .mg,m /Q @J&%ﬁ%ﬁoﬁrsét '&fﬁé‘%’i nanQl heg Sbireet laf;e&b@p@resent
i nvention to,provide such a net hod reduci ng 1nt rrugrats %tenm es whi ch
0]

can be i nexp ]\/'elc)?nltl‘?ﬁlleﬁﬁﬁl‘éﬂsa?ﬁl q}ée EASFRGULR ot fafei - bus
systens. Thexéourtegbibyg the] pebseasinqaohiieved in a conmputer system generally
conprising at |east one processing unit, a menory device connected to the
processing unit, a plurality of 1/ Q deV| ces providing interrupt sources,

and means for i Mf%YCGRVEECERghENE ??@W@\/FE@E“F?tsfi’e"gtﬁf“écéé’s?ﬂ@rﬁ?l‘?t t he

i nt erconnect nglgmnspleadbudsnghn@arby fiolcreat bng eqdheg siiseeandpt requests
transm ttededfoda 00%%%@%35%1% [be%ghbﬂg U ALS! EUPEakEquest S, The

processing uni can be connec m menory using a first system bus,
and the i nt Eekbrifbentageneinsbpper et waine ﬁﬂ%st%l C%'-é’@%BrPPEF'BﬁS which is
connect ed teud¢hed /t@xedQ"tleq&Enaydof oI 40 lperheidge. t o compbrentdect/ O bus
to the syst b f | is nterrupts
is pref erabf{/’rc.5 éra %aneggago%%%%té d{ﬁ‘%@h@gﬁ%&%@g ,lgge%igg% i ncl ude a
st or age devP%@QﬁSla}gréyilﬁa[\?l rﬂéa}é?%‘él%ﬁ?d@n@n%?u%ﬂ%ﬁé’efl@'r shaldl i ng t he

i nterrupt requests. The pico-code instructions axe then schedul ed for
execution in a sequencer by the interrupt control logic. The present
invention is easily scalable to nufti-bus systens, i.e., if the conputer
systemincludes a third bus connected to additional interrupt sources, then
anot her bus bridge nmay be provided having nmeans for intercepting



0 6 J UNZ2002 -6 interrupt requests transmtted to the proce hngu#ﬂi%gpz

fromthe second set of interrupt sources. The above as well

obj ectives, features, and advantages of the present invention will becone

apparent in the following detailed witten description. 0 6 J UN 2002
_,_ Brief Description of the Drawi ngs The novel features believed

characteristic of the invention are set forth in the appended clains. The

invention itself, however, as well as a preferred node of use, further

obj ectives, and advantages t hereof, w llz.best be understood by reference to

the follow ng detail ed description of an illustrative enbodi mrent when read

i n conj unct bparw;icbh tdste u&s‘es:qryrmamaisegsdravzdmg&ampmr eéxnan Rrow eck basa bl ock
di agram of a Lor- uter system g]Of one

|
embodi ment &t %%r% te3r syt &M 8oﬁs?$uctelg' n 83%’6?%’61 C\ljﬂet%%%ﬁ’el present
i nvention, R&0Ing to scammitd’ ¢déd By edunls tir Bdgénstorurividngse onniger r upt

requests; andoFugsrSrotddscdk .Chank depistdhast mﬁrbéﬁlﬁlﬁﬂ ey aaeosuated with
t he nethod of ha dllng%%f .C reg €3 a Igﬁ rdln he present |nvent|on

0 ~J U N 2865%°% 8#15ﬁl inhid éPFs ety tP&f er ence
now to the thydseare asrichqmgoaﬂomaraxnt@frexpenéetemcﬂ:g:me.mmetrﬂuer eni s

depi cted ongygrbadi nEM 63)fﬁét%%ecSHﬁﬁhﬁéatf%ﬁsiﬁﬂéngééH% RIS ¢dkcpvention.
Conput er system 30’ |§yg$neral §’(grargyse one more pr.ocessing units

32a, 32b ande¥dgesg & s ?‘Ee’-%&‘“@-sﬁEﬁl%é IR SrhexedePYSnenory |
or RAM thattractsesl. by the processing units to store data and program
instructions; and one or nore peripheral input/output (1/0 devices 36a,
36b, and 36¢, including user interface devices such as a display nonitor,

keyboard, poi ntiFg HeES EhsudefeneyLrsblenseassegiakakmitheddPy devi ces

(such as a bgedaticks, fdoumpyotiptkett sysiensDaBOMpe®iald Har@wiarar €arnet wor k
(LAN) adapt gi al%‘%f&h tl*hece‘%@ur ﬁéﬁaﬁifrﬁ%@t%d@%r&e mag@put er system 30
may have many addrti onal hown, "slich as serial and
_paral | el poPF§C¢®$lQ§Nun&ﬁﬁaﬂn t@oﬁnﬁ%ﬁmplﬁv ﬁh?nﬁ%%%ﬁOeﬂﬂmnﬂﬁﬁeg adapters or

.control | ersgy§eeh adlenidd e anpedhaBidnahaukingss Wpe-rEoRSt ced.in a
limting sense Pr oceﬁr??% uni tso32a£0 2: and_32¢ each'vﬁrt% gl m larly r
i ncl ude SGVSPBFO%%Hﬁb LOSGERAS B8P Bt &
processing closer to the I/O dev1ces A 31m11ar design,
described in U.S. Patent No. 5,548,730, uses an intelligent
bridge that contains a full microprocessor and its
supporting functions (memory control, bus control). It
requires both non-volatile and volatile memory attached to
boot the processor and run the functional code, and is thus
a relatively expensive approach.

Another design is disclosed in U.S. Patent No.
5,555,430 in which interrupts in a symmetric multi-
processing (SMP) system are routed to a central interrupt
control unit which interfaces directly with the processing
units and the I/0 devices. This approach does not fully
address interrupt latency issues since it only allows the
system to route the interrupt to a processor running the
lowest priority task. See also U.S. Patents Nos. 5,495,615,
5,530,891 and 5,555,420. All of these patents deal with the
intelligent routing of interrupts, but not the servicing

issues.



varioys registers and logic units), one or nore nenory caches, and a bu
i'nterface. Processing units 32a, 32b and 32e are connected to 4% éﬂgz
34 by a system bus 38, and are connected to |I/0 devices 36a, 36b and 36c¢C
via a first 1/0O bus 40a, a first bus bridge 42a, and a first sequencer 44a.
Bus bridge 42a provides the interface between the 1/0 devices and system
bus 38, and sequencer 44a provides a neans of handling interrupt requests
fromthe various I/0O devices, as explained further below. 1/0 bus 40a nmay
be of any suitable bus architecture, including but ot limted to an | SA,
El SA or PCl bus. O her neans (not showﬁﬁ'can al so be provided for the

vari ous systen1 i ces te w each other, such_as DVA
channels. 0 6 f UaﬁPﬁéﬁﬁ %fqu1€§§dPFP§ﬂlT%)%ﬁﬁ%ﬁﬁﬁ?tgnaP ?ﬁnctlonallty,
bus bri dge “iwavedusednes &$oskown preUbfi | PatErsoNeodé , 48qu@hde f ox each

i nterrupt SKHHcﬁ—%lnEh%optﬁQt C@%&ﬁqwﬁ@ﬁ HE}Y B@l&%eawoéeém puisabl L for
execution of r eads, SP branchi ng,on_conpare

condi ti ons ??3 35 preF8§§ f?%ﬁPElOQ! &&Fefﬁu ofe St GEEaRER tAaAeS. This basic
funetlonaJ|dgrec;la11nthaan|addmnnﬂrna@zbbeprbmessuauzenbeerhpadfmbn1basic
device _ Or 5 Si% n%hEnPéEPuﬁPﬁe TERUGHALe £4 s‘ﬁ’re!zISt SQe' ﬁoé‘ét?é&'bir?’er

| anguage, e constructed using "C'_ coO m ni - conpl

(only a fewqqﬁméﬁﬁén%lﬂﬁa%mﬁe@somhewﬁ% a(,r@d@a\rér OEaEhel'mJeﬁ‘rupt

sour ce (wWhipdve@BornebifBex OULPI®riG1ioRPOEI Sldly pldagaasEBHagat errupts) is
stored in 4 xeg S o 4da by the
i nterrupt 3ﬂh?%€%% og?cgg eéhégggsg%fégﬁggelﬁ?bhgﬂﬁtﬂe %ﬂgsgegﬁeﬁges in any
bus devi ce.2BRTORFH: hAkeot hercamdmgy at pregewink 3 Parsads fahel 4@ writes.

I't. further @Tﬁfc%ﬁ@]lcllelxl hasmbhe amllultn)g th@é@Cﬂz%alh@%ltEbéogg@I@d f%
|nstruct|ons ollo exa cte a adapt e erein a
"transm t é%ﬁb e?@s SX?gér%bt 6%%ﬁ?&1 B??er e 9 5?rﬁg%r%§%%%%rs t he
appropr|ateﬂpiédfbéééesenu€$ﬁnﬁ$s | oaded into sequences 44a and started.

. The pico-code first executes a read of the adapter mmin status register.

.The read value is co red sk for the "transmt coppl efe” at us
and, if they argeHSFggﬁe's%%£ %%qﬁﬁ £orggetiy s?ﬁ%§ﬁ°?ﬁen9gpﬂ%i¥s?% npar ed
for other itd eostptsdt batptexithe prubceddeto mmnurenwEspbheeimimamation is
packaged aryl sk be Lﬁe Hé’é& é&rhameomésaw IlJcets@ergeéahxtfepéet herori gi nal

mask conpare IS "¥e se uences |tse ng § g process the

i nterrupt. Y3uidax hﬁéaégr?heb?r apl §tE?L@FW%ﬁﬁ §t@P Pt He adapter and
conpar es t heeduedtigyvalraeesson wasdl dadr asheciap wdtthonewirihbmg error”
status, and; Jde,thy Yl EolfE SaMBdie YGBerhGRY lée)rvﬂc?el§€8ﬂ8§‘ceslt¥‘“ tes to

t he adapter tQ insStruct_ it to get the next transmt fromth ueue. If the
result of tWﬂWQQﬂE§kfESHB%?ea¢¥?n9ﬁge°théﬁ ?4&§tﬁ@§ﬁ§ﬁlVeﬁ?oﬁ%g%?Y%§I1alted on
t he adapt erat( an low®rwebse) thdmevietly duliinf 60 matdcassiox tlhengpackaged and sent
to the host for further processing. 0 6 J UN 2002 -10 The pico-code can
interrogate the interrupt and act to handle the interrupt w thout any of

t e processing units 32a, 32b or 32c being interrupted. If the pico-code
sees an interrupt that it is not programred to handle, it can pass that
interrupt to the appropriate processor for handling. In this manner, only
normal interrupts need to be supported by the pico-code, thus keeping the
array size small. For exanple, with a communi cati ons adapter, "receive" and
"transmt conplete” interrupt signals could be addressed in pico-code, but
exceptions woul d be passed directly to the main processor conplex, with the
only value of the pico-code being the initial hardware status
interrogation. O course, larger arrays can be provided to cover any or all
possi bl e interrupts, including exceptions. Furthernore, even in those cases
where the interrupt to be serviced cannot be handl ed by the pico-code, the
sequences can still gather the information into a nenory area for the host
CPU to process, thus offloading the CPU from having to execute 1/0O reads,
whi ch are sl ow and expend host CPU cycles waiting for the r 1/0 to
conplete. The present invention is easily adapted to nulti-bus systens. For
exanple, other interrupt sources (i.e., other peripheral devices) can be

i nterconnected to conputer system 30 using a second bus 40b, a second bus
bri dge 42b, a second sequences 44b, and a second pico-code array 46b. The
sanme principle can be applied to tiered-bus structures. Wile separate

pi co-code arrays are shown for the two secondary bus structures, those
skilled in the art will appreciate that a single pico-code array nmay
alternatively be provided for use by all of the bus bridges in the system
Al so, while the pico-arrays are depicted as separate fromthe bus bridges,
they can eaS|Iy be |ncorporated |nto the bus bridges, and a sequences can

L ' S Y 1 o, T Y I [T ~ o~ - M T NN NN



-11 The present invention can be further understood wth reference to the
flow chart of Figure 3. First, the conputer system (i.e., the processing
units) begin execution of a program whether part of the opera

or a user application (50). During program execution, sone perﬂpﬁlg‘ljgjlwmz
device issues an interrupt request (52). This request is detected by the
bus bridge (54), i.e., intercepted before reaching the rel evant processing
uni.t. The bus bridge then exanmines the interrupt to determ ne whether it
falls within one of the predeternined ctasses of interrupts which can be
handl ed by the pre-built pico-code (56). If so, the appropriate pico-code
i's schedul eghyfrfr£%3C ¥hik0RnkBntNén S€quencer to handle the interrupt (58),

wi t hout disturbing the current process in the processing unit. If not, the
interrupt is pasdedst 5PeReLapRr opF i RIS 6EcERE RF AT LBYPRPRPRNEQuspends

i ts currentppswickEs ant Ampandkd hnéehodited pupteédbit)lg iHpuk /puepaduie/0p
repeated fo ggﬁg Lntecryp t foregoi ng desi gn and net hod al | ows
conput er syé%en1 6h%o§%p§rg?éﬁg? ésf%rﬁgpeeds, nore easily accommodati ng
adapter cards and ot her devices which require reduced interrupt |atencies,
and conpl ementi N3 dishahotRatusbHedtsusih the baegeait andrem@iencespl i cated cache
hi erarchi es)_t ha ontri bu f ra rfar ce..JThe reduction
in interruh%r%%¥%icg%%a eﬁ%§h§g Y%ﬁ?%g%ﬁ@¥§sa%éﬁ%ﬁ%ﬁﬁégggePSﬁ%? cost when
conpar ed t cagg9pated: washi §/0 epexatiepsi-re an additional interrupt or I/0O
processor outside the main processor conplex. Although the invention has
been described w.th reference to(ﬁgecifig egbodinents“ this,descriptionis
not meant to be ‘oSt ¥6EdPATRST | HI§Ty OLehlt PRASS LI PNERFIPRatP ons of the
di scl osed epmmwdideestuchas wethodsofltesiurdngy éneerhogitmdatenoies hehictventi on,
wi |l become.appal %%?ebenBE{réWf%rﬁ&iéde@ﬁeﬂ“ah@eié‘réadiﬁ nsngLQf)fé]C@oto the

description of the invention. I's therefore contenplate 0 6 J UN 2002
-12 that sUBH-ToRYE EYBEEME - can be nmade without departing fromthe spirit
, or scope of the present invention as defined in the appended cl ai ns. 4 6

J U N 2002 -13 Ghpl %ie%eiﬁ%%&@%ﬁagghw@e@ﬁd at @B&gHEei'e%@Lsémi n a
conput er systemhaving one or re processing units connected to a system
bus, and orEEWraide CPRBULFLRE Pt Y9350 CHEVPERSTORFetRal . t B BPMIYYO bus,

with a bus dsvidge donheceeanest ting meespshenumitd, &/ Plovadstytde Ips hod
conprising §fie S e§§ %aiHéOYAQéP%D& QL3808 dgyd GRaavkpg pi co-code

I nstructions for h ngltng ne or re itnterrupt requests, the storage
devi ce bei niptesineasesiing the B(R daviggs; tactkr tRuaFesRéng vtk upthe equest

with the butnd¥dddg@ecandghasgdhs nihdiRlingt Restptrsrequeskcugt D@yt he pi co<"code
I nstructi O”E%tezrr&@ergg-hgggsaéré’ﬁ&{i’% d @Pcl:fi‘é Brbcedish iﬁ‘?i‘@ 0§ er rupt
request may be of “a Cl'ass not covere y Thé pi‘co-code rnstructions, and
further conpandliing the $NERSTEPE XRAUBS¥SHi NFheWRIATESSERE 1RiereamptPs equest
is wthin téenrdass €evVey8deRYmemory using a first system bus, and the

interconnecting means preferably includes a second I/0 bus

which is connected to the I/0 devices and to a bus bridge

that couples the I/O bus to the system bus. The means for

intercepting and handling the interrupts is preferably

located in or connected to the bus bridge, and can include a

storage device or array having pico-code instructions for

handling the interrupt requests. The pico-code instructions

are then scheduled for execution in a sequencer by the

interrupt control logic.

The present invention is easily scalable to multi-bus
systems, i.e., if the computer system includes a third bus
connected to additional interrupt sources, then another bus
bridge may be provided having means for intercepting



t he pico-code instructions and, if not, forwarding the interrupt request to
a processing unit for handling. 3. The nethod as clained in claiml,
wherein the conputer system further includes a sequencer conn hedli@ zﬁ
bus bridge, and further conprising the step of scheduling theiﬁ d— d ﬁ?
instructions for execution in the sequencer. 4. The conputer system
conprising: at |least one processing unit; a nenory device connected to said
processing unit; a plurality of 1/0O devices providing interrupt sources;

and 0 6 J UN 2002 -14 neans for i nt erficonnecting said I/O devices to sald
processing unit, said interconnecting neans including means for

i ntercepti ng-ﬁtﬁﬁ‘é'ﬂpﬁpﬁwﬂﬁeﬁsttsraﬂs&'ﬁgﬁﬁtit%@ the Pxogeppbegseiily frAm and
handl i ng saitthel Be@bhEPEet ESiIES tErBEr 8bitirSad d | nt er connecti ng neans

i ncludes a storage array having pico-code instructions for handling said
interrupt requests. 5. The conputer systemas clainmed in claim4, wherein:
sai d processing Fhetabeveametildd aso additdiommipropidevives usferturds rst bus;

and said i nta@mcgaosﬁaaggs ”&arlzshé e%@ﬁé fn@éi?él’&% RYS$1 CROOSRE %ﬁ d1/0
devices, and a gF b;iq€ cggﬁggﬁeg? said fi bus to sald secon us. 6.
The conput ersFEefPALott YF higen éﬁﬁ 497d bus bridge is
connected to a storage array having pico-code instructions for handling
said interrupt requests. 7. The conputer systemas clainmed in claimb5,
wherein said 1/0O devices constitute a first set of I/0O devices, and said

bus bridge includes said interrupt handlings nmeans_whi ch handl es only
interrupts fromsaid first set of I/0O devices, and further conpri sing:



a second set of I/O devices; a third bus connected to said second set of

b/ O devices; and anot her bus bridge connecting said first bus o said third
bus, said other bus bridge including additional neans for inteéiﬁgﬂU$@§UUZ
interrupt requests transmtted to said processing unit from said second set
of 1/0O devices and handling said interrupt requests fromsaid second set of
I/ O devices. 8. The conputer systemas clained in claim4, wherein said bus
bridge includes a sequencer for executing said pico-code instructions. o]
s ~a N zooz -15 9. A nethod of handltﬁg an interrupt request in a conputer
system havi ng one or nore processing units connected to a system bus, and

one or nor.JinRU / Vi nected to an 1/O bus, with a bus
2:480 gt iptidd of SR pega o

bridge interc em anc buses, the method conprising the
steps of: provi dPAgnevet drerfeirgsy Ped ia¥ed fhasiacsesdaels mk & i ons for
handLing oﬁavghtmeﬁgaf@tégﬂLﬂﬁrﬂhequeshs,aﬁﬁﬁhdﬁaOhagemdeviTnbtuﬂ ng pgnnected
to the bus bt . de, n ntegr reque u ridge,
wher ei n thépﬁ(’ﬁggr??ﬁ %E%gqudegfour%g’f%beg%f‘H%hélagssé %%?%%%%4 gf?%y trﬁe

pi co- code useyr furtaes; okliacives ngndhadvrntades theseeliptWildgResit is within
_thte cl asts %Vﬁhatéribt’oé@%}piféfém Rel _atét?h@tﬁ'hdmd%lwgﬁg,déé%ﬂ%d d}‘ prvva:ﬂi ng the
i nterrupt rgques 0_a_processi ng_uni, or ndl i ng; an ndl i ng the

i nterrupt ldgéﬁgéPtﬁg?n t?ﬁaiﬁiﬁéﬁfagévFn%T??éiﬂ%&ﬁsggﬁ?rﬁﬁf o by a
sequencer conjepttdon owitie thes dnciodgenying dMewimgshodheseigiai ned in claim
9, wherein the conputer systemfurther includes a sequencer connected to

t he bus bridge, ind further ﬁggﬁ;iéhnc t he ;tep Qf schedul i ng the pico-code
instructions fof ~8%ERutith & & AAEERR ST P PAGOFRRET rIP rol logic
‘in the bus sysitdge. 11. A conputer system conpri sing:

Figure 2 is a block diagram of one embodiment of a
computer system constructed in accordance with the present
invention, having a sequencer used by a bus bridge to

service interrupt requests; and

Figure 3 is a chart depicting the logic flow associated
with the method of handling logic requests according to the
present invention.



at | east one processing unit; a nenory device connected to said processing
unit; a plurality of 1/0O devices providing interrupt sources; and neans for

i nterconnecting said I/O devices to said processing unit, sai g] SM.?N @ﬁl
2002 -16 interconnecting neans including neans for storing a Br 2

pi co code instruction sequences, each sequence adapted to handle a
different one of a plurality of interrupt requests fromsaid interrupt
sources, and said interconnecting neans_gurther including nmeans for
intercepting interrupt requests transmtted to said processing unit and

handl i ng sai Deb&tBptig dfeqdmtp&eﬂai-f\gd Sh'&ilﬂ:dﬂ.ineﬁtcode i nstructi on
sequences. 12. T%lt%)nz‘petg te system %0 aiJred _in cI clim 11, _wherein: said

now
pr ocessi ng unit is connec to Sal I’T'EI’T'DI’ g'('fi'eVI (:e USI nrb paﬁtilrc EUS; and

sai d i nterconafersemee msarrslgwml adesh@r@@@od@pbgse@mc@@dm@m 801/ 0

devices, andog PhS dUnigfdeCepReshl 89 B Orleiskat Dived SRl d RppaRd bUS. 13.
The conputer as, clained_.in claim erein said stori ng&means

st e
conpri ses a §¥%‘F%f&freg°arlrsa>9en§ﬁ& égl ORI ag;mfl% o KFAESSAPE st or age
array. 14. TheiteniRs.er32bysindnmdas; ch sy mewbay nddwiceMsalr eisuchand |/ O

devi ces consscaw&ﬁ.@céésrssnne%@&yoér'A&?a)decwafeeis a&gd%%win%@eggﬁn ncl Udes

sai d |nterru§t hand neans g Interrupts fromsard fi
set of I/0d WE%sto aﬁﬁ?rleutdﬁﬁé‘r ag n%’?‘?gs"ial‘f‘g"’-nét%‘EW%'eta’{ﬁ PO gevi ces; a
third bus comoeetmssiriphesaild inpaopduisgit ofI/I0) Qddevcee36pndB6anokhdr bus

bridge connegging; 3 iy HeelUSnt Or EAUSA delibds PYFen SA & AiRRhay
monitor, keyboard, pointing device (mouse), one or more
permanent memory devices (such as a hard disk, floppy
diskette or CD-ROM), or a local area network (LAN) adapter.
As with the prior-art system of Figure 1, computer system 30
may have many additional components which are not shown,
such as serial and parallel ports for connection to modems
or printers, and other adapters or controllers, so the
depicted embodiment should not be construed in a limiting
sense. Processing units 32a, 32b and 32¢ each may similarly
include several components, such as a processor core (with
various registers and logic units), one or more memory
caches, and a bus interface.

Processing units 32a, 32b and 32c¢c are connected to
system memory 34 by a system bus 38, and are connected to
I/0 devices 36a, 36b and 36c via a first I/O bus 40a, a
first bus bridge 42a, and a first sequencer 44a. Bus bridge
42a provides the interface between the I/O devices and
system bus 38, and sequencer 44a provides a means of
handling interrupt requests from the various I/O devices, as
explained further below. I/O bus 40a may be of any suitable
bus architecture, including but not limited to an ISA, EISA
or PCI bus. Other means (not shown) can also be provided
for the various system devices to communicate with each
other, such as DMA channels.



bus bridge including additional neans for storing a plurality of pico-code
i nstruction sequences, each sequence adapted to handle a diff nt e a
plurality of interrupt requests fromsaid interrupt sources, ii% &Hﬁ& zﬁézr
bus bridge further including additional neans for intercepting interrupt
requests transmtted to said processing unit fromsaid second set of I/0O
devi ces and handling said interrupt requests fromsaid second set of 1/0O
devi ces' using said pico-code instruction sequences in said additional
storing neans. 0 6 J UN 2002 -17 15¢.The conputer systemas clainmed in
claim 13, wherein said interconnecting neans includes a sequencer for

execut i ng sai d ni ca&dmdeni 86t cogvé i ciRQUEQRESionality, bus bridge
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X-Y. occurs, the appropriate pico-code sequence is loaded into
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compared to a mask for the "transmit complete" status and,
if they are not the same (a "no" result), then the value is
compared for other interrupts that can be processed, or if
not, the information is packaged and sent to the host for
processing. If the result of the original mask compare is

"yves," then the sequencer itself attempts to process the
interrupt. It next reads the transmit status register of
the adapter and compares the read value to a mask for the
"completion without error" status, and if they are the same
(a "yes" result), the sequencer writes to the adapter to
instruct it to get the next transmit from the queue. If the
result of this mask compare is "no," then the transmit
process is halted on the adapter (an I/0 write). The error
information is then packaged and sent to the host for

further processing.
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The pico-code can interrogate the interrupt and act to
handle the interrupt without any of the processing units
32a, 32b or 32c being interrupted. If the pico-code sees an
interrupt that it is not programmed to handle, it can pass
that interrupt to the appropriate processor for handling.

In this manner, only normal interrupts need to be supported
by the pico-code, thus keeping the array size small. For
example, with a communications adapter, "receive" and
"transmit complete” interrupt signals could be addressed in
pico-code, but exceptions would be passed directly to the
main processor complex, with the only value of the pico-code
being the initial hardware status interrogation. Of course,
larger arrays can be provided to cover any or all posgsible
interrupts, including exceptions. Furthermore, even in
those cases where the interrupt to be serviced cannot be
handled by the pico-code, the sequencer can still gather the
information into a memory area for the host CPU to process,
thus offloading the CPU from having to execute I/0O reads,
which are slow and expend host CPU cycles waiting for the
I/0 to complete.

The present invention is easily adapted to multi-bus
systems. For example, other interrupt sources (i.e., other
peripheral devices) can be interconnected to computer system
30 using a second bus 40b, a second bus bridge 42b, a second
sequencer 44b, and a second pico-code array 46b. The same
principle can be applied to tiered-bus structures. While
separate pico-code arrays are shown for the two secondary
bus structures, those gkilled in the art will appreciate
that a single pico-code array may alternatively be provided
for use by all of the bus bridges in the system. Also,
while the pico-arrays are depicted as separate from the bus
bridges, they can easily be incorporated into the bus
bridges, and a sequencer can similarly be incorporated into

an integrated bus bridge.
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The present invention can be further understood with
reference to the flow chart of Figure 3. First, the
computer system (i.e., the processing units) begin execution
of a program, whether part of the operating system or a user
application (50). During program execution, some peripheral
device issues an interrupt request (52). This request is
detected by the bus bridge (54), i.e., intercepted before
reaching the relevant processing unit. The bus bridge then
examines the interrupt to determine whether it falls within
one of the predetermined classes of interrupts which can be
handled by the pre-built pico-code (56). If so, the
appropriate pico-code is scheduled for execution in the
sequencer to handle the interrupt (58), without disturbing
the current proceés in the processing unit. If not, the
interrupt is passed to the appropriate processing unit (60)
which suspends its current process to handle the interrupt
(62) . This procedure is repeated for each interrupt
request.

The foregoing design and method allows computer system
30 to operate at faster speeds, more easily accommodating
adapter cards and other devices which require reduced
interrupt latencies, and complementing other features (such
as larger and more complicated cache hierarchies) that
contribute to faster overall performance. The reduction in
interrupt service latency is furthermore achieved at a lower
cost when compared to prior-art designs that require an
additional interrupt or I/0 processor outside the main
processor complex.

Although the invention has been described with
reference to specific embodiments, this description is not
meant to be construed in a limiting sense. Various
modifications of the disclosed embodiment, as well as
alternative embodiments of the invention, will become
apparent to persons skilled in the art upon reference to the
description of the invention. It is therefore contemplated
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that such modifications can be made without departing from
the spirit or scope of the present invention as defined in

the appended claims.
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CLAIMS:

1. A method of handling an interrupt request in a computer system having one or

more processing units connected to a system bus, and one or more input/output
(’O) devices connected to an I/O bus, with a bus bridge interconnecting the
system and I/O buses, the method comprising the steps of;

providing a storage device having pico-code instructions for handling
one or more interrupt requests, the storage device being connected to the bus
bridge;

detecting the interrupt request with the bus bridge; and

handling the interrupt request using the pico-code instructions.

2. The method as claimed in claim 1, wherein an interrupt request may be of a class

not covered by the pico-code instructions, and further comprising the steps of:
determining whether the interrupt request is within the class covered by
the pico-code instructions and, if not, forwarding the interrupt request to a
processing unit for handling.
3. The method as claimed in claim 1, wherein the computer system further includes
— a sequencer connected to the bus bridge, and further comprising the step of
scheduling the pico-code instructions for execution in the sequencer.
4. The computer system comprising:
at least one processing unit;

a memory device connected to said processing unit;

a plurality of I/O devices providing interrupt sources; and
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means for interconnecting said I/O devices to said processing unit, said
interconnecting means including means for intercepting interrupt requests

transmitted to said processing unit and handling said interrupt requests;

wherein said interconnecting means includes a storage array having

pico-code instructions for handling said interrupt requests.
5. The computer system as claimed in claim 4, wherein:

said processing unit is connected to said memory device using a first

bus; and

said interconnecting means includes a second bus connected to said I/O

devices, and a bus bridge connecting said first bus to said second bus.

6. The computer system as claimed in claim 5, wherein said bus bridge is connected
to a storage array having pico-code instructions for handling said interrupt

requests.

7. The computer system as claimed in claim 5, wherein said I/O devices constitute a
first set of I/O devices, and said bus bridge includes said interrupt handlings
means which handles only interrupts from said first set of I/O devices, and

further comprising:

a second set of I/O devices;

a third bus connected to said second set of I/O devices; and

another bus bridge connecting said first bus to said third bus, said other
bus bridge including additional means for intercepting interrupt requests
transmitted to said processing unit from said second set of I/O devices and

handling said interrupt requests from said second set of I/O devices.

8. The computer system as claimed in claim 4, wherein said bus bridge includes a

sequencer for executing said pico-code instructions.
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9. A method of handling an interrupt request in a computer system having one or
more processing units connected to a system bus, and one or more input/output
(I’0) devices connected to an /O bus, with a bus bridge interconnecting the

system and I/O buses, the method comprising the steps of:
providing a storage device having pico-code instructions for handling
one or more interrupt requests, the storage device being connected to the bus

bridge;

detecting the interrupt request with the bus bridge, wherein the interrupt

request may be of a class not covered by the pico-code instructions;
determining whether the interrupt request is within the class covered by
the pico-code instructions and, if not, forwarding the interrupt request to a

processing unit for handling; and

handling the interrupt request using the pico-code instructions carried

out by a sequencer connected to the bus bridge.
10. The method as claimed in claim 9, wherein the computer system further includes
a sequencer connected to the bus bridge, and further comprising the step of
scheduling the pico-code instructions for execution in the sequencer using
— interrupt control logic in the bus bridge.
11. A computer system comprising:
at least one processing unit;
a memory device connected to said processing unit;

a plurality of /O devices providing interrupt sources; and

means for interconnecting said I/O devices to said processing unit, said
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interconnecting means including means for storing a plurality of pico-
code instruction sequences, each sequence adapted to handle a different one of a
plurality of interrupt requests from said interrupt sources, and said
interconnecting means further including means for intercepting interrupt requests
transmitted to said processing unit and handling said interrupt requests using said

pico-code instruction sequences.
12. The computer system as claimed in claim 11, wherein:

said processing unit is connected to said memory device using a first

bus; and

said interconnecting means includes a second bus connected to said /O

devices, and a bus bridge connecting said first bus to said second bus.

13. The computer system as claimed in claim 12, wherein said storing means

comprises a storage array, and said bus bridge is connected to said storage array.

14. The computer system as claimed in claim 12, wherein said I/O devices constitute
a first set of I/O devices, and said bus bridge includes said interrupt handling
means which handles only interrupts from said first set of /O devices, and

further comprising:
- a second set of I/O devices;
a third bus connected to said second set of I/O devices; and

another bus bridge connecting said first bus to said third bus, said other
bus bridge including additional means for storing a plurality of pico-code
instruction sequences, each sequence adapted to handle a different one of a
plurality of interrupt requests from said interrupt sources, and said other bus
bridge further including additional means for intercepting interrupt requests
transmitted to said processing unit from said second set of I/O devices and
handling said interrupt requests from said second set of /O devices using said

pico-code instruction sequences in said additional storing means.
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15. The computer system as claimed in claim 13, wherein said interconnecting

means includes a sequencer for executing said pico-code instruction sequences.



