; e3ePvPs: BBNTLUSWO 02/ 080170 PCT/ THOD AND SYSTEM FOR .
PROVI DI NG BUS ENCRYPTI ON BASED O\IM&"@W%{E KEY EXCHANGE BACKGROUND OF |
THE | NVENNO dbosoiial d of the | nventi e present i meertsoporogenerallly’
relates to encrypting and decrypting &% transmtted over a data bus, and-
in particul 2 g:; i (o] ontent stored
on a st orag@f%ﬁm%qiﬁ%g@f g d é&’%@‘é@%&b’?@ﬁé&%o% at ed

Art 10 [0002] A variety o CHANGE protecting digital
contents stored on a storage pedium from unauthorized copying such as
scrambl i ng and encrypt i onBatettBIYND OB LR INVENTY)Never, the integrity of
sone copy protection techni ques has been conprom sed and such copy
‘protection techmdyesurBvéitidnonger effective agai nst unaut horized copyi ng

of copyrighted 'S materral. For exanple, in the field of digital versatile
di sc (DVYD) [0a8¢hnol og¥he presentritvegntidnygenkrailynelatds ts enaypting apdt em (CSS) f or

*scranbling DVD videp contents has been recenf|ly caonprom sed by hackers, and
sof tware progRATnsat wanraitted oypy é%ﬁﬁﬂusc?ﬁfimp%%ﬂﬂ'éo?ﬁ’éetb%?’é%ts of
CSS- pr ot ect;ggtef rétsd i | drive. 20

[ 0003] Addi ?i on;ﬁy,&géitg%t(g %gﬁ%“eeﬁ{tss*%g%a gﬂg;ﬁg)‘ri‘é egmrgrc\!: rumis usually
transm t t edimanthorized copygg. device (i.e., any device capabl e of accessing
data froma storage nmediun) to a host device (i.e., any device capabl e of
retrieving data device) over a data bus in a formthat can
be captured by &fy T Foper equi pnent. Al though the data
transmipt eqoooBy not ﬂ@aki@g‘ SfStedmi@lhdsHr 8V aithby fBﬁErJtQJtm digﬁabcoﬂ may be
encrypted and/or scranbled), a copy of the encrypted and/or scranbl ed data
capt ured atstarpé opiastorage miedium dropmiupsnthboriped coptying suvh aslsesantiblngmnd
presenting the gi'rcl)crégte .data, t.o a hqst devj.ce as '6%%“ h it was comng from
a | egi ti natBSPHOR(eeqERtLtechniqyps. (BoWER 7 hedpiess TPPIN OF THE
DRAW NGS  PElhtebiicn RéR8qué ¥ eeh c8pRomised afid BLACL S pidtebaf @ system for
protecting digital content stored on a storage nediam from copyi ng

accor di ng techaiques abont lemger effectitie agripstamauthorizedicopying of 0opBigitedure 2 is

Sccordifg ErEnE EebetimiiaRe AR oA e oo Vo eruelopt Y
flowchart ghteBABF HRbohRSL SBARDR dy@fenh (C49) @&%&?%%I?VD_ Habé conBhts habus

according to oné enbodi rent of the invention. Figure 4 is a

flowchart &kenjeeseyily congprtantised bphackers, addsotiwate prograngs aecwvdavajlable one

o et o Akt bl R0 coh @38 Sstbfocha Svs, i rhpfler doC YP 1 N0
equipped with a DVD-ROM drive.

20  [0003] Additionally, digital contents on a storage medium is usually
transmitted from a storage device (i.e., any device capable of accessing data from
a storage medium) to a host device (i.e., any device capable of retrieving data
from the storage device) over a data bus in a form that can be captured by anyone
having the proper equipment. Although the data transmitted may not be in its

25  original digital form (i.e., data may be encérypted and/ or scrambled), a copy of the
encrypted and/or scrambled data captured at the time of the transmission may

still be playable by presenting the encrypted data to a host device as though it

IR

1 *G00002*

was coming from a legitimate storage device.




contents according to one enbodi nent of the invention. DETAILED DESCRI PTI ON
OF THE I NVENTION [0009] In the follow ng description, specific details are
set fortwonmwodar to 15 provide a thorough under standi ngcwfusofre7ops esent

i nvention. However, it will be apparent to one skilled in the art that the

present invention may be ticed wthout these specific details. In other
i nstances, wel | - known ci?—ﬁ@&%‘?—s@m&u@mﬁéﬁm&es have not been
shown in depgigd N Opgeke i Q& j ' i nvention, 20
[00010] Fi aorel 1 depy e L AR UARREGE Rayab B BRSRuns WA SBReRf " o1 e
on a st or ageomédinumtbragamesipyiipnacepyifly agedrdingte cagaboaRAéntef thdie present
invention. The copy protection system 100 includes a storage device 102
coupl ed t o PAeH$BEINVEBYPRe 104 via a data bus 206 to enable transnission of

ot oot AR5 ¥y CeRh Y HIBAr SRR B SRk T B BRE BV R B e, e

'capabl e of malivtmss dopyiiey scording o @leamalgrlifedt oNhé@8venfibs. host devi ce 104

may be any device capable of retrieving data fromthe storage device 202.

The storagdll@8li ce 28BuRR issllewchashef encomtingdate prigr todransanittingtheenc| osur e

Separate fr t k L ' .1he storage device 102
and t he hoélt%dzé‘;ﬁcagm’}&?g%ﬁg%g‘gﬁgbﬁg’%ﬁ‘gﬁp%ggb%% 70 PCT/ US02/ 07085
into one efadozisur e. Figarsd avalevdligi ofidetBtilgodae mahititRdidver gbasage devi ce

102 may be any type of a renovable or non-renovabl e storage nedi um suitable
for stafingeerdingto agfmbadimery of thegnveptennot |inmited to, digital

versatile gqj ( DVDg; ical discs net Q-.optdcal discs,

fl ash- basegboéglsnor Y, D? oﬁ%’mmfhgﬁéér@grﬁv%?, MK Fréﬁ%’/‘“%éjn‘ﬁ@ i es (ROWs),

r andom acceentefymtoling RAdde) emBodRaVAt of thPRGMitioRgNet i ¢ or optical cards.

[ 00011] To inplenent the copy protection system 100, nedia manufacturers
will place a key distripuytion data block (e.g.. media key block "MB" 110)
generat ed by an aut hor¥ 1 DEGCRIPHON QF THEINYVENION,si bl e f or

est abl i shi nd 10 poi. L . S0 &d ch piece
of stor age%?r]g?i a. In one@g%ggggﬁ%&ﬁ]toﬁé%ggﬁcﬁ géésﬁgsﬁ?fgttﬁ%?%ﬁg?ypt ed
keys that eaovide aghinetghdinderstarsiing abihepeesenmiraention. nHowet ey, ftoeilldevi ces

t hat access the content _flro_m he sté)tégge nedi um ar e ablg to process

por ti on{ s) 2BPa%eRE t s sl ¢ artgh eresgrinyeniionmay Be practiged o encr ypt
the data Piwiftlout SndsBPedIhl e RO A iAstIN&Ss, WER-IBYRm &ilasitsl,étrtletgﬁesdev' ce
that plays the content fromthe storage nedi um al so accesses and processes
portions) ahdttédhnidiRsthave nopbeen shéendndetadkciaroedendeavoil qhsoydnd shedecr ypt t he
data transm tted over, the bus. [00012] As seen by referring to figure 1,

t he stor ag® R0t EWeRBA| ncl udes an encryption subsystem 114 according to
one e di of thﬁgix b t he

st or agg@negqbg%g] 108 pr ofglfgél%@gﬁtssﬂ?tt%% ﬁ’gqﬁgk’ég‘{@gﬁ@?ﬁ? h%{eﬁﬁésloﬁe{)dgéﬁ o the
host devi ce st@¥4ge medivendrim vzt ardordidg ¢o pne eopbofinedntcé the presdmeé encr ypti on
system 114 i s set,, of device keys 116, a rocessing.lqgic 118, a
one- vay 1 Uit GAn: 752 sy reiesienypreanioodpridsbasione deticedP2 fulilEd Keys
116 has begha&dsi ARG 102 vi25 Rata bRk 206 tAGHEE riheRissBAYE aath W gd. 25 These
devi ce keys are provided by the authorized entity and are used by the MB
pr ocessi ngehoyptediagl foy noneneyptesbdatapbetveeh theworagBand bostrdswitged i n t he

t ' t dia key. 120. Th ice k 116
mmy o Ehor g the b oA raR RO ALA e 57 208 dGL6T Cepatly SRS bmron v by
nul tiple SHQ{a?&@mde@bea?g médin@Nes EThOHbsrRIicet10£ nidfthe driyaicdR¥icapaldeys and

the MKB 30 processin gic are configured such that the sane secret nedia
key will bef retiigying/ o thesougeayiede2gdhe storage deviperldR say bsfa whi ch

cOMPI 1 At deulicioh? RSk AGGEER chliSe b YepBBnTRAh AL RS R0Ro 304 bt 5 dovice

‘keys have

2%

alternatively, the storage device 102 and the host device 104 may be combined



[ 00013] The host device 104 connected to the storage device 102 includes a
decryption subsystem 128 acording to one enbodi nent of the invention to 5
decrypt W@ 021880470suppl i ed fromthe stor age device. |ncl u@€d/lisn2/01985
decryption subsystem 128 ar a its own set of device keys 130 and a MKB
Reys o corplitencensianes. Haaniargeyedan 115 pisagmithie factionse devie dokeys 130
eys to co . . eys
assigned tq evd c it . ) j eys 116
assi gned 1 o ge R bl End Ay R sl BB Blorp LOREA, SEMALAA YD 12
host devi C%td;%%w'igﬂal bentbieinSladdinga But vt linkithdatok digithP Vergatile dasce (DVDs), he
storage device 102 provided that neither sets of device keys have been
corrgr oni ssrchDtR@Iymmzmaé %Sicmnw@a)-@m:qahém@b ﬁyslpbmeédnﬂ@ﬁ%ﬂ@fm r1rgo is a
random r n .Or [ n r nunmber
((j referr %Zlézﬁﬁ?g?\g’ﬂ%sf reaag "’I’lﬁgﬁﬁeg;%ﬁeiggé&ﬁéﬁ%@%@&gﬁﬁ%{’@ s_t heds]E orag teh
evi ce . (REMs)s EPRAMESs, HEPRCM bhestidaheardignce receive romthe
host devicé 104 ﬁjth the nedia keyzggo usﬁgg the one-way function 122 and
returns the0pall ¢ (Todmplementidhy capgrotestionsyetaey 108 meflia ogwfadtneers The

one-way functi 122 is.configured, such {hat an be
gener at ed bviq ﬁ%ﬁ? ??2(% afsﬁlgb%(g] é\zﬁﬁ g@cg &%’g'aﬁ‘é* di#%ey%g%ﬂéﬁ%’lg Jsfjgl however,
det er m ni NGgdndeate® Biy AnkRithor?Aedfen€it) (L85 ak efiti ili18 Coregtablshidd ahd
conputatio%%lIytinfzasible. When gL% ﬁonce 44ﬂ?§$;uppfied fggﬁgthe host

devi ce 104 adminissering tharopiavpisstioogystenpeonenshiaceef storagesgediac kv enel by t he

- f t] 13 W i t.hin the host i t pne._th
e o Koy TobRTmeNdbRIHER T E 4t Bl BRod AR b BROIRA B 1S
by the 25 daeappih@iuhOdich thdtdtorhfe SdVacdsdhiteactsk the édidéntTidit the i6ragane

one-way function is used by the storage device 102 and host device 104,
bot h st or agmedivan hrssablelbvprogessortionferndithe MKThto camputasereykeyrthet ded t hat

sanme nedi a key and .nonce used by baqth deyxic t,0 te  t bus key.
AR T by g e G S R TRCE R R
enpl oyegk t Ondst dBick ﬂmgﬂéa@ th8 otk feth ﬂ@@ﬁb&;g@ Rh&divkt dlsdladci@esmred ypt i on 4
WO 02/ 080170 PCT/ US02/ 07085 subsystem 114 and the decryption subsystem 128

so that secpwcedsesporiion(g)af thef it gopuigelbe same spagt keyl toguapshent s are not
accessible fromoutside. In this regard, the data flowng within the
encryption %ﬁyﬂgﬁf§ﬁg1%ﬂm?ﬁhfﬁgygﬁgekyé protected by a tanper resistant
schene; hovwgymp) t he Aadean ByseftBbrERMEst i NGebhRagd dvdge10tandladesldi? to the
host device 104 may be unsecured and may be susceptible to access by an

att acker. Tenquypliersubshsteneall4 aceqrding torong eghodimpat ofthe inygstian® whi ch may
be non-secur ed i .nst | I_Gi-QuS .copyin s ingi . read from
the sto geerf?ﬂﬁli’ ° tatenLred cffoﬁfléedg? %r)?g?%edgg%l (r:iy(/)g ?%!rrl t‘f%g‘it‘%& Wth the

bus key 1243gnicver the Busas o tHe Higt ddbde T0hao padvenbunadiboriked tdpyikpst devi ce
10 104. In this regard, only the host device 104 with_the correct bus key

can proper | Inchistedyipithe prcription pitstam d 14 ig aseBok deyicakeys 446, &MKBt he bus 106.

00016] Advant ageousl he co tl t : Phfs&pt
i[ nvent } on i grogﬁ%&g {%\gid ]ilh' § 8%?’%?’%1%5%%1% g{% naﬁ%pe?‘ gty,:'p Q%P 'fi é%LE E%f nr ef%:P ay
attack, an gtdagkEkeys @l @HAEBedn s todaehl sthahge ddficegwhagnfanofactiredst or age

i%ﬂ@d
device 102 to the 15 host device 104 and records the encrypfed datg onto a
recor dabi e Fectewtavicadeys psmaprided hdhe apborized epfityiand arpusedetheddNPre kB

110 enbedded_in the st ' 08 ds the MKB
110 onto thB“?Sﬁ%ﬁ#%%%?@%%ﬁ§H§%g¥ﬁ%#8$ﬁé6€§%3hgpq?ﬁgnﬁk%&?%gﬁg%d encrypt ed
data 148 capbidgRtnediube0s forengiutd 4 sersetimadio keyraig0. BEhepdevjeeckepsn 116 may
conventional nedia player system 20 by presenting the encr E}gg_gﬁﬁt% to the
host devi ceeitlerihedutaus to qpsh irdimdygl SFPB8E JeVissi Ariuse §°§‘m"§§ RE.
‘However, in e n tol i i M¥B t he host
device to ggﬁgﬁgtégﬁgg é@%gp P%ﬁ“ﬁﬁ%@%§§ﬁ§§f@ﬁgéﬁg%?ﬁﬁ%gﬁgﬁﬂe enci phered
data Wi by bprdtesding Rigic dreaonfifieed sndethabthesansedctey ntedéa lstyordide device to
‘generate its encryption bus key at the tine of enciphering, this type of 25
replay attack will be prevented. In oth&r words, by using the nonce to
generate the bus keys, the bus key 140 obtai ned by the host device 104

duri ng subsequent access of the enciphered data wll nost |ikely be
different than the bus key 124 that was previously used to encrypt the

enci phered data and therefore the host device will not be able to properly
decrypt the enciphered data. 30 [00017] In one inplenentation, if a set of
device keys is conpromised in a




WO 02/ 080170 PCT/ US02/ 07085 way that threatens the integrity of the copy
protection system new nedia can be rel eased containing an updated MB t hat
causes t ooy sed set of device keys to cal cul ate anPpCramsoz/erss medi a
key, thereby revoking its ability to work with the new nedia. This neans

t hat devices wth the conprom sed set of device keys will no | onger
function wi generated ragardleghef whish kempliantdqvigs is yegsl foascesgdhe stergri t h val i d

devi ce keys{fﬁ“ﬂ‘fng@ﬁtny%,ﬁt&t&%ﬁg{éY%%453‘“35@9&%41181%% 8] It should be

not ed t hat re are ari et errveta ‘et key from public

key di stribjebdien sys Tehestddhial 104hennetgttodhe BRA R dNcdl0RGHk1GAER) 1S | ust
one exanpl e of distributing cryptographic keys and the details of 10 public

‘key nanagen@efryphgn sphsystamol?§ agedrflagdatong spihodimentref the inviehtien teegar d, ot her

types of: puplic j strihuti.on stem can .be utjlized wWwth the co
_ p)r/gt ect | 50?1_ @%%Y%%ﬁ%fl Q{ahsélpb’ ?Sé érr?tm %Vi%g%§?V1§Jc Ci“éj‘le it m%&?cl%l_ﬂ%o&‘opgyand
cont enpl at i @ibspitera128 pi@{EHivnisBY S VR kel OUULEWH Ref1H pidtgsdify fogte 3, the

operations of encrypting data prior to 15 transmtting the data over a bus
accor di ng t % ryaeese HroMikBHO using Heownselmfidswicakeys trosampuip erseeretmagiai ant

storage nmedi um,i, S ace ithin.the storage devigce, . the B. pr.acessi ng

| ogi ¢ respo neéfir%fle A[ff%'rou g‘r%%feiqﬁ dgv%g?yg ]ggﬁssé%’&eég?et?e ?‘ﬂ%t%ggflﬁ%maﬁ'he

st orage nedpdidicfeiin® H@rﬁ@@dev_‘f&q{bgs 1 CadviiBed 16 BRSStbIAGe deGice 10EKS ates a

medi a k%¥ using a set of device keys assigned to the storage device 20 and

t he MKBLG eamediadiey {lA¢ generateddbintheihest dayiiasdi4 3vilhbe thesameas thelmediakey i on,
the MKB co i ses ock of encrypt dat ere .each encrypted data is a
e ot modi 2oleE el b it SUreEh AavRr P BN fbed Rl feiffR® Rt LRSS B
data of a pPrALYebheSmPrémisede (€.9., 56 bit data) that includes an index

nunber used to indicate which encrypted data within the MKB data bl ock the
devi ce key [0801255 confAlspiinghided inldae sqpy. pretectien sygiern 10 isrerandoimgnat ed

tion of the MKB usi device key t . media k b
0ot ai ned. T SbHEREa1Sa R e EtiarCa S Coeg L EHTRRE RHPRE 1KE can be

obt ai negs byh&BinaH&Visohdnbet) ahdSeRrd h@epy bf BiCRetofe d6vitctoXepe. After the
conpliant storage nedi um has been placed in the storage device and prior to

any encr yptstorage deviag 102 eemabines thensgice 29t veeived fngonthediost deviemlMavite. g. , a

random nunber d, se t.he ,nonce to,the 6 WD, 02/ 080170 PCT/ US02/ 07085

o age deviemef e TP usds R HREweR firtFiod 127 8RR DA Sl 6 ¢ o

host devi cexdybiafis ﬁaféhc@?éoﬁ%@i: 126 THe oMelway RenciBA 122 konabhiRdaEh above
y 0

usi ng a one-way function produce a bus key (block 330). Using the bus
key obt ai nethat thedue key g4 cambe géneyated ity dnputiipg she medin kayt 120 apd dhent r ead

fromthe stora di um and. outputs, t he .encr d data to t host devi ce
throughfot hem?ﬂ?g? I c‘f‘kevﬁlgg.terfrﬁ%ﬁ'ﬁgre ﬁgﬁgrq?ﬁyyﬁgb?ﬁonﬁ%%‘és%ym?ﬁgn per ations
of decrypt i f¢hcdaiPistcoRiysiuthiidrRd siBleD WPh@f 8RRt 140is GppRétPRGInd@at  of

the invention are shown. Wien the host device needs to access the storage

medi um i n thest devical@t wethe storagedeviges 020thp nesess k46rig alse greessaskhydthag wi t hin

the decryption subsyste f the hogt. Vi ce of e Mﬁﬁ st or age
medi um ( bl oW'%%W%E?g?ﬁe%%EW@Tﬂ?ﬁ% !ﬁ%s(%ﬁ}ﬁgl%gfi%%g)s%l ng golgelr%&ggner ates a
medi a key Ugdyi4 andehe AbnEeM6qs phedifceas Ding ek key 140eo bostediBy tize and t he
MKB read fromthe storage nedium_ As noted earlier, the decryption

subsyst ¥ géeveyptiasslogiaidac & shonbsthe ngted thatginge Hagsamneepgyway fgctiog is he 15
t] bl ogk .4 t Lot
onorvay {uriieta thF Storgetiche AUBERS A U iRt S hbardbrkls

subsyst em cpiibidiRsath Bee SHMCBuPR, p3QiIdEEdha dafie ydid Wefignll enoO@asay

function to produce a bus key (block 440). The bus key is used by the
decrypt i on waeddyhathdeviceetorgaperate thedisd@pt ed data transnitted over the bus

*(bl ock 450) [ 00021] Fi gure. epi ct ;Jﬁ;p‘. cting
digital ver @g{ﬁ% e di lsm‘f B%%gﬁu%?r%’m%ﬁ%a%{ ﬁ%ff%/t?e cg%gﬁt%‘gségé’g% ing to one
embodi mgnt  @hplofed twghily esuple the lopRakisagibineatstwithinahe epgryptioh ect i on syst em
'200 uses the nedia key bl ock {MKB) 210 as descri bed above to patch

scranbl ed contents 212 of DVD 208 to pr4gvi de additional copy protection. In
this regard, the format of new 25 conpliant DVDs nmay renai n unchanged
(i.e., content scranble system (CSS)



scranbling is still used), except that a MKB 210 is introduced as a new
data el enent on the disc. As noted earlier, the MKB 210 is a bl ock of
encrypt edvdat/essitat al | ows different devices using differ®atr/uso2/0708s

i ndi vi dual | y-assi gned devi ce keys to extract a commpn secret key, called
the nmedia key. The usage of MKB 210 to 30 patch scranbled DVD data 212
enabl es a pyuspetemci4andithadeerypdon swhsyeigny 12850 thatfseqret keyd gl @170

PCT/ US02/ 07§85, device k i j ip the f . MKB
can be. usecoru B ek R CRiPrel SRR RE e Bamtiturtle 10w fom the
system) . [ORQaA, ﬂ?@d&amoma%mﬂﬁﬁ GRYerRbMItREdn ] YR bRy émb bR

i nvention, new conpliant DVD drives 202 are equi %ed wi th device keys 218,
MKB pr ocessPifeqtesyby a tarppeigigeistaay sehemey howevezthg databies 106tdoonedtingithe 228

car cutats o BIHEREEDRs 302 08 1ORFaie My RGPS5 S g RO RRR . 250, ane

encrypt t heseéptibld & &Redsty dAVEHatREs. THProtect thelita BahaiHcAbvel fidhtd he bus

key 226. The DVD video pl ayer software 230 of the host conputer 204 (e.g.,
host PC or Pnl(slivalich maysbextaresesytddmgainsiinalicions sepyliog aiid idigitah adntémtat ur es

t MKB 210 usi ng i devi ce. keys. t
cormpute o <308 FERT ety ass e alp & Pt B et gied B ¢ he
medi a key 2@&hahe blidlRey PAGHiAR3 ,traﬁﬂﬂxitﬁﬁgro%égﬁtl\& lagtBEsP10626 the Rere Aetiked by

the DVD drive 202 using the bus key 242. 0023] When a new conpli ant
DVD- Vi dtb d1®c Indigis regardsandy the host devine 10d5withytheiedryest Bogkey ¢am fropeidyvi ng key

h d t t he DVD dri 20 d host PC 204. Th
oD dr Pve. 25T REHe SRR TR iR oPE B HRRA0R0)s 216 (o cal cul ate
the nedia kﬁml%?l Thelvankigebasp, thk aysy Bﬁ@é&mrsys@ﬁmdw%@ﬁre@émt he host PC

204 sends the necessary command to the DVD drive 202 to allow it to also
read the MdBventomisckffestive ingesistingagdinstSReplayt attack. dokreplay 2aBadkhannedi a key

236. The DVD,vid I ft 2 | ect nb d

235, and semekEnOnEN iRt AL A Aa 2PirE o e rRges BRESAP Kiieconmand.
The DVDi4ri Ngst d@eica Mol A éébﬂﬁ%h@bﬁ&? tedQfak\6rit® a23lordable HédiGH, at € a common
bus key 226, 242, which is derived froma cryptographic one-way function of

the nedi a kagditimmalpricken Sedwetdericd 104 actrssad\ie MKB d1(heémpeddedlSinghé t war e 230

d ts to t iyve 202t d,.t k 214 (e.g.,
355 Keye) antrgsdeimAlR, e AR AI e Fo M KPR R 48K ¢ Sendi ng
the CSS keyfecérthbR médians CTREEYPSLIAROVEKE 10 A d @ciyfifted data HE cdPthwed he DVD

drive 202 first encrypts them using a robust cipher and the bus key 226.
Upon recei pat the tinkeeof deangmissian Dep be iplased pinayconventioned medisplagecsyptens t hem

sing t sanme cipher 30 and. b K 242 d.forwards the data to the
gelsc?a e %Bfeé&gqféﬁ theencry P\?ﬁ%@f‘%&i&% Sé%ﬁffsﬁ‘z%?é%ét ‘&%Sscgpgﬂﬁ%gnf ogi c
246 uses t hg|ddasRhRBRIBg&8%ace IowevaeEOmha pRisent ilvettddd saied thonoreds t he

data to a deconpression |ogic 248. [00024] For the cal cul ation of the nedia
key and busv#lag useshby therhashdevicastoganesate itvdecayptiorebus/key diring rephay €SS keys

and CSS-scranbl ed,content, .a.r st _cipher with_a |l k ize is used.
In one inpl &‘r‘ﬁfﬁ‘Flé’lhﬁfﬁ,C?atqﬁg’ ‘@i"sﬁ?feﬂt 41%% oacﬁﬁglrl{eq%%gby E‘%e gtf%reafesi ze is 56
bits. (0002§dvidko!gtinerabditoihdiPplion bekSOh Pt chaiphenag eis@ypd dfe present

invention dramatically inproves the protection for DVD Video content by
"wr appi 29" replaymitack pribtheqrevanted haratherr words, Ryhesing theaammegdp gereratehj s s 10

Y ed L1t A . . Y
For T enewal tepepi@yS Sy R AR Ty Pl IR R fui D) C°
and addi Ng FcBHFghd EnddpiRéred HatoRiNEbstilikelythe diffefsk thar| BOBAS keyRe24er ring to

Figure 5, the operations of decrypting and descranbli % DVD contents
accor di ng t thabmeas prariensie tsedoto engeyptieendiphered datasndi{beseforopamhest pvp i s

‘inserted in,the D Live. th VD V] tware running in the
host PC maydfdgh¥ n‘gég\sélcefq’é% %“’RS@% Qg?ryg{e%r%gfﬁg’g%égerd(@é , CSS keys)
requiregp f Ofooﬁ@{scr ah bind émpleengatb ifeckec ol evtide Koys s doneproiiedrinve (bl ock
B00). Then in block 510, the DVD drive encrypts the CSS keys read fromthe
disc with bus key and sends themto theshost PC. The CSS keys are encrypted
20 prior to sending themover the bus to the host PC. The CSS keys are
encrypted using the bus key that can al so be conputed by the host PC having
a set of nonconpxom sed device keys as previously discussed. In this
regard, once the encrypted CSS keys have been received, the DVD video

pl ayer software running in the host PC decrypts the CSS keys with the bus
key (bl ock 520). Then in bl ock



25 530, the DVD video player software dispatches requests to read the CSS
scranbl ed content to the DVD drive. Before sending the content to the host
PC, the DvDoginsor® encrypts the scranbl ed content using thediusokeiwsand
sends the encrypted data to the host PC (bl ock 540). Upon receipt of the
content, the DVD video player software first decrypts the data using the
bus key (bl wax tssdhreatpns tispingagrityiof tte cong paeteetign Systeny, agine mediasiapblei ed t o

the d i¢ which f 02/ 080170 PCT/.USPD2/ 07085 t he CSS
doscr anbil o et Sfaite’sh B558a Ficn el eaed Ik Contiaprirssl et f 8¢ [ 00027)
Wil e the fRag3ecaguiarleCint®éE niddih Rey, iRy bk A188Y Wesdkivihigd and

shown, it is underst_ood t_hat vari ati ons a_nd nodi fi cati ons,” such as those
suggest ed afhg newheedianilhid meanscthgpdevicesarith thepmprbmided sehobdevicerkeysay 5

to th illed ip the art to which the inventi tains. Th
eope of® ¢ natppd Sge Tl MGt bR Re P 5O EREePPRBR SR forcn i

"t he appendegithhvalifklevitd keys¥iID Bk 10 wrRwYh MiRinddsa. Ccl @i med is: 1. A

system conprising: a nunber generator to generate a nonce; and
PCT/ US02/ 0710888hn endirsjouldbe sofisd yhatdhereareavanjely of stays de degvea séaratm a

bus. key pri b FERREARY cRaler Siske o B B s SEmia R @5 Cner o
sai d encr ypiNRB) BYgst baY ekmﬁl@rdfuﬁiﬂb@ﬁﬁcvxggtog&aﬁ}ﬁ@ﬁ&ysaami@&m%ft he key

di stribution data bl ock, at”|east one e key assligned to sai
encrypt 1bn putiyeyenanagamentmayveey geosg difédertyapphieatichsn dnitles regandr at or . 2.

The system of c]aim further, c. rising a decryptipn, subsystem coupled to
said data b e‘té'p(‘}%B Bihlickey ?&W@H@%&F%ﬁéﬂ E%E\éﬁﬂ‘gw €EPRY data bus
using a deC%s}blPédti@ﬂ sPHSMKAXhEIBFds¥RGnDARRA. GcREs WRRRI the sRPddifan Of the key

15 distribution data bl ock, at |east one device key assigned to said

decrypt i on swmegyplation afithetpresemd imeengjener at ed by t he nunber generator. 3.
The system aim1l, whereip sai ncrypt.ion subsystem conprises: a
processi ng ll%&(ﬁrgjc to &%&B@g?%?lg%% ttﬁfaoB%I%Ef’%sno%F‘cf}ﬁ’z’ﬂgg%ﬂtﬁgE‘_f”f [%ution data
bl ock repd s mitdiey the AatteyerBH Bt HRE thlBe AMPoBARENIVIThE BMeARok EY
assigned to 20 said encryption subsystemto conpute a nedia key; a one-way

functi on t cargehewat #hednea ensplaqittistoragamedioyn fsqdantdomithinghretiiragekey and t he

ted t nb tor;, d ti i t t
ot & accesstriee i R ForrhedoRE arnmntibi g SERG S s kebacensy o .
The system @k MKBifBn? the/MiSiagt hediuth (FREK 30U)! Thers HRE WALS Pr&RBIRS AR

generates a media key using a set of device keys assigned to the storage device

20 and the MKB read from the storage medium (block 310). In one implementation,
the MKB comprises a block of encrypted data, where each encrypted data is a
secret media key encrypted with a different key. Each device key may be data of
a predefined bit size (e.g., 56 bit data) that includes an index number used to
indicate which encrypted data within the MKB data block the device key is

25  configured to decrypt. By decrypting the designated portion of the MKB using
the device key, a secret media key may be obtained. This means that the secret
media key contained in the MKB can be obtained by any device that has a
legitimate set of device keys. After the compliant storage medium has been
placed in the storage device and prior to any encryption taking place, the host

30 device generates a nonce (e.g., a random number) and sends the nonce to the

6
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a processing logic to process at |least a portion of the key distribution
data block read fromthe storage nediumusing the at | east one device key
assi gned wo oxesod7odecr ypt i on subsystemto conpute a nedi a PEF/USNI2/0708\D

02/ 080170 PCT/ US02/ 07085 a one-way function to generate the decryption bus

key based on said nedia key and the nonce generated by the nunber
gener at or ; HPiRes dgeicey bhe encryplion subsystery seaeivesdha nopegsent by de bostr t he data

bus by usin ' ' 1D . f aiml.wherein
onid data (oo EIRESNLRRR R B i ome HEUPKS) AR BBl Thdng i) 0
derived basesk-way Fitectioans produeatittkeh)(blobk 350)MUBIng08 813 keY obtadied, hat i f
said data is recorded at the time of transm ssion, said recorded data is

not subsequi@sengyptiay subsysiym gnergpisyipe digitat contgndtread frhm thestraget have
to t d ' ' b t t | ted
ceeess o TR R A B B e RS S LY

sai d key di®oyi bution data block is embodied in the formof a nedia key
bl ock conprising a block of encrypted data. 7. The system of claim 2,

wher ei n sail80@Akr ypt Refergng s Eigure 4.4he aperations efdlecry piing data frenswittase

capabl e of essing data from a.storage dium 15 and,sai d cryption
subsyst em i(g&e?%ugr?g%%lgﬁ]gitﬁ ope ephodimer chgﬁ%wggﬁuéo%ﬂersgpmrb 'Rt st a from
sai d st or ageosta¥vie@nedis t3 BEcesy He@d1ahe fledivth 2n thehesap0d8wicE thENIIB key
conputed by the said enc%ubsystemw |1 be the sane as the nedia key

conput el byproressingdegigresidi yttherdperyplioesibspistennefithe bosttdeviadevi ce key
Gocr ypt i on eneyeddRBiivE Mede eg MR B o g0 Rea FEplonk 40 aheMKs © 11
wher ei nsai kosdseirpJ6gitRehetdtdsS Hi8diAwed dsinpWBefof @iidetteyy A5sighdd © WbsC
(DbvD), CD optical disc, magneto-optical disc, flaSh based nenory,

magnet i ¢ cdrast devicopnd the MkBrigad fonpthe storege yetlisim.oAs motddeazliembter ei n sand
nunber genetator,. i

decrypti on %?ggg}g?iﬁﬁ%ﬁ%oa%%%%%ﬁﬁg SEI%EI%ZOS grsxcli gérﬁﬂ; aV\éotpgri of it t%i I:gle

15  encryption subsystem (block 430) and sends another copy of it to the one-way
function of the decryption subsystem. Then, the decryption subsystem combines
the nonce and the media key by using the one-way function to produce a bus key
(block 440). The bus key is used by the decryption subsystem to decrypt the
encrypted data transmitted over the bus (block 450).

20 [00021] Figure 2 depicts a system 200 for protecting digital versatile discs
(DVDs) from unauthorized copying according to one embodiment of the
invention. In this embodiment, the copy protection system 200 uses the media
key block (MKB) 210 as described above to patch scrambled contents 212 of DVD
208 to provide additional copy protection. In this regard, the format of new

25 compliant DVDs may remain unchanged (i.e., content scramble system (CS5S)
scrambling is still used), except that a MKB 210 is introduced as a new data
element on the disc. As noted earlier, the MKB 210 is a block of encrypted data
that allows different devices using different individually-assigned device keys to
extract a common secret key, called the media key. The usage of MKB 210 to

30  patch scrambled DVD data 212 enables a protection system to be renewed (i.e., if

7
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11. A method conprising: PCT/US02/ 07085 a storage device reading a key
distribution data block froma storage nedi um the storage device

processi ngoar/ogoaast a portion of said key distribution dat€Tiisoek7085i ng at
| east one device key to conpute a nedia key; the storage device fetching a

nonce generated by a nunber generator; the storage device conbining said
nonce wi t h asgt of dedeedeyais qpmprgmiseshin the futtius emesnMEDS cparkeuged thatbus key;

t he storage ice C ting data read fromthe or age di um usi ng the
10 bus. key FeaeS Felal M e bRt d Bt R e R Sbfle cevt co
transm tti nepobkye enCAM?hﬁd)f@ﬁ’ééb ot tifA bPstBi200 32 the theer®id adwof claim
11, wherein said data transmtted over the data bus is encrypted using the

bus key derconglianhDYEP drives92monequigped vathedeviine keie 21, MIEB pyecessingor such
that if i,d .d ' ded the ti .of I ssion, | S |.d
r egor :jeas gg?%%c ?g&ﬁ@-éﬁg@&aﬁ% %ﬁf%ﬂﬁé&b];?ggﬂg gfag‘?sfé%g’c@ p[rﬂ%@?s? ’Ifh?es not

"have accesIKB dnldexsafbtsenee meaﬁdkés»izzzh?h&u&n&g & bii8 }k'bf» l,e.zs BadeAUnthked said
(6]

data transm tt_ed over the data bus. ) e net hod claim 21, further
conpri si ng nedin kpy RAYandhenemes 350t et dadrppt the datacdk] 2onghe THED @68, avldls. 20 14.

over the.dd G5 Aot HBE e Bydler v e ides RSl 88 Bt Fon
data bl ock thé AR By Eé}%@%e.gl?ﬂéé%flﬂc BPBV'B)ﬁlfaﬁ&lﬁiéi % &{vﬂfﬁéﬁ%‘i‘& tﬁ&sgle\elﬁgte Eey

portion of the key distributFon data 25 bl'oc sing at 1east one
t o conyd(t e additbatiahfdabiyres torrecesssnddgevrese MIEB 21 using ite onmrset ofjdedceaat ed by t he

Using a_ondeRngt ARG ¢ SGHTBPAPAe Bt Rt TIoUkey B hasrbam 170
The Gata bus BT O e T e B Bl e hoa
of cl ai m 1QVPulrivedl02 osimgrthe bngkeyt 242. host devi ce requesting a descranbl e
key requir ef(()jOOfZ:%r deSWhaeIr{bal riler‘]/\g compliant DVD-Video disc 208 is inserted into the
15 DVD drive 202, the following key exchange procedure occurs between the DVD
drive 202 and host PC 204. The DVD drive 202 reads the MKB 210 and uses its
device keys 218 to calculate the media key 222. The DVD video player software
230 running on the host PC 204 sends the necessary command to the DVD drive
202 to allow it to also read the MKB 210 and use its device keys 232 to calculate
20 the media key 236. The DVD video player software 230 selects a number (nornce)
at random 238, and sends that number to the DVD drive 202 using a predefined
command. The DVD drive 202 and DVD video player software 230 both calculate
a commoﬁ bus key 226, 242, which is derived from a cryptographic one-way
function of the media key and nonce. Subsequently, the DVD video player
25  software 230 sends requests to the DVD drive 202 to read the descramble keys 214
(e-g., CSS keys) and CSS-scrambled content 212 from the disc 208. Before sending
the CSS keys 214 or CSS-scrambled content 212 to the host PC 204, the DVD drive
202 first encrypts them using a robust cipher and the bus key 226. Upon receipt of
the data, the DVD video player software 230 decrypts them using the same cipher
30 and bus key 242 and forwards the data to the descramble logic 246. The

8



scranbl ed content from said storage device; the storage device encrypting
sai d descranble key read fromsaid storage nediumw th said bus key
gener at edvby2esiith st or age devi ce and sendi ng said encrypt ®ETHEDeNAEH| € key
to the host device; the host device decrypting said encrypted descranbl e

key received from 10 said storage device using said bus key generated by
sai d host déssceambledegipddt uses he desgearablg kbys 24 to siestramble/tbe ddtadatdh usi ng

sai d descragbl e ke rypted by said ,hos evice. 16. The nmethod of claim
12, wherei n{@ggﬁ&?%?%_e%s%ﬁ eﬁ?Fé’r’ies&ﬁI‘e&O&ngs‘ is enbodied in the formof a
medi a key bjopglg) CONMPIHgs iGcafculbhiRitofthe a{gaﬁa/pé}ﬁ&\cﬂﬁmegléuﬁor t@Buget hod of

claim 14, erein sai d number generator is a'random ntnber generat or

*resi di ng wi etdryptivieaiddecryiptivr of the& S54reya ppeh CoGtssranthied contant, a aolsusdr age
device to access st.or age nedi,um cont ai ni.ng. data and a key di stribution
dat & bl otk CBAPRM R At KU T7Eas Prrch (BiRG RPloRRio 16 cpfier 5 Befrd 20 way
‘function angppBr, 8RE ilPkdyHizd 98k BitsWher ei n sai d processing | ogi c processes
at least a portion of said key distribution data bl ock using a device key
assi gned t ol08ed5H st orladhis dmbodianent, themepy pratectimh systeay of haipdesene- way

f ti nbi i d ia k it h ) fed b b
Goner ator ¢ BV GRBOH a0y Baprouel Sep B EReRI g DU R Pidsp cobisat Bt o sai d data
accessed fr@ﬁ}aﬁiﬂg’sémgpfméﬁdéﬂ‘sgﬁedﬁ hfmSahe oSS heRlel Thid i€

transmtting thé encrypted data via a data bus. 19. The apparatus of claim

18, f uritheraccomplisbedin asitvgpde anidnoea veay phing MKB sechdokigytapeodde fme vi a
sai d data bus, said.host vice . including a prqcessi 14 W O.02/ 080170
PCT/ US02/ 07’6%‘8“’1"‘26} the EXE‘HSFE@'\ﬁg%Yl‘Fe[}??é’P P%C%%%a‘l%féc‘f‘}ﬂ?g fsHre gpd @ddinger ei n

said pr ocesghagcét@gf;rgte@{%ﬁgg%}ﬂ%}a{tm_t a portion of said key distribution
data bl ock using a device key assigned to said host device to conpute a

medi a key, [K8026] one- eferfing¢e Figure bnthie wpsragiansl ofwbatirgptivegyard t h sai d nonce
generated by said nu enerator to 5 produce a bus_key and said
decrypt 1 on Negrenaey )Y P AEIRE ackord e ubns ebrLRiemy St aroni a8t a bus
using spd d Gk eWhedQ DVDSs #RPAER I EeTHVOLIEON dive, WREHODViGES glagréi a

key derrved based

transnmitted over the data bus is encrypted using the bus
on the noncsftyearerateingly thewsh Bheay gemestatescrambikdylsat sedretsditd (dgt a i s

recorded at time of transmtted 10Q said .recorded data i ot .
subsequentIgr‘é%?‘5&59“3B‘F"éff"fi‘i~l fgr descramy 55 eﬁﬁ@@’ﬂ%{ggoqtmtfﬁg}}@%@y@érwg t he
same nonce wa d 50i0). SPheh iﬁtb%c%gﬁio%‘é'W@)Hin%QﬁE%E%?@S%e?@%&&tﬂgﬂsm tted

over the da us. 21. The apparatus of claim erei n” sal ia key
conput ed bythertiscwitt bus bengad sendstbemitb ithddeost RE. Jhe€SSkeyh erenattiyptiedy

ot onetd ¢ oPPHE OB g B EETROR o s oy ey aff SR RET ot

devi ce haveyQiRg RN thacdn 2% beldRnARBALR NSh&: PE BV Pset YR GbRL N sai d
nunber generator is a fandom nunber generator residing wthin sald host

devi ce. 23.corhproapised deviee ksfys @b premiogsly discussed. buihds egardagncalthei ce i s
enbodied in 20 th rmof a DVD dri.ve, an j d.host device is enbodied in
the form ofelbcirillflltgﬁ_éﬁ%[&?ﬁ b?‘é%erengfceéveﬁleﬁgﬁgﬁ ?S%B{EX?IT s‘%ﬁf'“‘fﬁ@f’“ﬁ’ﬁ’ﬁar at us
of clai m 19%n WB®oSI PC dakPpBitRE E8S KEPSHIthe bask&CoRRL SR Thetllifl bk

versatile disc (DVD), CDE&OVI optical disc, magnie; o-optical disc,
f | ash- bzs edd¥ethe D VDnddernplapercsnfavare dispatdhesitequastsi to read the CSS-

scrambled content to the DVD drive. Before sending the content to the host PC,

the DVD drive encrypts the scrambled content using the bus key and sends the

encrypted data to the host PC (block 540). Upon receipt of the content, the DVD

video player software first decrypts the data using the bus key (block 550). The
30  output of the decryption logic is supplied to the descramble logic which performs

9



25 25. The apparatus of claim 19, wherein said storage nediumis enbodied
in the formof a DVD containing scranbled content. 15 WO 02/ 080170

PCT/ USO2/W@088802%. The apparatus of claim 19, wherein sai ecrajsoeorssi buti on
data block is enbodied in the formof a nedia key bl ock conprising a bl ock

of encrypted data. 16
.Af[r. AS9O. ARe OSS&iesmum&s usfregothad25548dys abisinetl dakdiexYblock 560).

&9 A9. AY&Y z9
h} xr mhc/ Y] c@?%b ca(] g Wa‘%ﬁ?‘c‘&m‘j&ﬁﬁ]ﬂ@&f thy exsutignbaveees) caj ca] cal ca
] ca] c”a] ca]j &‘él:ﬁ@&c?aﬁ& Gﬁ&lrﬁ af i@%lﬁ@ﬂ:&ﬁi 4t Yariatiord MfInwdifications, such as

/| Lzupkfa\ W ca] ca] ca] ca] ca] ca]lcal ca] ca] ca] cal] ca] ca] cal cal ca] cal] cal] ca]ca]c
¢ a] ca] ca] ca]thepesiggebted|and|otheas vafhdateapdliland scope of the invention, may

L[V SHA###SSEL" X M\ Qe a] cal.ca] ca] cal] ca] cal] ca
cg] calc ‘]CEH] an‘]&"é’)ﬁ‘] ﬁlﬁﬁ f@ﬁﬁﬁ]’d&?@é%&%}%ﬁ& %‘é?]] ) ]’% L I:a] (l:J]a] c!a
! 2A3W44A5H eaﬁ%}dm is to be defined as set forthlnthe ended clai

; &<=$=R== >- ’72’75’7’7’7N’7{vq ga\'W ca] caU] ca] ca] ca] ca] ca] cgfg \/] m]"ca] cal ca
] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] cal N’>BTB CCD6E" FFCGE
HHHOHRHa HI KLMUMMM Ox OP
QLY QVRRSSS{ vqgl gb] WJ] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! SSS. SFSr SSSTTU#UUVTVVWUWWN X
r XXX) YzZYYYYYYZQzZZ| wgl gb] XU] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cMa] cal ZZZ[5\VI\\]Al]] "M~ E

U aaj aa4bXbbb| wr mhc”YU] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! bc*cdde) eseeee3frffg
] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! j Okikkk9l w
nmm’ nf nt nn: pgq

sSss$t G u] uuuuuuuM/Pv| wr mh| wr mhc”YU] ] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]ca]capd A

10%B& ()-Y @O0%& ()-10%& ()- !'&LOYCC& ()- 8&10% & ()-

&10% & ()-4z% dEy !'10%& ()-109%& ()-y !'10%& ()-Y y1l0%& ()-10%& ()- 3109 ()-
}ebC3( 109 ()-f$10%& ()- @P10% & ()-SHz109%&' ()-! 10%& ()- @10%' ()-e 0 1
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2 3 4 dYNC 10 10 10Yy510%&' ()-310%& ()- 210% ()- "0 109& ()-f.nt 10%& () -
A c r hdEYNC L 10%& ()- 310%& ()-Y- 109 ()-"910% ()-9g10%& () -
9109%&’' () -WB{08BYINC PCT/US02/07085
109&' ()-!6yGLOY%R ()-yGLO%&' ()-Z109%& ()-ZZ10%&' ()-Z109%& ()-% K
=dEYNC' " 109%&' ()- !'109%& ()-110%& ()-y!10%& ()- 10%& ()- 10%& ()- CucDOC

10@s109% ()-/10%: ()-S . ! 10%& ()-' 1@KAIMSSs$" 10%& ()- DSs$"10%& () -
- 10% ()-- 10% & ()-"10% & ()-10% & ()- 10 10X dBKC
dzv&%}r B10% & ()-@F10% | & ()-10% & ()- S 10% & () -F,

10!, "10%
10! 6y#|\/l 10

10% & () - S= zodY: &100/‘ & ()- 10:V 10:V
10: VY( m' 10% V& (3, @@f@mcbgg@gs&g() @ 6Y(m 10%p& ()- @ ; y#M 10%Iu& () -
*/| LdEDY: &z 10% &
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a number generator to generate a nonce; and

an encryption subsystem to encrypt data accessed from a storage medium
containing a key distribution data block using an encryption bus key prior to
transmitting the encrypted data via a data bus, wherein said encryption bus key is
derived based on at least a portion of the key distribution data block, at least one
device key assigned to said encryption subsystem and the nonce generated by the

number generator.

2. The system of claim 1, further comprising a decryption subsystem
coupled to said data bus to decrypt said encrypted data received over the data
bus using a decryption bus key derived based on at least a portion of the key
distribution data block, at least one device key assigned to said decryption

subsystem and the nonce generated by the number generator.

3. The system of claim 1, wherein said encryption subsystem comprises:

a processing logic to process at least a portion of the key distribution data
block read from the storage medium using the at least one device key assigned to
said encryption subsystem to compute a media key;

a one-way function to generate the encryption bus key based on the media
key and the nonce generated by the number generator; and

an encryption logic to encrypt data accessed from said storage medium

using said encryption bus key.

4. The system of claim 2, wherein said decryption subsystem comprises:
a processing logic to process at least a portion of the key distribution data
block read from the storage medium using the at least one device key assigned to

said decryption subsystem to compute a media key;

11
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said recorded data is not subsequently playable by a decryption subsystem that
does not have access to the same nonce used by said encryption subsystem to

encrypted said data transmitted over the data bus.

6. The system of claim 2, wherein said key distribution data block is

embodied in the form of a media key block comprising a block of encrypted data.

7. The system of claim 2, wherein said encryption subsystem is
implemented in a storage device capable of accessing data from a storage medium
~and said decryption subsystem is implemented in a host device capable of

retrieving data from said storage device.

8. The system of claim 2, wherein said media key computed by the said
encryption subsystem will be the same as the media key computed by the
decryption subsystem provided that neither the device key assigned to the
encryption subsystem nor the device key assigned to the decryption subsystem

have been compromised.

9. The system of claim 2, wherein said storage medium is selected from a
digital versatile disc (DVD), CD-ROM, optical disc, magneto-optical disc, flash-

based memory, magnetic card and optical card.

10. The system of claim 2, wherein said number generator is a random

number generator residing within said decryption subsystem.
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the storage device combining said nonce with said media key using a one-
way function to generate a bus key;
the storage device encrypting data read from the storage medium using the

10 bus key generated by the storage device; and
the storage device transmitting the encrypted data over a data bus.

12. The method of claim 11, wherein said data transmitted over the data
bus is encrypted using the bus key derived based on the nonce generated by the
number generator such that if said data is recorded at the time of transmission,

15 said recorded data is not subsequently playable by a host device that does not
have access to the same nonce used by the storage device to encrypted said data

transmitted over the data bus.

13. The method of claim 11, further comprising decrypting the encrypted

data received over the data bus.

20 14. The method of claim 13, wherein said decrypting the encrypted data
received over the data bus comprises:
a host device reading the key distribution data block from the storage
medium;
the host device processing at least a portion of the key distribution data
25  block using at least one device key to compute a media key;
the host device fetching the nonce generated by the number generator;
‘ the host device combining said media key with the nonce using a one-way

function to generate a bus key; and
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the host device requesting a descramble key required for descrambling
5 scrambled content from said storage device;
the storage device encrypting said descramble key read from said storage
medium with said bus key generated by said storage device and sending said
encrypted descramble key to the host device;
the host device decrypting said encrypted descramble key received from
10 said storage device using said bus key generated by said host device.

the host device descrambling said decrypted data using said descramble

key decrypted by said host device,

16. The method of claim 11, wherein said key distribution data block is

embodied in the form of a media key block comprising a block of encrypted data.

15 17. The method of claim 14, wherein said number generator is a random

number generator residing within the host device.

18. An apparatus comprising:
a storage device to access a storage medium containing data and a key
distribution data block, said storage device including a processing logic, a one-

20  way function and an encryption logic, wherein said processing logic processes at
least a portion of said key distribution data block using a device key assigned to
said storage device to compute a media key, said one-way function combines said
media key with a nonce generated by a number generator to produce a bus key
and said encryption logic encrypts said data accessed from said storage medium

25  using said bus key prior to transmitting the encrypted data via a data bus.

19. The apparatus of claim 18, further comprising a host device coupled to

' said storage device via said data bus, said host device including a processing
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assigned to said host device to compute a media key, said one-way function
combines said media key with said nonce generated by said number generator to
5 produce a bus key and said decryption logic decrypts said encrypted data

received over the data bus using said bus key.

20. The apparatus of claim 18, wherein said data transmitted over the data
bus is encrypted using the bus key derived based on the nonce generated by the
number generator such that if said data is recorded at the time of transmission,

10  said recorded data is not subsequently playable by a host device that does not
have access to the same nonce used by said storage device to encrypted said data

transmitted over the data bus.

21. The apparatus of claim 19, wherein said media key computed by the
" said storage device will be the same as the media key computed by the host
15  device provided that neither the device key assigned to the storage device nor the

device key assigned to the host device have been compromised.

22. The apparatus of claim 19, wherein said number generator is a random

number generator residing within said host device.

23. The apparatus of claim 19, wherein said storage device is embodied in
70  the form of a DVD drive and said host device is embodied in the form of either a

DVD player or a personal computer.

24. The apparatus of claim 19, wherein said storage medium is selected
from a digital versatile disc (DVD), CD-ROM, optical disc, magneto-optical disc,

flash-based memory, magnetic card and optical card.

25 25. The apparatus of claim 19, wherein said storage medium is embodied

in the form of a DVD containing scrambled content.
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