TRUSTED COMPUTING METHOD, AND SERVER

TECHNICAL FIELD

[0001] Embodiments of this specification relate to the field of Internet technologies, and in

particular, to a trusted computing method and a server.

BACKGROUND

[0002] A trusted computing technology is mainly used for protecting system software from
being tampered with by an attacker, and currently is mainly implemented by static
measurements. The static measurement is mainly to guarantee the integrity of software during
startup of a system, but cannot guarantee the integrity of the software during operations of the
system. A dynamic measurement is mainly to guarantee the integrity of software during
operations of a system. However, the dynamic measurement has not been really used. As a
result, the reliability of results of trusted computing is low, which cannot meet the requirements

of some high-security scenarios (such as data centers of financial companies).
SUMMARY

[0003] According to a trusted computing method and a server provided in embodiments of this
specification, a technical problem in existing technologies that the reliability of computing
results of trusted computing is lower when trusted computing is performed on a server is
resolved. In this way, this specification conducts both a static measurement and a dynamic
measurement, and improves the reliability of trusted computing, thereby achieving a technical
effect of meeting requirements of high-security scenarios.

[0004] According to an aspect, this specification provides the following technical solution by
using an embodiment of this specification.

[0005] A trusted computing method is provided, applicable to a server, where the server is
equipped with a first trusted computing chip and a second trusted computing chip, and the

method includes:



[0006] performing, by the first trusted computing chip, a static measurement on the server
during startup of the server to obtain a static measurement result, and sending the static
measurement result to a verification center; and

[0007] performing, by the second trusted computing chip, a dynamic measurement on the
server during operations after the startup of the server to obtain a dynamic measurement result,
and sending the dynamic measurement result and association evidence to the verification center,
where the association evidence is used for indicating that the first trusted computing chip and the
second trusted computing chip are disposed in the same server, for the verification center to
associate the static measurement result with the dynamic measurement result based on the
association evidence, and to verify integrity of a software system of the server based on
associated results.

[0008] Preferably, the first trusted computing chip is inserted into a serial peripheral interface
(SPI) interface or a low pin count (LPC) interface on the server, and the second trusted
computing chip is inserted into a peripheral component interconnect express (PCIE) interface, a
serial advanced technology attachment (SATA) interface, or a universal serial bus (USB)
interface on the server.

[0009] Preferably, before the performing, by the first trusted computing chip, a static
measurement on the server, the method further includes:

[0010] receiving, by the first trusted computing chip, a first device certificate issued by a
certificate authority (CA), and receiving, by the second trusted computing chip, a second device
certificate issued by the CA, where

[0011] when the first trusted computing chip sends the static measurement result to the
verification center, the first trusted computing chip further sends the first device certificate to the
verification center, for the verification center to verify the first device certificate; and

[0012] when the second trusted computing chip sends the dynamic measurement result to the
verification center, the second trusted computing chip further sends the second device certificate
to the verification center, for the verification center to verify the second device certificate.
[0013] Preferably, before the performing, by the first trusted computing chip, a static
measurement on the server, the method further includes:

[0014] receiving, by the second trusted computing chip, the association evidence signed by the

CA.



[0015] Preferably, the association evidence includes:

[0016] identification information of the first trusted computing chip;

[0017] identification information of the second trusted computing chip; and

[0018] a signature of the CA.

[0019] Preferably, the performing, by the first trusted computing chip, a static measurement on
the server to obtain a static measurement result includes:

[0020] acquiring, by the first trusted computing chip, program code of a basic input/output
system (BIOS), program code of a Bootloader, and program code of an operating system (OS)
that are in the server; and

[0021] generating, by the first trusted computing chip, the static measurement result based on
the program code of the BIOS, the program code of the Bootloader, and the program code of the
OS.

[0022] Preferably, the performing, by the second trusted computing chip, a dynamic
measurement on the server to obtain a dynamic measurement result includes:

[0023] acquiring, by the second trusted computing chip, static executable program code of
application programs and program code of the application programs in an internal memory
during the operations, where the application programs are installed on the server; and

[0024] generating, by the second trusted computing chip, the dynamic measurement result
based on the static executable program code of the application programs and the program code of
the application programs in the internal memory during the operations.

[0025] Preferably, after the sending, by the second trusted computing chip, the dynamic
measurement result and association evidence to the verification center, the method further
includes:

[0026] receiving, by the first trusted computing chip, a first verification result fed back by the
verification center, where the first verification result corresponds to the static measurement; and
[0027] receiving, by the second trusted computing chip, a second verification result fed back by
the verification center, where the second verification result corresponds to the dynamic
measurement, and the second verification result carries the association evidence.

[0028] According to another aspect, this specification provides the following technical solution
by using an embodiment of this specification.

[0029] A server is provided, including:



[0030] a main board;

[0031] a first trusted computing chip, disposed on the main board and configured to perform a
static measurement on the server during startup of the server to obtain a static measurement
result, and send the static measurement result to a verification center; and

[0032] a second trusted computing chip, disposed on the main board and configured to perform
a dynamic measurement on the server during operations after the startup of the server to obtain a
dynamic measurement result, and send the dynamic measurement result and association evidence
to the verification center, where

[0033] the association evidence is used for indicating that the first trusted computing chip and
the second trusted computing chip are disposed in the same server, for the verification center to
associate the static measurement result with the dynamic measurement result based on the
association evidence, and to verify integrity of a software system of the server based on
associated results.

[0034] Preferably, the first trusted computing chip is inserted into a serial peripheral interface
(SPI) interface or a low pin count (LPC) interface on the server, and the second trusted
computing chip is inserted into a peripheral component interconnect express (PCIE) interface, a
serial advanced technology attachment (SATA) interface, or a universal serial bus (USB)
interface on the server.

[0035] Preferably, the first trusted computing chip is further configured to:

[0036] receive a first device certificate issued by a certificate authority (CA) before performing
the static measurement on the server; and further send the first device certificate to the
verification center when sending the static measurement result to the verification center, for the
verification center to verify the first device certificate; and

[0037] the second trusted computing chip is further configured to:

[0038] receive a second device certificate issued by the CA before the first trusted computing
chip performs the static measurement on the server; and further send the second device
certificate to the verification center when sending the dynamic measurement result to the
verification center, for the verification center to verify the second device certificate.

[0039] Preferably, the second trusted computing chip is further configured to:

[0040] receive the association evidence signed by the CA before the first trusted computing

chip performs the static measurement on the server.



[0041] Preferably, the association evidence includes:

[0042] identification information of the first trusted computing chip;

[0043] identification information of the second trusted computing chip; and

[0044] a signature of the CA.

[0045] Preferably, the first trusted computing chip is configured to:

[0046] acquire program code of a basic input/output system (BIOS), program code of a
Bootloader, and program code of an operating system (OS) that are in the server; and generate
the static measurement result based on the program code of the BIOS, the program code of the
Bootloader, and the program code of the OS.

[0047] Preferably, the second trusted computing chip is configured to:

[0048] acquire static executable program code of application programs and program code of the
application programs in an internal memory during the operations, where the application
programs are installed on the server; and generate the dynamic measurement result based on the
static executable program code of the application programs and the program code of the
application programs in the internal memory during the operations.

[0049] Preferably, the first trusted computing chip is further configured to receive a first
verification result fed back by the verification center, where the first verification result
corresponds to the static measurement.

[0050] The second trusted computing chip is further configured to receive a second verification
result fed back by the verification center, where the second verification result corresponds to the
dynamic measurement, and the second verification result carries the association evidence.
[0051] One or more technical solutions provided in the embodiments of this specification have
at least the following technical effects or advantages.

[0052] An embodiment of this specification discloses a trusted computing method, applicable
to a server, where the server is equipped with a first trusted computing chip and a second trusted
computing chip, and the method includes: performing, by the first trusted computing chip, a
static measurement on the server during startup of the server to obtain a static measurement
result, and sending the static measurement result to a verification center; and performing, by the
second trusted computing chip, a dynamic measurement on the server during operations after the
startup of the server to obtain a dynamic measurement result, and sending the dynamic

measurement result and association evidence to the verification center, where the association



evidence is used for indicating that the first trusted computing chip and the second trusted
computing chip are disposed in the same server, for the verification center to associate the static
measurement result with the dynamic measurement result based on the association evidence, and
to verify integrity of a software system of the server based on associated results. Two associated
trusted computing chips are disposed in the server, where the first trusted computing chip is
configured to perform a static measurement on the server, and the second trusted computing chip
is configured to perform a dynamic measurement on the server; and both the static measurement
result and the dynamic measurement result are sent to a verification center. Therefore, the
verification center may verify the integrity of a software system of a service server based on the
static measurement result and the dynamic measurement result. In this way, a technical problem
in existing technologies that the reliability of computing results of trusted computing is lower
when trusted computing is performed on a server is resolved. This specification conducts both a
static measurement and a dynamic measurement, and improves the reliability of trusted
computing, thereby achieving a technical effect of meeting requirements of high-security

scenarios.

BRIEF DESCRIPTION OF THE DRAWINGS

[0053] To describe the technical solutions in embodiments of this specification more clearly,
the following briefly describes accompanying drawings required for describing the
embodiments. Apparently, the accompanying drawings in the following description show some
of the embodiments of this specification, and a person of ordinary skill in the art may still derive
other drawings from these accompanying drawings without creative efforts.

[0054] FIG. 1 is a flowchart of a trusted computing method, according to an embodiment of
this specification.

[0055] FIG. 2 is a dynamic presentation diagram of a trusted computing method, according to
an embodiment of this specification.

[0056] FIG. 3 is a structural diagram of a server, according to an embodiment of this

specification.



DETAILED DESCRIPTION

[0057] Before formally introducing this method, the following is an introduction to existing
technologies.

[0058] A trusted computing chip is a trust foundation of trusted computing, and performs the
functions of trusted computing together with upper-level verification software. The trusted
computing chip is generally called trusted platform module (TPM) abroad and trusted platform
control module (TPCM) in China.

[0059] A trusted computing technology is mainly used for protecting system software from
being tampered with by an attacker, and currently is mainly implemented by static
measurements. The static measurement is mainly to guarantee the integrity of software during
startup of a system, but cannot guarantee the integrity of the software during operations of the
system. A dynamic measurement is mainly to guarantee the integrity of software during
operations of a system, but the dynamic measurement has not been really used.

[0060] One of reasons is that the dynamic measurement is very performance demanding, and
the dynamic measurement is usually performed periodically and performed on all software each
time. However, each existing TPM/TPCM chip is a low-cost and low-performance cryptographic
chip and cannot meet the requirements of the dynamic measurement.

[0061] Another reason is that each existing TPM/TPCM adopts an SPI interface. This interface
has very low transmission performance and is adopted because only this interface is available in
the early stage of the system, and the TPM/TPCM is required to be run in the early stage of the
system to verify the integrity of a BIOS. However, the dynamic measurement is required for
some high-security scenarios (such as data centers of financial companies). In this case, a high-
speed transmission interface is required, but the SPI interface cannot meet such a requirement.
[0062] In conclusion, as a result, the reliability of computing results of trusted computing in
existing technologies is lower when trusted computing is performed on the server, which cannot
meet the requirements of some high-security scenarios (such as data centers of financial
companies).

[0063] According to a trusted computing method and a server provided in the embodiments of
this specification, a technical problem in existing technologies that the reliability of computing
results of trusted computing is lower when trusted computing is performed on a server is

resolved. In this way, this specification conducts both a static measurement and a dynamic



measurement, and improves the reliability of trusted computing, thereby achieving a technical
effect of meeting requirements of high-security scenarios.
[0064] In technical solutions in the embodiments of this specification, to resolve the foregoing
technical problem, a general idea is as follows.
[0065] A trusted computing method applicable to a server is provided, where the server is
equipped with a first trusted computing chip and a second trusted computing chip. The method
includes: performing, by the first trusted computing chip, a static measurement on the server
during startup of the server to obtain a static measurement result, and sending the static
measurement result to a verification center; and performing, by the second trusted computing
chip, a dynamic measurement on the server during operations after the startup of the server to
obtain a dynamic measurement result, and sending the dynamic measurement result and
association evidence to the verification center, where the association evidence is used for
indicating that the first trusted computing chip and the second trusted computing chip are
disposed in the same server, for the verification center to associate the static measurement result
with the dynamic measurement result based on the association evidence, and to verify integrity
of a software system of the server based on associated results.
[0066] To better understand the foregoing technical solution, the following describes the
foregoing technical solution in detail with reference to the accompanying drawings of the
specification and specific implementations.

Embodiment 1
[0067] This embodiment provides a trusted computing method, applicable to a server, and the
server is equipped with both a first trusted computing chip and a second trusted computing chip
(that is, has dual roots of trust). The first trusted computing chip is inserted into an SPI interface
on a main board of the server, the second trusted computing chip is inserted into a PCIE interface
on the main board of the server, and the second trusted computing chip has a better performance
than that of the first trusted computing chip.
[0068] The SPI interface is a low-speed interface, and can be used during startup of the server
(for example, can be used when the main board is powered on). The first trusted computing chip
is inserted into the SPI interface and may be configured to perform a static measurement on the
server. A software environment of the server is simpler during the startup of the server (or may

be understood as during the startup of the OS of the server), so that a computing amount required



for the static measurement is smaller. Therefore, the TPM/TPCM chip may be used as the first
trusted computing chip. Generally, the TPM/TPCM may meet requirements of the static
measurement, and is generally low in price to save cost.

[0069] During a specific implementation, the first trusted computing chip may alternatively be
inserted into an LPC interface on the main board of the server. The LPC interface is similar to
the SPI interface and can be used during startup of the server (that is, can be used when the main
board is powered on).

[0070] The PCIE interface is a high-speed interface and can be used only after the server is
started up (that is, can be used only during operations of the server). During the operations of the
server after being started up, there are a larger quantity of application programs with complex
functions on the OS, leading to a relatively large computing amount required for a dynamic
measurement. Therefore, a high-performance security chip (is generally higher in price) is used
as the second trusted computing chip, and the second trusted computing chip has much better
performance than that of the first trusted computing chip. Combined with the PCIE high-speed
interface, the second trusted computing chip may meet the requirements of the dynamic
measurement.

[0071] During a specific implementation, the second trusted computing chip may alternatively
be inserted into a SATA interface or a USB interface on the main board of the server. The SATA
interface is also a high-speed interface and may meet requirements of high-speed data
transmission.

[0072] As shown in FIG. 1, the trusted computing method includes the following steps.

[0073] Step S101. The first trusted computing chip and the second trusted computing chip
perform initializations, respectively.

[0074] For example, when the first trusted computing chip performs the initialization, the first
trusted computing chip may receive a first device certificate issued by a CA.

[0075] During a specific implementation, as shown in FIG. 2, before the initialization, the first
trusted computing chip may not have a device certificate, or may have a device certificate before
leaving the factory. For the sake of security, regardless of whether or not there is an original
device certificate in the first trusted computing chip, a new device certificate (that is, the first
device certificate) is reissued by the CA during the initialization, and the original device

certificate is invalidated. The first device certificate stores a public key corresponding to a



private key of the first trusted computing chip. The CA issues the first device certificate to the
first trusted computing chip, indicating that the CA approves the validity of the first trusted
computing chip.

[0076] Similarly, when the second trusted computing chip performs the initialization, the
second trusted computing chip may receive a second device certificate issued by the CA.

[0077] During a specific implementation, before initialization, the second trusted computing
chip may not have a device certificate, or may have a device certificate before leaving the
factory. For the sake of security, regardless of whether or not there is an original device
certificate in the second trusted computing chip, a new device certificate (that is, the second
device certificate) is reissued by the CA, and the original device certificate is invalidated. The
second device certificate stores a public key corresponding to a private key of the second trusted
computing chip. The CA issues the second device certificate to the second trusted computing
chip, indicating that the CA approves the validity of the second trusted computing chip.

[0078] During a specific implementation, the CA may be a server or a server cluster.

[0079] In an optional embodiment, when the first trusted computing chip and the second trusted
computing chip need to perform the initialization, the second trusted computing chip further
receives association evidence signed by the CA. The association evidence is used for
representing that the first trusted computing chip and the second trusted computing chip are
disposed in the same server, and is used for binding the first trusted computing chip and the
second trusted computing chip in the same server. The use of the association evidence may
prevent an attacker from using measurement results from different hosts to piece together a valid
measurement result.

[0080] During a specific implementation, the association evidence mainly includes
identification information (for example, an ID number) of the first trusted computing chip,
identification information (for example, an ID number) of the second trusted computing chip,
and a signature of the CA.

[0081] For example, the CA may perform signing (that is, perform private key encryption) on
the ID number of the first trusted computing chip and the ID number of the second trusted
computing chip based on a private key (that is, a private key of the CA) to obtain the association

evidence.
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[0082] After the first trusted computing chip and the second trusted computing chip complete
the initialization, step S102 may be performed.

[0083] Step S102. The first trusted computing chip performs a static measurement on the server
during startup of the server to obtain a static measurement result, and sends the static
measurement result to a verification center.

[0084] Static measurement: the static measurement occurs during the startup, and can ensure
the security of the system at the beginning of the startup. The static measurement is mainly
performed on code of a BIOS, a Bootloader, and an OS, to detect whether the code has been
tampered with. The measurement process is completed along with the startup of the system, and
before being run, each part of software is measured by software that calls that software.

[0085] During a specific implementation, the first trusted computing chip is mainly responsible
for acquiring data required for the static measurement and generating the static measurement
result.

[0086] For example, the first trusted computing chip may acquire program code of a BIOS in
the server, program code in an option read-only memory (OPROM) in the server, program code
in a Bootloader in the server, and program code of an OS in the server, and generate the static
measurement result (including the program code acquired by the first trusted computing chip)
based on the program code of the BIOS, the program code in the OPROM, the program code of
the Bootloader, and the program code of the OS.

[0087] Step S103. The second trusted computing chip performs a dynamic measurement on the
server during operations after the startup of the server to obtain a dynamic measurement result,
and sends the dynamic measurement result and association evidence to the verification center,
where the association evidence is used for indicating that the first trusted computing chip and the
second trusted computing chip are disposed in the same server, for the verification center to
associate the static measurement result with the dynamic measurement result based on the
association evidence, and to verify integrity of a software system of the server based on
associated results.

[0088] Dynamic measurement: the dynamic measurement is mainly to ensure the security of
the software (or application programs) during the operations after a system is started up, where
the software is installed on the OS. The integrity of the system is detected in a manner such as

calling a monitoring system or periodically verifying the code integrity.
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[0089] During a specific implementation, the second trusted computing chip is mainly
responsible for acquiring data required for the dynamic measurement and generating the dynamic
measurement result.

[0090] For example, the second trusted computing chip may acquire static executable program
code of application programs and program code of the application programs in an internal
memory during the operations, (the "application programs" herein refer to all application
programs or a part of designated application programs in the server, and are installed on the OS),
and generate the dynamic measurement result (including the program code acquired by the
second trusted computing chip) based on the static executable program code of the application
programs and the program code of the application programs in the internal memory during the
operations.

[0091] During a specific implementation, the second trusted computing chip may perform a
dynamic measurement on the server based on a preset frequency, for example, once every 1
hour, once every 2 hours, once every 6 hours, or the like. The preset frequency may be adjusted
freely according to actual requirements, and is not limited herein.

[0092] During a specific implementation, the verification center may be a server or a server
cluster, and be used for verifying the measurement results sent by trusted computing chips (that
is, the static measurement result sent by the first trusted computing chip and the dynamic
measurement result sent by the second trusted computing chip) and for determining the security
of the software by the verification center (that is, whether the programs are complete or whether
the programs have been tampered with).

[0093] During a specific implementation, after obtaining a static measurement result, the first
trusted computing chip may send the static measurement result to the verification center, for the
verification center to verify the static measurement result.

[0094] For example, the first trusted computing chip may send the static measurement result
and the first device certificate to the verification center, for the verification center to perform the
security verification. The first device certificate is used for representing that the first trusted
computing chip is a trusted chip approved by the CA. After successively verifying the first
device certificate and the static measurement result, the verification center sends a verification
result (that is, the first verification result) to the first trusted computing chip, so as to notify the

first trusted computing chip of whether the program code of the BIOS, the OPROM, the
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Bootloader, and the OS is secure (that is, whether the program code is complete or whether the
program code has been tampered with).

[0095] Similarly, after obtaining a dynamic measurement result each time, the second trusted
computing chip may send the dynamic measurement result to the verification center, for the
verification center to verify the dynamic measurement result.

[0096] For example, the second trusted computing chip may send a dynamic measurement
result, a second device certificate, and association evidence to the verification center, for the
verification center to perform the security verification. The second device certificate is used for
representing that the second trusted computing chip is a trusted chip approved by the CA. The
association evidence is used for representing that the first trusted computing chip and the second
trusted computing chip are in the same server (that is, this dynamic measurement result and the
foregoing static measurement result are from the same server). After successively verifying the
second device certificate, the association evidence, and the dynamic measurement result, the
verification center sends a verification result (that is, the second verification result) to the second
trusted computing chip, so as to notify the second trusted computing chip of whether application
programs on the server are secure (that is, whether the programs are complete or whether the
programs have been tampered with).

[0097] During a specific implementation, the verification center may associate a static
measurement result with a dynamic measurement result from the same server based on the
association evidence, and then verify integrity of a software system of the server based on
associated results.

[0098] The verification center may generate a first verification result for the static measurement
result and return the first verification result to the first trusted computing chip. In addition, the
verification center may generate a second verification result for the dynamic measurement result,
add association evidence to the second verification result, and then return the second verification
result to the second trusted computing chip. The addition of the association evidence can prove
that the first verification result and the second verification result are results obtained by
performing the verification for the same server.

[0099] During a specific implementation, if the server finds that the first verification result
indicates that there are insecure factors (for example, whether the programs are complete, or the

programs have been tampered with) in the program code of the BIOS, the OPROM, the
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Bootloader, and the OS, first prompt information is outputted to prompt a technician to perform a
security check on the server.

[00100] Similarly, if the server finds that the second verification result indicates that there are
insecure factors (for example, whether the programs are complete, or the programs have been
tampered with) in the application programs on the server, second prompt information is
outputted to prompt a technician to perform a security check on the server.

[00101] Further, the server may perform a remote attestation to a remote host. The remote host is
a device that has a service connection with the server.

[00102] For example, when performing the remote attestation to the remote host, the server may
use the private key of the first trusted computing chip to perform signing (that is, perform private
key encryption) on the first verification result, and moreover, use the private key of the second
trusted computing chip to perform signing (that is, perform private key encryption) on the second
verification result; and send the first verification result, the first device certificate, the second
verification result, and the second device certificate that are packaged to the remote host. After
verifying the validity of the device certificates and the signatures, the remote host may trust the
verification result.

[00103] During a specific implementation, if it is found that the device certificates or the
signatures are invalid after verifying the device certificates and the signatures, the remote host
may not trust the verification result and reject to provide any service for the server. Alternatively,
if it is found that the verification result indicates that the software environment of the server is
not secure (that is, the programs are incomplete, or the programs have been tampered with), the
remote host may also reject to provide any service for the server.

[00104] The technical solution in this embodiment of this specification has at least the following
technical effects or advantages.

[00105] An embodiment of this specification discloses a trusted computing method, applicable
to a server, where the server is equipped with a first trusted computing chip and a second trusted
computing chip, and the method includes: performing, by the first trusted computing chip, a
static measurement on the server during startup of the server to obtain a static measurement
result, and sending the static measurement result to a verification center; and performing, by the
second trusted computing chip, a dynamic measurement on the server during operations after the

startup of the server to obtain a dynamic measurement result, and sending the dynamic
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measurement result and association evidence to the verification center, where the association
evidence is used for indicating that the first trusted computing chip and the second trusted
computing chip are disposed in the same server, for the verification center to associate the static
measurement result with the dynamic measurement result based on the association evidence, and
to verify integrity of a software system of the server based on associated results. Two associated
trusted computing chips are disposed in the server, where the first trusted computing chip is
configured to perform a static measurement on the server, and the second trusted computing chip
is configured to perform a dynamic measurement on the server. Both the static measurement
result and the dynamic measurement result are sent to a verification center. Therefore, the
verification center may verify the integrity of a software system of a service server based on the
static measurement result and the dynamic measurement result. In this way, a technical problem
in existing technologies that the reliability of computing results of trusted computing is lower
when trusted computing is performed on a server is resolved. This specification conducts both a
static measurement and a dynamic measurement, and improves the reliability of trusted
computing, thereby achieving a technical effect of meeting requirements of high-security
scenarios.

Embodiment 2
[00106] Based on the same inventive concept, as shown in FIG. 3, this embodiment provides a
server 200, including:
[00107] a main board 210;
[00108] a first trusted computing chip 201, disposed on the main board and configured to
perform a static measurement on the server during startup of the server to obtain a static
measurement result, and send the static measurement result to a verification center; and
[00109] a second trusted computing chip 202, disposed on the main board and configured to
perform a dynamic measurement on the server during operations after the startup of the server to
obtain a dynamic measurement result, and send the dynamic measurement result and association
evidence to the verification center, where
[00110] the association evidence is used for indicating that the first trusted computing chip 201
and the second trusted computing chip 202 are disposed in the same server, for the verification

center to associate the static measurement result with the dynamic measurement result based on
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the association evidence, and to verify integrity of a software system of the server based on
associated results.

[00111] In an optional embodiment, the first trusted computing chip 201 is inserted into an SPI
interface or an LPC interface on the server, and the second trusted computing chip 202 is
inserted into a PCIE interface, a SATA interface, or a USB interface on the server.

[00112] In an optional embodiment, the first trusted computing chip 201 is further configured to:
[00113] perform an initialization, and receive a first device certificate issued by a CA.

[00114] In an optional embodiment, the first trusted computing chip 201 is further configured to:
[00115] further send the first device certificate to the verification center when sending the static
measurement result to the verification center, for the verification center to verify the first device
certificate.

[00116] In an optional embodiment, the second trusted computing chip 202 is further configured
to:

[00117] perform an initialization, and receive a second device certificate issued by the CA.
[00118] In an optional embodiment, the second trusted computing chip 202 is further configured
to:

[00119] further send the first device certificate to the verification center when sending the static
measurement result to the verification center, for the verification center to verify the first device
certificate.

[00120] In an optional embodiment, the second trusted computing chip 202 is further configured
to:

[00121] receive the association evidence signed by the CA before the first trusted computing
chip 201 performs the static measurement on the server, where the association evidence is used
for representing that the first trusted computing chip 201 and the second trusted computing chip
202 are disposed in the same server.

[00122] In an optional embodiment, the association evidence includes:

[00123] identification information of the first trusted computing chip 201;

[00124] identification information of the second trusted computing chip 202; and

[00125] a signature of the CA.

[00126] In an optional embodiment, the first trusted computing chip 201 is configured to:
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[00127] acquire program code of a basic input/output system (BIOS), program code of a
Bootloader, and program code of an operating system (OS) that are in the server; and generate
the static measurement result based on the program code of the BIOS, the program code of the
Bootloader, and the program code of the OS.

[00128] In an optional embodiment, the second trusted computing chip 202 is configured to:
[00129] acquire static executable program code of application programs and program code of the
application programs in an internal memory during operations, where the application programs
are installed on the server; and generate the dynamic measurement result based on the static
executable program code of the application programs and the program code of the application
programs in the internal memory during the operations.

[00130] In an optional embodiment, the first trusted computing chip 201 is further configured to:
[00131] receive a first verification result fed back by the verification center, where the first
verification result corresponds to the static measurement.

[00132] In an optional embodiment, the second trusted computing chip 202 is further configured
to:

[00133] receive a second verification result fed back by the verification center, where the second
verification result corresponds to the dynamic measurement, and the second verification result
carries the association evidence.

[00134] The server described in this embodiment is a device adopted to implement a trusted
computing method according to embodiments of this specification. Therefore, based on the
trusted computing method described in the embodiments of this specification, a person skilled in
the art can learn specific implementations of the server in this embodiment and various variations
thereof, so details of how the server implements the method in the embodiments of this
specification will not be described herein. Any device that can be adopted by a person skilled in
the art to implement the trusted computing method in the embodiments of this specification shall
fall within the protection scope of this specification.

[00135] A person skilled in the art should understand that the embodiments of this specification
may be provided as a method, a system, or a computer program product. Therefore, the
embodiments of this specification may use a form of hardware only embodiments, software only
embodiments, or embodiments with a combination of software and hardware. Moreover, the

embodiments of this specification may use a form of a computer program product that is
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implemented on one or more computer-usable storage media (including but not limited to a disk
memory, a CD-ROM, an optical memory, and the like) that include computer-usable program
code.

[00136] The embodiments of this specification are described with reference to the flowcharts
and/or block diagrams of a method, a device (system), and a computer program product
according to the embodiments of this specification. It should be understood that computer
program instructions can implement each procedure and/or block in the flowcharts and/or block
diagrams and a combination of procedures and/or blocks in the flowcharts and/or block
diagrams. These computer program instructions may be provided to a general-purpose computer,
a special-purpose computer, an embedded processor, or a processor of another programmable
data processing device to generate a machine, so that an apparatus configured to implement
functions specified in one or more procedures in the flowcharts and/or one or more blocks in the
block diagrams is generated by using instructions executed by the computer or the processor of
another programmable data processing device.

[00137] These computer program instructions may alternatively be stored in a computer-
readable memory that can instruct a computer or another programmable data processing device
to work in a specific manner, so that the instructions stored in the computer-readable memory
generate an artifact that includes an instruction apparatus. The instruction apparatus implements
a specific function in one or more procedures in the flowcharts and/or in one or more blocks in
the block diagrams.

[00138] These computer program instructions may further be loaded onto a computer or another
programmable data processing device, so that a series of operations and steps are performed on
the computer or the another programmable device, thereby generating computer-implemented
processing. Therefore, the instructions executed on the computer or the another programmable
device provide steps for implementing a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[00139] Although preferable embodiments in the embodiments of this specification have been
described, once a person skilled in the art learns of the basic creative concept, additional changes
and modifications may be made to the embodiments. Therefore, the following claims are
intended to be construed as covering the exemplary embodiments and all changes and

modifications falling within the scope of the embodiments of this specification.
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[00140] Apparently, a person skilled in the art may make various modifications and variations to
the embodiments of this specification without departing from the spirit and scope of the
embodiments of this specification. In this way, if the modifications and variations of the
embodiments of this specification fall within the scope of the claims of the embodiments of this
specification and equivalent technologies thereof, the embodiments of this specification also

intend to include the changes and variations.
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CLAIMS

What is claimed is:

1. A trusted computing method, applicable to a server, wherein the server is equipped with a
first trusted computing chip and a second trusted computing chip, and the method comprises:

performing, by the first trusted computing chip, a static measurement on the server during
startup of the server to obtain a static measurement result, and sending the static measurement
result to a verification center; and

performing, by the second trusted computing chip, a dynamic measurement on the server
during operations after the startup of the server to obtain a dynamic measurement result, and
sending the dynamic measurement result and association evidence to the verification center;
wherein

the association evidence is used for indicating that the first trusted computing chip and the
second trusted computing chip are disposed in the same server, for the verification center to
associate the static measurement result with the dynamic measurement result based on the
association evidence, and to verify integrity of a software system of the server based on

associated results.

2. The method according to claim 1, wherein

the first trusted computing chip is inserted into a serial peripheral interface (SPI) interface
or a low pin count (LPC) interface on the server, and

the second trusted computing chip is inserted into a peripheral component interconnect
express (PCIE) interface, a serial advanced technology attachment (SATA) interface, or a

universal serial bus (USB) interface on the server.

3. The method according to claim 1, wherein

before the performing, by the first trusted computing chip, a static measurement on the
server, the method further comprises: receiving, by the first trusted computing chip, a first device
certificate issued by a certificate authority (CA); and receiving, by the second trusted computing

chip, a second device certificate issued by the CA, wherein
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when the first trusted computing chip sends the static measurement result to the verification
center, the first trusted computing chip further sends the first device certificate to the verification
center, for the verification center to verify the first device certificate, and

when the second trusted computing chip sends the dynamic measurement result to the
verification center, the second trusted computing chip further sends the second device certificate

to the verification center, for the verification center to verify the second device certificate.

4. The method according to claim 3, wherein before the performing, by the first trusted
computing chip, a static measurement on the server, the method further comprises:

receiving, by the second trusted computing chip, the association evidence signed by the CA.

5. The method according to claim 1, wherein the association evidence comprises:
identification information of the first trusted computing chip;
identification information of the second trusted computing chip; and

a signature of a certificate authority (CA).

6. The method according to claim 1, wherein the performing, by the first trusted computing
chip, a static measurement on the server to obtain a static measurement result comprises:

acquiring, by the first trusted computing chip, program code of a basic input/output system
(BIOS), program code of a Bootloader, and program code of an operating system (OS) that are in
the server; and

generating, by the first trusted computing chip, the static measurement result based on the

program code of the BIOS, the program code of the Bootloader, and the program code of the OS.

7. The method according to claim 1, wherein the performing, by the second trusted
computing chip, a dynamic measurement on the server to obtain a dynamic measurement result
comprises:

acquiring, by the second trusted computing chip, static executable program code of
application programs and program code of the application programs in an internal memory

during the operations, wherein the application programs are installed on the server; and
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generating, by the second trusted computing chip, the dynamic measurement result based on
the static executable program code of the application programs and the program code of the

application programs in the internal memory during the operations.

8. The method according to any one of claims 1 to 7, wherein after the sending, by the
second trusted computing chip, the dynamic measurement result and association evidence to the
verification center, the method further comprises:

receiving, by the first trusted computing chip, a first verification result fed back by the
verification center, wherein the first verification result corresponds to the static measurement;
and

receiving, by the second trusted computing chip, a second verification result fed back by the
verification center, wherein the second verification result corresponds to the dynamic

measurement, and the second verification result carries the association evidence.

9. A server, comprising:

a main board;

a first trusted computing chip, disposed on the main board and configured to perform a
static measurement on the server during startup of the server to obtain a static measurement
result, and send the static measurement result to a verification center; and

a second trusted computing chip, disposed on the main board and configured to perform a
dynamic measurement on the server during operations after the startup of the server to obtain a
dynamic measurement result, and send the dynamic measurement result and association evidence
to the verification center; wherein

the association evidence is used for indicating that the first trusted computing chip and the
second trusted computing chip are disposed in the same server, for the verification center to
associate the static measurement result with the dynamic measurement result based on the
association evidence, and to verify integrity of a software system of the server based on

associated results.

10. The server according to claim 9, wherein
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the first trusted computing chip is inserted into a serial peripheral interface (SPI) interface
or a low pin count (LPC) interface on the server, and

the second trusted computing chip is inserted into a peripheral component interconnect
express (PCIE) interface, a serial advanced technology attachment (SATA) interface, or a

universal serial bus (USB) interface on the server.

11. The server according to claim 9, wherein

the first trusted computing chip is further configured to:

receive a first device certificate issued by a certificate authority (CA) before performing the
static measurement on the server; and further send the first device certificate to the verification
center when sending the static measurement result to the verification center, for the verification
center to verify the first device certificate; and

the second trusted computing chip is further configured to:

receive a second device certificate issued by the CA before the first trusted computing chip
performs the static measurement on the server; and further send the second device certificate to
the verification center when sending the dynamic measurement result to the verification center,

for the verification center to verify the second device certificate.

12. The server according to claim 11, wherein the second trusted computing chip is further
configured to:
receive the association evidence signed by the CA before the first trusted computing chip

performs the static measurement on the server.

13. The server according to claim 9, wherein the association evidence comprises:
identification information of the first trusted computing chip;
identification information of the second trusted computing chip; and

a signature of a certificate authority (CA).

14. The server according to claim 9, wherein the first trusted computing chip is further

configured to:

23



acquire program code of a basic input/output system (BIOS), program code of a Bootloader,
and program code of an operating system (OS) that are in the server; and generate the static
measurement result based on the program code of the BIOS, the program code of the Bootloader,

and the program code of the OS.

15. The server according to claim 9, wherein the second trusted computing chip is further
configured to:

acquire static executable program code of application programs and program code of the
application programs in an internal memory during the operations, wherein the application
programs are installed on the server; and generate the dynamic measurement result based on the
static executable program code of the application programs and the program code of the

application programs in the internal memory during the operations.

16. The server according to any one of claims 9 to 15, wherein

the first trusted computing chip is further configured to: receive a first verification result fed
back by the verification center, wherein the first verification result corresponds to the static
measurement; and

the second trusted computing chip is further configured to receive a second verification
result fed back by the verification center, wherein the second verification result corresponds to

the dynamic measurement, and the second verification result carries the association evidence.
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