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SFORAGE*WEDI UM READ/ WRI TE APPARATUS, CARD SYSTEM ENCRYPTI ON KR Loy
UTI LI ZATI ON -METHOD, STATI ON SERVI CE SYSTEM AND CARD

| SSUI NG APPARATUS - BACKGROUND OF THE | NVENTI ON 1.

Field of the Invention . The present invention relates to a storage
mediumfor storing data; a read/wite apparatus for reading data from or
witing data to the storage nedium a card systemusing the storage nmedi um
and the read/wite apparatus; an encryption key wutilization nethod

sui t abl e f SI'ORAGEVMEDIUMe READ) WRIIE: APPARATUS!, | CARB c3X8TRM s FNCBYPTIONh as
an automatic ticket exam nation machine, which uses the elenents; and a

card i ssui ngFFACHT Hel ZADION MERHOD | RTATLQN SERVIEE SEILH AND CARQ ) 5
case where a card, correspondin S dium is subjected to
processing for paynment or rece|gFggFﬁﬁb%%?igSﬁggugh use of a read/wite
apparatus of an automatic fare collection machine, the security of the
cared nust be ensured. -For this reason, nutual authentlcatlon bet ween the
card and the. read/ wite apBREKSROS ; i 8d, and conmmuni cati on
bet ween the card ani the read/wite apparatus S encrypted Here, the
expr essi on*nut uBteadt REntPEafNBR"tABANS that the card deterni nes whet her
or not the read/ t a he card.i | eis
genui ne and that*®h Srggggﬁm}ﬁﬁgw%%ggrgglgggétg?n?nggb%ﬁgghggggymnggkth
card to whistbrihgedaead/ ardd ApPiabbparatis EBRMYBLE8LE dSta/ drdth okhe
card wusually determnes the read/wite apparatus to be genuine by neans
of checki ngrifidnigedaser fot thike stoadoer medigppararagsdusestennugppoopheat e

ti ke d the field of t
Spggggs:gg1tp%€g%ng %&@j%%%ﬁge read/wrlég aﬂ%afé%us;oanﬁgggxy'éf%n key

utlllzatlon method suitable for use w1th the card system; a

stat10nserv1cesystem,suchasan1automat1ct1cketexamlnatlon

) machipe, which uses the elements; and a card issuing machine.

2. _ Descriptien of the Related Art

' In a case-where a card, corresponding to a storage medium,
is subjected to processing for payment or receipt-of-money
through use of a read/write apparatus of an automatic fare
collectioh.machine, the security of the cared must be ensured.
For this reason, mutual authentication between the card and the
read/write apparatus is usually effected, and communication
between the eard and the read/write apparaeus is encrypted.
Here, the expression “mutual authentication” means that the
card determines whether or not the read/write apparatus with
which the card is to communicate is genuine and that the
read/write apparatus determines whether or not the card to which
the read/write apparatus is to communicate is valid. The card
usually determines the read/write apparatus to be genuine by
means of checking whether or not the read/write apparatus uses
an appropriate encryption key, and vice versa.

In the field of encryption processing, there is a system

9904420-8 .

[ 07 SEP 1999



in mhigﬁLan identical encryption key (i.e., a common encryption Kkey) is
«used for all the cards and the read/wite apparatus. This type of system

suffers a drawback in that if the conmon encryption key is |eaked, the

security of the entire systemis conprom sed. To elimnate the

dr awback, another system enhances security by storing a plurality of

encryption keys in the card and the read/wite apparatus. Wen the

read/ wite apparatus authenticates the card by nmeans of encryptlon any

one of theln phichl &nidsntdmalypnronprkéys key dsed -y a@h&@fﬂ“?n encryptin s

system al so_di sadvant t he encr t ion keys

| |
bei ng i nt &fE et Ucﬁfr‘?%ous %353’?08\‘{‘%1% af“ralﬂz H‘Fu’é%a%‘fw’fhtéeei?ﬁﬁ %% keys.
Particul ardy; ﬂd\/ Qﬁgisﬁ,}/e r eagu%&%cfal aﬁws,g@izumhcf'amaenlfstﬁét@&moﬁbed

bet ween t he car /write apparatus, e risk conpromse is

i ncr eased. edcrgmiced alel e igehsaked | cied iskicnatie yt b8 thieslenitd rieosyshamgis al |
the plurality of encryptlon keys to other encryption keys in unison.
However, cHREMFORE-284t he encryptlon keys in unison |s V|rtuaIIy i npossi bl e

in view of the f hat r er, of_c¢c rds are and used
ﬁﬂ/ﬁ\#ﬁ fed'eh rg)%% nt219 venﬁlsc}’ns Ei-ﬂ,

SUVMARY OF THE | n Been cohcei ved in

conSIderatsé&hrpéyws%@\iﬁgdswuﬁeﬁﬂ %ffnéﬁékyﬁw@ﬁqmy@&@ fRe i et Of
the present inventiion is to enable updating of an encryption key, as

needed; fandxamplmsadgbrridt appdatusy oWhan ther ypad owr key appaxpdas i ng of
an encryption key in danger of being cracked, wthout involvin random use

of all en@YPeni&kayRs wand bysmeang| ¢4 SRaRYRE 1fbe 881t 9P L Hifgi ng

[ uni'son & play ALy e SlcRRSLIShT RyEYS L& ethidi it or age medi um

Thié system also disadvantageously involves a risk of all
the encryption keys being intercepted during the course of
__randoﬁ use of the encryption keys. Particularly, in a case
'fwherecontéctlesscommunicationisestablishedbetweenthecard

’and the read/write apparatus, the risk of compromise is
increased. A conceivable measure to eliminate the risk is to
change all the plurality of encryption keys to other encryption
keys in unison. However, changing of the encryption keys in
unison is virtually impossible_in view of the fact that a great

number of cards are issued and used.

SUMMARY OF THE INVENTION

_ The present invention has been conceived in consideration
of the above-described technical problem, and an object of the
present invention is to enable updating of an encryption key,
as needed; for example, periodic updating of an encryption key
or updating of an encryption key in danger of being cracked,
without involving random use of all encryption keys, as well
as to eliminate a necessity for changing in unison a plurality

of encryption keys stored in a storage medium.
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To ‘achieve the for egoi ng object, the present invention has the follow ng

.configuration. According to a first aspect of the present invention,

there is provided a storage nedium configured so as to effect

aut henti cati on and establish communication with a read/wite apparatus

t hrough use of an encryption key, the storage nedium conpri sing:
encryption key storage neans for storing a plurality of encryption keys;
encryption key sel ection neans for selecting any one from anong the
plurality of encrypidchiewerhestforedoingt bbjentr ypheoprekeyt sinvagei omans;
and encryption key update neans for updating the thus- selected
encrypt i omh&eythy FHRBHRWHII LRt hsmitted from the read/wite

appar at us. N exps.essi "update”, re se h§ J
encryption key t%%‘%_é)e]ir(gl%%lrlcreoen%P%/leztsjs:deg&lpsel%hgonfgetcﬁ S 35 Igensoﬁérl%@n%%}’
plurality ofef8ClyRidc¥1deRYS 3PEribe riduisu® AatiRfhr Ty Bkl 09 &Efeds used.
Every time the encryption key is updated, another of the plurality of
encrypt i onakelysni scaskbon dnd |esdabdfi shheommony phicdonk ey thhat réwd/ wekhe used
before this tine. Communj cati on established between the storage
medi um and@PRFAEAFRRFAAARRD HEBAhtTsSREFYBELIRP Rl ot G FEPLage medium
Preferably, ﬁéfiéf [wite apparatus rewites at | east one of the
plurality o7 ncryption keys stored in the encryption key storage neans.

According to a sesergbtspedeyobtbhagpresens foweidrdmg at peuealstprofi ded a
read/ wite apparatus configured so as to effect authentication and
establ i sh eopRYPEteR @y th a ' 3

encryption key selection means for selecting any one from
among the plurality of encryption keys stored in the encryption
key storage means; and

éncryption key update means for updating the thus-
selecﬁed encryption key by means of a command transmitted from
the -read/write apparatus.

Here, the expression “update” represents that the
encryption key that is currently used is changed to another of
the plurality of encryption keys and the thus-selected
encryption.key is used. Everyltime the encryption key is
updated, another of the plurality of encryption keys is,uséd
in lieu of the encryption key that has been ﬁsed before this
time.

Communication established between the storage medium and
the read/write apparatus may be wired or wireless.

Preferably, the read/write apparatus rewrites at least
one of the plurality of encryption keys stored in the encryption
key storage means.

According to a second aspect of the present invention,
there is provided a read/write apparatus configured so as to

effect authentication and establish communication with a
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storage medi um through use of an encryption key; the apparatus conprising:,
.encryption key storage neans for storing a plurality of encryption keys;
encryption key sel ection neans for selecting any one from anong the
plurality of encryption keys stored in the encryption key storage neans;
encryption key awareness neans for becom ng aware of, on the basis of a
response fromthe storage nedi um whether or not the encryption key that
is currently used by the storage nmedium corresponds to an encryption key
used in t hetpasgemedium thregow ise afpparencsypbhdn key: thecappgpetvd key
update command transm ssion neans which transmts a command for updating

t he encryptPBRIkEY"Sf the storage nedi um when the encryption key currently

d by th t j d i iggth
used by the Spfée e?%%@%’“%%”rs”‘%ﬁ?%?- Rehfls 2o £ g PRI A ﬁggérﬁig@g ggthe

past . y rea Ite apparatus co ncryption
key changi egcfgptisohokegiangi ng the encryption key to be used by the
read/ wite apparatus, in response to a conmand i ssued by a higher-|evel
‘appar at us. encryetbenlkey sehection aganselienfelantingsany aneafrodne of

e D g RPN O B P Eon ks a5 LR G5By
conpri si N0key storag® R@LAsSOrresponding to the storage nmediumas defined
in the first aspect; and the read/ wite apparatus as defined in
any one of the efcrgptaon lsgcandraspssimeans for bewhrmingrawdre ko, on
encrypt Ontrl?gybacsuirsr g?"t;yreussb%%s%yfggr% gl?er dstorage medium, whether' or not
the encryption key that is currently used by the storage medium
correspondq to an encryption key used in the past by the
red/write apparatus; and

éncryption key update command transmission means which
fransmits a command for updating the encryption key of the
storage medium when the encryption key currently used by the
storage medium corresponds to an encryption key used in the
past.

Preferably, the read/write apparatus comprises
encryption key changing means for changiné the encryption key
to be used by the read/write apparatus, in response to a cor_nmahd
issued by a higher-level apparatus. . '

Preferably, the storage medium rewrites at least one of
the-plurality of encryption keys stored.

According to a third aspect of the present invention,
there is provided a card system comprising:

a card corresponding to the storage medium as defined in
the first aspect; and

the read/write apparatus as defined in any one of the

first and second aspects;

wherein if the encryption key currently used by the card



corresponds to an encryption key used by .the read/wite apparatus in the
. past, the encryption key of the card is updated, and then nutual :
aut.henti cati on between the card and the read/wite apparatus is effected

t hrough use of the thus- updated encryption key. According to a
fourth aspect of the present invention, there-is provided an encryption
key utilization nmethod -conprising the steps. of; storing a plurality

of encryption keys in a storage nedium and a read/wite apparatus;

det er m ni ngowheshendsr toodnaenatght tan skeybesedehyahheeneaypwronekey used
by the storage nmedi um and an encryption key used by the read/wite

appar at us, @BBPaEBRBALIMENE PRFEr ER SNCTYRIEARNKRY BhdhR ak¢ thEPEAERYNt i on
key used by_t.h o] i t L5t f t S age

redi um i RO EpRhrhaESe L "ERLHERPLC Bl S BORARED Ffis EREY' BaGtRE T,
read/ witereaBparatdSapparatusdeseenfatndd thr8agRvhsh 6¥i ghe, twhsther or
not the encryption key used by the storage nedi um corresponds to an
encrypt i onukdgtededncnyphéopakey. by conparing the cipher data transnitted
~fromthe storage_nediumwi th the cipher data _en ryﬁted b¥ the encryption

key used by the PESAFMITet ATt 5P eH e Padhe BRGSENTt INVERLAGRY {1t ng
to th t i A d k g ti k
o the stoggde.nmedi H%g?g%ﬁi ?Rfﬁfeieggﬁggoﬁoke ug@@ia935&g§ ?xE‘EBXH lon key

used by the storage”! ryptio ey use e storage
medi um cor eempeidingoths seapsyptton key used in the past; ~ wherein
the storage nedi um updates_the encryption key in response to the update
command. Atestag mgrieral 1Y of eRperRt b9n kieyspir detitoragenedsHm

5

and a read/write apparatus;
deteymining whether or not a match exists between an
encryption key used by the storage medium and an encryption key
~ used Ey the read/write apparatus, by comparing cipher data,
' which are encoded by the encryption key used by the storage
. medium and are transmitted from the storage medium, with cipher
data encrypted by the encryption key used by the read/write
apparatus;
determining, if no match exists, whether or not the
encryption key used by the stbrage medium corresponds to an
encryption key used in the past, by comparing the ciphe{ data
traﬁsmitted from the storage medium with tﬂe cipher data
encrypted by the encryption key used by the read/write apparatus
in the past; and
transmitting to the storage medium an update command for
updating the encryption key used by the storage medium if the
encryption key used by the storage medium éorresponds to an
encryption key used in the past;
wherein the storage medium updates the encryption key in
response to the update command.

According to a fifth aspect of the present invention,



there is provided a station service system conprising: a boarding
,card corresponding to the storage nediumas defined in the first aspect;

and an automatic ticket exam nation nachine equi pped with the
read/ wite apparatus as defined in any one of the first and second
aspects; wherein the read/ wite apparatus determ nes whether or not’

a match exists between an encryption key used by the boarding card and an
encryption key used by the read/wite apparatus, by conparing. cipher

data, whicthere hcoedidgd tahes ek gpt sorvikeysyseem byompel $bd i ng card
and are transmtted fromthe oardi ng car.d, wth,cipher _data encrypted by
the encryption I&?’o"’lfég‘d‘%fatr cPE&&F%i"l“l%éngpﬂié?r H‘ﬁs,gtt]orage m?ngIB %'Etch
exists, th ﬁ@gé it rng nes whether or not the encryption
key used bcge#[ e &édﬁ%pﬁé% Lhzsrr-eg'pg%l@% to an encryption key used in the
past, by conparidgautbfachipheickiat axsnanatibhethdhione eheippaddiingh ched Wi th
the cipher data encrypted by the encryption key used by the read/wite
appar at us ¥erdfier bastapparatus jgs tdrf bmed yir | Y keye uetdthy FhESHodrdi ng
card corresponds_to an encryption key used in the.past, an update conmmand
for. updat??}‘go? WY Pti on key used by the boarding card is transmitted

to the boarding pashi@nthe tr@%db%i@enQp%%rr@t‘th[%d@E%%rhﬁ%e%nﬁhéﬁhEQnokey in
response to the wupdate conmand. ccording to a sixth aspect of the

present i nvengimatch eRésésiketpraan daerecsimEtiankegrudeskbyg techogodpng si ng:
a boarding card corresponding to the storage nediumas  defined in the
first aspe€dTd AR an encryptaog keyuvs§onR¥nFhe Eﬁﬁ%ﬁéatw FRPRRARLUS,

read/wwitE%y comparing- cipher data, which arésencoded by the encryption
key used by the boarding card and are transmitted from the
boarding card, with cipher data encrypted by the encryption key
_used by the read/write apparatus; ‘

if no match exists, the read/writé apparatus_determines
whether or not the encryption key used by the_boarding card
corresponds to an encryption key used in the past, by comparing
the cipher data transmitted from the boarding card with the
cipher data encrypted by the enéryption key used by the
read/write apparatus in the past;

if the encryption key used by the boarding card
corresponds to an encryption key used in thé.past, an update
command for updating the encryption key used by the boérding
card is transmitted to the boarding card; and
the boarding card updates the encryption key in response to the
update command.

According to a sixth aspect of the present invention,
there is provided a station service system comprising:

a boarding card corresponding to the storage medium as
defined in the first aspect; and

a card issuing machine equipped with the read/write



apparatus as defined in the second aspect, wherein the read/wite
.apparatus rewites a plurality of encryption keys stored in the boarding

card at the tine of issue of the boarding card. According to a
seventh aspect of the present invention, there is provided a card jissuing
machi ne conpri si ng: _ a boarding card corresponding to the storage
medium as defined in the first aspect; wherein the boarding card is

issued by witing, into eneé%p;ion key storage means of the boarding card,
an encrypt3Rper&eys thatdeEined rie iy SRENARPREPT urdIE§L dftéhcr ypti on

keys to be used in the future, an electl he_en o) t hat
i's current’f?/a(%g"éﬂl%?/ ah‘%?aanrsat-'o“1‘s é:neg’rrg‘f):%éo% Egyggigggt?gneﬁé%gé]{é}gn k;?é’ys The
storage megh e NGl YRE HHB HPchBd BNt hkO: M€ off €880¥Id#t €namsl &l usg and
decrypts data received fromthe sane, through use of any one of the

plurality edréncryption keys. Even if one of the plurality of encryption
keys is cracked, the security of the entire station service systemis not

conpromi sed, WP HHIY Tt ReP A SREBEIREFh Ath&ENEoRRBRCBRYRT o key
system Fﬁgéggrist ovitd \%‘r:cfa{}&e%éxﬁtrgf ﬁ&%ﬂéﬁ%@ﬁ%eﬁ:f means of  a

command i sSuéd by the rea e appara as nee ore, in

contrast with the KaEHd @2ald Speiredpbhating’ asdeAtystsesgalhedNn as
encryption keys, in the station service systemaccording to the present

i nvent i on,defiered i in athaichirshesrgctthance that all the encryption keys

wi Il be intercepted and. cracked,, I.n the storage medi um according to
the present invef§TH" Hie | difge GHr9 Hed p‘li?r"aﬁqotki/}gd‘fr]etrmpt’i”&? keys

gggapgt Lg%&é}ymé& K8y S ¥R hOT KENe l;%a%%%; Sdrd han' &AW {dh
key that is,currently used and a plurality of encryption keys
to be used in the future, and by selecting the encryption key
. that iS currently used by means of encryption key selection
* means. | '

The storage medium encrypts data to be sent to the
read/write apparatus and decrypts data received from the same,
through use of any one of the plurality of encryption keys. 'Even
if one of the plurality of-encryption keys is cracked, the
security of the entire station service system is not compromised,
whichwouldotherwiseoccurjJ1thecommonencryptionkeysy§tem.
Further, the éncryption key to be used is upéated by means of
a command issued by the read/write apparatus, as needed.
Therefore, in contrast with the conventional system that
randomly uses all the encryption keys, in the station service
system according to the present invention, there is a much
smaller chance that all the encryption keys will be intercepted
and cracked.

In the storage medium according to the present invention,

at least one of the plurality of encryption keys can be rewritten

to a new encryption key by means of the read/write apparatus

~



before all the plurality of encryption keys stored in the storage medium .
.are used through updating. Consequently, the encryption key can be updated
to.a new encryption key without Ilimt. The read/wite apparatus
det erm nes whether or not an encryption key used by the storage nmedi um
corresponds to an encryption key used by the read/ wite apparatus in the
past. If the encryption key is determned to correspond to a key used in
the past, an update command is transmitted to the storage nedium so that
t he encrypeefrr&edd Lisehle mylutml st orafenetyRiior e v sifrrr@dn Addr dingly,
t he encryption key of. the storage, nmedi mcgn be matéhed w th ihe st
current en%‘??ﬁﬁ?%ﬁ“qéﬁ)‘"f & YS& &W@Hﬁhu BE1BY -t NeCPRBEr R LY a%ig%r at us.
In the re [ =Y , hih i t medi um
aéim%égll@rm@éﬁtc% bk ep&QEéapéé%nwﬁggﬁgpfegon FQ%S&PEI?&&

i s changed acc ng to a command 1 ssued by a eve pparatus. The
encryptionikeycihat is currently used can be changed to a new encryption
key by nmeans of a command issued by a higher-|evel apparatus, as needed,
for exanple, pefhodiead/wridie iapraataiedeterningr VIRV iUh N &8hat i s
currently used is. considered.to b n_danger of ,being cracked Further, in

conbi nat i ofP ik YRE1PE %’Felb%?%gb%p%r’elat?%%r, ThCTHER yPIT o R TS B the

storage neghEPysEL G SR PR dERE @J(?_e@l;hevvir%adt/b&i%wagpﬁ_&x%gomnk@b{e past. In
the read/wite apparatus according to the presen i nvention, at |east one
of the pl ulfltheyenErgptigptkayn ikkegstesnbned i colreespondgeo reeymsad
rewitten, and hence the encryption keys can be rewitten to new

encrypti ontikeyie RAre amyupdake SREMARG &8 kEPBSBLbEEH PR the stoFage
e Spe eI Sl UL A9 Unofe, Ry £A0°LL00a0 kL 68
8" can be updated. Accordingly, the encryption key of the storage
' medium can be matched with the most current encryption key that
is cufrently used by the read/write apparatus.

In the read/write appératus, the encryption key used by
the storage medium is changed according to a command issued by
a higher-level apparatus. The encryption key that is currently
used can be changed to a new encryption key by means of a command
issued by a higher—ievel apparatus, as needed; for example,
periédically or in the event that the encryption key that is
currently used is considered to be in danger of being cragked.
Further, in combination with the foregoing éperation, the
encryption - key used by the storage medium an also be matched
with the new encryption key.

In the read/write apparatus according to the present
invention, at least one of the plurality of encryption keys
stored in the storage medium is rewritten, and hence the
encryption keys can be rewritten to new encryption keys before
all the encryption keys stored in the storage medium are
sequentially updated and used, thereby enabling unlimited

updating of the encryption key to a new encryption key.



In the card system according to the present invention, in the event that
.ho match exi sts between the encryption key of the card and the encryption
key of the read/wite apparatus, so long as the encryption key of the card
corresponds to an encryption key used in the past, the encryption key of
the card is updated so as to match the encryption key of the read/wite
appar atus, thus enabling nmutual authentication. Under the encryption
key utilization nmethod according to the present invention, the read/wite
appar at us det er imndshe Wagthsyséemetccarmanghtextbespbesertnizyeric®ypt i on

key used by the stora nmedi um and an.encrypti on key used by the
Ll et RS Ut Epaboaeimeian 834 E0S ¥R 30N EYtSE emdt LR Ke%r age

medi um wi t@fce'h%h§5r&aér@d BREr IRL B OYorld Ny §RUHY L8 q/GRRREA MSardfudl0 Mt ch

exi sts, the read/wite apparatus et erm nes et her "or not e encryption
key used byothéngtas agee drech yiit Toxi riespodfisti® GdrE&ncsypéspondeytaisad by
the read/wite apparatus in the past. |If the encryption key used by the
“boar di ng cendryptIes Keydesed ithé&heneagpt itdre kagryssdonnkenehiibe caxde

encryption, ke f_the storage i is updated so th he_ engryption key
of the st ol AGPIRERUAPCAR SREET ThERBrEPERIPbRo™ Y OF ERE Fetl (aire

appar at us. gpparatud N €Mis & O &Rt €51 SYStidRaccor dbng to the present
invention, a plurality of encryption keys for use in encryption processing
ef fect ed bet weerUnder hbarenogyphion &ey théliveadbnmdtehapparcatdsngftd he

automatic ticket exam npation machine are stored in the boarding card and
the read/ wFpe ePrepRal st MEen N stleh§ oFF 3R W Hee SRRBM T e et 1178 e

chance  of (SECHEL LY elng, qammrotiaed, waiehopouldepLbormse poguisla the

common encryp y Sy common encry I's? cracked.

Further, the eRerypdiade kydiwm endised éscrpsiei &l key used by the
> read/write apparatus, by comparing cipher data received from
_ the stérage medium with cipher data encrypted by the read/write
apparatus. If no maﬁch exists, the read/write apparatus
’ determines whether or not the gncryption key used by the storage
medium corresponds to an encryption key used by the read/write
apparatus in the past. If the encryption key used by the
boarding card éorrespo_nds to the encryption key used in the past,
the encryption key of the storage medium is updated so that the
encryption key of the storage medium can mat;h the encryption
key of the réad/write apparatus.

In;the station service system according to the present
invention, a plurality of encryption keys for use in encryption
processing effected between the boarding card and the
read/write apparatus of the automatic ticket examination
machine are stored in the boarding card and the read/write
apparatus. The station service system involves little chance
of security being compromised, which would otherwise occur in
the common encryption key system when the common encryption key

is cracked. Further, the encryption key to be used is updated



~according to a command i ssued by the read/wite apparatus, as needed. .
. Therefore, in contrast wwth the conventional system that randonmly uses al

t he- encryption keys, the station service systeminvolves little chance
that all the encryption keys will be intercepted and cracked. In the
station service systemaccording to the present invention, the card

i ssuing machine rewites the plurality of encryption keys stored in a
boarding card at the tinme of issue of the boarding card, thereby enabling
unlimited apdardigg dfo theommand issuednty \yitd areadd\witid ea apparatiesypason

key. The card issuing machi ne may be arranged not to recover

expi r ed bo%?ﬁ?ﬁﬁ'céﬂlfsredfﬂf‘%eilé’sﬁé’nttﬁ aé’lltgcfr Fe8oBYEPE-RRA-cAYEES™put to
i Ssue new ' 8 t,qtih [ i f hoar di ards,
the. encr yprian By S s ek o tm o ey, LRGSR AP LEEIEr
keys to besyseémiimidlerdaul itelerghardie vhiatt£ll ithieOehBLySed 65 Keyishoul 1

i nvol venment of nutual authentication. Thus, the new boarding cards canbe

i ssued suche interceptedcayptsoackeg.that is currently used is sel ected.

BRI EF DESCRI PTI_ON . THE DRAW NGS FIG 1 is_a schematjc diagram
showi ng a%gttgyeio%#]a%]e‘?rbF?EVlgﬁsﬁy&ﬁ%%S?afﬂbn?6%‘?1*‘?%?585?353!‘&“‘6?“&%“' _
present | nygAtdHA issuing fikEhidel Pedr PEESPEH 'p\i%r\élﬁl."ﬁf Q@%Hargﬁtﬁaﬁomt' ¢
ti cket exam nation machine; FIG 3 i1s a bloc i agram showi ng a
boar di ng cdeds stored EinGa doaxdd nigaldasds laewiting: tthienet @ft drstssieofofertdyeypt i on

storage nenpry of the boarding card; i FIG 5 is a _block diagram
showi ng a rBAAFH# 1Y cCapPar Bogseby enabling uplimiked ppdathedi af the

expiration dates of e§8£§591£8“k5§y§6 a new encryption key. _ .

The card issuing machine may be arranged not to recover
expired boarding cards and reissue them as recycled boarding
cards; but to issue new boarding cards. At the time of issue

; of the ngw'boarding cards, the encryption key that is currently
used and a plurality of_.encryption keys to be used in the future
may bé written intoe the cards without involvement of mutual
authentication. Thus, the newboarding cards canbe issued such

that the encryption key that is currently used is selected.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram showing é.station service
system according to an embodiﬁent of the present invention:;

FIG. 2 is a perspective view showing an automatic ticket
examination machine;

FIG. 3 is a block diagram showing a boarding card;

FIG. 4 is a table showing the contents of encryption
storage memory of the boarding card:

FIG. 5 is a block diagram showing a read/write apparatus;

FIG. 6 is a table showing the expiration dates of

encryption keys;

10
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FIG 7 is a table showing the contents of- boarding card encryption key

.storage nenory of the read/wite apparatus; FIG 8 is a flowhart

for describing the operation of the read/wite apparatus of an automatic
ti cket exam nation machine; FIG 9 is a flowhart for describing an
operation for nutual authentication; and FIG 10 is a flowhart for
describing the operation of the read/wite apparatus of a card issuing
machi ne. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS A
preferred enbodi Féft- df ishe Wk mhawiventhencantenbs ofdaRardierp iGR1dkt ai |
her ei nbel ow by ref.erence tqQ the acconpanyi dr awi hgs.. FIG 1is a
schemati ¢ &ngéryg 9oy St%ﬁ’é: a&?ef’%ﬂn}o%cé’#f &3\3’7 Efﬁa(?:ﬁ&lta? SPRATETUSEr vi ce
system to which fhe pgesents) bNERREE Fdy 8e8BRELEHy tHk LR rARaWNIE the
reference nuneral 7 designates a boarding card, Such as a comuting pass,
which is. freawdfitemappsiratage afedn@autengit i tdakeac idxess natdrmini cat i ons

|C card); 6 designates a read/wite apparatus (a reader/witer) which
est abl i she®a&i&ct | ess comunication with the boarding card 7; 1

desi gnates an autqpat i9c i%i ckef_tl[oﬁqecté%gtp?gg ;)Dj eré%%%ri%' %nd%%é;%%%tig% g qar d

I ssui ng apparatus ™ équip ed Wi W1t e "appar at us esignates a

fare adj ugdyrRnRll RGNS iRGHIRREd aMd h the read/wite apparatus 6; and 25
desi gnates a host computer for controlling all these elenents. The

plurality of aut&®&ti 0t isket féxwchaati bor destritebnd el ddexrdtaran of
adj ustment nachines 5 are installed in the statiaqn precincts. The

boar di ng c&N® 7SR/ WEd(r&d ARPANRE USard iBs SRTHY iPSeHinge machine. 4, and
data, such as a block of railroad track and an expiration

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A preferred embodiment of the present invention will be
described in detail hereinbelow by reference to the
accompanying drawings.

FIG. 1 is.a schematic diagram showing the overall
‘configuration of a station service system to which the present
invention is applied. In the drawing, reference numeral 7
désignates a boarding card, such as a commuting pass, ﬁhich is
formed from a storage medium (e.g., a contactless
communications IC card); 6 designates a read/write apparatus
(a reader/writer) which establishes contactléss communication
with the boarding card 7; 1 designates an automatic ticket
.examination machine; 4 designates a card issuing épparatus
equipped with the read/write apparatus 6; 5 designates a fare
adjustment machine equipped with the read/write apparatus 6;
and 25 designates a host computer for controlling all these
elements. The plurality of automatic ticket examination
machines 1 and the fare adjustment machines 5 are installed in
the station precincts.

The boarding card 7 is issued by the card issuing machine

11



date, are recorded on the boarding card 7. The thus-issued boarding card 7.
.is examned by the automatic ticket exam nation nachine 1. Each of the
card issuing nmachines 4 and the automatic ticket exam nation nmachines 1 is
equi pped with the read/wite apparatus 6. The card issuing machi nes 4 and
the automatic ticket exam nation machines 1 are higher in |evel than the
read/ wite apparatus 6, and the host conputer 25 is higher in |evel than

t he card issuing machi nes 4 and the automatic ticket. exam natioon machi nes

1. The aut dmeeh€ d3tEeBUERAF RPLBRK HalRihECRY|tIRfieans *DGXFE IO f ace
i its 27 d b t t LW |
circurts &a%nﬁgné%? ?@jﬁ%@%ﬁg{# e h q%%’ﬂ?ﬂ’iﬁ to:%géia'“ld PR gﬁﬂswﬁ.ls&ﬁed

appar at us a control ¢irc The“card 1Ssuing nmachi ne

4 conpri seoaadiRld Sdrdi Nt ardaagindd oyl tie AAt3NA LIS DEEMEE AN d2ASion
conputer 25 and the read/wite apparatus 6, nenory 34, and a control

consol e 35madRdiner EncEanhmef dlhe, cand dis swilhig rechiseels drandthefaltavitig

description, are assigned to a b)Jock constituting the . read/ wi appar at us
6 K iHeio@ R HeAgn RRCBREFS ot 1'oh eRb} PRECOPUF AT HaRS Hhidsont

enbodi ment .a?#aléatﬁ;hsbré ©f rhedeach! 28dyRhlOhalRindESE! LAY eAcOhutBRaRILNC Pl

configurati the system ut ARentrcation using an encryption key

and comunitdaikedN exand reftfies] atdighnemen tdie bdayhdindrcdietrel anrhr e

read/ wite apparatus 6 in order to ensure security of the station service

system In /pirddenereaediugeht  antet o hasli 6gMPESRE dar &f i igher ddopt ed

in order tq O\éﬁrﬁﬁme t.he drawback.of the congent
e

processi ng Y .an'fjhe ca {’ﬁ%u{’?%é"a(ﬁmj%essu acﬂé t%ﬁgl %"gg&égg%écgrc&e}: a
Dot o P AR 5, Ot el Mg et andcnn (1o
12 - machimet 1 d norledistsea TPUe26 edatypfaoe deycyftos 2@xeempl 8 beiwveen
encryption the host computer 25 and the read/write apparatus 6, memory 29,
~and a control circuit 30. The card issuing machine 4 comprises
a CPU 31, interface circuits 32 and 33 between the host computer
.25 and the read/write apparatus 6, memory 34, and a control
conscle 35. Reference numerals, which will be used in the
followingdescription,arééssignedtx>ablockconstitutingthe
read/write apparatus 6. . |
A method of using the encryption key according to the
present embodiment will be briefly described prior to ‘
description of the principal configuration éf the system.
Au_thentica;cion using an encryption key and communication
are .effected between the boarding card 7 and the read/write
épparatus 6 in order-to ensure security of the station service
system. In the present embodiment, the following
configuration is adopted in order to overcome the drawback of
the conventional encryption processing system.
At the time of issue of the boarding card 7, a plurality
of encryption keys to be used in the future are stored in the
boarding card 7 beforehand. The boarding card 7 is set such

12
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key to be used at the tine of issue of the boarding card) from anong the
plurality of encryption keys is used. Wen an update command is issued
fromthe read/ wite apparatus 6, the encryption key is updated to anot her
encryption key designated by the update conmand, and the thus-updated
encryption key is used. A plurality of boarding cards 7 are
sequentially issued over a long period of tinme, and hence the plurality of
encryption keys recorded on the boarding cards 7 are sequentially sw tched
to new encrifitti arPedetemsinashanespt doplkavak Foy eofammios y phiemer keyisor( f or
exanmpl e, K K3, K4 ng.K5) .are recorded on an ol d,boarding card 7
i ssgg.d int eé’%&sg,e léi%daﬁi‘tot%ﬁ‘?r%bfnﬁr%fiJti/suebf’feﬁEFy]B?FSHley%a’E‘Pgrf%rrpl e,
K2, K3, K4, - C ihg ' [

antShg 2Rd ;Kﬁ)rﬁﬁc¥ b% @ﬁ@%%‘&? ﬁ%‘y@ ggfﬁscléé‘. & 4n tﬁ;ﬁ&eé[ec\‘z% en

| at er. Hence, comon encryption keys and K5) exI's

the two beambiaryl dar dsshiedArt raind téec meid /et ikey aptbraty o) ithenot
recorded on the new boarding card 7, is recorded on the old boarding card
7. 1n cont PRKTYRE idwkeKcks pipdesk ekelyo (@®thesheshrypsivs key st gnetidre
future and t.r rded on the o boar di n card 7, is recorded on the
new boar di r]?dﬁ 5&%&95396 comiay p"ﬁ’lﬂ glhlet gf‘Bf“gﬂé?gﬁgi BRCKEPEILR RIS
recorded omsald. the boarding cards 7 are usable, and these encryption keys
are used in sequence. At | east one old encryption key (e.g., Kil),
whi ch-was used Pnplbeapaty bdfitbdardiotg wsedsclraeatdgquenth Ok encyygy | on
key (e.g., lge%) Llhat i's current|ly used are stored in the read/wite

appar at us 8VEFhR L1ORGBREIUh Ok N, gnd hency shgpdurality of emaryption

read/ writeap; t i . LS of ares se fromthe
. boar di ng car§ 7£t ggﬁ‘gﬁ%@o%‘rﬁb%ql% Eggd?aﬁare Seqientr2PTy switehe 13
| Wi th the baarfeneneaigbtion Réys) ke e8ghyPEHON ABYuk819ty & Jencryption -

|
{ keys (for example, K1, K2, K3, K4, and K5) are recorded on an

5 old bo.arding card 7 issued in the past, and another plurality

of encryption keys (for example, K2, K3, K4, K5, and K6) are
rec_orded on a new boarding card 7 issued later. Hence, common
encryption keys (K2, K3, K4, and K5) exist between the two
boarding cards 7. An old encryption key (K1), which is no.t
recorded on the new boarding card 7, is recorded on the old
boarding card 7. In contrast, a new encryption key (K6), which
is tobe used in the future and is not recorded on the old boé;ding
card 7, is recorded on the new boarding car'd 7. '

The plurality of encryption keys commonly recorded on all
}‘.he boarding cards 7 are usable, and these encryption keys are
used in sequence.

At least one old encryption key (e.g., K1), which was used
in the past but is not used currently, and one encryption key
(e.g., K2) that is currently used are stored in the read/write
apparatus 6. The encryption key (e.g., K2) is used.

If the read/write apparatus 6 determines, on the basis

of a response from the boarding card 7 through communication

13



used by the boarding card 7 was used in the. past but is not used
.currently, the read/wite apparatus 6 issues an update command to the
boarding card 7. In response to the update conmmand, the boarding card 7
updates its encryption key (e.g., Kl) to the encryption key (e.g., K2)
that is currently used. Consequently, the encryption keys used by
the old boarding cards 7 issued in the past are updated and standardi zed
to the encryption key (e.g., K2) that is currently used, through

conmuni cat.bih beftevimra tdiendazamtl g ¢cheds theaadcriyptieadkeyi (€. gappst bt us
[err]. In order to ensure fhe secur|t¥%of the station service

system tHhese@ky Wﬁtkéo%t%]d?%ﬁ?s’:% StEhgsed prriiPast Bubris RRENTER

t t hat f
o ny cr SCROEEeRNY o ihe BEPENWEL T EA PG FELEEs f ubBal COREa D
changed t oranHRNBEYPHEAY d@b’d (e. 9In rdSPorise e tredhipede cbmmaaar,\swé a

change command issued by a higher-level apparatus; i.e., the automatic
ti cket exapdoaadimym cawed hi n@datesrhé%mmto@nkétyy( (K2p-thBL) hbe Been used

before this tine is adde to t dwijte a us 6 as an old
.encryptlone?%ﬁyp%b%%eﬁ%%n?? E@Z €EaEhh%d@ﬁP£ %t?%ﬂgkey (K3) is
used. Consequent ahsé%#éﬁ%fy}“¥63 éﬂhf?ﬁ%&%at re use #et Pt us 6

stores the plurality encryption keys e past but are

not used choaedihy ceads. 7 isklieanin Khe pasit bire whds yed ol keynd&rgized3)
that is currently wused. When, through comunication between the
boar di ng ct® ¢h? eRGEYRPRECR &84 (®i 9 er é@@a‘?%@%é—sﬁc%’f“ﬁ@tbh@ﬁ;@@m BRrReghi s

changed - bg?ﬂﬁgﬁg of 4 gn%pQW%E C%%Uag Cebvqgr%%e cpkg?F%éaEYerte

appar at us ng car founa 0°use A yp
14 appafgyugegg , K2) that was used in the past but is not used-.
currently, . )

In order.to ensure the security of the station service
system; the read/write apparatus 6 changes, periodically or
when the encryption key that is currently used is considered
to be in danger of being cracked, the encryption key (e.g., K2)
that is currently used is changed to an encryption key (e.g.,
K3) to be used next, by means of a change command issued'by a
higher-levelapparatus;i.e-,theaﬁtomaticticketexamination
machine 1. The encryption key:(KZ) that. has been used before
this time is added to the read/write apparatus 6 as an’old
encryption key. Subsequently,thethus—chanéedencryptionkey
(K3) is used. Consequently, at this point in time, the
read/write apparatus 6 stores the plurality of encryption keys
that were used in the past but are not used currently (e.qg.,
K1 and K2) and the encryption key (e.g., K3) that is currently
used.

When, through communication between the boarding card 7
and the read/write apparatus 6 whose encryption key is changed
by means of a change command received from a higher-level

apparatus, the boarding card 7 is found to use the encryption

14



the read/ wite apparatus 6 issues an update command to the boarding card .
.7. In response to the update command, the boarding card 7 updates its
encryption key to the encryption Kkey (e.g., K3) that is currently used.
Consequently, the encryption keys used by the old boarding cards 7 issued
in the past are updated and standardized to the encryption key (e.g., K3)
that is currently used, through conmunication between the boarding cards 7
and the read/ wite apparatus 6. As mentioned above, the plurality
of encrypt key leyss ake) tdeduens useryinpbetpast bnt isnoey pisedcprersking i s

erformed hr ou use _of the thus-updated encryption key. Therefore, even
F one combft SRAR/BERGH REPOFStURabkeasurRo Do BERLF GPRTERE Gt FHe
station S%\S%Eiﬁé%sghv‘h'.' Rl O GRIRT P §ﬁg’u€@é’€@ cORMbAqOt PREW Se
happen in the conventional comron encryption key system Further, the

encrypt i onbkaydiagbeanded usdapdat ets drycrpsinsonfkeyn tpdaie esemyprdorssued
by the read/wite apparatus 6, and hence there is little chance of all the

encrypti onkegyde.ger n§3) ntBpEepteguinenslacks@d -whi ch woul d ot herwi se be -
caused in a case where all the encryption keys are used randoni y. '

The encrypt ron KE§ ORIRRE B¥ar SPRgeLLPIPTiPE Heuh Sa4R0 PYaaRe Ol an update
command | sgdaedh RHAUIL £ TR ERE hoFh D BEWRCAr o LiPRIARQRT ShAG 1R rA 3R t he
read/ wite apparatus 6, thus elimnating a necessity for changing the
plurality ab tlmengpyptnockekesy de.gl.l, Khe thadar is o razemds y7usad urihsomgh

The princi pal confiagration of the boarding card 7_and_ the read/w.ite

appar at us GOWMURigEhIEE BetveeRthe fapgiding cards 7 g the read/waidSect i ve

external vi i.ng the automatic ticket exam nation nmachine 1 equi pped
with the a%Wa?:QQ_Ws % 15 read/ write apparatus

6 according to the mseepshe@BMidIEBhe plurality of encryption keys are
. sequentially updated, aﬁd encryption processing is performed
'throuéh use of the thus-updated encryption key. Therefore,
even if one common encryption key ié cracked, the security of
the entire station service systemwill not be _comprdmised, which
would otherwise happen in the conventional common encryption
key system. Further, the encryption key to be used is updated
by means of an update command issued by the read/write apparatus
6, and hence there is little chénce of all the encryption keys
being intercepted and cracked, which would otherwise be c§used
in a case where all the encryption keys aré.used randomly.

The encryption key of the boarding card 7 is updated by
means of an update command issued through communication between
the boarding card 7 and the read/write apparatus 6,|thus
eliminating a necessity for changing the plurality of
encryption keys of all the boarding cards 7 in unison.

The principal configuration of the boarding card 7 and
the read/write apparatus 6 will now be described in detail.

FIG. 2 is a perspective external view showing the

automatic ticket examination machine 1 equipped with the

15



The automatic ticket exami nation machine 1 is equipped with a pair of .

ticket exam nation machi ne bodies 2 provided so as to face each other and

to be spaced apart fromeach-other with a passage 36 provided

t her ebetween. An unillustrated w cket for allow ng or hindering a

passenger from wal ki ng through the passage 36 is disposed at one

| ongi tudinal end of the ticket exam nation machi ne body 2. Each of the

ticket examination machine bodies 2 is equipped with the read/wite

appar at us Geaddmdise appenaiucobl aggosfinge tre&bewbireseayp rRodimenits
of the ticket . exam nati

Doy 550 MRyt omt EEE A1 SR Bl I i mieme g 15 Sduie Qe "
comuting pas$ okstféﬁél@}e%gmrtéﬂirbran@ | ek QRS Za%gév%leah@o Ahtgnna

coil 23, the antenna coll 23 can exchange data with t antenna coil of

t he boar di Fgceaedcl other card aci besspoeeneaparAsfsbmweach diler Aith a
passenger carrying the boarding card-7 is required only to hold the
boar di ng c®egsageod ¢ PEovigerfubierePerdean ea Arvkpdd lugtiRd od; wieket for

exani nati on chine _body 2 where the_boardi card.7 .establishes

communt cat FOTCRAPH. FnBtAEEARE EoPASs3RGrT: ReoRl it Hrslol 68%, «hus
enabling dakaagemMynisagi sed at ord€ld WHiAL) PRI Uheb ticket -
comuni cates with the boarding card 7, and through such comunication the
aut onat i ¢ exekdnhatéranmaghior badyi 8e 1Easkrofnghastackeghexahination

appar at us, term nes whether the boarding card 7 is false or genuine, as

det, .
vel | as boBRERHGeCcBAGEBF ohsiS ETUHRESHaERSN0F IRt @AM Wat F o APRAUUS 6t he
automnt | LhEkel SBLARAA) PN SPEEIE JeaaPLEoLS alier ARCDIED: Bzt A0

action of t nent 1 one ove, uraltty o _
encrypti onskeys & €age the upper face of the ticket eddmination machibhered in

the boarding card 7 according to the present :
body 2. : .
When an antenna coil of the boarding card 7, such as a

. commuting pass, is situated wifhin a commupications area of the
antenna coil 23, the antenna-coil 23 can exchange data with the
antenna coil of the boarding card 7 in a contactless manner.
As shown in FIG. 2, a passenger carrying the boarding card 7
is required only to hdld the boarding card 7 to the
communications area formed in the ticket examination machine
body 2 where the bdarding card 7 establishes communication with
the antenna cdil 23 of the read/write apparatué.G, thus enabling
data communication.
_ Theread/writeapparatus6cxmmmnicateswiththeboarding
card 7, and through such communication the automatic ticket
examination machine 1, serving as a higher-level apparatus,
determines whether the boarding card 7 is false or genuine, as
well as boarding conditions. On the basis of determination
results, the automatic ticket examination machine 1 controls
the opening or closing action of the wicket.

As mentioned above, the plurality of encryption keys are
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~enbodi ment. Data are encrypted or decrypted through use of any one of the.
.plurality of encryption keys. The encryption key that is currently used is
updated to another encryption key to be used next, by neans of the update

command issued by the read/wite apparatus 6 of the automatic ticket

exam nation nmachine 1. Further, at the tine of issue of the boarding card
7, all the encryption keys stored in the boarding card 7 are rewitten by

means of the read/wite apparatus 6 of the card issuing machine 4. Not

all the ersfrggrd dm Kéys baandid rranee 7 bompathin 42 the mressiy t he

expired encr. lon key be rewitten to a new e tipn key_at the
tinme of | seﬂ%&bf“‘?% ng\éo?ﬁ% ePgrgPFed or decr . eteﬁgg{“)éBHagc%ed?é? Y1 now
be descri hgl hye ngfeLrA G211y %IfGen%ryg&%oRO%geng $8E der{c EPIRI dr5 8% CPU
8, program-nenory 9, data nory 10, “encryption key storage nenory 11, an
encrypti orttledt dsi tutPentl posesd denapdakedutd ardhthend enloe yptiennkey dm | 14. .
- The CPU 8 perforns processing based on the cormmand received fromthe

‘read/ writ @appEhmexts By wgant ahdhmtupdate commmand isrurgPuddrf the
program dat a red in the progra nory,. 9 and the rking .dat tored in
Che dat a Ry ige Ahr= el A sl deendtls S FoleY SiRa

\ a Fead/ Wite apparat us
6.  mdEh HRMBNdrh FAAE Y €A HO bR Beal shig ke /bbapllAGardr d
read/ wite apparatus 6 conprises several types of conmands; i.e., a

pol | i-ng colmeid, tdre amtmmmudﬂumih@wsceMwuad,inatdathoaedﬂhgwtaeddbﬁnuﬂd, and
a disable command. The CPU 8 receives such a command i ssued by the card
read/ wri t FHPPERULY Geans wby the rRad4HrdtRa2PBRrFAtYS fheltHIR -G ved

‘1:‘7’”“3“‘1 ifséiﬂ(ﬂ%jjt agcthgguceflé L hﬁo@é’ﬁ“ﬁié %}ic—l:y#%it%ﬁd ki_e sdg%%‘@geﬂw by, dreans
ypti on clrceul . e thus-decrypted conmand is
boarding card 7, but only the expired encryption key may be
rewritten to a new encryption key at the time of issue of the
boardihg card 7.
The boarding card 7 will now_be described by reference
to FIG. 3. The boarding card 7 comprises a CPU 8, program memory
9, data memory 10, encryption key stoiage memory 11, an
encryption circuit 12, a modem power circuit 13, and the antenna
coil 14.

| The CPU 8 performs procéésing based on the command
received from the read/write apparatus 6 by way of the antenna
coil.14, throﬁgh use of the program data storéd in the program
memory 9 and the working data stored in the data memory 10, and
as well transmits data to the read/write apparatus 6.

The command transmitted to the boarding card 7 from the
card read/write apparatus 6 comprises several types of
commands; i.e., a polling command, an authentication command,
a data read/write command, and a disable command. The CPU 8
receives such a command issued by the card read/write apparatus
6, by way of the antenna coil 14. The thus-received command

is demodulated by the modem circuit 13 and is decrypted by means
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anal yzed, and the CPU 8 perfornms processing in accordance with the

.t hus-anal yzed conmand. As shown in FIG 4, the read/wite apparatus 6
of the card 1issuing machine 4 stores, in the encryption key storage nenory
11 at the tinme of issue of the boarding card 7, a plurality of encryption
keys (Encryption Key 1, Encryption Key 2, Encryptlon Key 3, ..

Encryption Key "n"), Wmch are to be used by the boarding card 7 wth
respect to the read/wite apparatus 6 of the automatic ticket exam nation
machi ne 1. ofm@}mmmtmn I@Vc‘@ttorlé’ge Wbﬁmtpuﬁdﬁagyge@ﬂ GOAR G} ©
configuratio efely readi ng of t.

encrypti orf %zeqi,r (ﬁﬂcfng é}?% BdE Fglss%’é%'f?gﬁh?%}n FES ﬁéP&éﬁ”o%h key

st orage nelg@éytg‘}slgng;[yyé edoa@d. LSl chip, as is the CPU 8. Encryption
keys are not output even If a test pinis connected to the LSI chip.

Al ternatively, tAdeshesin iemidal, ithe espdédriteappdmtid 6obf pheavard he LSI
chip is arranged so as to-permt only the CPU 8 provided within the LS
chip to reh¥dirg Fading 6@%@%@@%@?@%&%%%&% FERBRYETICMIRYS bus

Co the out S AT ort RafePE SN Rs Re BiaRUPhESca BT X Blab8100Y SKPOSPL
encrypti O%Mﬁp@mﬁ%y@e(ﬁﬁéﬂyﬁf% t[dé‘i/ DUESIHS ptafont key LS| E6H Pt Dén

outside the circuit) at CPU 8 acts as encryption key
sel ecti on Kewnnd, and E@@t:ep,tsora Epexed‘ém'é)rmwtedclen@rqptmdme kesed rloym Breer ypt i on

Key 1 on Ke Encryption Ke nc,r tion Ke ch
arg shownr}?‘hg/ l Fg‘d¥gﬁi°?ﬁ5 & ctr%'ﬁfpt’ﬁe(%j Bbgééatﬁéng ‘E/g\ql
and the thuss %%Itggnra%q.ce@fél¥@£' %Qm‘ig;&tl%n'rﬁk%ﬁl o1t heThé”é%r kARG Ui t

12. At the tine of issue oarding card, ncryption Key 1, which is

used at thetop@jaitmemotynEl ¢l ®uch a hardware configuration as td8
plurality of Encryftl on Keys 2, 3, ...to be sequentially used in the
future ar eComRE %meéf@ﬂtnrﬁhélbga?ﬂtﬁ@ phugality of encryption keys

from the outside. More specifically, the encryption key

. storage memory 11 is provided on an LSI chip, as is the CPU 8.
.Bncryption keys are not output even if a test pin is connected
to the LSI chip. Alternatively, the test terminal is removed
‘from the LSI chip, and the LSI chip is arranged so as to permit
only the CPU 8 provided within the LSI chip to read the data
from fhe encryption key storage 'memory 11. The bus between the
CPU 8 and the enctyption key storage memory 11 is not exgosed
to the outsidé of the LSI chip in the form of.a terminal. As
a result, the encryption keys cannot be read from the outside
of the LSI chip (or outside the circuit) at all.

The CPU 8 acts as encryption key selection means and
selects a predetermined encryption key from Encryption Key 1,
Encryption Key 2, Encryption Key 3, .., Encryption Key “n” which
are shown in FIG. 4 and stored in the encryption key storage
memory 11, and the thus-selected encryption key is input to the
encryption circuit 12. At the time of issue of a boarding card,

Encryption Key 1, which is used at that point in time, and a
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Co‘_n_sequently, at the outset, Encryption Key 1 is set as an encryption key.
«.to be used. Subsequently, if an update command is received fromthe

read/ wite apparatus 6 of the automatic ticket exam nation machine 1, the

CPU 8 acts as encryption key update neans and updates the currently-set

encryption key to another encryption .key designated by the update conmmand.

The thus-updated encryption key is input to the encryption circuit 12.

The encryption circuit 12 encrypts or decrypts data through use of the

t hus- sel eqparahict y paff dndaypt iaomd Kelyiss 2, eder y.pt o ore kegquentl abl yisesked or

mut ual aut henticati on between the boarding card 7 and the read/wite '
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read/ writ esppppelisls Repaso beenusdd ect ed. "~ The nodem power circuit 13
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ticket exani nati%wbsequedntney 1 ifdenvdpdatescanmanthtis received from the

d/wit t 6 d ' the t m ssj tic field
devel opi ngF PR KL TEAPHRT T i Shat ot o G By I Ot 1HE AR TSR 14, to

t her eby gq&@&ﬁ{ﬁépPMﬁﬁhé(Hﬁy:@eaQQgrggngnE§98tZon key u %Q@erﬁégﬁywiﬁé

apparatus 6 according to the present enbodinent Is configured so as to

aut hent i cahpdates ahevoreahelyvwséth enoer vipaarodi kgy aay dndthelr @ughypistomf an

encryption key. The read/wite apparatus 6 conprises encryption key

st or age melk@¥ deotInRated gy athe uirdats eAmeanq yplhen thassupdsseght i on key

sel ection neans _for seglecti ngr;&rll%/ one_fromthe to] uraljté/
S

f
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The gncryption circuit 12 encrypts or decrypts data
through use of the thus-selected encryption key, and this
encryétion key is also used for mutual authentication between

. the boarding'card 7 and the read/write apparatus 6 of the

‘ aﬁtomatic ticket examination machine 1. As amatter of course,
the boarding card 7 can receive a command for reading or writing
data only after mutual authentication between the board card
7 and.the read/write apparatus 6 has been effected. |

The modem power circuit iB_modulates data to be sent to
the read/write apparatus 6 of the automatic ticket examin«;;ttion
machine 1, démodulates the data received frém the read/write
apparatus 6, and receives the transmission magnetic field
developing in the read/write apparatus 6 by way of the antenna
coil 14, to thereby generate power for the boarding card 7.

The read/write apparatus 6 according to the present
embodiment is configufed so as to authenticate and communicate
with the boarding card 7, through use of an encryption key. The
read/write apparatus 6 comprises encryption key storage means
for storing a plurality of encryption keys; encryption key

selection means for selecting any one from the plurality of
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enEryption key awar eness neans for becom ng aware of which one of the
wencryption keys was used in the past; command transm ssion neans which
transmts a command for updating the encryption key of the boarding card
when the encryption key currently used by the boarding card is found to
have been used in the past; and encryption key changi ng means for changi ng
the encryption key used by the read/ wite apparatus in response to a
command received froma higher-1evel apparatus. The read/wite
appar at us énwrybtbendregsi bedrédr ennbbeovnchbypt ber kagestor&g& méanghe
read/ wite apparatus 6 conprises a CPU 15, program nenory 16, data nmenory
17, an encePRrYBhion| keyidWarenessanarng ko #eSORLps PUATR AL shdchyenfenor y

19, higher-level apparatus encryption y. st g no a

hi gher - I ev8f gBﬁa?8€8¥p?ﬁ?8rE3¥3 g%f gségdé§1g#?cﬁ?gg22%¥%ﬁ%ndthe ant enna
coil 23. AgrHRShi98€6nahoNes whiltohehnsarels aaPRptiatdSaOubaspandsthe the
automatic ticket exam nation nmachine 1 or the card issuing machi-ne 4.

The aut omaéhcryptlket &egnphathenboacing ¢acrdnvhehsthénengddpbtion keyt he
read/ wite apBaratus 6, .a nechani sm_of actuat.in a w cke Eg connugicates

t a
wi th the hEFCEBpHLBFED B FNRBORTITRE TGRS TPHE! Lo RHSPEEN REEFY ace
21 of the ¢ i . ) / i
0 e Eﬁgﬂ'{%“&{aﬁ% Qﬂ@@%ﬁ% n key cha r{geﬁl%F\éleﬂslgc?f %ﬂg‘i the

effects mutu entication espect 1o a appar at us;
i.e., the esutegption kégkalecekant natrdeanl adhiengpparatubum-respaiidecfsur es
security of connection between the read/wite apparatus 6 and the
automati c 8i eREpasdanpraived fAHeRi Achighenuiepetf aPARAEATUSFom then on,

processing. accor ging. Lo, apnl) catlon soltuare of the  NhaheraleYeher o

apparatus, such :
exa”‘nat'oﬂynPéféPQn%e to FIG. 5. The read/write apparatus 6 comprises
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a CPU 15, program memory 16, ﬁata memory 17, an encryption
circuit 18, boarding card encryption key storage memory 19,
higher—ievel appératus encryption key stofage.memory 20, é
higher-level apparatus interface 21, a modem circuit 22, -and
the antenna coil 23. As mentioned above, a higher-level
apparatus corresponds to the automatic ticket examination
machinell or the card issuing machine 4.
| The automatic ticket examination machine 1 controls, in
addition to the read/write apparatus 6, a mechanism of actuating
a wicket and communicates with the host computer 25 by way of
the higher-level apparatus interface 21 of the read/write
apparatus 6.

The read/write apparatus 6 effects mutual authentication
with respect to a higher-level apparatus; i.e., the automatic
ticket examination machine 1, at turn-on and ensures security
of connection between the read/write apparatus 6 and the
automatic ticket examination machine 1, thus performing, from

then on, processing according to application software of the

higher-level apparatus, such as the automatic ticket



In order to ensure the security of the station service system in a case
+~Where the encryption key that is currently used reaches its expiration
date or in the event that the encryption key that is currently used is
considered to be in danger of being cracked, the host conputer 25 sends a
command for changing the encryption key that is currently used to the CPU
15 of the read/wite apparatus 6 by way of a higher-level apparatus; i.e.,
the automatic ticket exam nation machine 1. By neans of the comuand, the
encrypti onekapinatioe maahinegleard encryption 4key storage nenory 19 is
rewitten and changed, as._w |l be described bel Qqw, . Subseguent | t he
read/ write appaf‘&t%d%r pet fweprtg’@e&ei%ﬁﬁyt ﬁ%r Egﬁeégagboflhggsgéfzﬁi ng
card 7 1 9uglekise; 815 LRsd RNy HrORePYnat is cubbénefyls a
tabl e showm hg one exanple of the periods use of encryption keys.” In
t hi s exanpheedi teathéki hs oéxphraehen ypatOnokeyn doies evéndCthiat atke
operations proceed correctly, the encryption key is changed every three
mont hs. EneRgpyPbRon Kegy 1thels isahrmantly asafhithsonsdfergtuiPyPe[ énr] to

March 31[ err 1998. .Encrypti.on, K 2. 1S, now used Wi | XRLI July,
S0Lerr . de8EcETEae T ARGy thecop St BT o stnyts, % Bopgefa 7!
changed tofgﬂcéﬂﬁ?%@% %n‘é&{z#thbnlﬁc@?r that 998, c b NG YilddORo KBY 3 IS
to be used thereafter” e operation of the read/wite apparatus 6
wi | | now béPUdES o ik ré€hd/weadewepperappar Gthug whylefoduhagbsralevahand

received froma higher-1|level apparatus, such as the automatic _ticket
exani nat i oRPRAEAFRES 11 - Byr Welle Futigma i yidiekedy examdpsiiRnuBaFRLBEf Ace 21.

The thus-d gqgﬂ| I I h r ng is
per f or med g cor d'l?stng9 %o t %@Qgggfﬁang. e}{\?‘:‘igpgééen ]\gﬁgr%g %ﬁ% }‘%%g dérngcgég{j
apparat us encryption jkey storage memory 1921s rewritten dr¥bkBangecQnagnd for

readi ng data pertaining to the boarding
will be described below. Subsequently, the read/write

) apparétus 6 performs processing with respect to the boarding

f éard 7 thrqugh use of the thus-changed encryption key.

' FIG. 6 is a table showing one example of fhe~periods of
use of encryption keys. In this example,'if cracking of. an
encryption key does not occur and operations proceed correctly,
the encryption key is changed every three months. Encryption
Key 1 was used for three months from January i“ to March 31°%,
1998. Encryption Key 2 is now used and will expire on July, 30,
1998 unless any accident occurs. Encryptioﬁ.Key 2 is to be
changed to Encryption Key 3 on July 1°°, 1998, and Encryption
Key 3 is to be used thereafter.

The operation of the read/write apparatus 6 will now be
described. The read/write apparatus 6 demodulates a command
received from a higher-level apparatus, such as the automatic
ticket examination machine 1, by way of the higher-level
apparatus interface 21. The thus-demodulated command is
analyzed by the CPU 15, and processing is performed according
to the command. In a case where the higher-level apparatus
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card 7 stored in the data menory 10 of the boarding card 7; e.g., data
«pertaining to the expiration date and a block of railroad track specified
" by the comuting pass, the encryption circuit 18 encrypts a read command
for reading data fromthe data nenory 10 of the boarding card 7, through
use of an encryption key selected fromthe boarding card encryption key
storage nenory 19. The thus-encrypted command i s nodul ated by the nodem
circuit 22, and the nmodul ated conmand is transmitted to the boarding card
7 by way ofsshesaateemmardifopFeadigy dada pertefirdmatondhes pgagdingom t he
boarding card 7 in respon to the read,co d, the nodemgifcuit 22
denodul at eS2ffe ﬁﬁg\’ﬂﬁa Wt §ﬁ§|$at%ﬁ‘8mf’ﬁéf %@ﬁﬂgi%d%@ ﬁét‘fﬁy t €%y the
encrypti on4gci i 1.8: e t 1 di ng
card 7. CTHEERRSTcadhind KOLERY SEPLEAEIS R <Tana RaReCK TE S2Ta%eRe

t hus- encr yptedkdsppec Bf ted tanshiet tefimtibiaghpaher -dtey enayparianusirbypinay of

t he higher-|level apparatus_interface 21. The higher-level apparatus; e.g.,
t he aut onaipPeEngryais exegahaempandniRpireadingopeha fuem fheldita mepRey

boar di ng capdof Lo IBbRELRGUeata e ¥akbdey!Lobhe oA dhagygeideruls

det erm ned W

the ConVenEEQ@é’ceaofférﬁ‘g:kf‘eoE@S&Ef@ingaébbéréﬂx@ﬁ%’%@ﬂ%ﬁq{%?%oﬁlﬂz gamdry
e boardi

read/ wite conmand, the comrand inparted to ng card 7 fromthe
read/ writ el%appihrent tsu 6 erormyp sl coomreands formaeghdbated ondthewnoddemg t he

encryption key of e boarding card 7. In addition to the, conventional
commands: Fﬁﬁ%uFE,&g'cﬁﬂﬂnﬁaef%?dgg?ﬁﬁﬁi§ﬂ?ﬁ©ndc6ﬁnﬁﬁFE§W95ﬁe i tR thE

boardi ng ¢ . -@an hent | cad eTolygyecTelo ; COHEN r ikag data
from and \/\?lstglrééngafgyat or%%g@éc%?%f read/ wri tner?a[;%p%gt us G?BPIOﬁer%%%q Eds
i ssued by a8f an answey signal from the boardiRg card 7 in re&p@hes-tdevake

apparatus, such as the automatic ticket
read command, the modem circuit 22 demodulates the answer signal,
and the answer signal is decrypted by the encryption circuit

. 18, thereby acquiring the data regarding the boarding card 7.

'The data are encrypted by the encryption circuit 18, and the
thus-encrypted data are transmitted to a higher-level apparatus
by way of the higher-level apparatus interface 21. The
higher-level apparatus; e.g., the automatic ticket examination
machine 1, opens the wicket if the boarding card 7 is determined
tobe valid. If the boarding card 7 is determined to be inv;lid,
the wicket will not open. |

| In addition to the conventional polling command,

authentication command, and data read/write command, the
command imparted to the boarding card 7 from the read/write
apparatus 6 comprise commands for updating and rewriting the
encryption key of the boarding card 7. In addition to the
conventional commands; that is, a command for establishing
communication with the boarding card 7, an authentication

command, and a command for reading data from and writing data

to the card read/write apparatus 6, the commands issued by a



exanmi nation nmachine 1 or the card issuing nmachine 4, conprise a comand
~for updating the encryption key of the boarding card 7, a comrand for
rewiting the encryption key of the boarding card 7, and a conmand for
rewiting the encryption key of the card read/wite apparatus 6. As
shown in FIG 7, the encryption keys (old Encryption Key -m ..., old
Encryption Key -1) used by the boarding card 7 in the past and an
encryption key that is currently used (current Encryption Key 0) are
stored in hhghévatevel zpparazies yption akeyhst anbgeaneovtycket The boardi ng
card encryption key storage menory 19 is specifically designed for witing
pur poses aR¥RHAR2L PR MarthdieiaPE gl&ﬁf?@{ﬁa‘tﬁ%ﬁ—%m@& &nt CPRREF R of

dat 1 om il 1 BGEPL Ty AN 1E0 L3P 0aL g epeael o

key fromth e prevente ware configurati on
has been descs iachaticetorUebyritifgethéi eicHfptisn kY dFathenvybtdihg
omtted here. O the plurality of encryption keys stored in the boarding
card encrgptidoh lend 9t grmpenpefior yrdwritheg difvy widayptken tieat ofsthe .
currently used is élzed,for encrggti ng or decrypting the boarding card 7.
When a con@hd FORACHRhGT iPRAE? B2 rUption key that is currentiy used is

i ssued by a high -I.pa{g.|-p at s, : qul ] :
exani nati on machzi%neg 1, r@r ggtﬁl oﬁ' Ige};éjo(\é}“gﬁ((?mﬁtﬁl%n%él %lgnghﬁgg%ttﬂ?r ently
is rewittrsyi+fhp .gnolenEnypypetiokeKelyo-be whedignd tare dodirdd ngockbé Thange

command. Encryption Key O that has been used so far is changed to old
Encrypt i oniK&phe gashaadiarecaasyppiprarksehehdts gurrenhdi uses (geerefbken as

old Encrypgh ol Keon his d kS 3Rk SICLHR' b80raRY cZraSBRERRYEN,
reassi gnedi 8y RicHaYelMerhdiey 3378 TREBBRrdinge4d NEBneRypthen key storage

o memory 19 is specifically designed for writing purposes and has
such a.hardware configuration as to prevent reading of data from

- the outside. Accordingly,_unauthorized reading of an

' encryption key from the outside can be prevented. Since the
hardware configuration has been described previously,
repetition of its explanation will be omitted here. Of the
plurality of encryption keys stored in the boarding card
encryption key storage memory-19, the encryption key that is
currently used is used for encrypting or decrypting the boa’rding
cafd 7.

When a command for changing the encryption key that is
currently used is issued by a higher-level apparatus, such as
the automatic ticket examination machine 1, Encryption Key 0
shown in FIG. 7 and used currently is rewritten into an
encryption key to be changed according to the change command.
Encryption Key 0 that has been used so far is changed to old
Encryption Key -1; and the encryption key that until now has
been taken as old Encryption Key -1 is taken as old Encryption

Key -2. Subsequent encryption keys are sequentially

23



thus-rewitten Encryption Key 0 that is currently used is used for
Jprocessing. The ol dest encryption key will becone wunnecessary at a point
in tinme when none of the issued boarding cards 7 uses the encryption key,
and hence the ol dest encryption key is elimnated by nmeans of overwiting.
Al t hough in the present enbodi nent the encryption key used by the

read/ wite apparatus 6 is arranged so that it can be rewitten by neans of
a change command issued by a higher-level apparatus, in another enbodi nment
a pluralityredssaoed piumera keyin tthdesamethdmter . arfrad drleth exen tile t he
read/wite apparatus 6 in_advance such that an encryption key that is

currently uskisTEeWhHeRY BRFE YR oKedn0 dihddt ésconranatly saird iisyuged

hi gher-1 evel appar at us. The, encryption.circuit 18 .encrypts plai ntext
into a cipher REXCEHTHN Hec it é’rléie(ﬁ pt%&:ﬁyé%lolrht 5 1% %nlt ggﬁc?looni—eurt her,

the encryptiiofeLdd £y al8aigoitsed nf imENHIPHoRG OF AL H¥ReObodrding
communi cations statenent (command or response) to be transmitted to a

hi gher - | evetaxpparaters the dmeryoaioh kg yeaind héncastweldldestf encnyuptiadn
authentication with respect to a higher-level apparatus and the boarding
card. 7. Thek®vatdliimitatrd ¥ TRIRT | 9f LPYRFYeHtE%%ast o recei ve anot her

commnd after  CHRIRMIAN A1 (Ré UMl DD EatIAN WAL Leopost L0 |

read/ wite apparatus 6. _ processing perforne auto iC
ticket exam$edibywrhengbhagwtivel hp?@WabﬁsdGS:Dé iethiyed &fi@age itocan
flomchart shown in FIG 8. T the boarding card 7 is not situated
W t hi n t he beorenmittan dns rgans wkra ¢handearoimendat gsFedapy canmuni cat e

i e repducl (E PP RS & 01 Ll Lk XlAION o) ieanity o
pol I'i ng encryption keys to be used later are stored even in the
' read/write apparatus 6 in advance such that an encryption key
~ that is currently used is changed by means of an update command
i issued by a higher-level apparatﬁs. _

The encryption circuit 18- encrypts plaintext into a
cipher text and decrypts a cipher text intoplaintext. Further,
the encryption circuit 18 is used for encrypting or decrypting
a communications statement.kcommand or response) to be
transmitted to a higher—level'épparatus-or the boarding card
7, as well as for mutual authentication with respect to a
higher-level apparatus and the boarding card.7. The boarding
card 7 is usually arranged so as to receive another command after
completion of mutual authentication with réspect to fhe
read/write apparatus 6.

The processing performed by the automatic ticket
examination machine 1 will now be described by reference to a
flowchart shown in FIG. 8.

If the boarding card 7 is not situated within the
communications area where the boarding card 7 can communicate

with the read/write apparatus 6 of the ticket examination



command at a given cycle of about 10 milliseconds, by way of the antenna
«coil 23 (step nl). Wien the boarding card 7 approaches the comrunications
area and sends an answer signal in response to the polling command (step
n2), the read/wite apparatus 6 and the boarding card 7 authenticate each
other (step n3). Mitual authentication will be described | ater by
reference to FIG 9. |If the read/wite apparatus 6 and the boarding card
7 are authenticated,, data are read fromand witten into the boarding
card 7 (stepachine Hadyall, ythé heeadadite eppaappasab uscdnguids i pellheg
boarding card 7 that has, been exam ned from answering a polling conmand
transmit t eBom@ang hat 3L WrdHE & gbput 10 milhsgsongsyhont Faxt Pén wil |

now be deserLbel BIRLELEr P58 (L0eEI B0 gnen endUMomAN el e

transmtte oardling ca e rea

"nlQ. The Bﬁﬁi‘:gwgegame EonBeT S IR afeRdeny dd md Drarl BheweirPBegndat a
Dr', through use of the encryption key used by the boarding card 7, and

t he ci pherinda¢sp®nse are theanpyliltitnad comntalnel rssepwni2t @ appareadéwbitdhe

read/ wite apparatus_6 recejves the, cipher data Dr' (step nll and
encrypts tﬁ@pg’éﬁHB?n éa?%gDFh? h‘P%ﬁ‘ﬁlﬁge‘:?ﬁdE?wc?‘ﬂb’t‘?‘aﬁlkége REE) PhEETi s

currently S Qg&qié i i r '3 1( ) :
Ther ead/ wr ??gg p%?g’t us con%a%g]st'?{hegl}}ﬁpcﬁcetﬁ'@ glleir BE( &E%&m??%%?héagfzprhgy dat a
Dr' transnréfedehcoméheiboasdi mr wiad deead Sieirenlahpardfus dradred the sts

bet ween t he ci pher data _Dr' (0) and the cipher data Dr', the boarding card
7 i s deterhbasdingocpedval pre antientiasted; fdabanarehreafdstsoneanden t hem

the boarding.eahd; el SclS SLILARS;! GBS HNYBLLY 88) 10 MRy Odhe | e
boarding cardyfwkstdelsgdndiass @ phenydlitd thaNd9ding card 7 that has - |
been examined from answering a poliing command transmitted to
the néxt boarding card 7.

Mutual au_thentication. will now be described by reference
to FIG. 9.

Random data Dr are transmitted to the boarding card 7 from
the read/write apparatus 6 (step nl0). The boarding card 7
encrypts the random data Dr into cipher data Dr’, through use
of the encryption key used by thé boarding card 7, and the cipher
data Dr’ are traﬁsmitted to the read/write apparatus 63 The
read/write abparatus 6 receives the cipher déta Dr’ (step nll)
and encrypts the random data Dr through use of Encryption Key
K(0) that is currently used, thus producing cipher data Dr’ (0)
(stepnl2). The read/write apparatus 6 compares the cipher data
Dr’ (0) with the cipher data Dr’ transmitted from the boarding
card 7 (step nl3). If a match exists between the cipher data
Dr’ (0) and the cipher data Dr’, the boarding card 7 is determined
to be valid. 1In contrast, if no match exists between them, the

boarding card 7 is determined to be invalid or to use an old

encryption key.
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data Do are received fromthe boarding card 7 at this tine (step n2l). The
random data Do are encrypted by neans of Encryption Key K(O that is
currently used (step n22), and resultant cipher data Do' are transmtted
to the boarding card 7 (step n23). Wen. an answer signal is received. from
the boarding card 7 in response to transnission of the cipher data Do’
(step n24), if the boarding card 7 and the read/wite apparatus 6 are
determined to be valid on the basis of the contents of the answer signal
(step n25), nutukf thet heardéagi oards! dengebecdipedepo rbzas)faliplm rgp@demast
if the boardln card 7 and t read/ wite apparat re detern1 ed to be
tape b EcpE the b ol

invalid, AT ASRITHNGTDAT PR LRRCOAHIDY £BF Bp
n27). n21J : i ROABEINGa €2 Sh 4 reS Het:gséﬁarﬂ‘ R soo'%eaﬂakggtwn step
nl3, the read/wite apparatus 6 |n|t|a|ze nuneral assign

encrypti onk&eX (09 th4t ie cunsédtlgtidedidiep nbi2e , andherswdssirgnetiphert he
encryption key is rewitten to the nunber aSS|gned to the old encryption
key (n=n+l¢atadep am;ramamattadetcehbemae@iuw oagd Tusetep n@ﬁdrprb@ﬂ Key

K(n) assigned the_ thu ewitten n 7 and detern t|on is
Tade as CBRRREURES b e LA rons e PRaBAL b L FERE SR

data and the €rPH&hi$SKInTEE um@dci% QL thec Hops di gt 631 H24) (swpth@lS)

The ol d encryption keys stored in the card read/wite apparatus 6 are

sequenti al ]beyas@ilegtmdjﬁt ahdathatnéadéwrﬁee epparEt U éericst débeepingd) . | f

a match exi sts between Dr' an (n) through use of the old encryption
key assigng® R%e&72ldchios, the, ba?hﬁ; ‘égr’bh*? &ﬂﬂ%r}tt% fpsECarBSVELd8L 8P AT nes
that the r

Encrypt i on?]%gég%?§ a§§¥8%2 %{ ?ch ?ﬁ%ﬁggggg f %l\?\%%)e appar at us

6 then |SSé@ﬁtﬁ@s@ﬂQﬁﬁﬂﬁHeOBoKQulﬁ@déth 7 and the read/write apparatus -26
command to the boardf ng card 7 so that the encryption ke
6 are determined to be invalid, mutual authentication is
. deterﬁined to be no good (NG) (step n27).

If the boarding.card 7 is not determined to be valid in
step nl3, the read/write apparatus 6 initializes the numeral
assigned to the encryption key to 0 (i.e., n=0) (stepnld4). The
number assig.néd to the encryption key is rewritten to the number
assigned to thé old encryption key (n=n+l) (step nl5). Data
are encrypted through use of Eﬁcryption Key K(n) assigned the
thus-rewritten number (step nl7), and a determination is}made
as to whether or not a match exists between the‘ resultant cipher
data and the cipher text returned from the boarding card 7 (step
nl8). The old encryption keys stored in the card read/write
apparatus 6 are sequentially selected until a match is
determined to exist (step nl6). If a match exists between Dr’
and Dr’ (n) through use of the old encryption key assigned the
number “n,” the card read/write apparatus 6 determines that the
encryption key used by the boarding card corresponds to
Encryption Key K{n) assigned the old number. The card

read/write apparatus 6 then issues an encryption key update
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assigned a pointer "n" of the encryption storage nenory 11 is updated to
«the encryption key assigned pointer O (step nl9), thereby updating the
encryption key used by the boarding card 7 to Encryption Key K(O. Through
the processing relating to steps subsequent to step n2l, the boarding card
7 is determned to be valid. Further, after updating of the
encryption key of the boarding card 7, mutual authentication nmay be
effected again through use of the new encryption key. If no match is found
t hr ough useomgtand |tq rfgxq g dRg el ehofg pihath ey sereoyriion rkehe card

d/writ 6. th di d 7 is deternined to be jnyvalid
(Step n20y PR ook 85 0821 SF hehd B Do b3 h e RS BT GF V1 hb Lo

I ssul ng nﬂ&ﬁﬂéﬁ%d{ﬁ@|dhe“@WcQ@pQ%%%rk@@dassigned ﬁéiﬁEQYmO'Psfgﬁanﬂ@%,' n the
.card issuing machine 4 the read/wité apparatus 6 perforns the sane

processi ngtlogestsy iupaat iagy thesenshgpnion képusd Wit hheegaaddingtderdt ep of
transmttin a polling signal, the step of receiving an answer signal, and
the step d?%ﬂé@@FﬁVHFH@ntKQYcﬁﬁg)is§UpﬁﬁﬂﬁhéﬁﬁnEr@céﬁélpﬁere%%ﬁ%ﬂgﬂ&’card 7

~to be valid thraqugah t ual . aut.hent i,cat,i.on Af t.er leti0 I
aut hent i ca?okle i % %\‘X‘ﬁ%}dﬁ%& Eﬁg slt(?,p in'e%}éﬂ? tairgr%nlge(;g/g"rc \/\—/’relatseé]%tgérrﬁgyn%(?s
transmttegd wd;diwydata including the encryption key of the boarding
card 7 are rewitten (step n4) . At this time, the plurality of encryption
keys stored in tHwtdreorypiiter kpdatioraget nemrenddvmfiaedyaf theard 7
are rewitten means, Qf an encryption key that is currently used and a
plurality QﬁaﬁéghQWEQQQ;%keV§tF€ bégﬁgéﬁtlFéFéP“(§?¥pbﬁ5?? ?&t%dr%ﬁﬁﬂQ, at

‘('-:Brer g‘rﬁ f;t%ﬁé@é}ﬁ)a}fs‘j& W GHA nelv SHSEYpE 130 k‘é§/¢;7&?en8r&ﬁé¥8ﬂi )‘Egtigcﬁ%/ncg Egt Is
encrypti oncliceyugh s fupdat edeseauentidabllyol@ éh€ryption keys stored
' in the card read/write apparatus 6, the boarding card 7 is
determined to be invalid (step n20).

Processiﬁg of the read/write apparatus 6 of the card
issuing machine 4 will_now be described.

As shown in FIG. 10, in the card issuing machine 4 ‘the
read/write apparatus 6 performs the same pricscessi'ng operations
as those .shown in FIG. 8, with regard to the step of transmittiﬁg
a poliing signal, the step of receiving an answer signal, and
the step of determining the card issuing machine 4 and(the
boarding card'7 to be valid through mutual éuthentication.
After completion of mutual authentication shown in FIG. 10, an
encryption key rewrite command is transmitted, and the data
including the encryption key of the boarding card 7 are
rewritten (stepnd4). At this time, the plurality of encryption
keys stored in the encryption key storage memory 11 of the board
card 7 are rewritten by means of an encryption key that is
currently used and a plurality of encryption keys to be used

later (step n5). BAs a result, at the outset the boarding card

7 selects and uses the encryption key that is currently used.



encryption keys in response to the update command. I f expired cards .
sare not recovered and issued again but new boarding cards are issued, the
only requirenent is that an encryption key that is currently used and a
plurality of encryption keys to be used later be witten into the boarding
cards w thout involvenent of nutual authentication. Al t hough in the
present enbodi nent the present invention is applied to a station service
system such as ticket exam nation machines, the present invention is not
limted t datRich thespacsyptipe keesehtl ine spdpsedcaraurnsiBélippPiE®to an

automatic fare collection system or other_systens. t hough in the
P csent | ortHIRIROT HEH cob RS TARESR 1 5h 1 R FITasht act | s6s
communi cation, tje XA chRUSIAr@hothe vV RE o hggqehoaggrﬁa&st_
conmmuni cat i on. as been described above, the preseni invention
yi el ds t hee @ldaadiimg adydbtagedissuerliukhe. only requieensdror dgethediam

encrypts data to be sent to the read/wite apparatus and decrypts data
recei ved fengaynieimntey Hatough ‘Bsfér%'ftla}hyi-‘(ﬁ?g Hid theP PHEaat ¥ yolof

[ k = | f f I | .Qf ' '
NP OB B od ROl B LSRR LD il

ecurity Statlion Sservice sys

conpr om segh rd M Tth il Thed eV e OF Giitddll tAe KaEdh i ypt i on key
system Further, the encryption key to be used is updated by neans of a

command i ssued Rl thmughedd/ vhe peesepdr anbsdinsnnddurpresehersivertiom
contrast wjth t %ﬁ%?nventional,s stem t hat randon1§ uses all. the

encrypt i om ke tHR BtHIOPEFA S SR a RidRy t(JoCIfehite pr esent
i nvention, o fef 6o r{"n@éﬁﬁrie%'ml&h%r EQQ‘%&@ 0 dn e nBRCIYRE L QG KEYS
and ¢ “there h

will be intercepte racke y enhancing the security of the
station such a system. The present invéftion can alséeb¥iagpbyedero
| an automatic fare collection system ox otﬁer systems.
Although in the present embodiment the present invention
Yis applied.to contactless communication, the present invention-
.may also be appligd to contact communication.
As has been described above, the present invention yields
the following advantageous results.
| The storage medium encrypts data to be sent to fhe
read/write apparatus and decrypts data received from the same,
through use of any one of the plurality of encryption keys. Even
if one of thé plurality of encryption keys is cracked, the
security of the entire station service system is not compromised,
whichwouldotherwiseoccurinthecommonencryptionkeysystem.
Further, the encryption key to be used is updated by means of
a command issued by the read/write apparatus, as needed.
Therefore, in contrast with the conventional system that
randomly uses all the encryption keys, in the station service
system according to the present invention, there is a much
smaller chance that all the encryption keys will be intercepted

and cracked, thereby enhancing the security of the station
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In the storage nedium according to the present invention, at |east one of .
sthe plurality of encryption keys can be rewitten to a new encryption key
by neans of the read/wite apparatus before all the plurality of
encryption keys stored in the storage nmedium are used through updating.
Consequently, the encryption key can be updated to a new encryption key
without |imt, thus ensuring the security of the station service system
without limt. The read/wite apparatus determ nes whether or not an
encrypti ors&eyicsesydyemhe st orage nedi um corresponds to an encryption key

used by the read/ wite apparatus in the past. |If the encryption key is
determined to cort Ebﬁo’-’n‘bgf%g%mﬁé‘}uﬂ‘s%‘ifzof RhEOPRG PresenbdR R md is

t itted t L bIE ' th
St orage mt ansEre SEife pIRCLATL R LASEVbPERIEPLLO R CHlrtErteny (1
storage neslidmGaris yRlidiekey by BEnBDSE €hér eodd LREL YPtdmda Keyud hat

is currently used by the read/wite apparatus. Accordingly, changing of
t he encryped Bor«edd Listhe Hylurel St yrafcemneyrinavdseyhotterrdl e theli fficul t

operation of recovering the stor medi u nd changi ng in unison the
oher ypt | or iSRS D medh i S $Erean: BPAsE TRaa nerodmeSeblY o pthon key
of the SIofanfvmsh WY eaHibaBbaLELY Y & ARSI hBr gualonomBy N LAt i th
the read/wite apparatus while the storage nediumi 5 used. In the
read/ wr it el appay ahus, ehder £ng rofed secukeyy usethbystdthvorsserajeeneytemi s

changed according to a command issued by a higher-|evel apparatus. The
encrypt i oW Keieuthakinkt currently used can be changed to a new encryption

key by neans of cor issued by .a higher-l.evel us needed,;
ThE Ry 7 ¥ ethe R, SR 5 R

for exanple, perio 'y~ "or e even eyat at is

29 ced encrfptf I key USEEY | 5y CONS | S8s0thd andieium cbwrgdpdddaiditan
eracked encryption key used by the read/write apparatus in the past.
If the.encryption key is determined to correspond to a key used
in the past, an update command is transmitted to the stbrage
medium, so that the encryption key used by the storage medium
can be updated. Accordingly, the encryption key of the storage
medium can be matched with the most current encryption key that
is currently used by the read/write apparatus. Accordingly,
changihg of the encryption key used by the storage medium does
not involve a difficult operation of recove;ing the stgrage
mediums and éhanging in unison the encryption keys of the
thus-recovered storage mediums. The encryption key of the
storage medium is automatically changed through communication
with the read/write apparatus while the storage medium is used.
In the read/write apparatus, the encryption key used by
the storage medium is changed according to a command issued by
a higher-level apparatus. The encryption key that is currently
used can be changed to a new encryption key by means of a command
issued by a higher-level apparatus, as needed; for example,

periodically or in the event that the encryption key that is
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Further, in conbination with the foregoi ng operation, the encryption key
~used by the storage nedium an al so be matched wth the new encryption key.
In the read/ wite apparatus according to the present invention, at |east
one of the plurality of encryption keys stored in the storage mediumis

rewitten, and hence the encryption keys can be rewitten to new
encryption keys before all the encryption keys stored in the storage
medi um are sequentially updated and used, thereby enabling unlimted
updat i ng ofurtenticmgsd o8 ¢aysiderehdw baciyplangekef haidngemsagked). t he
security of the station service systemw thout Ilimt. In the card

syst em acCOHERRRE ¢ ol 1 HePTPR &N O it LEPIHNBRBRFIHAN no- it ch

exi sts betwee e ' 0 e rypt | of
the r oadi e eYepEaT Dty el ik nelschpgal theaghl LA FRETBR LSS
correspondgi ¢ @e &I ymdt |t kay ksed in the past, the encryption key of
the card is updated so as to match the encryption key of the read/wite
appar atus, thus Bnadhé neaddvriltaaransdtom iageo®ing: thehstregpntredi um
assunes the shape of a card, the storage dium, can_be suitably applied to
Vari ous aptYERtighs SRATELE e Gt s BHEE T SATOPSYM VA her eby

yielding thg 48t a0l iy SR aRaiad Sl A, MAGEANNG hence cilider the
encryption key utilization nethod according to the present Invention, the
read/ writ eemppastaias kigisecahnes rewdithen oo mot enargfotiicexkelys hefowen an
encryption key used by the storage nmedium and an encryption key used by
the read/ak} tehpprearREl ohykevhpeiefRe cilpHdre QL IIR TSR r&FR t he
storage nedi u i th. ci phe a_ enc ed by t e ite . .
30 S e R B I ol i e B iite

rea e apparé%us
updating of the encryption key to a new encryption key and

ensuring the security of the station service system without
limit;

In the card system according to the present invention,
in the_event that no match exists between the encryption key
of the card and the encryption key of the réad/write apparatus,
so long as the encryption key of the card corresponds to an
encryption key used in the past, the encryption key of the card
is updated so as to match the eﬁcryption.key of the read/write
apparatus, thus énabling mutual authentication. Since,the
storage mediuh.assumes the shape of a card, the storage medium
can be suitably applied to various applications, such as an
automatic fare collection system, thereby yielding the .
foregoing advantageous results noticeably.

Under the encryption key utilization method according to
the present invention, the read/write apparatus determines
whether or not a match exists between an encryption key used
by the storage medium and an encryption key used by the
read/write apparatus, by comparing cipher data received from

the storage medium with cipher data encrypted by the read/write
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determ nes whet her or not the encryption key used by the storage nedium
~corresponds to an encryption key used by the read/ wite apparatus in the
past. If the encryption key used by the boarding card corresponds to the
encryption key used - in the past, the encryption key of the storage nmedi um
is updated so that the encryption key of the storage nediumcan match the
.encryption Kkey of the read/wite apparatus. The read/wite
apparatus of the storage nediumstores a plurality of encryption keys.
Even i f orepmdrates pl dfahiot pagich emdsysti tihel epad/yritac lgparaigissecurity
of the entire station rvice systemis not  conprom se V\:glch woul d

ot her wi se PRRFMLRES Whﬁtgﬁﬁﬁ?ﬁn&} CF%FPSHYPE}OE‘ R HSCE Y B SteEage
encryPtl oo ki L3R PRAGS £oURfIENE gph%%aﬁéyqised p-iagneds by the

read/ write apparatus, s nee In“contra t Wt

convent i ongpsystedn ithathd grecka] ymseaeabhctrly@temr Welyl @isedk@ys thien the
station service systemaccording to the present invention, there is a nuch
smal | er cleeredinrmeaaflicanre spondisype itbe m@/mmn keyiuned eerttf@jpaﬁﬂ,

cracked. Fuyrther, the ation _service s does n ol v cessity
of “chang rﬁ} PR heY s BR oSS ReatloiT 57 Wenat &Y Gt fndn "FRE

st or age tion key bE thE Statdqy mwlwnp%awﬁseweaer&wey{selme

pr esent |nve i on, plurality of encryption keys for use in encryption
processi ngkeef fceﬁttade b&tamee»rr:tﬁte dpmarhithgs card and the read/wite apparatus

of the automatic ticket exam’ nati on machine are stored in the boarding
card and the reddrsvie@d/wxis&r aPRaratps %fd%h%ﬁté%ﬁﬂec@e@%ﬂpﬁ9ﬁl%es

little ch romi sed, ~whi
inthe comG BrY i FORERES BRI, A B A c M B pRbraR Lk
31 encrit LEAKesd. i EW#deted ! I%ﬁeegééMEichbﬂ’(%et enberuséght Sompdat ed

service system is not compromised, which would otherwise occur

_in the.common encryption key system. Further, the encryption

'ikey to be used is updated by means of a command issued by the
;ead/write apparatus, as needed. Therefore, in contrast with
the conventional system that randomly uses all the encryption
keys, in the station service system according to the present
invention, there is a much smaller chance that all the
encryption keYs will be intercebted and cracked. Further, the
station service system does not involve a necessity of changing
in unison the Ielurality of encryption keys stofed in the storage
medium.

In the station service system according to the present
invention, a plurality of encryption keys for use in encryption
processing effected between the boarding card and the
read/write apparatus of the automatic ticket examination
machine are stored in the boarding card and the read/write
apparatus. The station service system involves little chance
of security being compromised, which would otherwise occur in

the common encryption key system when the common encryption key
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' achrding to a command i ssued by the read/ wite apparaquf as needed.
. Therefore, in contrast with the conventional system. that randonly uses al
the encryption keys, the station service systeminvolves little chance

that all the encryption keys will be intercepted and cracked. Further, the
station service systemdoes not involve a necessity of changing in unison
the plurality of encryption keys stored in the storage nedi um I n

the station service systemaccording to the present invention, the card

i ssui ng neichicreckewr.i t Esrther plthalenor ypt ioankeypt ¢ de kepst $surdated a
boarding card at,  the tine of iésue]ﬁﬁg t he boarding card, thereby enabling
unl i mi t ed ARREEIINP & 3t RETBAR yIRT ' 1K) the aeAd éﬁ&fey@&%ﬁam%z as

The card i 2slidlg MRRIAIGSHRY BY BLAEROSE BPLn!Pné CEGYELnt XL o, D0A di N
cards and reissue themas récycleée oardi ng cards, bu 0 I SSue new

boar di ng cag4ls ranbbmilyeusdesra10f the sueryeht iidhekagw, haas diragicarsisrvide
encryption key that is currently wused and a-plurality of encryption keys
to be usedsystaménvgiyes liwiddehanicetdrat sld the engxioiiarhéel siwivbl venent

O ol ML e B et bl TR ot can B e s
32 syst MBS nBALNFDL I a necessiley of AhahYidge iHedh¥gbH0M & gur ed

so as to effect
plurality of encryption keys stored in the storage medium.

In the station service system according to the present
invention, the card issuing machine rewrites the plurality of
encryption keys stored in a boarding card at the time of issue
of the boarding cara, thereby enabling unlimited updating of

_.the enéryption key to a new encryption key.

The card issuing machine may be arranged not to recover
expired boarding cards and reissue them as recycled boarding
cards, but to issue new boarding cards. At the time of issue
of the new boarding cards, the encryption key that is curréntly
used and a plurality of encryptién keys to be used in the future
may be written into the cards without involvement of mutual
authentication. Thus,thenewboardingcardscanbeissueqsuch

that the encryption key that is currently used is selected.



aut hentication and establish comunication with a read/wite apparatus
.through use of an encryption key, said storage medium conprising:
encryption key storage neans for storing a plurality of encryption keys;
encryption key sel ection neans for selecting any one from anong the
plurality of encryption keys stored in the encryption key storage neans;

and encryption key update neans for updating the thus- selected
encryption key according to a conmand transmtted from the read/wite
appar at us. WHAT IS QLAIME torage nediumas defined in claiml1, wherein

the read/wite apparatus rewites at |east_one of the plurali%g of
encryption keys st ored® i HIFRISMIFHIN FOREVILISE aFR FBahe. efteéct 3

read/ wri tea&?ﬂéﬁ?#:’a?t Clh &fd & bﬁﬁrﬂ%ﬂﬁrﬁﬂiéﬁhcﬁ{‘%ﬁ% %bAL:E?B/wr'te_ .
commruni cat T OR Wi a sftorage medi umthrough use ~"of an encryptron Key; said
appar at us §§[B’§fé§u§g:3h_rough us8nsf %At & YSYi 6th Medgesarans Jrigesheding a
plurality o encryption keys; encryption key sel ection neans for

sel ecting epypoheifigom anong the plurality of encryption keys stored in

t he encryption keg stora %ineans; engrgption_key aﬁ@regeis ans
for becom ng aweTRCHIPTHNT Kk SreLagnleanseEB5nEPF+Md Pe " orade®fredi um
whet her or net pﬁpgnegg§gption key that is currently used by the storage
medi um corresponds to an encryption key used in the past by the

read/ wite apparettBypish key sel€btiyphnicdin Keyrylaict iranaapdria dnsmi Ssi on
means whi ch transmts a command for updating the encryption key
of the st¥rape thedPlnrahéhyidHeecapeyppironkkey stépmeshinythasenchyPEhen

st orage negéyng€8££§gqggggsgoagg encrypt(on key used in the

A

encryption key update means for updating the thus-

. selected encryption key according to a command transmitted from
_ the réad/write apparatus.

2. The storage medium és defined in claim 1, wherein
the read/write apparatus rewrites at leas_t one of the plurality
of encryption keys stored in the encryption key storage means.

3. A'read/write apparatus which effect authentication
and establish communication with a storage medium through use
of an encryption key; said apparatus comprising:

encryption'key storage means for storing a plurali;y of
encryption kéys; |

encryption key selection means for selecting any one from
among the plurality of encryption keys stored in the encryption
key storage means;

encryption key awareness means for becoming aware of, on
the basis of a response from the storage medium, whether or not
the encryption key that is currently used by the storage medium
corresponds to an encryption key used in the past by the
read/write apparatus; and

encryption key update command transmission means which

A R N
* C L M S *



pa§t. 4. The read/wite apparatus as defined in claim3, further
conprising encryption key changi ng neans for changing the encryption key
to be used by the read/wite apparatus, in response to a command issued by

a higher-Ievel apparatus. 5. The read/wite apparatus as defined
inclaim3, wherein the storage nediumrewites at |east one of the
plurality gf encryption keys stored. 6. A card system conpri sing:

a card corresponding to the storage nmediumas defined in claim1 or 2; and
t he read/ wtidtemsagipar at uommndefioredigdataimg atee afnetyptifon Xkdy & tMer ein
if the encryption key currently used by the card corresponds to an
encryption W%@W%@hﬁéaghw ?fl@ryaﬁpanakax Farrept prsesed Hey the

encryption of t he card i.s. u and then uaI aut henti.cat.i

bet ween theSkc SMFHRN GokLs LSh T P qrbc]?eeydut dijhtﬁhee of
t he thus- it ed encryption key 7. An encryption key
utilization nmethod conprising the steps of: storing a plurality of

encryption keys i4n a sfTheageadgdiriime ap@a&amaadbwrbhéiapﬂaﬁatu&alm 3,
determ ni ng whet her or not a mat-ch exists between an encré ion key used

by the sto CORPEAGLIRA SRCFYRELOR kay chaded ng mepes kaw/chaneE ng
appar at us, ggg? c c e encrypt|on
key used by Agn kQQe{oq;?é%seé)"’% Iﬂh g?‘gag‘?gﬁgﬁl%ﬁfg om the
st or age rredﬂespon/yet ftoCIapf&iimna(ﬂﬁ as@nfera/myecé mgmﬂr&faapta@aﬂs%ysed by
the read/wite apparatus; determning, 1f no match exists, whether

or not the encrﬁbtlonTh@yrsgddwm}tﬁh@PQBmﬁ&gs ﬁsdﬁaﬁu@edrespodasnma an

- wherein the storage medium rewrites at least one of the

plurality Qf encryption keys stored.

6. A card system comprising:

a card corresponding to the storage medium as défined in

" claim 1 or 2; and '

the read/write apparatus as'defined in any one of claims
3 to 5, wherein

if the encryption key currently used by the card
corresponds to an encryption key used by the read/write
apparatus in the past, the encryﬁtion key of the card is updated,
and then mutual authentication between the card and the
read/write apparatus is effected through use of the thus-
updated encryption key.
‘ 7. An encryption key utilization method comprising
the steps of:

storing a plurality of encryption keys in a storage medium
and a read/write apparatus;

determining whether or not a match exists between an
encryption key used by the storage medium and an encryption key
used by the read/write apparatus, by comparing cipher data,

which are encoded by the encryption key used by the storage

RO AR O !
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encryption key used in the past, by conparing the cipher data transmtted
fromthe storage nediumw th the cipher data encrypted by the encryption
"key used by the read/ wite apparatus in the past; transmtting to

t he storage nedi um an update command for updating the encryption key used
by the storage nediumif the encryption key used by the storage nedi um
corresponds to an encryption key used in the past; and t he storage
medi um updat es the encryption key in response to the update conmand.

8. A st ateoli weand eeresysapamibhpdifSionythe storage beaddimgwteh ¢ipher .
corresponding to the storage nmediumas defined in claim1 or 2; and

an aut omat PR ERSEYSEEH Pt itHE PRCKYRE 1oguikSye Shid PY rbe reagd/write
appar at us %§ defined in claim3 or 4, wherein the read/wite

appar at us FE i nes whether or not a match exists between an encryption
key used by the beaedinigieaf,difand @atShClXilsite) keytheedoky nbitethead/ write
apparatus, by .conparing cipher data, which are encoded by the encryption
“key used lepcyptiioar dieyg us®dd bandher & torageninedddint comreispondsr diongn car d,
with cipher _data_ encrypted by the encryption key used by the read/wite
appar at us; SncryPtion %gyn’éﬁ% HidisP é{aHP%P?Féngp § SRS nes

whether of cahdf1® (R0 12B Wk axcised Medif RAUILRG CApe atasPoNds (o

an encryption key used I n the past, compari ng the cipher data
transmi t t eeniorymtielico b eardmngr war thrwvkklr dded beiteredaryar eoe ayphedtiys t he
encryption key used by the read/wite apparatus in the past; if the

encryptionlﬁe$hﬁs@@55y the boarding card corresponds to an encryption key
used in the past. aQ4R92i8y £8THY'd:b0oUPREEL AT I God ey Biuthd Bh .S ed
y the boarding
' updating the encryption key used by the storage medium if the
encryption key used by the storage medium corresponds to an
encrybtion key used in the past; and - '

the storage medium updates_ the encryption key in response
to the update command.

8. ' A station service system comprising:

a boarding card correéponding to the storage medium as
defined in claim 1 or.2; and

anautomaticticketexémiﬁationmachineequippedwiththe
read/write apparétus as defined in claim 3 or 4, wherein

the read/write apparatus determines whether or not a
match exists between an encryption key used by the boarding card
and -an encryption key used by the read/write apparatus, by
comparing cipher data, which are encoded by the encryption key
used by the boarding card and are transmitted from the boarding
card, with cipher data encrypted by the encryption key used by
the read/write apparatus; '

if no match exists, the read/write apparatus determines

whether or not the encryption key used by the boarding card

corresponds to an encryption key used in the past, by comparing
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card is transnitted to the boardi ng card; and the boarding card updates
the encryption key in response to the update command. A
station service system conpri sing: a boarding card correspondlng to
the storage nediumas defined in claiml.or 2; and a card issuing
machi ne equi pped with the read/wite apparatus as defined in claims5,
wherein the read/wite apparatus rewites a-plurality of encryption keys
stored in the boarding card at the tine of issue of the boarding card.

10. A car dhessuiphgmestiand reovpriitdiady from the ddagakicdiongacar dzith the
correspondi ng .to t e stora e medium as defined in claiml or 2,

wher ei n thé: aczfrncfzi Pheds By ﬁqqrywlqrhtkfy é‘ﬁ(?d)q?(y i dhekey N
t orage me card, yption key that is currently
storag atr%%ura‘ﬁ iy %%quaqla%s q' tk %rgq:r

used and a encryptlon to be used in the future, and by
sel ecti ng the engrey phieoRniceyptiildat kesy werdew thes@dabkyimgararaf encryption

key sel ection neans.
corresponds to an encryption key used in the past, an update
command for updating the encryption key used by the boarding
card is transmitted to the boarding card; and
the boarding card updates the encryption key in response to the
update command.

9. A station service system comprising:

a bogrding card corresponding to the storage medium as
defined in claim 1 or 2; and

é card issuing machine equipped with the read/write
apparatus as-défined in claim 5, wherein the read/write
apparatus rewrites a plprality' of encryption keys stored in the
boarding card at the time of issue of the boarding card.

10. A card issuing machine comprising:

a.boarding card corresponding to the storage medium és
defined in claim 1 or 2,

wherein the boarding card is issued by writing, }nto
encryption key storage means of the boarding card, an encryption
key that is currently used and a plurality of encryption keys
to be used in the future, and-by selecting the encryption key
that is currently used by means of encryption key selection

means.

T T



