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100041 During execution of the control routine, values
of the inputs and outputs exchanged with the
controll ed process pass through the 1/0 table. The
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[0007] In a typical distributed control system, one or more IO modules are
provided for interfacing with a process. The outputs derive their control or output values

in the form of a message from a master or peer device over a network or a backplane.




conmuni cations bus. The desired output value is
generally sent to the output nodule in a nessage,
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such a nmessage will provide a correspondi ng out put
(analog or digital) to the controlled process. I|nput
nodul es neasure a val ue of a process variable and
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at the format and value of data (e.g., bit, word, tag name, efc.) has designated meaning
to the control system. For example, if a word “Joe” represents a scaling factor, such
meaning behind the data has to be conveyed from the source to the subscriber, layer by
layer within a control system (e.g., from a component to the MES layer) so the data can

be read and understood by the data subscriber. Similarly, communication in the opposite




follow a specific protocol to nmake changes to data.

Thus, conventional conmunication between the contro
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[0012] Accordingly, in view of at least the above, flexible and forgiving systems
and methods to communicate data and behavior within a control architecture are needed

in the art of industrial automation.
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[0019] Fig. 1 illustrates an exemplary directory interface system in accordance

with an aspect of the current invention.

[0020] Fig. 2 illustrates an exemplary directory interface system with an artificial
intelligence component in accordance with an aspect of the current invention.

[0021] Fig. 3 illustrates an exemplary directory interface system with multiple

data sources in accordance with an aspect of the current invention.



[00231 Fig. 5 illustrates a directory structure,
systemin accordance with an aspect of the current
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bt i a controller as a standard behavi or

%gg%%%%lbletgrnpg’g?% types and tags of those data types.

[0030i s nEFiger? illistidies anseemplary etpdrkywizbiie de iovdntion exh be

concepts, such as properties, nethods, scope / access
6uBloY#d-ers (private, protected, public enterprise),

I et

| ngo r phi 5ig) 13 BRR kA& cBR¢bntiBSal latchRectobe cBmidonIénployed in

their automation system Conponents. This access to
tredusiriplsautomation epvironments.

DETAILED DESCRIPTION OF THE INVENTION

- [0032] The various aspects of the subject invention will now be described with

reference to the drawings, wherein like reference numerals are used to refer to like
elements throughout. The invention relates to systems and methods that support object
oriented access to information at multiple levels in a control architecture, for example.
Such data access can be facilitated as a layer adjacent to or part of an MES system or as a
white box cooperating to encapsulate data such as in the controller or the MES layer, for
example. In addition, such object oriented data access can be built into a controller as a

standard behavior of controller data types and tags of those data types. In this manner,




contrast to conventional factory automation contro

techni ques wherein data is stored in nultiple

| ocations within a hierarchical data architecture.

[ 00331 For exanple, in a hierarchical architecture, a
factory floor can include controllers such as PLCs

and Drives, which are specialized for real-tine

control. As such, these controllers can capture

factory floor data and communi cate this data to a

hheiner canexmlloy objeet drattat gontdpts suddiass araperties,imsetBodshgsope / access

state of sensors and tuator.s.and do not r.el ate .
RSP S, IO mBEF B DT RS RR o Bacrl T B g like
Reesy With R Auomalén sydfdhl Engitayntof Tiis Brvesy 10 dataSsinhsharp
data ‘can be unstructured, since significant custo

> m .
seugshiorronyeHagel fetons guiomation @nﬁphﬁgﬁehlmss Phes isgstpred in

| %\ﬁﬁ}ggf&c%c?ﬂ WiiPa hPRSHiOR Hath SrchftodRieal |y utilized in
an

systemor an Enterprise system Also, due to
t{6@33¢ ont r oFbremxampleaimsi higratchishl architectak, d factory dloprganiiptlede

VES licati t .may r.eside on.multiple..

BRI Lo s PG g e i o Sp R ek BB e sgmagt As
Sikhrs thREd doatrbiers t4H dapturélfitry Noorsiatsend commaniests thikdsta to a
multiplicity of datais undesingble dye to reasons

Bigher laweld The faciory Jopnslataspamnsisrs the Hate0) samers and agiyalpry and does
n | ) |.| . .
?gtl Ilfeﬁﬁa théke s%géé éﬁ glﬁ))élecfag{)rrlib%i@al@ﬁﬁﬁes'osﬂ%l% £ ‘r?a‘t’cfhzriﬂg' peddudt or

ure. . g now t

. effiziqplpofa smetinem 6D detorepn be wnstracipredkangersignificsnhoistom

PR conp feht R BT R SHR e

- el LaXEANe a® MBS SteaDoH B dhtapiseastiag Alsos daditodhd eontrollers

in a mnner that allows the data ¢onsum n deXice 1&0
passingrpstryopured date ismulitpleddES ppRicatt Fide,gpymulfiple

| ' R ok
CBBRE oo B O WRLC Ay DI BY sl Gt Shafler U
devteral placts. {Thist mpltiphieityt dfalstadnundesisatodue totreasprs syalh as difftculty in

accessi bl e to, subst antd al. ny sui t-abl .
SRS Fienuy "R A BB trals i i cvent of  fiture
'[lﬁBﬁLVe | NRefeRiginow thIRagN1amy exeipiey systdm $00IangRistDa packaging

whi ch such packagi ng conponent 110 i.Ss .co ,cativel

conPREHEH0 tﬁférinte ?&&grw@gpc{arf’é%MIag ﬂﬁ‘ﬁ%% g¢h@ﬁ?¢‘ﬁ?§ g
%&ﬁ ) c%ﬂ%@ e%%}?ﬁ@f&t &Eﬁﬁ‘ liatd SO &R dr6orb SSlirces and package
roughout a data c

Iven architecture to receive

suchalatah i amnherdhatadipive the: datanoosisning detiexd1 20t to sinpalify systems

control architecture of the syste uch._i.nfo

Forfion BElRpmErcaTneteidiCe B Bt St SR P Bbfily sueh
siiplifiodtibns BRdosEbay @lcapsERith tHeata, suBlethatadpérties and
Prof i bus CAN bus or the like. Alternatively or f)%

methiods efthe defpatanceessiblsfo substandalky ayrsyitalle dafa suksed

i . i | . i
o3 °3) DR SR Rtei R et f Bl b D it ltioh Hok P hurnber
ofsunooee tit whicH Suchgmckapieg coenpiacrd 110 iscoginmundgatively comaficted. For

g)lija%]plg Sthe packaging component 110 can communicate with external devices located

throughout a data driven architecture to receive information from various sources related
to the control architecture of the system. Such information can be sent via a specific
protocol or communication standard such as Ethernet, ControlNet, DeviceNet, Profibus,

CAN bus or the like. Alternatively or in addition, communication can be accomplished




tw sted pair, coaxial cable, serial cable and the

i ke. The packagi ng conponent 110 can be a hardware
interface such as a serial port, USB port, wre
termnal, etc. or a hardware device such as wre,
cable, port, etc. Alternatively, the packagi ng
conponent 110 can be software in nature such that
data is received and transmtted via software
interface such as an APlI, for exanple. [0036] The

- RALKREEIBE prO0A 36 as Wifbl&a Brieeneg Mtk Y& Vi Bi, Bagtoads efc. In
data so that it can support object-oriented acces

t
ddeition thapaskieging compoaentdh} 8 can Breiye fafp threyphaAre s Ers Sich as
%&mdgp%g,t %Héfial &8, bee ardYEiIIRACHRPE kG Rl RomPOndA€ 110 can

e I

acces y an application at the Manufactduring
Beadatdvware Biesfensuch MESyerimhpora (USB port sdssemnd offp s @hgrdware

at th trol , ) .
N n T e 1
uft@hre in Aat@reRadH thetday is e@Bvived hndtialimitedtvir @fivBucinterface such

pack%ged data can be stored in a nenory (not shown)
sy amAPhder cxamgliust neans of data persistence can be

_ﬁm] ai nedTﬁ@ﬁ&HQ%g%‘&orﬁbonQﬁ’ﬂthhn B¢ &hiplo§sd taipRcka@QRZ o that it

e packagi ng of a received by the packaging
campwpen pbjedtorisated becessiiotdatanvitfeandr naprp laygls of a particular control

' f . ' ' o
?z/nﬁ lt?c;ffg i gﬁlt é’x%:sslngleegg}lcﬁ gﬁ%ﬁéc{]ﬂt&' 13 a\%&geoT kﬁr%lgapsflcatlon at the

ng val'ues as we
MpinadRtuging Frtayied Systede QAES pandénralpravgbsiepscontpmnent at the control

examl e, a datg transm.ssion fr non- cont act sensor, .
&qy&fgor&em@@n WA 5ipell Cpy of dpia Tyeip A paricu RE pquiceneed exist
iDL pG Al GnfaGkHitcbthrd SicH Bhdkagditiatd\@n B8 BiokaLih Wiémory (not

¥
and” nodel nunber of the sensor. The scaling factor
show sudntbhtoyrebiust medes afidatamersistensa canys mainiagied dhrgpghout a
in oogiarrE: .tgcg&a. For exanple, a value of 2.4 volts can
F%rbr Se Measurement of 17 cm utilizi ng a

pe037j cul ar Teepdckagng ofcdaty recdiGAIIB] thé padkaging céxeponent 110 can be
appreci ated that the_sut%j ect jnvention can .ao%l et gl H
- gplempiged by apymbgsiof ¥arieys facters Pt cah drctide aaade Hagn P ormation

| ' SAHdSREcrdE sud RSS! Fes
g;ﬁ)gs ﬁ%{@% VaKROSEwaN 2 ARPLERE bRDR cridk su 3

s to a data consumer. For instance, instead
efanhpleianigia toangmisisign ditog a peracontachesndor aeuldl copipty pflata value of 2.4

schene, | scal.e .th

SRS BuS By o oS 6RA 3R 2SR 5 et pymber o
\ife sehdol.| Thschlingofatioy ednebel diviplonadito bettting a1 raal worid eslag of
there can he a method exposed to "run next batch"

p

incoming Aoty Hop Gramplag YaHe of 2r4volls ¢ Faprasent ampeasprsmentafl 7 om
' ﬁ{fiﬁiiﬂ bé}gcﬁiﬁ%ﬂ% Ligh requires setting a certain bit

0 a%% ticular rd in a control system for
{0038 e. Pit iterbeiapgreciatet] thay theeubissiduveantion cancqompleply abstract
reci pe 9 _.val ues c s |l ngaredi . T
EERSRa A A el g et Sl RURE i ai6iSiald st of
properties and methods to a data consumer. For instance, instead of having to designate
that 2 word in a control scheme is a scale, the packaged data can have a property “scaling
value.” Similarly, if packaged data is utilized to activate the next batch in a process,
there can be a method exposed to “run next batch” instead of requiring the data
subscriber to know that activating such a batch requires setting a certain bit of a particular

word in a control system, for example. Properties could be exposed that represent recipe -



these properties could be paraneters of the "run

batch” command. In addition, these objects, nethods

and properties can be published in order to reduce
docunentation of data within a system [0039] The

data consum ng device 120 can be substantially any

devi ce, conponent, application and the |ike that

enpl oys particular data. As noted, once data is

packaged by the packagi ng conponent 110, it can be

ewiples gl 23 Sngrediait Ansdunssc CoaknTimey Cobk Tempdrstutehercd Atematively,
consum ng. device. In this nner, the data.consymn ng
e peopeBiss could B pargmetets i fheg 0% baigh e R St fhese
LR méthol Cardl RO idsan BEPUBMshdd 1M Qker EFfel@dlockthentation of
control | er-based data objects, for exanple. By way of
fdpta Within @8%5ighe, a controller might be a client

. h . _ . y
L
| coyponamipplicition and the liketihanplogsparidul ardat) Agamoted, once data is

obj ect hus,. packagi ng .as data objects.can.

AR by AR ATPOTrR LS. 1R PR FERRAPE B 8 fhjeeg and

LAQSHIROME d@XA coftining deRite! Bt thiyiBimiRt, the dataiebnkiming device 120

since only a _single copy of such data existiﬂ a

dess MIES aplication} ean diesctiniead prdierovriterpronsaiics apd/pr ipypkpduethods
O » [ e

2ROk ERbaR e bfiets, LRHARRIG 157k R 3 aBpleta Sontoller

anighidreendlicftid@va that ben dizectly oed sudfongrittgropsetics20d/oninvpke

r enpt r..local to .one her and can, be coupl 3
ethads of sl Pengst B MBS D% aittafl (ot RaBUR R g p data
GBRSHTTRGS, peokagRg HAM af dita bBj@tte Sén fhailitaté c@nminfieation and
packagi ng conponent 110 based on a condition, one

; n
dmplemsataion af gt theamehous 48 eatirg santee] sygemnirddifion; snseRply 2

f ni i . .
R i S i R
Icohsisterffdntalie ., propeitios)sndeditads &ag.plechavipt) ovithin thg system.

AT | S aarY S5t g i iy Bshing G8AKL ho can e

r&a&B ot RBAIES ohEartbther bid EaRGouplell bEliA6S varions tedbiiques. For
Bl uetooth and the like). As shown, the data consuym n

drsiance thodpta eansumingdening A7 canequest ety Eom the pickng gegponent
gg%sged %ﬁtafegfmoﬁ %né‘ﬂﬂﬂe'%? b qbéﬁ@diag,&sdﬁman 6O RGN ing any

vice, such as 4 control ['er "or software application,
- hombexafepmenunjddfidd profeicgls s@chsdsdimitralNef sesice@q Profitus, Ethernet

enpl.o ap abstraction,.co nent, 2 nd__.an
Gt e PR o bHaRiA S9E6% Gripath et b gpopt such as
thall (621 coAxiR cAs twiktddipai, erb)) BEEGSkingesdedtha6logidd (e gl iafrared,
abstracti on conponent 210 can receive data fromone or
noveless Bthemet Blurieot and e likele avsshqivihadala penspming device 120
r . .
N
appuinimg davive, $viel ad 8 controller or software application, for example.

[0041] Fig. 2 shows a system 200 that employs an abstraction component 210 and

an encapsulation component 220 to provide a data object that can interface with a
processing device 230. The abstraction component 210 can receive data from one or
more sources that can be located within a particular control architecture. For instance,

the data can be received from an Enterprise Resource Planning (ERP) application, MES
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application, controller and the like. In addition, the
data can enploy various formatting and include self
describing information that relates to how such data

can be enployed, the source of the data, scale of the
data and so on. 10042] The abstraction conponent 2 10

can be utilized to determ ne what properties and

net hods are exposed to a particular data consuner. In
this manner, consuner confusion can be mtigated by
reppliedtionysiongolicn end te dikiereln additipnecthe data gan ¢raploy Marjous fprenatting

N8k NI HE b e A0ioR BRY LB RER N b ol i Bmployed,
accessli ng. or exgrrp e, | a a%a consunmer ws esn%o
ahe sascesof sigeadatd) geal aafithe dfts and o cdhat a obj ect within a

C rol system the abstraction conponent n sinpl
BB de +hahe Bbamrifprrchponetd e ¢ o tpibosie EfePmpRathel
3RS driQANAl méndas s dxpbdicsHsditi@tardRia oRRIME € In thRWhdiRer,
'ocati on, source manufacturer and the |like. 10043

Tiousustes sprfusion fasrbeauitigdadhy notalowing thecanspnete yiewpdata that they
?jﬁ{ %@?nt%r'%gt{%rﬁ:%ﬁfor sﬁdﬁlﬁ@ a&ﬁhﬁit&?ﬁ@m%@%&:@ﬁﬁ CRl} x%xgyéle, if a data

ace various consuners. In actcorda
wiohsunieln evishesito] aecdss a sealing fantor foacedata bigetthvethin @ panttal eystem, the

anpd/ or. net hods of a data ohj ect can be digtated _
BRGrRliot Famware o Satey Savith Teseais Bderotthe Y e dliminate
dadifioRR uBfdeded @ita AXRAPHRa sdudee, sQREARSAtoR! doRteGRABMRAREr and
can define the manner in which a data object

ithftlikef aces with the processing device 230. In this

h - (
RPN | EnEalcap bt bofiBtheRt o bin Bk ABIALEIS e e manner
i whizh sidap obfpet cam ifBfiaccTheari@ndapsohamensn lnarpodece with the
S 3 B SR S i
B fid iﬁté!r@&eé% bl $RA S ERImuS SO with shdhdapd Q&8 SFeExample, the

conponent for exanple. [00441 . By encapsulating |,
ergaparietion compapes cedelive theemennepingvhich adepphiest intsefaces with the

. ¢ . .
Bl ot e 236 i P RS Ui oY G ety Walelhata o
pi@idech@sama mepatiasandios tnethodsitecthe pﬁoica!sing dewian23mfThe

SR B ot e S5 B ARG B et
bRpeitids atidrin GREHRUHB bartib@lhr S2tAE0IsEmer, Bifch@8 thefrocessing
present|£§ka.data poi nt and/or word to a data

CUNRANGBY fgsxappicbe enpl oyed that describe the data

uto ' I .

AT oo bl ftnpdilne i on B car IRIRMET 't bicol that a
- hdden Rsthahcmrocasiag dévdca?300ait thappionide tiasahe intdefade t6 ithed

as "scale", “tenperature”,. "distance" and the like. ].n
PR direr 23 Eloair aocb aisinent auetis e competicalitn. In
5Rific, Sfichntiftetfi&@ dal pRIVIRItoRIMCHeHAEE A8y % desBAbvarious data to
t hroughout a control "network. Instead, such a consumner
thadatgicopsumeny Eexexample, instead of presenting a data point and/or word to a data
consumer, tags can be employed that describe the data and automatically allow such data
consumer to interface to the desired aspect of the control system. For instance, a certain
data point can be identified as “scale”, “temperature”, “distance” and the like. In this
mamner, a data consumer does not have to be familiar with the location and function of

data throughout a control network. Instead, such a consumer can simply query a
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11 particular control systemrelating to data with
various properties and/or nethods to receive desired
data to interface. [00451 The encapsul ati on conmponent
220 can have an artificial intelligence (Al)
conmponent (not shown) that can determ ne the best
manner in which to interface to a data consuner, such
as the processing device 230. For exanple, the Al
conponent can recogni ze the type and correspon
maetd:alaof:omrod systenceising e damwith vhsaspeonetties pndiox met%omo
dg Ef Late, i terf ce to a data object. [00461 In one
qﬂeqqﬂ? Fe¥™ i nvention, the interface to the
qeo45] obj ectrhe éﬁcapsw&tionaﬁmpbm&m &8 havﬁad‘m'hfiadﬁn&ﬂlgence (AD
such dat a exposed to a_data consuner can be, ene%§%?
bsynwarm ot phospm) g cpistamipe hrbest maRpeE It vhick foptetiapgto a data
Skt B tﬁ? ?f&%s@ﬁlg Qbvidesid. afbr ekfaplt,lthe AD %xﬁ‘;?onent can
eS|re results for searches can be utilized ]
' trccmgmze the tsgesandmorrbspoadmg heads ofis gase corspmehandsubseguently provide

i nvent i on r% ﬁ é(%;?gllnt' ons, based on one or npre
_ P8 4PR[PRY? ?Hg? aCP it ¢4 ) eS| red results, can be
l{ocM@] zed. Buele aspect bfithe subjetit inventsons thie 1iiterfa:@hjtu ﬂteeiﬁtanhg’mt as
and inr 3% eto u er act%ﬁ@s ssoci at ed m% ted
r"?tulﬂs REwertes and wethadypfsurh da p1pos [ALOPSYRGA 5P} Bpgenera

B mARKRERlafhing §RtteinSond bk Ino&eitaititg k&S of\ &4 wiR Bxdfples of desired
eimployed to train the systemto learn desired results

fresults hei/tasmdcanad essuliufor 9earqhns wd:retutmﬁed toritpitl g gestesn. In another

Vﬁ\lgdsegpfgft{l A e§1ll}é’21}tg’8 1fnﬂ{a? 9&1 a%@ltdﬁ Cfglt% 'or ﬁ‘{ogen?ea@g& that

blﬁhmdhsiréd ﬁ@tﬂst CHarte tihieedh Lﬂlltb nntlﬂtcenahtlbmsrdaabe adl]usted over time
gose only such information that a da&a su

aad [negnoass o yserRctiens asTociRd TG aunsdreshlis i o 8’% o' iblove
%@HRﬁn%tm@ F&%{ %fehekults%uzmﬁedsma@bé élﬁmsymowaal the

user can be deened nore useful ~ to the user.

wpstere ko leannfdesirgdaresults forshe shaeciatedmesyndn addition émgwiegge of which
d
RO o PoRREG baReE ey o0 Pl FprSiEELSs e

Ghri be wsed tdenBighice thdppk@tiate inteffacectoerpose ehbyrsaclymfiemmliby that a
to the _process of, rea onlng about .or (nferring sta gh .
gptalsp@cg&gﬂ%mcr@;m ip rautt ¥} vigW g For ¢, a Zesplt that is
9&%@’6& HNdrOhe ﬂl@%&rcﬁﬁl bY BEnRMGRES usstaY 18 thedRtA- In this manner,

I nference can be enployed to identify a specific
fcrpaeticulaw daia@pnwmer mqucmsmﬁe peapstties prdfprmEthpdsy such data

distri bu$ atees for exanple. The inference
ﬁc%gmb f%ﬁhl that is, the conputation of a

- pooabpbi | it aaliﬁﬁiom Buitilieed keren, the aireS‘inferehad’ eefestgehaakbylto the

on a con3|derat|on of data and events I nf erence n
process of paseringahoyber 1 fRRIRg Mes of G By Epygronment, and/or user

BofNALet bEAREr NGRS chiBHEN 3iaShlnts Ghd/GN G, SnfRGHCLCarl8d énployed
uc erence can result 1 n the construction of new
ovidentify aspecific context or action, or can generate a probability distribution over
states, for example. The inference can be probabilistic - that is, the computation of 2
probability distribution over states of interest based on a consideration of data and events.
Inference can refer to techniques employed for composing higher-level events from a set
of events and/or data. Such inference can result in the construction of new events or

actions from a set of observed events and/or stored event data, whether or not the events

12



actions froma set of observed events and/or stored
event data, whether or not the events 12 are
correlated in close tenporal proximty, and whether
the events and data cone from one or several event
and data sources. Various classification schenes

and/ or systens (e.g., support vector nmachi nes, neura
networks (e.g., back propagation, feed forward back

RECRFRM O c1ds8 BnHord? gxg)?égi?ﬂ dnd WheMer tﬁ? Efohts Y Qﬁtratchéne from

systens, Bayesl an net and data fusion) can
emp lovseyeral evepbandalata sourced. t Verpues tlessifivatjomschemes asl/or systems

nd/or inferred .action in.connectipn,with the suhj.ect

e Rl vEabBat iy et BePHRTE L BRath bbbl R S

ibaviepropgpation ridiglbased ud AaRy Rgidrabeay sytdne:, Baydsias npiaiogks, and
proprjate interface to a data consuner. _For

t -
t;“ﬁgg%‘,‘) i PeFREloyeinsopmeetion with perferming atfiomatic and/or inferred

8H6:FR BB R R nRNEbiRL A RHEES associ ated with such
data that has been utilized with interfacing to

\8M48bus s ubsyst ribhes agpent afdheimperdipada teohriquedian be gmployed to

r I
R34} ElapSrop ik it ! GBELdiRer Ty Bkqettl, Ainton such as
discorihlodass lepresshtiog dsih ahd sitriteises apociatdivwith duels data that has been
I nf.erences d classjfiers (e-g.,,expljcitly apd i
iuﬁ%ﬁda'l lg}t‘f?f'fqua KyariophRbATheE BaPES _l?ﬁ%%ﬂﬁ?(ﬁ@t,asubsmbef s
BRY&RFRogeHRS Shd/bPhethadh fahialithih 8 hbNokE 8For example, intelligent

classifiers, such as decision tree |earning nethods,
dempionsibasedamatativtiesh prebabilitisnisfarensnsiand-dassifiersdag., explicitly and

R e 180 B lan ISR 50 BT R, A it
tlassifivrg sodlnaselecisioh ereé\leamimgnahods, fuppbrtvecianachimespénear and
e l.o ed by the (gnca sul ati Qqn copponent to rogfimde .

ng' 8745 FPEFERPH g RetrRLsfag be guployplingecqqdance with an
Rplbtl of Wbt iRy GifiBs. U IBhisintanh & Bfe! AMtolrpoRe fdt iskdthidcan be
data sourcé. [0049] In one approach, the processing
gaployed athe eagappdatnipompaneng fd growidy decisiemoaking boded ogilearned

.\ dat \ j . ¥
BnObr AP ROl EALHBE A FparEBH . PO
0842} ol | erln(oae gppros#th| the pRrcastingydePic€330 i bdlBstantially any
i Sy SR TA R R o o
b} PinBERdh &Y probfamntdllofic Lo QNS @e.g.PAﬂamaaie?gmswsm-soo,

one or nore ‘data consuners utilizing dispara

Mirsrad ogixs ezc Byambs the processitgalevisg 2ap| Eor exhmples e prsessing device

Vi a e of I | icati C .
£ e 5 PE e S5l PER r B SUERuBEE it opgprmore
dhitd Tblnpﬁhéfs atilizing ﬁfspaﬁﬁfetph&&odmh &2 pivayref fuedier expPOthe pr@tessing
(llustrates a system 300, t hat contains an -
‘zﬁ’{t"&ﬁ% &f sofvare ApRiitation sush gs afaRkmie that sRndRAYeRARd{ar pfize
$Ri30E $th Rith icul?spgmg&@ie@ﬁa'/&tm&mxﬁpnponent 310
rovi des propertie nd met hods of data received by
A%0]i ndusthig. 3 illustrates @l system 390 that\gontains an encapsulation component

310 embedded in an industrial controller 320. The encapsulation component 310

provides properties and methods of data received by the industrial controlier 320, As
shown, the industrial controller 320 is coupled to a control component 350. The

industrial controller 320 can be virtually any processing device employed in an industrial
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shown, the industrial controller 320 is coupled to a
control conponent 350. The industrial controller 320
can be virtually any processing device enployed in an
i ndustrial 13 environnment. Such exanples include a
programmabl e | ogic controller, intelligent processor,
renote termnal, data acquisition card and the I|ike.
In addition, comunication with the i ndustria

controller can be .acc Ilshed ut|

Seviaent (9 o SR B A b Eranigbls Bt baftroiicl pRjeent
%Ifd?:easoﬁ REHGE teAnRiaD QataSicgiisifiordard &adihe tkéeln adBkiohc eNet
thernet infrared and so on. In addi ti gn,

cmmInicAn wishthedndusiial eoatrolienren baaccgmpligicd “ﬁgiﬂtlg apy,aumber
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on multiple occasions. In addition, consistency of data definition and usage throughout a
control system can be maintained.

[0053] Referring now to Fig. 4, an exemplary system 400 wherein an industrial
controller 410 is interfaced to a plurality of data subscribers 420-460 is illustrated. Data

received by the industrial controller 410 can be stored in a memory (not shown) to be
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[0053] Referring nowto Fig. 4, an exenplary system

400 wherein an industrial controller 410 is

interfaced to a plurality of data subscribers 420-460
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a data obj8ct c

500 wherern nponent 5 10 i nterfaces
om a control |ayer 520, an object |ayer 530, an MES

hﬁ}g&f 540 Fig. 5 represents a control architecture 500 wherein a data object
component 510 interfaces to a control layer 520, an object layer 530, an MES layer 540

and/or an ERP layer 550. The data object component 510 can receive information from
one or more sources to abstract and encapsulate such information, which in turn can be
output as a data object(s). This data object can interface to one or more layers (e.g.,
control, object, MES, ERP, eic.) of the control architecture 500 such that the data object
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and/or an ERP | ayer 550. The data object conponent 510
can receive information from one or nore sources to
abstract and encapsul ate such information, which in
turn can be output as a data object(s). This data
object can interface to one or nore |ayers (e.qg.,
control, object, MES, ERP, etc.) of the control
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data object(s) can be received fromthe MES | ayer
630 and/or an outside data object source.

[0060] Conventionally, data employed within one layer of a control architecture
cannot be readily employed (e.g., read, written, efc.) with a disparate layer of the same
architecture. Instead, such data has to be reformatted and/or reconfigured to meet certain

data consumption requirements of each layer utilizing the data. However, in accordance
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630 and/or an outside data object source. [0060]
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control architecture cannot be readily enpl oyed
(e.g., read, witten, etc.) with a disparate |ayer of
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appl'i cat
interface to the data object(s) from the encapsulation component in substantially the same

manner. For example, the MES application 750 can request a particular type of data
object and be connected to the PLC 710 to interface with such a data object named “Tank
1.” Once such a result was returned, the MES application could employ structured
methods to call on that data object that would actually send services to the PLC 710. In
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data consuners). It is to be appreciated that the one
or nore data consuners can interface to the data

obj ect(s) fromthe encapsul ati on conmponent in
substantially the same manner. For exanple, the MES
application 750 can request a particular type of data
obj ect and be connected to the PLC 710 to interface
with such a data object naned "Tank L" Once such a
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and how to access and/or invoke such properties and methods. In addition, such data can

be received in substantially any location that is associated with a control architecture. In
this approach, the data can be received as a layer next to or part of an MES system or as a
white box cooperating to encapsulate data in the controller and/or the MES layer, for

example, Altematively, the data can be received via controller to support object-oriented
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associated with the data received. Metadata can be
enpl oyed to describe such val ues and nethods received
to help clients understand what nethods and properties
are available and how to access and/or invoke such
properties and nethods. In addition, such data can be
received in substantially any location that is
associated with a control architecture. In this
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accommodate substantially any data requests, especially those from consumers that are
new and/or unfamiliar with the architecture of a particular control system.

[0069] At 930, the data consumer reads data properties and at 940 the data
consumer can write to one or more data properties. Similarly, the data consumer can

invoke methods associated with the data at 950 Jocated at 920. Thus, upon locating
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Data can be |l ocated within a particul ar system based
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polied andfer gecep® wibichevst sush deitajagrives aba protoilappmponant gryd/or

e B stia A Roo0 GRER MV Aol e Bkl B

laBcoBdROE R 6€ asiet thof iRy ihesitiopr Thedmh san edhecrtednola data object by
standards. Such data can be polled and/qr accepted
g Eip employ

g and seeapaelatingdhe fata o provide gmeaptfor gptac
M Ba. A06S &gaegﬁg RIVEd 1B al8RPconbitBerd Bhah EQREMMEE N

I's converted to ata object, in accordance with an
aspe the requesttecallynaad/or mmoteéin to Wa data eathcandedorptasiin substantially

a dat a. obj ect ..abstracti an '

Gy o B et i SO b R af R RS L0 St Gyyer and
Fealtked Alt 20407k rddhd8t is Recéi@LR6h al secdnd@ehsvgttr.l Sl confunicitcan
consuner. Such consuner can make the request | ocally
siealagly be darted iy substaptiallycsy docaen-cAhl B8, § _ KBy to bth the
ﬁi&?ﬁﬁé‘{&bﬁ]&o\ﬁs %tiki%@%‘cgﬁﬁ%%%fﬁéqu uilitdha i@ BB{(}:@d with
system such as the l'ayer, control [ayer and the
kachaespattive@dsunzr.r Sephestiniesaceanibe definaddased ancacpineglity of

GRS ks P poaf VR ERp B sl A PE el odilqd win

e dagtdndshen. first and second consuner utilizing a
conmon interface to utilize the data ohject wth
[0W3Eh " r espWithirelsrcaemiofiierll. guetemplary srdropmest LR e

Ll WEtioRfi 1 BSis B8%cted. Th
A REin A A A it cHinolh B8 LR Bl 1 B Yicted. The
assmuercild? invlitdes a progesditgamitrid 14,62 system memory 1116, and a system bus

1118. The system bus 1118 couples system components including, but not limited to, the

system memory 1116 to the processing unit 1114. The processing unit 1114 can be any
of various available processors. Dual microprocessors and other multiprocessor
architectures also can be employed as the processing unit 1114,

[6072] The system bus 1118 can be any of several typcé of bus structure(s)

including the memory bus or memory controller, a peripheral bus or external bus, and/or
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[00711 Wth reference to Fig. 11, an exenplary

envi ronnent 1100 for inplenenting various aspects of
the invention includes a conmputer 1112 is depicted.

The conmputer 1112 includes a processing unit 1114, a
system nenory 1116, and a system bus 1118. The system
bus 1118 coupl es system conponents i ncludi ng, but not
limted to, the systemnenory 1116 to the processing

Uiotal %&%%Tﬁxgg@g&g%? VAGb1d Bld arkthifebtr@ndRdiRE but Rt limited to,

various av rocessors. Dual m croproc€ssors and
dt-bie busyirdpstprlditasiot Architedtire €5A)r MicraChannchArdbitecture (MSA),

SRS (A BRI R doabd e YBEA Lot s cvim)
Stefiphérall GdpsponentTaleridhmgt (POT), Univeisal Berdal Bus (ESIBY, Wdvanced
controller, a peripheral bus or external buys,

Seroebirsohat (ASY Br el Goppass Mengr s paipmaiyal Agciation bus

FPEMAIRG (b SFnal T Sy stBME Tt ack ks@sl?.d to, 8-hit
bus, Industrial Standard Architecture (1SA), )
NP@F3d- Chanfbe systephinemoryul1d 6 ingbades volmilcangieaty [1 £20 and nonvolatile

) 11321 b Sl oVt FR IO Cplalted the Kiihutines to
gﬁﬁi:ﬁm mdeHn'AGD' uﬁaﬁlﬁwﬁ{dl@hen&miﬂﬁwﬁwg) c,omﬁdg i gmd sudfraa dhiingstart-up,
Do / , sona er r r .

Ilsrﬁt%rl"i& it P9 at%{ggg%qrgﬁ gﬁ ufgﬂg’ay f’g@f\}éf%’)o,n’ g qotlimgitption,
GORRIMAE memehel®2 chd ﬁfcfulﬁe ?ealﬁ%@ ﬁlemfngfql il g%&)ggﬁ:gﬁa\‘xﬁﬁﬁm ROM

nenngﬁ 1116 i'ncludes volatile nenory %
KRIROM) el eatrcallprasrymmalile ROM EERRGM, slenbirally grasehle ROM

B o g .
TERSOM Y Bl pERRLE VAR bR E T L0 A HiRp scocss memory
¢RAPD)] which 2612 as sxterhalaackbunémgys Byrvayud illustraticot axdexdt limitation,

onvolatile menmory, 1122. B of i i.on, and
RAM i3 gheilahle Brmany oo Tish A SIRERBPY RABBISRAME Hinditie RAM
(BRAMNSYhcRRARSDR RMMSD 'RIBR LA rRNRDRANAVDR SDRAM),
el ectricall rogrammabl e | (EP . electrically
enhageds @lh@x/l FRSE%JR@/DS,W@IIIDKI Mﬁ%&%ﬂ/@nﬁmrﬁ@ Rambus
WKM i ncl udes random access nenory (RAM,

rch acts “as external cache nenory. By way of

i[0(l7|4]s¥ rati cmnpxﬂdr 1iae also gﬁdiﬁﬂeh movabidMohaemuaibla bblatilenon-
n ornms such as synchr s, RAM_( SRA dynam c
VR omBY RE HPBRD BESBRAN: ¢ SEARES ﬁﬁ%%&ﬂﬁsrk%%r&gm\f“-
%Mr&s%qﬁzﬁ%ﬁmes bub AP HePlRANiéds FkEAMA S dve,
DRAM ( SLDRAM) RAM ( DR

, and direct Ranbus: M. [00741
Gopmdisk drivel pa g ve, Taradrivgediprdsiveabhil €0 daye, flashoverbory card, or

FEhh iR AT 05 B Sy or

~ sémiagin MifiothGstagsmedid includingpbutl noslitnéied tog an detidatdisk drive

: lsdcﬁeas g c&%%gc? tdisﬁ R%I\?Ik(legircci: YCeD-ROM), CD recordable drive (CD-R Drive), CD
rewritable drive (CD-RW Drive) or a digital versatile disk ROM drive (DVD-ROM). To
facilitate connection of the disk storage devices 1124 to the system bus 1118, a
removable or non-removable interface is typically used such as interface 1126.
[0075] It is to be appreciated that Fig. 11 describes software that acts as an

. intermediary between users and the basic computer resources described in suitable

" operating environment 1100, Such software includes an operating system 1128.
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floppy disk drive, tape drive, Jaz drive, Zip drive,
LS- 100 drive, flash nenory card, or nenory stick. In
addi tion, disk storage 1124 can include storage nedia
separately or in conbination with other storage nedi a
including, but not Iimted to, an optical disk drive
such as a conpact di sk ROM device (CD-ROM, CD
recordabl e drive (CDR Drive), CD rewitable drive
. | . :
g.téﬁ)élﬂ;’ acl |C%P§Lt8}§§n§?§§|kosn r%%eslb ﬁe’ di gﬁb&ﬁml and
sillocatgesadewis of thebd@puteosystrer b3t SystbmsipalicaBonsal 130 take

bl bl terf t I
SEEAMIAES o M PR aEanl Sbesy By 8y Sprafite p3epLiiz HrotitySgam
tohsduleki1932 and pro@esrdabaeld 38 etotedaithertin 8Yst@f o8y AI16 or on disk
i nternmedi ary between users and the basic co
stosaggrided Hasterbegreresiated that @5|svebje°6¢%\featlﬁ>wn§%\nnp[9m%w with
%@ s gpt n%Q}step@r& chiiGhHAGS of B @RGaA kiBfs Sy St em 1126,

system 1128, whi ch can stored on disk
s[ﬁﬂ%hg e 11Asemnicqs conwanisooinfemution irnte thetcempuien L Iddbrough

of EH %gsgﬂ#gg In8¥tc£ Wesl IH%% mc?ydset g@ﬁé’ﬁ’ét hﬁﬁ{ed%] )F’lﬂrﬁglg

manag efrent of resources
dpeit@such@s SMﬁi@thriék%Bll Jsfyla) gimcm pad) kayboard dhitreghoht Jaystick,

B bk SRR R, SPBrraB s 4 e oo B VED S
B lahbs, MikhEfke. ITHEMdVIE HpubEevidR OMREL 8 ¢hdprbkssing unit

various operating systems or conbinations of operati ng
slylsﬂt thmugh tigosysiembus 4 £18 wa inderface partish 438 rmﬁeffﬂ@rmﬁ‘(ﬁ) dh38

R BB b 4 S o e R iy B s

POsBY. i (Dagputdhvice(e) BUORis@ Sonfe ditthis Samet nyp@khaiﬂs as fipyt cﬂm/;ce(s)
touch pad, keyboard, m crop ne%qlo&%gsu ck~

ane pad
1 b6l T fopiple a4 Fport o pyjde @P@‘itgér’mp&tef 1112, and
%%iﬁﬁxﬁ infoh@AtoR! frofh EREPRETE T Bito anl\GRp A JAEREAT 140) @&;ﬂg adapter

ke. These and ot her” i nput devices connect to ]
M@h@ puividpdua iltustrate thit tlhrecmg spmwtsb}tsb@lnest% 1ike gropjters,

interfac ) .

SRSAKTS e@ng]pg.}l{e %%]’8?%0 ér ou v1%e§r1?% tg;&l%%hr I;egll]'f'lrﬁgspecmlt adapters.
Th@anputidpters 1342 ineluds) byamaif iBestiatibn Mdsnot (ﬂﬁiﬂblon video and
Qut put devi ce( 3& 1140 use sone %ﬁ t he sane t

s B gards S pRavica By o5 opmeon Peyiesh sy Ve e | 140 and the
| Y SP qgn It*%ﬁo&la ®dnb Bﬁ?éﬁﬂh%ﬁ:‘ﬂb@k’ hnd/6t SYSERY bfdevices prov1de

to output Intormation fromconputer 1112 t
hmthmnupamd dépiteepabllities s@itas nemetd apmputer(1424. s

ded tQ illus te that ther e Sone
ol e 1 Gompyel iaishn bpkdic i PhcyBpGa SMRrRh Ming ogica
adtinb&icak ReonedHiniiit radgite Eapuldrd, Guclnbd &hloteecq;mpuaer(sp epi4alThe
adapters. The output adapters 1142 i ncl ude,

FImQs e e) A WA SABtber s RRFORRICORPUEH AR d ro'éts{a ﬁ&enyOfk PC,a
%gﬂ%%%l&gg{ﬁfgé@\{él%gsoﬁb%@ ﬁé)l%c& QHREIeRE oPEthWERMhdienetwork |
node and the like, and typically includes many or all of the elements described relative to
computer 1112. For purposes of brevity, only a memory storage device 1146 is
illustrated with remote computer(s) 1144. Remote computer(s) 1144 is logically
connected to computer 1112 through a network interface 1148 and then physically

connected via communication connection 1150. Network interface 1148 encompasses

22



system bus 1118. It should be noted that other devices

and/ or systens of devices provide both input and

out put capabilities such as renote conmputer(s) 1144.

[00771 Conputer 1112 can operate in a networked

envi ronment using |ogical connections to one or nore

renote conputers, such as renote conputer(s) 1144. The

renote conputer(s) 1144 can be a personal conputer, a

%gﬁlxl%lcatﬁm n%%o%ks svﬁg g?fo\e@rfjfeap rfétw&'ks gpﬁﬁﬂrﬂf&ﬁ@me@ ne orks
N1 Croprocessor based appli ance, er device or ot

mem)n LN tmhﬂologmdﬁcladﬁfxbdsrd)lbmbet,ed Bnath InteplacalFDPI), Copper

b SEoR s bpth EUS BRI 0084 g wa

q&é YW NTRERM Mo g5 ésah 106, BeMr€ ot likfifedits, pohitit binelid, sicutt
renmote conputer(s) 1144. Renote corrputer 1144 is

swiishing nepworks Hke hﬁ@atgchW@tallﬁqgoﬂqq agpd variations
ﬁ'ﬁ:}é& o]!:%nu&ts%tﬁlﬁﬁ nétév%ﬁ(saﬁﬂ ﬁl@fiﬁ% gghé’ﬂ%& (m nect ed

ni cat |o connect ! on rface
1(!)418} enco n@msmmc%mmmﬂnn{a} 1150 refetsvio thcshastlme/azﬁware

PRy R E IR oF DO REF i RS F Bl Gyppugigpion
h(ﬁthﬁétf(ﬁclq 50 &¥Rbwn f&qnwauvwaﬁtyumumn@mea 1118, érdanako be
14) Et hernet /| EEE 802. 3, Token Ri ng/ I EEE 802.5 a d

é}ﬁéma tpRAmpYENT k1 &H‘h@h@rgwe@/ﬂommfd@ww fopqonpgstion to
hétfof lﬁgte}qﬁcei(mlti Rhetids Qﬁ%&%ﬂ Milif urpbics O gt mt@rﬂ\éltaﬁclf' Eftemal

net wo I'ntegrate VIC SPD git Net wor ks

&&Eﬁﬁbg@wmmhamnmﬂmmmsmhﬂhgwapmﬂt@adwepgﬁﬂﬁnuﬁﬁmgcdﬂeﬂmdﬂns

ne Su nes (DSL). [0078]
E%ﬁﬁgﬁPEﬁﬁwﬁﬁsﬁﬁﬂﬁ%@Fﬁo ??§6m¥%fers to the

[oargpar e/ sm%t VFill8strafiRh @Y &fiplkg conpaaed e:tvlimnmemtvma in which the
|nterface 1148 to the bus 1118. Wil e. communi cat

gbisce BVPRipnras be P@p@ﬁ%mﬂfwstm 1449 inglydgpong ofymary cl g client(s)
W, dﬁle%ﬁgﬁll%; € gltdvﬁ?éw& QofPFare ¢ L. CnRdMs fp‘i’ocesses
he h ar

comput er war e/ soft war e necessary
caommeingidevicesh) Thesysteat 1260 Laddltmmllb'amdu(i@ 4)86 phmbwdiésf er(s) 1230.

I t
BEn BTl TR 0 s
thgmgamisegce o, cobl ”Sde”Foo?Sd oy, a2
apters, an ernet, cards I .
[QOBQist rat d3neposRlergmaupicationbetyae aeHant L%Qé%fi apeiyr | 370 can
B foi§ 5 8 0Rla Hal PARRIQT LRG0 SR RY Eslypulitbrocesses.

i ncludes one or nore clien
Thd s—ynte(ml)zom Fifher dnchbles h eordmanieatioudionevenk 1 350 hatcande

et R i aR O bren e HEFLDJ2] g 5 Sk 1220
thmqg 121 beaSRctRIEE With 236 maR dienthitaiee@) Br6d] which can be

software (e.qg., threads, rocesses co
ereplpyekty st(ore 1%format10n local to FtJhe: client(s) 1210. Snnl;Pilarly, t%e server(s) 1200

can interface with one or more server data store(s) 1240, which can be employed to store

information local to the servers 1230.

[0081] What has been described above includes examples of the subject
.invention. It is, of course, not possible to describe every conceivable combination of
components or methodologies for purposes of describing the subject invention, but one of

ordinary skill in the art can recognize that many further combinations and permutations
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[ 0080] One possi bl e conmuni cati on between a client
1210 and a server 1230 can be in the formof a data
packet transmtted between two or nore comnputer
processes. The system 1200 further includes a
comuni cation framework 1250 that can be enployed to
facilitate comruni cati ons between the client(s) 1210
and the server(s) 1230. The client(s) 1210 can

' f W th . | i.ent tg. .1260
B iR e agi e RS EEY B PR SR B Tigided o
teRhradelafl RhdiSNterafibil, moldifichfiddsYand VAGat®as that fal with@Oe spidiand

interface with one or. nore server_data store(s)_ 1240, .
weorerof dhaappendsdglaige dnilys sagardeit Will lse hatcosnipskihpt thginvention
4 : cﬁ;#}u Shal LiGhH | QUfabl
fﬂ%?%%é§§%§%%%ﬁg%a%$9t etsubfgggﬁnlnveﬁ?ﬁ%%&hﬁﬁg?s, ofa_?
dnstiusgnsriot peplossing e staps o€ hervabeusanethedsof iedhvenbbe In addition,

o inatio f copmponents or t hodol ogies . f o

Sl godme< oy PERR G PHibrcHiy Tt CPRERITEA " o only
@he oﬂieﬁblﬁﬁirfgeﬁkbﬂ impldndnbtiony ¢f tE@ihvertivagsich @ feédnat camby
further conbi nations and perqghations 3 of t

th .
§9@P@@ql W!ith\p@ﬁ qu @ﬁr%r rgqg:ggpsb(p he otherpp, q%qn%uopsg:és may be desired
Ph&Ghta %Bsﬁg B! a&? 1giv%n '0{3% dag '(fpgiica%mi_r Fﬁzﬁle@x!lll)réféctp? extent that

&4
alterati o Ications and vari ations that fa

Whet thins iedudsg, Pincluding", "Bastpghaving't hed wasipetsdbercaf|ass wred in cither

L.n i.s.reqard, it . w.ll also . be recoqgni.z t .he.
Itl}w%%tlll%g HGS%FB%‘?“U(H élge %mE%;S g tglgns Ly o élge(g% bquélu§1ve in a manner
Sl tcethe te@@d'abhpridimeti andnith axfiangs. conput er - execut abl e
instructions for perform ng the steps of the various
net hods of the invention. In addition, while a
particular feature of the invention may have been

di scl osed with respect to only one of several aspects
-or inplenentations of the invention, such a feature
can be conbined with one or nore other features of
the other inplenentations as may be desired and
advant ageous for any given or particul ar application.
Furthernore, to the extent that the terns "includes",
“including", 'has", "having", and variants thereof are
used in either the detailed description or the
clainms, these terns are intended to be inclusive in a
manner simlar to the term"conprising" and its
variants. 24 CLAIMS What is clainmed is: 1. A system
that provides data to an industrial control system
conprising: a packagi ng conponent associated with an

i ndustrial control device that receives
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data froma source and encapsul ates the data to
package properties and nethods relating to the data
as one or nore data objects, wherein object oriented
access to the data is facb%h&%ed by utilizing a
common data obj ect format; data consum ng devi ce
| ocated in an industrial control network that enploys
aﬁ@ i.nterface to access a selected data object from

d# cl Encapsul at ed data objects. 2. The system of
claim1, the packaging conponent is associated with
one or nore_ of a processing device, a smart termnal,
é r end eS¢ that pravidesdata tp ag ndpstagl cpptepl sgtent,, a

ble logic controller and an |nteII|gent

contr ler. 3. The systemof clains 1 or 2, the data
cons unipagkagiag cempinsnt assogiated With aaunduetasltcoxmé deée thaf receives
LG b SStrde %?18 Bﬁc%ﬁalla%sw&a@agto PI% %&%@%eﬂtod@x%laﬂng
executTon sy ayer, an o Jec ger an
dofiicrdata ak enyeanr moreldatddtgectsy wheminobjcairvyicntod aatsstitithe data is

edi | ai s, the t device is one or
%C%C ﬂg éb:l X o‘{j@% 3’&’09’?? %]a?’r% termnal, a
: r e nDt e date gc}?ﬂsﬂml ing (Enice ltbdat&} i aﬁhnduptt‘l@lcc@ﬁﬁﬁlrnl,ertﬁ)rk that employs an
pro rarrma e contro r an intelligent
fq aspess gel dgv i %tm aﬁ:eensffps ﬁtsd%t@e@e%g
cI ai rrs the interface prevents an unaut hori zed data
consuni ng device fromaccessing at | east one of the

Hat a Hrspsn pdaimgly thepraekaging sompeneaids assogatedryith egeqar axpre
- & RE%sSiEdeRHee t \Enap G RBILHL raqeﬁb@t&ﬁmt %tlta%m&%wegs%f 9

a search ~engine that can | ocate at | east one of
Maglamgwb}@é@gigccm&all@rmd amintelligentrontrelies uti i zi ng the
encapsul ated data. 25 7. The system of any one of the
precedi ng clains, the data consum ng device can at

- }.eastThomsestan ofiélaiestl oy 2y thadatal adrmumhxgpﬂevité iss];qcatttd ileaiﬂéayt one

A B R p e o A AR BIRE 5 on SR b

(ﬂijébglageﬂaﬁéhadj}mlmsfefeach data object is associ at ed
with the industrial control system 9. The system of

any one of the preceding clainms, the packagi ng

. £ ONP O RYst&RBf B onk OF ik ebcbding Elﬁm%f the Gat RbRuRNdSRvice is
r esour ces, pl anning | ayer, a nmanufacturing execution

g OF BIPE T aynEpcessing derice arsmaghfarminghc ramets ierpwal. jag yadustrial
pt&essBP%p%ag%&mat IG¥YcoRREQ and BEinRiGRA R0 fdr 21 T,

furtheér ‘conprising an abstraction component that
determ nes the properties and nethods that are exposed

40 aha rs}site%lr' l)ﬂny%ﬁg 8t the preceding claims, the interface prevents an

- unauthorized data consuming device from accessing at least one of the data properties
and the data methods.

6. The system of any one of the preceding claims, further comprising a search
engine that can locate at least one of the data property and the data method via utilizing
the encapsulated data.
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consum ng device. 11. The system of any one of the
preceding clains, further conprising an artificial
intelligence (Al) conponent that determ nes the
appropriate interface between the data consum ng
conponent and the data object. 12. The systemof claim
11, the Al conponent determ nes the appropriate
interface based on at |east one of nodel of the data

T.ons uThaxysteka oif aigy; e therperveding claims, the daia tansumiipdevitg can at
evice,.revisio f the.conpsum ng device, hjstory, of

f s B S el e e pEP S A G Pa it ot

metkheds. of the consum ng device. 13. The system of

claims 11 or 12, the Al conponent nakes the

determi nation based at least in part on one of a

$UPPOTHe sy&6h OF afRmBlo e pfe ' ingléi
backiprpgagation_ netmopkfa§H$gggﬁ?%?ﬁgggg%ggﬁmw(ﬁemm

grhisiagaciated with the indusirial copirel systemt wor k, fuzzy | ogic

networ k, an expert system a Bayesian network, and a
data fusion network. 26 14. A conputer inplenented

et hobhetspstgrn o artreond gf Greprackding elpimisnidie paokpging casenenensican be

.Sl X i Vi m.a.saurce:. ..
A TREOEOER 5L R, A i
systemp fybrman olgedt ligerpnd peoritsol kayer. net hod of the data to

provi de a data object; and exposing the property and
nmet hod of the data to at | east one data subscri ber.

105, The speddrh oflangfone bithopiededifigicltingy furherpomptisieg an abstraction

interfagi wWith the dat.a subscriber to determn ne
PP fhaf S i propersad Paslerds Ft SR exmgRea AP data
dohemslag devisgbscri ber. 16. The nmethod of clai m 15,
interfacing with the property and nethod incl udes at

| east one of reading one or nore properties, witing
1Qne Othel¥idn Bf i i isi

e o P B bP e PREcdY ARG EnBHSIREE ) 16,
agdficial ingelligenes (Addconponpt thah deteymines fherapprgpriatymEriagg er | a

Ah 8 fmﬁﬁ% ' 8. The nethod of

Ha%ny Ongdg@bg al c%ﬁjptggén?%d%gyfﬁagpé%onpri si ng

i nterchanging the data object between one or nore
ayer. rekn. rs are o f ERP | ayer n

gl T ¥R S i3, P KT G e Bing e miopr 22

baked ot leas ond ofanydebofdhodats tomisurging detice, duirdrentefithe

da R Bhduininy de%gc%,rrle\rfll oty O the Consamin, g device, history of data access of the

- consuming device and authorization level of the consuming device.

13.  The system of claims 11 or 12, the AT component makes the determination based

~ at least in part on one of a support vector machine, a neural network, a back-propagation

network, a feed forward back propagation network, radial basis network, fuzzy logic

- network, an expert system, a Bayesian network, and a data fusion network.
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data objects in an object library. 20. A nethod to
provi de object oriented access to information,
conprising: means for accepting data from an

i ndustrial control conponent neans for encapsul ating
the data by exposing an appropriate subset of
properties and nethods; and neans for providing such

P4, OPeX LhiffutaMhpfRhes efBd & Vi GRS indiftrial
control system, comprising;

receiving data from a source;

abstracting a property and a method of the data;

encapsulating the property and method of the data to provide a data object;

and
exposing the property and method of the data to at least one data subscriber.

15.  The method of claim 14, firther odmprising interfacing with the data subscriber to

determine one of the data subscriber needs and the authorization of the data subscriber.

16.  The method of claim 15, interfacing with the property and method includes at
least one of reading one or more properties, writing one or more properties and invoking

one or more methods,

17.  The method of any one of claims 14 to 16, data is received at one an ERP layer, an

MES layer, a control layer and an object layer.

18.  The method of any one of claims 14 to 17, further comprising interchanging the
data object between one or more layers, wherein the layers are one of an ERP layer, an

MES layer, a control layer and an object layer.

19.  Themethod of any one of claims 14 to 18, further comprising storing one or more

data objects in an object library .

20. A method to provide object oriented access to information, comprising;
means for accepting data from an industrial control component
means for encapsulating the data by exposing an appropriate

subset of properties and methods; and

means for providing such properties and methods to a data consumer.
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