A METHOD AND DEVI CES FOR PROVI DI NG SECURE DATA BACKUP FROM A MBI LE
COVMUNI CATI ON DEVI CE TO AN EXTERNAL COVPUTI NG DEVI CE TECHNI CAL FI ELD

[ 0001] The present application relates to security for nobile

comuni cati on devices, and nore particularly to a nethod and devices for
provi di ng secure data backup froma nobile comruni cation device to an
external conputing device. BACKGROUND [0002] Mobile conmunication devices
often allow data such as comrunication data (e.g., enmail nessages,
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devi ce which connects to an enterpris k, the nobile comunication
devi ce may gﬁﬂigig gﬁgf:gential information, proprietary information, or
informatio W se sensitive to the enterprise or corporation
Wi | e exi sting backup solutions allow a user to protect the backup data,
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devi ces. SOMMKRY CqDBBUTS F§XICSr esent appl i cation describes a system and

met hod for providing secure data backup froma nobile communication device

to an ext gAGKGROUNIDI ng device, and for restoring data fromthe external
conputing device. Data being backed up is encrypted with a | ocal

encryption tor eg é on the nobil e conmuni cation deyi ce hefore hein
transferreégﬁﬁzjhe eMPRI§ g communication devices often allow data such a
communication data (e.g., email messages, contacts, and calendar entries) to

be backed up to a computer connected to the mobile communication device, for
example, via a serial data port. Where the mobile communication device is a
corporate or other enterprise device which connects to an enterprise network,
the mobile communication device may contain confidential information,
proprietary information, or information which is otherwise sensitive to the
enterprise or corporation. While existing backup solutions allow a user to
protect the backup data, for example by encrypting the data, these solutions
are user-implemented controis which do not provide the enterprise with control

over how data is backed up or restored.

[0003] Thus, there exists a need a backup and restore solution that allows
enterprises to control the backup and restoration of data and information from

enterprise mobile communication devices.
SUMMARY

[0004] The present application describes a system and method for
providing secure data backup from a mobile communication device to an
external computing device, and for restoring data from the external computing
device. Data being backed up is encrypted with a local encryption key stored



conputing device where the encrypted data is included in a backup file
generated by a backup application running on the external conputing device.
The |l ocal encryption key is securely provided to the nobile comunication
device by an enterprise server which manages its communications. To restore
data, a local decryption key is used (which may be same as the encryption
key if a symetric key protocol is inplenmented). The decryption key is
securely provided o the nobile conmunication device by the enterprise
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[0005] In accordance with a first example embodiment of the present
application, there is provided a method of backing up data from a mobile
communication device to an external computing device, the mobile
communication device being connected to the external computing device for
exchanging data with each other, the method comprising: receiving a
request to backup one or more data items in a plurality of data items stored on
the mobile communication device; encrypting a data item using an
encryption key stored in memory of the mobile communication device;
transferring the encrypted data item to the external computing device; and
storing a backup file comprising the encrypted data item in the memory of the

external computing device.

[0006] In accordance with another example embodiment of the present
application, there is provided a method of restoring backup data to a mobile
communication device from an external computing device, the mobile
communication device being connected to the external computing device for

exchanging data with each other, the method comprising: receiving a



request to restore data froma backup file to the nobile comunication
device, the backup file conprising one or nore encrypted data itens;
transferring an encrypted data itemto the nobile comunication device
fromthe external conputing device; and decrypting the data itemusing a
decryption key stored in the nenory of the nobile comunication device.
[0007] In accordance with a further exanpl e enbodi nent of the present
application there is provided a nobile comunication device, conprising a
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received from a backup application on an external computing device received

via the data interface, encrypt the data items with the encryption key, and
transmit the encrypted data items to the external computing device via the data
interface.

[0008] In accordance with yet a further example embodiment of the
present application, there is provided a computing device, comprising: a
processor for controlling the operation of the computing device; a user input
device coupled to the processor and configured for receiving user inputs; a data
interface coupled to the processor and configured for communicating with a
mobile communication device and for exchanging data therewith; a memory
coupled to the processor and having data and instructions stored thereon, the
data and instructions configuring the processor to: receive a request from a
user to backup one or more data items in a plurality of data items stored on the
mobile communication device; request the one or more data items from the

mobile communication device; receive encrypted data items from the mobile



communi cation device via the data interface in response to the request; and
store the encrypted data itens in a backup file in the nmenory. [0009] In
accordance with yet a further exanple enbodi nent of the present
application, there is provided a nmethod for inplenenting secure data

backup from a nobile comruni cati on device to an external conputing device,
the nmethod conprising: receiving a policy nessage on the nobile

comuni cati on device, the policy nmessage conprising a rule for the nobile
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[0010] In accordance with further embodiments of the present
application, there is provided an apparatus such as a computing device or data
processing system, a method for adapting this system, articles of manufacture
such as a machine or computer readable medium having program instructions
recorded thereon for practising the method of the application, as well as a
computer data signal having program instructions recorded therein for

practising the method of the application.
BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 is a block diagram illustrating a communication system
including a mobile communication device to which example embodiments of the

present application can be applied;

[0012] FIG. 2 is a block diagram illustrating a mobile communication
device which is in example embodiments of the present application can be

applied;

[0013] FIG. 3 is a flowchart illustrating a backup process according to an

example embodiment of the present application;



exanpl e enbodi nent of the present application; [0015] FIG 5 is a flowhart
illustrating a backup process according to another exanpl e enbodi nent of
the present application; and [0016] FIG 6 is flowhart illustrating a
restore process according to another exanple enbodi nent of the present
application. [0017] It will be noted that throughout the drawi ngs simlar
features are identified by the sane reference nunerals. DETAI LED

DESCRI PTI ON [0018] Reference is first made to FIG 1 which shows in block
di agram fqQrm a . conmupi catjon sgstem 100 in which exanpl e enmbodi nents of
the presehPOIIi call®ndcignlBuchayg fildetrating a seatars @g&%ﬁ% agordingatspan
conprises egafp@embidimeRt be tisoprating abbatatdsyi ces 201 (FI G 2) connected
to a wreless network 101. The wirel ess network 101 conprises one or nore

of a wreless Wde Area Network (WAN) 102 and a Wrel ess Local Area

Net wor k (\I@_§r‘l1)'5 104. FiGr §ol§e?e%‘6g'i’%n‘ﬂ'§?trﬁﬁﬁg MOACKUB ORRTAPE AFOI R P e
201 is cophbtHEradkahen e EFbGYiARIR PYRE p@@%éhtta;@li%fi@ﬂwﬁéﬁdV\AN 102 and WAN
104, and to roam between these networks. [0019] The conmuni cati on system
100 also c ri zes a_w rel ess. network %at eway 110 with connects the nobile
communi cat i BR18dvi ceEl20P 1% figvecharhidpsieating 2a %ﬁ?&orien!%%ﬁf‘st RECHRINS 8t
112 to a Wah&tRSexeahe Endboddtdne b IHE hre@taipppinb@spr i se server 120. The
wirel ess network gateway 110 provides translation and routing services

bet ween th nterprise server 120 and the WAN 102, which facilitates
comuni cat fgﬁ Bit weel “E’ﬁebenﬁﬁﬁdet FRRHINRME SRe diayings<s pier g‘?ﬂfufﬁsh%'ie

devi ces (nplersiRWDy RNOAAEErerdhE@BLerals, i ndirectly, to the wireless
net work 101. Accor(}(i ngly, communi cations sent via the nobile conmunication

devi ces 201 ar ransported via the wireless network 101 to the wreless
net wor k gammsss gateway 110 forwards the 5
communi cations to the enterprise server 120 via the Internet.
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Wi rel ess ngtwork — . . ;
orm a communication system 100 in which example embodiments of the

present application can be applied. The communication system 100 comprises
a number of mobile communication devices 201 (FIG. 2) connected to a
wireless network 101. The wireless network 101 comprises one or more of a
wireless Wide Area Network (WAN) 102 and a Wireless Local Area Network
{WLAN) 104. In some embodiments, the mobile communication device 201 is
configured to communicate over both the wireless WAN 102 and WLAN 104,

and to roam between these networks.

[0019] The communication system 100 also comprises a wireless network
gateway 110 with connects the mobile communication devices 201 to the
Internet 112, and through the Internet 112 to a wireless connector system such
as an enterprise server 120. The wireless network gateway 110 provides
transiation and routing services between the enterprise server 120 and the
WAN 102, which facilitates communication between the mobile communication
devices 201 and other devices (not shown) connected, directly or indirectly, to
the wireless network 101. Accordingly, communications sent via the mobile
communication devices 201 are transported via the wireless network 101 to the

wireless network gateway 110. The wireless gateway 110 forwards the



gateway 110 and transported via the wireless network 101 to the nobile
communi cati on devices 201. [0020] The wireless WAN 102 may be i npl enent ed
as a packet-based cellular network that includes a nunber of transceiver
base stations 108 (one of which is showm in FIG 1) where each of the base
stations 108 provides wreless Radio Frequency (RF) coverage to a
corresponding area or cell. The wireless WAN 102 is typically operated by
a cellular network service provider that provides subscription packages to
users of the nobi on _devi ces diments, . the
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System), TDMA (Time Division Multiple Access), CDMA (Code Division Multiple
Access), CDPD (Cellular Digital Packet Data), iDEN (integrated Digital Enhanced
Network), EvDO (Evolution-Data Optimized) or various other third generation
networks such as EDGE (Enhanced Data rates for GSM Evolution) or UMTS
(Universal Mobile Telecommunication Systems), or various other 3.5G networks

such as HSPDA (High-Speed Downlink Packet Access).

[0021] The WLAN 104 comprises a wireless network which, in some
embodiments, conforms to IEEE 802.11x standards (sometimes referred to as
Wi-Fi®) such as, for example, the IEEE 802.11a, 802.11b and/or 802.11g
standard. Other communication protocols may be used for the WLAN 104 in
other embodiments. The WLAN 104 includes one or more wireless RF Access
Points (AP) 114 (one of which is shown in FIG. 1) that collectively provide a
WLAN coverage area.

[0022] For the embodiment illustrated in FIG. 1, the WLAN 104 is
operated by an enterprise (for example, a business or university) and the
access points 114 are connected to an access point (AP} interface 116. The AP

interface 116 provides translation and routing services between the access

6



two or nore of the nobile conmunication devices 201 and ot her devices
connected, directly or indirectly, to the enterprise server 120. The AP
interface 116 is inplenented using a conputer, for exanple, a server
running a suitable conputer programor software. [0023] The enterprise
server 120 may be inplenented as one or nore server nodules, and is
typically located behind a firewall 114. The enterprise server 120

provi des the nobil e conmuni cation devices 201 with access to an
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transm ssi B01ofthe enterprise mobile communication devices 201) such that the mobile
communication devices 201 are each enabled to exchange electronic messages

and other information with the enterprise network 124,

[0024] The enterprise server 120 allows the enterprise mobile
cormmunication devices 201 to access resources of the enterprise network 124,
such as an email server 132 (for example, a Microsoft Exchange™, IBM Lotus
Domino™, or Novell GroupWise™ email server) for connecting to an enterprise
email system, an Internet/Web server 134 for connecting to the Internet/World
Wide Web, and one or more application servers 136 for implementing
enterprise applications or for accessing other servers such as an instant
messaging (IM) server for connecting to an Instant messaging system. The
enterprise server 120 is configured to direct or redirect email messages,
Personal Information Management (PIM), instant messaging (IM) and other
corporate data received from the wireless network 101 and internally within the
enterprise network 124 to be addressed to the mobile communication devices
201.



email, PIM IMand other corporate or enterprise data transmtted fromthe
enterprise server 120 to enterprise nobile comruni cati on devices 201. In
sonme enbodi ments, comuni cations between the enterprise server 120 and the
nobi | e conmuni cati on devices 201 are encrypted. In sone enbodi nents,

communi cations are encrypted using a symretric encryption key inpl enented
usi ng Advanced Encryption Standard (AES) or Triple Data Encryption Standard
(Triple DES) encryption. Private encryption keys are generated in a secure,
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devices 201, is decrypted using the private encryption key stored in memory.
Similarly, data sent to the enterprise server 120 from the mobile
communication devices 201 is encrypted using the private encryption key
stored in the memory of the mobile communication device 201. The encrypted
data, when received on the enterprise server 120, is decrypted using the

private encryption key retrieved from the user's mailbox.

[0026] In some embodiments, the enterprise server 120 comprises a
mobile data delivery module (not shown) which provides connectivity between
the wireless WAN 102 and the WLAN 104 and the other connections 106 and
mobile communication devices 201 and/or networks connected directly or
indirectly to the enterprise server 120. Alternatively, the mobile data delivery
module (not shown) may be implemented by a separate server or server
application which is connected to the enterprise server 120. In some
embodiments, the mobile data delivery module {(not shown) provides TCP/IP
(transmission control protocol/Internet protoco!) and HTTP (hypertext transfer

protocol)-based connectivity providing an Internet based service connection.



8 The nobile data delivery nodul e provides access for the nobile

communi cation devices 102 to the Internet 112 and Wrld Wde Wb (WWy and
possi bly other external conmunication networks. [0027] The wirel ess
network gateway 110 is adapted to route data packets received fromthe
nobi | e communi cati on device 201 over the wireless network 101 to
destination email and/or Instant nessagi ng server 132, Internet/ Wb
servers 134, and one or nore application servers 134 through the nobile
dat a deliv acket s rec ived fromthe  servers

d
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network 10Meivices G@Sttonerd aRtarabi 118 2caRTUWOsHR WaBe d&ebcevROd) aHie powdibRl €ss
net wor k gat vvary 110 forns a connection or bridge between the servers 132,
134, 136 aRiNGh PECERY SOEMLPIESURENRIEEY wit h wi rel ess e- mai |

comuni cation and/or Internet access. [0028] The enterprise network 124 may
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the Internet 112 pluralit enterprise onputer termnals 117 (one of
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with a particular l'e communi cation device 201 "typically has an

enterpri sesewﬁatbﬁt éﬁl‘h nk$6 1thyowesigeateabifeodaks sdeiwemermgdeie gt the
connected {g-dihg ﬁé%v%rwmft&%@ a;tﬁfﬁ ot LBt il befcRl0d Nigioh 2
WLAN access point Interface 116. ng a physi ca ace or

short - r ang®irgiessl estwedamasicwayi ibhO fartrer faacenneéion her Meilgecantwmmetthteed

to his or r %lrg”;

comuni cat IE(%'II:] e?evl?{?g jz%ﬁ' ! e ﬂ"g'ﬁ%% s %?%éceyéogg%fi@ ‘A(’)ﬁeeieor eﬁr'praél of
an Et her netomendnicddnirvendblr I8éerinat aBuess(. USB) port, FirewireTM (also known
as an | EEE 1394 interface) port, or other serial data port

[0028] The enterprise network 124 may comprise a private local area
network, wide area network, or combinations thereof. Typically, the enterprise
network 124 is an intranet of a corporation or other organization. The
enterprise server 120 may also provide access to other public or private
communication networks such as the Internet 112. A plurality of enterprise
computer terminals 117 (one of which is shown in FIG. 1) such as desktop or
notebook computers are connected to the enterprise network 124. An
enterprise user associated with a particular mobile communication device 201
typically has an enterprise computer terminal 117 designated for his or her use
that is connected to the enterprise network 124 by a wired connection or

through a WLAN access point interface 116.

[0029] Using a physical interface or short-range wireless communication
interface 106, the user can connected to his or her enterprise computer
terminal 117 via the mobile communication device 201. The physical interface
comprises one or more of an Ethernet port, Universal Serial Bus (USB) port,
Firewire™ (also known as an IEEE 1394 interface) port, or other serial data port
on the mobile communication device 201, which when connected via a



on the nobile communication device 201, which when connected via a 9
conputer termnal 117 such as a desktop or |aptop conputer, allows the
exchange of information between the enterprise server 120 and the nobile
comuni cati on devices 201. The short-range w rel ess comruni cation
interface conprises one or nore of an infrared (IR) or short-range radio
frequency (RF) conmunication such as Bluetooth(r) or other wreless
personal area network (PAN) interface which allows the nobile

comuni cati gn _devjce 20 exchange i nformatio ith the conputer
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conmmuni cat il GHUEEFE (&R A MyYBIGHARr Sidboas Rluatosth®opr efharkpinelgss personnk
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[0031] Reference is next made to FIG 2 which illustrates in block diagram
form a nobi¥Pd cenmsiRRREe JRfAralatian 20ithi fhanhtenpeieimseeniagbolil ferng the

descri bed LhdBRsBISeARILL APl HRIAMGRR BAnARRILGY.  The MDD ] e

comuni cation device 201 is t wo-way conmuni cati on devi ce having at | east
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the | nterngistenPepenal id@ oyt ' l:j : OV t i _
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digital assistant) erable or W reless communi cat Fon, or a conputer
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i ncludes a_w i catio 211, far, exchanagi i 0
fr equency g\}’%c%g gﬁl\fmbfzﬁﬂiar?g&oﬁé to a{‘p%}"&ﬁ%’&l Skrﬂf T Jthe%rt Snﬁ areane%dre%dto fall
within the scope of the present application.

[0031] Reference is next made to FIG. 2 which illustrates in block diagram
form a mobile communication device 201 in which example embodiments
described in the present application can be applied. The mobile communication
device 201 is a two-way communication device having at least data and
possibly also voice communication capabilities, and the capability to
communicate with other computer systems, for example, via the Internet,
Depending on the functionality provided by the mobile communication device
201, in various embodiments the device may be a data communication device,
a multiple-mode communication device configured for both data and voice
communication, a mobile telephone, a PDA (personal digital assistant) enabled

for wireless communication, or a computer system with a wireless modem.

[0032] The mobile communication device 201 includes a wireless
communication subsystem 211 for exchanging radio frequency signals with the
wireless network 101. The communication subsystem 211 includes a receiver

214, a transmitter 216, and associated components, such as one or more
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wi rel ess network 101. The conmuni cation subsystem 211 i ncludes a receiver
214, a transmtter 216, and associ ated conponents, such as one or nore 10
antenna el enments 218 and 220, local oscillators (LOs) 222, and a processing
nodul e such as a digital signal processor (DSP) 224. The antenna el enents
218 and 220 may be enbedded or internal to the nobile communication device
201. As will be apparent to those skilled in the field of comuni cati on,
the particular design of the conmuni cati on subsystem 221 depends on the

i1 el . : Y : . : e ded
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activation _procedur.es hay een conpl eted. Signa recei ve t he ant enna
218 t hr ougRAT RG] PErEE T HoR VT RS RUBPCSBSYSEN @ 2ihdenandsi Sorne Mrelees ch
may perfor meswork COMIMWHIET Bioteie cohwmtihi@BiBnage\dédPel iamikhfiéd ab opBrate.
frequency down conversion, filtering, channel selection, etc., as well as
a recei ved nal

anal og-t o- dj,gi.t.al ( conversion. A/D conversjon of S]
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nodul ati on and encodi ng, for

be transmi ”oﬁd %Ej.e pr ocesseg, i ncludin ) 1CO¢ g

exanpl e, by P H&ItHER 29809 RS COSPA PR gastle mepilg OPUNIFRRN deYyCe 1
transnm ttemalech@rart getale l@nanahratioR dhnERNYEES LA wil&IBEHIPRENOHD 101
conversion, filtering, anplification, and transm ssion to the wreless

network 16%€(i Qe ReTdREMeAWeDy. repiiratism Br4adtation Prpfutagseiave been
communi cat k@mpletedNasignalRufecdve@ By eNé desedd 2R 8CRHYEIh JNE WiFaB

?ﬁh[‘:ﬁv@érk
control. For exanple, ‘the gains applied to comunication signals in the
recei ver 23i4l4§ Rt ttpdheniacedter 2% whichberaadagferel spcborrmBldreseqeivesugh
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selection, etc., as well as analog-to-digital (A/D) c%nversion. A/D conversion of
a received signal allows more complex communication functions such as
demodulation and decoding to be performed in the DSP 224. In a similar
manner, signals to be transmitted are processed, including modulation and
encoding, for example, by the DSP 224, These DSP-processed signals are input
to the transmitter 216 for digital-to-analog (D/A) conversion, frequency up
conversion, filtering, amplification, and transmission to the wireless network
101 via the antenna 220. The DSP 224 not only processes communication
signhals, but also provides for receiver and transmitter control. For example, the
gains applied to communication signals in the receiver 214 and the transmitter
216 may be adaptively controlled through automatic gain control algorithms
impiemented in the DSP 224,

[0034] The mobile communication device 201 includes a microprocessor
240 which controls the overall operation of the mobile communication device
201. The microprocessor 240 interacts with communication subsystem 211

which performs communication functions. The microprocessor 240 also interacts
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240 which controls the overall operation of the nobile conmmuni cation device
201. The m croprocessor 240 interacts with comuni cation subsystem 211

whi ch perfornms conmuni cati on functions. The m croprocessor 240 al so
interacts 11 with additional device subsystens such as a display 242,
flash nenory 244, random access nenory (RAM 246, read only nenory (ROV
248, auxiliary input/output (1/0O subsystens 250, a data port 252 such as
serial data port (for exanple, a Universal Serial Bus (USB) data port), a

keyboard or,;ke e or%wﬁev?cesgﬁﬁéégrter%gesﬁ ngagﬁ%;&?ayzégﬂ FaBh &%ﬁ%g 244,

t hunbwheel (track or trackbal {-rangé conmuni ca
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devi ce- resigdent function uch as cal.culator or task list. [0036]
Qperating § 5%‘@#?%@%?@%585f8%?d§?ﬁ ?ﬁ “m croprocessor 240 is preferably

stored in a persistent store such as the flash nenory 244, which my
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the art w || rematetht t he eratln syst em 254, cific device
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access to Lbed VWIN 1eh atnpassdtintrelhey WukidR4, dight 3é@' %@lltéﬂnqs§09é>&t ed

with a subscriber or user of the nobile comunication device 201 via the
mermory car 0'€5389¢€ fpfi FRNABNESH Qverstis wiielrss neiuerk thP Ivead @xqeeting deviee-f or

use in a GMinaitwohkiiOhs Slidehs BYRSculator or task list.

[0036] Operating system 254 software used by the microprocessor 240 is
preferably stored in a persistent store such as the flash memory 244, which
may alternatively be the ROM 248 or similar storage element. Those skilled in
the art will appreciate that the operating system 254, specific device
applications 258, or parts thereof, may be temporarily loaded into a volatile
store such as the RAM 246,

[0037] In some embodiments, the mobile communication device 201 also
includes a removable memory card 230 (typical comprising flash memory) and
a memory card interface 232. Network access to the WAN 102, and possibly
the WLAN 104, is typically associated with a subscriber or user of the mobile
communication device 201 via the memory card 230, which may be a
Subscriber Identity Module (SIM) card for use in a GSM network or other type
of memory card for use in the relevant wireless network type. The memory
card 130 is inserted in or connected to the memory card interface 232 of the
mobile communication device 201 in order to operate in conjunction with the

wireless network 101.
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of menory card for use in the relevant wirel ess network type. The nmenory
card 130 is inserted in or connected to the nenory card interface 232 of
the nobile comuni cation device 201 in order to operate in conjunction
with the wreless network 101. 12 [0038] The nobil e comruni cation device
201 stores data 220 in an erasable persistent menory, which in one exanple
enbodi nent is the flash nenory 244. In various enbodi nents, the data 220

i ncl udes service data 222 conprising information required by the nobile

comuni cat igoIeyVi CeTagln{dbllee%Bﬁphb?@aﬁHrq GBYIBL @by CQRpANi £RLT 98 Wi byt he

W rel ess comunication network W rel ess network service data) and t he
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230. The dat stor%dr‘dl nth r5|%tent msm)r(ﬁé¥ %Qj flash rrermmy 244)
of the rmbm r@a niC&6h edgie AP MBECBr JHNEREY, dopUMents; Imag
partially, filgs oamd nbmﬁ@erc@rﬁwnﬁtﬂilﬁbwéde%& GRfYrAghiond stekakia ot B Rlodilee
sanme data t%ﬁmor assocj ated_with the sane_application. For exanple, enail

nessages, Ricationn AgYice, AR 1Ry IEsi Heffs MRy BetaseePeray rise naskiFaudata
dat abases mémrem Fchetﬁée\tbﬁ@n@fﬂﬁé)tﬁdn léyoé}%%aﬂiaseé%l Bhe @ﬁ%é}'ppu%tse%@@r By be

used in a PDA-t communi cati on_devi ce for sync roni zati on user's

conput er t@F%Sr%Ye"fliﬁz THd d8Pi alhedtadapiat Wlﬂ%u@wﬁﬁitl@ais@tagéﬁtdﬁems
(USB) portyédr 8pmRobiRITEOIMBAEStor VY bBh datie RREFs ZR20ERe &htdrpiRgr to

set preferences
does not want to be accessed by an unauthorized party. Some of the data 220

may he stored on the memory card 230. The data 220 stored in the persistent
memory (e.g. flash memory 244) of the mobile communication device 201 may
be organized, at least partially, into a number of databases each containing
data items of the same data type or associated with the same application. For
example, email messages, contact records, and task items may be stored in

individual databases within the device memory.

[0039] The serial data port 252 may be used in a PDA-type
communication device for synchronization with a user’s computer terminal 117.
The serial data port 252 is a Universal Serial Bus (USB) port in some
embodiments. The serial data port 252 enables a user to set preferences
through an external device or software application and extends the capabilities
of the mobile communication device 201 by providing for information or
software downloads to the mobile communication device 201 other than
through the wireless network 101. The alternate download path may, for
example, be used to load an encryption key onto the mobile communication
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t hrough an external device or software application and extends the
capabilities of the nobile comrunication device 201 by providing for
information or software downl oads to the nobile conmunication device 201
other than through the wireless network 101. The alternate downl oad path
may, for exanple, be used to | oad an encryption key onto the nobile
comuni cation 13 device 201 through a direct, reliable and trusted
connection to thereby provide secure device communication. [0040] The

nobil e co ni i Vi Ce 01, al so,.ji.ncludes. a, batter 8,.as.a

sour ce, “vnOaNIGEE20 S MnieaTE sBty P lRple o Ry B SRR L Y e Bl PN
char ged, f cecercadplies chnmurgbatodsmrgi ng circuitry coupled to a battery
interface such as the serial data port 252. The battery 238 provides

el ectrical r to Iect cir tr th

nobi | e co OEIIIQIC ti onT%%e(U?@-zé f%%ﬁ‘éﬁ'aa? (élf #ﬁ gftdee z%é’aﬁre&/%&& a
mecha][]i cal asnal p@lvmrtsroweé whmrnnsctyp@dflallfyooné hﬁ rbaté eé@ha?%abl’éhleaﬂ@gﬁé@ttyat
interface 236 is gul at or ot S rovi des

Vi to the Gk iR ipTBeS: i mbampE ol FBGiandn el il SueR oA Ty
short - r angeénteeiad suchtasothessdifel st pfi® 2159, amrhdglhttégnaks m@tzﬂd@%lectncm
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an infrared device and associated circuits and onents, or a wreless

bus prot oEBNNIGIAR fenthe dattatycéefon Tﬁ@cﬁéﬁ?éh'% c§s 236 BisuEpERIe (10) a
comuni cat F&ELIERFU R L th B VIvAR K BFO\H@&‘%BW@:@W-@govfhtehu?&n}(rlyat?fl é‘r]eemﬂ%d

systens and devices (Bluetooth(r) is a registered tradenma uet oot h
SIG | nc. Yormogrodtiomeewice 283r ocessor 240, in addition to its operating
system functions, enables execution of software applications on the mobile

gomﬂml cat [004Q§Vl ceTrd lshoft- Pérg‘gj@tc%wnﬂ%a%ﬁ Qﬁbﬁe@mc%ﬁ%saﬁ h&ddiGomdr ol

asi ¢ devi ce opérations, Incl 0SSl vol ce contuni cati on
optional component which prowdes for communlcatlon between the mobile
communication device 201 and different systems or devices, which need not
necessarily be similar devices. For example, the subsystem 262 may include an
infrared device and associated circuits and components, or a wireless bus
protocol compliant communication mechanism such as a Bluetooth®
communication module to provide for communication with similarly-enabled
systems and devices (Bluetooth® is a registered trademark of Bluetooth SIG,

Inc.).

[0042] The microprocessor 240, in addition to its operating system
functions, enables execution of software applications on the mobile
communication device 201. A predetermined set of applications that control
basic device operations, including data and possibly voice communication
applications will normally be installed on the mobile communication device 201
during or after manufacture. Additional applications may also be loaded onto
the mobile communication device 201 through the wireless network 101, the
auxiliary I1/0 subsystem 250, the serial port 252, the short-range
communication subsystem 262, or other suitable subsystem 264, and installed
by a user in the RAM 246 or a non-volatile store such as the ROM 248 for
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applications wll normally be installed on the nobile comrunication device
201 during or after manufacture. Additional applications nay al so be

| oaded onto the nobile conmuni cation device 201 through the wreless
network 101, the auxiliary I/0O subsystem 250, the serial port 252, the
short-range communi cation subsystem 262, or other suitable subsystem 264,
and installed by a user in the RAM 246 or a non-volatile store such as the
ROM 248 for 14 execution by the m croprocessor 240. Such flexibility in
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termnal 117, thereby creating a mrrored host conputer on the nobile
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system [0044] In a data_comuni cation node, a received data si .
repr esent i K¥CiMeidealhoMINueRPIkstianthast theeakitipeto sandmaid repeésageta semaeb
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are seamlessly combined, synchronized, and updated via the wireless network
101, with the user’s corresponding data items stored and/or associated with the
user’'s computer terminal 117, thereby creating a mirrored host computer on
the mobile communication device 201 with respect to these data items. This is
advantageous where the host computer system is the user’s office computer

system.

[0044] In a data communication mode, a received data signal
representing information such as a text message, an email message, or Web
page download will be processed by the communication subsystem 211 and
input to the microprocessor 240. The microprocessor 240 will further process
the signal for output to the display 242 or alternatively to the auxiliary /O
device 250. A user of the mobile communication device 201 may also compose
data items, such as email messages, for example, using the keypad 254 and/or
the clickable thumbwheel or trackball 260 in conjunction with the display 242
and possibly the auxiliary I/O device 250. The keypad 254 maybe either a
complete alphanumeric keypad or telephone-type keypad. These composed
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input to the mcroprocessor 240. The m croprocessor 240 will further
process the signal for output to the display 242 or alternatively to the
auxiliary I/O device 250. A user of the nobile comrunication device 201
may al so conpose data itens, such as emmi|l nessages, for exanple, using
t he keypad 254 and/or the clickable thunbwheel or trackball 260 in
conjunction with the display 242 and possibly the auxiliary I/0O device
250. The keypad 254 naybe either a conplete al phanuneric keypad or

el ephone- s keyPad INBRBLOIREEEH thd%drid ic'g?%n%bts&ﬁ‘féi\giftltl[e drivrugh

t he comuni cati on subsystem 211 over t W rel ess netwo 045] In a
voi ce conmyrireless eetwashelOdt-he overal | operation of the nobile
comuni cation device 201 is simlar, except that the received signals

woul d be oypp4isito the §p@@}5@rccﬁfﬁﬁwﬂi‘&tﬁjn9'?'g+]§ef?g%géxﬁél\lﬁ[ﬂéﬁér%@io\ﬁﬂ% Grie

generated by a transducer such as the m crophorie ative voice or
audi o |/ O §iMHescemenurgeiioragiexiopor0t irednuge eveantdingg thebmreivad sigagisal so

be i npl ene h i clglgg;@c i ) i r
audi o si gnyﬁﬁj%uiou?ps@%itggl ?y acgo?r%{s ?Egs}hoggy nfaﬁ’sné‘rght{/ﬁﬁ]nﬁ'%ggﬂ %’%léﬁ]gg%aker
256, the despraigd 2 antrpnatigeerbsudsed the pricwpdenamSthdiltatriadiveofoitdeor

O o P P OB s 2 e A t8t SEcitlle slbr R, i 8"
process 300eiimplaveotethooethe tivhdlef caratmueeatizine dewtiae di0te ntAltHoughevpice sent
licati Fl il lustrat fl hart of a.rest 400 j
coor dance Mt ot B ARl sl isAed o7 e Rd v aretush TAEpraat e
FIG 5 il tisd disptssy 2421 maghalsd beolis@d hagkupider o€ essicaiéh iofl taecaediarcer wi t h

anot her exanpl e enbodj nent o the present application. FIG _6 il]ustrates
a flowchar Féﬁﬁ?gé’agst gliop g @s‘éo”é"bgalfiq{ %t@@gwaﬁc@'l\/\ﬁeﬂ%egdﬁfq{@}at@’anpl e

enbodi nent of the present application, Prior to discussing the backup and
restore prpoedsds, afld.tidndlstreaisuresfiantharcapabil idacesp ofprédessersoer phi se
server 120_rel gvant t% b?.c up and res

SBIVRY &%

ore rocesses will be described.
[0047] The®ERTEF RS ¥& FpP|&E Hfjiraﬁfs)teﬂ £ BFﬁWE@plpﬁc?q"?ﬂ'of Eét ffon

ilfustrates a flowchart of a restore process 400 in accordance with a first
example embodiment of the present application. FIG. 5 illustrates a flowchart
of a backup process 500 in accordance with another example embodiment of
the present application. FIG. 6 illustrates a flowchart of a restore process 600
in accordance with another example embodiment of the present application.
Prior to discussing the backup and restore processes, additional features and
capabilities of the enterprise server 120 relevant to backup and restore

processes will be described.

[0047] The enterprise server 120 is configured to enforce IT (information
technology) policies on the mobile communication devices 201. IT policies are
rules which govern the functionality of the mobile communication devices 201.
The enterprise server 120 may periodically transmit IT policy messages fo
enforce, modify, or terminate IT policies on the connected computing devices.
The enterprise server 120 transmits the IT policy messages through the
wireless network 101 to its managed mobile communication devices 201 or via
the physical interface (e.g., serial data port 252 such as a USB port) or short-

range wireless communication interface (e.g., Bluetooth® connection) 106
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technol ogy) policies on the nobile comruni cation devices 201. IT policies
are rules which govern the functionality of the nobile comunication
devices 201. The enterprise server 120 nmay periodically transmt IT policy
nmessages to enforce, nodify, or termnate IT policies on the connected
conputing devices. The enterprise server 120 transmts the IT policy
nmessages through the wreless network 101 to its managed nobile

comuni cation devices 201 or via the physical interface (e.g., serial data

port 252 sygherfeo/nddel RO th @er@@ft@?prﬁ@%@'g%%@l it 63 iﬁnpmf%

interface (e.g., Bluetooth(r) connection when connected to' t
user's ent éPPISAGES JOAY L FECUWTt PriiCids] {suchhas IdRtp girbtectionesssagity nodigiely
security polichesi s i S it L iCi i tion
andlor  seoqroryREeb Al oP ST, MEADAE rLORARRE Hics s Bl BT
execut ed byotieeexehitbe kyothrumabilti amoevicdion2@dvicdha0l T Trod ITipeticiearcanbe

set by an | .01 St rat . en rise network 124 endi ng an
2ppr opr -t €51 080 &) e lnfustdfing ThB: ¢ Bl APt Fon HeBY el n
0l 0y mesthons f1om Lhe ant erprise. SGrver. 1201 he MANAGEE Mol 6 o

0 , .
(F:)ommni cat ?ﬁ gdeéjvhégbeﬁ?fe?gﬁes?esrvﬁﬁslgﬁsuﬁ-hﬁgo,er%%g%&lsﬁﬁ?s'?’ﬁiqgg@, Peliet
each of thenemshigke fravortiunertaipride demict e e insarkRld tHobile @ahe uwidatiohhe

|l atest I T poljcy.. The .content and frequency of |IT policy nessages may be
set by t he BPHCE PRMPSTIFE B ENFH G, 7 q t@aﬂ%itﬁéht@@:cht@fegr%m%'ﬁ se

server 120co@enefigs®son AeRTdevar@l andcdpiblip Gok@teP@ith £y |Ra6N Imlic?_. The
comuni cati on device 201 to authenticate the IT policy nessages. The IT

pol i cy pri ¢8t€Nkefnfs feaae88Y i°h fhe Peliter Fiassedefervay” £20. sethéyl Tthgolllcy
public keyabmisis@aest, onid g Ml SomeOBMBYGRAEhAD HRYI&ReAMse TBBver 120
enterprise server 120 digitally signs all I T policy nessages using the |
pol i cy pubBfeeneéss ahpdyrtgsad PHEliE Keyobait yopaheh enolily cermnunipetiien caviset he
di gital sigpatyrs,+hBnt [ I | Sa : e ipent,
el arent s of i he AR RIS M oY KRS e 1T Ol bRl REy gE easlet®

i npl ement et {heaearerprispeiereyr b2@salee Whimsticy publisHery sustored onhtharoisiblile
communi cat ;R deyELcsh HebiceU3b79 HhePRhid¥EESSRIES 10Be alRII Csigns all 1T

policy messages using the IT policy public key which uses the IT policy public
key to authenticate the digital signature in received IT policy messages.

[0048] In one embodiment, elements of the backup and restore processes
described below are implemented via an IT policy message which is pushed out
to the mobile communication devices 201, Using IT policy messages the mobile
communication devices 201 can be instructed to enforce, modify, or terminate
aspects of the backup and restore processes. In particular, IT policy messages
can be used to instruct the mobile communication device 201 to encrypt data
using an encryption key (which may be included in the IT policy message) prior
to sending data to a backup application on an external computing device.
Similarly, IT policy messages can be used to instruct the mobile communication
device 201 to decrypt backup data received from a restore application on an
external computing device using a decryption key. Using IT policy messages in
this manner allows secure backup and restore functionality to be added to

mobile communication devices 201 already managed by the enterprise server
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comuni cati on devices 201 can be instructed to enforce, nodify, or
termnate aspects of the backup and restore processes. In particular, IT
policy nessages can be used to instruct the nobile comunication device
201 to encrypt data wusing an encryption key (which may be included in the
| T policy nmessage) prior to sending data to a backup application on an
external conputing device. Simlarly, |IT policy nessages can be used to

i nstruct the nobile conmmuni cation device 201 to decrypt backup data

received fr r.estor ication.on.an  exte | computin evi i ng
a decrypti &2'5}( §7d 'ﬁlsqer@ "?@B%of?@wafﬂ%%&)@egewﬁes ?ﬁ?swﬁ]gﬁﬁaéF aacﬁe V\Fs? ‘g%clﬂie
3ackup and orejlset/meg rﬁanagéd)gal ﬁﬁeyﬁmmrbﬂs@dd%rtmo (rmbiddawg:mtremmnis@gt idenice
evi ces 201 rea manage the enterprise server 17 120, and i w
Tobi | 6. contERPESTFHI BbypBedSh ph it SFEcatea sorHsemieimantsydle dde
managed by atihenietraesiphias etrRebpebn 180 setthtd e N peVicysfoBaliydeyt &8 mobile

repl acenents or upgrades, or device switches). In sone enbodi s, the IT
admi ni st r aCBMMRAGICTHRN FRVICRS S0 1s E1ANAGGh R }hﬁ FOERIG 68%1‘161"3?2@7 Cal For

mobi | e CORRHC i BRsEEY i sFematiit FBRABENICEYoh NG BBELTIT T SPaR8FE byl APe OF
for groups or classes of nobile comunication devices 201 managed, by the
ent er pri se €8E§PEFe 1385Veol 20pr0To Y BRE Rt EQrRdINGIidER! eommMMEREPH ey RSces

managed Dy idiagRlsS fHd SfteP6¥EEedal 1200049] Referring now to FIG 3, a
secure backup process 300 in accordance with an exanpl e enbodi nent of the

present application will be described. The backup process 300 provides a
nmet hod of §@@RPd|y pReferrigs upondaica ”or d 8n SECHRSHI RackeBmMAIATRSSL i3 dBvi ce

201 to an gXidrHBAte GREPUWH Rkandf¥i &S boalethasr Ithe Haient SPPIRERGASRIIl be
conputer termnal 117 or hone conputer. The backup process 300 encrypts

dat a bei ngdpiibed. Uhea backup eooqnssi HY asavides augiangodef eirstigly i kacking up72
stored on phe aRpLY eorP%”ﬁwE;'n‘éaédrﬂﬂnﬂu‘?é’attfb% ag\%‘ce 213‘19%%{ ¥RE AR ES%R%E%g' S
stored locally on the nobile conmuni cation device 1 1 n persistent

menory, fofedganplah as the Lastis esb@pyise4omiuaesodrminabdh@ asrtsrae gemmiter.he

encryption I r ] t of,. I i .
oo bor THEYaE( bRosh" R, i BEPl ! STk 2R BN Bevic
using an encryption key 272 stored on the mobile communication device 201.
The encryption key 272 is stored locally on the mobile communication device

201 in persistent memory, for example, in flash memory 244,

[0050] In some embodiments, the encryption key 272 is stored in
protected memory 270 of the mobile communication device 201, for example,
in flash memory 244, The protected memory 270 is protected from user
access, device wipes (for example, device wipes initiated by the user, or
resulting from device replacements or switches, or from triggered data security
protections) which erase data stored on the mobile communication device 201,
or both. Access to the protected memory 270, and in particular the encryption
key and decryption keys, is also restricted to authorized applications, and
typically authorized applications are restricted to authorized uses. Storage of
the encryption key 272 in protected memory 270 prevents the user of the
mobile communication device 201 from accessing the encryption key 272 and
tampering with the encryption key 272 in an attempt to modify or delete the
key, or otherwise prevent or alter the encryption of data during the backup
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in flash nmenory 244. The protected nmenory 270 is protected from user
access, device wi pes (for exanple, device wpes initiated by the user, or
resulting fromdevice replacenents or switches, or fromtriggered data
security protections) which erase data stored on the nobile conmmrunication
device 201, or both. Access to the protected nenory 270, and in particular
the encryption key and decryption keys, is also restricted to authorized
applications, and typically authorized applications are restricted to

aut hori zed , r h ncryption key 272 in protected.menory 270
revent ot L0500 PRENSs of MErBRRRIe SRS (B0 R by FEnTR L CER Pl
t he encryptandrwileyotZ2dasatibedanpering with the encryption key 272 in an
attenpt to nodify or delete the key, or otherw se prevent or alter the
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control autésiricted tsthe eatarbeibedebviert 1D ant @he TS raRistedtot20Tamidaly)echleT

adm ni strator. Typicall the encryption key 272 is only accessihble_by the
mobi | e com%ﬁw@lﬁéi”o'fﬁvdé%?dé o304 2CFRPIE Y %ﬁ?c@?sb”fee‘?ﬁf@‘ﬂ%i‘_@t'roé‘p%?‘()%% lom
an aut hor i n@RnptRgHatedPéd fat i i9receiiel @6nt Be BaglorReaPPlogeahi applidaven in
such cases, access is typically Iimted to authorized purposes such_as
encrypt i ngSHel &SiTenRadyPrRPRIKAEIORo RPNt EXEAICASRDASEFR{S BEVFRl limited

response t ey AubSHIRS pliPosbHSubh TP iRy AaPARKHEL tHBEIRIN @5 -arl-bXRphSIE,
the decryption key is typically only accessible by the nobile

comuni cat FOMPYERDCcEEYIOR RheRsRASeate e Jeaeetfeser ithe ribemisyvadring omn arkup
aut hori zed,pg M| AR IO, - ] [ ' :
typically ogn%foﬁ()rl“_ auti %’f“fﬂfe‘?jb% ?ﬂ%ﬁggggﬁgwg%%g?:l %CF%%BEE@F §/€E'?§j(f bélgt a
i tems recef9@MuUficinmdesicer 2l woaputiegpadess creadest g tegebstdorfeom an

docr ypt | on g TIzRE. i, aBhIElid Uk s e rER BB 008 ¥RY GRiGnY
cont ai ned anlyhion aitibotiZeplirpysesesshges decrypting encrypted data items received
from an external computing device during a restore operation. Alternatively,
other forms of protecting the encryption and decryption keys may be used. The
IT policy messages 276 and/or rules contained within the IT policy messages
may be stored in the memory (e.g., flash memory 244) of the mobile
communication device 201, In addition, in some embodiments IT policy
messages 276 and/or rules contained within the policy messages may be stored

in the protected memory 270 of the mobile communication device 201,

[0052] In some embodiments, the encryption key 272 is a symmetric key
used both as an encryption key for encrypting data during a backup operation,
and as a decryption key for decrypting backup data during a restore operation.
The encryption key 272 is an AES (Advanced Encryption Standard) key in some
embodiments, and a Triple Data Encryption Standard (Triple DES) key in other
embodiments. Other types of suitable symmetric keys will be appreciated by
persons skilled in the art. Methods for establishing symmetric encryption keys

272 on the enterprise server 120 and mobile communication device 201 are
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may be stored in the nenory (e.g., flash nmenory 244) of the nobile

communi cation device 201. In addition, in sone enbodinents IT policy
nmessages 276 and/or rules contained within the policy nmessages may be
stored in the protected nenory 270 of the nobile conmunication device 201.
[0052] In sone enbodi nents, the encryption key 272 is a symmetric key used
both as an encryption key for encrypting data during a backup operation,
and as a decryption key for decrypting backup data during a restore

t Th t k AES ( Adv d E t St andard
ey 1 SomsMORRBUTTRLRSSR i ok e Reiies et | R SCUNIG® SOFFpe
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persons skilled in the art. Methods for establishing
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in detail. Cenerally, the encryption may be generat ed
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and_ {1 ansiisbfvet £RPY He HvdiBMERHALNRBtERYCT boy. the fobil e communi cation

device 201. In sone enbodi nents, e encryption y 272 may be transmtted
inan IT pollc nmessage sent b% the enterprise server 120 to the nobile
comuni cat {8R5Svi ce I@oqthe[rcm pdimensente enpomtivenkey 247Reisedit RFPTTDR icey
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asymmetric ke i npl ement ati ons, the encrypt| on ‘key 272 is
st ored | ocHNPiEneentERensnths B@cmﬁmnk@\aﬁﬁénmd@\nuiélczmy atﬂredriomfé/ on the
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above, a separate, private decryp 0 decrypt
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flash memory 244 and on the enterprise server 120. In some embodlments,
the public encryption key 272 and private decryption key 274 are stored in
protected memory 270 of the mobile communication device 201, as described
above. Methods for establishing asymmetric private-public key pairs between
the enterprise server 120 and mobile communication device 201 for encryption
and decryption are known in the art and will not be described in detail.
Generally, the public encryption key 272 and private decryption key 274 may
be generated by the enterprise server 120 which maintains a copy of the
encryption key 272 and private decryption key 274, and transmits the
encryption key 272 and decryption key 274 to the mobile communication device
201. In some embodiments, the public encryption key 272 and private
decryption key 274 may be transmitted in an IT policy message sent by the

enterprise server 120 to the mobile communication device 201.

[0054] In the first step 302, the mobile communication device 201 is
connected to the computing device. The mobile communication device 201 may

be connected to the computing device via a data port of the computing device
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above. Methods for establishing asymmetric private-public key pairs between
the enterprise server 120 and nobil e comruni cati on device 201 for
encryption and decryption are known in the art and will not be descri bed
in detail. GCenerally, the public encryption key 272 and private decryption
key 274 may be generated by the enterprise server 120 which maintains a
copy of the encryption key 272 and private decryption key 274, and
transmts the encryption key 272 and decryption key 274 to the nobile

comruni cati_on eV|ce odlnents t he public encryption ke
272 and_ pr A% £E MR\ APk LT abt e s GEAFE 2P ipar iy o
nessage seshobyrdMie euitedddyr i BEmBRINMEStIdR0 ihridte nEbi | exeerpeNi eath onas

devi ce 201. éOOSﬁl gn the fi rst ste 302 t he nmobi|l e conmuni cati on device
201 is corh P PHYHMIR | SNINAE ViR ATshithe PERAGMAIRMUNCHION ce

201 may belegRienest. ed’hb%oﬁﬁ'@tﬁ%é%t@@s deiged \Nl'@h a b%%k@p Wééra% drhRility,
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and the nobile communication device 2 uting device is provided
with a backapprigaten stevins RO yn thfsyfprr@aoﬁ 9 bﬁﬁkparfﬁleoﬁnd foombsigsiengodatieup

and restor r for
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ext er nal the nobile comunication device 201. [0055]
In sone e od| u'ﬂ?atngﬁ§9’5§L}g}&p fileis an IPD file or a backup file
conpatible with the IPD file format. The IPD file format is known in the
art and i §0G65dri beth isnmehenBlodokbets; \thBevadkopefilelisuamadPD filel ame Byckupsue

No. 1, Jaﬂféaéé’mﬁg’%’e \BHR't‘ﬂ%r}?’B 13?% flggr%%gr Cﬁ\el ﬂad\’ﬁ}e' Porx]'ml‘aitrp-s tk%%wn in the art
and is described in the Blackberry Developer Journal, Volume 3, Issue No. 1,
January 2006, published by Research in Motion Limited
(http://na.blackberry.com/eng/developers/resources/journals/jan_2006/BlackB

erryDeveloperJournal-0301.pdf), which is incorporated herein by reference. In

some embodiments, the backup file is organized into a number of databases
each containing data items of the same data type. For example, email
messages, contact records, and task items may be stored in individual
databases within the backup file.

[0056] In some embodiments, after launching the backup and restore
program, the user of the mobile communication device 201 may be given an
option of selecting the data items (or databases) to be backed up, for example
using a selection window or menu presented in a graphical user interface (GUI)

provided by the backup and restore program.

[0057] Next, in step 304 a request to backup one or more data entries or
data items stored on the mobile communication device 201 is received. The

request is typically made by user input received via the GUI of the backup and
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(h1>/1/na. bl ackberry. com eng/ devel oper s/ resources/journal s/jan_2006/ Bl ackB
erryDevel operJournal ,-0301pdf), which is incorporated herein by reference.
In sone enbodi nents, the backup file is organized into a nunber of

dat abases each containing data itens of the sane data type. For exanpl e,
emai| messages, contact records, and task itens nmay be stored in

i ndi vidual databases within the backup file. [0056] In sone enbodi nents,
after launching the backup and restore program the user of the nobile

communi cati on devi ce 201 ) be en an tion of sel]ect t he dat
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or menu pr@é@@éﬁdﬂbﬁb@r@téi'ﬂhucfaémtt&@rmbﬂﬂ@Eémrﬁ@ﬂldn devieyizead by the
backup and restore program [0057] Next, in step 304 a request to backup
ation
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dat abases each containing data itenms of the same data type. In sone

enbodi ment §€VicRe 28l inf thineMsaeknpforam@siass celestipn oy ameraysasr esént these
data st or eduiid bl HRTRICEEHEN wdeulaeaYlot TR SIRBTBICLY ofBSher

sel ection by the user. t hese i ments e request fromt user
be a requestorecaiabress $ﬁ1@Ct@ﬁ bsrrb‘nfe Uﬂa!t,aa)a%w%ébebﬁcéépwl dal@bases ongthe

request tonﬁﬁﬁl‘éu&rﬁHun@@att%aag\%ch trjé‘au?&o&i Bgc% rﬁé”‘H%or%eM% rtgy ' he

request to Kup up one or noreé ‘data ase sel ec
user, or ainadglrssibaseosdiaciedpiathie daera drtaenegusst thdackebiallelataritams catthen

devi ce 201mo[b(?lg c%n&%w@ﬂnc%%toﬂ detv‘? aggilal | abl e for backup may conprise user

application Service 222, and other data 224. In sone

enbodi nent s, the user application data 226 may conprise: enail nessages,
i nst ant mgr;gageg, The data items available for backup may comprise user application

data 226, service data 222, and other data 224. In some embodiments, the
user application data 226 may comprise: email messages, instant messages,
address book and contact information, contact records, Short Messaging
Service (SMS) messages, text messages, PIN messages, calendar and schedule
information such as calendar events and appointments/meetings, voicemail

messages, notepad documents, and combinations thereof.

[0060] It will be appreciated that the particular databases resident on the
mobile communication device 201 depends on the particular applications and
features provided by the particular mobile communication device 201, and that
the content of the various databases depends on the data stored in association
with the particular applications and features. In one example embodiment, the
device memory, for example the flash memory 244, comprises databases of
data items for the following: Address Book; Address Book Options; Alarm
Options; Application Permissions; Attachment Data; Attachment Options; Auto
Text; Device Messenger; Bluetooth® Options; Browser Bookmarks; Browser
Channels; Browser Data Cache; Browser Folders; Browser Messages; Browser

Options; Browser Push Options; Browser Uniform Resource Locators (URLs);
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address book and contact information, contact records, Short Messagi ng
Service (SM5) nessages, text nessages, PIN nessages, cal endar and schedul e
i nformati on such as cal endar events and appoi nt nents/ neeti ngs, voicenai l
nmessages, notepad documents, and conbinations thereof. [0060] It will be
appreci ated that the particul ar databases resident on the nobile

communi cati on device 201 depends on the particul ar applications and
features provided by the particular nobil e conmuni cati on device 201, and

that the content K of the various databases ds on the data stored in
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Layer Security (TLS) Options; Trusted Key Store; Voice Activated Dialing
Options; Wireless Application Protocol (WAP) Push Messages; and Wireless
Transport Layer Security (WTLS) Options.

[0061] In some embodiments, a step of determining which data items
and/or databases are available for backup is performed, typically by the mobile
communication device 201, It will also be appreciated that particular data items
and/or databases on the mobile communication device 201 may be not be
subject to the backup process. In order words, not all the data on the mobile
communication device 201 may be backed up due to controls placed on the
data, for example, by IT policies. In this way, the IT administrator may create
one or more IT policies which limit the data items and/or databases that may
be backed up, and then pushes the IT policies out to enterprise mobile
communication devices 201. In some embodiments, the IT administrator has
the option of setting the IT policy globally for all mobile communication devices
201 managed by the enterprise server 120, restricting the IT policy to groups or

classes of mobile communication devices 201 managed by the enterprise server
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Messages; Suretype(r) Options; Tasks; Tasks Options; Tine Zones; Transport
Layer Security (TLS) Options; Trusted Key Store; Voice Activated D aling
Options; Wreless Application Protocol (WAP) Push Messages; and Wrel ess
Transport Layer Security (WLS) Options. [0061] In sonme enbodi nents, a step
of determ ning which data itens and/or databases are avail abl e for backup
is performed, typically by the nobile communication device 201. It wll

al so be appreciated that particular data itens and/or databases on the

nobi | e co icatio vice 2 may be not be subject t he backu
process. 14D it eRriaBhonhd I Polier dar Bhenok BoTb e p i drRmTCat Gl
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for backupexa@ptﬁarlﬁcﬂm’e@dlmemﬁ wftﬁrprtege«uﬂarr@etshmtsreaa\&the)npt‘retmwftsefetcneg
user, and to t tep 304 of receiving the backup request. In other
embodi ment Q{é ?}Elta %('j‘edtég%(ﬁ?hi ng step may occur after receiving the backup
request in step 304, for exanple, in enbodi nents where the user does not
have the op@P6a]of skexctinngtept Bes dhebdasupblilekigpgenerated on the computing

device. At this stage, the backup file is empty but contains the basic structure
and conforms to the backup file format such as, for example, the IPD file

format.

[0064] Next, in step 308 the mobile communication device 201 encrypts a
data item selected for backup using the encryption key 272 stored in memory
244. Optionally, the mobile communication device 201 may determine if the
selected data item or database is subject to encryption, for example, by
consulting the relevant IT policies stored in the memory of the mobile
communication device 201, for example, in flash memory 244. If the IT
policies do not specify that the data item or database is to be encrypted or
specify that the data item or database is not to be encrypted, the operations
300 proceed to step 314 where a check is performed to determine if there are

more data items to be backed up.

[0065] Next, in step 310 the encrypted data item is transferred to the

computer device from the mobile communication device 201.
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[ 0063] Next, in step 306 the backup file is generated on the conputing
device. At this stage, the backup file is enpty but contains the basic
structure and conforns to the backup file format such as, for exanple, the
IPD file format. [0064] Next, in step 308 the nobile conmmunication device
201 encrypts a data item selected for backup using the encryption key 272
stored in nenory 244. Optionally, the nobile comrunication device 201 nmay
determine if the selected data itemor database is subject to encryption

for exa I con t.he € oI| ies.stored in t

of t he mobiiP9OEL o Nk 18 2188, 5 £ R enerye R isRe R 5 eV R Py
If the IT cpo*npurlr@sdekﬂc@(ﬁrcorsnaenﬁybwabrrmhmdm@n lcfteenfeoz01dahatwsjedlts ﬂh@ be
encrypt ed ) ify that the data item or database is not to be

encrypt ed, %taﬁE Fggg ati ons 300 proceed to step 314 where a check is
performed to determine if there are nore data itens to be backed up.
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[0067] Next, if there are nore ta itens to be backed up (step 314 t he
backup opet@fi€oRE 880TPER SAAJKETS totles) bagkedudy EsteRes Hiktt Ga?%CkiUtpe Sl

encrypt ed. stperath opsrsEIEnPr PeafiyURE thal éxt%?ﬂu&ckSdeLﬁtgw%z)o%rv‘?cebaeﬁ'@dth'ép

If there are no nore data itens to be backed up (step t he backup
fileis sCBPEHON 3 eidtent nenory of the external conputing device and
the operations 300 end. [0068] Typically, individual data itens are

encrypt ed, [bossyf er r?ﬂpll’:@l{f hﬁdl@@@“@éﬁgltgﬁw Ef eﬁ@@p%@@le@ra%@fért’&i b3 alnep
file in series until ata items have been backed up. However, in sone

embodi ment SOTRELIAG: deVieRnanaradsieshto gae frskepnfile Heseirs yptiball ofatehiemsni | e
communi cat hg{e 3REKCKHackRY: up.PRBwever, in some embodiments the data items of each

database may be encrypted on the mobile communication device 201, then
transferred to the computing device en masse, and added to the backup file. In
yet other embodiments, all data items may be encrypted on the mobile
communication device 201, then transferred to the computing device en masse,
and added to the backup file. Though not described above, the backup
program may organize the encrypted data items within the backup file, for

example, into the databases described above.

[0069] In the above-described embodiment, the encryption key 272 is
associated with a particular enterprise user or enterprise mobile communication
device 201. Depending on the particular use case scenario, an enterprise user
may have more than one enterprise mobile communication device 201 in which
case each device would have the same encryption and decryption keys
associated with the same user name/ID in the enterprise network 124, and
each device would have the encryption and decryption keys stored in memory
on activation of each enterprise mobile communication device 201 on the
enterprise server 120, or upon enforcement of the IT policy to implement the
secure backup and restore operations described in the present application (if

the enterprise device has already been activated). In alternative embodiments,
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transferred to the conputing device en nasse, and added to the backup file.
In yet other enbodinents, all data itens may be encrypted on the nobile
comuni cation device 201, then transferred to the conputing device en
masse, and added to the backup file. Though not descri bed above, the
backup program may organi ze the encrypted data itens within the backup
file, for exanple, into the databases descri bed above. [0069] In the
above-descri bed enbodi nent, the encryption key 272 is associated with a
particul ar Lpri user or enterprise nobile . comunication device.201.
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enterprise device), the restore operation will fail since the non-enterprise

mobile communication device does not have the required decryption keys.

[0071] Referring now to FIG. 4, a restore process 400 in accordance with
an example embodiment of the present application will now be described. The
process 400 provides a method of restoring data from a backup file containing
encrypted data created by the backup process 300 to a mobile communication
device 201. As described above in connection with the backup process 300, the
restore process 400 requires a decryption key 274 to be stored in the memory
of the mobile communication device 201. The decryption key 274 may be the
same as the encryption key 272 if a symmetric key protocol is implemented.
However, if an asymmetric key protocol is implemented, the decryption key 274
is a private key corresponding to a public encryption key 272 used to encrypt
the data.

[0072] In the first step 402, the mobile communication device 201 is

connected to the computing device (i.e., the user’s enterprise computer
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fromthe external conputing device to another nobile conmmunication device
201 which was not been activated on the enterprise server 120 (i.e., is not
an enterprise device), the restore operation will fail since the
non-enterprise nobile comunication device does not have the required
decryption keys. [0071] Referring nowto FIG 4, a restore process 400 in
accordance with an exanple enbodi nent of the present application will now
be described. The process 400 provides a nethod of restoring data froma
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[0074] Next, in step 408, an encrypted data item is extracted from the
backup file on the computing device and transferred to the mobile

communication device 201.

[0075] Next, in step 410, the encrypted data item is decrypted using the
decryption key 274, If there is no decryption key 274 stored in the memory of
the mobile communication device 201, or if the decryption key 274 does not
match, the decryption operation fails and, typically, the restore operation 400

ends.

[0076] Next, in step 412, the decrypted data item is stored in memory,
for example flash memory 244, of the mobile communication device 201. The
mobile communication device 201 may also organize the stored data items, for
example, into the databases described above. This organization step may occur

at this time, or after all data items have been restored.

[0077] Next, if there are more data items to be restored (step 414), the
restore operations 400 loop back to step 408 where the next data item is
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backup file. The optional check may be inplenented via the I T policy which
is specified by the enterprise server 120. [0074] Next, in step 408, an
encrypted data itemis extracted fromthe backup file on the conmputing
device and transferred to the nobile comunication device 201. [0075]
Next, in step 410, the encrypted data itemis decrypted using the
decryption key 274. If there is no decryption key 274 stored in the nenory
of the nobile comruni cation device 201, or if the decryption key 274 does

not match, r, i.0 ration.faj.l nd ically.,.the re
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dat a it ems SEEHEG et SFKYR (RIBCE34 PO0; KeSHHE a1 SRS B6Shd00] BBsiPed
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key pair for each database tfor a particular enterprise user or nobile
communi cat Iokhe éivstcetepd2, the mobile communication device 201 is connected to the

computing device.

[0079] Next, in optional step 503, the data items and/or databases which
are available for backup is determined. Typically, this step is performed by the
mobile communication device 201 by consulting the relevant IT policies stored
in the memory of the mobile communication device 201, for example, in flash

memory 244,

[0080] In some embodiments, after launching the backup and restore
program, the user of the mobile communication device 201 may be given an
option of selecting the data items (or databases) to be backed up, for example
using a selection window or menu presented in the GUI provided by the backup

and restore program.

[0081] Next, in step 504 a request is received to backup one or more
databases stored on the mobile communication device 201 is received, where
each database comprises one or more data items of a particular data type.

The request is typically made by user input received via the GUI of the backup
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In the first step 502, the nobile comunication device 201 is connected to
the conputing device. [0079] Next, in optional step 503, the data itens
and/ or dat abases which are available for backup is determ ned. Typically,
this step is perforned by the nobile comunication device 201 by
consulting the relevant IT policies stored in the nenory of the nobile
communi cation device 201, for exanple, in flash nenory 244. [0080] In sone
enbodi ments, after Iaunching t he backup and restore progran1 the user of
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244, 1If the IT policies do not specify that the database is to be encrypted or
specify that the data database is not to be encrypted, the operations 500
proceed to step 516 where a check is performed to determine if there are more

databases to be backed up.

[0084] Next, in step 509 the mobile communication device 201 encrypts
the first data item in the database for backup using the selected encryption key
272 for the selected database.

[0085] Next, in step 510 the encrypted data item is transferred to the

external computing device from the mobile communication device 201.

[0086] Next, in step 512 the encrypted data item is received on the
computing device from the mobile communication device 201 and added to the
backup file.

[0087] Next, if there are more data items to be backed up (step 514), the
backup operations 500 loop back to step 508 where the next data item is
encrypted. The operations 500 proceed until all the data items in all selected
database are backed up. If there are no more data items to be backed up (step
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specify that the data database is not to be encrypted, the operations 500
proceed to step 516 where a check is perforned to determne if there are
nore databases to be backed up. [0084] Next, in step 509 the nobile
comuni cati on device 201 encrypts the first data itemin the database for
backup using the selected encryption key 272 for the sel ected database.

[ 0085] Next, in step 510 the encrypted data itemis transferred to the
external conputing device fromthe nobile comunication device 201. [0086]

Next, in st 512 th ncrypt ed ta. it is . received an th conputin
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backed up (step.. 29 514), the operations proceed to step 516 where a check
is perfor %&‘5&%3%@3 filfelsestared i ipereistent A8emory ohdhe fokeaal somautinger e

are nore daealasafd e HFeraborkedoughq.t he backup operations 500 | oop back to
step 507 where the next database is selected. If there are no nore

dat abases ﬁgbe backed up &step 514), the backup file is stored in
persi st ent LROR&y of ThRPAsKYR GRErAYYMpHEsHipeddavined rarent AP EEPALRBMe500

end. [0088khdlTe R@GikiLRr20LWaH &5tHc FRSGHIliBLdaRdinde R &R MSIs 3BMd 6REES DN
provide the |IT admnistrator with some flexibility regarding the controls
to be pl acd8V6R dafeviedng @ BaekiLpngperatieek upedier@minjatratoiemay optionally
admi ni st ratghtrBRYViEPHT k! Y i TerRol| BSS t he
enterprise serrverwlZO, %F{éhmeg%ﬂaisgéggyggonﬁ bteh%blaegEé/erHHE% &gﬁ ' ?gth'oﬁgﬁmy
whi ch dat aBatabasehicen be dagked umavand abtienally miichusletaliasesbeabichparsr mmade

encrypt ed, ty} I t VLI d ti LS to
be appli eda?%gae@gﬁb@? a%%sr\éﬂaﬁ gﬁggéaaﬁ%lée}!ﬁtq{é%& ﬁﬁaﬁ?ﬁaﬁ@r‘gﬁ g? %ﬁ%@yp‘%@n
concer ned EKepuendaaarmtiamigeyhés tabkugppifedcor pactatetabase. For example, the

IT administrator may be concerned about controfling the backup of corporate
(enterprise} email and voicemail and so may prevent the backup of this data or
allow the backup of this data but encrypt it. However, the IT administrator may
not be concerned about controlling the backup of Game databases and so may
place lesser or controls on these databases (i.e., allow backup but do not apply

encryption).

[0089] Referring now to FIG. 6, a restore process 600 in accordance with
another example embodiment of the present application will now be described.
The process 600 provides a method of restoring data from a backup file
contained encrypted data created by the backup process 500 to a mobile
communication device 201. The process 600 is similar to the process 400
described above except that it decrypts and transfers data items to the
computing device on database-by-database basis, and optionally provides for
multiple encryption and decryption pair keys (which may be symmetric or
asymmetric), for example, providing a separate encryption and decryption key
pair for each database for a particular enterprise user or mobile communication
device 201.

30



(enterprise) email and voicemail and so may prevent the backup of this data
or allowthe backup of this data but encrypt it. However, the IT

adm nistrator nmay not be concerned about controlling the backup of Gane
dat abases and so may place |esser or controls on these databases (i.e.,

al I ow backup but do not apply encryption). [0089] Referring nowto FIG 6,
a restore process 600 in accordance with another exanple enbodi nent of the
present application will now be described. The process 600 provides a

cr eat od by ORELcud pec BT S58"BA2E thisnor et iGT o, drsirecaodoe
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asymetri c) for exanple, provi ding a separate encryption and decryption
enterprise user or nobile

key pair ch dat apase partl cul ar
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user's enterprise co%uter t er m nal home conputer term nal) where the

backup fil 87 MYye IEHIEE datalitans £¢ It'é\e motbh?cmn”fw@tt?@n%%‘f'%@ Iwith the
IPD file format, is stored. [0091] Next, in step 604, the conputing device

fecei ves a[08Q2ast !Rext,aAtNES adve baskitskitehé PERbIEd YRR, NRKE in
dat abases each conprising one nore encrypted data itens to the nobile

conmuni cat PBHOBR P& 58, tﬂ’@ogﬁ]b”ﬂeﬁf’mm‘r‘ﬂ@?‘é‘ﬂﬁ gievice, 294t sstenipss pe the

restored i §e!§@ﬁe@c&§c@ba§@>ébntdn5‘s eﬁ@ﬁﬂp@@@'da%é R8I HRDEBEIdoRs GRITYALE@L | ON
device 201 determnes if the selected database contains encrypted data

itens. |f laﬁ%(ﬁa%fédakﬁeseﬁ& thempalie cemenypeaiiprydericeths wilt Rat geesntdhe
conmmuni cat H%b‘é%é %‘%dzgﬂer‘éﬂubh ﬁ%gé&%pétebh@l? d@hé@%@% a&%rﬁgﬁé@w

proceed to steE where it 1s determ ned | ere are ot dat a aseto
restored (are e hﬁt@@b?se togesiesed (eltopmtivelondheststesupperations 600 could

end if any database does not contain encrypted data times). If there are no
other databases to restore, the operations 600 end. If there are other
databases to restore, the operations 600 proceed back to step 607 where the
next database is selected. If the database contains encrypted data items, the
operation 600 proceed to step 609 where the encrypted data item is extracted
from the database and transferred to the mobile communication device 201,
Alternatively, in other embodiments the mobile communication device 201 will
accept the unencrypted databases, for example, where the backup process 500
does not encrypt all backed up databases.

[0093] Next, in step 610, the encrypted data item is decrypted using the
decryption key 274, If there is no decryption key 274 stored in the memory of
the mobile communication device 201, or if the decryption key 274 does not
match, the decryption operation fails and, typically, the restore operation 600

ends,

[0094] Next, in step 612, the decrypted data item is stored in memory,
for example flash memory 244, of the mobile communication device 201. The
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end i f any database does not contain encrypted data tines). If there are no
ot her databases to restore, the operations 600 end. If there are other

dat abases to restore, the operations 600 proceed back to step 607 where the
next database is selected. If the database contains encrypted data itens,
the operation 600 proceed to step 609 where the encrypted data itemis
extracted fromthe database and transferred to the nobile comunication
devi ce 201. AIternativer, in other enbodi ments the nobile comrunication

devi ce 201 unengr t ed dat abases. r exanpl.e, where.the
backup pr ocess %6@5%‘%&%%5“0 5%'5?%@ g9y %‘38@5833']56&&?533?@@31’[30@%@']5 ¥t ,
in step 61lGxatiigeeinto yipt edtatatisasidegonbed dbovy.peds vigjamgative stdpenypoconr key

274. |f there, is.no dec ti,on . key 274 stored in the menory of the nobile
comuni cat i 5§hﬁe"\fnge°§8§t%P }‘ﬁ‘ta %EEY?%@?BW% /€974 does not match, the

decryption operation fails and, typically, the restore operation 600 ends.
[ 0094] Next[0095]st epN@kQ, ufttheredece ymredd@l@t Reirisefd be retwred (k;temenm)],ythe for

exanpl e fl as he le c catl on vi ce 201. The
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i time,
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restored. If there are no other databases to restore, t oper ati ons goo
end. |f thepst det@basady selgaliashases to restore, the operations 600 proceed
back to step 607 where the next database is selected. [0096] The backup
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strictions on how data which 1s bac rom an
enterprise to place restrictions on how data which is backed up from an
enterprise mobile communication device 201 may be used. Using the backup
processes 300, 500 and the restore processes 400, 600, backup data can only
be restored to an enterprise mobile communication device 201 that has been
activated and authorized by the enterprise server 120. As a result, a user
cannot backup data from an enterprise mobile communication device 201 and
restore the data to a personal mobile communication device 201 since the
personal device will not have the required decryption key. In addition, because
the backup data is encrypted, the use of other applications on the external
computing device which may otherwise be able to read the backup file and the
backup data contained therein is hindered or prevented. Thus, the backup
processes 300, 500 and the restore processes 400, 600 assist in reducing or
preventing the unauthorized use of data from an enterprise mobile

communication device 201 by a “rogue user”.

[0097] it will be appreciated that while the backup processes 300, 500
and the restore processes 400, 600 have been described and shown as
occurring in a particular order, persons skilled in the art will understand that

variations are possible. For example, the step of generating the backup fiie
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enterprise nobile conmmuni cati on device 201 may be used. Using the backup
processes 300, 500 and the restore processes 400, 600, backup data can only
be restored to an enterprise nobile conmunication device 201 that has been
activated and authorized by the enterprise server 120. As a result, a user
cannot backup data from an enterprise nobile conmunication device 201 and
restore the data to a personal nobile comrunication device 201 since the
personal device will not have the required decryption key. In addition,

because t hgohasdupe g%ﬁ—(%r' \ﬁp@%y% ¢fe %QE dfsfdogtig g&?eénc?ﬂﬂlegg@étthg[%gc ut he
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parti cul ar temgerallypsiosed sn siidtilednemothefaht astéinalindefmithrddéViad such as
vari ati onsgz{me possi bl e. For exanple, the step of generating the backup
file 32 n ‘not be performed prior to the step of adding the encrypted
data itemto the backup file. Furthernore, the step of storing the backup

fil ﬁ in pel[GDg’Bgnt Atthough Ozfefél’rdeageXi_heS‘ radenc ermguid itagT@iemgcw_ims?aemOmf ter
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menory of the external conputing devjce such as. RAM [0098] Although
ref erence ﬁ%‘éerbéhnlgqﬁﬁé [V IdenEaiSHPRISTREHEs ARk a”ﬂyb%%a%ﬁme%tisaﬁ‘gatlhﬁs

for the purgresghcell hetwisi Bide@nNand Utbnasrdshavihd&thEr 832 nddexphtiANdaédsib et
will be appreciated that the present application is intended to cover all

further re#PQ¥%ns, suppl enents, additions and repl acenents to the
referenced network types and standards, whether or not explicitly described

[0099] In accordance with one example embodiment, there is provided a
method of backing up data from a mobile communication device to an external
computing device, the mobile communication device being connected to the
external computing device for exchanging data with each other, the data
comprising one or more databases each comprising one or more data items, the
method comprising: determining which databases on the mobile communication
device are available for backup; receiving a request to backup selected
databases stored on the mobile communication device; for each selected
database, determining if the selected database is to be encrypted; if the
selected database is to be encrypted, encrypting the selected database using an
encryption key stored in memory of the mobile communication device, and
transferring the encrypted database to the external computing device; if the
database is not to be encrypted, transferring the unencrypted database to the
external computing device; storing a backup file comprising the selected
databases in the memory of the external computing device. In some
embodiments, the method further comprises, for each selected database,
selecting an encryption key for the database, the encryption key being selected
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above. [0099] In accordance with one exanpl e enbodi nent, there is provided
a nethod of backing up data froma nobile comruni cation device to an
external conputing device, the nobile comruni cati on device bei ng connected
to the external conputing device for exchanging data with each other, the
data conprising one or nore databases each conprising one or nore data
itenms, the mnethod conprising: determ ning which databases on the nobile
comuni cati on device are avail able for backup receiving a request to

backup sel qg&dﬁdc?adgiwgms/e Star. pﬂ? i | gy L 4 c i o qRyi q;ﬁ%b,]‘eor

each sel ect t abase ter e se ed ase isto
encrypt ed; dommuaicasiene ctedcalat atiasesarset oemboélmerytpx edeqlesmtr yiptludgst hen

sel ect ed dalanaRe A BiraLa SRS WRLLAR LS BLOKRY 10 merory of ‘the mobile
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at abases far, backup. 1 I n accordance wit 0 e enbodi nent,
there is &?PBW%I@EEE ﬁ‘é‘? I‘?E)‘gJ Il COBEIBY Gt AR G %@t%a‘i P tIfMRYISing one
communi cat bennirei eRitaba@® arorexdRhnalatsoaaeut ld@ﬂerﬂ@lmr@e if t e NB@&abBse s
conmmuni cati on d Vi ce 86I n connected to the external nput i ngadew ce for

exchangi ng €B5tR Wrt Anddt e satebasy l?eeﬁﬁrtyl%‘épch'ﬁﬁﬁf%i"ﬂ@ thﬁe‘é@a Bg tg the
request tomi@fleor @rAidiumiddtRM adeh@c KeBnf | {:I'% t@xﬁe‘?ﬁaln%nhﬁimebt%@t o

devi ce, the backup file conprising one nor e dat abases; for each

dat abase, a@@@pﬁfwa.m@ datappee 65*@5@%@@&0@&&%&0@@ i HREmP it n&tmm&% i's
encrypt ed, cémangliestioNbite 9838 ah8SRy el Brypting database in the memory of

the mobile communication device. If the database is not encrypted, in some
embodiments the unencrypted database is transferred to the mobile
communication device and stored in the memory of the mobile communication
device. In other embodiments, if the database is not encrypted, the
unencrypted database is not transferred to the mobile communication device.
In some embodiments, the method further comprises, for each database,
selecting a decryption key for the database, the decryption key being selected
from a plurality of decryption keys stored in memory of the mobile
communication device, wherein each data item in the database is decrypted

using the selected decryption key.

[0101] While the present application is primarily described as a method, a
person of ordinary skill in the art will understand that the present application is
also directed to a device (such as a mobile communication device, external
capturing device, and enterprise server described above), for carrying out the
described methods and including components for performing each described

method step, be it by way of hardware components, a computer programmed
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nmobi | e comruni cati on device fromthe external conputing device and
decrypting the database using a decryption key stored in nenory of the
nobil e comuni cation device and storing the decrypting database in the
menory of the nobile conmunication device. If the database is not
encrypted, in sone enbodinents the unencrypted database is transferred to
the nobile conmunication device and stored in the nenory of the nobile
communi cation device. In other enbodinents, if the database is not

encrypted, the unencrypted databa i,s not transferred to the nobile
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appl i cati omobile @MEuNAtiod FQITBENG@AEdFured to implement at least some of the
processes herein described, alsoc comes within the scope of the present

application.

[0102] The embodiments of the present application described above are
intended to be examples only. Those of skill in the art may effect alterations,
modifications and variations to the particular embodiments without departing
from the intended scope of the present application. In particular, features from
one or more of the above-described embodiments may be selected to create
alternate embodiments comprised of a sub-combination of features which may
not be explicitly described above. In addition, features from one or more of the
above-described embodiments may be selected and combined to create
alternate embodiments comprised of a combination of features which may not
be explicitly described above., Features suitable for such combinations and sub-
combinations would be readily apparent to persons skilled in the art upon
review of the present application as a whole. The subject matter described
herein and in the recited claims intends to cover and embrace all suitable

changes in technology.
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system conprising an enterprise server and a plurality of nobile

communi cation devices connected via a wireless communi cati on network, in
which the nobile enterprise server is configured to inplenent at |east
sonme of the processes herein described (i.e., to send out IT policies),
and in which one or nore of the nobile comunication devices are
configured to inplenent at |east sone of the processes herein described,
al so conmes within the scope of the present application. [0102] The
enbodi nment ﬁKI g present application described above are intended to be
exanpl es oz%yflggbse of skill in the art may effect alterations,
nodi fi cations and variations to the particul ar enbodi nents w thout
departing Ifr omA trethod ehdedkingope data filven @ esbdile @pphucattion. ddvice (201)
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may be sel &&i¥d ARG TEMi NI TS eate al ternate enbodiments comprised of
a conbination of features which may not be explicitly described above.
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recited clainms intends to cover and enbrace all suitable changes in
t echnol ogy. 35 €hé&lyBng 4 dafe ienhodinf abaski-ngticm kdat(@ 7Ly eiv@dndbineenory

comuni cat i devi.ce 1) to an_extesrnal uting device, the nobile
conmuni cat K% 4)d%ﬁ//%h§em%’§gﬁ)comH@'CEEBHﬁ%&’f‘:@o(cz%ggt he external conputing
device for exchanging data with each other, the method conpri sing:
recei ving a reqtressferonpabkupnonptaar doty ¢tetlatta thiceastermalac@hpughytdevede;
data itens_stored on the nobile conmunication device (201); encrypting a
data item ﬁ@?ng an encryption key (272) stored in nenory

storing a backup file comprising the encrypted data item in the memory

of the external computing device.

2. The method of claim 1, wherein the encryption key (272) is a symmetric
encryption key (272).

3. The method of claim 2, wherein the encryption key (272) is an AES
(Advanced Encryption Standard) key or Triple Data Encryption Standard (Triple
DES) symmetric key.

4, The method of claim 1, wherein the encryption key (272) is part of an
asymmetric key pair.

5. The method of any one of claims 1 to 4, wherein the encryption key
(272) is stored in protected memory (270) of the mobile communication device
(201).

6. The method of any one of claims 1 to 5, wherein the data items comprise
user application data and service data stored in the memory (244) of the

mobile communication device (201).

36



(244) of the nobile conmmunication device (201); transferring the encrypted
data itemto the external conputing device; and storing a backup file
conprising the encrypted data itemin the menory of the external conputing
device. 2. The nethod of claim 1, wherein the encryption key (272) is a
symmetric encryption key (272). 3. The method of claim2, wherein the
encryption key (272) is an AES (Advanced Encryption Standard) key or
Triple Data Encryption Standard (Triple DES) symretric key. 4. The net hod

of claiml1, wherlnte neryption 272) i metric key

pair. 5. THe rret@odmgp"oaq???gﬁ Yt€ 8%8%' E%%“R\f%%‘f’e'ihﬁ f#fe | E%E‘Fﬁfﬁ%}? key
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and adding the encrypted data itemto the backup file. 9. The nethod of any

one of claionms 1The rBethaliesfeamy bhe oFemiest1 @@@pwr&&é;rﬁthémﬁ céﬁlplpn@,eglap
one or nore dat gbases stored in the nenpry 244 of the

communi cat {SHFERRA(SpL19Ne éﬁcwoﬂ%t%%%%geéo#ﬁm%|’Wléh@ﬁ§efﬂ0rmir2é4)d%it'?ﬁ'e
items, then@iRodommidihestiGOmRVIG 901), each database comprising one or more

data items, the method further comprising:

for each database, selecting the encryption key (272) for the database,
the encryption key (272) being selected from a plurality of encryption keys
(272) stored In memory (244) of the mobile communication device (201),
wherein each data item in the database is encrypted using the selected
encryption key (272).

10. The method of any one of claims 1 to 8, wherein the request comprises a
request to backup selected databases stored on the mobile communication
device (201);

wherein the encrypting and transferring comprises:
for each selected database,
determining if the selected database is to be encrypted;

if the selected database is to be encrypted, encrypting the
selected database using an encryption key (272) stored in memory
(244} of the mobile communication device (201) and transferring
the encrypted database to the external computing device and
adding the encrypted database to the backup file; and
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for each database, selecting the encryption key (272) for the database,

the encryption key (272) being selected froma plurality of encryption keys
(272) stored in nenory (244) of the nobile comrunication device (201),
wherein each data itemin the database is encrypted using the sel ected
encryption key (272). 10. The nethod of any one of clains 1 to 8, wherein
the request conprises a request to backup sel ected databases stored on the
nobi | e conmmuni cation device (201); wherein the encrypting and transferring

conprises: for each selegt d c.determning if 1h I
dat abase is to be encrypt gd?ﬁ?f@%tagggegllsec'ﬁéetd taaQ%b%%%ryPéecgo?r nggeﬁr'\'g'??/ptihgd,
encrypting the sel ethedcdatadadetabssagt@ntrencextptiain ckeyutiag2)destoer echd n

menory (244) of the bile comuni cati ﬁge\/i e, (201) and transferring
the encrypted dat abagggkn(?ti SRR @a& ats ﬁ%té}eeg?%l%“pa ¥ adding the
encrypted database to the backup file; and 37 if the database is not to be
encrypt ed, Itlr anghermethypd be claimeb@r fyptrent chabptisisg, far tdeh sxitcradatiat@bapelt i ng

rethoa o cPALR RRARERT KBLTARPRRE cilohie B el b, 75
?el e;:t i Bg @ei@lfﬁelymeigd:cnomey p(LH’IERt)y clf;ﬁ)éndrppti@hakab§$z72) Eﬁ)ré@((l?rﬁ yﬂsé)rhow @md )
272 ei ng,sel ect. rom a urali.t encryption keys (272) stored in
nenory (24&’?th%fncf%d% %Bmué"@@mﬁ’u&?‘e%%ﬁg&ﬂ)devi ce (201). 12. The method of
claim 11, wherein the request includes an identification of the selected
dat abases flar babkupethbd. ofThieimEthath@kirathe angiest E@&Iaﬂéﬁﬁaﬁ it entifkationr dther
conpri sing;, receivi a, poli nessage (276) on the nobile conmunication
device (281§ ,Selfeﬁt’eed;@?qaegs?r%g%a%aéi(’WG) conprising a rule for the mobile
comuni cation device (201) to encrypt at |east sone of the data itens in
13. The method of any one of claims 1 to 12, further comprising:

receiving a policy message (276) on the mobile communication device
(201), the policy message (276) comprising a rule for the mobile
communication device (201) to encrypt at least some of the data items in
response to a request to transfer data items received during a backup to an
external computing device before transmitting the items to the external
computing device, the policy message (276) further comprising the encryption
key (272) for encrypting data items during the backup of data items on the

mobile communication device (201); and

storing the rule and the encryption key (272) in the memory (244) of the
mobile communication device (201).

14, A method of restoring backup data to a mobile communication device
(201) from an external computing device, the mobile communication device
(201) being connected to the external computing device for exchanging data
with each other, the method comprising:

receiving a request to restore data from a backup file to the mobile
communication device (201}, the backup file comprising one or more encrypted

data items;
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response to a request to transfer data itens received during a backup to an
external conputing device before transmtting the itens to the external
conputing device, the policy nmessage (276) further conprising the
encryption key (272) for encrypting data itens during the backup of data
itens on the nobile comrunication device (201); and storing the rule and
the encryption key (272) in the nenory (244) of the nobile conmunication
device (201). 14. A method of restoring backup data to a nobile

conmuni cati on d%Vér?s@err(r%P%P: dricA/BtaR &Q%EQEé?ﬁltothP{épH'Fo'bqg éé)‘?r‘(;‘nﬁﬁrcahgﬁ d@}?éé e

communi cati on device bei’ng connect to the external
devi ce for (@Qéhamgn ﬁ@e@at:%maw@rnpeang dswvinsy; anche net hod corrprl SI ng
receiving a request to restore data froma backup file to the nobile

comuni cation d@é’c%t(n?gojepxe a8 Q@ﬁ#lﬂj@lr{gn € def fo ' g O AQ" SIIPEF in thebI e

encrypted data items; "38 transferring encr aitemto the
comuni cat i"BAM@EY (244) 9"2@@ Wﬁbdmcpﬁvﬂgfdtcétinald%/mm(ﬁﬁldg devi ce; and
decrypting the data itemusing a decryption key (274) stored in the nenory

(244) of the, molikenegay o aaﬁhqg,cﬁ'@r\fh% &%gws,mgﬁ The method of claim 14,
further conprising: storing the ecryptea ta 'temin the menory (244) of

the nobile comunication device (201). 16. The nmethod of claim 14 or claim
15, wherein t he SBIEKUENE 13%“&’6?&5? 4968 Itefie inprthgomerditvahades of edeh erftibase

conpri si Ng cGRNQRIcHRLS O@@;cg(it , the nethod further conprising: for each
dat abase, selecting a decryption key (274) for the database, the

decryption key %274) bei ng selected froma plurality of decryption keys
(274) st or®d i APREREFNPY 2h slaigt 14 e eaisn |1, cwheaigin ¢heilmskaaileecorporijes

wherein eagh di%%ré td%ﬂéﬂé%ekh@agﬁhﬁpaao%%e'&nﬁiﬁr‘?&)‘ﬂtcﬁ% YSiifteldifa SRS BR
decryption ke (274).

t¥10d further comprising:

for each database, selecting a decryption key (274) for the database, the
decryption key (274) being selected from a plurality of decryption keys (274)
stored in memory (244) of the mobile communication device (201), wherein
each data item in the database is decrypted using the selected decryption key
(274).

17.  The method of claim 14 or claim 15, wherein the backup file comprises
one or more databases, each database comprising one or more data items,

wherein the transferring and decrypting comprises:
for each database,
determining if the database is encrypted;

if the database is encrypted, transferring the database to
the mobile communication device (201) from the external
computing device and decrypting the database using a decryption
key (274) stored in memory (244) of the mobile communication
device (201) and storing the decrypting database in the memory
(244) of the mobile communication device {(201).
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17. The method of claim 14 or claim15, wherein the backup file conprises
one or nore databases, each database conprising one or nore data itens,
wherein the transferring and decrypting conprises: for each database,
determining if the database is encrypted; if the database is encrypted,
transferring the database to the nobile conmunication device (201) from
the external conputing device and decrypting the database using a
decryption Kkey (274) stored in nenory (244) of the nobile comunication

devi ce (201), and-.St Qr.i t he r,ypt .0 t. se,_Ln the nmenor 44)  of
The ot 10 st el (v aRe ERE R IBHAE Retdhasols o B aafdd) 1
wherei n i f uneacdattab astabasenist trensfeyedetd, tHehmobiirerenyphedtidat dbase (261)
transferred to e nohile co icati devi.ce (201) . and stared_jin the
renory (2acroffes ThBi Fertdintaans o ts ReuiCed fot et S4ES b Poa ot
claim17, wherein if the database is not encrypted, the unencrypted

dat abase i d%iot Theamstiesd ef dant 1€, motédetn cotiupliataidsenisdest ercryp2&l) the20.

The method of an e, clains. 17 19, further, comprising, for each .

dat abase, ggleggﬁ%ﬁégadaggg?%ﬁ 8?# &E@f'g@c'ﬁr'fﬁ? troogh? ﬁ%% éﬁ'g‘é'é‘;m' ALOHSEMS i on
key (274) (being selected froma plurality of decryption keys (274) stored
in menory (244) of the nobile comunication device (201), wherein each

data itemi,n th dat abase .i s _decrypt ed i n e_sel ected decryption key
(273) 51 e TREHEION By P ohe 6! el iy 14 19 85 ek EraPHSTiR B5CH3Th | on
Iéey (274) dlamtmsgAEge(ct}ergaln@@cdDégncm Yeiyi (QW_@thﬂﬂ@é dgtwaﬁa th ﬁe@@bgon key
ncryption andar riple symetrjc key. ) e met hod of any one
of ol ai ms 13745P8Te el fame %Je&%”grpstqfcd?cgé@ﬁ’m Govs 2-%_754)551158?%‘@”'] Femory
protected B4y ¥f (Y Mobik donemuBliation ViR [ Zad ), Whteii 68ch 638 Lkem2B- thEhe
met hod of 3”%’ one of clalng 14 to 22, wherein the data_itens are

atabase is decrypted using the selected decryption key (274).

21. The method of any one of claims 14 to 20, wherein the decryption key

(274) is an AES (Advanced Encryption Standard) or Triple Data Encryption

Standard (Triple DES) symmetric key.

22. The method of any one of claims 14 to 21, wherein the decryption key
(274} is stored in protected memory (270) of the mobile communication device
(201).

23. The method of any one of claims 14 to 22, wherein the data items are
one or more of: email messages, address book and contact information, contact
records, Short Messaging Service (SMS) messages, text messages, PIN

messages, calendar and schedule information, and notepad documents.
24. The method of any one of claims 14 to 23, further comprising:

receiving a policy message (276) on the mobile communication device
(201), the policy message (276) comprising a rule for the mobile
communication device (201) to decrypt encrypted data items received from an
external computing device during a restore, the policy message (276) further
comprising the decryption key (274) for decrypting the encrypted data items
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one or nore of: email nessages, address book and contact information,
contact records, Short Messaging Service (SM5) nessages, text nessages,
PIN nmessages, cal endar and schedul e i nformati on, and notepad docunents.

24. The nethod of any one of clainms 14 to 23, further conprising: receiving
a policy message (276) on the nobile comruni cation device (201), the
policy nessage (276) conprising a rule for the nobile comunication device
(201) to decrypt encrypted data itens received froman external conputing

devi ce durifg; t he | e : L. COMMLLSI he
de\élrypti %"f‘%@( 9%11)%8 tgFe Ec‘%é;gtflk%ﬁést rzscg%crp%ﬁg) ohﬁ%ghlﬁfag%@ &%&%3??% t he
restore of adgta itenms on the nobile conmunication device (201); and

storing the rule and the decryption key (274) in the nmenory (244) of the

nmobi | e comruni cat | Vi ) il ) i i I+C 01),
conprising: a prggdce gfe %ngdg f%?re %%%YP@?'F?%X (t%ﬁg’?mﬁ%ﬁéoﬂﬁ@% P%@e) ér?rfo |2el e
conmuni cat inebitesdromurdGition dedet 420ht.erf ace (252; 262) coupled to the
processor (240) configured for comrunicating with external conputing

devi ces andg«f or i £.a i Ay a Yy (244) coupled to the
processor %5210) AgﬁgBﬁggPﬁgngﬁ:gt'%rtﬁgi%(’l@#s(tz:b&g‘t F%ﬁgﬂé%gr ed thereon, the
menory (244) having stored thereon an encryption key (272) and a plurality

of data itens of uweresgl i (@40 orfodatcantrodzg) , theheopartadioandofi nEe uotdhiles
configuri ”%Hﬁ?ur%%&?@@ﬂicggég%l?l 0: in response to receiving a request to

transfer data 1tens receive ‘om a backup application on an external
conputing device received via the data interface (252; 262), encrypt the
data itenms w t hatdwéa énerfasei(@h2; k&) (@uRied nthe protessar () asofigpredifatat a

LT BT A GRS B, BTt S 090

therewith;

a memory (244) coupled to the processor (240) and having data and
instructions stored thereon, the memory (244) having stored thereon an
encryption key (272) and a plurality of data items of user application data
(226), the data and instructions configuring the processor (240) to:

in response to receiving a request to transfer data items received
from a backup application on an external computing device received via
the data interface (252; 262), encrypt the data items with the encryption
key (272), and transmit the encrypted data items to the external
computing device via the data interface (252; 262).

26. The mobile communication device (201) of claim 25, wherein the
memory (244) further includes a decryption key (274), the data and
instructions further configuring the processor (240) to:

in response to receiving encrypted data items via the data interface
(252; 262) from a restore application on an external computing device, decrypt
the encrypted data items with the decryption key (274), and store the
decrypted data items in memory (244).
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menory (244) further includes a decryption key (274), the data and
instructions further configuring the processor (240) to: in response to
receiving encrypted data itens via the data interface (252; 262) froma
restore application on an external conputing device, decrypt the encrypted
data itens wth the decryption key (274), and store the decrypted data
items in nmenory (244). 41 27. The nobil e conmunication device (201) of
claim25 or claim26, wherein the data interface (252; 262) is a Universal

Serial Bus jASB # Lation Steyvidd€ [ AMgUN cat dewice:
(201) of an #onghg%ng?%ngééﬁga%%%e\%%rglarwt fgd%ncr y;dtri cg%]mﬁ%@, %?mand
decrypt i on tReyat2 mterface (8b2r 862) s a pindrasakelemafusy (YT atef patid 26Bbi | e

comuni cation device (201). 29. A conputing device, conprising: a processor

for controllg ng-HRe8BRE %inﬂ‘?uﬂfca‘:igﬁ &&?Pé“c(bé‘% g?\éingeén@.o\"'sc?ziin{snﬁ)g&odfy,i ce
coupled to the processor configured for recerving user ~inputs, a data
interface adgsEedthe etwypliotdeor(2dd) amhfdauymtibrf dey ¢@urdreastomgd wint h a

e R e el T S S R

thereon, the data and instructions configuring the processor to: receive a
request fraéfM a dswmpuetitadrRvigeon@morisingre data itens in a plurality of
data itens stored on the nobile conmunication device (201); request the

one or nore datad I [ Tl ' A ); receive
encrypted data ?tdgtﬁgéggpg&%%ﬂ%gﬁpéhgg%%ﬁmfca?fgﬁr\é 9‘%8@?%5%\” a the
data interface in response to the request; and store the encrypted data
itens in a back@p'Seripytrdevies pewried to3be praesessonsanfiagragefprgeceiving wsen 29,
wherein thg yggory further includes

a data interface coupled to the processor and configured for
communicating with a mobile communication device (201) and for exchanging
data therewith;

a memory coupled to the processor and having data and instructions
stored thereon, the data and instructions configuring the processor to:

receive a request from a user to backup one or more data items in
a plurality of data items stored on the mobile communication device
(201);

request the one or more data items from the mobile
communication device (201);

receive encrypted data items from the mobile communication
device (201) via the data interface in response to the request; and

store the encrypted data items in a backup file in the memory.

30. The computing device of claim 29, wherein the memory further includes

data and instructions configuring the processor to:
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data and instructions configuring the processor to: 42 receive a request
froma user to restore data froma backup file stored in nenory to a
nobi | e conmmuni cati on device (201), the backup file conprising one or nore
encrypted data itens; and in response to the request fromthe user to
restore data fromthe backup file, extract and transfer the one or nore
encrypted data itens to the nobile conmmunication device (201). 31. A

nmet hod for inplenenting secure data backup froma nobile comrunication
device (201) to ext | gggy [ Vi t ggﬂpfis' T
receiving a pol irgge’r@réﬁggé&?ef% ) t(:é;nut rcetsr%%ﬁrg d(ﬂ:ég?rrfulmjtnrﬁ%cai??on dél\?i %’.gped( %1),
t he policy MeX9aydo(278Ppbitveprminginigation avideol20he tinebbéekupe tilemaompaisingn
devi ce (20 t ; f,the data itenms in response to a
request to¥%$gﬁéﬁgfééﬁggﬁﬁ?%?§§%g%ﬁ?%éﬁmhuring a backup to an externa
conputing device before transmtting the itenms to the external conputing
devi ce; and recéd Vespres teribeyeauest ke {12y aerf tr rashorey gatianfyontathee bé ek
during theg i t i i.cati eyl ¢ 1).
32 The methodta oy andhtihsrt B Se oY o TRRS oS 585 M E TR o
t he pol i cy caggsugeaion @evic@320The nmet hod of claim 32 wherein the policy
nmessage (276) is securely received froman enterprise server (120)

managi ng t co i j O il i_caf | deyice (2 %.34.
The et hodﬁgf cl ai meg@d V\ﬁ’gl‘ gf‘ﬁ%ﬁ&“ﬁﬁ?i csécgrgggyagggg ?%pi E#%I'?'gi{a% pite
si gned. 35cofeunisation ddviemy(20i¢ of agl @xtanal doon@dingvteEnédan the rmethiody

nmessage (ggﬁ%wk .her conprises a rule for the nobile comuni cation device
(201) to ecrypt encrypted data itens received froman external conputing
device 43

receiving a policy message (276) on the mobile communication device
(201), the policy message (276) comprising a rule for the mobile
communication device (201) to encrypt at least some of the data items in
response to a request to transfer data items received during a backup to an
external computing device before transmitting the items to the external

computing device; and

receiving an encryption key (272) for encrypting data items during the
backup of data items on the mobile communication device (201).

32. The method of claim 31, wherein the encryption key (272) is included in
the policy message (276).

33. The method of claim 32 wherein the policy message (276) is securely
received from an enterprise server (120) managing the communications of the

mobile communication device (201).

34. The method of claim 33, wherein the policy message (276) is digitally
signed.

35. The method of any one of claims 31 to 34, wherein the policy message
(276) further comprises a rule for the mobile communication device (201) to

decrypt encrypted data items received from an external computing device
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during a restore, and a decryption key (274) for decrypting the encrypted
data itens during the restore of data itens on the nobile comunication
device (201). 36. The nethod of claim 35, further conprising storing the
encryption key (272) and decryption key (274) in nenory (244) of the
nobi | e communi cation device (201). 37. The nethod of claim 36, wherein the
encryption key (272) and decryption key (274) are stored in protected
menory (270) of the nobile comunication device (201). 44

during a restore, and a decryption key (274) for decrypting the encrypted data
items during the restore of data items on the mobile communication device
(201).

36. The method of claim 35, further comprising storing the encryption key
(272) and decryption key (274) in memory (244) of the mobile communication
device (201).

37. The method of claim 36, wherein the encryption key (272) and
decryption key (274) are stored in protected memory (270) of the mobile
communication device (201).
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