
SUMMARY 

in one advantageous embodiment, an apparatus comprises a network data 
processing system, a policy manager, and a number of agents. The network data 

processing system is configured for use at an airport. The policy manager is configured 

to manage a number of policies based on a threat Ievei for the airport. The number of 

agents is configured to run on the network data processing system and to implement 
the number of policies on the network data processing system. 

In another advantageous embodiment, an aircraft communications system 

comprises a network data processing system at an airport, a policy manager, and a 

number of agents. The policy manager is configured to manage a number of policies 

for communicating with a number of data processing systems on an aircraft at the 

airport. The number of agents is configured to run on the network data processing 
system and to implement the number of policies for communicating with the number of 
data processing systems. 

In yet another advantageous embodiment, a method is present for managing 
network security at an airport. A number of policies for a network data processing 

system is identified at the airport based on the threat level identified for the airport in 

response to identifying the threat level for the airport. Enforcement of the number of 

policies is initiated in the network data processing system. 
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In one aspect, there is provided an apparatus comprising: an e-enabied aircraft 

including an aircraft data processing system; a network data processing system configured 

for use at an airport, the network data processing system in communication with the aircraft 

data processing system; a policy manager comprising a processor, the policy manager 

configured to manage a number of policies based on a threat level for the airport, the policy 

manager further configured to identify a number of undesired events for the network data 

processing system and the aircraft data processing system and identify a number of actions 

to be performed in response to the number of undesired events, the number of undesired 

events including undesired events in categories selected from the group consisting of safety 

events, security events, business events, and operational events, and the policy manager 

further configured to adjust the threat level based on identifying a number of undesired 

events from more than one category of events; a policy specifier configured to receive input, 

to identify information for use in identifying the threat level for the airport, and to generate the 

number of policies for the data processing system and the aircraft data processing system; 

and a number of agents configured to run on the network data processing system and 

configured to implement the number of policies on the network data processing system and 

the aircraft data processing system. 

In another aspect, there is provided an aircraft communications system comprising: 

an e-enabled aircraft including a number of aircraft data processing systems; a network data 

processing system at an airport, the network data processing system in communication with 

the number of aircraft data processing systems; a policy manager comprising a processor 

configured to manage a number of policies for communicating with the network data 

processing system at the airport and the number of data processing systems on the aircraft 

at the airport, the policy manager further configured to identify a number of undesired events 

for the network data processing system and the number of aircraft data processing systems 

and identify a number of actions to be performed in response to the number of undesired 

events, the number of undesired events including undesired events in each category of 

safety events, security events, business events, and operational events, and the policy 

manager further configured to adjust the threat level based on identifying a number of 

undesired events from more than one category of events; a policy specifier configured to 

receive input, to identify information for use in identifying the threat level for the airport, and 

to generate the number of policies for the data processing system and the number of aircraft 

data processing systems; and a number of agents configured to run on the network data 

processing system and configured to implement the number of policies for communicating 

with the network data processing system and the number of aircraft data processing 

systems. 

2a 



In yet another aspect, there is provided a method for managing network security at 

an airport, the method comprising: monitoring for a number of undesired events in a network 

data processing system and an aircraft data processing system in an e-enabied aircraft and 

identifying a number of actions to be performed in response to the number of undesired 

events, monitoring including monitoring the number of undesired events in each category of 

safety events, security events, business events, and operational events, the monitoring 

performed by a policy manager in a processor; responsive to identifying a threat level for the 

airport, identifying a number of policies for a network data processing system at the airport 

and the aircraft data processing system based on the threat level identified for the airport, 

the identifying a number of policies performed by the policy manager; adjusting the threat 

level based on identifying the number of undesired events from more than one category of 

events; initiating enforcement of the number of policies in the network data processing 

system and the aircraft data processing system including sending the number of policies to 

an agent in the network data processing system; and enforcing, by the agent in the network 

data processing system, the number of policies on a data processing system in the network 

data processing system on which the agent is located. 

The features, functions, and advantages can be achieved independently in various 

embodiments of the present disclosure or may be combined in yet other embodiments in 

which further details can be seen with reference to the following description and drawings. 

2b 



WO 2012/112237 PCT/US2012/020819 

What is claimed is: 

10 1. An apparatus comprising: 

a network data processing system (106) configured for use at aft airport (102); 

a policy manager (124) configured to manage a number of pjrficies (122) based 

on a threat level (129) for the airport (102); and 

a number of agents (126) configured to run on the network data processing 
15 system (106) and configured to implement the (122) on the/fetwork data processing 

system (106). 

2. The apparatus of claim 1 further comprising: 

a policy specifier (123) configured to receive^input (128) and generate the 

2 0 number of policies (122). J 

25 

3. The apparatus of claim 1, wherein argent (139) in the number of agents (126) 

is configured to enforce the number of poficies (122) on a data processing system (110) 

in the network data processing system/106) on which the agent (139) is located. 

4, The apparatus of claim 1, wherein the policy manager (124) is configured to 

identify the threat level (129) forine airport (102). 

5. The apparatus of claim 4, wherein the policy manager (124) is configured to 

30 select a group of policies/) 35) for enforcement in the network data processing system 

(106) in response to identifying the threat level (129) for the airport (102) and initiate the 
J 

enforcement of the gfoup of policies (135). 

35 
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5 6. The apparatus of claim 1, wherein the policy manager (124) is further configured 

to identify a change to the threat level (129) for the airport (102) and update th/number 

of policies (122) in response to identifying the threat level (129) for the airpo/(102). 
/ 
/ 7. The apparatus of claim 1, wherein the policy manager (124) is farther configured 

10 to identify a number of undesired events (140) for the network data^ocessing system 

(106) and identify a number of actions (142) to be performed in r^ponse to the number 

of undesired events (140). / 

8. The apparatus of claim 2, wherein the policy specifier (123) is further configured 

to idei 

(102). 

15 to identify information (127) for use in identifying the threat level (129) for the airport 

9. The apparatus of claim 1, wherein in beipg configured to implement the number 

of policies (122) on the network data processjrffg system (106), the number of agents 
/ 

20 (126) is configured to manage communicajtons with a data processing system on an 

aircraft (104). ; 
./ 

10. An aircraft communications Astern comprising: 
/ 

a network data processincfsystem (106) at an airport (102); 
/ 

25 a policy manager (124)/6onfigured to manage a number of policies (122) for 
f communicating with a numjpfer of data processing systems (118) on an aircraft (104) at 

the airport (102); and / 
a number of agents (126) configured to run on the network data processing 

system (106) and c$fifigured to implement the number of policies (122) for 
30 communicating^fth the number of data processing systems (118). 

11. The ^ircraft communications system of claim 15, wherein the number of agents 

(126) is configured to implement a policy in the number of policies (122) specifying a 

communications link (117) for use in communicating with the number of data processing 

35 systems (118). 
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5 12. A method for managing network security at an airport (102), the m^tfiod 
comprising: / 

/ 
responsive to identifying (800) the threat ievei (129) for theatiport (102), 

identifying (802) a number of policies (135) for a network data processing system (106) 

at the airport (102) based on the threat level (129) identlfie<Mor the airport (102); and 
-t 

10 initiating enforcement (804) of the number of polices (122) in the network data 
processing system (106). y 

/ /' 13. The method of claim 20, wherein the initiating step (804) comprises: 

sending the number of policies (1^) to an agent (139) in the network data 
15 processing system (106); and ^ 

further comprising: / 

enforcing, by the agent/f39) in the network data processing system (106), the 

number of policies (135) opf^a data processing system in the network data processing 

system (106) on whjch,iKe agent (139) is located. 

20 
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CLAIMS: 

What is claimed is: 

5 i. An apparatus comprising: 

an e-enabled aircraft including an aircraft data processing system; 

a network data processing system configured for use at an airport, the network data processing 

system in communication with the aircraft data processing system; 

a policy manager comprising a processor, the policy manager configured to manage a number 

10 of policies based on a threat level for the airport, the policy manager further configured to 

identify a number of undesired events for the network data processing system and the aircraft 

data processing system and identify a number of actions to be performed in response to the 

number of undesired events, the number of undesired events including undesired events in 

categories selected from the group consisting of safety events, security events, business 

15 events, and operational events, and the policy manager further configured to adjust the threat 

level based on identifying a number of undesired events from more than one category of events; 

a policy specifier configured to receive input, to identify information for use in identifying the 

threat level for the airport, and to generate the number of policies for the data processing 

system and the aircraft data processing system; and 

20 a number of agents configured to run on the network data processing system and configured to 

implement the number of policies on the network data processing system and the aircraft data 

processing system. 

2. The apparatus of claim 1, wherein an agent in the number of agents is configured to enforce 

25 the number of policies on a data processing system in the network data processing system on 

which the agent is located and to enforce the number of policies on the aircraft data processing 

system. 

3- The apparatus of claim 1, wherein the policy manager is configured to identify the threat ievei 

30 for the airport. 

4. The apparatus of claim 3, wherein the policy manager is configured to select a group of 

policies for enforcement in the network data processing system in response to identifying the 

threat ievei for the airport and initiate the enforcement of the group of policies. 
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5. The apparatus of claim 4, wherein in being configured to initiate the enforcement of the group 

of poiicies, the policy manager is configured to send the group of policies to at least a portion of 

the number of agents. 

5 6. The apparatus of claim 4, wherein the threat level includes at least one of a cyber-security 

threat level and a physical threat level. 

7. The apparatus of claim 1, wherein the policy manager is further configured to identify a 

change to the threat level for the airport and update the number of poiicies in response to 

10 identifying the threat level for the airport. 

8. The apparatus of claim 1, wherein in being configured to implement the number of poiicies on 

the network data processing system, the number of agents is configured to manage 

communications with the aircraft data processing system including specifying a type of 

15 communications link in response to a changed threat level. 

9. The apparatus of claim 8, wherein in being configured to manage the communications with 

the aircraft data processing system, the number of agents is configured to specify at least one of 

a particular data processing system in the network data processing system used to 

20 communicate with the computer on the aircraft, a wireless access point, and a time during which 

the communications between the particular data processing system and the data processing 

system on the aircraft is permitted. 

10. The apparatus of claim 1, wherein the network data processing system comprises: 

25 a network; and 

a plurality of data processing systems connected to the network. 

11. The apparatus of claim 1, wherein the number of policies comprises at least one of a 

security policy, a safety policy, a business policy, an airport policy, an aircraft access policy, a 

30 communications poiicy, a computer access policy, a physical access policy, and a network 

access poiicy. 
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12. An aircraft communications system comprising: 

an e-enabled aircraft including a number of aircraft data processing systems; 

a network data processing system at an airport, the network data processing system in 

communication with the number of aircraft data processing systems; 

5 a poiicy manager comprising a processor configured to manage a number of policies for 

communicating with the network data processing system at the airport and the number of data 

processing systems on the aircraft at the airport, the policy manager further configured to 

identify a number of undesired events for the network data processing system and the number 

of aircraft data processing systems and identify a number of actions to be performed in 

10 response to the number of undesired events, the number of undesired events inciuding 

undesired events in each category of safety events, security events, business events, and 

operational events, and the policy manager further configured to adjust the threat level based on 

identifying a number of undesired events from more than one category of events; 

a poiicy specifier configured to receive input, to identify information for use in identifying the 

15 threat ievei for the airport, and to generate the number of poiicies for the data processing 

system and the number of aircraft data processing systems; and 

a number of agents configured to run on the network data processing system and configured to 

implement the number of policies for communicating with the network data processing system 
and the number of aircraft data processing systems, 

20 
13. The aircraft communications system of claim 12, wherein the number of agents is configured 

to implement a poiicy in the number of policies specifying a communications iink for use in 

communicating with the number of aircraft data processing systems. 

25 14. The aircraft communications system of claim 13, wherein the communications iink is 

selected from one of a wired communications iink, an optical communications link, a wireless 

communications iink, and the wireless communications link using a selected access point. 

15. The aircraft communications system of claim 12, wherein the number of policies comprises 

30 at least one of a security policy, a safety poiicy, a business poiicy, an airport policy, an aircraft 

access policy, a communications policy, a computer and access poiicy, a physical access 

poiicy, and a network access policy. 
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16. The aircraft communications system of claim 12, wherein the number of aircraft data 

processing systems on the aircraft is a number of electronic devices selected from at least one 

of a computer, a mobile phone, a tablet computer, a router, a laptop computer, and a wireless 

interface. 

5 
17. A method for managing network security at an airport, the method comprising: 

monitoring for a number of undesired events in a network data processing system and an 

aircraft data processing system in an e-enabled aircraft and identifying a number of actions to 

be performed in response to the number of undesired events, monitoring including monitoring 

10 the number of undesired events in each category of safety events, security events, business 

events, and operational events, the monitoring performed by a policy manager in a processor; 

responsive to identifying a threat level for the airport, identifying a number of policies for a 

network data processing system at the airport and the aircraft data processing system based on 

the threat level identified for the airport, the identifying a number of policies performed by the 

15 policy manager; 

adjusting the threat level based on identifying the number of undesired events from more than 

one category of events; 

initiating enforcement of the number of poiicies in the network data processing system and the 

aircraft data processing system including sending the number of policies to an agent in the 

20 network data processing system; and 

enforcing, by the agent in the network data processing system, the number of policies on a data 

processing system in the network data processing system on which the agent is located. 

25 

18. The method of claim 17, wherein the initiating step is performed by a policy manager. 

19. The method of claim 17, wherein initiating an enforcement of the number policies in the 

aircraft data processing system comprises downloading a new database for the aircraft data 

processing system in response to a changed threat level. 

30 20. The method of claim 17 further comprising: 

responsive to a changed threat Ievei, communicating with an agent in the aircraft data 

processing system to manage a communications iink with the aircraft so as to specify a type of 

communications link. 
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21. The method of claim 20, wherein communicating with an agent in the aircraft data process 

system further comprises communicating a wireless access point and a time during which 

communication between the network data processing system and the aircraft data processing 

system is permitted. 
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