SUMMARY

in one advantageous embodiment, an apparatus comprises a network data
processing system, a policy manager, and a number of agents. The network data
processing system is configured for use at an airport. The policy manager is configured
to manage a number of policies based on a threat level for the airport. The number of
agents is configured to run on the network data processing system and to implement
the number of policies on the network data processing system.

In another advantageous embodiment, an aircraft communications system
comprises a network data processing system at an airport, a policy manager, and a
number of agents. The palicy manager is configured to manage a number of policies
for communicating with a number of data processing systems on an aircraft at the
airport. The number of agents is configured to run on the network data processing
system and to implement the number of policies for communidating with the number of
data processing systems. ,

In yet another advantageous embodiment, a method is present for managing
network security at an airport. A number of policies for a network data processing
system is identified at the airport based on the threat level identified for the airport in
response to identifying the threat level for the airport. Enforcement of the number of
policies is initiated in the network data processing system.



in one aspect, there is provided an apparatus comprising: an e-enabled aircraft
including an aircraft data processing system; a network data processing system configured
for use at an airport, the network data processing system in communication with the aircraft
data processing system; a policy manager comprising a processor, the policy manager
configured to manage a number of policies based on a threat level for the airport, the policy
manager further configured to identify a number of undesired events for the network data
processing system and the aircraft data processing system and identify a number of actions
fo be performed in response to the number of undesired events, the number of undesired
events including undesired events in categories selected from the group consisting of safety
events, security events, business events, and operational events, and the policy manager
further configured to adjust the threat level based on identifying a number of undesired
events from more than one category of events; a policy specifier configured to receive input,
to identify information for use in identifying the threat level for the airport, and to generate the
number of policies for the data processing system and the aircraft data processing system;
and a number of agents configured {o run on the network data processing system and
configured to implement the number of policies on the network data processing system and
the aircraft data processing system.

in another aspect, there is provided an aircraft communications system comprising:
an e-enabled aircraft including a number of aircraft data processing systems; a network data
processing system at an airport, the network data processing system in communication with
the number of aircraft data processing systems; a policy manager comprising a processor
configured to manage a number of policies for communicating with the network data
processing system at the airport and the number of data processing systems on the aircraft
at the airport, the policy manager further configured to identify a number of undesired events
for the network data processing system and the number of aircraft data processing systems
and identify a number of actions to be performed in response to the number of undesired
events, the number of undesired events including undesired events in each category of
safety events, security events, business events, and operational events, and the policy
manager further configured fo adjust the threat level based on identifying a number of
undesired events from more than one category of events; a policy specifier configured to
receive input, to identify information for use in identifying the threat level for the airport, and
to generate the number of policies for the data processing system and the number of aircraft
data processing systems; and a number of agents configured o run on the network data
processing system and configured to implement the number of policies for communicating
with the network data processing system and the number of aircraft data processing
systems.
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In yet another aspect, there is provided a method for managing network security at

an airport, the method comprising: monitoring for a number of undesired events in a network

data processing system and an aircraft data processing system in an e-enabled aircraft and

identifying a number of actions to be performed in response to the number of undesired

events, monitoring including monitoring the number of undesired events in each category of

safety events, security events, business events, and operational events, the monitoring

performed by a policy manager in a processor; responsive to identifying a threat level for the

airport, identifying a number of policies for a network data processing system at the airport

and the aircraft data processing system based on the threat level identified for the airport,

the identifying a number of policies performed by the policy manager; adjusting the threat

level based on identifying the number of undesired events from more than one category of

events; initiating enforcement of the number of policies in the network data processing

system and the aircraft data processing system including sending the number of policies to

an agent in the network data processing system; and enforcing, by the agent in the network

data processing system, the number of policies on a data processing system in the network

data processing system on which the agent is located.

The features, functions, and advantages can be achieved independently in various
embodiments of the present disclosure or may be combined in yet other embodiments in
which further details can be seen with reference to the following description and drawings.
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CLAIMS:

What is claimed is:

1. An apparatus comprising:

PCT/US2012/020819

a network data processing system (106) configured for use at airport (102);

a policy manager (124) configured to manage a number of u (122) based
on a threat level (129) for the airport (102); and / ’
a number of agents (126) configured to run on the netwg tk data processing

system (106) and configured to implement the (122} on the s letwork data processing

system (106).

2. The apparatus of claim 1 further comprising:

number of policies (122).

a policy spegcifier (123) configured to reciv/t?!fi;ut (128) and generate the

r

3. The apparatus of claim 1, wherein ayégent (139) in the number of agents (126)
is configured to enforce the number of ;?}iéies (122) on a data processing system (110)

in the network data processing system
/

106) on which the agent (139) is located.

4. The apparatus of claim 1, wherein the policy manager (124) is configured to
identify the threat level (129) forthe airport (102).
4

/
5. The apparatus of claiﬁn{ 4, wherein the policy manager (124) is configured to

select a group of policies{135) for enforcement in the network data processing system
(108) in response to i?ﬁ;é’htifying the threat level (129) for the airport (102) and initiate the

enforcement of the ﬁ"bUp of policies (135).

&

/

/
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5 6. The apparatus of claim 1, wherein the policy manager (124) is further con,'.

7. The apparatus of claim 1, wherein the policy manager (124) is fg’?ther configured

10  to identify a number of undesired events (140) for the network data ocessmg system

(108) and identify a number of actions (142} to be performed in r%s’ponse to the number

of undesired events (140). I

¢
/

8. The apparatus of claim 2, wherein the policy specxffgr (123) is further configured
15 toidentify information (127) for use in identifying the thr, ﬁat level (129) for the airport

(102).

9. The apparatus of claim 1, wherein in beigg configured to implement the number

of policies (122) on the network data prooess;[ﬁg system (106), the number of agents

20  (126) is configured to manage communications with a data processing system on an

aircraft (104).

7
4”“47”

&

/

10.  An aircraft communications s‘}stem comprising:

a network data processsng‘ system (106) at an airport (102);

25 a policy manager 124) %onfugured to manage a number of policies (122) for

communicating with a numyb’er of data processing systems (118) on an aircraft (104) at

the airport (102), and

§¥

a number of agﬁnts (126) configured to run on the network data processing

system (106) and c@’{ﬁﬁgurecf to implement the number of policies (122) for

30 communicating

rd

yith the number of data processing systems (118).

11.  The @#éraf‘s communications system of ¢laim 15, wherein the number of agents

(126) is ﬁgured to implement a policy in the number of policies (122) specifying a

35

systgms (118).
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12. A method for managing network security at an airport (102), the m;gih%d
comprising: ) ﬂ,f’f'
responsive 1o identifying (800) the threat level (129) for the i’i’fébort (102),
identifying (802) a number of policies (135) for a network data .-oéessing system (106)
at the airport (102) based on the threat level (129) Edentiﬁeg’ or the airport (102); and
initiating enforcement (804) of the number of poligies (122) in the network data

processing system (1086).

/

13.  The method of claim 20, wherein the gniéating step (804) comprises:
P
sending the number of policies (1;53 o an agent (139) in the network data
processing system (106); and f

&

e

further comprising: ;

#

enforcing, by the agentﬁ 39) in the network data processing system (106), the
number of policies (135) gp a data processing system in the network data processing
system {106) on which e agent (139) is located.

/
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CLAIMS:

What is claimed is:

1. An apparatus comprising:

an e-enabled aircraft including an aircraft data processing system;

a network data processing system configured for use at an airport, the network data processing
system in communication with the aircraft data processing system;

a policy manager comprising a processor, the policy manager configured to manage a number
of policies based on a threat leve! for the airport, the policy manager further configured to
identify a number of undesired events for the network data processing system and the aircraft
data processing system and identify a number of actions to be performed in response {o the
number of undesired events, the number of undesired events including undesired events in
categories selected from the group consisting of safety events, security events, business
events, and operational events, and the policy manager further configured to adjust the threat
level based on identifying a number of undesired events from more than one category of events;
a policy specifier configured to receive input, {o identify information for use in identifying the
threat level for the airport, and to generate the number of policies for the data processing
system and the aircraft data processing system; and

a number of agents configured to run on the network data processing system and configured to
implement the number of policies on the network data processing system and the aircraft data

processing system.

2. The apparatus of claim 1, wherein an agent in the number of agents is configured to enforce
the number of policies on a data processing system in the network data processing system on
which the agent is located and to enforce the number of policies on the aircraft data processing

system.

3. The apparatus of claim 1, wherein the policy manager is configured to identify the threat level
for the airport.

4. The apparatus of claim 3, wherein the policy manager is configured to select a group of
policies for enforcement in the network data processing system in response to identifying the
threat level for the airport and initiate the enforcement of the group of policies.
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5. The apparatus of claim 4, wherein in being configured to initiate the enforcement of the group
of palicies, the policy manager is configured to send the group of policies to at least a portion of
the number of agents.

6. The apparatus of claim 4, wherein the threat level includes at least one of a cyber-security

threat level and a physical threat level.

7. The apparatus of claim 1, wherein the policy manager is further configured to identify a
change to the threat level for the airport and update the number of policies in response to
identifying the threat level for the airport.

8. The apparatus of claim 1, wherein in being configured to impiement the number of policies on
the network data processing system, the number of agents is configured to manage
communications with the aircraft data processing system including specifying a type of

communications link in response to a changed threat level.

9. The apparatus of claim 8, wherein in being configured to manage the communications with
the aircraft data processing system, the number of agents is configured to specify at least one of
a particular data processing system in the network data processing system used to
communicate with the computer on the aircraft, a wireless access point, and a time during which
the communications between the particular data processing system and the data processing
system on the aircraft is permitted.

10. The apparatus of claim 1, wherein the network data processing system comprises:
a network; and

a plurality of data processing systems connected to the network.

11. The apparatus of claim 1, wherein the number of policies comprises at least one of a
security policy, a safety policy, a business policy, an airport policy, an aircraft access policy, a
communications policy, a computer access policy, a physical access policy, and a network

access policy.
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12. An aircraft communications system comprising:

an e-enabled aircraft including a number of aircraft data processing systems;

a network data processing system at an airport, the network data processing system in
communication with the number of aircraft data processing systems;

a policy manager comprising a processor configured to manage a number of policies for
communicating with the network data processing system at the airport and the number of data
processing systems on the aircraft at the airport, the policy manager further configured to
identify a number of undesired events for the network data processing system and the number
of aircraft data processing systems and identify a number of actions to be performed in
response {o the number of undesired events, the number of undesired events including
undesired events in each category of safety events, security events, business events, and
operational events, and the policy manager further configured to adjust the threat level based on
identifying a number of undesired events from more than one category of events;

a policy specifier configured to receive input, to identify information for use in identifying the
threat level for the airport, and to generate the number of policies for the data processing
system and the number of aircraft data processing systems; and

a number of agents configured to run on the network data processing system and configured to
implement the number of policies for communicating with the network data processing system

and the number of aircraft data processing systems.

13. The aircraft communications system of claim 12, wherein the number of agents is configured
to implement a policy in the number of policies specifying a communications link for use in

communicating with the number of aircraft data processing systems.

14. The aircraff communications system of claim 13, wherein the communications link is
selected from one of a wired communications fink, an optical communications link, a wireless

communications link, and the wireless communications link using a selected access point.

15. The aircraft communications system of claim 12, wherein the number of policies comprises
at least one of a securily policy, a safety policy, a business policy, an airport policy, an aircraft
access policy, @ communications policy, a computer and access policy, a physical access

policy, and a network access policy.
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16. The aircraft communications system of claim 12, wherein the number of aircraft data
processing systems on the aircraft is a number of electronic devices selected from at least one
of a computer, a mobile phone, a tablet computer, a router, a laptop computer, and a wireless
interface.

17. A method for managing network security at an airport, the method comprising:

monitoring for a number of undesired events in a network data processing system and an
aircraft data processing system in an e-enabled aircraft and identifying a number of actions to
be performed in response to the number of undesired events, monitoring including monitoring
the number of undesired events in each category of safety events, security events, business
events, and operational events, the monitoring performed by a policy manager in a processor;
responsive to identifying a threat level for the airport, identifying a number of policies for a
network data processing system at the airport and the aircraft data processing system based on
the threat level identified for the airport, the identifying a number of policies performed by the
policy manager;

adjusting the threat level based on identifying the number of undesired events from more than
one category of events;

initiating enforcement of the number of policies in the network data processing system and the
aircraft data processing system including sending the number of policies to an agent in the
network data processing system; and

enforcing, by the agent in the network data processing system, the number of policies on a data
processing system in the network data processing system on which the agent is located.

18. The method of claim 17, wherein the initiating step is performed by a policy manager.

19. The method of claim 17, wherein initiating an enforcement of the number policies in the
aircraft data processing system comprises downloading a new database for the aircraft data

processing system in response 1o a changed threat level.

20. The method of claim 17 further comprising:

responsive to a changed threat level, communicating with an agent in the aircraft data
processing system to manage a communications link with the aircraft so as to specify a type of
communications link,
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21. The method of claim 20, wherein communicating with an agent in the aircraft data process
system further comprises communicating a wireless access point and a time during which

communication between the network data processing system and the aircraft data processing
system is permitted.
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