SYSTEM AND METHOD FOR AUTONOMOUS DATA SCRUBBI NG I N A HARD DI SK DRI VE 1.
Field of the Invention The present invention relates generally to hard disk
drives, particularly although not exclusively to hard disk drives in
redundant arrays of independent disks (RAID) systens. Il. Background of the
Invention Data integrity is of the highest concerns for many data storage
subsystens. These subsystens use various RAID techniques to provide data
redundancy so that when data is not available fromone of the disk drives,
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tolerance is high. Unfortunatel ¥ JASIOPRIVEad error, also known as
hard error, occurs in disk drlves ThIS is the failure situation that

ari ses when a sector cannot - be read even after all the steps in a drive's
error recovery procedure (ERP) have been exhausted. Such steps include

invoking all |levels of error correction control (ECC) that have been

i npl enented and =t ryi sing different head of fsets. Wen an
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drives. However Therpreseat inyentionrtelstes geseraliy tnirard disk drives periisubstlytalthoughi ves in
a RAID has already failed, then both the hard 1 error sector and its
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II. Background of the Invention

Data integrity is of the highest concerns for many data storage subsystems. These
subsystems use various RAID techniques to provide data redundancy so that when data is
not available from one of the disk drives, it can be recovered from the other drives in the
RAID subsystem. Most subsystems provide only single fault tolerance, as the cost of
multi-fault tolerance is high. Unfortunately, unrecoverable read error, also known as hard
error, occurs in disk drives. This is the failure situation that arises when a sector cannot -
be read even after all the steps in a drive's error recovery procedure (ERP) have been
exhausted. Such steps include invoking all levels of error correction control (ECC) that
have been implemented and re-trying using different head offsets. When an
unrecoverable read error is encountered while all the other drives in the RAID are still
accessible, that sector can be reconstructed from those drives. However, if the hard error

is encountered when one of the drives in a RAID has already failed, then both the hard



becones a data | oss situation. To reduce the probability of encountering a
hard error after a drive has failed, sone storage subsystens inplenment sone
sort of data scrubbing routine in order to flush out such errors before the
data is actually needed. In such a schene, the RAID controller itself
periodically issues verify read (i.e., do not read fromcache, read from

di sk nedia) commands to each drive controller and cycles through every
address in each drive. Wien an unrecoverable error is encountered and

reported by one of t rive c ntro ers Dcotrolle
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subsystens have auto-reassign enabled in the disk drlves so t hat the sector
with hard kacomes p datadosssifuatecnl. | y re-assigned to a spare location. Cthers
have auto-reassign turned off so that the RAID controller can decide
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an unrecoverable error is encountered and reported by one of the drive controllers, the
RAID controller will reconstruct that data from the other drives using RAID redundancy.
Some subsystems have auto-reassign enabled in the disk drives so that the sector with
hard error is automatically re-assigned to a spare location. Others have auto-reassign
turned off so that the RAID controller can decide whether to first try rewriting the data
back to the original location to see if the problem gets cleared, reassigning only if the
problem persists (e.g. scratch on the media). In all cases, the RAID controller logs the
statistics of unrecoverable errors. When such errors exceed a predetermined threshold, -
the drive will be scheduled to be replaced.

The above subsystem controller-managed data scrubbing has two disadvantages.
First, the resources of the RAID system controller are required to manage and execute the
scrubbing process. Second, data is returned from the drives even though the controller

does not really need them. This generates unnecessary traffic on the bus and can



cycle may take longer than is desirable. The present invention recognizes
that the above problens can be aneliorated by inplenenting data scrubbing
at a disk drive controller level that does not require any action by the
RAID control | er unless an unrecoverable error is encountered. SUMVARY OF THE
| NVENTI ON A hard disk drive includes at |east one storage disk and a drive
controller reading data fromand witing data to the disk. The drive
controller executes logic that includes executing a scrub cycle entailing
reading at | east one data unit and determ ning whether . an error exists in
the data unpatentjallygiggrade aysism peripranange oBerayseuefcush limiighprss dhe datascanh or
detection logic is executed for subsequent data units. If a user request for
a dat a readcyete ray thie donget than issdesialdeved, the scrub cycle is interrupted to
fulfill the request, and then is resuned. In a preferred enbodi nent, the
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enbodi ment, the drive, controller lqgic.includes waiting a delay period
after fulfiimplFgeniing %é%m@a%%&%ﬁgh&évq&oeﬂo @dﬁ@ﬂhﬁge%n%mwrww esuni ng
the scrub cycle. The delay period may be an adaptive delay period that
depends on actiohibydbheRAYD znuitalier anlessrreunreéovesabie erearliestmuntecssl. ved from t he
RAID controller. 3 The disk drive may be partitioned into data bands. The
drive controller preferably maintains a table indicating, e.g., recent
accesses to bands.

SUMMARY OF THE INVENTION

A hard disk drive includes at least one storage disk and a drive controller reading
data from and writing data to the disk. The drive controller executes logic that includes
executing a scrub cycle entailing reading at least one data unit and determining whether
an error exists in the data unit. If so, the error is recorded and/or reported. The error
detection logic is executed for subsequent data units. If a user request for a data read or a
data write is received, the scrub cycle is interrupted to fulfill the request, and then is
resumed.

In a preferred embodiment, the disk drive is in combination with a RAID system, -
and the user request is received by the drive controller from a RAID controller.

In one non-limiting embodiment, the drive controller logic includes waiting a
delay period after fulfilling all user requests in a user request queue prior to resuming the
scrub cycle. The delay period may be an adaptive delay period that depends on a

frequency and/or a number of user requests received from the RAID controller.



A scrub may be preferentially executed on data i medi ately adj acent on the
disk to data that is subject to a user request, concurrently with
fulfilling the request. It may also be preferentially executed on data that
has been witten nore recently than other data, and/or on disk areas that
are nore frequently accessed than other areas. In another aspect, a hard

di sk drive includes at | east one storage disk and a drive controller
reading data fromand witing data to the disk. The drive controller

executes logic cl udes executing.a Scrub e entailijn i at
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whet her an error exists in the data unit. If so, the error is recorded
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g cor)lltroller reading data from and writing data to the disk. The drive controller executes

logic that includes executing a scrub cycle entailing reading at least one data unit and
determining whether an error exists in the data unit. If so, the error is recorded and/or
reported. The error detection logic is executed for subsequent data units. If a user request
for a data read or write is received, and if a current scrub rate exceeds a threshold rate, the
scrub cycle is interrupted to fulfill the request and then is resumed. Otherwise, an
existing scrub read of the scrub cycle is not aborted.

In still another aspect, a hard disk drive includes at least one storage disk and a
drive controller reading data from and writing data to the disk. The drive controller
executes logic that includes executing a scrub cycle entailing reading at least one data unit
and determining whether an error exists in the data unit. If so, the error is recorded and/or
reported. The error detection logic is executed for subsequent data units. The scrub cycle

can be executed on first data that has been written more recently than second data, and



The details of the present invention, both as to its structure and
operation, can best be understood in reference to the acconpanyi ng

drawi ngs, in which like reference nunerals refer to like parts, and in

whi ch: BRI EF DESCRI PTI ON OF THE DRAWNGS Figure 1 is a bl ock diagramof a
RAI D systemin cooperation wwth a client processor; Figure 2 is a block

di agram of one of the hard disk drives (HDD) of the system shown in Figure
1; Figure 3 is a flow chart of the data scrub process, show ng optional

logic to s ort. guaranteed rate scrub: Figure 4 is a flow.chart of the
b scess.f or P g heBER g SR dhe ot i Db dhe srathercle cam by e eRe i i ng
optional logic for delaying by a fixed or adaptive period the resunption of
t he scrub asxdcythdwi diskapas tiredlard fogiuenthyoaccesspdr t uni sti ¢ data scrubbi ng;
Figure 5is a flow chart showi ng the process for establishing a guaranteed

rate of scrub, Tisd Mdaild 6T tRE prében irVeRESN, BbthdsaY it8 sBuctitehd D pLratidn eah bRy
chart showi ng the preferred process for selecting the next data wunit to

scrub duri t crub oces f Figqure .3: 5 Figure 7.iS.,a flow chart
Showt ng- na e R sRSRREE T B arloMitisfyitk sPaibE el phichdidatteie oag o
wite during the scrub interrupt |logic of Figure 4; Figure 8 shows a
preferred daimerplanefer igdike parts, and in which:

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a RAID system in cooperation with a client
Processor;

Figure 2 is a block diagram of one of the hard disk drives (HDD) of the system
shown in Figure 1;

Figure 3 is a flow chart of the data scrub process, showing optional logic to
support guaranteed rate of scrub;

Figure 4 is a flow chart of the process for interrupting the scrub process shown in
Figure 3, showing optional logic for delaying by a fixed or adaptive period the resumption
of the scrub and showing optional logic for opportunistic data scrubbing;

Figure 5 is a flow chart showing the process for establishing a guaranteed rate of
scrub, using the scrub process of Figure 3;

Figure 6 is a flow chart showing the preferred process for selecting the next data

unit to scrub during the scrub process of Figure 3;



Figure 9 is a flow chart show ng the preferred process for nmaintaining the
table of Figure 8, and Figure 10 is a flow chart showing the preferred
process for selecting a unit to scrub. DETAILED DESCRI PTI ON OF THE
PREFERRED EMBODI MENT Referring initially to Figure 1, a RAID systemis
shown, generally designated 10, that includes a RAID controller 12 which
comuni cates with one or nore client processors 14 to store and retrieve
data on plural hard disk drives (HDD) 16. Figure 2 shows that a hard disk
drive 16 of the present i ve%io i ncl udes drive controller. 1§ that reads
and writes data BIESE Gi BoWbre shrnine diedralgachipieesIor peteraups ieastis
requests from the RAID controller 12. Each HDD 16 may al so include a solid
state data csubste®@adser writhdwnng the acrub irdenmas logic bf Fighrepd;i nci pl es known in
the art. In accordance with present principles, each HDD control |l er 18 of

the RAID system kf},alig SRAIPYSlelerRUQTat 9dtdte; bel ow-described scrubbi ng
|l ogic, i.e., each drive controller 18 undertakes data scrubbing on its

di sks on its own,. autononpusly from.the RALD control ler 12. .Fi e shows
CheToolc of Charigit QROTRNE chart SRR FreiteBred Blostia f wtfsblrdhe adie et
indefinitely by the drive controller 18. Commencing at start state 24, when

a guar ant eediguge $;:and of scrubbing is inplenented as nore fully described
below in reference to Figure 5, the logic noves to block 26 to record the

start time of th@ifies WiseyRée chart SHowdhg te péfered roeBRsTbasdlectingtatind4o When no
guaranteed rate of scrubbing is

scrub.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Referring initially to Figure 1, a RAID system is shown, generally designated 10,
that includes a RAID controller 12 which communicates with one or more client
processors 14 to store and retrieve data on plural hard disk drives (HDD) 16. Figure 2
shows that a hard disk drive 16 of the present invention includes a drive controller 18 that
reads and writes data onto one or more data storage disks 20 in response to requests from
the RAID controller 12. Each HDD 16 may also include a solid state data cache 22 as
shown in accordance with HDD principles known in the art. In accordance with present
principles, each HDD controller 18 of the RAID system 10 autonomously executes the
below-described scrubbing logic, i.e., each drive controller 18 undertakes data scrubbing
on its disks on its own, autonomously from the RAID controller 12.

Figure 3 shows the logic of the present scrub loop, which preferably is repeated

indefinitely by the drive controller 18. Commencing at start state 24, when a guaranteed



i npl enented, the |logic proceeds to block 28 to select a next data unit to
scrub, as discussed in reference to Figure 6 bel ow or using other

bel ow di scussed criteria. In non- limting enbodinents data is stored on the
disk 20 in "bands", with a band being established by a | ogical partitioning
of the avail able data space on the disk. For exanple, a 100GB drive may be
partitioned into 100 bands of 1 GB each, or 1000 bands of 100MB each, etc.
A single data unit nay be for a relatively | arge nunber of sectors, e.g.,
five hundred twelve, aor . indeed for an entire track., For the case, of full
track read, 3 fsepbbngiis Haplemenigd asBoR: §4ng described delopy inyrgtemngg taEigdsoh as
the head is on track) can be easily applied when doing a scrub read so that
rotational thaiegicossstoideck 26toateord timt stalt tihis of die schudr dyiolef ur t her bel ow, a
bit map corresponding to the scrub data units can be used to keep track of

whi ch uni ts havepl g WZ@%Fﬂoﬁc%ﬁgegﬁqgﬂ en ! tglﬁl‘éﬁ%ﬁd%%%?gcrﬁ%}élgliéo be

used. At the start of each scru e map 1S reset. the data
unit to be scrubbed.is jdentified, th ta ynit is read.at bl ock 30. At
deci si on di %W&e@?datthf‘ei"&ﬁ Rf%ceégﬁfor@Pﬁﬁ%&a‘i’ase&é%P?ﬁtﬁé? %@Pﬁ%‘iﬂgaﬁ/
uncorrectable errors exist in the data unit. If an error is detected, the

| ocat i on ( adiseusssl)inaéfetdnee tor FignreiGebelow oonsleg other bélowkdiStissedtogitdRial. Dn non-
controller 12 nmay optionally be notified of the error immediately at this

step. Then, ligitidy debodBAerts Batdfid #t6red @R tHOdikIED0 #B AR QSthialtant béing( OF bi t
map) of which data units have been scrubbed. When guaranteed rates of
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scrubbed as recorded at bl ock 36 by the total
a 100GB drive may be partitioned into 100 bands of 1GB each, or 1000 bands of 100MB
each, etc. A single data unit may be for a relatively large number of sectors, e.g., five
hundred twelve, or indeed for an entire track. For the case of full track read, a zero-
latency read technique (i.e. start reading as soon as the head is on track) can be easily
applied when doing a scrub read so that rotational latency overhead is eliminated. As set
forth further below, a bit map corresponding to the scrub data units can be used to keep
track of which units have already been scrubbed, but any other method can also be used.
At the start of each scrub cycle the bit map is reset.

Once the data unit to be scrubbed is identified, the data unit is read at block 30.

At decision diamond 32 the drive controller 18 determines whether any uncorrectable
errors exist in the data unit. If an error is detected, the location (address) of the error is
recorded at block 34. The RAID controller 12 may optionally be notified of the error

immediately at this step. Then, at block 36 the drive controller 18 updates its list (or bit

map) of which data units have been scrubbed. When guaranteed rates of scrubbing are



time that has el apsed since the start of the scrub cycle as recorded at

bl ock 26. Lastly, at decision dianond 40 it is determ ned whether the
entire di sk has been scrubbed, and if not, the logic |oops back to bl ock
28. O herwise, the |logic reconmences another scrub cycle at start state 24.
Figure 4 shows the logic that the drive controller 18 can inplenent when no
guaranteed rate of scrubbing is invoked. Assum ng that the scrub | oop shown
in Figure 3 is being perpetually executed, at state 42 a user request
(from e.g., the RAID controller 12) for a read or wite to the disk 20 is
recei ved. Ausedcibe doginalgo Sawndo hlock A3, whargia thesonel witd isdetegmined dyne.Bes whet her
a scrub read is in progress, and if so the scrub read is aborted or

ot herw se sdisfdengid agioubt ofdatthat Hekdeetasdrasbeldiad eecofdediag bloek 46ibydhemitals t hat
the scrub | oop subroutine of Figure 3, denoted by the polygon 48, is

£ ed . ) ha : q
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I/ O request to_ a queue of requests. Mwing to _decision dianond 52, it is

det er m ned dgsisiofediamend RS feterraiged adhgbst e gatirej disk has bggm subbads anddr e are,
a request is serviced at block 54. Any scheduling al gorithmcan be used in
sel ecti ng whitcthe legit fsips back foeblepkedse Dtheitwisd)eheslogi¢ireinmences andthérisdiubg
first-cone-first- served, shortest-tine-first, etc. 8 In one augnentati on,
the scrub | ortunistically executed on data that is

i mredi at el y&g j%ggarﬁ?ﬁggeghe disk to data that is subject to the user request
while Figure 4 shows the logic that the drive controller 18 can implement when no

guaranteed rate of scrubbing is invoked. Assuming that the scrub loop shown in Figure 3
is being perpetually executed, at state 42 a user request (from, e.g., the RAID controller
12) for a read or write to the disk 20 is received. At decision diamond 44 the drive
controller 18 determines whether a scrub read is in progress, and if so the scrub read is
aborted or otherwise suspended at block 46. The dashed line in Figure 4 indicates that
the scrub loop subroutine of Figure 3, denoted by the polygon 48, is notified or otherwise
suspended.

From block 46 or from decision diamond 44 if no scrub read was in progress, the -
logic proceeds to block 50 to add the 1/0 request to a queue of requests. Moving to
decision diamond 52, it is determined whether any unfulfilled requests are in the queue.
If there are, a request is serviced at block 54. Any scheduling algorithm can be used in
selecting which request in the queue is to be serviced next, including first-come-first-

served, shortest-time-first, etc.



fulfilling the request, as part of the logic of block 54. This can be
acconpl i shed by expanding the request to include one or nore adjacent data
scrub units. For exanple, a read request mght be to read 128 sectors, say
from address 5020 to address 5147. \When opportunistic scrubbing is invoked,
the drive controller 18 mght read the entire scrub unit (from say,
addresses 5000 to 5999) that contains the requested sectors, scrubbing the
entire unit while doing so. If desired, once all user 1/0 requests have been
fulfilled the logic can nove to block 56 to wait a delay period before
resum ng the scripnegygmentatmony thescgub pep may be\opppavnisicadly gxemited aedptar i t
can be adaptive, and depend on, e.g., the frequency of user requests being
recei ved (wthhiis immediaedyadjbcent en the, ditleadiangham's subjecige thedskaseqpest wbil}

and/or on the nunber of user requests received fromthe RAID controller,
with nore r j e del ay
period i ncr@ia@ggét ereg“ %P?&HHHqu%lb Bfﬁlokg?vgrggﬁggﬁlsfg@{dr@ﬂ Sh&h ar rive in
the near future,, i i,S enterlnglnto n idle od of time. If
a new r eque%xtpa&‘ihpg@@sreﬁl‘éﬁsf Wg“[l)gﬁge B FympRerad entt‘ﬁ@ eBH i t QF FrangRle.c ar t
state 42; otherwise, it reenters the scrub |loop at state 48. In determ ning
t he ad apt i vieadiedqayst mighmt, totreasl I8 seetors) sayr fodrh address $020 toaldreksad k7t WEhermnount
of el apsed time since the arrival of the |ast user request as recorded at
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el apsed tine. One exanple “of such a calculation is delay = k / e apsed

tinme, wherenkls cons L the t he
el ay 151 V8 RERaRs 000 i V47 ek oo theadRSRa sk, wuiluge be
entire unit while doing so.
If desired, once all user I/O requests have been fulfilled the logic can move to
block 56 to wait a delay period before resuming the scrub loop of Figure 3. The delay

period can be fixed or it can be adaptive, and depend on, e.g., the frequency of user

requests being received (with more requests, e.g., leading to a longer delay period), and/or

on the number of user requests received from the RAID controller, with more requests,

e.g., resulting in a longer delay period. The delay period increases the probability that no
new request is likely to arrive in the near future, i.e., the HDD is entering into an idle
period of time. If a new request arrives during the delay period, the logic returns to start
state 42; otherwise, it reenters the scrub loop at state 48.

In determining the adaptive delay period, the drive controller 18 can calculate the
amount of elapsed time since the arrival of the last user request as recorded at state 42. In
this example the delay to be executed is computed using this elapsed time. One example

of such a calculation is delay = k / elapsed time, wherein k is a constant. Thus, if the



may arrive soon; and if the elapsed tine is long, the delay is short as
there has not been any activity to the HDD for an extended period of tine
and so doi ng scrubbing nore frequently is not likely to affect performance.
O her adaptive nethods or fornulae can be wused, as intinmated above. Figure
5 shows the logic that can be followed when it is desired that scrubbing
occur at least at sone threshold rate that can be defined by the user.
Assum ng that the scrub |Ioop shown in Figure 3 is being perpetually

executed, at state 58 equest (from RAI D control l er 12)
for a read BRPHitine Sshemdheelhy Bdors, aﬁ&@éﬂﬁ@dngm lkelg@@flélilaéﬁn‘éf#%ﬂ‘a?séo i t
is determ ned whether a scrub read is in progress, and if so the logic

proceeds t omdgairbiemoont adufithe @lpsedotimde isdong, ke ddiey tseshotthe thewe hasntot beerub r at e
(as determned at block 38 of in Figure 3) is belowthe threshold rate. If

it is not, %@Ba @oth@m@ﬁfapmpéﬂ&meéﬁeriw@fﬁnwﬁd%&ﬂﬁggaﬁ ihgnﬁﬁerted or

ot herwi se s ended. The dashed Iine indicates that the scru oop
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the scrub rate is insufficient (i.e., is too slow), the logic noves to
bl ock 68 tou@dngﬂmtlmateldelbomrent scrub read, prior to servicing any user
request. From deci sion dianond 60 when no scrub read is in progress, or

from bl ocks 64 apguf8s Whisis the 1@ thabcanbeFoREWES When | ilenaed g saibbilg scrub
rate, the logic noves to block 70 to add the user request to a queue of
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unfulfilled

scrub loop shown in Figure 3 is being perpetually executed, at state 58 a user request
(from, e.g., the RAID controller 12) for a read or write to the disk 20 is received. At
decision diamond 60 it is determined whether a scrub read is in progress, and if so the
logic proceeds to decision diamond 62, to determine whether the current scrub rate (as
determined at block 38 of in Figure 3) is below the threshold rate. If it is not, the logic
moves to block 64, where the scrub read is aborted or otherwise suspended. The dashed
line indicates that the scrub loop subroutine of Figure 3, denoted by the polygon 66, is
notified or otherwise suspended.

In contrast, when it is determined at decision diamond 62 that the scrub rate is
insufficient (i.e., is too slow), the logic moves to block 68 to complete the current scrub
read, prior to servicing any user request. From decision diamond 60 when no scrub read
is in progress, or from blocks 64 and 68 when a read is in progress and depending on the

scrub rate, the logic moves to block 70 to add the user request to a queue of requests.
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are in the queue. If there are, a request is serviced at block 74. If
desired, as was the case wth the logic of Figure 4, the scrub | oop may be
opportuni stically executed on data that is inmediately adjacent on the disk
to data that is subject to the user request, concurrently wth fulfilling
the request, as part of the logic of block 74. From block 74 the | ogic of
the drive controller 18 noves to block 76 to conpute the new scrub rate,
and then proceeds to decision dianond 78 to determ ne whether the scrub
rate is too slow. If it is, the logic reenters the scrub |oop of Figure 3,
as indi cated at M@ang tpodecasn @nmonfgﬁ%,i ihis determingd vhghep anywedylfdliesk reguest and
78 until the scrub rate equals the user-defined threshold. Wen that

happens, t g ihaBd guéeY BEthbaGke, aQeqlRst iS seriviced abbIBEIE 7, 2If dosiréd) a¥vivak thefdagd!r € 5,
when all user requests in the queue have been fulfilled as determ ned at

the. above. BURRE e oyt be Rl BOThneY SRR badiRl iy REichp deb B0

state 66. As disclosed above, the presently preferred enbodi nent uses a
physi cal t isiarmediatelyndjdcent anibe disk tedata thah tsesubtactity the pser requsst, senraegnilng
whi ch data units to scrub, instead of going sequentially frombeginning to

end, the n@?ﬁthﬁl@ﬂilﬂb%lﬂ(baéqmt{abpaﬁ@ﬁﬁhd%gidofﬂobl&k‘ﬁ place in the cl osest
vicinity to where the head of the disk drive 16 is currently. To that end,

90 " g T DL S B AR TR 2,

Focor dod. ~ARe B IHBFRAA g FRCPLRID dreioie GUMPROTY OrdehEmiien BhihFcbe 11
scrub rate is too slow. Ifit is, the logic reenters the scrub loop of Figure 3, as indicated at
polygon 66, and remains in the loop between states 66 and 78 until the scrub rate equals
the user-defined threshold. When that happens, the logic moves back to decision
diamond 72. As shown in Figure 5, when all user requests in the queue have been
fulfilled as determined at decision diamond 72, the logic optionally may move to block 80
to invoke the above-described delay period, prior to reentering the scrub loop at state 66.

As disclosed above, the presently preferred embodiment uses a physical track or

portion thereof as a data scrub unit. When scheduling which data units to scrub, instead -
of going sequentially from beginning to end, the next scrub read may be scheduled to take
place in the closest vicinity to where the head of the disk drive 16 is currently. To that
end, in one non-limiting embodiment the logic executed at block 28 of Figure 3 may be
implemented by the logic shown in Figure 6.

Commencing at block 82, the physical cylinder number "C" of where the head is

currently is recorded. At decision diamond 84, the drive controller 18 determines

11



whet her all the tracks in cylinder C have already been scrubbed. If at |east
one track has not yet been scrubbed, the logic noves to block 86 to sel ect
an unscrubbed track from that cylinder, and then the |ogic noves to bl ock
30 of Figure 3. Wien it is determ ned at decision 84 that all tracks in
cylinder "C' have been scrubbed, the | ogic noves to bl ock 88 where an index

variable "i" is initialized to 1. Proceeding to decision dianond 90, it is
determ ned whether all the tracks in cylinder C+i have al ready been
scrubbed. If n t he | ogi s to block 86. Otherwise, the lo

proceeds toWB@gFrszilb‘fli‘e&'iaﬁlﬁﬁ)Wd: 23 %@W@.ﬁﬁwa@y hesn gerubbed. niat lnagone ra@h has pe

tracks in cylinder Ci have already been scrubbed. If at |east one track
has not yet nétgenbsnrsohibbed,ithe logid modesrto Black 86he s¢legtian umsarebbeddraek dimim 86, but
when the test at decision dianond 92 is positive the |ogic noves to bl ock

94 to 'ncreﬂﬁmyﬁnhgréhﬂ&i&fén% 1o@R! fovds to Block R Y Figtkogeedi ng to deci sion

di anond 96 term ne er t e |n ex v ' exceeds a
threshold. If not, the logic.returns.to_decision di.anmnd QQ .Lf the
Lhreshold s oxsiats dRtmavien = drtarins 8% Bl A AReiSil Wutes G brvertpant

al gorithmcan be used for selecting the next scrub unit. This limts the

sear chi ng t scrabbedatheegit ecxrptonblodd 88 whrere annudex| wwoiablei"i"dk @vtialized talil f f er ent
sel ection nethod after "i" has becone too |large to have any perfornance

advant age. PgcB@fing todecisith @XABRY 96, iPfs ddickhRicq WhedRh 81 thORadkE ihOdmdEn@ti can
be used to select "a data unit for scrubbing, data that has been witten

o o R HBh Thob s RERSFURL Bk SAUERMHR b
proceeds to decision diamond 92, wherein it is determined whether all the tracks in
cylinder C-i have already been scrubbed. If at least one track has not yet been scrubbed in
cylinder C-i, the logic moves to block 86, but when the test at decision diamond 92 is
positive the logic moves to block 94 to increment the index variable "i" by unity.

Proceeding to decision diamond 96, it is determined whether the index variable
"i" exceeds a threshold. If not, the logic returns to decision diamond 90. If the threshold
is exceeded, however, block 98 is entered where a different algorithm can be used for
selecting the next scrub unit. This limits the searching to a reasonable amount of time
and also switches to a different selection method after "i" has become too large to have
any performance advantage.
As non-limiting examples of different selection methods that can be used to select

a data unit for scrubbing, data that has been written more recently than other data may be

selected for scrubbing prior to scrubbing the other data. Or, areas of the disk that have
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been nore frequently accessed may be scrubbed prior to scrubbing other, |ess
frequently wused areas. Mire specifically, the present invention recognizes
t hat some unrecoverable errors nay be caused by bad wites. To discover
such errors nore quickly, the drive controller 18 can schedule to scrub
tracks and adjacent tracks that have been recently witten, as illustrated
in Figure 7. In accordance with disclosure above in connection wth bl ocks
54 and 74 of Figures 4 and 5, respectively, servicing a request may include

perform ng uested read ite conmand at b).ack 100, t he

deci si on di ?FﬁlerOff pecuerily accre wg“ﬁ?ﬁé%rﬁabedtwr @ 8¢ru mﬁﬁpéwéde%gfﬁqﬁﬁa& s a
wite coomand. If it is a wite comand, at block 104 the drive controller
18 mar ks t hesedaweds. units affected by the wite comuand as being not yet
scrubbed, regardl ess whether they have been scrubbed in this cycle or not.

In the preferredygrbosticiRally Whe pfséht hventiBR rdcdg M§@s4hﬁtc’sohfé‘3\9uééo@€ﬂﬁbféfenors

scrubbed units, the correspondl ng bits of those units are reset. This way,
those units will or the next scrub cl efore they get
schedul ed ¢ BHsGe SR BLRAS pifes oha din@vet HEheol PolecRidite e ?Q-wetw& e,

t hese data units will |ikely be schedul ed ui ckl y when the scheduling

policy of Fil§oarescbede trsenaub tracksiand pdje¢ant trecksshitduiverbern reodnglyeviitan, s r ub
unit is a physical track, the affected scrub units would be the track

cont ai ni ng {1iLtrhted fin Wguietvenmch@b@rdm witlsdisélbsz€ Aboveia ebsne@tion RethTAsBks 54
surface. As nention previously, the disk 20 may be di vi ded | ogi cal I y into

data bands Liiaby o380k ABCCRIBLICEYAL BIES nAS ROSIALSRa LR e

bands is a |gur ry cores pon ing to

one band. Each entry contains a count fi eI d a
requested read or write command at block 100, and then, at decision diamond 102,

determining whether the just-completed command is a write command. If it is a write
command, at block 104 the drive controller 18 marks the scrub units affected by the write
command as being not yet scrubbed, regardless whether they have been scrubbed in this
cycle or not. In the preferred embodiment where a bit map is used to keep track of
scrubbed units, the corresponding bits of those units are reset. This way, those units will
not have to wait for the next scrub cycle before they get scheduled to be scrubbed, but
may be immediately scrubbed. Furthermore, these data units will likely be scheduled
quickly when the scheduling policy of Figure 6 is used. In the preferred embodiment
where the scrub- unit is a physical track, the affected scrub units would be the track
containing the just-written data and its adjacent tracks on the same surface.

As mention previously, the disk 20 may be divided logically into data bands that
are not necessarily equal in size. Associated with the bands is a table 106 shown in

Figure 8, with each entry corresponding to one band. Each entry contains a count field as
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13 indicated by the first colum. The entries preferably establish a double
linked list in order of decreasing count, so each entry also contains a
forward pointer and a backward pointer for this link-list as indicated by
the second and third colums. In addition to the band table, the HDD

mai ntai ns a pointer which points to the top of this link-list (the entry
with the highest count). In this non-limting inplenentati on and now
referring to Figure 9, every tine a new user 110 request is received by the
HDD 16 at state 108 of Figure the drive ontroller 18 deterpn.nes i ch
band the relidistedby fﬁﬁﬁattgafm Thecnirigs pietseklyosts %Lﬁliadptﬁt!?@n% stamerdehunt
for that band. Mving to decision dianond 114, it is determ ned whether the

resul ting cofiddcreasingedsnt; eeeavhxentryalso lcantaink @ fowand pdingdrcing arbablovatd peorter
exanple, if sixteen bits are used for the count field, then the naxinum

count 1S 65g:39his Ihfnk list aé ﬁdicﬁfeﬂ @y thd $80nd &R thigl 'cSluBBl‘éein h&ﬁlgbﬁfd‘thé $Gnd O

di vide the count fiel everyentry in the ta Proceedi ng to

deci si on di agpn rom bl ock .116 fro ISIO 4 if t

Lest there ﬂ&é@ﬂf@wﬂ% ARYOET Bl BRI (8 Tk éﬁmﬁlﬁ@@ SHABE FRY P new
count is now |larger than the count of the entry as pointed to by the
backwar d pothetleghesaemmt)i at ed mﬁth the current band, i.e. the next higher
entry in the ordered link |ist. is now larger, the logic noves to

bl ock 120 where {\@hid@s-fim@hgdin éiﬁe?ﬁatio‘fﬁn&'ﬁbw referting foMgurel 9) Kvdry $imedd ©

swapped. It then | oops back to eci sion dianond 118 and repeats until the

link Tist | fie grel/(B ¥eque§j[ Fe%élved by the HDD 16 at state 108 of Figure 9, the drive
controller 18 determines which band the request is in at block 110. At block 112, it
increments the count for that band. Moving to decision diamond 114, it is determined
whether the resulting count exceeds the maximum that the count field can hold. For
example, if sixteen bits are used for the count field, then the maximum count is 65535. If
it is larger, then the logic moves to block 116 to divide the count field of every entry in
the table by two.

Proceeding to decision diamond 118 from block 116 or from decision diamond

114 if the test there was negative, the drive controller 18 determines whether the new
count is now larger than the count of the entry as pointed to by the backward pointer
associated with the current band, i.e. the next higher entry in the ordered link list. Ifit is
now larger, the logic moves to block 120 where the position of these two entries in the

link list are swapped. It then loops back to decision diamond 118 and repeats until the

link list is properly ordered.
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14 Lastly, Figure 10 shows the selection algorithmwhich is entered at state
122 for the above-described table inplenentation of Figures 8 and 9. In

bl ock 124, the top entry inthe link list (the entry with the hi ghest
count) is selected. Moving to decision dianmond 126 it is determ ned whet her

all the scrub units in this band have already been scrubbed. If all units
are al ready scrubbed, the |ogic noves to block 128 where the next band in
the link list is selected and then returns to dianond 126. If a band is

found at decisiqQn _.dianond. 126 in whjch nat all data.units, have
Lo oad. CErer Bstin 13850 10 Sove Pedeleglongbedhin Vaich it fhiied ¥ sl Rar pand.

For errors that are recoverable using error recovery procedures (ERP), the
drive contthodboye-descritmd talile enplementation o&Fighes §and Sbdn klack 12Asthe topynti
| ocation and then read the data to determne if it again contains errors.

It it does,inite lifkdist &he entr ithithehighyst co@lt) islseleatell OMdvingdRREBMHN didthéndpPt i ON
can be controlled with a new node page paraneter. If a user has specified

aut o-r eassi .Jn jfts node e he cqntr.ol.l er. 18 ites t recovered data
fo. the: now PRibBdstefmRATBIRE p biCeRiini€ in Bis Ehatlavk Shetib PRSI (o
the original location also is not specified, the recovered data can be

saved in a lpalburits ard alreaglyosrubbed, the logic mevestie blosk 126 wheee tho apxt hend snithsequent
unrecoverable errors to see if the lost data resides in the protected

regi on. Wilink lishis seRicteld Gt alienS¥aids\o Aizh A THED IFORardE ENAI YT e E2410A
SCRUBBI NG | N A HARD DI SK DRI VE as herein shown and described in detail is

fully Capzcgé.tﬁor?d; L 235t M ER ot diFaRPANE 168 BELPR AR SLPbI8EK | 3Fis AV (PN 11

is to be unders

select a scrub unit from this band.

For errors that are recoverable using error recovery procedures (ERP), the drive
controller 18 can attempt to write the data back to the original location and then read the
data to determine if it again contains errors. If it does, it indicates that the physical
location is damaged. This option can be controlled with a new mode page parameter. If a
user has specified auto-reassign in its mode page, the controller 18 writes the recovered
data to the new location. When auto-reassign is not specified but rewriting to the original
location also is not specified, the recovered data can be saved in a protected region that
can be checked in the event of subsequent unrecoverable errors to see if the lost data
resides in the protected region.

While the particular SYSTEM AND METHOD FOR AUTONOMOUS DATA
SCRUBBING IN A HARD DISK DRIVE as herein shown and described in detail is fully
capable of attaining the above-described objects of the invention, it is to be understood

that it is the presently preferred embodiment of the present invention and is thus
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that it is the presently preferred enbodi nent of the present invention and
is thus 15 representative of the subject matter which is broadly

contenpl ated by the present invention, that the scope of the present
invention fully enconpasses ot her enbodi ments which nmay beconme obvious to
those skilled in the art, and that the scope of the present invention is
accordingly to be limted by nothing other than the appended clains, in

whi ch reference to an elenent in the singular is not intended to nmean "one
and only one" unless expllcltly SO ted rath "one or nore". It is
not necessafepresentatiyelhebisct niafiehy 1° 8&¥§§nt§5’@ tedhloy ®6 &FPeR obl em
sought to be sol ved by the present |nvent|on, for it to be enconpassed by
t he pr esent ingémtions thatthetsbepenafiths present irerertion fudlyrgnoorepassesostherramibodinaitep i n
the present disclosure is intended to be dedicated to the public regardless

of whet her %vﬂf%h“r‘ﬁeﬁrg?%@&me %BWBQQ%’thoseoékll[E%ltlﬁ% &t QRd it BREch e & the Ef‘éééﬁted in

t he cl ai ns. m el enent herein is to be construed under th provi si ons

of 35 US.C ' 112, si unl.ess t he. el ement i r essl
Feci ted usi IEH ThAfoes Ry D8 hE A3 by BOURRS ot then B Appesbi eI 1Bl 2 m ¢ he

elenment is recited as a "step"” instead of an "act". Absent express
def i ni t i onswhisheéferenct ti an elemens inthe singubar igjhetanteadéd tormagandiope amdtiorly ous't oned
meani ngs that are not irreconcilable with the present specification and file

hi story. 16%@@&1@&% Mated! St rhther OnBAF thodd"s Mt WiioY BeceS@ARPIor fidadice oat | east

one storage disk

method to address each and every problem sought to be solved by the present invention,
for it to be encompassed by the present claims. Furthermore, no element, component, or
method step in the present disclosure is intended to be dedicated to the public regardless
of whether the element, component, or method step is explicitly recited in the claims. No
claim element herein is to be construed under the provisions of 35 U.S.C. ' 112, sixth
paragraph, unless the element is expressly recited using the phrase "means for" or, in the
case of a method claim, the element is recited as a "step" instead of an "act". Absent
express definitions herein, claim terms are to be given all ordinary and accustomed

meanings that are not irreconcilable with the present specification and file history.

16



at | east one drive controller reading data fromand witing data to the
disk, the drive controller executing |logic conprising: executing a scrub
cycle including: reading at |east one data unit; determ ni ng whether an
error exists in the data unit, and if so, undertaking at |east one of.
recording the error, or reporting the error; executing the reading and
determ ning logic for subsequent data wunits; if a user request for at |east

one of. a data read, or a data wite, is received, interrupting the scrub
cycle to f OVHAT IS GLAIMEDIS: and then waiting a delay period after
fulfilling all user requests in a user request queue prior to resumng the

scrub cycle, wherein the delay period is an adaptive delay period that
depends on at |east one of. a frequency, or a nunber, of user requests
recei ved byl the AdrirdeliskCdifile! @drhiising. The disk drive of claim1, in
conbination with a RAID system wherein the user request is received by the
drive controller gntroller. 17 3. The disk drive of claiml
wherein the disflg%?ggéfg%% r@??ioned into data bands, the drive controller

R CRE T I Rt R S
the drive controller executing logic comprising:
executing a scrub cycle including:
reading at least one data unit;
determining whether an error exists in the data unit, and if so,
undertaking at least one of: recording the error, or reporting the error;
executing the reading and determining logic for subsequent data
units;
if a user request for at least one of: a data read, or a data write, is received,
interrupting the scrub cycle to fulfill the request, and then waiting a delay period
after fulfilling all user requests in a user request queue prior to resuming the scrub
cycle, wherein the delay period is an adaptive delay period that depends on at
least one of: a frequency, or a number, of user requests received by the drive

controller.

2. The disk drive of claim 1, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.
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i mredi ately adj acent on the disk to data that is subject to a user request,
as part of fulfilling the request. 5. The disk drive of claim1, conprising
executing the scrub cycle on first data that has been witten nore recently
t han second data, and then scrubbing the second data. 6. The disk drive of
claim11, conprising executing the scrub cycle on areas of the disk that
have been nore frequently accessed than other, less frequently used areas,
and then scrubbing the | ess frequently used areas. 7. A hard disk drive,
conpri si ng:3- at Thealisk diiec of elegd. avhstein e digadtive irepattifionedciom dasi | er
reading data fromand witing data to the disk, the drive controller
executing lbagds tizodiive sint@lleemanitdining astablerindicatyrg & least remdnngecesseeadi ng at

| east one data unit; 18 determ ning whether an error exists in the data
unit, and itf beRls. undertaking at | east one of: recording the error, or
reporting the error; executing the reading and determning |l ogic for
subsequent data wunits; if a user request for at |east one: a data read, or
a data wite, is received, and if a current scrub rate exceeds a threshold

rate, interrupting f.he scrup cycle to . )
4. P Th% chsk drslve OP cla}/m 1, comprising executing the scrub cycle on data

immediately adjacent on the disk to data that is subject to a user request, as part of

fulfilling the request.

5. The disk drive of claim 1, comprising executing the scrub cycle on first
data that has been written more recently than second data, and then scrubbing the

second data.

6. The disk drive of claim 1, comprising executing the scrub cycle on areas
of the disk that have been more frequently accessed than other, less frequently

used areas, and then scrubbing the less frequently used areas.

7. A hard disk drive, comprising:

at least one storage disk;

at least one drive controller reading data from and writing data to the disk,
the drive controller executing logic comprising:

executing a scrub cycle including:

reading at least one data unit;
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fulfill the request, and then resum ng the scrub cycle, and ot herw se not
interrupting at |east an existing scrub read of the scrub cycle. 8. The disk
drive of claim7, in conbination with a RAID system wherein the user
request is received by the drive controller froma RAID controller. 9. The
di sk drive of claim®8, conprising waiting a delay period after fulfilling
all user requests in a user request queue prior to resumng the scrub

cycle. 10. The disk drive of claim9, wherein the delay period is an
adaptive del ay peri determpigingiabethes aprerer axésasin dhfe deff . undt. fandgifiescy, or a
nunber, of user requests received fromthe RAID controller. 11. The disk
drive of clai m indesta&ing at ldakeorati afkredorndue the epar;, bt tdporteg theewordat a bands,
the drive controller naintaining a table indicating at | east recent accesses

to bands. 19 12. The egictlinglthd/ @eadingChri BetérmiARBPOLR! 9 sQ¥RGUEAtNhtd he scrub
cycle on data immediately adjacent on the disk to data that is subject to a

user request as part of fulfilling the request. 13. The disk drive of claim
7, conprising executing the scrub cycle on first data that has been witten
nore recently thfgap second data, and then scrubbi the .second.data. 14. The

_ (Ebl ng
di sk drive of cilzd HieF FE@sRior &f Ifgsteqise ardeRRgrerhedr Sctlalib Wife 18 T8t %feas

and if a current scrub rate exceeds a threshold rate, interrupting the scrub cycle to
fulfill the request, and then resuming the scrub cycle, and otherwise not

interrupting at least an existing scrub read of the scrub cycle.

8. The disk drive of claim 7, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.

9. The disk drive of claim 8, comprising waiting a delay period after
fulfilling all user requests in a user request queue prior to resuming the scrub

cycle.

10.  The disk drive of claim 9, wherein the delay period is an adaptive delay
period that depends on at least one of: a frequency, or a number, of user requests

received from the RAID controller.
11.  The disk drive of claim 7, wherein the disk drive is partitioned into data

bands, the drive controller maintaining a table indicating at least recent accesses

to bands.
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of the disk that have been nore frequently accessed than other, |ess
frequently wused areas, and then scrubbing the |ess frequently used areas.
15. A hard disk drive, conprising: at |east one storage disk; at |east one
drive controller reading data fromand witing data to the disk, the drive
controller executing |logic conprising: executing a scrub cycle including:
readi ng at | east one data unit; determ ning whether an error exists in the
data unit, and if so, undertakin at | east one of: recording the error, or
reporting tlRe erhediskestavaef elgnm %ec@féﬁldﬁlhgg exqrdting the sarwb uclE o datd or
subsequent data units, wherein the scrub cycle is executed on first data

t hat has beanwdhkﬂyeﬁaumtenﬂﬁeﬁdnuj&naﬁmnﬁseﬁeﬂdodammnfqndnahpmnbﬁ execut ed
on the second data, wherein if a user request for at |east one: a data
read, or aﬁgﬁua@wﬁékgueys received, and if a 20 current scrub rate exceeds
a threshold rate, interrupting the scrub cycle to fulfill the request, and
then resum ng the scrub cycle, and otherwi se not interrupting at |east an
exi sting scrub read of the scrub cycle. 16. The hard di sk drive of claim 15,
wherein if for at | east .ane a data read, or_.a data
wite s d2cer Jba ek ERNs obfRy 7 Fanbuss cxguiiat b hinb She Prad cquest.

and then resumn the scrub cycle. 17. The disk drive of claiml16,

conbi nat i oﬁa‘w‘tbzﬁ%@s pmrDNglgtgm aore wigentdi than second data, and then scrubbing the

second data.

14.  The disk drive of claim 7, comprising executing the scrub cycle on areas
of the disk that have been more frequently accessed than other, less frequently

used areas, and then scrubbing the less frequently used areas.

15. A hard disk drive, comprising: at least one storage disk; at least one drive
controller reading data from and writing data to the disk, the drive controller
executing logic comprising:

executing a scrub cycle including:

reading at least one data unit;

determining whether an error exists in the data unit, and if so, undertaking
at least one of: recording the error, or reporting the error;

executing the reading and determining logic for subsequent data units,
wherein the scrub cycle is executed on first data that has been written more
recently than second data, and then is executed on the second data, wherein if a

user request for at least one: a data read, or a data write, is received, and if a
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the user request is received by the drive controller froma RAID controller.
18. A hard disk drive, conprising: at |east one storage disk; at |east one
drive controller reading data fromand witing data to the disk, the drive
controller executing logic conprising: executing a scrub cycle including:
receiving a user data request; expanding the request to include one or nore
adj acent data scrub wunits; scrubbing the data scrub unit while servicing

t he request; and determ ning whether an error exists in the data_scrub unit,
and if so, cutipriesctukiafryexeecdseadirednld e, inteapplingtheserudr ¢yste toofultilbpor ti ng
the error, wherein if a wuser request for at |east one of a data read, or a
data wit ethd eqnextedndettien resnohing the scrabrayehlt asd ptherwiat @oetaagsing at hr eshol d
rate, interrupting the scrub cycle to fulfill 21 the request, and then

resuni ng t heaspsl dbistimpGerib reidlohbeérb efclpot interrupting at least an
exi sting scrub read of the scrub cycle. 19. The hard disk drive of claim18,

wherein if a user request for at |east one of. a data read, or a data
wite, is received, interrupting the scrub cycle to fulfill the request,

and then resum t he scrub. cycl e, . TJhe.djsk drive of. claim19, in
combi nat i orlOwi ¢ 15 DRI HSKJEVE R e whogiolf aseer RSERPT 1AL 08 ved by the
drive controller froma RAID controller.

of: a data read, or a data write, is received, interrupting the scrub cycle to fulfill

the request, and then resuming the scrub cycle.

17. The disk drive of claim 16, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.

18. A hard disk drive, comprising:
at least one storage disk;
at least one drive controller reading data from arid writing data to the disk,
the drive controller executing logic comprising:
executing a scrub cycle including:
receiving a user data request;
expanding the request to include one or more adjacent data scrub
units; scrubbing the data scrub unit while servicing the request;
and determining whether an error exists in the data scrub unit, and if so,
undertaking at least one of: recording the error, or reporting the error, wherein if a
user request for at least one of: a data read, or a data write, is received , and if a

current scrub rate exceeds a threshold rate, interrupting the scrub cycle to fulfill
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21. A hard disk drive, conprising: at |east one storage disk; at |east one
drive controller reading data fromand witing data to the disk, the drive
controller executing logic conprising: executing a scrub cycle including:
reading at | east one data unit; determ ning whether an error exists in the
data unit, and if so, undertaking at |east one of recording the error, or
reporting the error; executing the reading and determ ning logic for
subsequent data units, wherein the scrub cycle is executed on areas of the
di sk that Hzveequiseeandribereradspmingethe |sorubayelss et ptharwist hetr intdrampsing mequent | y
used areas, and then is executed on the |less frequently used areas, wherein
if a user neguasdxistingfscaib reabsfttheosgub aydat a read, and a data wite, is
received, and if a current scrub rate exceeds a threshold rate,
interrupting the scrub cycle to fulfill 22 the request, and then resum ng
the scrub cycle, and otherwi se not interrupting at |east an existing scrub

read of theg,scr cle..22. T har.d disk. drive of c|ai-m ereinif a
user reque§t9' foﬁgg%fde(glglf %%eeopg]?lr% 1ga¥vger|¢1ena1(§,a oFT g:qa%ﬁgorv\%%ijl?aesmp% received,
interrupting the scrub cycle to fulfill . the request, and then resum ng the
scrub cycl 8 2datatend, gr aidatiy Wik, &% reeeiyednintorruping BscRR Y61 i uHilh RaI D
system wherein the user request is received by the drive controller froma
RAI D cont r ¢lhd request, and then resuming the scrub cycle.

20. The disk drive of claim 19, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.

21. A hard disk drive, comprising: at least one storage disk;
at least one drive controller reading data from and writing data to the disk,
the drive controller executing logic comprising:
executing a scrub cycle including:
reading at least one data unit;
determining whether an error exists in the data unit, and if so,
undertaking at least one of: recording the error, or reporting the error;
executing the reading and determining logic for subsequent data
units, wherein the scrub cycle is executed on areas of the disk that have
been more frequently accessed than other, less frequently used areas, and
then is executed on the less frequently used areas, wherein if a user request
for at least one: a data read, and a data write, is received, and if a current

scrub rate exceeds a threshold rate, interrupting the scrub cycle to fulfill
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the request, and then resuming the scrub cycle, and otherwise not

interrupting at least an existing scrub read of the scrub cycle.

22.  The hard disk drive of claim 21, wherein if a user request for at least one

of: a data read, or a data write, is received, interrupting the scrub cycle to fulfill

the request, and then resuming the scrub cycle.

23. The disk drive of claim 22, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.
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