8 COctober 2004 METHOD AND APPARATUS FOR ESTABLI SHI NG A SEGUbdrva2de@Ll CY,

AND METHOD AND APPARATUS FOR SUPPORTI NG ESTABLI SHVENT OF SECURITY PCLICY 5
Background of the Invention Field of the Invention The present invention
rel ates to establishnent of a so-called security policy. Mre
particularly, the 10 present invention relates to a nethod and apparat us
whi ch enabl e i medi ate establishnent of a securityﬁgfolicj%suitable for an

i ndi vi dual MERHER D SRPARSTHE [FORa FSTABLILHFTNG 2 tRREL K/
supporting S | t SRSV R ' Eﬁgghg@gﬂﬂﬁg t
2 %%-ch’%h A%fPA%P B Fox Swﬁﬁlﬁo ogy, the iﬁr?‘po?ﬁtl gnce of

associ ation w evelopnment of information te

I nformati on security increasesSEEVRITY orQBNCYati on takes various neasures
for protecting internal information. 20 For exanple, a firewall is set at
an interface for establishing connection with an external network,

thereby prgyepLi-8andNa¥t BRLI FRYehBiEHSI On of the outsider into an internal
networ k of the organization, or unauthorized access to internal

information. 25 In order to conbat conputer viruses or the like, virus

detection/ o t software is, enployed for nonitoring conputers di sposed in
t he organi%égggn?ﬁ %ﬁfoéﬂﬁ%ﬁFlnﬁe speci fication, the expression

"organi zation" stgai bireseal entwhpice, ralieder b wstHbishwepal odgency, a
corporation such as a_legally- incorporated foundation, or agy otﬂer party
or organi zéd sgﬂqﬁ&geq_ gecurity policy. More particularly, the

10 present invention relates to a method and apparatus
which enable immediate establishment of a security
‘policy suitable for an individual organization, as well
as to a method and apparatus for supporting
establishment of a security policy. .

15 Background Art

In association with development of information
technology, the importance of information security
increases. Every organization takes various measures
for protecting internal information.

20 For example, a firewall is set at an interface for
establishing connection with an external network,
thereby preventing unauthorized intrusion of the
outgider into an internal network of the organization,
or unauthorized access to internal information.

25 In order to combat computer viruses or the like,
virus - detection/combat software is employed for
monitoring computers disposed in the organization.
Throughout the gpecification, the expression
“organization” signifies an enterprise, a federal or

30 municipal agency, a corporation such as a legally-
incorporated foundation, or any other party or organized

group.



8 October 2004 As nentioned above, various mnmeasures haves bibberi0m4 been
taken for ensuring information security. If such neasures are independently
or separately discussed or reviewed, ensuring the security level of 5 the
entire organi zati on becones difficult. For instance, no matter how well a
firewall is enhanced, if third parties can freely enter the

organi zation's building and _have an opportunity to operate a termnal, the
security |level ohsStHeneheNed albovergaMrialisomsas st krerabritRYe?i or at ed.

Even if Viﬁé‘énd@éﬁ&ﬁi98::3%%%%%?%;%?%%%#&' HBQ@EEE&.M sof tware for

Opposi Nng néw Vi ruses 1s : soffware cann conbat newy
created conput elf vigtahesnedSuteas onter indepdadestie omfeospataoal gecurity
| evel of the entire organi zatign, there nmust be devised a_ nmethod_for

desi gni ng GhECPABEENER | GV ERYSHNatS oI Wt uFPEy IR entdevel of

organi zati Ofle SHEDr8 JBSLANLA0:ioANHLARLEMRNERL QN Tt hod (or a group of
desi gning and 20 inplenentation nethods) is generally called a security

policy. Various Propasaltsirgencenni mpthasy c loeadivagd andfiremwedat sisor

establishing a standar.d security polic have al Leady. been. put forward as
ht or nat | orapanged qat neti i’ BRaF TP oo FE88 e BRI o s AP

contents nusyabezabdonr duablhylBanbor efdt o HaRe chrgangssttumitiheredore,
there still renmmins a necessity for establishing. a security policy on a
per - or gani 2REFdRe F0 bgxminadecutriey SSEMTdtes LEHALt Pe fHSs-PRbHIR ed.

Thus, j@stablhshieotigh 28 LoALYyduahi$equELlyopgthay 1 nvol ves

Even i1f wvirus detection software is used, if
updating of software for opposing new viruses 1is
neglected, the software cannot combat newly created
computer viruses.

15 In order to enhance the information security level
of the entire organization, there must be devised a
method for designing and implementing information
security of the entiré brganization. Such a degigning
and implementation method {(or a group of designing and

20 implementation methods) is generally called a security
policy.

Various proposals concerning basic headings and
contents for establishing a standard security policy
have already been put forward as international

25 guidelines. As a matter of course, the headings and
contents must be individually tailored to the
organization.

Therefore, there still remains a necessity for
establishing a security policy on a per-organization

30 basis; security policieg cannot be mass-produced. Thus,
establishment of an individual security policy involves

congsumption of much time and effort.

2



consunption of rmuch tinme and effort. 2 8 Cctober 2004 Fug Dbeber 23pat ent s of
a security policy nust be changed with elapse of tinme. For instance, in a
case where a corporate organizational structure has been changed, usage

val ue and risk assessnent of existing information nust be changed
correspondi ngly. A conmmon net hod concerning establishnment of a security
policy and niaktheg qoatdntsiofa seaortydation musthe dhanged with elappobif fiye.hBGr not been
known, For this reason, individual systens engineer has had to establish
or anenidstanssdrua ichse whdnecycdrporategirganipstionalntr@icns hguisss changdd, udaga resul t,
est abl i shment of or nmaking amendnents to a security policy consunes an

enor nousalwnanttiskodssasampentief existingi isforsatiomanusdt ihatchangudtoerbsormglf.ai | to
catch up with a change in the actual circunstances (hereinafter called
"reality") oA cammongasthadtoreerning edtalsiishmcanofessrutggolitynaid makihg eeriodic
difference arises between a security policy and the reality of an

or gani zahemimertth&r b gecuripppolieg hds hbf isadntknoivn. &t thid feabor thdividuas spstensi ng
enhanced information security. The present invention has been conceived in
| i ght odndireer has batonsstabliahvbaakend b sebgity balitk diirougidexgdrieadsandsgudssed at
providing a nethod of efficiently establishing a security policy, as well
as an apwar asusrebult, estapigment of eshalihg aimendrmentt taa seaurity pylicp ebhsymesSimmar y
of the Invention In accordance with a first aspect of the invention, there
i s prowrdedoss amblrdcf efanpstvabl I islEsagned thae amendments Imagyfail tmrcaacrpnpedmﬁ er m ned
organi zation, the method conprising: a draft preparation step of preparing
a securdhapge ol the pctlabditcumastanaes (heseisaftdr eplleaf “rextiy) ofiamprgardzatibar ence bet ween
the security policy draft and realities of the organization; and 3 8

Cct ober 2004t bas afthrustemeseen $hiat @ witle differesice mgséshisetwvesua istguripppolicy add #d  on
the basis of the difference or adjusting operation rules of an actual

i nf or nerealkip o grs breamiaetion thengpyt impbhkiag «rlrf@caﬂtyzraestakuhsbnngtalnd subtaimirg @thahéesd

di fference wherein the draft preparation step conprises: a preparation step
of pr epaformgtidnepeiiiyes to be submitted to nmenbers of an organization,
wherein the preparation step involves preparation of inquiries on the basis
of job specTHd wasérdirveofiomigasisren doacdieed indight &dhe foregoing drawbacks of the

background art and is aimed at providing a method of efficiently establishing a security

policy, as well as an apparatus for supporting establishment of a security policy.

Summary of the Invention

In accordance With a first aspect of the invention, there is provided a method of establishing
a security policy for a predetermined organization, the method comprising:

a draft 'preparation step of preparing a security policy draft;

an analysis step of examining a difference between the security policy draft and

realities of the organization; and



an inquiry step of submtting the prepared inquiries to gbewseims4s; an
answer acqui sition step of acquiring fromthe nenbers answers to the
inquiries; and a drafting step of preparing a security policy draft on the
basis of the answers. Since inquiries are prepared according to a job
specification of an nmenber to be inquired, inquiries can be submtted

ef fi ci eat hyjustPreat steplof ydjustimg taan sewrityasslioy Giaftionrths begis bhtheWwifiRgemie dreast one
of the steps of: integrating the answers acquired froma single nenber

f r om anadjgstinheparatjun r@es ofedrsatua irdtvehz8ibo kiystgmtbetonigitigag teas erdaninativer ¢h thet o
storage neans as answers of a single nenber to be inquired; re-submtting
i nqui ri lessid of the differehice vhemit thadiraft prepamitismetep cefprisés| uded in the answers,
to thereby resolve contradiction, and storing the answers into the storage
means; and as preparatign s&ipdibeedating Mzokies (@BE allshittad tomembernsainf | cat i ons of
the nenbers to be inquired if contradictory answers are included in the
answer sorghnizatival @hyrefrsthe edparatios\wepsinvelnss stepgration bfiequikdd ormthedagsfers. 4
8 Cctober 2004 Such a configuration enables integration of answers in a
case whiebeapecifidations oftryembersithgelingaired;separately submt inquiries to nmenbers
to be inquired. Preferably, the analysis step conprises at |east one of a
contradi cti omn ingeipestep ofisutingitingthd mreparetiiimiridsas iy membeef contradi ctory
answers are included in the answers; a first difference detection step of
i nspect i ng aardafidwer enqésitiat siepof adqu|rhfngrd‘nfatheOﬁemBMSta®l§W¥ﬂsrtblﬂﬁ inguiflesi gned
on the basis of the answers and the security policy by neans of

conparigah; and a second difference detection step of verifying the

virtual | y-designed informati on system by neans of exanmi nation of a real

i nformati on syt selof prepeitigi angecarigigofiey graften thebaweof thanswsrsf | ed
information system and the security policy draft by neans of conpari son.
Such a conf i §ucaingoines asbpreparkd mdcardingfto a gt spedifichticppfetmeaberaodeer s and
detection of a difference between a real information systemand a security
pol i cy.inquired, inquiries can be submitted efficiently.

Preferably, the answer acquisition step includes at least one of the steps of:

integrating the answers acquired f.rom a single member from among the acquired
answers and storing the integrated answers into storage means as answers of a single
member {0 be inquired;

re-submitting inquiries to members if contradictory answers are included in the
answers, to thereby resolve contradiction, and storing the answers into the storage means;
and |

assigning weights to answers according to job specifications of the members to be
inquired if contradictory answers are included in the answers, to thereby estimate answers

and display the estimated answers.



Preferably, the nethod of establishing a security policys bdobBeroggonpri ses
a neasurenent step of devising neasures addressing the inspected
difference, in conjunction wth the priority of the measures. Such a
configuration enables devising of neasures with assigned priorities.
Preferably, the nethod of establishing a security policy further conprises
a di agnosi s Sstrep coffigdratignesaliigs nteyrateisfiznywsisdn a cabe Wherexd plarligedfi on,
wherein a result of diagnosis perforned in the diagnosis step is submtted
t o t he ioqgieers 2aparately subetitdnguitied bhenanigastabé ingoired:an beconme consci ous of a
necessity for a security policy. Such a configuration enabl es ascertai nnent
of security Btefdrablyohe zhalysis gtepi coatpriees at IRastfoaeabl y, the net hod of
establishing a security policy further conprises a priority planning step
of pl anni ng, a contseiiption respettionrstey bltigspactify hehbadd ri contiddiddry @hbigrselre t he
security neasures which have been devised, thereby enbodying a budget of

t he or gaduded indhe abswer€lct ober 2004 Such a configuration enabl es

i npl enentation of security neasures in a preneditated manner, thereby
facilitati ngafirsepiffemncedeettian staplgbinspditiag ardifdryncet betwsacan informaB@s ur es
conprise constructing a system for managi ng the establishing a security

pol i cy; system vicdaltt designet! oa tisebasis bithe patwens dndahabairityqiolicpbpaichhegf nenber s
respect a security policy; analysis of systemlogs; nonitoring of a

net wor kconepattisbm;repdoper ati ons on the basis of the security policy; and
reviewi ng the security policy. Since the security neasures involve training
of nenbers asseeind differenderdedeation etepadf verifgihg tihavirtoallysdksignet ynfeendtiprent |

t hereby enabling attai nnent of a higher degree of infornmation security.

Pr ef er abistem bheneams bbekanfinatiohadh ki redliinfgrmeativacystetryambihsgactifgl b tdiffrereenpr i ses
a security enhancenent neasures inplenentation step of inplenenting the
secur i tyetwears heegrified inkematiclasystermiaht tHesecptigpoliGudraft dy cosdns @ir at i on

enabl es snmoot h i nplenmentation of security nmeasures. In accordance with a
second asmecsomf the invention, there is provided a nethod of

Such a configuration enables finding of contradiction between answers and detection
of a difference between a real information- system and a security policy.

Preferably, the method of establishing a security policy further comprises a
measurement step of devising measures addressing the inspected difference, in conjunction
with the priority of the measures.

Such a configuration enables devising of measures with assigned prioritiés.

Preferably, the method of establishing a security policy further comprises a diagnosis
step of diagnosing the security state of the organization, wherein a result of diagnosis
performed in the diagnosis step is submitted to the organization, wherewith the organization
can become c.onscious of a necessity for a security policy.

Such a configuration enables ascertainment of security status of the organization.

Preferably, the method of establishing a security policy further comprises a priority
planning step of planning, in sequence of priority, implementation with priority of the security

measures which have been devised, thereby embodying a budget of the organization.



establishing a security policy conprising: a preparati org gk@pe0fgoRr epari ng
inquiries to be submtted to nenbers of an organi zation, wherein the
preparation step involves preparation of inquiries on the basis of job
specifications of nenbers to be inquired an inquiry step of submtting the
prepared inquiries to the nmenbers; an answer acquisition step of acquiring

fromthe nmend@ihsa edigerasion endtiles infifliemhéntation ciRdcarity ARtsdie FMapRimetitarRdof
establishing a security policy on the basis of the answers. 6 S Cctober

2004 Bymamasnsthefeby fadilitatingqiépgatiot dferbudgesecurity policy draft can be
prepared on the basis of inquiries. Since inquiries are prepared accordi ng
to a j ob speriefdray,the sedurighmeesives céropi® 1 nquired, inquiries can be
submtted efficiently. Preferably, the answer acquisition step includes at

| east one ofcdnbrudingRssyefem for Map@oial itgedtaisishing \WweyesuBly Paiicyed from a single
menber from anong the acquired answers and storing the integrated answers

i nt o st or aganhefttionsi assomeityssyetenrqs si ngl e nmenber to be inquired,
re-submtting inquiries to nmenbers if contradictory answers are included in

the answer Sraiting fdreoepgling sRntere eRpectd icuMy pokid)ll storing the answers
into the storage neans; and assigning weights to answers according to job
speci fi cat i onahyels dflzgstamitbgs;s to be inquired if contradictory answers are
included in the answers, to thereby estinmate answers and display the

esti mat ed anawsitosing Stialmedvasignf i gurati on enabl es integration of answers in a
case where a plurality of inquirers separately submt inquiries to nenbers

to be inqui raditingrapkestiahs pn theisasissdfabe sedunpdolisy;epdi nvol ves est abl i shnent
of three levels of security policies; nanely, an executive-level security

pol i cy whi chediewiithesedurity psligani zati on' s concept and policy concerning
information security in conformty with global guidelines; a
cor por at e- | eSinte hecerurfty mpakueyg inoheltrailtsg o rhesbamns dsiialrasahtraduciecof i ty
system enbodyi ng the executive-|evel security policy; and

information security equipment, thereby enabling attainment of a higher degree of

information security.

Preferably, the method of establishing a security policy further comprises a security
enhancement measures implementation step of implementing the security measures in
accordance with the plan.

Such a configuration enables smooth implementation of security measures.

In accordance with a second aspect of the invention, there is provided a method of
establishing a security policy comprising:

a preparétion step of preparing inquiries to be submitted to members of an
organization, wherein the preparation step involves preparation of inquiries on the basis of
job speciﬁcatibns of members to be inquired ;

an inquiry step of submitting the prepared inquiries to the members;

an answer acquisition siep of acquiring from the members answers to the inquiries;

and

an establishment step of establishing a security policy on the basis of the answers.



a product-1level security policy which describes nmeasuresg beidhEpb@®EENt t he
executive- |level security policy with reference to the corporate-|evel
security policy. 7 8 Cctober 2004 Since three levels of security policies
are established, a hierarchical security policy can be obtained. Here, the
measures to inplement the executive-level security policy with reference

to the BpHRAREbEsUR\EEonEGGHTib, Y 2Lty Yolid)cdrif esn B BFapared orf thk Basik OF

utilizing the security policies, as well as hardware and software.
Pr ef er ajpbirie.ne corporate-level security policy describes standards for the
information security systemof the overall organization; - -and standards for

i ndi vi dual egint®MRIres afORSbhredtHdcBErdingo b pERIficBforSEEA théNbsMs bhem of the
organi zation. Such a configuration clarifies a security policy for the

entire pggiedl, higliries cafde dubmpteleficenppl i cy for individual pieces of
equi pnent. Here, equipnent is a concept including networks, hosts, and

appl i cat i onsprefsrabigrta aiswérRqlisBen &lepl ifdi@desSR st bive HQhE Glepk RE! udes two
types of product-level ©policies; nanely, a first-level security policy

descri bi ng siatdgr4lag ted ahdwliry heétiied @@ #8RBleSn&ABStTdnY hindHg tHeeacqulé@r mat i on
security systemin natural |anguage; and a second-|evel security policy

descri bamgesetnd stendihelimeinatelialswe inf @orage GRItPE lak WhiWers df BRirghd or mat i on
security systemin specific |language used in specific equipnments. The
first-|aeebeptoadUaduitledyel security policy enables a human to understand a
security policy. The second-I|evel product-Ilevel security policy

facilitates medubhign@inquifids W rhembersSfictrpmEitory Heswors @R INBIIBEY initR6! udes bot h
har dwar e and software constituting the information security system

Pr ef er adrigwerd, e theReytesSves t@iradRAPH, ahE StRiIngING AAWES Ifd tHeBRa6é neanst ep of
i nspecting whether or not contradictory answers are included in the

answer sancand a difference detection step of inspecting whether or there is
a difference between an information systemvirtually designed on the basis

of the answedssighid eigistalto andwirsatdording S/job epedficdtibis 6f tBaferidrdtd b8 8
Cct ober 2004
inquired if contradictory answers are included in the answers, to thereby estimate answers
and display the estimated answers.
Such a configuration enables integration of answers in a case where a plurality of
inquirers separately submit inquiries to members to be inquired.
Preferably, the establishment step involves establishment of three levels of security
policies; namely,
an executive-level security policy which describes the organization’s concept and
policy concerning information security in conformity with global guidelines;
a corporate-level security policy which describes an information security system
embodying thé executive-level security policy; and

a produci-level security policy which describes measures to implement the executive-

level security policy with reference to the corporate-level security policy.



Such a configuration enables efficient detection of contgadighki 2mp40r
difference. Preferably, the nethod of establishing a security policy
further conprises a neasurenent step of devising nmeasures addressing the

i nspected difference, in conjunction wth the priority of the neasures.
Since neasures are devised in conjunction with priorities thereof, planning
for inpl enesinte thrédfcoslef besurifasditict yrd Sstaisichéd, latii@@rchidal escimfydaieg W th a
third aspect of the invention, there is provided an apparatus of

est abl i cgn begolstained.UHetey tHeohEasureDImpRhEat thersxatiitive IE\RIP 8&cUrtyOsoligR afth  Of
preparing inquiries to be submtted to nenbers of an organization, wherein
t he i nguefargndarte e edrpomatav@asiSepliip poiRy ihdeidsidpefatiba riles forbmidie@et 0 t he
menbers to be inquired, on the basis of job specifications of the nenbers

t o be iswgurityediicied, cisagh s3aandvdreandisoftvarg. answers to the inquiries; answer
archival storage neans for acquiring fromthe nenbers the answers to the

i nqui ri es anRretdraisly,tbe th@oriswRessdclfity polie ddsorifgtstamngs forth@ ieirmdidns hnment
means for establishing a security policy on the basis of the answers

stored setutifyeystenr sfdiee owRaIborgahiagton; BA stahesrds rhwidglrettipteh Menbers are
prepared, inquiry operations are facilitated. Here, the expression

" menber constitgting thednfamyationdievintiy 8}st@a b tHeadrgshivdtion. an i nformati on system of
t he organi zation. Therefore, nmenbers include part-tine enployees and

enpl oyees ofSwadhfa tordigechtion tiaafiad 4 sasrityasoliveidr taseti@breratiad ara

organi zation of interest. Preferably, the inquiry preparation neans

pr epar esecurigiolicyefsr indivisiabpibeast df @duibment eHereNdqIiSmentes Beondeptinckdingon t he
basis of job specifications of the nmenbers to be inquired. 9 8 Cctober 2004
Pr ef er aiBtyorks eosts) ang applicativreal st or age neans integrates the answers
acquired froma single nenber fromanong the acquired answers and stores

t he i nt egr at Refaaisiyahes product-lete setwitagaicaangicd wanpee b ptuet-lsvengl e

menber to be inquired; or re-submts inquiries to menbers if contradictory
answer spadicies; mathelgled in the answers, to thereby resolve contradiction, and
stores the answers into the storage neans; or assigns weights to answers
accor di ng t ca fisblesplesschritg pbliqyrdesofibindeetimyshef isditidudd equipmetisraddstitliting the
contradictory answers are included in the answers, to thereby estimate
answer sipformation security system in natural language; and

a second-level security policy describing settings of individual equipments constituting
the information security system in specific language used in specific equipments.

The first-level product-level security policy enables a human to understand a security
policy. The second-level product-level security policy facilitates setting of individual
equipment. Here, equipment includes both hardware and software constituting the
information security system.

Preferably, the analysis step comprises

a contrédiction inspection step of inspecting whether or not contradictory answers are
included in the answers; and

a difference detection step of inspecting whether or there is a difference between an
information system virtually designed on the basis of the answers and a real information

system of the organization.



and display the estimated answers. Such a configuration gnafhes2dagat egration
of answers while ensuring a match anong the answers in a case where a
plurality of inquirers separately submt inquiries to nmenbers to be
inquired. Preferably, the establishnment nmeans establishes three | evels of
security policies; nanely, an executive-|level security policy which

descri bes t hgush gasmfigatdtion efaioNemMpientdtiectibf lof ontfRNEEH BF Aiieicnter mat i on
security in conformty with global guidelines; a corporate-level security
pol i cy whi chPefsrabliyths nisthdd dfesstamlistany & e6&lrity MolRy Rir@idr cempashsiag t he
executive-|level security policy; and a product-I|evel security policy which
descri besas@amuntses 6f deVRirgfRBisurdCakitesitg e inshevtel dfRfdHck! M ddAfuhton t h
reference to the corporate-level security policy. Since three |evels of
secur i tyitiple griofiy dlitte meaapéd.shed, a hierarchical security policy can be
obtained. Here, the nmeasures for inplenmenting the executive-Ilevel security
policy Wi thsiheé alcasges bfe ddiesedan borjahdioh it prisAtas therol Pldrdingifoc! ude
operation rules for utilizing the security policies, as well as hardware
and sof imgingenting aifemadlion seblty RaagIRaRYe- | evel security policy describes
standards for the information security systemof the overall organization;
and st amdreosan witing ividchspk ctesd thedifPetitdn, heRsik ipkdlidddtart dpardtii®simat i on
security system of the organization. 10 8 October .2004 Such a configuration
cl ari f i @saishiRg @rdekhritp biicyeohirisinge entire organi zation and a security
policy for individual pieces of equipnment. Here, equipnment is a concept
including niaguipr feparatich Meadef MOFAringaid s to Beabmaidto nidhfodps epaict - | evel
security policy includes two types of product-level policies; nanely, a
first-|ayehizaRaywhénsinBk ikiirg @sspardiion InsRk ipré|BseOinquinies 16 sBIalbnated BB S
constituting the information security systemin natural |anguage; and. a
second-memdbkrse dulindurepOodr B basis of jdbi specifiedtiond gsthefmerAskry kslb@inganied;pment s
constituting the information security systemin specific | anguage used in
speci fi ¢ equitprmeingsand ier stdrirgtans®erl topi@myaiies,evel security policy enabl es
a human to understand a security policy. The second-I|evel product-|evel
security polarswet amihiviat sthiege $eddns igr srfuiringifreiroitiaimembers the answers fo the

inquiries and storing the answers into the storage means; and

establishment means for establishing a security policy on the basis of the answers
stored in the storage means.

Since inquiries to be submitted to members are prepared, inquiry operations are
facilitated. Here, the expression “member” signifies any individual associated with an
information system of the organization. Therefore, members include part-time employees
and employees of affiliated corporations, as well as employees of an organization of interest.
Preferably, the inquiry preparation means prepares inquiries to be submitted to the members

to be inquired, on the basis of job specifications of the members to be inquired.



equi pnment. Here, equipnent includes both hardware and sof bweber Zapasti t uti ng
the information security system In accordance with a fourth aspect of the
invention, there is provided a nethod of assessing the state of security
of an organization, the nmethod conprising: an inquiry preparation step of
preparing inquiries to be submtted to nenbers of an organization, wherein
the inquiry Preépablatthe anstefarchivalsioesggmeaas ati on of inquiries on the
basis of job specifications of nenbers to be inquired; an inquiry step of
submi tting tihiegmteptieahsvaglacuiesd fromtagngie rzaiter fram @nGWEthe asgquifesli ti on
step of acquiring fromthe nenbers answers to the inquiries; and a security
st at e carseessEny stotesphehtapsted ahogersitto Sadteragh nsepubstanswerstdia shiafd s of
the answers. By neans of such a configuration, the security state of an
or gani zagmber fode ibguiregiserert ai ned on the basis of answers to inquiries. 11 8
Oct ober 2004 Since inquiries are prepared according to a job specification
of an menberretsubbits inquiriesie chembenglif comteadiadry keswelgrré ingilided in Leenbivirs,
Preferably, the answer acquisition step involves integration of previous
answer stodimslebyeguive ednteadistionsandstaresahe andvasre iritd) theasicrages means gpr ovi ded by a
menber to be inquired who has provided answers before, and i nvol ves
storage of tdssignetetghid eoarsnerEdorditigtodblo spgficati®as tRsmandery 1 ber om a
singl e menber to be inquired. Such a configuration enables integration of
answer snqvireldef emsradictogy answadrs Areaintioged inhike ansves o itiieréb\Castienaid angveats,
plurality of inquirers submt separately inquiries to menbers to be
i nqui r eahd dispddly the estihatpdrambwers. enabl es assessnent of an organi zation in
conparison with simlar organizations. Further, display of a theoretical
hi ghest val Wudhsstatiigurationgeabléintefation of aaswére white ahélringetmatoh Gimahg
configuration enables an organi zation to ascertain assessnent of
i nf or metheé enswars drua ichge whera @l vralityehirbaies separéspauimidihqukiesgemembeencept .
In accordance with a fifth aspect of the invention, there is provided an
appar attodbefimquiredssessi ng t he state of security of an organization, the
apparatus conpri sing:

Preferably, the establishment means establishes three levels of security policies;

namely,

an executive-level security policy which describes the organization’s concept and
policy concerning information security in conformity with global guidelines;

a corporate-level security policy which describes an information security system
embodying the executive-level security policy; and

a product-level security policy which describes measures to implement the executive-
level security policy with reference to the corporate-level security policy.

Since three levels of security policies are established, a hierarchical security policy
can be obtainéd . Here, the measures for implementing the executive-level security policy
with reference to the corporate-level security policy include operation rules for utilizing the
security policies, as well as hardware and software.

Preferably, the corporate-level security policy describes standards for the information
security system of the overall organization; and standards for individual equipments

constituting the information security system of the organization.
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preparation nmeans for preparing inquiries to be subm ttefobgprseiiars of an
organi zati on; storage neans for storing answers to the inquiries; answer
archival storage nmeans for acquiring the answers to the inquiries fromthe
menbers and storing the answers into the storage neans; and security
maturity preparation nmeans for preparing a security maturity report

represent i ngStidhea BeGARLION cRFfidy 4 bacufity ey fdr the eflife bRRnkagdrPaf a t he
answers stored in the storage neans , wherein the answer archival storage

neans i §dcegiydionSy RoF Mdivitial SBcakasT Bquiphéni Cldevie! 66LIFTIENES 8 cbiicapt REINgher e the
answers are provided by a nenber to be inquired who has provided answers

bef or e, néwerks! 89t ahbeppbigisat ed answers into the storage neans as
answers froma single nmenber to be inquired. 12 8 Cctober 2004 Inquiries

are subm t t epreferatip the bRodudiievel RelrBR polegincities o pe8iof plodutttisvesecurity on
the basis of answers to the inquiries. Such a configuration enables an

or gani zgjlicies; rgma@gcertai n assessnent of information security on a per-item
basis in respect of nmanager's concept. In accordance with a sixth aspect of

the inventi oafirst-REEEseCErity HENdyARGcAIINGSEtNGEEH: indNiduzR Balipmens dndithfRywece
between a security policy and an information systemof an organization,

conpr i sihRemesot sedhigtsySem inSaReAlIIsHyuaB&ndf or i nspecting whet her or not
contradiction exists between individual ahswers in response to inquiries

subnitted toa sEdopEnevedbedulies pality asdcriBing@Rttings df BaNiduad Eignishto bérdetutingans
for outputting information about the inspected contradiction. Such a

conf i guhairformaionkkesitas@s i spERiic 1aHguagd LsalinGhkeific Enapmesd. i n answers.
Preferably, the anal yzer for analyzing a difference between a security

policy and aThe firsflevengrdduat-Rysitsebuiy pality@nasmi 2diuntih thWhtiBetandGNgYcURSS
i ndi cating neans for indicating the contradiction on the basis of the

i nf or mysdlion TOsEconatel pdidatiilons seqlraphdish riltate®adtnd efindiataial | y
establishing an information systemfor the organization on the basis of
t he anssuimngitotlees dqbipricheinbltiedbdth haRRBe afd oftware constituting the
information security system.
In accordance with a fourth aspect of the invention, there is provided a method of assessing
the state of security of an organization, the method comprising:
an inquiry preparation step of preparing inquiries to be submitted to members of an
organization, wherein the inquiry preparation step involves preparation of inquiries on the
basis of job specifications of members to be inquired;
| an inquiry step of submitting the prepared inquiries to the members;
an answer acquisition step of acquiring from the members answers to the inquiries;
and
a secuﬁty state assessment step of assessing the state of security on the basis of the
answers.

By means of such a configuration, the security state of an organization can be

ascertained on the basis of answers to inquiries.
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difference output neans for outputting a difference betwpepidnBeo004
configuration of the virtually-established information systemand a
security policy, by means of comparison. Such a configuration enables
ascertai nnent of a difference between a security policy and realities of
an organi zation. Preferably, the analyzer for analyzing a difference

bet ween a se8incé inqupiekiacy p@pdreairaccomingrioatibly BpsgfRbEsn SfandRemb&aBibeat i on
further conprises real systeminput neans for exam ning the information
syst em ofuirdte inmuiyiesicaabegobmitdd effivientlyng t he configurati on of the
information system and 13 8 Cctober 2004 difference output neans which
verifies thePfertbig) thg sasveddoqaisiidn istdpdnvendsQite§iasioe 6T PréviolShedvris and 0 t he
configuration of the information systemand outputs a difference between a
secur i t gequirkd epsweerd in heasonhérguhabhaverobrd fievided byalmemigstabb irgfdRed who
informati on system which has been verified, by nmeans of conparison. Such a
conf i gunas provided ahdvesrs befops fand divobet $Reagedt the irbsdgiatel ARswas Titeswhagdh has
been verified by nmeans of actual exam nation of an information systemand a
securi tiyepd acgynswerd fombysiegiabdnitger acbelmuigedinal ysis of a difference. An

i nvention according to a second enbodi rent will now be described. To sol ve
t he previ ousSyeide senfigheatiop enbiblesrintagnatidnef iansiérs Wwhile @p&uritigl Omatth&orighe
inquiries are prepared in accordance with fthe line of business of the

or gani zthtizoawersin efcasavhyre 4 blaralityopfiinguirprsepdrritisepArafeaing LBIes &f MERBers
inquiries to be submtted to an interviewee in accordance with the |ine of
busi neste tefinquiredor gani zati on. According to the present invention, the line
of business of an organization is taken into account. Hence, a security
pol i cy corr eSydralcodiguatian EhatdeDbsdegsimeriss an angdrizaties neddnsfiesh win
invention according to a third enbodinent will now be described. According
t o t he gméarenganizatiens.i Bathdrndispiay di afrebrgcaltrighesBvaaradsisty maahdario k6t a
drafted on the basis of recommendations or regulations ained at a specific
| i ne ofgdaliti regttainedccordi ng to the present invention, the establishnent
means establishes a security policy on the basis of itens of

r ecommendat i Surh aconfiggratian eoatdesamedaalzatiorsipaestcéitain bistesbnt diFgomeaon 14

security on a per-item basis in respect of managers concept.
In accordance with a fifth aspect of the invention, there is provided an apparatus for
assessing the state of security of an organization, the apparatus comprising:

preparation means for preparing inquiries to be submitted to members of an
organization;

storage means for storing answers to the inquiries;

answer archival storage means for acquiring the answers to the inquiries from the
members and storing the answers into the storage means; and

security maturity preparation means for preparing a security maturity report
representing the degree of maturity of security, on the basis of the answers stored in the
storage means , wherein the answer archival storage means integrates previous answers
and acquired answers in a case where the answers are provided by a member to be inquired
who has provided answers before, and stores the integrated answers into the storage means

as answers from a single member to be inquired.
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8 Cctober 2004 Such a configuration enabl es establishment oefopdr s@uUrity
policy for itenms which are of greater detail than general -purpose gl obal
gui delines, in connection with a specific line of business. An invention
according to a fourth enbodi ment will be described hereinbel ow. According
to the present invention, in the establishnment step, a security policy is
establ i shed quirike alasibmitdd fotreembeab, arldodrnbrggnizatin da@aseértan@s 8&cuity on
plurality of types prescribed by a user. According to the present

i nvent i the, basiseof astwdrs its thesmjuinesans est abl i shes a security policy on the
basis of itens of global guidelines of one or a plurality -of types

prescri bed b$ueh a useigurdipn eaaliiss af otdadizatior iogascattain asedsshieat ofivfenhatom a
user can select a global guidelines to be enployed. According to the

pr esent seauviydn per-item basds ingepecy obmepsyedticoncept.ep, inquiries are
generated on the basis of itenms of global guidelines of one or a plurality

of types prebadchedncdyitimasixér aspdichoflthe Inyentidne tHerslisi provideepaandlyen fareans
generates inquiries to be submtted to interviewees, on the basis of itens

of gl obanalgngietifarnce bemren arseauiity poldyi dnd aofmioyrpeﬁon pisedesi fred by a user.
By nmeans of such a configuration, inquiries conplying wth a gl obal
gui del i organipatesc cobpribify t he user are submitted, thereby enabling efficient
inquiries. An invention according to a fiffh enbodi nent will now be
descri bed. Aominadictign inepedtion prease fdr ingpeetirig winsthémortidecatttaalctios briewt step, a
security policy is established on the basis of an indicator of
ri gor ousstessn nfiviskialanswerpinl response ésinglibes stiymittbé to membersld ti%e Oct ober 2004
According to the present invention, the establishment neans establishes a
securi tgrgapipdtiotyah t he basis of an indicator of rigorousness of security
policy prescribed by the user. By neans of the configuration according to
t he present é¢amradictianoutpltenessrfocanpdttiepinforsption Ayout tHeeinbmacsdd of
ri gorousness of security policy through use of security policy. According
t o t he @niredistion.nvention, in the inquiry preparation step, the inquiries
are '
Such a configuration enables ascertainment of contradiction included in answers.
Preferably, the analyzer for analyzing a difference between a security policy and an
information system of an organization further comprises
indicating means for indicating the contradiction on the basis of the information about
contradiction;
establishment means for virtually establishing an information system for the
organization on the basis of the answers produced by the matching means; and
difference output means for outputting a difference between the configuration of the
virtually-established information system and a security policy, by means of comparison.
Such a configuration enables ascertainment of a difference between a security policy
and realities of an organization.
Preferably, the analyzer for analyzing a difference between a security policy and an
information system of an organization further comprises

real system input means for examining the information system of the organization and

entering the configuration of the information system; and

13



generated on the basis of an indicator of rigorousness of OseeYF2d0a policy
prescribed by the wuser. Simlarly, according to the present invention, the
inquiry preparation neans generates inquiries, on the basis of an
i ndi cator of rigorousness of security policy prescribed by the user. By
means of such a configuration, inquiries are generated in accordance with
the |evel ofiffeiegos outpnrmeanelsich virdidsitlye tilteallysastablidisedinfdrmbtordgsen bed
|later, if a higher level of rigorousness is prescribed, the nunber of
gener al refergoée iode tcenfigncatioaséthe isformdtinh sysighi andsutputs ackifarems skeiedrd £d
itenms are generated. In contrast, if a |lower |evel of rigorousness is
pr escr i smpdritytgoticynambite cofifigeatemadf thengrualiyesstatsishetinfetati@anssiang which eas
becone | ess el aborate. Since inquiries according to the |evel of
ri gor ousserserified hyenearateddompardgant i es can be made nore efficiently. In
accordance wth a seventh aspect of the invention, there is provided a
security pol $esh a configucation easblaslporaparisoh bﬁmémmnforr&dllmﬁstystm ivhighlhayel of
ri gorousness of a security policy, conprising: a rigorousness adjustment
st ep of beesplesifiedby trieans of asuallekahinativeob@einfalmbidmiysedn andt seourltppelityt he
i ndi cator of rigorousness prescribed by a user with rules matching the
i ndi catﬂjerednﬁ(enaymgcamsaaksanadgmk af endiffgrenesnd out put step of merging the rules
mat chi ng the indicator of rigorousness fromthe beginning with the rules
whi ch i n theAm ingentiusavessiiradp ustarend esbegineay willmepl Bedsberibde rul es not
mat ching the indicator and of outputting the nerged rules. 16 8 Cctober
2004 | n accofaseleethe prévieusty-dédchibed pebdlenafin tHeanguinyereparatiort dies,@hé s provi ded
a security policy rigorousness adjustnent apparatus for adjusting the
| evel ofquitigpareysersed of acrosiacoe vty theploiel of Yousioesywiitbé agyaniza@®or ousness
adj ust rent nmeans for replacing the rules which have been determned not to
mat ch t he i nidietaigldy, thé inguinp peEparatiss npraes gendrateshipguiriasste bewiubmittad! te an
mat ching the indicator of rigorousness; and Merge and out put neans for
mer gi ngntehdewed ipsacnerdehdéangith the linadif basioessaff the ggeoigstivmss fromt he
beginning with the rules which in the rigorousness adjustnment step have
repl aced t h&coordirgtotbe preseohinventichethelide obbuminess df & brgantzatitrt isngkenhe
mer ged rul es.

into account. Hence, a security policy corresponding to a line of business can be

established.

An invention according fo a third embodiment will now be described.

According to the present invention, in the drafting step, a security policy is drafted on
the basis of recommendations or regulations aimed at a specific line of business.

According to the present invention, the establishment means establishes a security
policy on the basis of items of recommendations or regulations aimed at a specific line of

business.
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By neans of these configurations according to the preseng Octventocan, the
| evel of rigorousness of security policy can be adjusted such that a |evel
of rigorousness prescribed by the user is achieved. According to the
present invention, the inquiry preparati on nmeans generates inquiries
pertaining to the range of establishnent prescribed by the user. Such a
confi gur at i ocBuenabbrfigugeion catbles estkbizhiment SRISEduEEy Ay for ReME whithaare @nge
prescri bed by the user. Hence, subm ssion of inquiries irrelevant to the
range i grepteedetail dithn gefverdlipugmse globacpaidalingg i corareci@y eIt b spetindinesit wil |
be described. The seventh enbodi nent describes prograns for causing a
conput epudireesper f orm t he operati ons whi ch have been described thus far and
a recording nedium (hard disk drive) having the prograns recorded thereon.
Hence, oper atn owsniidn ddeerdingigraafioartiaschbogiateat willbeadesciiiedl igdsiabglowg medi um
havi ng the prograns recorded thereon are identical with those of the
i nventi ons wheaindihgteethb @essedemoentioapinttheisstbialishment step.or skebleity palitisan ni nth
aspect of the invention, there is provided a conputer-readable recording
medi um é¢sdablisbed ec trededist dfdiemsrnf glopaloglidsinéoof areusriaygumrliy@fPyee brdserifel f or m
inquiry preparation procedures for generating inquiries which pertain to
itens rigausard for establishing a security policy of the organization and
are to be submtted to nenbers of 17 8 Cctober 2004 the organization ,
wherei n in tAeordingiathe preseat iavéntion pihe eethblistsnerit iggant iestablishebe ssebmiyt ted to
interviewees are generated on the basis of job specifications of the
i nt er vimoheysn thenisasis ofdieatsi of global guidelinee sf broy orenplaralitydhf angepissctibed Bea
generated inquiries and storing the answers into storage neans; and
est abl igenment procedures for establishing a security policy on the basis of
the answers stored in the storage neans. According to the present
i nventi on, iBy tneansiofthe coafigumtioalof redineshtive sg usdreanssleer s globsiquidetited r om a
si ngl e menber from anong the acquired answers are integrated, and the
i nt egr dodet smPoyEds are stored into the storage neans as answers of a single
menber to be inquired; or weights are assigned to answers according to job
speci fi cat i ohscoofing teetheprdsentinverdiobgnitmyjinijuiedpreparation sted] intdiriys arswer s ar e
included in the answers, to thereby estimate final answers and display the
est i natgahefatedbn dreshesisof itdosmf diobg! guiddlines pf ereenta plonaditytaf Gypes ipresickieed nqui ry
preparation procedures, inquiries to

by a user.

Similarly, the inquiry preparation means generates inquiries to be submitted to
interviewees, on the basis of items of global guidelines of one or a plurality of types
prescribed by a user.

By means of such a configuration, inquiries complying with a global guideline
prescribed by the user are submitted, thereby enabling efficient inquiries.

An invention according to a fifth embodiment will now be described.

According to the present invention, in the establishment step, a security policy is
established on the basis of an indicator of rigorousness of security policy prescribed by the

user.
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be submtted to the interviewees are generated on the bashsi@t dtp | | ne of
busi ness of the organization. According to the present invention, in the
establ i shment procedures, a security policy is established on the basis of
itens of global guidelines of one or a plurality of types prescribed by a
user. According to the present invention, in the inquiry preparation

procedures, Ag@rdingtd the @Besent RvaRidA! b BtaPhisHidht BRshs cofabfihes @n(geﬁﬁﬂit?r of
ri gorousness of security policy prescribed by the wuser. According to the

pr esent polidy en thedBasid & dradieatbasH rig%hiﬂ%ﬁés@éf%@@ﬁ% BSlicybréRAibéd by HRQUseEY
within a range of establishnment prescribed by the user is-established. 18 8

Cct ober By fHedné bf 16 GORfURGR N Mckrdmg!te Mdprasaf GiveRfior, iR Lty eat redly sh&are is
provi ded a conputer- readabl e recordi ng nedi um havi ng recorded %’hereon a

pr ogr anhk gévef uijondlishe SOoBeE ity bblicyRBioLGR Wse bNsBeufity pRli@par ati on procedures
for generating inquiries which pertain to itens required for evaluating

the degree oAcdtiding td te @leseRENUAHtNTh the PHEIAEHRPAANSS sBp IRBifkRiregareind are
to be subnmitted to nenbers of the organization wherein the inquiry

prepar agérerats@ an the igRNesfAnanditatetibirigdousRefCofSERINL) baIfyhRedcRb&Y by @wees, on
the basis of job specifications of the interviewes; answer archival
proceduiss. for entering answers to the prepared inquiries and storing the
answers into storage neans; and security maturity.preparation procedures

for prepari nginflafg@dcortingBtHY prederit @v@hfion, HRARGSH Prepatatiditmeasy 8 epltes
maturity of security, on the basis of the answers stored in the storage

means. ingeiriey, eRend bagky 6Mdr iAdicRtoPY iRSRNESIBRERMY PBIEYPresdriec@bding medi um
having recorded thereon a programfor causing a conputer to perform

cont r adiseki on i nspection procedures for inspecting whether or not
contradiction exists between individual answers submtted in response to

i nqui ri es whgmepes bfadugh aonfiguratior, B@uirkes drd génersted i addBidamc@with kfer ence
bet ween a security policy of the predeterm ned organization and an

i nf or mebVel bf Sycrbesness pdseridanthas abeo MRl belicsrideavaeDFeMmightmdvel 60 to
menbers of a predeterm ned organi zation; and
rigorousness is prescribed, the number of general inquiries is increased, so that inquiries
concerning detailed items are generated. In contrast, if a lower level of rigorousness is
prescribed, the number of general inquiries is reduced, and inquiries become less elaborate.
Since inquiries according to the level of rigorousness are generated, inquiries can be made
more efficiently.
in accordance with a seventh aspect of the invention, there is provided a security policy
rigorousness adjustment method for adjusting the level of rigorousness of a security policy,
comprising:

a rigorousness adjustment step of replacing the rules which have been determined
not to maich tﬁe indicator of rigorousness prescribed by a user with rules matching the
indicator of rigorousness; and

a merge and output step of merging the rules matching the indicator of rigorousness

from the beginning with the rules which in the rigorousness adjustment step have replaced

the rules not matching the indicator and of outputting the merged rules.
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contradi ction output procedures for outputting informati®pcrarbodhe
I nspected contradiction. 19 8 COctober 2004 Preferably, the recording
medi um further conprises: matching procedures for matching the answers on
the basis of the information about contradiction, thus producing answers
free of contradiction; establishnment procedures for virtually establishing

t he confi gidortaneawilh a@ightiagietasf the inveditidne epé istfrevidsDaBéaaty) Sdlicyon t he
basis of the answers produced by the matching nmeans; and difference output

pr ocedurigsrolisriess atijpstiriandgpparatds foreidRRES PRUMREBF lidiPowsdabd o1k sddupty of the
virtual l y-established informati on system and the security policy, obtained

by meanpolief, cobtprighgt son. The present invention provides a conputer-readabl e
recordi ng medi um having recorded thereon a program for causing a conputer

to perform ligotelsreks bUjgohRIAs ARESs fon FBadindOhe PUIES GHIEheRivé BEenh BSIRARMHEADD
whet her or not individual rules of the security policy match an indicator

of ri gonatus netch the eRlidatdred rigdrodsniie preschib&PhPH B&SHitAMIde ThaBRhg Meocedur es
for replacing the rules which have been determ ned not to match the

I ndi cat iadicator bhdgdrésbles9fantli gor ousness i nspection step with rules matching
the indicator of rigorousness; and nerge and out put procedures for nerging

the rul es nmakMehjenghdtdigput iias Femabing tha AN ABRARg floMiichRr BEghdidughasy t h
the rules which in the rigorousness adjustnent step have replaced the

rul es nfedm it isdyimang Wizh thedula uhichaif thd Bdorusnesd hijognichestephaesrapidced. The
I nventions set forth relate to a recording nmedium Next, an invention

r el at edtheoulas nptrmgichiny W indiegiodl @64 for baghutiihhehdmerpatruleBvent i on provi des a
program for causing a conputer to perform inquiry preparation procedures

for genBy micangof these cordiguralionaqudrdify 1 the pidseABinV&ith ItRE levbPsf est abl i shing
a security policy of a predeterm ned organization and are to be submtted

to nmentgreusbbss beserUdE POl daditic Afpsied s@hahatalevdl 0P AgEHSTesE Preseib&d | NY
answers to the prepared inquiries and storing the answers into storage
means; @nitle 28er is achieved.

According to the present invention, the inquiry preparation means generates inquiries
pertaining to the range of establishment prescribed by the user.

Such a configuration enables generation of only inquiries pertaining to a range -
prescribed by the user. Hence, submission of inquiries irrelevant to the range is prevented.

An invention according to an seventh embodiment will be described.

The seventh embodiment describes programs for causing a computer to berform the
operations which have been described thus far and a recording medium (hard disk drive)
having the prog.rams recorded thereon. Hence, operations of the programs and operation of
the recording medium having the programs recorded thereon are identical with those of the
inventions whibh have been described thus far.
in accordance with an ninth aspect of the invention, there is provided a computer-readable
recording medium having recorded thereon a program for causing a computer to perform:

inquiry preparation procedures for generating inquiries which pertain to items required

for establishing a security policy of the organization and are to be submitted to members of
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8 Cctober 2004 establishment procedures for establishing acgeeusiddsy policy
on the basis of the answers stored in the storage neans. According to the
present invention, in the answer archival procedures, the answers acquired
froma single menber fromanong the acquired answers are integrated, and
the integrated answers are stored into the storage nmeans as answers of a
si ngl e tmerdpganidation ewhéreitlin tiesingGify pepaiation pfoRedsres NG fridstodRBRRteaeor di ng
to job specifications of the nmembers to be inquired if contradictory
answer sinterdewes ardgdnbratddh the Dasis of jdbGpebifcatioys epthelimbRidudeal answers and
display the estimated final answers. According to the present invention, in
the inquiry gisseasshivanproteesdifop entetingldhswas td he JeRefidNinglings by t he
interviewees are generated on the basis of the |line of business of the

or gani zgtbrirnthe ARsWediing stovaddedli€S@at i nvention, in the establishment
procedures, a security policy is established on the basis of itens of

gl obal gui dedstatish@bntqrecadiuras ot sdtablishingQf sdalilgDolity GSHitasR dPhed USer .
According to the present invention, in the inquiry preparation procedures,

t he i noanswieesstordan grRitagetheanst he basi s of an indicator of rigorousness
of security policy prescribed by the wuser. According to the present

i nvention, iAcdohtin@®itabbissbnBntertioaciadis SSswed abMNAl plotedbs,abe anddisn a
range of establishnment prescribed by the user is established. The present

i nvent | aoqupeditosiessiaglp regi@mibor ariensthe Gcduitiansivers 4re imegfatdand Ui ry
preparation procedures for generating inquiries which pertain to itens
requi r eiftegfated averang brengoreli éntd €9y steragk nidingrastansbrsi @inglyy menbar to be
predeterm ned organi zation and are to be submitted to nenbers of the

or gani ziafjuima; ocwsigls =0¢ assigrRid th bASeErdg8ortipg 16 fibalpebficApveRr thelrermhbérs
generated inquiries and storing the answers into storage neans; and 21 8
Qct obertodaGdquired Wrdohiradiatoty ariswepy pandbdein eSS 3o ey ifiatd Ghah
security maturity report representing the degree of maturity of security,
on t he dasies afd disgapihewtimatddinabanswerdie st or age neans.

According to the present invention, in the inquiry preparation procedures, inquiries to
be submitted to the interviewees are generated on the basis of the line of business of the
organization.

According to the present invention, in the establishment procedures, a security policy
is established on the basis of items of global guidelines of ane or a plurality of types
prescribed by a user.

According to the present invention, in the inquiry preparation procedures, the inquiries
are generated on the basis of an indicator of rigorousness of security policy prescribed by the
user.

Accordring to the present invention, in the establishment procedures, a security policy

within a range of establishment prescribed by the user is established.
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In accordance with a el eventh aspect of the invention, tdecRpksogiqovi ded a
program for causing a conputer to perform contradiction inspection
procedures for inspecting whether or not contradiction exists between
i ndi vi dual answers in response to inquiries which pertain to itens required
for ascertaining a difference between a security policy of the
predet er m nebh ancgriaheawltivn tenthl aspect ohtherimmhtion) tsers ifoditied Beomparp zat i on
and whi ch have been subnmitted to nmenbers of a predeterm ned organization,;
and conteadable récondiog ediunphatesitcesictidieroon piptdgra® foria05iRg &l dmpakdys t he
i nspected contradiction. 22 8 October 2004 According to the present
i nvent i parforimhe program further conprises: matching procedures for matching
the answers on the basis of the information about contradiction, thus
produci ng anisyeinsprbparatiol proceduresiict generating ingbities Wheh theRaINGE #he Seduired
virtually establishing the configuration of an information system of the
or gani zZiat evalyating thérdedras osmafurityher sebeite bba preaidtss@thcdorgdiezatvh ehil age Beans;
and difference output procedures for outputting a difference between the
conf i gureagutomtted to me@beisrdf tiad drgasizdtipl wisdheid theihquirpreparaysineahand t he
security policy, obtained by nmeans of conparison. The present invention
provi degerergde®ypqaines &y be susnitigd B innpeless, ba thetsdsiy dfjob specifications of the
| evel -of -ri gorousness inspection procedures for inspecting whether or not
i ndi vi dothviewedses of the security policy match an indicator of rigorousness
prescri bed by a user; rigorousness adjustnment procedures for replacing the
rul es whi ch dmsver bmbival pretedurésifod enteting answdre ko thegrépgied migkics Bnd BBring
| evel - of -ri gorousness inspection step with rules matching the indicator of
ri gor oubeassweralio sErgge @pdnnahput procedures for nerging the rul es
mat ching the indicator of rigorousness fromthe beginning with the rules
whi ch in t hesecugiymoaterite psemditiontprecddusdsepr preparing £ séakigdnatnftyrgp®s not
mat ching the indicator and for outputting the nerged rules. 23 8 Cctober
2004 | rrepresentitgribe degrek ofintaluelty biseaaptgcon ik Haie df thecariswers stbikelrie thes
provi ded a conputer -

storage means.

The present invention provides a éomputer-readabte recording medium having
recorded thereon a program for causing a computer to perform:

contradiction inspection procedures for inspecting whether or not contradiction exists
between individual answers submitted in response to inquiries which pertain to items
required for ascertaining a difference between a security policy of the predetermihed
organization and an information system of the organization and which have been submitted
to members of a predetermined organization; and

contradiction output procedures for outputting information about the inspected

contradiction.
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readabl e recordi ng nedi um havi ng recorded thereon a progs axdber 26auUSi Ng a
conputer to perform rigorousness adjustnent procedures for replacing the
rul es whi ch have been determ ned not to match the indicator of

ri gorousness prescribed by a user with rules matching the indicator of

ri gorousness; and nerge and out put procedures for nmerging the rules

mat chi ng t hePtefighably] e redording gsinins AeHEr EdmpAisebe beginning with the rul es
which in the rigorousness adjustnment procedure have replaced the rul es not

nat chi ng t hematutingadrocedanst fhomathinglthé bRgvdrbon Ay Bk 6thé ffordthtien SBéRber
2004 In accordance with a thirteenth aspect of the invention, there is

provi decordragiction, anus frotdudeyiansvgrairé® Bpedrdadicorper form inquiry preparation
procedures for generating inquiries which pertain to itens required for

est abl i shi ngestalsizbent propedureyfoplirttalis etaliehing BROCHNgRRtGRT M infRfafie to
be submtted to nenbers of the organization;, wherein, in the inquiry

pr epar asystem pf theatgarigtion,uithe ibasis optheaans@e R Brod e diey thé hrREchirR)YaESnsr €

generated on the basis of job specifications of the interviewes; answer
ar chi vaéngr ocedures for entering answers to the generated inquiries and
storing the answers into storage neans; and establishnment procedures for

est abl i shi ngdifferzaceibutout grotediyesior bitputing aslifdreddeetddsRE Sosfigrftdnidt t he
storage neans. 25 8 COctober 2004 In accordance with a fourteenth aspect of

t he i nviaetvirhally-tbtablishied iftormadtide dysteprapditiesedudity Said$, dbaifeBRBAR oft O
perform contradiction inspection procedures for inspecting whether or not
cont r adeampavisoexi ts between individual answers in response to inquiries
whi ch pertain to itens required for ascertaining a difference between a

security pol Tieeypretertheveptietpioeidet aedmpughédiiblcoRcaamhganediimhavigt i on
system of the organi zati on and whi ch have been submtted to nenbers of a
pr edet ercoomied tteergana paigrarn foranadsing atdoamhutdr t®pertatiput procedures for

outputting information about the inspected

level-of-rigorousness inspection procedures for inspecting whether or not individual
rules of the security policy match an indicator of rigorousness prescribed by a user;

rigorousness adjustment procedures for replacing the rules which have been
determined not to match the indicator in the level-of-rigorousness inspection step with rules
matching the indicator of rigorousness; and

merge and output procedures for merging the rules matching the indicator of
rigorousness from the beginning with the rules which in the rigorousness adjustrﬁent step
have replaced the rules not matching the indicator and for outputting the merged rules.

The inventions set forth relate to a recording medium. Next, an invention related to a
program will be described.

The présent invention provides a program for causing a computer to perform:

inquiry preparation procedures for generating inquiries which pertain to items required
for establishing a security policy of a predetermined organization and are to be submitted to
members of the organization;

answer archival procedures for entering answers to the prepared inquiries and storing

the answers into storage means; and
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contradiction. 26 8 October 2004 In accordance with a fig obioeentdnsaspect of
the invention, there is provided a program for causing a conputer to
perform |evel-of-rigorousness inspection procedures for inspecting whether
or not individual rules of the security policy match an i ndicator of
ri gorousness prescribed by a user; rigorousness adjustnent procedures for

repl aci ng t hestablisBmentprebediadeiobesabibaingrddaramtyHelicy 6h htabisidrthd ndi cat or
in the | evel -of-rigorousness inspection procedure with rules matching the

i ndi cat aiswadrs stogl in s stéRige ashnger ge and out put procedures for nerging the
rules matching the indicator of rigorousness fromthe beginning with the

rul es which Agcdrdifg fd @6 pReEBAERSefdh R NS Bhiswd? BREBRAVHRCEANEs, 1RPhAGAHs t he
rul es not matching the indicator and for outputting the nmerged rules. 27 8

Cct ober actfiftéd Bomed sif§ls Pidnitidr GdnPambMEtheragliRdarfsWers é{eiiﬁe?aféd(?ﬁﬁ@ﬁfet
representing the principle of a business nodel according to a preferred

enbodi niatigratéd hRsvdrs QREStbreldniMe tid SiBiagEIfeand dsenewbisafk sHAdmRMbePRWMAY t he
configuration of an appraisal device; FIG 3 is a flowhart representing

pr epar aihtjgireddbr an apprai sal report; FIG 4 is a block diagram show ng the
configuration of an apparatus for preparing a security policy draft; FIG 5

is a flowchawgightseine agsigraidablansliem Riccating 1@ fobSpeEitiodRhs 2008 idbas ense
bet ween the configuration of the virtually- established information system

and t heinggicadrif tontriadiciory answalbt atdigsiuddd MREE Sndifers QO BRIrEISOEtimBEREiRY esent
I nvention provides a programfor 5 causing a conputer to perform
| evel - ddnsiegpaligisgiay thensseatdddmapammreslr es for

According to the present invention, in the inquiry preparation procedures, inquiries to
be submitted to the interviewees are generated on the basis of the line of business of the
organization.

According to the present invention, in the establishment procedures, a security policy
is established on the basis of items of gloﬁai guidelines of one or a plurality of types
prescribed by a user.

According to the present invention, in the inquiry preparation procedures, the inquiries
are generated on the basis of an indicator of rigorousness of security policy prescribed by the
user.

According to the present invention, in the establishment procedures, a security policy
within a range of establishment prescribed by the user is established.

The present invention provides a program for causing a computer to perform:

inquiry- preparation procedures for generating inquiries which pertain to items required
for evaluating the degree of maturity of security of a predetermined organization and are to
be submitted to members of the organization;

answer archival procedures for entering answers to the generated inquiries and

storing the answers into storage means; and
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i nspecting whether or not individual rules of the securgtyidpelpeoy match an
i ndi cator of rigorousness prescribed by a user; 10 rigorousness adj ustnent
procedures for replacing the rules which have been determ ned not to match
the indicator in the |level-of-rigorousness inspection step wth rules
mat chi ng the indicator of rigorousness; and nerge and out put procedures for
ner gi ng t he sedueity mafrityatregdraipri frecédudisclat prepafing 4 gesprRASMERSILS repBitt he
beginning with the rules which in the rigorousness adjustnment step have
r epl aceteprésenting the degteensnchtiritg of Seuriiyndh that Risisadfdnd afiswaisé plotdd inghd he
merged rules. 20 Brief Description of the Drawings FIG 1-is a flowchart
r epr esestbragg rdanspri nci pl e of a busi ness nodel according to a preferred
enbodi ment of the present invention; 25 FIG 2 is a block diagram show ng
the confi gunaddcorianée aith agjpventhaspaenof ¢ intdriion thb i@ pfdvidedhRagrogram for
representing preparation of an appraisal report; FIG 4 is a block diagram
show ngcdusing Boromunén tgweebinan of an apparatus for preparing a security
policy draft; FIG 5 is a flowhart show ng establishnent of a 29 8 Cctober
2004 securi t gonprabdictign thspédtion Pravedires $& indpeatisewbisthbyordt contradititiah exists
establishment apparatus; FIG 6 is a listing of types representing job
speci f i battveemgdividubl &hswers i rasgiinee ko ihyaigeawhh@artap tb items ¢ceqiiiegusmt i on of
an anal yzer; :

ascertaining a difference between a security policy of the predetermined organization and an

information system of the organization and which have been submitted to members of a
predetermined organization; and
contradiction output procedures for outputting information about the inspected

contradiction.
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FIG 8 is a block diagramshowi ng the configuration of @o%%gfggm policy
draft preparation apparatus according to a second enbodi nent of the 10
present invention; FIG 9 is a block diagram showi ng the configuration of
a security policy draft preparation apparatus according to a third

enbodi nent of the present invention; 15 FIG 10 is a bl ock di agram show ng

the confi gukaording tof the pessent intantion) theprelfrahtfufifez Ramplisad  appar at us
according to a fourth enbodi mrent of the present invention; FIG 11 is a

bl ock di agr amatshingipngredbes f@lmatehing gy atswasis of e ISeRRLTithe/ inRPhiatioh abdt t
preparation apparatus according to a fifth enbodi nent of the present

I nvent i aomiradictan, s godudrigoarswdraipeaot wneadiogori; he  configuration of a
security policy rigorousness 25 adjustnment apparatus according to the

fifth embodiewtaiflishraént grecqulessiot virtaalgrdstadlishifd Ge cbafigrator! dfawaRRFrhatidhow ng
operation of the security policy rigorousness adjustnent apparatus

accor disygtenhoottthe ofgahtzatienrioncherdasis oBbe Rhtwerbbproducad bly dekmeicAtiganeanizow ng
the configuration of a security policy draft preparation apparatus _
accordiamgl to a sixth enbodinent of the present 30 8 Gctober 2004 invention;
and FIG 15 is a descriptive view showing a conputer and a hard disk drive
provi ded t hediféranacodpatiprgeddareaifor swtpattitda @iffeastcemetween the configuration of
the virtually-established information system and the security policy, obtained by means of
comparison.
The present invention provides a program for causing a computer to perform:
level-of-rigorousness inspection procedures for inspecting whether or not individual
rules of the security policy match an indicator of rigorousness prescribed by a user;
rigorousness adjusiment procedures for replacing the rules which have been
determined not to match the indicator in the level-of-rigorousness inspection step with rules
matching the indicator of rigorousness; and
merge and output procedures for merging the rules matching the indicator of

rigorousness from the beginning with the rules which in the rigorousness adjustment step

have replaced the rules not matching the indicator and for outputting the merged rules.
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5 Detailed Description of the Preferred Enbodi ment A pr e? el sodhodi ment
of the present invention wll now be described herei nbelow by reference to
t he acconpanying drawi ngs. 10 First Enbodi nent There will be described a
busi ness nodel concerning a round of operations from establishnment of a
security policy of a certain organization to maintenance of the security
policy. Pref bradsbydantdweith adwaeléth asped ef thkInieptionharaenpredidby adofpsiteem

engi neer through use of a predeterm ned expert system The principle of

t he busieadsisle rexbeding owdiuth havitgreaorded tisdreemb eebgramtforafauting apfoRfRfdr to
invention will first be described. FIG 1 shows a flowchart representing
the 20 perfomx pl e of such a business nodel. As illustrated by the draw ng,
t he busi ness nodel according to the present invention is basically nmade up
of the foll ongorgusiess adjustpeent Stoepdiires A% sessamuntheotiles @bithiHaye maknri ty 25
Step 2: Preparation of a security policy draft Step 3: System and

i nspect deiarmzined aoldb yreiteh e indieatorsyf sigemuStess pfeschibed by Bakeonithelsseen a
policy and rules Step 5. Priority Planning 30 Step 6: Inplenentation of
measur ematcbingrihaindizatos e€ tigeroysneds;camddi ng to the security establishnment

met hod 31 8 Cctober 2004 consisting of six steps, an interview based
security poinege ahdadutputprdderstes éatradigingltee ruléd maghegties ihdicatee of

rigorousness from the beginning with the rules which in the rigdrousness adjustment
procedure have replaced the rules not matching the indicator and for outputting the merged

rules,
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security policy draft is re-adjusted so as to reflect taedpalbsoy of an
organi zation. Since the security 5 policy is conpleted stepw se, t4he
security policy can be established in accordance with the schedul e or
budget of an organization. Step | is for evaluating the current state of
information security of an organization. Through 10 assessnent of

i nformati on Besgoidayice Whie aaigesnta abpeul of e iIRBREGH, Mndte iSrodaad atpPodim
attained in respect of rmanager's concept. Step 2 is for preparing an

el enment fr gassiega conputeotol peyfoemaf t by neans of submitting inquiries to
menbers 15 of the organization. The security policy draft is prepared by

means of si nipheint prepanatiemproasdurbs R geheratifgingliti¥s Palch pertaiAno REmBr&paeed at
relatively low cost. Step 3 is for reviewmng a difference between the

Vi r t ual foy establishingcd esturityf paliopdi Dpredyetmieabhanlatisreahd & to B8 stbmitlzg to
organi zation. Since the virtually constructed information systemis
pr epar eshembets s tiasiganiebtionyarierein)ia Wed Biqtiey préparabichiprocedured it fiieyrtemee may
ari se between the virtually constructed information system and the
real i t ysubimittdobtodnigaundweisi 20a geRérafeidem the basif of joB@pesiidaiigns bfith@ccor dance with
a difference, a security policy or rules about security products which
have alinemdywdsen i ntroduced. Step 5 is for establishing a future
information security plan, taking into consideration precedence in 30
adopti ng neamsswer archdalipreseduréeor €niesing answists tothei JedefBstlinG@idesasdiri ty
protection nmeasures according to the information 32 8 Cctober 2004

storing the answers into storage means; and

establishment procedures for establishing a security policy on the basis of the

answers stored in the storage means.
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security plan. Since the security policy is established shepw.S)g42s

ment i oned above, a security policy can be established in accordance with
realities of each organization; that 5 is, the budget or concept of each
organi zation. For instance, it depends on the conpany's way of thinking or
budget that a security policy draft is sufficient or not. Priority

pl anni ng makksacofdahes with plieurteepthcisbiet, of thiddinletiien, thberis prividedieprpgiaihfied an
10 advant age of easy devel opnent of a budget for the organization. The
domi nanfor stesiryy @tompgtebisperfers: nodel according to the present enbodi ment
reside particularly in steps 2 through 4. In step 2, an el enentary
security pol ¢anyratifsticl mbpedtion prezpdnred forlimspetiny Whetherdiridoe eeRidaes vren t he
security policy draft and the realities of an organization is analyzed. In
step 4, betweee individnapansneys inaespgonse $o inquiriss atiich pertainQe weins raduired fdrave

al ready been introduced are adjusted. So | ong as a busi ness nodel 20

i ncl udesscattainings diftrepse RetivbewagBedtity iRy ¥ fenmedetomilfdd orgaabhRm sesdrenat i c
establishment of a security policy. Such a business nodel enabl es an

i ncr easiafdrmatiqay 9@tert bithe orgemikatdombnd whicklhaté beert submigeMeanémbeslof amet hod
based on experience and intuition. 25 In order to inplenment such stepw se
est abl | madetetmined omyasization; ayydpol i cy, various expert systens are used in
the first enbodinment. Steps 1 through 6 witl now be descri bed

i ndi vi dual | yconitradictich agipat pre¢daarksdbr slaputingpematiorsdbal HeSiiSpecfed Step 1.
Assessnent of security maturity In this step, maturity of current

i nf or maddntradiction. '
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33 8 Cctober 2004 security of an organization is objectiyelpassgnsed.
Through such an appraisal, the organization can be rated in terns of
security. Mre specifical I y, assessnment of information security is
performed by means of preparing 5 the security maturity appraisal report.
In the first enbodi nent, security maturity is assessed on the basis of a
Sof t war e CaplHEdcotdpnddwitin & fifthtebbitielspdehoé thepadertipn Gaeredg providel lagffoglaimver si ty
inthe US. According to this nodel, security maturity is 10

guant i t far caeding assepsediowerformegard to five headings. |n other words,
scores are assigned for each of the five headings. The five headings are
as foll ows: lavel@bnigomemssisdmspenibrporstedueefor aBpadting wistiteriop hot iddividegar di ng
information security b: Security status of an organi zation c¢: Response to
an unexniestat thed$esastygolicydmaBhdgeandicajof afrigesmignédsyprescrided dymagset;0 | nprove
security 20 Here, an unexpected disaster mean an event which threatens

i nfornation lmousn'eys anﬂjostmenampbedures fonrepd avapihe gulas whichthave beémul ty
operation of equipnment. Entry "c"; i.e., response to unexpected disaster,

r epr esetaternvimest indrto oratendhe nrtdmmmgtafhezlaml@nngamumhis drsspedimnuresdqaved @ith

di saster. Entry "d"; i.e., budgeting for security, represents whether or
not a stufesingatemng mﬁdgét:atoie;fr@mwrseelss‘;andi nformati on security. Entry "e"
measures to inprove security, represents the extent to which a schedule or
pl an for secweigeyandmutmy proeatures for3fergimddhe rules matching the indicator of

rigorousness from the beginning with the rules which in the rigorousness adjustment

procedure have replaced the rules not matching the indicator and for outputting the merged

rules,
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In the first enbodinent, a maturity assessnment report 34g B .{FpkpbRis 2004 is
prepared with regard to the above-described five headings, and I ncl udes
scores. By nmeans of such a report, the objective estinmation of manager's
understanding for information systemsecurity of an 5 organization can be
ascertained. A specific nethod of preparing the security maturity
assessnBrief Desiption dfltheaDrawingdescri bed. I n the first enbodi ment, .
inquiries are submtted to the organization's nanager(CEO president,
etc...) and 10 an maturity assessnent report is prepared on the basis of
answers to the inquiries. Mire specifically, an appraisal device 10 shown
in FIG 2 peFiConiisa fiveplsaratepossentdig thegunhciplesf atekinessd modelGiccomdmyte s, and
preparation of the security maturity assessnment report. FIG 3 shows a 15
f | owc hapreferred reashedinerd ocbfherpaesemb veotionpr eparing the security maturity
assessnment report. The flowhart shown in FIG 3 shows, in nore detail,
processi ng K& Ras ablgk dagsdre shdding tieheomfigunatibn 6 arlapphaisalilewgei N FI G 2,
t he apprai sal device 10 has 20 inquiry preparation neans 12 for preparing
i nqui ri es t oFlGHé isaliowthatrepresentivageeparatiorbef armappraieal reghoriyari ety of
inquiries are stored beforehand in the storage neans 14, and the inquiry
prepar at i on FiGadss a bbckxitagearh showigyithid echfigeation etarf appatatiefdpprepadinga 25
i nqui red. The appraisal device 10 has answer archival storage neans 16.
Answer ssesulilyipoti@ddrbft; managers in response to inquiries which have been
prepared in the

FIG. 5 is a flowchart showing establishment of a
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manner as nentioned above are supplied to the answer 30 @pefab¥@ogst or age
nmeans 16. The answer archival storage neans 16 preserves answers in the
storage neans 14. The first enbodinent is also characterized in that 35 8
Oct ober 2004 the answer archival storage neans 16 has an answer
integration function. In a case where inquiries are submtted by a
plurality of systens engineers, answers to the inquiries are collectively
stored i n didfsrensge Between theaceoniigyrabpicomeodnsvies vitregeifiiyen

function. _lIn case where a l.arge nunper of agers are to _be, inquired,
answer s caﬁsggﬁlﬁgglen%ﬂéﬁ%ﬁ:%ﬁ dsggpﬁ@aﬁy&ﬁﬁh f$f#5}F¥yp8ﬁl§yétens
engi neers shabingd b heachsofo s Wamdarir@d.nquiries to the nmanagers through
interview. 10 In such a case, the resultant answers are accunulated in a
plurality of conplifer ®repgatef diventiede Haweidesust Brogresgr 408d into a

single ga;@gﬁggn A a e @f ;@QQ%Qn“the answer integration function

can be utilize integrating answers 15 submitted by a single nmanager
to be inquired ademeldesdl-trigbrionguesises rmpaus: fmen soboedhedst ofole

manager and_ _answers hayi ng been acquired, fromthe manager on_sever al
occasions,1?8PEF£3§8hs“ﬁﬁﬁigﬁﬂnﬂﬁtfhﬁfi %Y%éu?% tFeleFangfer tBRd
recei ving aeswensyt 0 ghe dynquidies f ram thegi 2Qcpenbge ceubd Batnbes

performed on a single occasion. The appraisal device 10 has security
maturity pregarabednbaednslsed,; which prepares the security maturity

or gani B4t on. on tHe RRErEehr a98Pkhent O SRARRAT 4 of el ripRe
storage neahs hAilekhi shaphr dissal HewnCéct@rimin@dSometl ked st the
indicator in the level-of-rigorousness inspection step

with rules matching the indicator of rigorousness; and
merge and output procedures for merging the rules
15 matching the indicator of ©rigorousness from the
beginning with the rules which in the rigorousness

adjustment step have replaced the rules not matching the

indicator and for outpﬁtting the merged rules.
20 Brief Description of the Drawings

FIG. 1 is a flowchart representing the principle
of a business model according to a preferred embodiment
of the present invention;

25 FIG. 2 is a block diagram showing the
configuration of an appraisal device;

FIG. 3 is a flowchart representing preparation of
an appraisal report;

FIG. 4 is a block diagram showing the

30 configuration of an apparatus for preparing a security
policy draft;

FIG. 5 is a flowchart showing establishment of a
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system There is enployed the appraisal device 10 havi ng obiagefapgt i on of
integrating collected answers. 30 Consequently, the security maturity
assessnment report can be prepared efficiently and precisely. By reference
to the flowhart shown in FIG 3, 36 8 October 2004 there will be described
an operation for preparing the security maturity assessnent report. In
step S3-1, inquiries to be submtted to the nenber are prepared by the
inquiry pr@ssugtiitoh pebihey 19rafs |thstugh 58s@, of syssemsrenyi pedricyubnits
uinies.tq the nager. In step 53-3, answers to the

the thus- pLegar . HAUIL]es, ¢ o 4he.

inquiries are acquire rom nad’ésw" and delivered to the answer

archival storagermanssl6i®of 4 heigpphal sak dewpse Mbprekaiset hewth, the
answer archival storage neans 16 has the answer integration function and
sends the #WSfEfdBEIMWEe storage neans 14 after having integrated them

into a ssingle daygbase; I njgtep,53-4, fhe S%&‘é(r:&fa%. MRLMELL B ePeit 15
preparati on neans 18 prepares the security maturity aSsessment report
i ncl udi ng scorfdguastiigmedft @rf iarelyrzeapgect i ve headi ngs, on the basis of the

group of answer toredq in.the storage ans .14. As nentigned above, the
security maturi t§1%20 agseséﬁ‘ent A epg’gPC' p%éﬁ‘grr@@ th?g‘@&I’rnﬂse &Pt he

appr ai sal deviraguldricpari san hetwesny, | Khistdy Shandar d-apd-S696S
Described in Security maturity Assessnent Report As mentioned previously,
scores (poiPRPragils according to a second embodiment of the

10 present invention;

FIG. 9 is a block diagram showing the
configuration of a security policy draft preparation
apparatus according to a third embodiment of the present
invention;

15 FIG. 10 is a block diagram showing the
configuration of a security policy draft preparation
apparatus according to a fourth embodiment of the
present invention; |

FIG. 11 is a block diagram showing the

20 configuration of a security policy draft preparation
apparatus according to a fifth embodiment of the present
invention;

FIG. 12 is a block diagram showing the
configuration of a security policy rigorousness

25 adjustment apparatus according to the fifth embodiment
of the present invention;

FIG. 13 is a flowchart showing operation of the
gecurity  policy rigorousness adjustment apparatus
according to the fifth embodiment;

30 FIG. 14 is a block diagram showing the
configuration of a security policy draft preparation

apparatus according to a gixth embodiment of the present
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25 assigned to five respective headings described in th } maturity
assessnent report. The first enbodi nent is characteri zegi3 83@25?{:%(?%r| y in
that an average of scores assigned to all the organizations and the

hi ghest score in an industry to 30 which the organi zation pertains are

di spl ayed along with a score assigned to the security maturity assessnent
report. Here, the expression "highest score" is the top 37 8 Cctober 2004
score (a tHevesttical; waldue) which can be attained by any organization

bel onging to the jndusjry. As a.,result,.the ranki of efforts made by the
organi zation for Elé[%gué%gl?nfaor%??%nge‘é%r V5 Vi Q%Wémgs P nFEEEHFSEan” be
readi |y asceid ad NRdrdSutkka deare Vakueiasd therdix nendiiey i Podln

i ndi vidual industry are stored in the storage nmeans 14 bef or ehand.

Further, afevapdtag@bpsiments updated periodically. Report on the Progress
of I'nplgnentation of 10 Security Measures In the first enbodinent, the
security maturity assessnent report is prepared to the manager's

under st andDegafidred mfemroEip tdrors edl tiley Rafe farreat aicthineatt i S | nvesti gat ed

prior to establighnent _.of a_15 sec ,ritr)éhpolic%/. However, so long as the
security naturi ?‘y PEREPTTRE EEHur Phg the &SR tor 1nyeghdrn al

I npl enent akdiqn Qﬁoﬁﬁﬁﬁyr@§séfibé@fP&gﬁﬁhgalcﬁﬁQ&ﬁiE%fe%@ﬂc@rqg5€§§e0f
i npl enenting nmeasures for information security can be ascertal ned.

Accor di ngl ReCcRMPENstia ofrapii@gsi ng the security maturity report al so
serves;@s a stengfrsrte%tbidqgleBQe progress of inplenmentation of security.

There will be described a business model
concerning a round of operations from establishment of a
gsecurity policy of a certain organization to maintenance
of the security policy. Preferably, the business model

15 1is implemented by a system engineer through use of a
predetermined expert system.

The principle of the business model according to a
first embodiment of the present invention will first be
described. FIG. 1 shows a flowchart representing the

20 principle of such a business model. As illustrated by
the drawing, the business model according to the present
invention is basically made up of the following six
steps.

Step 1: Assessment of security maturity

25 Step 2: Preparation of a security policy draft

Step 3: System, and inspection and analysis of the
system

Step 4: Coordination between a policy and rules

Step 5: Priority Planning

30 Step 6: Implementation of measures to enhance
security.

According to the security establishment method
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In the appraisal device 10 according to the first enbodi AeRber #ds t he

I nquiries and correspondi ng answers 25 are stored in the storage neans 14.
However, it may be the case that inquiries are stored in one storage neans
and answers are stored in another storage nmeans. B. Step 2: Preparation of
Security Policy Draft In this step, a sinple security policy draft of an
30 organi zation is prepared. The draft corresponds to a security policy
based on af®Reistang sabni tivd Hephenisar s ioferivd eor-gpamierat senuirityesponse

to inquiriess.: 8 ber, 2004 .Si n¢ .actual information system of the
or gani zat i %?1)11%25 %%Eé;e?Sbe%nrsltnvgggﬁéitlg&ega segﬂclr i1 PETI Y CEE‘]ﬁot be
est abl i shegelcuredivatgblicywatirais biasi gehgaagduegsdansh capt ey srugedctor 5
establishing a standard security policy have already been known as

i nternati oﬁglﬁ ghifattFrieLt TREseOTgaNdBREAEE - ar e Hereg naficer seghkddygl obal

gui del iqes gmhadi curity. policy.dra [
pr epar e% b?orhrggnylsll%f I%{ax r%f:ttei ng p%mep’l 2Cs r%énél%%%&gobg%%ggl Eéll}l ggl I nes
and conbi nesgabheé shikds iex rracedngsr iwidilpldss scshadole red. bhidgebeofi r st

enbodi ment , _a securli t)é. olicy draft preparation apparatus 20 is used for
preparing 8% SESGFEY 6g’f1i'cy draft. FIG 4 is a block diagram 15 showi ng

the configuratiogtep thesseeur b¥uinakiey @hafl buregRakaki-@ngpparatus 20.
As shown in FIG 4, the security policy draft preparation apparatus 20 has

i nqui ry pr épAPEINRSACReafE WA tor PF ep@hi ngriasqiizatdeon.o be Thbeiughed to an
menber; 20 LasBEskBAY 620 12 ARG W 1Y, | A, SPSELLL S8LE 008 oy
ascertain the goal to be attained in respect of
manager’s concept.
Step 2 1is for preparing an elementary security
policy draft by means of submitting inquiries to members

15 of the organization. The security policy draft is
prepared by means of simple interview, and hence a
security policy can be prepared at relatively low cost.

Step 3 is for reviewing a difference between the
virtually constructed information system and the reality

20 of the organization. Since the virtually constructed
information system is prepared on the basis of mere
answers to the inguiries, a difference may arise between
the virtually constructed information system and the
reality of the organization.

25 Step 4 is for adjusting, in accordance with a
difference, a security policy or rules about security
products which have already been introduced.

Step 5 is for establishing a future information
security plan, taking into consideration precedence in

30 adopting means or measures.

Step 6 1is for performing required security

protection measures according to the information
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the nenber to be inquired. Inquiries are changed in acgppd@dpseatist h j ob
specifications of a nenber to be inquired for acquiring useful answers, as
determned by the inquiry preparation neans 12 of the appraisal device 25
10. A variety of inquiries are stored beforehand in storage neans 24
provided in the security policy draft preparation apparatus 20, as in the
case of the storage neans 14 shown in FIG 2. The inquiry preparation
means 30 22eeutiset plappropriate inquiries fromthe storage means 24 in

accordance with ob specifications of a.nmember. The securit ol.icy draft
preparation appaJrséflﬁg %gj%gs%c%}tb%ePo%ﬁx i f%‘?’?%@l%ﬁ%‘ﬁpﬁgﬁﬁ‘?ﬁl?ﬁ answer
archival ster agatiearsl apvelhe aé@d@fi%f chb Yty stohape BBaRS128hekor es
answers into the storage neans 24, as does the answer archival storage

means 16. Fir BREOTIREanisiier apehivarssodr ®peh songantzaeions &hagnswer
I nt egrﬁ [ ogsf'ue [ g@dglseet §%r ?:%—x%%p%“%(ft Ie%[%ﬁo%ffg%ﬁga%til"% function includes

the foll ow ng eat ur pl ural Systens engi neers separately
conduct intervi eRerwiistardiei dital depeness andthel l@aipadfie resyl bant

"t or vt ew SPERRITE! e PHEREr  CHHe rbseiTL B ROLS 5 e CFAEEGY aPed I nt o
a 15 singl gudatabase. Mrecipeci fieald by apIahingsic0f makdguid i egeQlet he sane
type are submtted to a pluralit of menbers, and the resultant answers
are integrBias EE?@iﬁié}bngB@ddaéaba@e. tRere2) wihér ebpayybeldedasenwhere a
Singl%ijnq35§¥n£§ge of easy development of a budget for the
organizatiomn.
The dominant steps of the business model according
to the present embodiment reside particularly in steps 2
through 4. In step 2, an elementary security policy
15 draft is prepared. In step 3, a difference between the
gsecurity policy draft and the realities of an
organization is analyzed. In step 4, a security policy
or rules for security products which have already been
introduced are adjusted. So long as a business model
20 includes at least steps 2 through 4, the business model
enables systematic establishment of a security policy.
Such a business model enables an increase in
productivity and quality relative to a conventicnal
method based on experience and intuition.
25 In order to implement such stepwise establishment
of a security policy, various expert systems are used in
the first embodiment. |
Steps 1 through 6 will now be described
individually, including a method of using expert
30 systems.

A. Step 1: Asgsessment of security maturity

In this step, wmaturity of current information
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submtted to different nmenbers through interviews.. In g$Hehpa SREE, a
contradiction may arise in answers. There are two neasures to elimnate
the contradiction. A first nmeasure is a re-interview In the event that 25
respondents have submitted incorrect answers with regard to the
contradiction, it is thought that such a contradiction can be resolved by
means of conducting a re-interview or inspection (or both). A second
measure i §eevrdsver af nemnswashimatigans isf abjeghiinglwei ghtested30

answers in a wi_t h _the t. S (J,ob specifications) of the nmenbers.
In the pregggggégbggggeﬁ . S aﬁ%%ﬁ’c%#“?ﬁ’ PG 8 Ot DB 2063881 ect

ei ther theifi termseasuree@irihe. segord MARSUA.callie sessddnepol bey draft
preparation apparatus 20 has draft preparation nmeans 28 for preparing a
security bBﬁPEVaHFQFtseFW§1&ﬁaﬂﬁ5p@%ﬁé&%@@@nbﬁbéﬁ§ﬂﬂﬂ<®ﬁep§¢@erén95

securi tgy pghgcgegﬂr&?g @th§ig%r%P?rgggg9 gnggﬁwers stored in the storage

means 24. The securl olicy preparatton apparatus 20 is a
so-cal | ed expertIsystes &trss tdebapprnansal sewicetylOmaturfeet,ighe

previously-descrihed individual neans 10 are preferably, enbodied, as
sof t war e mﬁ?éﬁsﬁggeﬁgc dhﬁ?l%i%gnﬁu§gﬁﬁw ﬁwﬁﬁﬂ%ﬁﬁi;§¥)¥ﬁ¥mﬁ%kﬁart
shown in Fi6ged ddesropaM | bybecdeassi bedudim aperativit-d1aky, p&ﬁpaéﬂi g a

security golicy draft. FIG 5 shows a flowchart representing an
operati on Yof - prep@corgiagsetor i t)ipolnadeldr asecumisyghmabseivy the

secur hio/_POLLAY 1Ll Lol CRAIALI QN ARRRHA HE20a L SEERSHdaal s,
In other words, scores are assigned for each of the five
headings.

The five headings are as follows:
a: Comprehension and posture of an administrator
15 regarding information security
b: Security status of an organization
Cc: Response to an unexpected disaster
d: Budgeting for‘security
e: Measures to improve security
20 Here, an unexpected disaster mean an event which
threatens information security; for example, a
wiretapping activity or faulty operation of equipment.
Entry “c¢”; 1.e., response to unexpected disaster,
represents whether or not the organization can address
25 unexpected disaster. Entry *“d”; i.e., budgeting for
security, represents whether or not a sufficient budget
is ensured for information security. Entry “e”; i.e.,
measures to improve security, represents the extent to
which a schedule orxr plan for security improvement is
30 made.
In the first embodiment, a maturity assessment

report
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are to be inquired are supplied to the inquiry 20 prepar@pic@be®RfAs 22, and
inquiries are submtted to the members. As set forth, in the first .

enbodi ment, inquiries to be prepared are determined in accordance with job
specifications of the nmenbers. Consequently, 25 appropriate inquiries to be
submtted to nenbers to be inquired can be prepared. A so-called course of
inquiries is determined in accordance with job specifications of a nenber.
Actual i ndifi r PESPEGSe ¥k t tedard ebeh Eerir sbawer ddmarjdebd n £3&e esponse

to an ans g ite : xanpl i f_in response to an
i nquiry a\ggﬁetai%}s éo’f %B%yagnﬁggg% hggga?\%\'/\ereg%t hat “VPN Ci’g ot s &, _
detail ed 4repd@tt,obert26804 iohgeictiieos abc&ﬁtl\{&[‘ha;rxedskbﬁpedmalnr&g@@_nb tsraf/}Di\l i f
the nmenber_ has answered that VPN is used, detailed inquiries about

are submttlﬂ’ﬂfet%tt b dPT SUdH FTGrGdl BpFeeat | $e9 iitapl &fenead by 5

utilizasi oRfanidsordinlda0 huadas hased expert system In step 55-2,
the thus-prepared inquiries are submtted to nenbers. In step S5-3,
answers to the i Aquispesifiie metbobni wkifed wyepdeimenbehs, aeduttdeyanswers

are entere . swer.ar.chival_.storage neans 26 of, the security

pol i cy draﬁattg}rél:)'gfft%lﬁsc?nssﬂ)eﬁl&r Y0 Py fréjr“égtfey,cg‘:{sr%” wers are entered
by the interviewams.tWs &imRit esmiodbdiGOnE S€inklghe FRYahe emphayedaga form
in which individual 15 nenbers answer inquiries by way of a screen of the
pol i cy draf® pridpaPLerbhzapparatudar@gctiEEthsmiesident, etc.) and

10 an maturity assessment report is prepared on the basis
of answers to the inquiries. More specifically, an
appraisal device 10 shown in FIG. 2 performs preparation
of inquiries, collection of answers, and preparation of
the security maturity assessment report. FIG. 3 shows a

15 flowchart representing operations for preparing the
security maturity assessment report. The flowchart
shown in FIG. 3 shows, in more detail, processing
pertaining to step S1-1 shown in FIG. 1.

As shown in FIG. 2, the appraisal device 10 has

20 inguiry preparation means 12 for preparing inquiries to
be submitted to managers to be inguired.

A variety of inquiries are stored beforehand in
the storage means 14, and the inquiry preparation means
12 extracts inquiries required for a member to be

25  idnguired.

The appraisal device 10 has answer archival
storage means 16. Answers submitted by managers in
responge to ingquiries which have been prepared in the
manner as mentioned above are supplied to the answer

30 archival storage means 16. The answer archival storage
means 1lé preserves answers in the storage means 14.

The first embodiment is also characterized in that
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archival storage means 26 has an answer integration fungbicRRer 8§o4TeNti Oned
above, and integrates answers acquired by a plurality of interviewers into
a single 20 database and stores the single database into the storage neans
24. In step 55-4, on the basis of the group of answers stored in the
storage nmeans 24, the draft preparation means 28 prepares a security
policy draft by conbination 25 of various principles extracted fromthe

gl obal gquild®i fSvess sechigialh, sgoxeseri meapsl i 8§ drast as mEepaed

t hrough use; UIE icy aft preparation apparatus 20. 30 In
t he figrst glnlgéoelltrr%n?&t ﬁg%l)eétg%é'preg;nre tHree W:h Vi sl]g&%ﬁ?ﬁ?t £197)
security poiulpyittdit biys.a apluexereyi vE- Iszy@ielrﬁgcg?ggﬁst@jgbl,chdﬁﬁ@fg) , a
corporate 42 8 October 2004 | evel security policy ra , and a

pr oguct - ej"ecf ELRCHPARIERSF| ey e oot iniedse $HP®ERd | dneltheofstamand ty

olicy draficam | habedeserideddater iharo!i 9A-ByR E f duiides (for
gn i n%/ervi ew) 5 lnquiries (lgiéteen called an "i nterv?e\a/'\/t Wi If,l e l &lesprl bed
herein bel @ Pegdissgswiedranai ntargs emunberasoff ombhoegersl.a¥d gasi zaf i on 2.

i ' [ i tens
Netvor 10 SipfEIaer SRR cho /0P hepaneand deldbpse, oy, Secutily 1o
be describetsf a plurality of systems engineers sharing the load of
submitting inquiries to the managers through interview.
10 In such a case, the resultant answers are accumulated in
a‘plurality of computers. Therefore, these answers must
be integrated into a single database.

As a matter of course, the answer integration
function can be utilized for integrating answers

15 submitted by a single manager to be inquired as a result
of inquiries having been submitted to the manager and
answers having been acquired from the manager on several
occasions, for reasons that submitting inquiries to the
manager and receilving answers to the inquires from the

20 member could not be performed on a single occasion.

The appraisal device 10 has security maturity
preparation means 18, which prepares the security
maturity  report, or an  assessment report about
information security of an organization, on the basis of

25 the group of answers stored in the storage means 14.

This appraisal device 10 is a so-called expert
system.

There is employed the appraisal device 10 having
the function of integrating collected answers.

30 Consequently, the security maturity assessment report
can be prepared efficiently and precisely.

By reference to the flowchart shown in FIG. 3,
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15 (1) organization In connection w th heading "organi zaf heRne@hogl Nt ervi ew
I s conducted for the outline and system of an "organization”. From answers
to the inquiries, there can be derived an information security o
adm ni stration 20 system policy principles, and analysis of vulnerability
(anal ysis of differences). Heading "organization” is followed by the _
fol | owi ng sub-headings. 1.1 Managenent system 25 1.2 Enployees 1.3 Qutline
of enterprberel wi Nender descEibedersrs opeBatbasulficantsre@iring €hesour ci ng
1.8 Applicgt%ogitl.QaEbE%Erk 43 8 Cctgber 22‘4 1.10 Security profile 1.11
Busi ness category? 12r3tardaffZStrln o8P  nquiry headi ngs may change

according to j obTn5 spgsi Eacal,i onsquiPLebNU@ANGE, sWSHi t¥eheadi ngpahost” is
not provided for a chief executive officer. Thus, the present embodi nment
i s charact BeMPEY xSt REEPRKEM PYeshec Aaayé rac poedargtion oleagmsediof.i cati ons.

member > thus. enabl RGCET FRcEent SoRIURt orttier SRaEEE ths REVR Kk In
connect i onpwephrhdadnggitneswonk thei ngniatices
In step 83-3, answers to the inguiries are
acquired from the manager and delivered to the answer
archival storage means 16 of the appraisal device 10.
10 As set forth, the answer archival storage means 16 has
the answer integration function and sends the answers to
the storage means 14 after having integrated them into a
single database.
In step 83-4, the security maturity report
15 preparation means 18 prepares the security maturity
assessment report including scores assigned to five
respective headings, on the basis of the group of
angwers stored in the storage means 14.
As mentioned above, the security maturity
20 assessment report is prepared through use of the
appraisal device 10.

Comparison between Industry Standard and Scores

Described in Security maturity Assessment Report

As mentioned previously, scores  (points) are
25 assigned to five respective headings described in the
security maturity assesgsment report.

The first embodiment is characterized particularly
in that an average of secores assigned to all the
organizations and the highest score in an industry to

30 which the organization pertains are displayed along with
a score assigned to the security maturity assessment

report. Here, the expression “highest score” is the top

37



about the outline, operation, and settings of a netmork53@5ﬁbépgﬂhtted
through an interview Fromanswers to 15 these inquiries, there can be
derived the vulnerability of the network, a corporate-level policy
pertaining to the network, or the like. Heading "network"” is followed by
the followi ng sub-headings. 20 2.1 Operation environnment 2.2 NetworKk
properties 2.3 Authentication and identification 2.4 Audit and logs 2.5
Access con®ceire2s a theaasditicsel ivonlyeloceliglescar. Be Dashaisedr byowery 2. 8

Qperation relj ahilit. .9 Phy.si cal cur.it 2.10 Modem 30 2.11
Vbrkstatioﬁgégggéagyéﬂi éigﬁdégﬁ'%ﬁh%ﬁg§fjﬁ F%ﬁﬁﬁectlon wi th heading
"server and host As #4r8stobathe2004nkngyi [deSe £POBE ot RRGRUIBY Nehe

operation, and settings of a host are submitted through an interview From
answers t 8TEREZRGHNT e80Tt IIMIENY ddnitpamationeareesstBf I Bbst and a

cor por & e- auelseRe | taL0ang,tQ fned andy ay5€l v L2g
"server an& hogt&9:§%¥épﬁ%med %yEYheSé?%??oRan sﬁ%ﬁﬁgadlﬁég?kgggh

Properti esapfl seheermantnimostvad. @ Adhheati catdionidunl i dewtisficat bee 10 3.3
Audi t and g%%%ed in the storage means 14 beforehand. Further, an
average value is updated periodically.

Report on the Progress of Implementation of

10 Security Measures

In the first embodiment, the security maturity
assessment report is prepared to the manager’s
understanding for information security of an
organization is investigated prior to establishment of a

15 security policy. However, so long as the security
maturity report is prepared during the course of
sequential implementation of measures for information
security, the progreéé of implementing wmeasures for
information security can be ascertained. Accordingly, a

20 step of preparing the security maturity zreport also
serves as a step of reporting the progress of
implementation of security.

In the appraisal device 10 according to the first
embodiment, all the inquiries and corresponding answers

25 are stored in the storage means 14. However, it may be
the case that ingquiries are stored in one storage means
and answers are stored in another storage means.

B. Step 2: Preparation of Security Policy Draft

In this step, a simple security policy draft of an
30 organization is prepared. The draft corresponds to a
security policy based on answers are submitted by

members of the organization in response to inguiries.
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3.4 Access control 3.5 Mdification procedures 3.6 Di sasgggto%mry_ and
back-up 3.7 Operation reliability 15 3.8 Physical security (4) Application
and database I n connection with heading "application and database,"”

i nquiries about the outline, operation, and settings of an application are
submtted through an 20 interview. Fromanswers to the inquiries, there are
derived the vulnerability of an application and a corporate-level policy
pert ai ni ng Si#cgn ApphFELRL orkiniqeawitipn appetent iodn tirel dapabagetips

foll owed b t ] sub-h ings.. 25 4.1 Praperties of application
and dat abaglgs El%f %%ﬁ\gr)\%g%a??gﬁ%gggai T8t i i T Lf%]gtplﬁ.%o hﬁthﬁﬁgo ogs 4.4
Access conbeolkstablMatield dakedn apreqgedures 30 4.6 Disaster recovery and
back-up 4.7 Operation reliability 4.8 Physical security 45 8 Cctober 2004

(5) Security iteNBréPU§r eRPSiFpotiettidds HithectrRreRF® h waed| néo'rsecurijty
It I " g LLke L nf. | 0 ua quire
tems of & G&eabliBROLEANGE ol Mk Ed CSARaNE e N R Rads b1 Yok

for establishing a firfewall are submt an interview from
answers tobeka i ngupwhes,ast helngcareatdiesnaled audelegidmeise- | evel Thekiecy and a

prOdUCt_le%%Hdggﬁhgg'ag%a%éyéiﬁg¥%ggté&ffégmgfgbggqgﬁiég?fééghce;niS
the present embodiment, a security policy draft is
brepared by means of extracting principles from the
10 global guidelines and combining the thus-extracted
pfinciples, as required.

In the first embodiment, a security policy draft
preparation apparatus 20 1s wused for preparing a
security policy draft. FIG. 4 1is a block diagram

15 showing the configuration of the security policy draft
preparation apparatus 20.

As shown in FIG. 4, the security policy draft
pPreparation apparatus'ZO has inquiry preparation means
22 for preparing inquiries to be submitted to an member

20 to be inquired, in accordance with job specifications of
the member to be inguired. Inquiries are changed in
accordance with Jjob specifications of a member to be
inquired for acquiring useful answers, as determined by
the inquiry preparation means 12 of the appraisal device

25 10.

A variety of inquiries are stored beforehand in
storage means 24 provided in the security policy draft
preparation apparatus 20, as in the case of the storage
means 14 shown in FIG. 2. The inquiry preparation means

30 22 extracts appropriate inquiries from the storage means
24 in accordance with job specifications of a member.

The security policy draft preparation apparatus 20
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followed by the follow ng sub-headings. 10 5.1 Managenery g%eégﬂﬁﬂall 5.2
Packet filtering 5.3 NAT (network address transfer) 5.4 g cont ent
filtering 5.5 FTP content filtering 15 5.6 HTTP content filtering 5.7
Logs and alert (6) Qther security itenms In connection with heading "other
security itenms" inquiries about information usually required for 20
establishing VPN are submtted through an interview. Fromanswers to the

i nqui ri es, isheferther deguipped widripoanteetewalchiolalcysaorage predust - | evel
policy. ing, 'other security items" is followed by the follow ng

sub- headi Ir_l‘%gd Zggtbe laW$rao‘b%l?¥Yaelts S%‘?@%N“%’ﬁ%g%ﬁe\ﬁ/fzoréﬁaﬁ???éfél i very
6.4 Logs angiraudifie 9tdrhgbera@l 14/ ea3030Rat el Shicplri ALehVLEW are as
set forth, and the interviewis conducted in any of various fornms, such as
a descri pt S&RTRGEMARE b t | pFerEhsitce tis Bt wbarcRiodl Bst8rhgeer vi ewee
The secwri | i r.af LERAY, . rat 20 . according to the first
enbodi rr%nt caa%ggs%yih%dsﬁiah (%sn agitc}rn%l%ﬁ%%{%gogl lrfélrlf’r‘)%rlo\ﬁdo IS an intervi ewee.

In short, 5 inquilntegratdonofuneltliesd according to job specifications of an
i ntervi enee.

An integration function includes the following

features:

10 (1) A plurality of systems engineers separately
conduct interviews with individual members and collect
the resultant answers. For instance, if a plurality of
systems engineers conduct an interview with a single
member, the resultant answers are integrated into a

15 =single database. More specifically, a series of
inquiries of the same type are submitted to a plurality
of members, and the resultant answers are integrated

into a single database.

20 (2) There may be a case where a single inquiry is
submitted to different members through interviews. In
such a case, a contradiction wmway arise in answers.
There are two measures to eliminate the contradiction.
A first measure is a re-interview. In the event that

25 respondents have submitted incorrect answers with regard
to the contradiction, it is thought that such a
contradiction can be resolved by means of conducting a
re-interview or inspection (or both). A second measure
is to determine answers by means of assigning weights to

30 answers in accordance with the types {(job
specifications) of the members.

In the present embodiment, the user can freely
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Consequently, appropriate inquiries to be submitted to @p.BLESN£EE Can
be prepared. In nore detail, a so-called course of inquiries is 10

det er m ned

in accordance with job specifications of a nenber. Inqu

be submtted in each course are changed in response to an answer su
by a nenber. For exanple, if in response to an inquiry about use of
menber has answered that VPN is not used, detailed 15 inquiries about VPN
are ski ppe®SiSric St the fiRst Mapr sy dReiePihaeaPN e s us

detailed inquirigge %QQ%&E%%“ﬁH#ﬁé&“ﬁgéfgdpggggggtFF%BE%RS%%% 52 2P

operation is inplemented by~ uti

Zat1 on of 0-ca edge- ba

expert 20 asstamitPrpoerpavatbmmuneant a8 diwaprepieingew. secalrity

speci fications of

the security

i_nt ' t be entered into
preparati oS 5?5ﬁ%§£20?r IG§EE%§32?¥?E%¥?E?OHaFﬁaBEr?QiPFﬁQaFﬁstﬁe

foll oW By erldur@ty 25cRigyi RRUtthe N d DPeparfdre

30 Address

o
Country Phone Nunber 47 8 Cctober 200% -mmai | Address

O these emtoresl ignhthicestpradexdgans k-erisks are required entrie

Here, the expresshan

10

15

20

25

30

égaﬂ¥§ﬁy policy draft preparation apparatus 20
is a so-called expert gystem, as is the appraisal device
10. In fact, the previously-described individual wmeans
are preferably embodied as software which is executed on
a'computer.

By reference to a flowchart shown in FIG. 5, there
will be described an operation for preparing a security
policy draft. FIG. 5 shows a flowchart representing an
operation for preparing a security policy draft through
use of the security policy draft preparation apparatus
20.

In step S5-1, job specifications of members who
are to be inguired are supplied to the inquiry
preparation means 22, and inquiries are submitted to the
members.

Ag set forth, in the first embodiment, ingquiries
to be prepared are determined in accordance with job
specifications of the members. Consequently,
appropriate ingquiries to be submitted to members to be
inguired can be prepared.

A so-called course of inguiries is determined in
accordance with job specifications of a member. Actual
inquiries to be submitted in each course are changed in
response to an answer submitted by a member. For
example, if in response to an inquiry about use of VBN a

member has answered that VPN is not used, detailed
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5 denotes a synbol representing a job specification. Indgg.pEespat

enbodi nent, synbols shown in FIG 6 are used for expressing a job
specification. Sinply put, the "type" denotes a job specification.
Inquiries to be submtted are determ ned on the basis of a type. A 10
listing of types to be handled in the present enbodinment is shown in FIG
6. Inquiries which are actually submtted to an interviewee change
accor di ng £8HATHESs . 2kRieh Z&’BW%/ regfe  gkipngdiri eEni sopérkstnediBHnthire basi s

of a know QRIS | [ I st , L nQUisr hout. _an
."expirati g% gﬂ:g h%?%%passmen?r |ts xﬁ%l\tl Q%bﬁng(%?éda%%él?réﬁbépgul o%Rave
answer ed t babuno VENpiarat isabmis tiedpased heometniggassword i n response to an

inquiry as to whether or not an_expiration data is set. for a password. In
20 contrast, an PHGH ry? ab6ARtERLex IR oPRat éSof HPIREIMSY nkY be

subni t teed h@if[&&'a%ri%n\mcbﬂaVeaa”%Werc%‘i1ehhath?6hfé%ﬁ§éﬁ$é§f’éhdaE%ﬁ%%(ti_set for
a password. B-4 Information Assets to be managed In the first efbodinent,
i nformati oAY&ss®t-s for 25 which security nust be ensured categories;

Secur iy appar sl S0BRccHPafng: FBCt hEdE  BEFPARREng: PEULRSRol 5 ng
I nput. Hereubmitaediase weeberst.o either category "host" or are classified
into five host,_application, user where Information assets policy draft
preparatioh In  step S5-3, answers to the inquiries are
10 submitted by the members, and the answers are entered to
thé answer archival storage means 26 of the security
policy draft preparation apparatus 20. Preferably, the
answers are entered by the interviewers. As a matter of
course, there may be employed a form in which individual
15 members answer inquiries by way of a screen of the
policy draft preparation apparatus 20. The answer
archival storage means 26 has an answer integration
function, as mentioned above, and integrates answers
acquired by a plurality of interviewers into a single
20 database and stores the single database into the storage
means 24.

In step 55-4, on the basis of the group of answers
stored in the storage means 24, the draft preparation
means 28 prepares a security policy draft by combination

25 of wvarious principles extracted from the global
guidelines. |

Ags set forth, a security policy draft is prepared
through use of the security policy draft preparation
apparatus 20,

30 In the first embodiment, there are prepared three
levels of (drafts of) security policy: that is, an

executive-level security policy (draft), a corporate-
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present enbodi ment, data four entries are to be infornmpdiepereggts bel ong
category "network," data 48 8 Cctober 2004 5 10 pertaining to two
additional entries; i.e., "IP address”" and "sub-net mask," are to be
entered. Asset ID *Asset type *Nane of asset Details O these entries,
entry "asset type" covers five types. A application H Host N Network U
User group WO hers, including URL, domain nanes, and file nanmes The
expressi onléysdr greowritgesipgiates aldomitcal dbdsed oprudacs-pesséssi ng a
common characteristic. For exanpl.e, users 0 hanﬂl e, . anend, analyze, and
report acEGTHETRY Pﬁ’ﬂ&rc%t(i%r‘?‘r@r)e c Skfee%efi S° chfTeh® a®L " §BEBHAEYng
group. " Baghluser dgaguR Wi 1f0haedekicoMRRe 154887 19 JoMR i@ e users. The
word "user” designates a 20 human who uses information assets. B5
Preparation of SBciiri fpaparieg [HEakt an dateriviigwpol icy is established by
nmeans .enteri e he it aoljcy draft. preparation..apparatus 20
ansvverggto t he fgrgggg%gagi nﬁilg%s.%%%esd dn®" Aine etV | G1117PBe
described herein below.

Headings of an interview are as follows:

1. Organization

2. Network
10 3. Server and host

4. Application and database

5. Security items of great importance

6. Other security Items

Individual headings will now be described.
15 (1) organization

In connection with heading “organization” an
interview is conducted for the outline and system of an
“organization”. From answers to the ingquiries, there
can be derived an information security administration

20 system, policy principles, and analysis of wvulnerability
(analysis of differences).

Heading “organization” is followed by the
following sub-headings.

1.1 Management system

25 Employees

Outline of enterprise
Venders

Clients

Consultants

30 Outsourcing

Application

N = = = T =
W oL W U R W N

Network
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25 device is a so-called expert system By neans of entrgyocieberdgtoyers to
inquiries into a system the system produces and outputs a security
policy. Such a device which produces data of some kind in response to
entry of answers to inquiries has al ready been known as an expert 30
system and hence its detailed explanation is omtted. In the first

enbodi nent, three levels of security policies are produced; i.e., an
executive-level $etlrPegundty predbée 2004 policy, a corporate-|evel
security policy, . a roduct-level security policy. Simlarly, there are
prepared three |évg?538?9§8 ﬁrF?§EHSF¥cy drafts corresponding to the

respective securityzpokgahesatdofilpobxegutive-1evel security policy An
executive-level security gpliqy consi sts of descriptions of the
organi zation's "&BABEPY" ARACINGS| | EPY cHREOGR npeeiting. g job

execut iyve- Levek spaLi¢¥nikncl the f oW : i . ACE £ongrol An
owner of i % or mat ?%Egégget sl#rgrﬁztl mﬁggé’a# cl(])ISE r%%%hrﬁrilgﬁgtt ogéccess
i nformat i onochsgatwidenl Drdea tohiefplermniticont o6fiokrt he Booesstheght, an

oy ocess noPPAPBRRalTICGURINS ids: CBeranLeti rRens attats Corpres’ <
descri bes bhgn%@raaeb&atihgn't% G &ife AINGL 3R 1l ¥ CONEIREAT NPngQoDLEQL of the

access right. 20 Accuracy of Information It is extrenely inportant to
mai ntai n t héiéerednte GPbi nferpbiioat hevet sagrcheatsilynbsted ite. Because

10 member, thus enabling efficient conduct of an interview.
(2) Network |
In connection with heading “network,” inquiries
about the outline, operation, and settings of a network
are submitted through an interview. From answers to
15 these inquiries, there can be derived the vulnerability
of the network, a corporate-level policy pertaining to
the network, or the like.
Heading "“network” is followed by the following
sub-headings.
20 2.1 Operation environment
2 Network properties
3 Authentication and identification
4 Audit and logs
5 Access control
25 .6 Modification procedures
7 Disaster recovery
8 Operation reliability
9 Physical security

.10 Modem

N N NN N NN NN N

30 .11 Workstation security
{(3) SBerver and host

In connection with heading “server and host,”
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information assets is indispensable for making business g bsi sy 1tem
"accuracy of information" describes the 25 organi zation's concept and
policy concerning the guarantee of accuracy of infornmation assets content.
Guar ant ee An organi zati on nmust enploy appropriate neasures to ensure
suitable safety of information resources or 30 security. Item "guarantee"
descri bes the organi zation's concept and policy concerning neasures to
ensur e saf etrypui ecowrtiald | thy 50t Bifet obeer2@A4ril |amystessinyst ognabl e
recordi ng ang}anal sis qQf . .user activities, and an individual user nust
have respdn Qﬁqi%%?f T tE S Ut |3 REREBLRY abi FYEY ang¥SESi bes t he
organi zati @ Sce@N¢aRhidMdsPOliS §PBCHNBPEESONGsHeIRANSLPI Li ty of
an individual user. ldentification and Verification Al users nust be
appr opri at dlogti dend | &i edriperagecdevyaicpaiidy t hersecuingy Heval hokt
infornaéio%nd;% assets. Itenms "identification and verification" used herein
descri be theée orggﬁﬁzaf?on's concept and policy concerning such
identification Heaageacy “BesperseaBbanhlBror gani z&bh 9BwekSt bRr epake a
detail ed plan_and 15 procedures for ensuring appropriate response to
obstacl e iERldo¥i oG Findeacds8efor k. Item "energency response plan”
descri bes the orgq&i@gbbgghgegoggeggr@gg gggiggstconcerning a plan and
procedures for response’to an emnergency. war eness of Security

3.2 Authentication and identification

10 3.3 Audit and logs
3.4 Access control
3.5 Modification procedures
3.6 Disaster recovery and back-up
3.7 Operation reliability
15 3.8 Physical security
(4) Application and database
In connection with heading T“application and
database,” inquiries ébout the outline, operation, and
settings of an application are submitted through an
20 interview. From answers to the inquiries, there are
derived the vulnerability of an application and a
corporate-level policy pertaining to an application.
Heading “*application and database” is followed by
the following sub-headings.
25 4.1 Properties of application and database
4.2 Authentication and identification
4.3 Audit and logs
4.4 Access control
4.5 Modification procedures
30 4.6 Disaster recovery and back-up
4.7 Operation reliability
4.8 Physical security
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Top executives and ot her enpl oyees nust becone consci OLBSO&; %]%gd enment s
for the organization's information security, as well as 0 P eir personal
responsibility. Item "awareness of security” describes 25 the

organi zation's concept and policy concerning personal responsibility.

Cat egori zation of Information Information security is for protecting
information assets. For this reason, information assets which are 30

obj ects of prot ediS)oSenusti tye idcatmegerfi zatkandingppricprdaat el y prot ect ed
according to cat %%Sri es. ltem "cat 2190” zation of infarmation" describes
the 51 8 October 200X 0PG4 i Sttt ¢ %nd FARE Yo ortdEME n§t

i nformati ogyreagset fipo¥eaatkonal nEhn-c8sA sls6hc Musir Shew ide detgnrined rule
for action 5 and handle information assets ethically. In the event a user
handl es i nFeIELicsh dsyet sesfalhbighindgi ca bféakwadl | aweandubulidtedy

handl esci nf, hon_.as r..his rivate benefit, the user .w.ll be
subject%d F%&gg'cti%ﬁ.i%%%r§ﬁ§??, tﬁgthge%n%%%¥sngéo%%%i&Eguﬁﬁ&Fshe my be
10 subj ect edetre sansd | oflerited " wocaldrprtatel-Niewssl desridéPesahbe a

organi zation's concept _.and _policy concerning the rule for action a user
must obey. PBECUTEM ﬁ%ﬁﬂaé’é’rﬁfﬁyﬂll security systems nust be appropriately
15 recorded in dogupBRLS 88 £ Ly r ed afsoLH n?ré&t Ng dfced 1 1
"docunent nmanagenent" describes the organization's concept and policy
concer ni ng foddeweehtoat itdve following sub-headings.

10 5.1 Management of firewall

Packet filtering

NAT {(network address transfer)
SMTP content filtering

FTP content filtering

15 HTTP content filtering

o n o oo !l
o) T 1 T U R I

.7 Logs and alert
(6) Other security items
In connection with heading “other security items”
incquiries about information usually required for
20 establishing VPN are submitted through an interview.
From answers to the ingquiries, there are derived a
corporate-level policy and a product-level policy.
Heading “other security items” is followed by the
followiﬁg sub-headings.
25 6.1 VPN properties
6.2 VPN management
6.3 Key delivery
6.4 Logs and audit

B-2 Interview style

30 Contents of an interview are as set forth, and the
interview is conducted in any of various forms, such as

a description form or a multiple-choice.
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I nvestigation 20 In the event of obstacle or violation, ni zation
must investigate the obstacle and violation and recordés?ﬁﬁP?R%gﬁails I n
docunents according to security policy. Item"investigation" describes the
organi zation's concept and policy concerning 25 investigation and
docunent ati on of obstacle and violation. Privacy Information assets is to
be used on the precondition that the privacy of concerned nenbers is 30
guar ant eed. |temB-prilvaey'videser i bes the organi zation's concept and policy
concerning privacy. R sk NManagenent 52 8 Cctober 2004 An owner of

i nfor mati on assetlSEMARCRIHURY 1ot ftal PYERRE2BRENt aREAEBEHEPRCat e
neasures taceepldioly apf REQ! el ARl OLiBLItent! ClhakbRl MngYeIRAL"

descri bes the organi zation's concept and policy 5 concCerning "evaluation of
ri sks and msasondéna & ont menbernndhpr diseen i nformetéwse . VeLhf ishaticon  An

organi zatiQn nust. periodically verif | npl enent atipn of security. Item
"vgrifi%atﬁgﬁulfﬁe%eﬁﬁﬂlﬁﬁ?qﬁég%ﬁ eg#SQégkﬁsstQOHEEprﬁﬁ&%ﬁSPF&QnS

concer ni ng ofekinf Healehren e@feesecurity. Asset Assessnment An organi zation nust
analyze its information assets. Item "asset assessnent” describes the 15
organi zation' s cEREEFAVERE Lgol | c\ARRFRRFIRER asdagsrERes of ERset be

submitted to an interviewee can be prepared.

In more detail, a so-called course of inquiries is

10 determined. in accordance with Jjob specifications of a

member. Inguiries to be submitted in each course are

changed in response to an answer submitted by a member.

For example, 1f in response to an inquiry about use of

VPN a member has answered that VPN is not used, detailed

15 inguiries about VPN are skipped. In contrast, if the

member has answered that VPN is used, detailed inquiries
about VPN are submitted to the member.

Such a control operation is implemented by
utilization of a so-called knowledge-based expert

20 system.

Prior to conduct of an actual interview, Fjob
specifications of an interviewee must be entered into
the security policy preparation apparatus 20. More
specifically, data pertaining to the following entries

25 are input.

* Name

* Department

* Title

Postal Code

30 Address

Country

Phone Number
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and revises the security policy when anendnent 20 or inprovenent ar
necessary. ltem "Security Managenent" descri bes the organi zation's concept
and policy concerning Security managenent. (2) Corporate-level Policy Wth
regard to informati on assets of an 25 organization, descriptions of the
executive-level policy are applied to a corporate-level policy. The
corporate- |evel EpphiiéyAddresesponds to descriptions of "operating
procedures. " The*gorgorate-level policy is applied to each operating unit
of the organi zati He OQperating 30 units are formed by nmeans of dividing
constituent el egentishéde aRnitHidigTBt bAPrS¥St GFRd LT ONPS2 €601 dkRY  tO
function. For exanple, a network, a host, and an 53 8 Cctober 2004

appl i cati ofiT8r eTBEBLEEANGCBAFLSS - The HREeuUt | VBe| eoBbrpaEiey ditgpebes the

so-cal leed 4 I tut Lon: {doni .1.nci_pl " I h

corporéfe- Sggpé%o%ﬁC%Q@%%%rgggggg%g%éhg(fﬁliégbgggglgﬁ%a l?ﬁé doﬁ?nant
princi pl e) th&hpresepor atmboddvents e aynibiol spalicwn dasa@idbess standssds for
the information security systemof the _overall organization; and standards
for indivi 484l 'e’&?ﬁﬁ%‘%ﬁﬂ Cond PPt FRSHT G4y nat FHPLecBYtry &H8tem 10

of the orgapigati Qendied i BStjobhefRrRARlerdiEVel BEROUIHds PO CYei s @
policy concerning all operating uni'ts which constitute the organization.
For exanpl gubméghpedt ians degserddned ben fidve ehehioperfat Bngcywet. A

10 listing of types to be handled in the pregent embodiment

Security Managenent An organization must nanages securitynpghLCy¥gsProperly
e

is shown in FIG. 6.

Inquiries which are actually submitted to an
interviewee change according to answers. Such control
of inquiries is performed on the basis of a knowledge-

15 based operation. For 1instance, an ingquiry about an
“expiration date of a password” is not submitted to
members who have answered that no expiration is imposed
on a password in respoﬁse to an inquiry as to whether or
not an expiration data is set for a passwoxrd. In

20 contrast, an inguiry about an expiration date of a
password may be submitted to members who have answered
that an expiration date is set for a password.

B-4 Information Assets to be managed

In the first embodiment, information assets for

25 which security must be ensured are classified into five
categories; namely, network, host, application, user
group, and cothers. In a case where information assets

are entered into the security policy draft preparation
apparatus 20 according to the present embodiment, data

30 pertaining to the following four entries are to be

input. Here, in a case where information assets belong
to either category “host” or category “network,” data
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15 Network Item "network" describes regul ati ons concer ni tire
networ k of the organization. Host Item "host" describeéﬁggghgggﬁgns
concerning all 20 hosts provided in the organization. Application Item
"application"” describes regulations concerning all applications enployed
in the organization. 25 Secondary, the corporate-level security policy
descri bes individual units into which the operating wunits are further
sub- di vi dedertgrindanplce, tuheaddor ponal eehiewies setuei t y "Bl addreespri ses
descriptio pertaining to the follow ng itens, 30 Software Managenent
Iten1"soft%§¥% ﬁ%%ﬁé%ﬁé%ﬁs desé?ﬁb§§’&%b%ﬁﬁﬂﬁﬁﬂr with regard to use of
software in the @rgami zati on and 54 8 Oct ober 2004 managenent of software
licenses. Dial-Up Item"dial-up" describes regulations with regard to
i ndi vi dual di al - IpS8&& &®Ste access servers enployed 5 in the
organi zation. El egtrani¢ Ml /tem"electronic nmail" describes regul ations
Y

: . . et . :
with regard to in I dual E-WHI|S accounts and nessages in the

organi zation. 10DEteevwal | Managenment Item "firewal |l management” describes
regul ati Y ter:]s;er % %rrcziLets?- rg%t%% er‘r‘%.%tse?:f t%%l”v Ic%‘%raelrsf Ifrigrvt\alaltlyspeuss.ed
A application
H Host
10 N Network
U User group
W Others, including URL, domain names, and file
names
The expression “user group” designates a logical
15 set of users possessing a common characteristic. For
example, users who handle, amend, analyze, and report
accounting information are collectively callied a
“accounting group.” Each user group is formed from one
user or two or more users. The word “user” designates a

20 human who uses information assets.

B-5 Preparation of Security Policy Draft

A security policy is established by means of
entering into the security policy draft preparation
apparatus 20 answers to the foregoing inquiries. This

25 device is a so-called expert system. By means of entry
of answers to inguiries into a system, the system
produces and outputs a security policy. Such a device
which produces data of some kind in response to entry of
answers to inquiries has already been known as an expert

30 system, and hence its detailed explanation is omitted.

In the first embodiment, three levels of security

policies are produced; i.e., an executive-level security
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in the organization. Cryptography 15 Item "cryptography' ~gdegsrd

regulations with regard to inplenentation of indivi dual crypt ographl C
tools used in an organization. Electronic Commerce Item "el ectronic

commer ce" describes regulations 20 with regard to electronic transactions
used in the organization. Network Item"network" describes regulations
with regard to I npl enment ati on i ndividual networks enployed in the 25

or gani zat i &1 igyst 3t eRPTROFEteddsveilbesse@gul by | opovicth re@add B0

| mpl enent atj, o, of _Hadivi d gcuggg&c}?gg 0 L NG 08 véiz'?th t r‘]aggear &-Fo

Applicatio Item appllca I on regula Tons™
i ndi vi dual papplairedt | otsrased ligvdlre 55£8 CGeéeteit@004HdlLani Za'&:la@&s (3)
Product -1 evel Policy policy describes specific "operating

roduct - | evel
procedur e FﬁEIrt?&Pﬁ&dﬁQHpG@s'thﬁo ISEDESEd oS W HTot R4 9 or mat i on

assets gnd Lhe naiy)engbclPIQUags<hs gelile Producks and operating
systens) and settl ngs thereof. The executiv evel "policy describes a

policy and rranagément’axmhesvewﬂeve&s eheupriogucpolléecel cpakieysr ebérs to

details of h rLe and soft On 10 the basis of “the "prlnC| | es”
provi ded by %ﬁewg aCUuf ve-‘L' M organization’s con g 8

“policy” concerning security.
An executive-level policy includes the following
10 items.
| Access Control
An owner of information assets must manage and
control the right to accegs information assets. In
ordexr to implement control of the access right, an
15 access control mechanism of a control system used for
preserving or processing information assets must be
used. Item “access control” describes the
organization’s concept and policy concerning control of
the access right.
20 Accuracy of Information
It is extremely important to maintain the contents
of information assets accurately as it is. Because
information assets is indispensable for making business
decisions. Item “accuracy of information” describes the
25 organization's concept and policy concerning the
guarantee of accuracy of information assets content.
Guarantee
An organization must employ appropriate measures
to ensure suitable safety of information resources or
30 security. Item “guarantee” describes the organization’s
concept and policy concerning measures to ensure gafety.

Accountability
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| evel policy and the "specifications" provided by the eve
policy, there is provided a specific "nmethod" for enbogg?ggﬁg¢%¥gbtion of
i nformati on assets. Hence, the product-level policy includes descriptions
15 regarding inplenentation of specific technology. The product-| evel
policy includes descriptions about software and hardware, as well as
specific rules for operating software and hardware. For reasons of actual
j ob performance, Alhesyshgis J0u9e gnebie wescadinadustd awabesisedfare

changed. al .2 .equi p be f r ns_of . equi pnent
failure. fpggfli%ékggﬁ%gggk c?ﬁg%ns anc%%y%gﬂﬁ?%%uc gggtaﬁ ngsHF “left to
t he "princirpbkeshsdbiifuilgt eibr rhideowaxeetisi.ve-Texmel “pekbbaytrabillotihe
"regul ations” 25 stipulated in the corporate-level policy. In other
words, . t hBSEKELhERve- FBFel PBEPRRY-28E1PRE Scor FEPSERY| evaRd poPPd§CHust

suf fi cisent bynspeq by ”%%%%’o?x%lag%iébséoﬁ&ﬁ?‘ﬂi% r CYFBL aACeS L3303 i Peak,

t he previously-descii béd executive- "30 | evel licy states the principle;
for exanpl 8sed.rule about a necessity for revoking an access right after

conpletion of a &8bnée uir%ng t he a&pes%.ri ht. 56 8 Cctober 2004 The
corporate- | evel POFPEYTEFAFEETsFRE VEEIFALBE T or exanple, a rule about a

necessity for contpol Lkegs amGessS By n&@?&o@iiéﬁe@?erQEEﬁﬁiEYéHe”Hn|n
contrast, the product-level policy stipulates 5 specific neans; for
exanpl e, a?SEPFURBERON WEitAt i nghe hafecundEyss 1t ol of ul énfermaeioer A is

only agrenhesero hagoiy auilohtzetbee;ghealfl Yerd®Uadidd N ghef"
Section in departrrent B can access the éerver .
herein describe the organization’s concept and policy
concerning such identification.
Emergency Response Plan
An organization must prepare a detailed plan and
15 procedures for ensuring appropriate response to obstacle
in a gystem and a network. Item ‘“emergency response
plan” describes the organization’s concept and policy
concerning a plan and procedures for response to an
emergency.
20 Awareness of Security
Top executives and other employees must become
conscious of reguirements for the organization’s
information security, as well as of their perscnal
responsibility. Item “awareness of security” describes
25 the organization’s concept and policy  concerning
personal responsibility.
Categorization of Information
Information security is for protecting information
assets. For this reason, information assets which are

30 objects of protection must be categorized and

appropriately protected according to categories. Item
“categorization of information” describes the
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O her exanple is "Adm ni strator X controls an 10 acces ryen A A
menber who requires access to server A for business nus§3¢§8%§§¥ﬁ4

adm nistrator X to issue an access right. After conpletion of the job, the
menber i medi ately requests admnistrator X to revoke the access right."
15 In the present enbodi nent, there are two product- |evel policies. A
first-level product policy describes settings of individual equipnment
consti t uti nggthézanfionmat concepec arid \palistenomeseh imgl i hAoguagtonas are
the 20 executive-level policy and the corporate-level policy. The

for egoi ng BREfpFes belong to the first-level product-level policy. A
second- | evel progydehtrpehhtyYreRseki bes settings of individual equipnent
constituting the information 25 security systemin specific |anguage used
in specific equipmarer | nust hebayor tee aledeugmridddevetler dductapbiony is a

script fil t settings.of _specific st ens,. e ecifically, the
second- evg apﬁ%é@%?-ﬁgggfgﬁgﬁpgyasggg ri 5 q?é?t?ﬁé“s%ﬁ#p?v???eaof an
i ndi vi dual usyst esnd0e6i nial Aedinig: oot ha Bes dvanechBdes Qftha,e)brddias ehore, the

second-| evel product-level poljicy can be used for setting a system inits
present fotf¥ I3Ehé&WeseRt 572BAERE obldtt ZOMRL oSS 40%pekific

script T118r0ba88 LafbYhduaLneSYslams Piepalad; as: & PLOdGhaL £UR|
security policy. Accordingly, there are yielded an advantage 0
al | evi ati ngnl adwrirequheedudor autsfal by seitdqigousd theewdhd smary rloaters. 10

Next, erguggegéggin%%:angagggkgé?d a diééﬁreq%%cational ethics”
déscribes the organization’s concept and policy
concerning the rule for action a user must cbey.

Document Management
All security systems must be appropriately

15 recorded 1in documents and referred according to

necesgity. Item “document management” describes the
organization’s concept and policy concerning
documentation.
Investigation
20 In the event of obstacle or viclation, the

organization must investigate the obstacle and violation
and records their details in documents according to
security policy. Item *“investigation” describes the
organizétion’s concept and policy concerning
25 investigation and documentation of obstacle and
violation.
Privacy
Information assets is to be used on the
precondition that the privacy of concerned members is
30 guaranteed. Item “privacy” describes the orxrganization’s
concept and policy concerning privacy.

Risk Management
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exi sting between the thus-prepared security policy draQ;O %ngékhes of an
information system and a nethod of operating the i nf ornat on system

I nspection and analysis to be perforned are made up of the following. 15 A
security policy draft is prepared on the basis of inquiries and answers
thereto. In this process, variations or contradiction between answers may
arise. Mreover, answers are not necessarily correct. For these reasons,
the fol |l owi ng op@Rat Pyierar ©f 20 fardmtien dwidsars nopest i oavahdataal ysi s

First, ans e.e L ne whet her or_.not _contradi ction arises
among. a pIﬁ?ggp?ég%féggg%eggﬁs%é%%ré??éaﬁégﬁfﬁs??%ﬁ?%ﬁ%e aCRBHh3Fi son

bet ween t handseqrdttertpol iafodmatioand an Ipé@r metdiek Sysseayeeeheted 25
from answers acquired by means of interviews. A conparison is nade between
the securi 8§SpEEPEF drB%? an8r9fR&ZAELGRI Si nf 6PREEPEN s§B€em RALEAYhas been

verified EBh@HQHihQS%1'191{:i::;r_heéﬁbii%ﬁtsecéﬂ@gméaghgrggr e&?ecoﬁ@ro
information systemis actually I nspecte 30 through use of an analyzer,

whi ch i s aandxpeptesysteformibGon7 is a bl ock di agram showi ng the
configuration of eggfgnaL%%gr 30. As can be seen fromthe drawi ng, the 58 8
Oct ober 2004 anaszer S8°h38 contradiction i nspection neans 32 for

i nspecting whet heh or dWjafDrdtBsh Cti @fisAl | SepelrlodicaIYP ofV§@§g§rs. An
inspection result is supplied to contradiction output neans 40. 5 The

cont r adi ct tBR1BUEpLEtARENs 2D oftgHBithe | nspEem on"Yesuficabien® out side
e BegbpaBes 1 AN eoEgaHLLaEOBki 80 CLLARefEP T dna SIS OT the
concerning verification of security.
Asset Assessment
An organization must analyze its information
assets. Item “asget  assessment” describes the
15 organization’s concept and policy concerning assessment
of assets.
Security Management
An organization must manages security policy
properly and revises the security policy when amendment
20 or improvement are necessary. Item “Security
Management” describes the organization’s concept and
policy concerning Security management .
{(2) Corporate-level Policy
With regard to information assets of an
25 organization, descriptions of the executive-level policy
are applied to a corporate-level peolicy. The éorporate—
level policy corresponds to descriptions of “operating
procedures.” The corporate-level policy is applied to
each operating unit of the organization. Operating
30 units are formed by means of dividing constituent
elements of an information system into groups according

to function. For example, a network, a host, and an
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report are supplied to matching nmeans 41. In a case 10 g\AgiBeR2004
contradiction between answers is found, the matching neans 41 perforns the
operation that the user selects fromthe two operations provi ded bel ow.
(1) On the basis of job specifications of the nenbers, the nost probable
answer is estimated and 15 displayed before the user. The User can adopt
the estimted probable answer. (2) An interview is conducted again with
regard toa®PPdeatddinceiten opsratdald rtindgsof the information systemare

actual ly investi ed, rpnatively, both 20 conduct of a re-interview
and actual inspec |0%X§¢%bﬁve'% 3?#&?%%#‘?@5 %%?5?%6%e55?a8PyCBEEF r med.
Mat ched r esuldnstiitue ionansweasmebhaitnedpasnaipnesylt) ohetbasi nt epui ew are
supplied to a virtual information_system establishment nmeans 34. 25 On the

basi s of aCSHrERFasce HeVEhePAiCierdeseribes f'laws”i nforlra i basegstam

establ ishngnl. MRANS.a34 !-iiHi:,“Lg)'l@)’ establishes an information systemfor the
organi zati on. The confi Euratl n and operation of the information system

establ i shed by t Rgevi raargior3(a1ifeoraiat | sacaystem gsilabdy shdestrikans 34 are
supplied to diff renge ogéfut.n%ans 38. The analézer 30 has real system

i nput nmeand "8RS 588 tobdPIoEBR L RPer PRGUFHEY c 6T GRIR aGfon thRd
operation ekeadlact ubgar iIM=AiBH | 0N 8y St e-eliatlde organi 2ahik9yiaihe

configuration and operation of a real systementered by way of the real
syst em i npGEYHPHREL38 #lcRshippitilew ttde Sinfrermitien epeeunitpusyseans 38. As

nent i onpd 3RoYGe HRGaNiiLLUAL,L N or mtion system

At first, the corporate-level security policy is a
policy concerning all operating unitsvwhich constitute
the organization. For example, regulations are
described for each operating unit.

15 Network

Item “network” describes regulations concerning
the entire network of the organization.

Host |

Item “host” describes regulations concerning all

20 hosts provided in the organization.

Application

Item “application” describes regulations
concerning all applications employed in the
organization.

25 Secondary, the corporate-level security policy
describes individual wunits into which the operating
units are further sub-divided. For example, the
corporate-level security policy comprises descriptions
pertaining to the following items.

30 Software Management

Item “software management” describes zxegulations

with regard to use of software in the organization and
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is established on the basis of only interview results. ghgigEosgg so | ong
as the virtual information system which has been verified through use of
an actual 10 information systemis conpared with a security policy draft,
poi nts of the actual information systemwhich are to be anended can be
ascertained nore clearly. The nore accurate an actual inspection conducted
for the purpose of verification, the nore preferable an 15 inspection
resul t. | nFERRIFRGTEN F adfEveantg rlelgerigggmt i on system consunes much tine
and effort and mlgqs_d'[pnt ervi ews neani ngl ess. For these reasons,

c

i nvestigation of an actual information systemis perforned as a suppl enent
to the 20 answelseabt adhaetl-tby oulsdhibdat eeyuewsioAB efftici eagaway of
attaining this is to verify the virtual information system and analyze a
di f f er ence et I AL R | IR dCPRPBR NBEFBRSs S ERTEngTEREOYSECUri ty

policy. 525 jFok HAX P 8i 2@HARAST i ng i nvestigation of a contradiction
bet ween answers is preferable. An alternative is enphasizing investigation

of an inquiry f&leatrromis Matder (i.e., intervi ewee) could not answer due

to forgetful ness The extent. to which an investigation s to he

per formed shoul dlgé%deteglrerﬁﬁﬁ%%% Fﬁéhgaéjlaesscd:fl\&fs r %@.‘?f%‘al%%uw&w, tine
limt, andreests dde itlis iGh8 BLehels20Q4-«laiwy nhagd dderanceyi s

out put as an analysis report. Further, a Security policy draft is supplied
to the difftéFeRFFPIFFGIOReans 38. By neans of the foregoing

configugation, the di,bher pace RMRYE NMeans 38

Item “firewall wmanagement” describes regulations
with regard to management of individual firewalls used
in the organization.

Cryptography

i5 Item “cryptography” describes regulations with
regard to implementation of individual cryptographic
tools used in an organigzation.

Electronic Commerce

Item *“electronic commerce” describes regulations

20 with regard to electronic transactions wused in the
organization.

Network

Item "network” describes regulations with regard
to implementation individual networks employed in the

25 organization.

Host

Item “host” describes regulations with regard to
implementation  of individual hosts used in the
organization.

30 Application
Item  T“application” describes regulations with

regard to individual applications used in the
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5 perforns the follow ng two conpari son operations, ther&&xtogglt 4i ng and
outputting respective differences. (1) Analysis of a ditrerence between a
security policy draft and the result of an interview. (2) Analysis of a

di fference between a security 10 policy and an interview result which has
been verified by neans of actual inspection. Through analysis of a
difference stated in (1), a security policy draft is conpared with the

i nf or mat i oPrgseystzamiest.abl i shed by the virtual information system 15

est abl i shnment rreagg)B%.r oth the gfe%uri.tgt)é{ policy draft and the information
system are prepared’of PREadeySdt FHdSHits (answers obtained as a result)

of interviews candugiesiwed mdher menpenscyTher@dgieibdd i sgpassichle that
no substantial difference is found as a reSult of 20 conparison. For

exanpl e, it OREFRLEEID RN EEhalnghvddns methadsr viewdestusedt fler "a
passworg | Ak |y L. s But, ecytity I cy i.s.not allowed to
make a éjpa g\%;glsg@&h%?m %I\ég{ﬂ?q%%f'?g &%Efta% olr%;lo a&g%ssvx\ba}'tdlﬁes nga

f undanent akeseguiceenefdeafrithe secducty padi OperhtiSREUSTiYeR®) | 6)dW t hout
such a requirenent dqes no nerit being called a security policy. For this
reason, a ﬁﬁtfg‘épgﬁcéﬁ’ted?‘?%ci st ThEt id&? 1V§e‘é_t?r"iet1y Rt ey é?ﬁFFléﬁ&_
interview gepdtisy APTRGIREnL dHii&E eNGletSa QUERUT pRSaARanakYs! S
report. By nmeans of this analysis report, portions of “interview results
whi ch are Pelbevamaif®ss i ot dewsios 6If shacdowee 2004 ssddwens. pobhcy can

be fo%ﬂg' Pﬂéi@gsq@agﬁﬂfiéﬁ“ﬁ%f%éfﬁﬁggm%pggégéghiﬁy(gﬂé gxecutive—
level policy and the *“specifications” provided by the
corporate-level policy, there is provided a sgpecific
*method” for embodying protection of information assets.
Hence, the product-level policy includes descriptions
15 regarding implementation of specific technology.

The product-level policy includes descriptions
about software and hardware, as well as specific rules
for operating software and hardware.

For reasons of actual job performance, there may

20 be a case where products to be used are changed. And
alternate equipment may be used for reasons of equipment
failure. Liability for such circumstances or product
standards is left to the “principles” stipulated in the
executive-level policy or to the “regulations”

25 stipulated in the corporate-level policy. In other
words,. the executive-level policy or the corporate-level
policy must sufficiently specify measures against these
circumstances.

So to speak, the previously-described executive-

30 level policy states the principle; for example, a rule
about a necessity for revoking an access right after

completion of a job requiring the access right.
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security policy draft is conpared with the established zybE%HQJzﬁ)for”ation
system whi ch has been verified by 5 neans of actual inspec2|on. I t her
conparison (1) or (2) or both may be perfornmed. Preferably, if an
insufficient result is obtained as a result of inplenentation of
conparison (1), conparison (2) is perfornmed. 10 Preferably,

hi gher-priority portions are subjected to actual inspection, in
consi der ati on of Thire quimiate - ldetesk npogticys st atesul dpefiBieprllesl-2 in

Fig.1l I ngpection d analysis tp be described,later. FIG 5 oWs a
flgmc%art %gﬁré?gﬁwgﬁa’p?oéé%g?nagofg 6%rP§FﬁFﬁbt¥bZét%pcﬁpt?ﬁiTFpgmchart
shows in macees@ebd hePh@CeFsafg opeibdiitign@yis®esi.ep S1-2 shown in FIG 1.

In step S5-5, an inspection is Egrforned as_to whether or not answers
i ncl ude only contRadf@FesSt 20 thgr ddghduske- bevehe redntavadetipohataspect i on

means 32. oL SEGR Yiahis ANedASRLGHLPD 1§ %%ifgg%@%%? 1. Ie hepa or ot a

di fference éxists betweend a security pblic and T nteée sults,
t hr ough use&acotetke catitifcdr encke ofibputsereans B8isHendy theandntber vivAw resul ts
25 conpris nformati on system established on the  basis of

.2 virtual | )
answers to Pﬁte?yieﬁgthﬁﬁlFﬁElQPrtﬁ FAtERf oPkat FBHRSysEem WhRieR has been

verified byeseans ¢h qaphvehehRSpechioncebsa re@l skhfRrmti-on system As
menti oned above, according to the present - 30 enbodi nent, since the

anal yzer 30 showAtharFlexample ienpl ojkdninhetuserrcah icomsdiodtsel gnbecone
aware f  WRELOE" f D@L ARsvers iNchyde.a calt radiglion U LS S5tober
, server A for business must request administrator X to

issue an access right. After completion of the job, the
member immediately requests administrator X to revoke
the access right.”

15 In the present embodiment, there are two product-
level policies.

A first-level product policy describes settings of
individual equipment' constituting the information
security system in natural language, as are the

20 executive-level policy and the corporate-level policy.
The foregoing examples belong to the first-level
product-level policy.

A sgecond-level product policy describes settings
of individual equipment constituting the information

25 security system in specific language used in specific
equipment . In other words, a second-level product policy
is a script file stating settings of specific systems.
More specifically, the second-level product-level policy
describes a setting script file of an individual system

30 (including both hardware and software). Therefore, the
second-level product-level policy can be used for

setting a system, in its present form. In the present
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whet her or not a difference exists between answers and 65} regl u% f,ormation
system Here, the analyzer 30 is a so-called expert sys (e)% er, the
previ ousl y-descri bed nmeans are 5 preferably inplenented by software which
runs on a conputer. C Ste 3: System and Actual Inspection and Analysis
of Operation of the System Actual Inspection and Analysis 10 Through act ual
I nspection and analysis, a difference obtained in stepSl-2(Fig.1) actual
i nspect i onemaondiaealtysi a | spedhfsdf isdrigt 0 MiNe obft haee ¢atiegadnas; that
is, a difference in nenber assignnent, difference in operating nethod,
and a di f f E¥EHER 1P t BERRPES r%aEHPaE‘?tFéﬁvgécr?%ﬁmetﬁPééchpes of

di fferencepcceodRthefeasuegs,-and Pprd oritis1aiLy analyzedy e ngasures
for a case ﬁ/ﬁere a%d??ferencg in netvvoyﬁk pol I ci es and y%%gg:eorrtgy of the

measur es wallleviatdagceri babor20 feyubréfler efice 1 FgpeadlyDi f fetbnng:

Dffer cefi.n ersonnel _ _assignnment Details: The network policy states that
an adm ni S%FS?’S?- 5f Oé'aé'ﬁ’uﬁgff rk segnent is to be clearly 25 designated.
However, network segnent adm nistrators are not clearly designated in a
real information system Measures: Adm nistrators or owners are clearly

all ocated to respective network segnments. Priority: Immediately 30 (2)
Difference 2 Type of Difference: Difference in technical neasures

10 Next, there is examined and analyzed a difference
existing between the thus-prepared security policy
draft, realities of an information system, and a method
of operating the information system. Inspection and
analysis to be performed are made up of the following.

15 A security policy draft 1is prepared on the basis
of ingquiries and answers thereto. In this process,
variations or contradiction between answers may arise.
Moreover, answers are not necessarily correct.

For these reasons, the following operations are

20 performed during inspection and analysis.

First, answers are examined as to whether or not
contradiction arises among a plurality of answers.
Further, there is performed a comparison between the
security policy draft and an information system depicted

25 from answers acguired by means of interviews. A
comparison is made between the security policy draft and
the actual information system which has been verified
through inspection, thereby detecting a difference.

An information system is actually inspected

30 through use of an analyzer, which is an expert system.
FIG. 7 is a block diagram showing the configuration of

an analyzer 30. As can be seen from the drawing, the
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63 8 Cctober 2004 Details: The network policy states th%;og&méhfqﬁassmord to
be used for user authentication in a network has not been useé or a long
period of time, the password should be del eted. However, the real 5

i nformati on system has no system for deleting such a password. .Measures:
Establish a systemfor deleting a password assigned to a user account

whi ch has not been wused for 30 days. 10 Priority: Hi gh As nentioned above,
the first emnBésizewnt30f heisl | canbsadievt song iofspeedsioresméanseldan fiaki ng a
differenceiggt%% n answgéggg%ven in interviews.and the real information

system Accorarngrys a pafty 42" bt P S i F 55 cyPand the

real inforgabuph ofSysiefets. eagid yViipddtadedreBudten A suislh sdaent of
Policy and Rules In step 3, the discrepancy between the rea i nformati on
syst em and“PRETIEAGELCR PBLPYY Heals “9. 20 clarified, and neasures for

[im [ th | . Lar it h re_.also made
olear 31 ndstop AnEoSBARCKRROI L BLEBNE Vudank el BT Cr B o

roughly cl assperedonntveswbt cab egdid esutdidel) iAdjtisé tiwarnseodri ay policy
draft so as_to__natch tﬂg real infqQrmation system (2) Adjust operation
rules of tAB PEXLSInt6PHalri GAPCEFELEM: OFh&E8 M asures will now be descri bed

in detail. 30 Dednfdhust nBat @Beseﬁﬂﬁé£¥igglif¥s£ﬁ§ftcontradiction
report are supplied to wmatching means 41. In a case

10 where a contradiction between answers is found, the
matching means 41 performs the operation that the user
selects from the two operations provided below.

(1} On the basis of job specifications of the:
members, the most probable answer is estimated and

15 displayed before the user. The User c¢an adopt the

- estimated probable answer.

{(2) An interview is conducted again with regard
to a contradiction, or realities of the information
gystem are actually investigated. Alternatively, both

20 conduct of a re-interview and actual inspection of an
information system are desirably performed. _

Matched results (i.e., answers obtained as a
result) of the interview are supplied to a virtual
informaﬁion system establishment means 34.

25 On the basis of a group of matched answers, the
virtual information system establishment means 34
virtually establishes an information system for the
organization. The configuration and operation of the
information system established by the virtual

30 information system establishment means 34 are supplied
to difference output means 38.

The analyzer 30 has real system input means 36 for
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As has been described, the security policy draft is cal of gl obal
gui del i nes. The security 64 8 COctober 2004 policy draftéégg%ﬁgigkgd by
means of appropriate conbination of basic itens and contents for
establishing a standard security policy. Several types of gl obal

gui del i nes have already been known. In the first 5 enbodi nent, rules and
policies are extracted fromthe global guidelines, as required, and a
security péRteying thgafradigpraddos and tdngrabiaraceéd anl estand polices

i n combi nati .t he dr [ phase, t.he nosi _rigorous global _guideline
IS selecteéh??gW%géégralSS§p§§9 10 of glgﬁal %ﬂ?%%%l%%}o%hd t he THe
t hus- sel ectedfdguudaling ishd takerat 140 afsacudsly paitiay ahaétedThys, in

terns of severity of a rule, global guide lines differ from each other
accor di ng W@Ytﬂ%. Eher reglanpieien dBPRE Meftshad 8 g@itde FupRltRd | hBs a

passworgl 1§h@sdgggggeﬁ@gigukght6§eg§£s,Swhereas anot her gl obal guideline
defines a password as being valid 180 3ays. In the drafting phase,

i ndi vi dual ruIesAarmen@ébmﬁddab@Wﬁstuh&quﬂguaathﬁfhﬁggﬁSb?rbgeFems

requi rements. S of .organj zations may consider that 20 rules a
segurity po iﬁfﬂﬁﬁh%s ?% %ﬂagh&ﬁ Vy ??g& s, 1S at€848etSthe rul es
are preferaghbyefefangedot A dRfs abl gOhOUSIthRSl iR FArGRSA oM eE9sBeful € for
defining a single password as being valid for 60 days is considered to be

25 unacceptBBFER r bgsr otreeny haegirfdigchn diraugh datson of aapasswbndli s
changegh t 03 180, AaYS Al [ &FethRCYss! Ofodbld it 0L 0UAR Y pdhiEy @
rgorous rule 1s ¢ anged to a €SS 1 gorous rule.
draft, points of the actual information system which are
to be amended can be ascertained more clearly.
The more accurate an actual inspection conducted
for the purpose of wverification, the more preferable an

15 inspection result. Investigation of the entire
information system consumes much time and effort and
makes interviews meaningless.

For these reasons, investigation of an actual
information system is performed as a supplement to the

20 answers obtained through the interviews. An efficient
way of attaining this is to verify the wvirtual
information system and analyze a difference between the
thus-verified information system and the security
policy.

25 For example, emphasizing investigation of a
contradiction between answers 1is preferable. An
alternative is emphasizing investigation of an inquiry
for which a member (i.e., interviewee) could not answer
due to forgetfulness.

30 The extent to which an investigation is to be
performed should be determined on the basis of a

required accuracy, time limit, and costs. The thus-
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In this way, so long as the severity of each rule 30 i3 chapgeshoun
consideration of the result of conparison organization's intent and

ri gorousness of the rule, a security policy matching a real infornmation
systemcan 65 8 Cctober 2004 be established. A security policy draft is
adjusted in the manner as nentioned above. D2 Adjustnent of Rules 5 On
the basis of the neasures described in connection with |evel-2 inspection
and anal ysidgtergiaest 0gh fegemseofist ipatpadl dsnfeoy e loie isy stepmndr e

adj ust ed. Adj ust rule ns.yodificatigns..to.,an _operating nethod
and nodi ficati ongﬁfq%h%%l'e %e%’tﬁréﬁl%sl df ]goibcgecdarralsftty %?stse“}F?E(elel.%cfi_, %8 _

firewal |'). the Stefgferebitieor chyphi-anmcagsEstahl | shment mebna segur itk policy
for the real information systemof an organization is conpleted by step

4. 15 SecufPEFIRERSUrERMBtrae Jequehti SLiFegencer oW apedrdande wit h

descri bod PRaCEiat, Suzh AoMarigel b sto | Santeb G CLBMkAESohs, "0 o1
budget cant&lkegeblyedeteclidngl amd Withpourt: isige re@peicstives edufifieterpadd .cy .
consi deration of (1) Analysis of a difference between a security
policy draft and the result of an interview.
(2) Analysis of a difference between a security
10 policy and an interview result which has been verified
by means of actual inspection.

Through analysis of a difference stated in (1), a
security policy draft is compared with the information
system established by the wvirtual information system

15 establishment means 34. Both the security policy draft
and the information system are prepared on the basis of
results (answers obtained as a result) of interviews
conducted with the meﬁbers. Therefore, it is possible
that no substantial difference is found as a result of

20 comparison.

For example, it will be possible that answers to
interviews state that “a password ig unlimitedly wvalid~”.
But, the security policy is not allowed to make a
password unlimitedly valid. Expiration of a password is

25 a fundamental requirement of the security policy. A
security policy without such a requirement does not
merit being called a security policy.

For this reason, a difference can exist between a
security policy draft and interview results. A detected

30 difference is output as an analysis report.

By means of this analysis report, portions of

interview results which are to be amended in terms of
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Preparation of of future security exam ned on the basi g olgh&oRplui Ny costs
for future information security would be difficult, thus 1 nposing
difficulty in drawing up a budget. Security nmeasures include training for
conpelling 25 nenbers to respect a security policy and analysis of system
|l ogs as well as introduction and testing of a security system A security
policy includes nonitoring of a network, auditing of operations on the
basi s of ase8Orségyupcilycyokiany beafidunevi ew of a security policy. There may

be a case where security pol.cy st _be nodified in accordance with a
change in the 66B§r&f‘90t?é¥312’(ﬁ3‘f oPhafi iia?tqef@dfesncienf%?%?‘SOﬁnsy Jem Br a

change in gBeuraper aldon0f aRBrk nhier o SYstefh Fe tBLEaHE2SRBg  the
security policy nust be reviewed periodically. F Step 6: Inplenentation of
Security ENBahtedemnicrmabten esyShemevibbeh s hafs theeseogmitfjiateabyres | st

whi ch Qaspgggg B%eg%ﬂﬁglign%égﬁt§ 5n consideration of priority, security
. ctaal’l

enhancenen neasures are a yO I'npl ement ed. Security enhancenent
neasures can be Efthewot bbyphepkenentey i eraccoydapee Mbth theyl isé and the
security poIi%y. In the first enbodi nent, processing from establishnent of
a securit yPEOFPEYeHo maifRhfanRY t héfeotn| ssatiiohdremt nrerEklst eps.
Therefore, o8t 42n8@CULLt Yo PRLLGY £Ca0E PG EtARdshed And sl MRLERERS §9n

(1), comparison (2) is performed.

10 . Preferably, higher—priority portions are subjected
to actual inspection, in consideration of the priority
determined as a vresult of step 2 (81-2 in Fig.l)
inspection and analysis to be described later.

FIG. 5 shows a flowchart representing processging

15 pertaining to step 2. The flowchart shows in more
detail processing pertaining to step S1-2 shown in FIG.
1.

In step 85-5, én inspection is performed as to
whether or not answers include only contradiction,

20 through use of the contradiction inspection means 32.
In step 85-6, an inspection is performed as to whether
or not a difference exists between a security policy
draft and interview results, through wuse o0f the
difference output means 38. Here, the interview results

25 comprise a virtual information system established on the
basis - of answers to interviews and the virtual
information system which has been verified by means of
actual inspection of a real information system.

As mentioned above, according to the present

30 embodiment, since the analyzer 30 shown in FIG. 7 is
employed, the user can immediately become aware of

whether or not answers include a contradiction or
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stepwi se and can be inplenmented in consideration of organLeat] fihaS
desires. Second Enbodi nent (Consideration of field of business) 20 The
first enbodi nrent has described an exanple in which inquiries are changed
in accordance with job specifications of nenbers belonging to an

organi zation. However, no particular consideration is paidto the field
of busi ness of an organi zation. 25 For instance, a security policy to be
est abl i shedlheitﬂil&a“nororrgﬂniazaiiiﬁﬁﬁﬁanqmeertimwatwéanluansyeﬂisf fBedsa from
that to be 8st aggf%ged H% an oEggnlzatlon in the nmanufacturing industry.
For this réason RHRESE SN EModi ment, 30 establishment of a security
policy in conS|dgé&élont@E thelkidd ofg busd ness gh-an1veganakiken i s put
forward. The security policy draft preparation apparatus 20 67 Qct ober
2004 shown S¥FtRMy. 4 BRERRRS: | g r Reevipumoordreaneibgd hrjesims  are

speci figat di 4 ge [ ri Ln the
second § Eggzg%%bﬁﬁneqﬂ%?epgﬁtggdes 'gggtggggée%hlgh %ﬂﬁﬁnqﬁgrlgs are
changed i ncbmpoterdance with the fleld of business of an organization.

FIG 9 is a bloc cogflguratlon of a security policy
draft establish Ricg® : GtUBdondPEREEEERENt 288 the = 10
present ingeahlkeRs EEG éﬁﬂ%hbh BQ'%%% draflrest abl i shment device 120 is
substantlaFT7_#%éﬁTTE5ggwrrﬁ_rﬁ_“§éturrry—borlcy draft establishnment

devi ce 20 shown PgtPRd. Imspection and Analysis

10 Through actual inspection and analysis, a

difference obtained in stepS1-2(Fig.l) actual inspection

and analysis is classified into one of three categories;

that is, a difference in member assignment, a difference

in operating method, and a difference in technical

15 measures. For each of the three types of difference,
countermeasures and priority are analyzed.

Example measures for a case where a difference in

network policies and the priority of the measures will

be described.

20 (1} Difference 1
Type o©of Difference: Difference in personnel
assgignment

Details: The network policy states that an
administrator of each network segment is to be clearly
25 designated. However, network segment administrators are
not clearly designated in a real information system.
Measures: Administrators or owners are clearly
allocated to respective network segments.

Priority: Immediately

30 (2) Difference 2
Type of Difference: Difference in technical
measures
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One of differences between the security policy 15 draftg gshabligphanent
devices 20 and 120 lies in that the security policy draft establishnment
device 120 has inquiry preparation neans 122 for preparing inquiries on
the basis of the field of business of an organization to which nenbers to
be interviewed belong. 20 Inquiries which vary according to field of

busi ness are stored in storage neans 124 beforehand. On the basis of an
entered field of Deyainess, Thhe ha@uwbkk pbepakat seatepanshi2? rgadg from
the storage neans 124 inquirjes corresponding to the field of business. 25
Answer ar cRAFEWOSHofegemdnRs B0 dpeeat ¥t hent sepsiamt 18l fynehwoskne

manner as ¢ggs LAE aPSUBr hi or own.in Fl 4. This
configuration enabl es esta %%ghn%%% 3% éﬁﬂg%gﬁﬁgﬁgﬁgr§?ew§é@§fit§£80licy by
means of ppepawpmg 3thowmbdi r bes cdelespdndi ng Howeherfi eltheof Ppaailness of

the organization, .For instance, an inquiry stating. "How is a 68 8 COctober
2004 d osilflgprmﬁgﬂoﬁan%%'ﬂ?’m i StonBeq%f%%eo{? e%oFford% ELHRGafeRt i 8n
pertai ni ngphgsiBedf.i nanci al industry. However, generation of this inquiry
for an organi zation belonging to the manufacturing industry is
meani ngl ess. 5 ¥AsERsEPFY, &stalduisly s2at pHgterowlior prdmfetstion dat a

e OgAOpERE TN AR L00g) S Tpe | Rl PO Bl
of this ingadryfotoBoadagegani zati on belonging to the financial 10
indus%&y S nean%ggégigy:Cﬁggﬁquently, in the second enbodi nent, inquiries
As mentioned above, the first embodiment
facilitates devising of measures for eliminating a
difference between answers given in interviews and the
real information system. Accordingly, a discrepancy
15 between a security policy and the real information

system is easily eliminated.

D Step 4: Adjustment of Policy and Rules

In step 3, the discrepancy between the real
information system and the security policy draft is

20 clarified, and measures for eliminating the discrepancy
and the priority of the measures are alsoc made clear.

In step 4, measures and actual work are examined.

Measures are roughly clagsified into two
categories.
25 (1) Adjust the gecurity policy draft so as to

match the real information system.

(2} Adjust operation rules of the real information
system,

These measures will now be described in detail.

30 D-1 Adjustment of Security Policy Draft

As has been described, the security policy draft

is called a set of global guidelines. The security
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are changed according to the field of business of an orggaabgatdopn, and
nore detailed inquiries can be made, so that details of an organization's
i nformati on system 15 (i ncluding operation and managenent of the systen)
can be ascertained nore thoroughly. Here, a change in inquiries neans a
change in a course of inquiries, as in the case of job specifications.
More specifically, a course including 20 inquiries ainmed at the financial

i ndustry i podppli editaft anisr ganepatredn bel omggais t oof he abbrapceiiake

i ndustry. Further, a including inquiries ainmed at the _nmanyfacturing
i ndust r))i i SOH%’&H%&C’%%%%@F@% qfaefr?%naél%e?%wg?]ﬁbst gOFh&?ﬁﬁH&fl&gﬂﬁsi ng
industry. bn geghd2bd C YRS thephexkyl NqUisky @ 1her sHbgi ta@dgn%bsganged in

accordance with the answer submtted gy a nmenber in “response’to the
precedi ng PHddedynegs haveheadasadyt bren f knswnenbodimentheA dhast

ot o epariERThebes SHOWEs Rddd DoPilhdes Jans SERLLACEES SR CREel (1 1

2004 br eparaton feans 135t he dr alt preparatian mans 125 bropares a
preparation means , r prepar at i .

security poFe&yedr 8% . uesnsdq Ig?u§§exE€ﬁFF6ﬂe§W&ﬁﬁn%R%IQPlécﬁﬁre

detail ed s@eur idbyR@kitG¥n A af trcanhe pispey fReLati pher egylped for
preparing a securityabolféy draft according fﬁbtﬁ% second eﬁbo@?nent i's

subst ant i akfigorgust gdabad cwidedtingesicy i e dred hErom| sexbaal shpes in FI G
S A di(ffe{)%n%%.o%%tlm niéerfir?g,erg}xgioeh%nmh%squeil%cttheed guideline is
taken into a security policy draft.

Thus, in terms of severity of a rule, global guide
lines differ from each other according to type. For
example, a certain global guide line defines a password

15 as being wvalid for 60 days, whereas another global
guideline defines a password as being valid 180 days.

In the drafting phase, individual rules are
defined so as to éomply with the mwost rigorous
requirements. Some of organizations may consider that

20 rules of a security policy draft are unacceptably
rigorous. In such a case, the rules are preferably
changed to less rigorous rules.

In a case where a rule for defining a single
password as being valid for 60 days is considered to be

25 unacceptably rigorous, the duration of wvalidation of a
password is changed to 180 days after discussions with
the organization. Thus, a rigorous rule is changed to a
less rigorous rule.

In this way, so long as the severity of each rule

30 is changed in consideration of the result of comparison
organization’s intent and rigorousness of the rule, a

security policy matching a real information system can
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10 second enbodi ment and that described in connection wg dctob&edoyr st
enbodinent lies in that in step S5-1 the field of business of an

organi zation is supplied to the inquiry preparation nmeans 122, as in the
case of job specifications of a nenber. As a result, the inquiry 15
preparation neans 122 can prepare appropriate inquiries on the basis of
the job specifications of nenbers and the field of business of an

or gani zat i &e. estatidd shedond enbodi nent, inquiries are prepared in

consi deration of .the fi eltd of pusi ngss gf .an(%lzo %%\gﬁnj zat]!'ﬁon. Hence, an
organi zation's i Af SFTREISH RRUHTY yIEGEE edfc &7 IBE TSt el aF REd " PRRST e
detail thegughlndonRierbew. Consequently, establishnment of a nore
detail ed securi t\{3 policy becones feasible. Al though the above description
has descri bed anZ- it | S nqui ri es are changed according to
the, [fseld of DYsl nesf ofpagi@roal zalpon. AghiEles JRy Pa..ghanged
according to the scale of an organization. ['n thé above deser] ption, a
change in rhaneotise ofithquiléeslhas hiesspdakien as aad exanpligsglange in
30 inquiries. H%wever, t hods. of other types_can be enpl oyed. For

i nstance, PPEFEYAEE r BHESt 0 OhavENSdetERN ndBEQTBRSTERT r SHERGFK B8FSi nquiry
stat ement s 5igf ubl <8 . O treiRls ARt aéh/af_wfe@wgeams CHEAYL: &L MBnkNebhgnl Nqui ry
statenments in conpliance with the field of business of an_  organi zation.
Mor e speci PPeziatyjing: metdiads andck okl fats el onret to drnhe whethinad t hbugh
"presigdent” i d_in.inquiry 5 stat n ai nred at general corporations,
t he te% ngzlgﬁgganitse%sa\ﬁet'g;Héd%t %L%t%’ﬁt(ﬁﬁr'esi dent" in the case of an
inquiry statenenE Beepgsnageibeigyb@lknning

Establishment of a security policy for the real
information system of an organization is completed by
step 4.

15 Security measures must be sequentially performed
in accordance with the thus-established security policy.
In step 5, measures are examined in consideration of
priority and are descfibed in a list. Preparation of
such a list enables planning of future security

20 measures, and a budget can also be examined on the basis
of the plan. Without such a list, forecasting costs for
future information security would be difficult, thus
imposing difficulty in drawing up a budget.

Security measures include training for compelling

25 members to respect a security policy and analysis of
system logs as well as introduction and testing of a
security system.

A  security policy includes monitoring of a
network, auditing of operations on the basis of a

30 security policy, and review of a security policy.
There may be a case where a security policy must

be modified in accordance with a change in the
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Third Enbodi ment (consideration of recomendations and g@gihatigeas in
aspecific industry) 10 In the exanple described in connection with the
first enmbodinent, a security policy is established on the basis of gl obal
guidelines (step S5-4). In nmany cases, global guidelines are prepared in
consideration of a specific objective. However, the gl obal guidelines 15
are generally constructed so that they may be used for general purpose. In
contrast torghesieagénear al - pufpoaet pbobalystgin deli ngs, clispmmandatihens and
regul ations within a specific industry are known. In contrast w th gl obal
20 gui del i RBETatRen &onfBndRiVTataRyl r 848FaR: onsFeFedrtly® eagenthat t hey
are ained a L EL,Conl t Ther - e
Fecommendar oS aad T Eabr At | anetFePer TS T ar oy Baron et Ty, and
utilization of Fecdmrendat ilops eagohtradgudmat oHnSedumiry eBhbahcsharnt of 25
a securgty olicy as in the case of global guidelines is desirable. For
exanpl €, JggﬁﬁggéﬁFISC (The Center for Financial Industry Information
Systens) |ays doph $#eLtiyasid OMFSItORS S Pf€yakhenearak a sacughiynpolicy
for 30 ensuring security. FISC publishes a journal titled "Safety
Provi si on BREnd&EES f RTCHEAR eriSyseedB i A HRimareonsidemsationi ong. " 71 8
Oct ober 20Q4.ln.a.thi b e ' urj i ai med at
t he financgéﬁb?ﬁgaétr%g%EQ%g%ab?ﬁgﬁgggﬂg?ﬁgﬁﬁg?gugggpoé%% e§€%3$¥%%nent of
a securityippleognoad.t he Basuziafy " Saftemcditeat singsasSiwandardsn f obe Conput er

5 Systens in Fi nci.al I nstituti,ons” as well as on the
y 10 smootﬂ?y implemented in accordance wié% the list and the

security policy.

In the first embodiment, processing from
establishment of a security policy to maintenance
thereof is performed in six steps. - Therefore, a

15 security policy can be established and implemented
stepwise and can be inmplemented in consideration of

organization’s desires.

Second Embodiment {Consideration of field of
business) -
20 The first embodiment has described an example in

which inquiries are changed in accordance with job
specifications of members belonging to an organization.
However, no particular consideration is paid to the
field of business of an organization.

25 For instance, a security policy to be established
in an' organization in the financial industry differs
from that to be established in an organization in the
manufacturing industry.

For this reason, in the second embodiment,

30 establishment of a security policy in consideration of
the field of business of an organization is put forward.

The security policy draft preparation apparatus 20
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basis of global guidelines. As a result, in the field @&fOe&obgewiohic
a security policy for the industry is established on the basis

I ndustry,

of recommendations and regul ations focused on the industry. Hence,

establishment of a nore el aborate security policy becones feasible.

security
and regul

wi th 15 t heholir dnemiedi rendharfdds hdnsini &b otk dtagragnhsbowieg bhe

10
The

policy draft preparation apparatus which utilizes recomendati ons
ations ained at a specific industry shown in Fig. 9 in connection

configuration of a security policy draft preparation apparatus 220

accor di ng FESFAEICRIEAGTE : _ :
draft prepapaliioneappanat ugyR20 ééc&gacomcga'{rﬂ%@n tﬁgpgrzg&%lfge

€ basis

lies in

busi'ness of preparation neans 228 as nmeans

| AeAEMORY - i | RsPASiEdOn He seloamPey pvl i cy

t hem

organi zat i degcrhbedr aét cgbebaln guildisth neisiquol thieess ubsteantchalloed dént i ca

wtht securit shown.in FI 8. _that. informati on an organization
policyngraFFCSFg ﬁthioWlkghe g%?fergﬁggdbet en CYFEEFHFN g%e fPBlI d of
i's suppliedrgandeattionel | as to inquiry preparation :

10

15

20

25

30

FiG. 9 is  a block diagram showing the
configuration of a security policy draft establishment
device 120 according to a second embodiment of the
present invention.

The security policy draft establishment device 120
is substantially identical with the security policy
draft establishment device 20 shown in Fig. 4.

One of differences between the security policy
draft establishment devices 20 and 120 lies in that the
security policy draft " establishment device 120 has
inquiry preparation means 122 for preparing inquiries on
the basis of the field of business of an organization to
which members to be interviewed belong.

Inquiries which +wvary according to field of
business are stored in storage means 124 beforehand. On
the basis of an entered field of business, the inquiry
preparation means 122 reads from the storage means 124
inquiries corresponding to the field of business.

Answer archival storage means 126 operates in
substahtially the same manner as does the answer
archival storage means 26 shown in FIG. 4.

This configuration enables establishment of a more
elaborate security ©policy by means of preparing
inQuiries corresponding to the field of business of the
organization.

For instance, an inquiry stating “How is a
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of the field of business of an preparation neans 228 s& @€bBer 2004d f or
preparing a security policy draft. The nunber of global guidelines to be
selected is not limted to one, there nay be a case 30 where two or nore

gl obal guidelines may be selected. Furthernore, the construction shown in
FIG9 has features as follows. 72 8 Cctober 2004 First, a point of novelty
of the third enbodinent I|ies in that recomrendati ons and regul ati ons whi ch
are ai meddepoaispeci flieti noasegpdarid ase to bbedi ppepgedd béber eahhe
users. The users cgn sel ect_.any 5 recomren atiogs and. regul ati ons on the

basi s of tREIPAGEEEPT ofPH zatPon or B nipHESEFErd  of

the financualeiBgysiganerdtaRal asf OPhot angBSW Aoy POk i B ghdiakE) oHti | i zi ng
recommendations and regul ations ained at the financial industry becones
f easi bl e t RE6GHHLNG0 tchethor BgBRAGCEPELAgi dmslusSayonis nafvingléesa.

concermn at i_qns. ._Le L Qn Lmed, at_a specific.ipdustry is
ctored | n gEAZRERENGT S AN SRRt S HBn e R P Tk hatr bt

concer ni ngpgkobahigyi del igresh MWynueadsuefnd htot huankyesiror e i 1 opgat i on
the inquir reparatiQn nmeans 222 can prepare inguiries in conpliance with
t he reconﬁﬁgaﬁ Fons gﬂﬁ r eBlll at PEAGRAEREBPRsheBeIBPIERE | RAust EPeto which

an or gani ZghhQRaBeLL-2hBS- 1 hBusBEGOr dangs,id:n t Be fhus~shore¢ i pfoLmati on,
g f a

the draft 20 preparation nmeans 228 enabl es establishnment o security
policy on thaubhaygi SBf aheorgeovhnatdar drslengling egol dtheonfivstabalshed for

the iQQPStEXdﬁgt%@igg f8aningless.

Congequently, in the second embodiment, inguiries
are changed according to the field of business of an
organization, and more detailed inguiries can be made,
so that details of an organization’s information system

15 (including operation and management of the system) can
be ascertained more thorcdughly.

Here, a change in inquiries means a change in a
course of inguiries, as in the case of job
specifications. More specifically, a course including

20 inquiries aimed at the financial industry is applied to
an organization belonging to the financial industry.
Further, a wmwenu including ingquiriegs aimed at the
manufacturing industry is applied to an organization
belonging to the manufacturing industry. In each

25 course, the next ingquiry to be submitted is changed in
accordance with the answer submitted by a member in
response to the preceding inguiry, as in the case of the
first embodiment.

A draft preparation means 128 shown in FIG. 9 is

30 essentially identical with the draft preparation means
28 shown in FIG. 4. On the basis of answers responding

to more detailed inquiries prepared by the inguiry
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organi zati on pertains. Operation required for preparing gosgsstddod policy
25 draft according to the third enbodiment is essentially identical with

t hat described in connection with the flowhart shown in FIG S.
Differences are as follows: First, in step S5-1 the field of business of an
organi zation is supplied to the inquiry preparation 30 means 222, and

I nquiries conplying wwth the recommendati ons and regul ati ons alned at the

i ndustry t prephireltien anemans zabRon gier t drast aperepagpariect rhéamde1283 8
Oct ober 2004 user didn't select the such rec nnendatlons or _regul ations

di spl ayed, XHREATETquPr i BSCUF 6= Br it W orf*dHe: bas & 6FRYEH5AY -guPdel i nes,

as in the %@%@1@5e@h39réﬁi§usi§rOQth%§%0n§e€£PPganﬁigéhrl bﬁlEgCh S
reconmendati ons or regu ations are not present I nquiri eS are pre ared on

t he basis @fragtolan b@u@@@naﬁgﬁ as in the case of the first through second
enbodi nent s too, Sec n e 4 the field of business of
organlggtlon i's sBSp F?@uﬁg%9ﬁ§9ﬁ%ﬁﬁeRﬁ€ﬁﬁﬁa?l%ﬁcﬁﬁéﬁg E?élcfhe draft
prepar at i odrgE&aNS %ﬁbdﬂ&ﬂmges Bo Seeheity RAdrzy drafbodimeonpl | apce with
the recomendations_and re% ul ations ainmed at the industry to which the

or gani zat i SHOFERNALAL LY f ideatised diwirbh 1Bhafe| edeserikbed ecdbfmehBati ons or

regulatlonglgh§95§¥egho@n gﬁp%&bty5pollcy draft is prepared on the basis of
gl obal guidelines, as in the case of the first through sedond

enbodlnents AndaA dﬂf§&¢bnnec¢mﬂmmmmmnﬁns mper&gn@nﬂemp&oy@delnothpresent
a securd ty BALLEY ialdinch " 02" 80" 2B L dlOPR, Ok ER! T nes,
the first embodiment lies in that in step 85-1 the field
of business of an organization is supplied to the
inquiry preparation means 122, as in the case of job
specifications of a member. As a result, the inquiry
15 preparation means 122 can prepare appropriate inquiries
on the basis of the job specifications of members and
the field of business of an organization.
In the second embodiment, inquiries are prepared
in consideration of the field of business of an
20 organizatiorn. Hence, an organization’s information
security system can be ascertained in more detail
through an interview. Consequently, establishment of a
more detailed security policy becomes feasible.
Although the above description has described an
25 example in which inquiries are changed according to the.
field of business of an organization, inguiries may be
changed according to the scale of an organization.
In the above description, a change in the course
of ingquiries has been taken as an example change in
30 inguiries. However, methods of other types can be
employed. For instance, it 1is desirable to have

determined a basic framework of inquiry statements in
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first through second embodi ments, too. For exanple, an idglib¥ ting " Do
you have personnel responsible for a trunk network?" is prepare I n
accordance with gl obal guidelines. However, 25 particularly in the case of
the financial industry, an inquiry stating "Do you have personnel'’ _
responsible for an ATM (automatic teller machine) network" is prepared in
accordance with the "Safety Provision Standards for Conputer Systens in
FinancialIaﬂﬂﬁﬁQﬁiQﬂé"t%emhammekﬁeE@SSMBhthe inquﬁmy st apespated iy neans
of the technique of "cha n in acc % to field busi ness”

menti oned TV Connecti on Wi ﬁ sec &ﬁlﬂA 8% 26EFE. entSodi nét . For
exanpl e, i toridedifdeal ibrof w@%ﬁeﬁff@alwgaﬂhéﬁél 98 &S doedilvaand al

i ndustry, an inquiry conplyln with the "Safety Provision Standards for
Conput er Sy i privered 211 h@ﬁgmutpﬁﬁ%ld¢%tbré%aﬂéédSlandnﬁﬂyIﬁcn an
I ntervigw. XREIHs S h es U uir an
conflgu$ed8%%§ neaﬁ%go¥§&ﬁ%%r?§?n H%g?édggégéggggf ﬂ%fn&%?%n Fﬁgwhdlng

i nf or mat i on'redesitdarte "Saf evyt Ehedi SDon‘bStran(iaj’e(ﬁdan 7 Conpuher cGgst ens in
Financial Institutions.” 10 Establi shnent 4% a sec y policy by use of

such a t e&mifgud e SIS MM &R aaﬂ%‘b'r ate security
policy. Overlap heliwgeEddRfnddt CMSELIOM M 4 bfe%c\é\;ﬁlm%&hd%%i%fs appear
“a“T“_____‘H_—————T“Tﬁ*UﬁTy—rhE—rECUWWEhUarruns——and

in 15 gl obal guirdeli mes —and appear
regul ati on&# Cis it wi t hout saying that a

Sooul Y holiey iy eéﬂ@b' 5%%61 "4eb08:1028" 3,07 bR LeGaYTRAdAL i Qg and
| first embodiment, a security policy is established on

the basis of global guidelines ({step S85-4). In many
cages, global guidelines are prepared in consideration
of a specific objective. However, the global guidelines

15 are generxally constructed so that they may be used for
general purpcse.

In contrast to these general-purpose global
guidelines, recommendations and regulations within a
specific industry are known. In contrast with global

20 guidelines, the recommendations and regulations clearly
state that they are aimed at a specific industry. There
are many cases where recommendations and regulations
refer t¢ information security, and utilization of
recommendations and regulations during establishment of

25 a security policy as in the case of global guidelines is
desirable.

For example, Japanese FIgC {The Center for
Financial Industry Information Systems)} lays down safety
provisions and prevalence of a security policy for

30 ensuring security. FISC publishes a Jjournal titled
“Safety Provision Standards for Computer Systems in

Financial Institutions.”
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Conversely, in connection with itens which appear 20 irgggb¥eBgRaal
gui delines and not in the recomendations and regulations ained at a

specific industry,
gui del i nes,

a security policy is established on the basis of gl obal
as in the case of the first enbodi nent. Further, in connection

with itens which appear in 25 global guidelines and in the recomendati ons
and regulations ained at a specific industry, establishnent of a security
policy on the bagns af mmdxﬁﬂ¢mﬁnﬂndaﬁMﬁmmnmﬂKire@méﬂtianssb&uﬁeayrable.

Fourt h Enmbodinent (desjgnation | obal . 30 gui delipes by user
Est abl i shmBR h18V é“gg%%r? yt%ﬁ :Fg pachy! o giUshEY i g8 ?Hé%séﬁd

recommendath@pre and gepdadd o
i ndustry has been dégcrlbed thﬁgé%g?ghﬁén?sggOEES%% %0@5

c BIC

desire to thet atbﬂl$35$1 @fseb‘infeiyypé’lnooysomn hétbaéasdsf ﬁao::cer:bmpntegl obal
Eat exanpl e, in_a.cert n on 5, (e.g. specific
SUPEREE] by i | ST PLkRnRe it MelocRas it Bh

Scto

gui del
gl obal

standard phkebal guigebhde GEOBETiwnkkl

backdr

i ne.
gui

op,

desi r abl e.

gl obal

gui

bendlegscrichedt! atigf ) the Agakmgt this

there. are many cases where establishnent of a securltﬁ policy
on the basP§ of t AP§CifdCspéBApFETYl obdl §aFHELLHe Pelgcy cEBrT) ths

hBu%E%yoﬂ?TéEéﬁﬁﬁéﬁﬁgﬁ“ t@E%eHiﬁﬁgngsﬁgcoﬁﬁgﬁﬁéﬁiEhB” of a

del'I ne e utl establ i ng a securi

y po

that a useandanragaiqyuﬂnsttﬁpqﬂm@ﬁl gui dehiene iexpidtoitly. 1Behtg,
A0Lam BIRRLAENL"E o O T OHERL! OL10h G R SN PRl Y 8T LY

bl ock
pr epar

15

20

25

30

becomes feasible.

The security policy draft preparation apparatus
which utilizes recommendations and regulations aimed at
a specific industry shown in Fig. 9 in connection with
the third embodiment. FIG. 9 is a block diagram showing

the configuration of a security policy draft preparation

apparatus 220 according to the third embodiment. As
illustrated, the security policy draft preparation
apparatus 220 is substantially identical in

configuration with the security policy draft preparation
apparatus 120 shown in FIG. 8. The difference between
them lies in that information concerning the field of
business of an organization is supplied to draft
preparation means 228 as well as to inquiry preparation
means 222. On the basis of the field of business of an
organization, the draft preparation means 228 selects
glcbal guidelines to be used for preparing a security
policy draft. The number of global guidelines to be
selected is not limited to one; there may be a case
where two or more global guidelines may be selected.
Furthermore, the construction shown in FIG.9 has

features as follows.

72

I'Cy such

10 is a



apparatus 320 according to the fourth enbodiment. As ildysbpatRea

I nformati on concerning the global guideline designated by the user is
supplied to an inquiry 20 preparation neans 322 and to a draft preparation
means 328. The inquiry preparation neans 322 prepares an inquiry (or
inquiries) on the basis of job specifications of a nmenber. In the fourth
enbodi nent, 25 during preparation of inquiries the inquiry preparation
means 322 prepar BsrBhquiar iresirgonef yhngebkyh cfhechy ofial rd geindeli ment

desi gnat ed, by _a .use The draft paration.neans_328 prepares a security
pol i cy dra%%ggnjfheégﬁgi§%ﬁoqﬂ%§%§iﬁ%ﬂs %@dgﬁﬁagﬂﬁﬁéfg?és 1BLd2E§ t he
user. Operalimed reguiar esbd®f f Dk eRAIRE 1Y SEEETN idne Pebi ®e Q&_@b&a?;eeordl ng
to the fourth enbodinment is 76 8 Cctober 2004 substantially identical with
that shownPBAOFEG BheexdlSgtiSe offhiche PBRKSW ngapoi nt s sefleditf f eanrce. A

first g4 ff | Ln.th [ an__i | r anpl yizng, Wi th the
globalqguigéﬁgﬁgegpggéFpgedgﬁg B§§%ﬁga€§§%si§xbrg%§?egggwgge§gnqtﬁ%fference
lies in thahdiatsyepf 3b6r borgasegairldy. poFbey ek=aftl econpl yikg $i&bhdat he

gl obal guigeline prescribed by the user is prepared. In the fourth
enbodi nent °Fa GrobdiRIA, ndnEYSEEY10 BESBRYRF 1Rt 4] | $hi RECHTSEYurity

pol i ¢y canpBeigel qelrade) hQuliiosy & RAMAL dil CORP! LaRGEa Lot he
gl obal guideline selected by the user, and a security polfcy raft is
prepared opimAd Basiteoffimsswded timdustry repdones . fCantkelimebhiyugh
estabhkﬁhngﬂg Egrgggfﬁgrgggrations.
Second, information concerning recommendations and
regulations aimed at a specific industry is stored in a
storage means 224 in the same manner as is information
concerning global guidelines. By means of the thus-
15 stored information, the inquiry preparation means 222
can prepare inquiries in compliance with the
recommendations and regulations established for the
industry to which én organization pertains. In
accordance with the thus-stored information, the draft
20 preparation means 228 enables establishment of a
security policy on the basis of the recommendations and
regulations established for the industry to which an
organization pertains.
Operation required for preparing a security policy
25 draft according to the third embodiment is essentially
identical with that described in connection with the
flowchart shown in FIG. 5. Differences are as follows:
First, in step 8$5-1 the field of business of an
organization is supplied to the inguiry preparation
30 means 222, and ingquiries complying with the
recommendations and regulations aimed at the industry to

which an organization pertains are prepared. If the
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15 policy conplying with the gl obal guideline desired b n becones
feagi bl e?/ Fo?pexarrpl e, if a user has selected BS7799 to%b%&gg%@ﬁbed
| ater, a security policy conplying with (or to conply with) BS7788 can be
est abli shed. 20 d obal @Guidelines Exanples of w dely known gl obal
gui delines are provided below (1) BS7799 BS7799 was established by the
BSI (British 25 Standards Institution) in 1995. BS7799 prescribes
f undanent ausemnagénént ti t esslécont raided whiedh sumeaciendaedbongr acbirces in
connection vvitg inforgraﬁgion secyrity. When information assets nust be

0

protected *FEYAPGILERS of1FALTELR e WeThnlBAYARILSS: | BFE BFSPsFSSonABCti on

Wi th an adghBi fJdtd 09r & NEN Nam Soverauental QX ggRl zabisen)or Otnan
NPQ(Non Profit Organization), to say nothing of an industry, standards 77
8 (Qctober 2008tof BS7FO9har eseeom@ ussbadinerdotle adad,ef eddncesothone

type n f. information securiity is _clarified. Hence, the
s%lgnd\g{rggs %?ggéﬁggaﬁéggst heoganeregugﬁjf:égﬁrc’ve 3Lt halbf | BEFFERE13335 | T
security ungagewest gatdel ipieHA#dd TShn orthbat WisilSO LEC 1§48841"1 T
security evaluation standards,” which will be nmentioned |ater. BS7799
differs frgHieRé1gEEnal2S giit dBPPnESsen eheths IEdwisty thver B nescond Fir st
ot her regubghbangesPeci tyodetails of security techniques while IT is taken
as an object. In confrast, BS7799 provi des conprehensive gui des and

' Second, in step S5-4 the field of business of an

10 organization is supplied also to the draft preparation
means 228. The draft preparation means 228 prepares a
security policy draft in compliance with the
recommendations and regulations aimed at the industry to
which the organization pertains. If the user didn’t

15 select such recommendations or regulations displayed, a
security policy draft is prepared on the basis of global
guidelines, as in the case of the first through sedond
embodiments. And, if such recommendations or regulations
are not present, a security policy draft is prepared on

20 the basis of global guidelines, as in the case of the
first through second embodiments, too.

For example, an inquiry stating “Do vyou have
personnel responsible for a trunk network?” is prepared
in accordance with global guidelines. However,

25 particularly in the case of the financial industry, an
inquiry stating “Do you have personnel ' responsible for
an ATM (automatic teller machine) network” is prepared
in accordance with the “Safety Provision Standards for
Computer Systems in Financial Institutions” set forth.

30 Such an inquiry is prepared by means of the
technique of “changing an inquiry according to field of

business” mentioned in connection with the second
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references pertaining to a managenent system Second, t\§.BBiefip40f BS7799
Is not limted to an electronic 15 nedium Various information assets, such
as paper nediunms, are taken as objectives of security. Recently, BS7799
has gained international attention. As a matter of course, detail ed

I ndi vidual control of information security is inportant. The 20 reason for
this is attributable to the following perception. As can be seen in

requi r enenesbbdimseyst. emFost andands | aifd tid FieldSQ@ P00 iteper 6€pahon t hat
a systemfor creating a . nanagenent, plan, (through analysis of risk),
nDnitoringoﬁgéPF?BEPPgn &rvd g NGfabs & Y388 r e3Bur $BIVIBNKd

obj ecti vel yofgyiewhng Wiike Phale I afd@et ipgdaLidif osppihonysechpity
managenent is said” to have beconme w déspread. BS/799 1s constituted of two
parts; thatomputgr fSysttemsarinrEinahagalo Istséidatdeonsdr isppeapatedg 30

I nf or lon_security nagenent ., and a secand part relati to .,
specipﬁiatﬁg's %?e%n ﬁ%#o t FORCEE&G ity %§§SF er?heSVFEgF pﬂ?f?agscribes
best practpeepassd Ehch @t ohejuOPicnopedesndueldnesy GiediHVHEI Ng
managenment advice. The second part describes_ devel opment of a managenent
framewor k BhdliétBPencedopi edgpshamesdudi t . Infrangtkat  pateci®EFP99--1) is

now adopt e!ﬂn?éﬂr!é?ié |0 9%éqe5 (‘ééfgégs%éo%‘ﬁ%ef&!' %eagaaRked syatem

Security Principles) is intended for pronbting good practice and
al | evi at i n§ompekean8ysbkingenneFohancskl GASSRtenpbops” an information

securi.t olic ajd by, CECD in the . form a hierarchical npdel and
exten&éydgtailg ?k?ﬁgggﬁﬁeéglpggg gecurity poficy Ey use of such
a technique enables establishment of a more elaborate
security policy.

Overlap between Items

In connection with items which do not appear in
15 global guidelines and appear in only the recommendations
and regulations aimed at a specific industry, it goes
without saying that a security policy is establisghed on
the basis of the recommendations and regqulations.
Conversely, in connection with items which appear
20 in only global guidelines and not in the recommendations
and regulations aimed at a specific industry, a security
policy is established on the basis of global guidelines,
as in the case of the first embodiment.
Further, in connection with items which appear in
25 global guidelines and in the recommendations and
regulations aimed at a specific industry, establishment
of a security policy on the bagis of the recommendations
and regulations is desirable.

Fourth Embodiment (designation of global

30 guidelines by user)

Establishment of a security policy based on global

guidelines or recommendations and regulations aimed at a
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A policy which is in the highest hierarchical |evel and; ggiugsodps a basic
policy is called pervasive principles and posts a target security concept.
The policy of the next hierarchical level is 15 called broad function
principles and states specific inplenmentation of the pervasive principles.
The policy of the next |ower hierarchical level is called detailed
principles and descri bes detailed security guidelines corresponding to an
envi r onmentspezg filre igwlustines hves drddoe dearagdrehttivis pfawacy of an

i ndi vidual and that of_ an, Qrganizatio as well as uideljnes relating to
nmanagenent and p?%ducltss. 3 l:IE’SC{GI\}-r (The BiFfel %ﬁé’s F6F°Fe Mshagerent
of IT 25 Semubltivh is preepaied byol 56 (bat erat basak Qmani zatdQqin for

St andardi zation). The GM TS is intended for setting standards pertaining
to operati Gh-Chfdnageiéstingnd FAnnieFgmleahelgecar ie§reRin nf@tidm on

t echnol ggy. TS sist f fjv S 3 : s and, nodel s
for IT %ecu(relqt\%/ ‘A gg%ergl§dg’scr% ptgpc%%a%ﬁci n%%)grgfé{[i é%mgée)%%ﬁ%y (i%s' ‘gr ovi ded
in Part 1. CCBIX)Cchabernli26bdyPader?: uvhbhageédgaanck Plabachg IstEaSelyd ty Part

2 descr | besu Jperatl on anel ogauaho g ool UlLle ey e fart 8L
the descri pidsantst pPrivigledbddkdiag, 2. ciRard 4arsel fghion akeSaf gguard
establishment of a security policy on the basis of this

10 specific global guideline (e.g., COBIT) is desirable.

In the fourth embodiment, there 1is proposed
construction of a global guideline to be utilized in
establishing a security policy such that a user can
designate the global guideline explicitly.

15 Fig. 10 is a Dblock diagram  showing the
configuration of a security policy draft preparation
apparatus 320 according to the fourth embodiment. As
illustrated, information concerning the glocbal guideline
designated by the wuser is supplied to an inquiry

20 preparation means 322 and to a draft preparation means

328.
o The inquiry preparation means 322 prepares an
R inguiry (or inguiries) on the basis of job
specifications of a member. In the fourth embodiment,

25 during preparation of ingquiries the inquiry preparation
means 322 prepares ingquiries complying with the global
guideline designated by a user.

The draft preparation means 328 ©prepares a
security policy draft on the basis of the global

30 guideline prescribed by the user.

Operation required for preparing a security policy

draft according to the fourth embodiment is
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Part 4 des
security r
draft vers

requirenen
using info

security 2
phase to c

shows good

structuyre.
many exper

cribes the selection of security 10 neasures gqﬂﬁgis
ules. Part 5: Managenent QGui dance on Network ecurl y

of the

art 51is

ion such as prelimnary revision, as far as now. (4) 1SQO1EC
15408 is a "Collection of 15 Requirenents” into which are conpiled

ts pertaining to a security function which products or a

system

rmation technology is to have (i.e., functional requirements)
and requi r embstantinligekiidgntasedr t atimtenttioft r eshabt e impl Bp@Ot agi on of a

0 _function gt ocess .of proceeding fromthe design
Sﬁﬁgpéﬁgplf thﬁ 5Pqi §F89U§P1 Saftidd sr&qGEr-enent s) . (5)

COBI T COBI T (Conhr oii /i eqt kyeschek Iﬂé?ir MR %a%ndm 23cBel ajagh Teghnol ogy)
practices of security suitable for a framework of a process

ext endi ng énerizy prammlying owitheltdse agdoprobviglesial itenageabteibedi cal
Pgth%Bﬁgegractlces argoprepared on the basis of the consent of

5§ §FoBare

gui del i ne designed for serving in

resol ving a busi pesscdriGkdOrfareapebatiwgenihhenaecessi kyepl gpnirgl and a

t echni cal

problem 80 8 Cctober 2004 (6) EU Instructions Here, EU

i nstruct i oRSCHFALHS f iRPHIFY kiGREtas COWH%Y#B@tldM%thssﬁéﬁibyglﬁbaturopean

Par| i ament

connection™w th pers

gggelgﬂgrg E%Eglbggabgégggpﬁgggﬁglo%r%%agg g.ndividual in 5

transfer of personal

ata pr

data." The EU instrtbei dosirspeenfopdiment, a global guideline to be

10

15

20

25

30

used for establishing a security policy can be selected.
Inquiries are prepared in compliance with the global
guideline selected by the user, and a security policy
draft 1is prepared on the basis of answers to the
inquiries. Consequently, establishment of a security
policy complying with the global guideline desired by
the user becomes feasible.

For example, if a user has sgelected BS7799 to be
described later, a security policy complying with (or to
comply with) BS7788 can be established.

Global Guidelines

Examples of widely known glcbhal guidelines are
provided below.
(1} BS7799
BS7789 was established by the BSI (British
Standards Institution) in 19985. BS7799 prescribes
fundamental management items (control) which summarize
best practices in connection with information security.

When information assets must be protected

regardless of the scale of an organization, in
connection with an administration, an NGO (Non
Governmental Organization), or an NPO (Non Profit

Organizaticn), to say nothing of an industry, standards
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general rules concerning the legitimacy of personal datg ophesesshng. Mre
specifically, the EU instructions specify the principle of data quality, a
principle on 10 grounds for legitimcy of data processing, information to
be given to a person whose personal data are to be processed, and the
right of the person to access his/her own data. Fifth Enbodi nent

(desi gnation of rigorousness) 15 In the enbodi nents which have been

descri bed PRUBSTHIZO, arse ¥9 gor ouse@sssoh aoskecrid yrepfdreycdast bena

adj ust ed nual l'y,, namely by user's ogperatipn in step 51-4 shown.in FIG

1. Fbmeve?? en ¥ %pri§§F0u§ﬁ%%%eofOgede%?f%ﬁmaﬁbogecfﬁqﬂfﬁkﬂiC§Shas been
det er m nedchef-erebdand, it is desirable to reflect the desired rigorousness
on a security policy fromthe phase of preparation of security policy
draft in step 51Bgncen stbp sarandpsdf i ALTFI BS7129t hBavpgoEbBasnésaseof 25
each rul e Bagcheenear tdd | CLALLY. A uSted/rhoveyghasi I arp uSgL AR gel ne an
i ndi cator of “rigorousness, specify the rigorousness of a security’policy
usi ng t he mandgeaktot, candleditr@mt (@6l TY) ‘adpusthihe ofi gBGIEE@SE5008 each
rule on thg_pasis of the thus-prescribed 3Q rigorousngss, convenience wll

r
be affordedito HEUWEHY SYRIYFFI enBbar ﬁ?gks c ¥ er'f i R®t hat t he

user can opk@etibWely SpeEdY thepgigosougnessral .8l 8 Gk obglR9P4
security policy in steps 51-2 or 51--4 showm in FIG 1. |In ofder to

i mpl enent  gedrgharesniby thee foddowdngr fyor dedméss of a security policy, in
the sixgh enbodpgpal fivefypes af hodicators reprgsentyng e ¢

security techniques while IT is taken as an object. In
contrast, BS7799 provides comprehensive guides and
references pertaining to a management system. Second,

the object of BS7799 is not limited to an electronic
15 medium. Various information assets, such as paper
mediums, are taken as objectives of security.

Recently, B37799% has gained international
attention. As a matter of course, detailed individual
control of information security is important. The

20 reason for this is attributable to the following
perception. As can be seen in requirements for system
standards laid out in ISO 9000, a perception that a
gystem for creating a management plan (through analysis
of risk), wmonitoring distribution and management of

25 required resources, and objectively reviewing the plan
is effective for information security management is said
to have become widespread.

BS7792 is constituted of two parts; that is, a
first part relating to standards for implementing

30 information security management, and a second part
relating to specifications of an information security

sygstem. The first part describes best practices and
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5 rigorousness of a security policy are defined. The indj gabpéScaue
arranged i n descendi ng order of rigorousness. The "hi ghest |evel"”

i ndi cator has the highest |evel of rigorousness, and an "educati onal
institution level"™ has the | owest |evel of rigorousness. 10 (1) Hi ghest
Level : representing the | evel of security rigorousness considered to be
required by a overnnment or a mlitary organi zation; (2) Financial Level:
repr esent | BFOVAdelsevanigelivesur Loy r byovédingssmeoasenensd advieerequired

by a 15 fijanci | ast i tuti on, nternational Leyel: representing the
| evel of gg%urél%ipllrl@g raoﬁsn(g%%c%%%\%?dgfeg& TR eaﬁi raedmﬁyagfaWFE‘Fnat i onal

ent er pri sefraéotknenadl defealendegpriesemtdngddneah@mel” of TBO FeeHEity
ri gorousness consi dered to be requiredﬁgg donestic enterprises; (5)
Educat i onaParkstBSUT8n L ed @ Doveplepded Ry ISRe aseIS01G7 98 -gor ousness

consi defed to be requi pedsby (8BhEHYER ioggEeFFFHitgg%ggm igegﬁgggyexanples

of five levels of security rigorousness are ustr a matter of
course, tRreacliplelss dfs sbrimndsd r Egor premesingnaweld/, pradt ghestndl evel of

security rigorousness, a nediumleyvel of security rigorousness, and a
| onest Ievgg 8?195389if?jﬂgoa?agép%ggﬁ@§§, yrbﬁﬁadogﬁﬁggp5gﬁploys
Est abl i shnmant ieff orertiidry fhieity Opo k¢ N1 aRE0a6RUS RS OMES Peehhe

desi gnated 82 8 Cctober 2004 Utilization of indicators of rigorousness of a
security péPrRy ofn sthirmarehiqals megedj ppdnewtsads details of the

10 policy.

A policy which is in the highest hierarchical
level and serves as a basic policy is called pervasive
principles and posts a target security concept.

The policy of the next hierarchical level is

15 called broad function principles and states specific
implementation of the pervasive principles.

The policy of the next lower hierarchical level is
called detailed priﬁciples and describes detailed
security guidelines corresponding to an environment.

20 The policies describe management of privacy of an
individual and that of an organization, as weli as
guidelines relating to management and products.

(3) GMITS

GMITS (The Guidelines for the Management of IT

25 Security) is prepared by ISO {International Organization
for Standardization). The GMITS is intended for setting
gtandards pertaining to operation, management, and
planning of the security of information technology.

GMITS consists of five parts:

30 Part 1l: Concepts and models for IT Security

A general description of information security is

provided in Part 1.
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descri bed. \Wen preparing a security policy draft in Efﬁcéﬂ Ldol! G 1),
the user selects a desired security 5 rigorousness from Bove-descri bed
five levels of security rigorousness and instructs the selected | evel of
security rigorousness to the draft preparation apparatus 20. By neans of
the indicator of rigorousness, the 10 user extracts from gl obal guidelines
a regulation having a desired rigorousness, thereby enabling preparation
of a security p®anty 2dr ¥enagfing gowdo Pdeess ndediTr e€gkduittlye  user. Many of

t he gl obal QU|deI|n%§ i.ncl.ude |gp|cators representin the ri gorousness of

“a security policy. BenEE5 B 55 aPPonOBFTt4&8ur £ BSPP€y &faf & of

desired rig@efiUIReIS fles &Rad ble. Extraction operation is to incorporate
know edge concerning the rigorousness of each global guideline into

know edge- based Pafrdr mat:i orfedmd quesextiact e 20anppewentat ofr ulld from
gl obal gui g c?ﬁ% n the basis of an indicator prescribed by the user by
utilization o e know edge- based i nformati on. Know edge about

ri gorousness of eask of3 glehalrigddeldaesiis kopw eHge apeedugedohy | inking
the five levels of security 25 rigorousness with regul ations correspondi ng

to the in&ro¥taes ¢ Fgbr dusness. Through use of such know edge,

regul ations corregpendi.ng-t1Q-219LVER Sb@@ ri gorousness can be
selected fromthe gl obal eguFSéanes E%%?811 is a block diagram show ng

the configurati &arsf alsedasctybpsl|d¥uﬂraéEIpCEpanatuﬂh apparatys 420
accorqiyg %%a%u&%gtgneggpdbg%qg %% E%e s%%u%1 yt%%.r %004
Part 5: Management Guidance on Network Security

Part 5 1is draft version such as preliminary

revision, as far as now.
(4) ISO/IEC 15408 is a “Collection of
15 Requirements” into which are compiled requirements
pertaining to a security function which products or a
system using information technology is to have (i.e.,
functional requirements) and requirements for seeking
ascertainment of reliable implementation of a security
20 function during the process of proceeding from the
design  phase to commercialization of a  product

(guarantee requirements).

(5) COBIT

COBIT (Control Objectives for Information and
25 Related Technology) shows good practices of security
suitable for a framework of a process extending over a
plurality of fields and provides a manageable logical
gtructure. The good practices are prepared on the basis
of the consent of many experts. COBIT is a global
30 guideline designed for serving in resolving a business
risk or a gap between the necessity of control and a

technical problem,
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present invention. As illustrated, an indicator of rigq OugpesSHoAr escri bed
by the user is delivered to draft preparation neans 428 in the security
policy draft preparation apparatus 420. 5 On the basis of the indicator of
ri gorousness prescribed by the user, the draft preparati on neans 428
prepares a security policy draft. As nmentioned above, a preparation
operation is effected to use the know edge- based information know edge
about a policy naﬂ@ﬁiﬁg‘ﬂm§tﬂyqﬁ¥ﬁ%ﬁibed i ndi cator of rigorousness, and to
extract from gl guidel i. | i chi , I-ndj cat or _of

ri gorousness on ?l%gjelﬁas@eoﬁﬁgﬁﬁkcﬁgﬁn%g%asgg%l% c}[l t?%lr?. riaé:’fly,
thi s oper at'iIors towratdspends gsmedr dvar rairge mRitiopefarn Paire 1@RERS NigR@ setting
of a p0|i0§§}§ﬁgn copnection with a certai,n indicator of_ rigorousness (in

the know e sHICANTEFFRtForbe  BFersGtdRty egfi r3l figiiesidRl shithg a
security RInE-taACHOr difE tPetb6nd1 f tdheredioets iing caRENtd. lgye

identical with that described in connection"with the 20 art ghomn in
FIG 5, exdngisferofolt ersminalidatato PoenEV: iBststictionst epesifly t he

inquiry pr rati-on ns. 422 prepares inqujries on_the basi f the |evel
of rigoroﬁgﬁﬁgﬁlpﬁ§§§.tﬁﬁ?%ﬁfﬁ%ﬁéfﬁ&ﬁ.ie§é€%T38¥ 55 PF§8P88§n§§§a has a
smal | er ef peelcearinaqui ri smrehagpdeifathanypar amet esy (inerrudthicelsd of
business). In ,%gneral, as the level of rigorousness is increased,

prepared | FRFCETes CamcBrincieds #f gfesteradt iFY: aFwprireirke ORe | evel

of I1 906 oughenides ASLT 3388 Hinad) | JALLELES AP0l IENG) | SlLlflIR 180e newl ¥
prepared. It is considered that the rigorousness of a  sécurity policy is
_nget to atMQﬁﬁygigeeluﬁtanperson whose persconal data are to be

' processed, and the right of the person to access his/her

own data.

Fifth Embodiment (designation of rigorousness)

15 In the embodiments which have been described thus-
far, the rigorousness of a security policy has been
adjusted manually, namely by user’s operation in step
Si-4 shown in FIG. 1.

However, when the rigorousness of a desired

20 security policy has been determined beforehand, it is
desirable to reflect the desired rigorousness on a
security policy from the phase of preparation of
security policy draft in step S1-2.

Iﬁ step 84-1 shown in FIG. 1, the rigorousness of

25 each rule has been artificially adjusted. However, if a
uger can define an indicator of rigorousness, specify
the rigorousness of a security policy using the
indicator, and automatically adjust the rigorousness of
each rule on the basis of the thus-prescribed

30 rigorousness, convenience will be afforded to the user.

The fifth embodiment is characterized in that the

user can objectively specify the rigorousness of a
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84 8 COctober 2004 establishment of the security policy.zgacﬁpéﬁz se, a
hi gher | evel of rigorousness prescribed by the user is ‘supplied also to
i nquiry preparation neans 422. Hence, the inquiry preparation nmeans 422
prepares inquiries 5 concerning itens of greater detail. Consequently,
there nmay arise a case where inquiries are provided to nenbers (i.e.

I nterrogees) of an organi zation once again in part. If the |evel of

ri gor ousnesecoiridyspoliclyy ipolsiteps BQ -i2s are$at- 4 showrovier HIevell,. there is

usual | y no chance_of neratin ew inquiries. Consequently, in this case,
a new security 38|f€§f nt%el§§?§ﬂﬁp§h FIHRAf e Y:J#f?mﬁﬁer of
i npl ement atti gBrotisheaw ries. Secidudit st epobdad, t he i ndigdt og; 9k

ri gorousness 15 prescribed by the user is supplied to the draft
prepar at i ofMppdagens fave thepe® afel prhigwhcatiaors nespres428ipgephhes a

security poli f.L..on_the. basi f..fh Lndi cator of_rigorouspess. The
operatiélon ?gg(é#’g%ﬁ tgrs eg%‘ab&fi %h%lczld&é:ytse 8%:'1?91 iﬁepocf)effcﬁpegg'cord?ﬁa to the
fifth enmbodndenttbssessenti al hyrangedt i cial Wddsddimtimiesceirded i nof
connection with the flowhart shgwn in FIG 5, exclusive of the above-

descri bed ThECHEPAPESSs. B Adjtist eARest s%%ﬁ?@%y'kﬂﬁ#%3FQ¥w'hﬂﬂ chbpevel 25
of rigorougngsschas 1keen des Q@itgﬁglk&dbﬁé&,fiféﬁae”&?d' ﬂ@&?g?%%iil?&m?m of

a security policy is automatical effected in step Sl1-4 FI G
12 is a bl soktdicagiem dkyeilfighelke tbenfliogesat ilevedf ofa rdgomouspesa.i cy

Lodor ppness. adl ugt e higRRAL! 12300 SPhoLeEhLERY' NEnlY HRLEE 21 Such @
. security rigorousness considered to be required by a
government or a military organization;
(2) Financial Level: representing the level of
security rigorousness considered to be required by a

15 financial institution;

(3) International Level: representing the level of
security rigorousness considered to be required by
international enterpriées;

(4) General Level: representing the 1level of

20 security rigorousness considered to be required by
domestic enterprises;

(5} Educational Institution Level: representing
the level of rigorousness considered to be required by
an educétional institution.

25 Here, examples of five levels of security
rigorousness are illustrated. As a matter of course,
three levels of security rigorousness; namely, a highest
level of security rigorousness, a medium level of
security rigorousness, and a lowest level of security

30 rigorousness, may be adopted.

5-A Establishment of Security Policy for which

Rigorousness has been designated
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illustrated, the security policy rigorousness adjustnentgoapper&fods 500
conprises rigorousness inspection neans 85 8 Cctober 2004 502, rigorousness
adj ust ment nmeans 504, storage nmeans 506, and nerging means 508. The

ri gorousness inspection nmeans 502 supplies a security policy draft
produced by neans of the 5 operations up to step S1-3 (FIG 1). On the
basis of an indicator of rigorousness prescribed by the user, the

ri gor ousness i nsPedtigAtAPENsCOB02inELPREPES sPfas nigonfarwadse ofhether each

of the rul Wl e I peolic r _ tﬁhﬁf t rigQrousness
prescribed%%fh?ﬁgyﬁsggﬁh%% I?hth%t?gsa$% %? nspécpﬁonwgﬁ%msnPWétbgach_of

t he rul es destcchbsdt.he pihescrpﬂmhrimraumiﬂ;hepbmﬁﬁ§- zﬁﬁ&afmuﬁﬁyh hn
their present f . Jf_sone of the rules fail to match the prescribe
rigorousne§§?pt%éq§ulé%“%rel)suE%FiESeFoSﬁﬁ§6?6h§%e§%s%ﬁ?@sFﬁﬁHFlﬁﬁans 504.

On the 85 bagbscabnkBe i pebmat Oke Ofaﬂd@f&éls%%%cprﬁfiﬁfé bed. Ry st hge user,

the rigorousness adjustnment neans 504 rewites the us-supplied rules and
out put s reRECUFaRYr Wiaproysiessmendn puataigtisigthe cmlresitadd ohebel ween

gl obal qgui.del i respective rules in_the gl oba i deli nes, 20 and an
i ndi cat or g? H%%ﬁ%ﬁig eség% oé?%é%ﬁﬁ?n FRe tg]'te’ora angrgﬁﬁﬁaF+EP 13
shows a fl| apphattusepoesenting the operation of the security policy

ri gorousness adjustment apparatus 500, 25 In step 513-1, a security policy

draft is suppliel? t#3Me GigoFbasntR3icakpectafonrigereusoess.n thep 513-2,
the rigor oysness kRapest iF9RnRAba 15 Wi dSIPERS 0850l A8t of 01 pg,whet her

each of rules in
a desired rigorousness, thereby enabling preparation of
a security policy draft of rigorousness desired by the
user. Many of the global guidelines include indicators
representing the rigorousness of a security policy.
15 Hence, preparation of a security policy draft of desired
rigorousness is feasible.

Extraction operation is to incorporate knowledge
concerning the rigoroﬁsness of each global guideline
into knowledge-based information, and to extract an

20 appropriate rule from global guidelines on the basig of
an indicator prescribed by the user by utilization of
the knowledge-based information. Knowledge about
rigorousness of each of global guidelines is knowledge
produced by linking the five 1levels of security

25 rigorousness with regulations corresponding to the
indicators of rigorousness. Through use of sguch
knowledge, regulations corresponding to a given
indicator of rigorousness can be selected from the
global guidelines.

30 FIG. 11 is a block diagram showing the
configuration of a security policy draft preparation

apparatus 420 according to a fifth embodiment of the
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the supplied security policy draft matches the indicatorg @&oBér 200gor ousness
prescribed by the user. If the rules match the indicator of rigorousness,
processi ng proceeds to step S14-3 to be described later. In contrast, if
86 8 COctober 2004 sone of the rules fail to match the indicator of

ri gorousness, processing proceeds to step S14-4. In step S13-4, the rules
which fail to match the indicator of rigorousness are changed so as to

mat ch t he pFesrditcaiovenbyoneans &d tiHdudtgertaisnessn adpditaent nedns 504
and by utilization of informati ing to carrelation between the

t ai .
rul es provF&garPHsFﬁésglBBEFcrbﬁgﬂgﬁ$ﬁgé: d‘FﬁﬁTiﬁﬁicg?gFVSFeﬂigBPousness,

which i nf gi-aBti @RebsrsikQbed dddridha & orpdadeads o206, Jbeidd hphermation
pertains to an indicator of rigorousness corresponding to each of the
rul es provbyeparatiha agpbsbatuguiddll-ines. Utilization of the information

enabl es- ascert ai n f e ching the.i ndicator of. rigorousness
prescrﬁ%ed by thQHﬁs%Pg Téég%%ugﬁiSt&?%eﬁpgﬁﬁggOFul85 a?%98§$ygg?3ﬁ from
t he gl obal prgsbdebededystuiieeduser | hehat drage PRapaAA8.orRUthemahigh fail

to match the indicator of rigorousness are replaced wth_the
t hus- ext r aBFER2FGFed. SERUSHEY &P3iTy Reffer gidy MRRHCDDR HePYRes &he 20

rul es that JhaveLEoRLt R NegH: R he i pdic | ousness
with the aFtepeg rules?ghnd 8Utpggzn?ﬁggggﬁﬁs?ﬁe?%%hq%3%eﬁgéw%%ggéeach of
t he rul es paeeddddiormeite osedmaovdedgmw| albgudr af paddrybenataticierl wheéh an

:ggi A 10’%83%%?8 °r$ﬁ§3‘i‘8§€09re§frir%%dor%én%%s‘{seramm%o” RLRRE0°SS
pection ,
from global guidelines a policy matching an indicator of
rigorousness on the basis of the knowledge-based
information. Briefly, this operation corresponds to
pre-arrangement of a rule concerning setting of a policy
15 in connection with a certain indicator of rigorousness
(in the knowledge-based information}.

Operation required for establishing a security
policy according to the fifth embodiment is essentially
identical with that described in connection with the

20 flowchart shown in FIG. 5, exclusive of the following

two points:

First, in step 85-1 the inquiry preparation means

422 prepares 1inguiries on the basis of the level of
rigorousness prescribed by the user. “Level of
25 rigorousness” has a smaller effect on ingquiries than do
other parameters (i.e., a field of business). Iin
general, as the level of rigorousness 1is increased,
prepared inquiries concern items of greater detail.
Further, as the 1level of rigorousness 1is decreased,

30 inguiries about detailed items are newly prepared.
It is considered that the rigorousness of a

security policy is reset to a higher 1level after
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ri gorousness adjustment nmeans 504, and the mergi ng nmeang o&8Beradear ding to
the fifth enbodinent are preferably inplenmented in the formof software
whi ch runs on a 30 conputer. Further, the storage neans 506 is preferably
enbodi ed as a storage nmedi um such as a hard disk drive, CD-ROM or DVD.
87 8 COctober 2004 Rel ati onship between rule and indicator of rigorousness
A nore detailed explanation is given of a case where in step 513--2 no

mat ch has estabddsameintedf oths ercuribet wediiahe r Igortdusnesssef rul es and

the indicat, f riqgorousness prescribed by the user. I|f the rigorousness
of the rul gtsl%?ls?%oflef‘ge\%ero eveP T ORNEN e B ?%&%‘:Zséyi i at3ST B t he

i ndi cat or, sip@likd el sy ecdlei gl pepdptephabkiba mMRlel t4pe | ndijeater of 10
ri gorousness. The rules are replaced with rules of higher rigorousness

| evel . For "€RanpP@ULiry tPecharalkicone wfanm ddicabrepares ndpEtarics | eve

and thesri GRERLSReSS AEERES iofﬁegqslt%aféé}e adisefyis ¢én§?{;ﬁ§gggga' cheygl . the

rul es are repl ace W r a financral Tleve ver, “a period
of vali di mpyofard spasswarse ivdesteorireneid fesomALOpdaysdéd 80 mdapersThus,
rules are replaced,wth nore rigorous rules, If . rules are higher in |evel
than the indi'€ator® er5@9?$atr n@Es,ofﬂ%n?EFﬁéoﬁré”Hgfeﬁﬁ%ﬂ@d t8 fail to
mat ch the pagi-cator of rigorousness. The rules are replaced wth rules of

| ower rigorousness level. If rules are at a highest |evel of rigorousness
and the |evel of Ifi §oeousitsls pF eségpbedushgsehefusers¢egurity policy

10 is reset to a lower level, there is usually no chance of
generating new inquiries. Consequently, in this case, a
new security policy can be established immediately
without implementation of inquiries.

Second, in step S5-4 the indicator of rigorousness

15 prescribed by the user is supplied to the draft
preparation means 428, and the draft preparation means
428 prepares a security policy draft on the basis of the
indicator of rigorousnéss.

The operation required for establishing a security

20 policy according to the fifth embodiment is essentially
identical with that described in connection with the
flowchart shown din FIG. 5, exclusive of the above-
described two points.

5-B Adjustment of security policy for which level

25 of rigorousness hasg been designated

In the fifth embodiment, adjustment of a security

policy is automatically effected in step S1-4 (FIG. 1).
FIG. 12 is a block diagram showing the configuration of

a security policy rigorousness adjustment apparatus 500

30 for effecting adjustment of such a security policy. As
illustrated, the security policy rigorousness adjustment

apparatus 500 comprises rigorousness inspection means
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25 at a general level, the rules are replaced with rul e okto8enamigal | eve
of rigorousness. For exanple, in the case of rules of highest |evel of

ri gorousness, a period of wvalidity of a password is one week. If the |evel
of the rules is too rigorous, the user prescribes a general 30 |evel of
rigorousness. As a result, the period of wvalidity of a password is
extended to 100 days, and the rules are replaced with rules of |ower |evel
of 88 8 CcHéBer 2DGArougnesasmibistuienth Besodi nedt, (sHerdonmehnsange of
establish ﬁ%) IL.n .t he _enbodi nent s gﬂgch have been described thus 5 far, a
security poltey S BFEFAFEd 5P *¥%ntirety of an organi zation. However,

it is consideredThBatrideFruséSs MAMEPERTHLRS hea®sSt 8lbi stuFpBESHr Bt Y
policy for only a portion of the systemof the organization. The user
prescri bes SECHER§Y wi PR Fevihi éraft 10rseducpdy gl i cpepsst o P eshabl i shed.

If an pa - t had tapl j.shhn seguri Lgy .ar adopt ed
on theaﬁasﬁggg%t%%ggra ggg)ttgﬁﬁggiégawﬁﬂ%étaﬁlisﬁﬂaﬁéécgg%ké Bglggy within
only an aréadiketer esf abliicehnenrinesfs apsesuribydpdy cyhes weast f edhet hus 15
af fordi ng convenience to,a user.. FIG 14 is_a bl ock di agram show ng t he

conf i gur at FGHOSPUSNEESUr LRFPREEEOP dMERESpredar AARRECHPpaat &€ 558. The

thus-ill usHeakeiSRcWhethaROldh ¢ affe PFHEP&S 81108 8RBRALREYSpBQcl/S
identical in 20 configuration with the security policy preparation

appar at us 8zefgegertidieep bpheefmiignwse s @régcuhdeds by the seewrity
p0|iCXHPreE%r%EEOQgﬂﬁﬁg%ﬁP%ﬁ%%éégfgﬂiéﬁ%&s that each of the rules
matches the prescribed rigorousness, the rules are
output in their present forms. If some of the rules
fail to match the prescribed rigorousness, the rules are
supplied to rigorousness adjustment means 504. On the
15 Dbasis of the indicator of rigorousness prescribed by the
user, the rigorousness adjustment means 504 rewrites the
thus-supplied rules and outputs rewritten rules.
Information pertaining to correlation between global
guidelines, respective rules in the global guidelines,
20 and an indicator of rigorousness 1is stored in the
storage means 508.

FIG. 13 shows a flowchart representing the
operation of the security policy rigorousness adjustment
apparatus 500.

25 In step S13-1, a security policy draft is supplied
to the rigorousness inspection means 502.

In step S13-2, the rigorousness inspection means
502 inspects so as to determine whether each of rules in
the supplied security policy draft matches the indicator

30 of rigorousness prescribed by the user. If the rules
match the indicator of rigorousness, processing proceeds

to step S14-3 to be described later. In contrast, if
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by reference to FIG 11. The two follow ng points of difdetepseoaue 25
present. A range of establishnment of a security policy prescribed by the
user is supplied to the draft preparation neans 528. A range of
establishment of a security policy 30 prescribed by the user is supplied
to the inquiry preparation neans 522. By neans of such a configuration,
the draft 89 8 October 2004 preparation neans 528 establishes a security
policy w Slome aofangéepr esdeisbedaly t e uwatchandhhendadﬁhatousebfcan

efficiently..establish a securit a requi red range. 5
Further, t egor]ﬁ%llslnfsﬁreﬁgrogtesor’?’/?rf?eé’ﬁéyc‘:‘???t C%Tﬁ inquiries about
the range prescrithedsdnp the- 4l$eﬁ:heafld.11h;'%ﬂcﬁhyé1@| &as 1l Hﬂylﬁati‘éha%%e
obvi at ed, thus enabling conduct of efficient inquiries. Here, provision

of the ran@@d&ﬁ@§9rlﬂiﬂﬂﬁ£Qﬂﬂ¥ﬂRﬁﬁSt%fﬂPﬁﬁqmﬂ¢®q%¢r?spt@pmaéﬂhoﬁhﬁeans 522
s not gneuiAblagorIney WA dOTehd) élc;,é%&ta .&Qeaaﬁpg%eﬂfz Ly i es

does not est’ab a secu rhqurr 'es *Car e
i'rrel evant 5t0a t hadr ahge muzﬁxxat&mh&noﬂfuinﬁﬁﬁmaﬁmbn| @b@ﬂ@uﬁ&m@ cas skip

the inquiries a ti of an i nterview. Consequently, ply_of the
range gréSEPFE@Ba§6°Ey gEEWEEBr t RRHSFquPFYVpHe ar%ﬁléﬁl E@ 332 is not

|nd'Spensa@hﬁdeiﬂ%e%seén@antﬁ@echhﬁlhaﬁo&anaﬁ 0&1@%&%QEh§QgentwﬂEcha
security policy by nmeans of various nethods.
information is stored in the storage means 506. The

10 information pertains to an indicator of rigorousness
corresponding to each of the rules provided in the
glocbal guidelines. Utilization of the information
enables ascertainment of rules matching the indicator of
rigorousness prescribed by the user. The thus-

15 ascertained rules are extracted from the global
guidelines stored in the storage means 506. Rules which
fail to match the indicator of rigorousness are replaced
with the thus-extracted rules.

In step S13-3, the merging means 508 merges the

20 rules that have from the beginning matched the indicator
of rigorousness with the altered rules, and outputs the
thus-merged rules.

Thus, each of the rules provided in the security
policy draft can be matched with an indicator of

25 rigorousness prescribed by the user.

The rigorousness inspection means 502, the
rigorousness adjustment means 504, and the merging means
508 according to the fifth embodiment are preferably
implemented in the form of software which runs on a

30 computer. Further, the storage means 506 1is preferably
embodied as a storage medium, such ag a hard disk drive,

CD-ROM, or DVD.
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(1) First,. the user can specify the range of establiswabh&foonqsecurity
policy on a product level. For exanple, if the user desires to establish a
security policy concerning only "VPN," the user can establish a security
policy concerning VPN by neans of prescribing 25 "VPN." By means of
prescribing specific hardware or software, such as a WEB, an E-mail, or a
firewall, or specific functions thereof, the user can specify

est abl i shnent of Rglesdenishyppol beyweencermilhey spad fi dndisedwar e of

sof t war e. %O Q%%t, the user prescribes the range of establishnent of a
security p ing to an object of use of the security policy. For
exanpl e, the 90 8 Gadeberie?R04 <l UusgplERsLEEE (i estighhl SBra sSeeHkbty
policy only an "outside subcontract," a security policy can be

est abl | she¥P&LEh #RgditPR 0SAR -ar 20 wiiiediet shagr Mereny dettarmimesut sPde

contraci of oy Te G ANdSNTEAL Ol 2 HRRHIILY POLE CY qliliect 0f Usg or
pur pose, by neans object of use of or purpose commerce) or a data center.
(3) Furt heindtikatosepfusdgocansspes pyeswirtibed &yr ahge uefer.of prescri bing

' i n | f he range (E of
the of electronig tradin goroudness bf Lhe mrles is of lower level

than the rigorousness indicated by the indicator, the
rules are determined to fail to match the indicator of

10 rigorousness. The rules are replaced with rules of
higher rigorousnessgs level.

For example, 1f the rulegs are of an educational
institution level and the rigorousness prescribed by the
user 1s of a financial level, the rules are replaced

15 with rules of a financial level. Moreover, a period of
validity of a password is shortened from 120 days to 30
days. Thus, rules are replaced with more rigorous
rules. |

If rules are higher in level than the indicator of

20 rigorousness, the rules are determined to fail to match
the indicator of rigorousness. The rules are replaced
with rules of lower rigorousness level.

If rules are at a highest level of rigorousness
and the level of rigorousness prescribed by the user is

25 at a general level, the rules are replaced with rules of
general level of rigorousness. For example, in the case
of rules of highest level of rigorousness, a period of
validity of a password is one week. If the level of the
rules 1is too rigorous, the user prescribes a general

30 1level of rigorousness. As a rxresult, the period of
validity of a password is extended to 100 days, and the

rules are replaced with rules of lower level of
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10 establishnment of a security policy fromthe viewioi ntg Qftobs@@ni zat i onal
structure. For exanple, if the user desires to establish a security policy
in connection wth only the "honme office,"” the user can establish a
security policy pertaining to the hone office, by nmeans 15 of prescribing
the "home office.” If the user prescribes branch offices, a security
policy pertaining to branch offices can be established. Mreover, the

user can estigblrosisnassecurity policy pertaining to a network or a security
policy pertaining,to_a hqost by 20 nmeans of escribing a network or a
host. Operation Pédafred HOHMEND | chifRleCedlrit PL nol%8i8% ccorling to
the sevent berbodiaRBL L] essentially identical wwth that shown in FIG 5,
exclusive of"The foffow ng points of differences. 25 First, in step S5-4
shown in FIG 5 ansédgr iggpodisigntys dviatchi bawvst dislers deboniltdéd bhass of the

range re | bed ser.. Second, in step-S5-1 ,shown in FIG .5

i nqui riéés %‘ér’t% mgé(n%&)?%t%n}g?l%ﬁ% FEngF AT bRE 6P h%‘gifs%‘?t%r@f 30
prepared. Zhe cepondaaicit. of Hdivkierencea i s nebnisiwirkedblthat Ashlas been
descri bed, even when inquiries fall qutside 91 8 Cctober 2004 the range
prescri bed®k§ PREYUSEF1ITESCHO Fftialde@ rrcumh e @eligwstor pRdBI em on
establ i sShmanpoet 18nS8EUELLY syRLICYE EHEteﬁg HHES£§OELSO consi dered that an
i ntervi ewer skips such |an|¥|es, as requir 3. nce, 5 there is no problem
even when inquirThs amgerdemniesairibmis h 4 hosendescmiiltddni n woinriect aon with

the1ﬂf§t 58€399£§E%611cy is to be established. If an apparatus

and method for establishing a security policy are

adopted on the basis of the range, the user can

establish a security policy within only an area where

establishment of a security policy is desired, thus
15 affording convenience to a user.

FIG. 14 is a block diagram showing the
configuration of a security policy draft preparation
apparatus 520. The thus-illustrated security policy
draft preparation apparatus 520 is identical in

20 configuration with the security policy preparation
apparatus 320 described by reference to FIG. 10 and with
the security policy preparation apparatus 420 described
by reference to FIG. 11.

The two following points of difference are

25 present.

¢ A range of establishment of a security policy
prescribed by the wuser is supplied to the draft
preparation means 528.

* A range of establishment of a security policy

30 prescribed by the user is supplied to the inquiry
preparation means 522.

By means of such a configuration, the draft
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The draft preparation neans 528 shown in FIG 14 establg gheseropgcurity
policy draft. To this end, 10 know edge-based infornmation concerning
ranges within which the rules provided in the global guidelines fall is
established in the storage neans 524. More specifically, in the storage
means 524 are stored know edge-based information concerning whether rules
15 fall wthin the range of "hone office" or the range of "branch
offices." Bglfepélffélﬁé'@@e mearise kAW edgebBasbdés i af osgetiraty t peldcexf t

establish est abl i S.a sec |ty olic draft)_ through use
of only t rr%gttpu es fafa?Lg %r?%cjﬁhﬁﬁg rbé’ng Sre &1 'bed™ g heﬂget &E’ﬁser

this way, usetrheasi xéflfmia@ldwynéstabm@ur it ysecﬂg&llr.gl;,y ﬁam‘: ) wi@hibe
prepared wi thin the range prescribed by the user he sixth enbodi nent has

descri bed énréﬁﬁ%ﬁpé FRISE5 which the |an|ry preparati on neans 522
pr epar i nquir accogfganc on er (or
&5 FE2 chBrACCOLHANCE Minfiy O SRASL LI EAL] %r&%fnfa) gagpe

interviewee), as In the'casé of t ment  (Fl t he
i nqui ry prepapatesn omkand ns2d ks b&bantartgmj sangs tprepanvilsted ab@‘enber

with 30 gen ral_inquiri r egar dl of , his, jpob specifjcations. . Seventh
Enbodi ment ?‘&61 Fars aﬁ‘r‘?g%fr’r%cdﬁﬁ %e’d‘?%# g’fﬁtB 125684 BPEfer abl vy,
the neans whbshihgve beeaudescrddederirhieschar a{ﬁch actuakly enbpdied as

programs and a_ processor executing the program G 15 shows a conputer
602 havi ngPECRapdori skE Sher i aNBY0 PreEdg hecogbunmg et onedrt Hay ekche

10 inguiry preparation means 522 is not inevitable. The
reason for this is that the number of inquiries does not
affect establishment of a security policy. 1If inquiries
are irrelevant to the range prescribed by the user, an
interviewer can skip the inquiries at the time of an

15 interview. Consequently, supply of the range prescribed
by the user to the inquiry preparation means 522 is not
indispensable.

The user can speéify the range of establishment of
a security policy by means of varioug methods.

20 (1) First, the user can specify the range of
establishment of a security policy on a product level.
For example, if the user desires to establish a security
policy concerning only “WPN,” the user can establish a
security policy concerning VPN by means of prescribing

25 “VPN.” By means of prescribing gpecific hardware or
software, such as a WEB, an E-mail, or a firewall, or
gspecific functions thereof, the user can gpecify
establishment of a security policy concerning specific
hardware or software.

30 Next, the user prescribes the range of
establishment of a security policy according to an

object of use of the security policy. For example, the
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Prograns for perform ng operations of the inquiry prepa atigs s|ans 12,
the answer archival storage neans 16, and the draft preparation neans 18
described in connection with the first through seventh enbodi nents 10 are
stored in the hard disk drive 600. As a result of a processor of the
conput er 602 executing the prograns, the conputer 602 enables

I npl enment ati on of operations corresponding to the inquiry preparation
means, theusgrswdesareli vid stshradylelistears, sandrihy draficypr epdnat imen 15
means. Progr for eff i gperation of the _contradiction inspection
means 32, tr?gjtr{%& hesugggr‘\’{lggafz ti on dut FFE s 46?fiﬁ¥t df2% he %fat chi ng
means 41, EkakbifidHeel wWithatedafQr 08t AN a3kst a2t esd abli-ahAedt,greans 34,
that of the difference output neans 38, and that of the real system i nput
neans 36, &1 ¥he Peedkddei AgnERBGARCFn FI GThe digexst ofad i srelkdfyhard

di sk drgve ; HiRaRs the or . Lhe . ut er execut i ng
t hese progF%%(s%,blt%ﬁe corrpu?ér %oﬁ'e%@%g% e?%%‘%lpogér %%ongof§%q‘ﬁ%e ot
cont r adi ct b eicispeft ber owapsrBdsand lgpenadnons fofptdwcoihitig Meass.

Preferably, bt.he stoig_ag‘ef rreafs 14 described in _connection with the
enbodi nent SUEHr oV d&FS n°t h€ThaPRTPaFsk X i §LSEBHOP3E AT %t SE of the

conput er 6@dmmataehesrt he a-fer e@eirg prograns, thereby generating inquiries
and entering, by way of a keyboard 604, ahswers to the 93 8 Cctober 2004
i nquiri es from nedBer sFOftker or §hsi ABeDNCcans spemitfer thef wmgsepfanswers

may bQH?nt%%%gbaisﬂﬁgﬂy 5?15rH%%urf%?”ﬁéﬁf%&*kf@matﬂ@“%?éwpoint of
organizational structure. For example, 1if the user
desires to establish a security policy in connection
with only the “home office,” the user can establish a
gsecurity policy pertaining to the home office, by means
15 o©of prescribing the “home office.” If the wuser
prescribes branch offices, a security policy pertaining
to branch offices can be established. Moreover, the
user can establish a 'Security' policy pertaining to a
network or a security policy pertaining to a host by

20 means of prescribing a network or a host.
Operation required for establishing a sgecurity
poelicy according to the seventh embodiment ig
essentially identical with that shown in FIG. 5,

exclusive of the following points of differences.
25 * First, in step S5-4 shown in FIG. 5 a security
policy draft is established on the basis of the range

prescribed by the user.

e Second, in step S5-1 shown in FIG. 5 ingquiries
pertaining to only the range prescribed by the user are

30 prepared.
The second point of difference is not inevitable.

As has been described, even when inquiries fall outside
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FIG 15 shows an exanple in which prograns run on 5 the 6eBp&iRN4602 of
so-cal |l ed standal one type. However, prograns nmay be supplied over a
network. For exanple, there is preferably adopted an arrangenent in which
a client conmputer executes or downl oads the foregoing prograns stored in a
server each 10 time execution of the progranms is required. Security Policy
Draft The fi rst t hr ough ei ghth enbod nments have primarjly described
preparatioﬁ 8f€§%ﬂ§nﬁ%%%ﬁﬁih%%ybYdF Ftusﬂﬁédﬁﬁﬁ?t%PQE%Fl%%ed%eEGFlty

policy drafi&btR mzeﬁﬁis%'QHP%BB@L%%%CéQtQﬁlyéﬁﬂeBE’r sstabkishi-ng,a

security policy ch is no draft. In other word t he secur|t¥ policy
draft prepﬁpéﬂpﬁn appdﬁ@ﬂwﬁnknmﬂ@s ias alﬁanﬂqusxﬁﬁnmw esthabl i shnent

t d th ty_pol.icy draft doubl
2720 met ot BF=SaPURET RS oo BB BTy  “TntBrar i pr CHRPAS on noans

doubl ess asthesecuid t yiopalrdl erestabhi s,maaﬂt 1ﬂ§am§1eé\s s baeprdestri bed
above, according to the present invention, inquiries are submtted to

menbers of Wibh afiheeganicescrdkedandh kUMSIEAq| iwiths ekeabfishbd on the
basis of tpgLeasHkhant answers. Accordingly, a security policy can be
establ i shed easily. Further, a security policy is established stepwi se,
and hence erX|bTheedtaﬁtl$mmguraﬁ1ansemeanSy5230sh@mnnanxm&@e 14

|nplenented e 1 aki ng into consideration fhe organlzatlon S de5|res
(e.g., ﬁﬁég#ilﬁﬁeﬁhe | i RBFUC 9 8 Rt uber ‘Accor@i n§Pt8 t#B8present

invenUJDn khBflebgkebfked information concerning ranges within
which the rules provided in the global guidelines fall
is established in the storage means 524. More
specifically, 1in the storage means 524 are stored
knowledge-based information concerning whether rules

15 fall within the range of “home office” or the range of
“branch offices.” By reference to the knowledge-based
information, the draft establishment means 528
establishes a security policy (draft) through use of
only the rules falling within the range prescribed by

20 the user.

In this way, in the sgixth embodiment, a security
policy (draft) can be prepared within the range
prescribed by the user.

The sixth embodiment has described an example in

25 which the inguiry preparation means 522 prepares
inquiries in accordance with job specifications of a
member (or interviewee), as in the case of the first
embodiment (FIG. 14). Here, the inquiry preparation
means 522 may be arranged so as to provide a member with

30 gemneral inquiries regardless of his job specifications.

Seventh Embodiment (programs and a recording

medium)
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information security of an organization is determ ned, g@cbbatadohe

organi zati on can becone aware of the inportance of |nfornat|on security. 5
Since security nmeasures can be provided together wth the priority
thereof, planning of neasures for future infornmation security becones
easy. Mdreover, the organization can discuss a budget on the basis of the
pl an. 10 Accordlng to the present invention, a security policy can be
establ i shed in céAsitgsrRlvon bhe| inpang whishnekave Adwmmdi dgscribed present

i nvention, he u C S ob lines to be used_f
establishing a 1 rse%&ﬁt%% %llc Aﬁ%‘?&' %g togth T prestiit iaﬁgenf"i on, a
security putmeﬁsaz'e&@ﬁMUxm@edhmh@ﬁmghause of recommendati ons and

regul ati ons ai ne a specific line of business other than gl obal _
gui del i nes. Henc%,I an &t aﬁgPﬂﬁe % cEUPPEGET0 8971 | R§VHRY e 2pried®ed aBigkmat chi ng

i ne of5 businges coan Haei e palldrsird s Aceer diag.dig Lhe present invention,
the user can specify the|l ével” of rigorousness of security policy through

use of an indicaP@Pgﬁﬁmﬁidbnowgﬁeé@rmegthperaZEOascmﬂ?imwet@nqgéryaese?td
i nventi on, I ss _of a_securi.t po I cy can be adjuste
t hr ough usgtrlgﬁ g%\élq'r%l—t Cato go#é) gﬁ?oﬁ§ﬁ§'§§ y ccéﬁ‘r tf%g‘—[‘%% Prasent

i nvention, 16he sadgeciod Jdesirabl pshﬁaﬂhtﬂbna RESHE | t})’a p@i'e's%h‘:ﬁ%@l ben
epr|C|tIy 30 prescribed by the user. As a result, establishment of a

security pGPREFStarta %b??ldﬁmbfféﬁsérdéﬁFQRﬂhwn$QE%@t@e eabpdimedtsos

10 are stored in the hard disk drive 600. As a result of a
pfocessox‘ of the computer 602 executing the programs,
the computer 602 enables implementation of operations
corresponding to the inguiry preparation means, the
answer archival storage means, and the draft preparation

15 rmeans.

Programs for effecting operation of the
contradiction inspection means 32, that of the
contradiction output means 40, that of the matching
means 41, that of the wvirtual information system

20 establishment means 34, that of the difference output
means 38, and that of the real sgystem input means 36,
all the means being shown in FIG. 7, are stored in the
hard disk drive 600. By means of the processor of the
computer 602 executing these programs, the computer 602

25 can effect operation of the contradiction inspection
means 32 and operations of the other means.

Preferably, the storage means 14 described in
connection with the embodiments is provided in the hard
disk drive 600.

30 An operator of the computer 602 launches the
foregoing programs, thereby generating ingquiries and

entering, by way of a keyboard 604, answers to the
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8 Cctober 2004 Clains: 1. A nethod of establishing a seqipkfoyePfdgscy for a
predeterm ned organi zation, the nmethod conprising: a draft preparation
step of preparing a security policy draft; an analysis step of exam ning a
di fference between the security policy draft and realities of the

organi zation; and an adjustnent step of adjusting the security policy draft
on the basis of the difference or adjusting operation rules of an actual

i nf or mat i oANSSEERSHA XY PRBerS hef opgamirgariigatden-he Adasi madterhe

di fference s WasreLD t raft par.at p,.conprises: a preparation
step of prgganrmf%%hu?gﬁgg%%or%é?ségm%égéféﬁ blﬁﬁﬁ% 8%'§H1 6?@5 i zati on,
wher ei n t heepriepasatrhoasstemoueql ves preparation of inquiries on the basis
of job specifications of nmenbers to be_inquired; an inquiry step of
submitting the pFé&fardd iSRANT i3R EBATREE ndFh &HL-Chy PERERRS a¥WRI 61t i on
step ofg acgukr i e ageTets nsWer 'nggé I es; drafting
step of prepariggmgkggtfpgty poliivﬁhrafté%éﬁﬁigg%%5| %f t 8@§%gaérs. 2.
The net hodpPebgssmabmayhiorg sappdded tyepolai aptacedr.ding to claim 1, wherein
t he answer acquisitian step incl.udes at |east one. aof the steps of:
integrating the g%%mef?%ﬁé%ﬁ%éxFq?Eﬁ1algin@??ﬁ%ﬁﬁﬁyyfr?ﬂﬁgﬁ% g Bhe
acquired amzamgemand stari wBithe hnteuiahed asmpBESri NbReshigbggecpeans as
answers of a single nenber to be inquired;, re-submtting inquiries to
menber s i f SPYRLPEESC Ly Iaremeisgapragramfdett9ed il ansekByer eachher eby
resol vy CoRtfRLebbaRioANdrSEAL! Rackhangnsueta it he Storage neans; and
assi gning wel ghts to answers acc r8 ng tojo ecitications of the nenbers
. to be inquired BécoomntyallotioyyDaasiers are included in the answers, to

t-hereby estinmat e ,answers nd ow the esti ed an rs. 3. The method of
establishing a sggﬁrit§lﬁﬁgicy§££889 ingefgﬂg%y oﬁ@gﬁ 1PRBCE| ai HRVE or 2,
wher ei n, i priheriDgui d¥sorePpad atpespStpi ol hess NQU| ébeﬁra&s;ggﬁaﬂé&ed in

accordance with the |ine of business of the organi zation.
draft. Needless to say, the security policy draft

15 preparation apparatus can be used for establishing a
security policy which is not a draft. In other words,
the security policy draft preparation apparatus doubles
as a gsecurity policylestablishment apparatus, and the
method of preparing a security policy draft doubles as a

20 method of establishing a security policy. The draft
preparation  means doubles as a security policy
establishment means.

As has been described above, according to the
present invention, inguiries are submitted to members of

25 an organization, and a security policy is established on
the basis of the resultant answers. Accordingly, a
security policy can be established easily.

Further, a security policy is establighed
stepwigse, and hence flexible establishment of a security

30 policy can be implemented while taking into
consideration the organization’s desires (e.g., a budget

or the like).
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8 COctober 2004 4. The nethod of establishing a security gogkisy ARgording to
any one of clains 1 to 3, wherein, in the drafting step, a security policy
is established on the basis of recomrendations or regulations ained at a
specific line of business. 5. The nethod of establishing a security policy
according to any one of clainms 1 to 4, wherein, in the drafting step, a

security policy éﬁ established _on the basis of itens of global qguidelines
of one or a plur &FFPFBAGt ies L APe RAS IR b ReRELPD: 6. ENPheshRER 0@ Tof

establ i shi AgraraReYon YsHht L¥y 630" 8h NG ARk qRG Of s Ch@it'é&m&ntga S,
wherein, in the inquiry preparation step, inquiries are generated dn the

basis of i®enstéRat gitdisal qudatel Zaieonf ome opbecopkuravaty obft ypes

prescri bed. r. ¢ .The method of est.ablishing a security policy
accordi ng §%$§%§%%%§ S PARIAE IR §eCUhifYein, in the establishnent step,
a secursty policginseesi@dlishedmensiikesbasds Bt girovivhigategether

ri gorousness of security policy prescribed by the user. 8. The nethod of
est abl i shi W&t8 sEREri PHLIp6EERy Eeebref ng Rlpnminoneof nepgimest for7,

wher ei n, i@ukﬂ%ei@%ﬂdﬁh&y¥§¥”§g4d¥5 Eﬁbcééﬁégegﬁirieﬁo@%SvggneEﬁged on

the basis of an indicator rigorousness ity polrcy préscribed by
t he user. 9rgfhezmstiood oHn edtiablisshiangbadgeturdrt ytipel beypiaccef dthg t o any
one of the_preceding clains, further conprising a diagnosis step of
diagnosingp?ﬁg'security state of the organization, wherein a result of

di agnasi s per f or pedoirAlihBe Hbagfsi pedfdnd S isHRMdiRA tQ tBecurity

organi zation, wherew th the organi zati on can beconme consci ous of a
necessity PBLigYsewdfti b§ ﬁﬁﬂQégésﬂﬁﬂ TRe qandictewit e ablfi stingy afsecurity
policy accgpdipg-0 any one of the preceding clains, wherein the analysis
step conprises at least one of: a contradiction inspection step of

i nspecti ng whet haccordnoy dent thdi prememnsiwvenaten, | _ikudeter nchhe
answers; a first difference detection st of inspecting a difference

bet ween anSPRFSFHaFEP2 3%3%§%¥&9?%a??yggeﬁ%ﬁﬂuﬁaﬁ1??ﬁ??%%$%l%$ £he
ansmem&sandebﬂeiggcgbqaﬁypolicy, by neans of conparison; and a second
difference detection step of verifying the virtually-designed information
syst em by neans Bfcexdingat ton Wic a nnsgennf dnventdensystensaadringpect i ng

a differenﬁSl%Zy8igb%%Q%%f%§%%d through use of recommendations and

regulations aimed at a specific line of business other
than global guidelines. Hence, an elaborate security

20 policy more preferably matching line of business can be
established.

According to the present invention, the user can
specify the level of rigorousness of security policy
through'use of an indicator of rigorousness. Further,

25 according to the present invention, the level of
rigorousness of a security policy can be adjusted
through use of an indicator of rigorousness.

According to the present invention, the range of
establishment of a security policy can be explicitly

30 prescribed by the user. As a result, establishment of a

security policy for a portion of an organization can be

effected.
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between the verified information systemand the security gebbsdogualt by
means of conparison. 11. The nethod of establishing a security policy
according to claim 10, further conprising a neasurenent step of devising
measures addressing the inspected difference in conjunction wth the
priority of the neasures. 12. The nethod of establishing a security policy
accor di g to claim1l, further conprising: a priority planning step of
plannlﬁa ¥r sequence of priority, inplenentation of the security measures
whi ch have been devised with priority, thereby enbodying a budget of the

or gani zat,i on 3. The t hod o | shing,a securit ol i ding to
cl a'm 1h Ageted o, RGOy BRIy oh ATl A b Bty

syst emdopiprigmgagi ng the establishing a security policy: introduction of a
security syst trai for_conpellin ees_to respect a security
policy; and @%?r%?af%w&g% R PlRyeParing A ?‘%PPWQ?OE y§aﬂetmr k; auditing
operations o driztysiastes obdxatiging acliffdrénceBiwean tha@dcurn¢p¢|&wdreqt &g security
policy. od .of establishing a security policy according to any

one of rg%ﬂﬁeﬁgp%efrg%m@mn % t her conprising: a security enhancement

measur e adjidteerisies om;lﬁna@ theef séctmtlymw dirﬁﬂ ohhl@e BagisI6f thy differagediors i n
accordance Wt 15. A thog

i shin securit |cy
oy + i oferahch BN ir by b Frmanar Py RElENado 1 BEttasil chdae |
nmenber agfs dithe diffg@nt&aivhadin thb er grepdratis ﬁBﬁbﬁﬁlpﬂsﬂesSt ep invol ves
preparation of |n% iries on the basis OF 'oﬁg&. (g i ca |on of menbers to
e T oaai 1 0.2 BrPRAtn SEP ol Biseafng DRHTeS Ikt SR BRElrERbPRR ARl e Lo t he
me nbﬁr SOrgatiizeAiDg W&Hieramcthe sretpemloﬁ tsﬁm |ﬁ\'§0l\£€s€mépsa}r9®rf dif(bh:imﬁr:]& JEtAB BaSis answer s
totean|r1e S i shment step of establishing a security

o | oy 1o SteaicB st Gp S I BousURds 5 Ot ober 2004
p y
an inquiry step of submitting the prepared inquiries to the members;
an answer acquisition step of acquiring from the members answers to the inquiries;
and

a drafting step of preparing a security policy draft on the basis of the answers.

2. The method of establishing a security policy according to claim 1, wherein the answer
acquisition step includes at least one of the steps of:

integrating the answers acquired from a single member from among the acquired
answers and storing the integrated answers into storage means as answers of a single
member to be inquired;

re-submitting inquiries to members if contradictory answers are included in the
answers, to thereby resolve contradiction, and storing the answers into the storage means;
and

assigning weights to answers according to job specifications of the members to be
inquired if contradictory answers are included in the answers, o thereby estimate answers
and show the estimated answers.

3. The method of establishing a security policy according to any one of the claims 1 or 2,

wherein, in the inquiry preparation step, the inquiries are generated in accordance with the

line of business of the organization.
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16. The nethod of establishing a security policy accordigi@ctoBeCddigm 15,
wherein the answer acquisition step includes at |east one of the steps of:
integrating the answers acquired froma single nenber from anong the
acquired answers and storing the integrated answers into storage nmeans as
answers of a single nenber to be inquired; re-submtting inquiries to

menbers, i.f contradi ctary answers.are.included . in the swer o t hereby
esot ver-dbRTSahPERt SRRl 8 ERHE pEic SrefGose Prt 8% AEVEI S rean: —and
assi gniwigereia| piths dtaftirgnssw nseaoio pdicyds tstapkdhed paché bass bbns of the nmenbers
to be inc‘i_Jli re& tif contrﬁgi ctahf/ answers a@_g if:b;llﬁuded in the answers, to

t her eby &SP MFRYIOR QL&A AUBIHAHIeY At AP PEREC & PR SSinswer s. 17. The met hod
of establishing a security policy according to claim15 or 16, wherein the
establ i nt st i nval ves establishnent of three |evels of, security

ol i ¢ TR Shelfiod BeosieGe o 5Bty bR ERke By BarY ey PRGOS | bes. t he

or gani zelérein, & thedeaépily sty a geoliitg polayris establivhet vhdherbisioof ikaeusfigiobal | n
conformt I a corporate-|evel security policy which

W t h, gl obal  quij.delines:
doscri bedelies 5 e Rl RIFaLiy o PPES P st BABttyi ng tho execut | ve- | evel
security policy; and a product-level security policy which describes
nmeasur e 0 i I n .he executive-level sequrit ol i,c. j ref erence
Toot he &8 shelBad PEiathding B Boly “CaoraP Gt e b o §sel Bl Shing
secur i twhgreihj imthaihgairyg pregatation kiepningUiriesvrer geineratdbon ther psisadfétehe\od|
ribes s nformation security system of

[ i cy,. d f h
The ovlSTLEPYERRT sbr Bhe PARIRCb Hiere et ¥Bed B Bhual cqui prent <
constituting the information security system of the organization. 19. The
t hod of t apl i shi a . it L di t |, &ai 7 18,
wher of 116 hagpos St HhuSuf 8 ebinty SOl REERALP ahEehe bR ogt
pr oductwhergial ingbé estaklishmeahstky, a seduritygtolit\eie alstabished drythp dlakie wf descri bi ng
o of i ndi vi , e ' it Ci it
et it AL T bk A Bl o oD Secur LY

settings of individual equipnment constituting the information security

system I 1l e in specifi.c ui pment 99 t ober 2004
0 Theb TERREGG SRS - (300 BoRP b e IR BEE bl Bredhy one of
t he pr eefegeingindhaingsiry preparation step, the inquiries are generated on the basis of an

indicator of rigorousness of security policy prescribed by the user.

9. The method of establishing a security policy according to any one of the preceding claims,
further comprising a diagnosis step of diagnosing the security state of the organization,
wherein a result of diagnosis performed in the diagnosis step is submitted {o the -
organization, wherewith the organization can become conscious of a necessity for a security

palicy.

10. The method of establishing a security policy according to any one of the preceding
claims, wherein the analysis step comprises at least one of:

a contradiction inspection step of inspecting whether or not confradictory answers are
included in the answers;

a first difference detection step of inspecting a difference between an information
system virtually designed on the basis of the answers and the security policy, by means of
comparison; and

a second difference detection step of verifying the virtually-designed information
system by means of examination of a real information system and inspecting a difference
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15 to 19, further conprising an analysis step of exam nig\@c@né&h ddogr ence
between the security policy draft and realities of the organization; the
anal ysis step further conprising at | east one of a contradiction inspection
step of inspecting whether or not contradictory answers are included in
the answers; a first difference detection step of inspecting a difference

bet h f t t I desi d
on. 1 he bsher G PiiiskinBiertEh 5tent and ootk BRI BHE Pt Blcona - O

di f f er econrepatiedrecti on step of verifying the virtually-designed information
system by neans of exam nation of a real information system and inspecting
a difference between the verified information systemand the security

pol i cy i The methyodastablishing aspeauritys pelicy atcording torelkine do Jrties tcabiprishg ag a

S ep ofMeRyrTay S et i At 4R Aol O PG AR R RO i t

t he prw:mﬂwéprlcfﬁtytohmemmress. 22. The nmethod of establishing a security
policy according to any one of clainms 15 to 21, wherein, in the inquiry
preparation step, the inquiries are generated in accordance with the 1line

of I busi12The g‘fetlﬁdﬁeofwsmnéml@g ia@ecurﬂf,Bpol"Ebieccmftilhgdo obinest, Efbﬂtﬁta_lmbnmlr']iang:ecuri ty
pol i cy accordi in, int

ot abl i ehmer P SaiYe 8P 7 Bt seuvkis ah et aismentBa st feor

r ecomresedarity enemsoresiverieh latviedeen aicuieed aith arisitecthéicby binbedyifig b batgetss the24.
The net hod .of. establishing a security policy according to any one of clains
15to ﬁ?amﬁ'gpei n, in the establishnment step, a security policy is
established on the basis of itens of gIobaI guidelines of one or a

plurali pr ri.bed stablishing a
Cecur 107 BBp MR RELerBRAG S argprBnbOBH aefaining W aBR Mo 2 Wi ER I T e

I NQui r ysepurtp areEsLI@S conppise | Nqui ries are generat ed on the basis of itens of
gl obal gui delines.of one | ur.al cribed by a user. 100
3 Qotober 2GR BN ARSErT o B Huh i s SehtRG BBRIRT PORICI 2y "accor di ng
to any one olhtrmﬁmhmoﬂaﬁséaun%ystewﬁqer ein, in the establ i shnent step, a
securit st abl of. an indicator of

r oo ot e folre i BRloERRl HhrisEs BERlM SR Lsor

analysis of system logs;

monitoring of a network;

auditing operations on the basis of the security policy; and
reviewing the security policy.

14. The method of establishing a security policy according to any one of claims 11 to 13,
further comprising:
a security enhancement measures implementation step of implementing the security

measures in accordance with the plan.

15. A method of establishing a security policy comprising:

a preparation step of preparing inquiries to be submitted o members of an
organization, wherein the preparation step involves preparation of inquiries on the basis of
job specifications of members to be inquired;

an inquiry step of submitting the prepared inquiries to tihe members;

an answer acquisition step of acquiring from the members answers to the inquiries;
and

an establishment step of establishing a security policy on the basis of the answers.
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27. The method of establishing a security policy accordig\@cihgeatipgone of
clains 15 to 26, wherein, in the inquiry preparation step, the inquiries
are generated on the basis of an indicator of rigorousness of security
policy prescribed by the user. 28. An apparatus of establishing a security
policy conprising: inquiry preparation neans for preparing inquiries to be
submtted to nenbers of an organization;, wherein the inquiry preparation
means prepares inquiries to be submtted to the nenbers to be inquired, on
t he basit Toeé mathodqfesidbiisting asecuwity pdiiey mecdrding td daive15,iwhareindhe aiswenge

nmeans for Qri . rs.to e J.nquiries; answer archival storage neans
for acq%ql'"%h'ghfg%ﬁﬁgﬁigrém}éﬁﬁ ﬂéetﬂgﬁte\%f’g to the inquiries and storing

t he answer s integmtin ¢hestremegeacnpired fromralsiegle atmisshfrent amermihefagtuired

est abl i shj ridy.noli n. the I s.of the answer stored in the
ot or agd HeaRhBEoHE ¥ IBRrREA b T8 orPoginen A SRR T e F HBRRC

accor dimember tolbgiimud®d; wherein the answer archival storage nmeans

e 2L o AuPIURE Mol i bh AR By Re8R SRIRE nRiAR AR e reans
as ansvaswer, tatherabglresolveestdnéraditiionseandreeringdbe answere irdalbha dteragaqeans;es t o
menbers_if contradictory answers are included in the answers, to thereby

resol vé cont r adi ction, and stores the answers into the storage neans; or
assi gns wei gdssigning veaighvie csarsaeos acooglingto) jolh spemificafiorsadfitionmeotbetste beenber s

ner cby" SR o B ERR) Rl R R bl L B BRI 1

appar atamsl digplayethe abtimsiedmagsaersecurity policy according to claim28 or 29
wherein the establishnent neans establishes three | evels of security
policies: nanely, an executive-level security policy which describes the
or gani Z&t iTbe nesticeshafegstabilisting poedwily paicy eceirdigg tnéleimrtd bote, séewinthe in
conf or @si%liﬁﬁg?t%keg@ﬁboz%é' éjs%tlligﬁrﬁéntaofﬁ%ég%rvﬁ%%f 'sSA/Lﬁh;{ palielcs: as/rpag' i cy which
descri bes an I nfor I on Security system erbodying e executi ve-| evel
security polarcgxecative-1@0d s€cu@ity piliey whiibdescrirasdbe brdasizatiorse cancepiyambl i cy
whi ch | 1o ] e Lvea . | | security policy
W th r RBL B AR oo okl S Gb ] fagriRes:
a corporate-level security policy which describes an information security system
embodying the executive-level security policy; and
a product-level security policy which describes measures to implement the executive-level

security policy with reference to the corporate-level security policy.

18. The meth.od of establishing a security policy according fo claim 17, wherein the
corporate-level security policy describes standards for the information security system of the
overall organization; and standards for individual equipments constituting the information
security system of the organization.

19. The method of establishing a security policy according to claim 17 or 18, wherein the
product-level security policy includes two types of product-level policies; namely,

a first-level security policy describing settings of individual equipment constituting the
information security system in natural language; and

a second-level security policy describing settings of individual equipment constituting
the information security system in specific language used in specific equipments.
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31. The apparatus for establishing a security policy acgopngbpg dop4cl ai m 30,
wherein the corporate-level security policy describes standards for the
information security systemof the overall organization; and standards for
i ndi vi dual equi pnent constituting the information security system of the
organization 32. The apparatus for establishing a security policy

accordi 31. wher |n t he roduct -1 evel . security pplicy
o uae T8 i elbieisnie o RavEY Polsy e BEBISHRY i e 5 e BRims
secur i t16 fpolg, fythéesamprisingarsatdlysigstep bf éxathining aalifferenveratinden thorsturityit i ng
the inf {i.on seg ystem i.n natural |anguage; and a second-|evel
securi t@? %ﬁf%"&é’%&‘%?%@e&é@eﬂ‘mg of i ndi vi dual equi pnents constituting
the infor natﬂnetanalqaslstetpyfurst}atoempnsmgaEIeiaéﬂcmelcﬂnguage used in specific
equi pnen

. oned binteatiping 3gS N sioo o e Eing BheR s BT PryPBRE ISR 0 °

gener atiasludetjunithe assweds;be submtted to an interviewee in accordance with

the Iine of business t he i zatio 34. The.securit oljc .

ot abl  shient - aprilat AEeBEe PHPRIPT SRRt neRetig @ SIETance ps R4 Yookt o

t he estmdiity atdreminforamtion egdterh virkiathys desigrestiwn thy bpsik ot theamsivbe, baaieanobf | t ens
of recommendations or regulations ainmed at a specific |ine of business.
35. Thecogénc?ﬁ'F?rf)? gol icy establishnent apparatus according to any one of
clainms 28 to 34, awdrendidifferdrecaiztentibn sﬂepmﬁvemmagmeaﬂmmyideh@rseca security
policy t he bas] i tens Uld urality of
Pypes” pRRULATIAISIR B meafs St aio st ar iy o o) PR ePeRI L par ut us
accor di migerenceammweeretmfveuﬁed infor@@tidrosydem amdilﬂ-reeaenumly@ohcmaﬁt yoypneqrarait i on
means nerates inquiries to be submtted to interviewees, on the basis of
itens o ana(glggn gui delines of one or a plurality of types prescribed by a
user. 37. The security policy establishnent apparatus according to any one

o S 3 PR Py G RGBT AORY PR RRRE 2B ARk P Bpeapcy
prescri rbeabuo@mdamteste;s@‘rdewkma rBedsutestie the?Dgecdai difftrense ducortiyngion intly the

est abl i 5ftﬁeor%%r s according to any one of clains 28 to 37, wherein
t he inqDsr EIg)ﬁprepara 0N means generates inquiries, on the basis of an

i ndi cator of rigorousness of security poli cy prescri bed by the user 39. A

ot hod of TRAEREIRKG JsHBiShAl £ By B SUE RelipB L ShPRY SRR g8y L hod

conprising. an 1 nquiry
submi t twakreio, lnﬁhde)mqmry)breaaratlon step, the inquiries are generated in accordance W|th the

line of business of the organization.

23. The method of establishing a security policy according {o any one of claims 15 to 22,
wherein, in the establishment step, a security policy is established on the basis of

recommendations or regulations aimed at a specific line of business.

24. The method of establishing a security policy according to any one of claims 15 to 23,
wherein, in the establishment step, a security policy is established on the basis of items of
global guidelines of one or a plurality of types prescribed by a user.

25. The method of establishing a security policy according to any one of claims 15 to 24,

wherein, in the inquiry preparation step, inquiries are generated on the basis of items of
global guidelines of one or a plurality of types prescribed by a user.
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organi zation, wherein the inquiry preparation step involggsi,péerpuati on of
inquiries on the basis of job specifications of nmenbers to be inquired. an
inquiry step of submtting the prepared inquiries to the nenbers; an answer
acquisition step of acquiring fromthe nenbers answers to the inquiries;
and a security state assessnent step of assessing the state of security on

t he basi f t swer.s.. 40. Th t hod of. assessin he state of

toeur 38 3P gitBo STERIHIRnG & seGiTRy MYy SCeTaaIS 61y ol g daires: 8o 2o ver

acqui siwhersinsingthe establishesent Stepod sddudity miicpisétadlisheangee basisdf agqui r ed

answers, i.nh a case where (tahe answers are rc?vi &ed by an nenber to be
DeFelposiit B

i nqui r ¢B9IGRET Aigor VEPLCYRLESSF % U45¢bl ves storage of the

i ntegrated answers into storage neans as answers froma single nenber to

be i ' . 41, t f [ th t at f it f

or gan g9 ethod O SERRERGS'R o8ty 86Ty 2othriig S pRY A L AES 15 2B g

}nqui rielsertin, inehe irlgoiry pepatationerhetne imfuiridaere gegaaicdain the basis of @age nmeans
or star

I.,ng answers to the inquiries; an h %rchi val storage neans of
acqui ri'H@'C%PB 9L HrBfR? éePWgyBﬂlé‘iW%scf‘g‘% LN YEhiries and storing the
answers into the storage neans; and security maturity preparation nmeans for

repari a securit ri.ty report representing the degree of maturity
gf gec 'N,apgﬁrqt%gfﬁ%tbﬁsrﬁ?a’?ﬁﬁ URSRICY SeMBIYEY n the storage means,
wher ei ndt he iamwremreﬁﬁmmb%ﬁf@r a@ﬁamﬁ;ﬁiﬁquiﬁ@é agiaaétﬁﬁnim%cmgirgmt)@r@mns andb
acquired answers in a case where the answers are provi a | er to be
e r cttoRHEARRs vl S N e AT RS dinires Bioblef Fbe HudpET &
answer sthe memidre tsbheoinggisedyea s Basis eich\epctifichtionsaf thebmbertb ®e ifduired:
i nquired. 103 8 Cct obeqr 290.4 42. An taq%,lﬁ%zer. for analyzing a difference
bet ween a se ﬁrrap?{/"eﬁgfi%f A ANRWPISAS g'ﬂfﬂes'system of an organi zation,
conpri si ng casiveadichivabsionags pesing ¢or acgairisg from the spedierniewnetvbarto tie not
contradj ct.i.on e(i%sts bet ween .itn i vitdual ansvers, in response to inquiries
submi t t'BAIHE FEHERI 1B APRESTS ING AN HGHEI8 ISy

establishment means for establishing a security policy on the basis of the answers
stored in the storage means.

29. The apparatus for establishing a security policy according to claim 28, wherein the
answer archival storage means

integrates the answers acquired from a single member from among the acquired
answers and stores the integrated answers into the storage means as answers of a single
member to be inquired; or

re-submits inquiries to members if contradictory answers are included in the answers,
to thereby resolve contradiction, and stores the answers into the storage means; or

assigns weights to answers according to job specifications of the members to be
inquired if contradictory answers are included in the answers, to thereby estimate answers
and display the estimated answers.

30. The apparatus for establishing a security policy according to claim 28 or 29 wherein the
establishment means establishes three levels of security policies: namely,

an executive-level security policy which describes the organization’s concept and
policy concerning information security, in conformity with global guidelines;

a corporate-level security policy which describes an information security system

embodying the executive-level security policy; and
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contradi ction output neans for outputting information akoytibdedoaspect ed
contradiction. 43. The anal yzer for analyzing a difference between a
security policy and an information system of an organi zation according to
claim42, further conprising: indicating neans for indicating the
contradiction on the basis of the information about contradiction;

est abl i shnment ans for virtually establishing an informtion systemfor
the  or gani ZPTHC IRV pretsharaiog hich desrings reehsitss 1B IRRERLHP SO e and
di f f er dews seclripupoiinp Mith réferencd totietdongratedévd esamigepdiey.ween t he
configuration of the virtually-established information systemand a
security policy, by neans of conparison. 44. The anal yzer for analyzing a

di fferesic Erhbeppaemdsaors@mmmilhiyg a&b§m¥ gﬁltbgmcbrﬂfr@rtaataim 130, wyfrémm@f an
organi zati on according tao claim4 rther conprising: real systeminput
means. (GIPEREAFTR AECREPTIaY JPTRPES Rrengaaiordhe Fempign oy wRteim el the

ent er i nayetdeorganifatigny saxtd standkdd foe indiidean@duipmerstysahstititirgrtte thidrfrastiemce out put
means whi ch& ver.i f iogihthe Vi rtt ual | y-establ i shed i nformati on system by

r ef er entSUHR SYHEMA NG YIPUEFUR- of "the information system and outputs a
difference between a security policy and the configuration of the
virtual]y-established infaornmati on system which has . be verified. nmeans
ot comi 1 B8 APPHETS OrASFIGE paPr Y PRI RAROdS STt SD ARt VATRBAY or

adj ust i produdieeviebseebirigfpolidyginciotdeneestypes ofpretetievelpdlioksmametgnpr i si ng: a

ri gorousness_adj ustnent .step of replacing the rules which have been

Getor mned. HieHERe TaRuny by esh Bpdoiibe b il el U pPaS B rediMine user
W t h r uhfesmatitncdeicodty tshstemiim daited! danguagel amdmer ge and out put step of mergi ng
the rules matchi ng thF i nd{ cat.or . of él aorﬁjﬁsneés . J‘dr om t he l%i%l nnk.ﬂg Wt h
the rules t AT PARNE F§YBVAYREASHENE SEHEAT OL PN IHa\RAUPIRNIT Ed'SIHENT 1 ul es
not natthdingntdtien sediritasyetenamdspetifio ldngubge osed ihapesfigeglipruérets. 104 8

Oct ober 2004 46. A security policy rigorousness adjustnment apparatus for
adjusting the |l evel of rigorousness of a security policy, conprising:

ri gor ouEnadhs sadlritspotien estabkansndnd apparplus Gicogrdingdo Boy ese ohdlaimsizdve 3Been
determ ned . not. to. match ]E.he indicator, of ri oro%snegs.l%r?scri ed. by a user
with ro¥ eé'e'HélEecWﬂH’&’ pigEaration means generates inquires to be stbmitted 1o an Intsrviewse

in accordance with the line of business of the organization.

34. The security policy establishment apparatus according to any one of claims 28 to 33,
wherein the establishment means establishes a security policy on the basis of items of

recommendations or reguiations aimed at a specific line of business.

35. The security policy establishment apparatus according fo any one of claims 28 to 34,
wherein the establishment means establishes a security policy on the basis of items of global

guidelines of one or a plurality of types prescribed by a user.

36. The security policy establishment apparatus according to any one of claims 28 to 35,
wherein the inquiry preparation means generates inquiries to be submitted to interviewees,
on the basis of items of global guidelines of one or a plurality of types prescribed by a user.

37. The security policy establishment apparatus according to any one of claims 28 to 36,

wherein the establishment means establishes a security policy on the basis of an indicator of

rigorousness of security policy prescribed by the user.
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indicator; and nerge and output neans for merging the riy§ @sop&t&RidH4Ng t he

i ndi cator of rigorousness fromthe beginning with the rules which in the
ri gorousness adjustnment neans have replaced the rules not natching the

i ndi cator and for outputting the nmerged rules. 47. A conputer-readable
recordi ng nmedi um havi ng recorded thereon a programfor causing a conputer

to perf r t.ion procedures for eneratl |r| s mhlch
per Lo % aheeargny ol SRR Bb SRS Ty RoLL B P CdinE e

or gani aettérein tbmhlxqairyeprtepatmmns uizaht gederttes iejulrizssothe tasis otbag&rndumfbn otﬁ n,
wherein.in the i A @P atlgn gr cedures, inquiries to be submtted to
i nterV|r@feé%l§8n8?Seé%§ﬁgpr(¥tp8 YIS H e% e BT il ob specifications of the

i ntervi enwees; answer archival procedures for enterlng answers to the

gener at i ngui i es and or, the wer s |nt ans;: . and

0ot abi i Eh AP BE B e Msr bR by S iowatiation B BT Sl st asi s o
the answer &arsihqquarepamhm stepbaguepam@:squm& to'lBeesubaﬁﬁnrcthorngemmis wfran
accordlng%to cl ai procedur t he

t wﬁnr the Mer & bt i eS answz s 'Vt%l ]

answer LT4RYERIPBAVPFEIR e NAygY B %%81’ 1P YRS RCR RN A TS 0DRr s are
i ntegr aiasmofqmtdsndme*camwmembmmlaqmml stored into the storage neans as
answers of a si e ui red; .0 hts are assigned to
Anower s accdliT RO Sef Bbeemuline F.arPaiet Fiours BTl BoRs 0 hqui red i 1
cont r adi ct oran ansswe aequisitiori step ofladjuirimgtitoen thesweanisers binswdrete the ieqditiesmt e

final a?qswers and display the estimated final answers. 49. The recording
medi um&€cor di ng to claim47 or 48 wherein, in the inquiry preparation
procedur es, a seprity dstetagsdssnmmbstep oédsdeasind the staterof sesveibsorathe peiserf dtieed on
t he basj %&’%f the Iline of business of the organization. 105 8 October 2004

50. The? ordlng medi um according to any one of clains 47 to 49, wherein,
in the establishnment procedures, a securlty policy is established on the

or eser {19 dMByetfin, & A28 Bminadie dte BBl BB SheeRiBiti R s g GHBRD. o
cl ai s wiiereia tﬁ@ansmmflaeqmsmomslbhmuomann‘cggratnmcpfepraﬂmmqsmm_emhdasqunredne
| nqui “a%%w%fs in%eCHsG %Fh%? gatg@%? aasrézwc%de%q)y AhERb 1o induidA"WHEAESS Of

security polilcy prescr D
provided answers before, and involves storage of the integrated answers into storage means

as answers from a single member to be inquired.

41. An apparatus of assessing the state of security of an organization, the apparatus
comprising:

preparation means of preparing inquiries to be submitted to members of the
organization;

storage means for storing answers to the inquiries;

answer archival storage means of acquiring from the members the answers to the
inquiries and storing the answers into the storage means; and

security maturity preparation means for preparing a security maturity report
representing the degree of maturity of security, on the basis of the answers stored in the
storage means, wherein the answer archival storage means integrates previous answers and
acquired answers in a case where the answers are provided by a member to be inquired who
has provided answers before, and stores the integrated answers into the storage means as
answers from a single member to be inquired.
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52. The recording nedium according to any one of clai ns gdcih8erboswher ein,
in the establishnment procedures, a security policy within a range of
establ i shment prescribed by the wuser is established. 53. A
conput er -r eadabl e recordi ng nmedi um havi ng recorded thereon a program for
causing a conputer to perform inquiry preparation procedures for
outputting inquiries which pertain to itens required for evaluating the
degree of maturity of security of a predeterm ned organization and are to
be sub4p. Ahemalygemfentrealyiraf a tiffercptg doivaath iacsecunty okdyraridneh infofraation

preparati rates inguiries to be submtted to interviewees, on

gn neans gene ( _ :
t he basﬁy§eg}ojac5b°r§g@@Wcﬁqmgﬁ? f the interviewees; answer archival

procedur es fanhtraditifon ingpeatismereans for inspectinigputidtied or ngldoniradiciordexdtor i ng t he
neans., and securit,

answers_into storage mat ur..ty, preparatign procedures
for pr dpavesyRa Vel PFG s crronse Papaiites supiteidnigbene” feor ce o

mat ur i torgadizatieopand y, on the basis of the answers stored in the storage
means. 54. A c ut er-readabl e recordin di um havi .recorded thereon a
bt ogr am f or SCATBRAIE SRR aaS o eEr R et R BR Bpefdoect  on

pr oceduwoasafliotion. nspect i ng whet her or not contradiction exists between

I ndi vi dual answers submtted in response to inquiries which pertainto
itenms required for ascertaining a difference between a security policy of

t he pr etieTae anaigzer fargahizngtd diffieranck betweah arseadrity polky ind randffoinhetion

or gani zat{ an fand V\:hi.Cf‘{. have geeq Stébm Etfea to menbers of a predeterm ned
or gani Z2P 10RO ARYSTdAPEACEYEY B HERL A2 HBRYSIPRESNGr out put ti ng

i nf or mat i on iadicatingtrheansrispaditaithg the nbmtediictibn on thel BdsiBofdhe difemalioddbdi. The
recor dicpog n&dl um according to claim 70, further conprising: indicating
procedu ga 8?°q’ndi cating the contradictions on the basis of the

I nf or mat i on estdbdisitmemtmie=agifor virtuglly estzlldhirghareinforpatioreshstees fdrdie vi rtual |y

est abl i shi 1 ' ' 0 i nf I..Qn, stem of the

or gani Zoirg%nﬁ%noﬁf?nﬁﬁég%gg?@h%%ﬂw%rsi%gv?gPgﬁtﬂa%icélgg,fan?ém radi ctions; and
di fference aliffgyencepouwdpeaneans féravutpuitina tifagnae tefweendneeortiiguratiem of the
conf | gl{}’ir?l}alll?-%sf%iished information system and a security policy, by means of comparison.

44, The analyzer for analyzing a difference between a security policy and an information
system of an organization according to claim 43, further comprising:

real system input means for examining the information system of the organization and
entering the configuration of the information system; and

difference output means which verifies the virtually-established information system by
reference to the configuration of the information system and outputs a difference between a
security policy and the configuration of the virtually-established information system which has
been verified, by means of comparison.

45. A security policy rigorousness adjustment method for adjusting the level of rigorousness
of a security policy, comprising:

a rigorousness adjusiment step of replacing the rules which have been determined
not to match the indicator of rigorousness prescribed by a user with rules matching the
indicator; and

a merge and output step of merging the rules matching the indicator of rigorousness
from the beginning with the rules that in the rigorousness adjustiment step have replaced the
rules not matching the indicator and of outpuiting the merged rules.
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the virtually-established informati on system and t he sec@Qdgbep@lity,
obt ai ned by neans of conparison. 56. A conputer-readable recordi ng nedi um
havi ng recorded thereon a programfor causing a conputer to perform

ri gorousness adjustnent procedures for replacing the rules which have been
determ ned not to match the indicator of rigorousness prescribed by a user
with rules matching the indicator of rigorousness; and nmerge and out put
procedures for nerang the rules matching the indicator of rigorousness

f r om t hé8pR §eeibheClaY fBCRoHENGsg 18R siRer IRPParatusdor adjerting direlsvel afj ust ment

pr ocedurigoayifess P h ae8stty P&licy Uditpriadlg: Mat ching the indicator and for
outputting the nerged rules. 57. A programfor causing a conputer to

perform i nqliferpupiessadissiresnt fresee derrrerlagiog theeies arflieighavedigen idetermitiedh
per t ai nnbOiolh AEM tHeQRMIEAS of rfgggou%ﬁés%bdrbiégfbeg b9 aSREHith Vuuénggﬁr;%&mnafth@

predeterm ned organization and are to submtted to ers of the

or gani z dicgier; rein, in the inquiry preparation procedures, inquiries to
be submi ttegdq hid SHYLEHESS 1B ReRfRPhatRd %h{w@' ' '
speci fications %?‘ t he Fnt ervi evveeg; answersarc |I at Qgirdgcgggd-tﬁggo?g?ness

ent er i n§oR8aBPINkIRG tHifl tarriasawiieh indherigpreysnass adistient gnacne hawe ralaceiint o
st or agetr{@%lé%:noaﬁﬂt&aﬁ{gqﬁé IrRRERIHanB TASRABILGR them&géfRdsshi ng a security

policy on the basis of the answers stored’n the-storage neans. 58. The
program according to claim57, wherein, in the answer archival procedures,

the angawex soRp@Hi-Fdabk P8 Ading AERIMRIRGS rddoRIBIARTRY, g?b?ogﬁlsm&f&%mgsw S

are integrated, and the integrated answers are stored into the storage
neans ad CARPHEY & BRfAIMsi ngle nmenmber to be inquired; or 107 8 Cctober 2004

wei ghts are mirpa@ﬁaﬁaﬁoﬁgmaéreewqe@tbmn@ thauftis SRH ér{aﬁiﬂogﬂaﬁus%%&iﬁb%
menbers_to be inquired if contradictory answers are included in the
answer s foregtapliing,y searivbhraliey pf fHglorganizaiien ana Ate igikepiubynittastiossembats of fi nal
answer s thexftganiAftioR! WEEBIM iR WLhGhiRGprefaralich Floeddibs, Huinags BbRubinfttetis
inquiry, preparation procedures, ‘inquiries to be submtted to the
i nt er vi BUREEWaELAGIREPERIRAOB e hnsisrl dessrecificationsioh ghegnterviewees;

answer archival procedures for entering answers to the generated inquiries and

storing the answers into storage means; and
establishment procedures for establishing a security policy on the basis of the

answers stored in the storage means.

48. The recording medium according to claim 47, wherein, in the answer archival
procedures, t'he answers acquired from a s-ingle member from among the acquired answers
are integrated, and the integrated answers are stored into the storage means as answers of
a single member to be inquired; or

weights are assigned to answers according to job specifications of the members to be
inquired if contradictory answers are included in the answers, to thereby estimate final
answers and display the estimated final answers.

49. The recording medium according to claim 47 or 48 wherein, in the inquiry preparation

procedures, inquiries to be submitted to the interviewees are generated on the basis of the
line of business of the organization.
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busi ness of the organization. 60. The program accordi ng Bd@dwher@ies of
clainms 57 to 59, wherein, in the establishnment procedures, a security
policy is established on the basis of itenms of gl obal guidelines of one or
a plurality of types prescribed by a user. 61. The program according to any
one of clainms 57 to 60, wherein, in the inquiry preparation procedures,
the i nquigrt i ; i ' gl rjgorousness of
secur Ty oot S e REHEERcORIoB Ao gbliaffh AT AZWALIER 1 1007

conput erestaplipuners pracedviss r asearityolicnismstablishedeibe dasie of ftems ohgipeat i ng

whet her fqehRds @%Erﬁgipﬂréﬂfgwbéigregﬁ%?&f § 0irr_vi dual answers in response

to inquiries which pertain requir ascertaining a difference
bet ween a security policy of the predeterm ned organization and an

i nf or ”Htéw*ﬁhéve%hgd(]%ﬁeélihﬁﬁ a%'cg@gHgﬁtlafzag? Bné%ﬁctﬁ@%s% {&%ﬁemﬁ’l%ﬂa TR rhcitﬁrg' to

menbers of a pr e rm ned or ion, and contradiction outp')
pr oc eduPEEPar@onduiegreuTasnthei indLineseare generamgton the basis péen indicatasof r adi ct i on.

03, e rBERALASR:AS S Klled RIS, nbukbher comprising: mat ohi ng

procedurés for matchin nswer s the basis of the information about
contradiction, thus producing answers free of contradiction; establishnment

Pr ocedulesThfeosidild AblilmERbaRiGS0IRY ohO®s GRMHY Ao Refdn lilehf Or MaI | on

system of t.he organi zation, on the e answers produced by the
mat chi ngstagf peocedwgsdd sdairibmadicywitijo@ rpnex efkstaidisfiroentquessuibed by the
di ff erengsr RetMBRINlihe configuration of the virtually-established

I nformati on system and the security policy, obtained by neans of
‘conparison. 108 8 Cctober 2004 64. A programfor causing a conputer to

per f or mg3| R%S#np%‘r—?éeﬂi%ﬁ%%?lﬁ?iﬁginﬁb?iﬂﬁﬁhiaﬁﬂ%«{c%?cf‘e%‘iﬁé’r%ﬁﬁgﬁar{)ﬂ%ﬁ‘ﬁﬂ ERnghet her

or not individual rules o security Icy matc Icator o
ri gor ouSrfEsPURTdepefeBY by a user; rigorousness adjustment procedures for

repl aci ir) BrepalAon Wb ERuRRYs QRS Hind Ja - heqkndi cat or
in the F}g]\}]er?-.%(r)fﬁ-éri gg\ry(@(%angss i nspect"?gglﬁagpégc\gﬁig?@%\?@ﬁo E%f]ggec{ggtsgﬁ}ng t he
i ndi cat &ralgating tgg degrea & gatygifiyof security of a predetermined organization and are to be

submitted to members of the organization, wherein the inquiry preparation means generates
inquiries to be submitted to interviewees, on the basis of job specifications of the
interviewees;
answer archival procedures for entering answers to the outputted inquiries and storing the
answers into storage means; and

security maturity preparation procedures for preparing a security maturity report
representing the degree of maturity of security, on the basis of the answers stored in the
storage means.

94. A computer-readable recording medium having recorded thereon a program for causing
a computer to perform:

contradiction inspection procedures for inspecting whether or not contradiction exists
between individual answers submitted in response to inquiries which pertain to items
required for ascertaining a difference between a security policy of the predetermined
organization and an information system of the organization and which have been submitted
to members of a predetermined organization; and

contradiction output procedures for outputting information about the inspected
contradiction.
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nerge and output procedures for nerging the rules matchi BgO¢theri20bdcat or of
rigorousness fromthe beginning with the rules which in the rigorousness
adj ust ment procedure have replaced the rules not matching the indicator
and for outputting the nerged rules. 109 METHOD AND APPARATUS FOR
ESTABLI SHI NG A SECURI TY PCLI CY, AND METHOD AND APPARATUS FOR SUPPORTI NG

ESTABLI SEWEEMI’reEFrdlr@EﬁMRhﬁH\écE&HdIr@\fo cARR 702Rih e confiRisigscl osure There are

ded th f eff t establishing a security policy and an
Dbpar atus 1 oPRBpO P Sh FEmeleating i roriredlam o MBGRHEST HAJCHITRIRE (o a

met hod aboas:baﬂndxd:etimnng a security policy in SIX steps a sinple security
policy draft is, first draft is adjusted so

e e securlt I cy
as to match ?@B‘f%"me@ g‘i‘ﬁeﬁf"ﬁémr Hy ?ﬁﬁbf'sﬁ rt%ﬁ‘i’rff’QHrat'Pﬂ gEan pérmetet ng a
securi t pygehi Iot%e&ir@@%td@n digledf=eisaf tfﬁadarm%f fr%% opéﬂntrﬁﬁlcﬁ&it% b&d eIS;I[ %B:Q:ESEEd
0 e organi zati on.
In considerat) ffgrence output proceéjures foorrou pllJJtt 8 a difference bet\%een the configuration of
the virtually-established information system and the security policy, obtained by means of

comparison.

56. A'computer—readable recording medium having recorded thereon a program for causing
a computer to perform:

rigorousness adjustment procedures for replacing the rules which have been
determined not to match the indicator of rigorousness prescribed by a user with rules
matching the indicator of rigorousness; and

merge and output procedures for merging the rules matching the indicator of
rigorousness from the beginning with the rules which in the rigorousness adjustment
procedure have replaced the rules not matching the indicator and for outputting the merged
rutes.

97. A program for causing a computer to perform:

inquiry preparation procedures for generating inquiries which pertain to items required
for establishing a security policy of a predetermined organization and are to be submitted to
members of the organization, wherein, in the inquiry preparation procedures, inquiries to be
submitted to interviewees are generated on the basis of job specifications of the
interviewees,

answer archival procedures for entering answers to the generated inquiries and
stering the answers into storage means; and

establishment procedures for establishing a security policy on the basis of the
answers stored in the storage means.

58. The program according to claim 57, wherein, in the answer archival procedures, the
answers acquired from a single member from among the acquired answers are integrated,
and the integrated answers are stored into the storage means as answers of a single
member to be inquired; or
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weights are assigned to answers according to job specifications of the members fo be
inquired if contradictory answers are included in the answers, to thereby estimate final
answers and display the estimated final answers. '

59, The program according to claim 57 or 58, wherein, in the inquiry preparation procedures,
inquiries to be submitted to the interviewees are generated on the basis of the line of
business of the organization.

60. The program according to any one of claims 57 to 59, wherein, in the establishment
procedures, a security policy is established on the basis of items of global guidelines of one
or a plurality of types prescribed by a user.

61. The program according to any one of claims 57 to 60, wherein, in the inquiry preparation
procedures, the inquiries are generated on the basis of an indicator of rigorousness of

security policy prescribed by the user.

62. A program for causing a computer to perform:

contradiction inspection procedurés for inspecting whether or not contradiction exits
between individual answers in response to inquiries which pertain to items required for
ascertaining a difference between a security policy of the predetermined organization and an
information system of the organization and which have been submitted to members of a
predetermined organization; and

contrédiction output procedures for outputting information about the inspected
contradiction.

63. The prograrﬁ according to claim 62, further comprising:

matching procedures for matching the answers oﬁ'the basis of the information about
contradiction, thus producing answers free of contradiction;

establishment procedures for virtually establishing the configuration of an information
system of the organization, on the basis of the answers produced by the matching
procedure; and

difference output procedures for outputting a difference between the configuration of
the virtualiy-established information system and the security policy, obtained by means of
comparison.
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64. A program for causing a computer to perform:

level-of-rigorousness inspection procedures for inspecting whether or not ihdividual
rules of the security policy match an indicator of rigorousness prescribed by a user;

rigorousness adjustment procedures for replacing the rules which have been
determined not to match the indicator in the level-of-rigorousness inspection procedure with
rules matching the indicator of rigorousness; and

merge and output procedures for merging the rules matching the indicator of
rigorousness from the beginning with the rules which in the rigorousness adjustment
procedure have replaced the rules not matching the indicator and for outputting the merged
rules.
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