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TI TLE OF THE | NVENTI ON PORTABLE ELECTRONI C

APPARATUS AND CONTROL METHOD FOR PORTABLE ELECTRONI C
APPARATUS BACKGROUND OF THE | NVENTI ON-5—Fhe—inventi-on

relates to a portable electronic apparat
IC card containing an IC chip having a jmﬂma‘m‘ﬂﬂm|
el ement, a conmmunication interface and

I

menory, and a control nethod fér the portabl*&so*

el ectronic apparatus. 10 In general, IC chips in which
a control elenment ti and various nenories are
provided into a cardfifige QRAsSEIE mMOENRIQN astic or the
like are inplanted into I1C cards as portable

el eEPRGAPEEAPPAFARUNES. AE/%%@%S afbl}iﬂél lTRﬁﬂr PHESRH QingTOR
| PROTES ¢ t
?2"5@%&3?&%2lﬁia@&ﬁgﬁiﬁréwéﬁ%ﬂ%c car ds have Zte:"; =
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for commands. ot venF KoRCRRPe Rat M=RpRLPa ta8s. I the

it or an THEY1RGhREOhOTL 88t oo SBIACGHUARIL M ot ronic

different sets o
resg

in

rocesses can be execut e

' ogj,eal sghannets.-.i E | e,
G R (e TR T e LS AR B iy

al | pueneg ar cdhsabl oveseen®f aaE6RBEN10 O fidi&dfh@ and
plurality of different |ogical 25 channels can be

contr obhedlbyitenthenbry nf ofided | odnaboUtme thed fid e tifeor
exanple, "I1SQO I EC7816-4: 2005 Section

portable electronic apparatus.

In general, IC chips in which a control element
and various memories are provided into a card-type case
made by plastic or the like are implanted into IC cards
as portable electronic apparatuses. Various
application programs and data files are stored in non-
volatile memories in such IC cards. Some of such IC
cards have a function of logical channel as a
processing method for commands given from external
apparatuses. In the IC cards having the logical
channel functién, different sets of processes can be
executed in the respective logical channels in
parallel.

For example, in “ISO/IEC7816-4” as the
international standard, allowance or disallowance of
access to one file in a plurality of different logical
channels can be controlled by control information about
the file (for example, “ISO/IEC7816-4: 2005 Section

5.3.3”). However, when the access to one file is
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5.3.3"). However, when the access to one fileis 2

al | owed, accesses such as witing and erase to the
file froma plurality of channels are enabl ed. For
this reason, in conventional |IC cards, when processes
for witing, rewiting, deleting and erasing data of
a5 file, nanely, changing a file state is executed in
a certain channel, in another £hannel which accesses
to the same file, the process m ght not be matched

w th _the processes which have been executed. BRIEF
SUMPBRYHEOE / TIHIE GERVERTISORN @S| Wil iag @bjdeerask thethe file
present inv ntl n.to _provide a portable _electronic
apparaué RiddY odoftroRslscéessegabied pl dpal thys

nd a contro

of annel s secure and .efficie tIy
net%% Sfbﬂ tﬁecﬁgrfﬁﬁﬂgna%légtFéﬁ a§§Papagcef§anfor

one gy f. pr i,nyen tion, ortabl e
electron| ag%XQ553§% dgﬁ%@&@@u? erSFéggs 2tpoPIad
commgnad t%aﬁ%l@'v%ﬂaB@Qﬁba@ exher gl t@p aratisyteq 1n a
conpri ses: a comuni cati on section whi communi cat €

W t Reelrite iex t-@lamale 1apRaAr ahds hick %hBhHE@'MﬁXcﬁfaccesses to
channels; 20 a storage section which stores definition

i nf aratsaoe fdflea fihke pandeasf nlighwhneh bs settRed Kyth
the definition information therein; a setting section
whi ¢hhes gtroceisisfesr whitlicbn heepr esent ergcatelannel havi ng

a priority right of an access to the file as the
definition 25 i nBBEREt POMMARHUPE t RBEf TNEENBRION r st

pr ocessi nl% section
1s an object of the present invention to

provide a portable electronic apparatus which can
controls accesses in a plurality of channels securely
and efficiently and a control method for the portable
electronic apparatus.

In one embodiment of the present invention, a
portable electronic apparatus which executes a process
for a command to be given from an external apparatus,
comprises: a communication section which communicates
with the external apparatus in a plurality of channels;
a storage section which stores definition information
of a file and a file which is defined by the definition
information therein; a setting section which sets
information representing a chaﬁnel having a priority
right of an access to the file as the definition
information about the file; a first processing section
which, when a channel of a command for requesting the

access to the file received by the communication
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whi ch, when a channel of a command for requesting the
access to the file received by the communi cation 3
section is the channel having the priority right of
the access to the file, executes a process requested
by the command on the file; and a second processing
section which, when the channel of the command for
requesting 5 the access to the3file received by the
comuni cation section is a channel which does not
have the priority right_of the access to the file,
exeBGEE40R ﬁFoEQ§sChéPneénh?vénéoﬁﬁﬁnﬂr%ﬁéééypr%@%sOf the
contents ar e ggrn1t under redetern1ned access

|i mPESEPSntC16"FnTdnhE eRBGEFRBRAL 2oPT PR&SPr E88RESted by the
| nveRkily 8 £RAEQ TBLAQ, 0L 2 RATLARIE, 8l 8CL LN £,

appar conprirses: & co

conpun bﬁatgﬁenm%kg EHSnﬁéEGEQakhQPBS&QEHE mﬁlcﬁeg%estlng

plurality channel’s; a storagé section

dEfkﬂbtb@@eb@benﬁhéoﬁllé eEcaifbhepandna Ebhfudbishion
is defined by the definition infornmation therein, and

t heseethod ok thehpantablRicel @6t50AbE BEPAr@h&iSpriority
i ncludes: setting information representing a channe

havirngha prfi ohiet ycreght tof tha fatepssxéoutbe fiprodsSss for
the definition information about 20 the file;

exeeolyng aopmeodswhpequepsbedsbycoheesbsmand permithieed
file when a channel of a command for requesting the
accE8deroPrReEcfPrBingdt RECERANAENI RAVLAG- t he prlority
right of the access to the file; and executing

process ot CRE FMPEIBRNENPY Ehﬁoﬁﬁﬁﬁlnﬁhbgéebe%%ssa

25 coptents atg pery Lted, voder predelsrmingd access
comprises: a communication section which communicates
with the external apparatus in a plurality of channels;
a storage section which stores definition information
of a file and a file which is defined by the definition
information therein, and the method of the portable
electronic apparatus includes: setting information
representing a channel having a priority right of an
access to the file as the definition information about
the file; executing a process requested by the command
on the file when a channel of a command for requesting
the access to the file is the channel having the
‘priority right of the access to the file; and executing
a process on the file for only a command whose process
contents are permitted under predetermined access
limitation when the channel of the command for

requesting the access to the file is a channel which
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l'imtation when the channel of the command for
requesting the access to the file is a channel which 4
does not have the priority right of the access to the
file. I'n one enbodi nent of the present invention, a
portabl e el ectronic apparatus conprises: a first 5
storage section which stores an operating system
programtherein; a second sforége‘section whi ch stores
application prograns therein; a third storage section
whi ch stores data to be used in the application

pr o§PaRs"storaysi Ahenerietdhy sighhgelsklei dRcehBr BPNthe
10 ?n a control section which executes the operating
Sys e eprogramstored in the first storage section and
t he appl i-cati an ram stored in_the second storage
section,I&hébgiﬁRgﬁgl%SQ?a anhgygfgﬁstoépgﬁPElon’ a
!anHQ%ébleaeﬁ@BQQSH?eta ﬁgfgfgﬁ %@h§?i9@9?9§5fi st

i nformation 15 representing a channel accessi ng to

eacBtbirhgeStakedohNwnht BE Ebbfgsséﬁr§%§r§€§$&09's@@ﬂ a

provi ding section which refers to t I nf or mat 1 on

manggedrhy thereMBnagesesbnd USESL L 8 SO=@816R WK O¥h U8t ores
the informati on representing the channel accessing to

t heabplléchoian BOogpphscaheoainhi ghthitr@sSstorageessct Pon
a specified file, the application prograns include: a
det @hathi agoreandetentahbehusied ermi ples application
accessibility/inaccessibility to the file based on

t hePFrREGPREL PEALPHOVR delle bjeE¢Prd DpeFage ngeeyseent keeein;

a channel allocated to the 25 operating system an
i nt 8PPupt FRGTEE c??%ﬁl%ﬂi%%%cﬁmgﬁeCUtes the operating

system program stored in the first storage section and
the application program stored in the second storage
section, wherein the operating system program includes:
a management function which manages information
representing a channel accessing to each file stored in
the third storage section; and a providing section
which refers to the information managed by the
management function so as to provide the information
representing the channel accessing to the file to an
application which tries to access to a specified file,
the application programs include: a determining
function which determines accessibility/inaccessibility
to the file based on the information provided by the
operating system and a channel allocated to the
operating system; an interrupting function which, when
the determining function determines that the access to

the file is disabled, interrupts the access to the
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the determning function determ nes that the access to
the file is disabled, interrupts the access to the 5
file; and an executing function which, when the
determi ning function determ nes that the access to the
file is permtted, executes the access to the file.
Addi ti onal objects and advantages of the invention 5
will be set forth in the description which foll ows,
and in part will be obvious fromthe description, or
may be |earned by practice of the invention. The
objééﬂ§ ard@d afvEresyédngt fuRetiipRehii6h nahpepethe
realized and obtai ned by neans of the

|nsPFGﬁEWﬁﬁﬂpﬁl5§“§ﬁ&°f0d@&ﬁﬁ@ﬁ&??oﬁgaﬁaFFFc6FSFF§ to the
f BRI EF SCRI PTI

SEVERAL JFERBLER “TRE DRAFPNG® THO® aa’&s&ﬁso%fgbe Tite.

draMAngsfh ilGhnane '5%%&%0%%%egdv%%t%§ oggskh%ugsv%ntion

part of e specification, illustrate

t heyiinvyepki Qe @BQtEOQ%tQﬁE dééc@ﬁbglknew9§89r@Bllows, and
description given above and the detailed description

of tiheparkodiimrenbegbwenobel ewom %ﬁéVgeE@rQFﬁﬁéhn bRemay be
principles of the invention. FIG 1 is a block diagram

schératrneal by pirbktisteabifngha canshictiohi onTB¥asplecet and
an 1C card and 20 an I C card processi ng appar at us
haviedgaatkgest bénther ingemminncatyngewrthlihed| &ndar d;
FIG 2 is a block diagramschematically illustrating

a h&Pdraredsbruteare eXafpeelobtrhmencaliaids 28dFI G

3is a dla%ran1|llustrat|n% a file structure
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiment of the invention, and together
with the general description given above and the
detailed description of the embodiment given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram schematically
illustrating a constitution example of an IC card and
an IC card processing apparatus having a function for
communicating with the IC card;

FIG. 2 is a block diagram schematically
illustrating a hardware structure example of the IC
card;

FIG. 3 is a diagram illustrating a file structure
example of data to be stored in a nonvolatile memory;

FIG. 4 is a diagram illustrating a structure
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exanpl e of data to be stored in a nonvolatile nenory;
FIG 4 is a diagramillustrating a structure 6 -
exanple of a cormand; FIG 5 is a diagramillustrating
a structure exanple of file control information; FIG
6 is aflowchart illustrating a first 5 operation
exanpl e for various conmands; FIG 7 is a diagram
illustrating an exanple of & &mmand group to be
given to the ICcard; FIG 8 is a diagramillustrating
an operation of the IC card for executing a series of
comPERd® 1&hn & FROMPGNAF G 7 according to the first
operation _exanple; FIG 9 is a flow chart illustrating
a seconquﬁbeEgﬂﬁoﬁ RaPpeE: 1ELlestrgtingaagphgrahire
i1lustra %n% a&ig eration.of _the |C card for

a gei

exeSGEMR GPRESRRBECERBWACTA 15 FIG 7
accor di ng1t0 1ehg Second, 0RRLIL! 97 1BXBYR) Fhof LG 1L i S
g a hlré '8 nﬁ

. t
a flow chart illustratin Oopera n-exanple;

FI Gopk2aics od dkagham ifb&%gmbegceﬂmgﬁawti on of the

| C card for executing a series of comands shown in
20 FIG Fr1accordisng HQabB%mtHUQ@S@Q@E@EPOQneéQHHbﬁé of a

FIG 13 is a flow chart illustrating a fourth
opekativandexxavpbetoFb& gléehsta dhagrancaklpstrating
an operation of the I1C card for executing a series of
conmands Kifows iis a28iBbGam7 iddcetdahgnyyoahhepéoattbn of
oper ati on exanpl e;
the IC card for executing a series of commands shown in
FIG. 7 according to the first operation example;

FIG. 9 is a flow chart illustrating a second
operation example;

FIG. 10 is a diagram illustrating an operation of
the IC card for executing a series of commands shown in
FIG. 7 according to the second operation example;

FIG. 11 is a flow chart illustrating a third
operation example;

FIG. 12 is a diagram illustrating an operation of
the IC card for executing a series of commands shown in
FIG. 7 according to the third operation example;

FIG. 13 is a flow chart illustrating a fourth
operation example;

FIG. 14 is a diagram illustrating an operation of
the IC card for executing a series of commands shown in
FIG. 7 according to the fourth operation example;

FIG. 15 is a flow chart illustrating a fifth

operation example;



FIG 15 is a flow chart illustrating a fifth

operation exanple; 7 FIG 16 is a diagram

illustrating an operation of the IC card for

executing a series of commands shown in FIG 7 _
according to the fifth operation exanple; FIG 17 is a
pattern diagramillustrating a_»5 software structure

of the ICcard; FIG 18 is d'df%gfan1illustrat|ng a
structure exanple of a channel managenent table for
managi ng ccess order of the channels; FIG 19 is

a diagraﬁﬁ&TI l%ii%uf%§9§@WUdﬂ&P§tf@té%§nﬁmeO@ﬁrﬁﬁgon of
channel nagement tabl e for managi.ng an access order
of thE Ehaﬁﬁ%Fgﬁogn&XEFéﬁlﬂﬁ Pe S8 ¥ PouOdngpRmands shoun in

i ' Le f the commands in
£ Pleg] 10 R BERIGRING BBTRL R LR LI sommRda in,
An embodigRNt 10f ihe RLEsen HIUERLION 13 <988 rPed
bel ow with reference to the draw™ngs. is"d

f1 ogk rdivagrearmsehenati o&l ke ikl vgtpating a
constitution exanple of an IC card portabl e

el ect r oniFI Gappar dtsus) d2 agndman 11Gseatd 123G Br 96essiknge
apparatus 1 as an external apparatus having a _

f unexicop leor fcemrhancati ngnagthehbetbBleardranenbging an
to an enbodi nent. The constitution of the IC card

pr 08€§8iSHg OrdpFarat tselchendederi bed bel ow. 25 As

shown in FIG 1, the I C card processing

FIG. 19 is a diagram illustrating a structure
example of the channel management table for managing an
access order of the channels; and

FIG. 20 is a flow chart explaining a processing
example for the commands in the IC card.

DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the present invention is
described below with reference to the drawings.

FIG. 1 is a flock diagram schematically
illustrating a constitution example of an IC card
(portable electronic apparatus) 2 and an IC card
processing apparatus 1 as an external apparatus having
a function for communicating with the IC card according
to an embodiment.

The constitution of the IC card processing
apparatus 1 is described below.

As shown in FIG. 1, the IC card processing

apparatus 1 has a terminal device 11, a display 12, a

keyboard 13, a ten key 14 and a card reader/writer 15.
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apparatus 1 has a term nal device 11, a display 12, a
keyboard 13, a ten key 14 and a card reader/witer 15.
8 The term nal apparatus 11 controls an entire
operation in the I C card processing apparatus 1. The
term nal apparatus 11 is conposed of a CPU, various
menori es and various interfaces, For exanple, the 5

term nal device 11 is conpoééds%f'h per sonal conputer

(PC). The terminal device 11 has a function forh ;
transm ttjng.a ca nd to the IC card 2 using the car
reader/ vvrtr= e gy az?%ﬁ&’isoﬁlf GPPEFEL Gt Phg SP&LESuS

d i ved.f the |C d
2 Rl e o PhiaF v ced a1 PPaRehpPala The

of “exanple, ermi na : Psta
dat%erWﬁh%ﬁngp%%qg%%@ hq H@ecbﬁp%%%gdégvgacﬁg? %gggous

reader/witer 15 so as to wite't ain

nonwyeimatdileg Eﬁ@o&ﬁrHBu%hgnkgr@%EQSZ' Fhe EEEHF??L %ge
device 11 transmits a reading command to the card 2

SO asrtmdnkeadetheecdata ifr ednbbeebCotandprsdhg1dispbaYer
12 is a display apparatus which display various

i nf diPRat.i on according to the control of the termna
device 11. The keyboard 13 functions as 20 an

oper at i nghsecEironnali cleviiseopér aeed abfuantoper aber  of
the | C card processing apparatus 1, and various
operdfAGLthsfPuét FeRSaaAd taathealE FaApHt 2bysing the card
operatar via.the keyboard 13. The ten key 14 functions

as &RSCRpUFTS Sfiég'fSPdiﬁpGPPFHQOPnfﬁFnﬁ¥?6ﬁt5%@hvﬁ§lous

25 B%%Eé%s%@'bgg%gmgaddg%an%gBSEVed from the IC card 2.

For example, the terminal device 11 transmits a data
writing command to the IC card 2 via the card
reader/writer 15 so as to write the data in a
nonvolatile memory in the IC card 2. The terminal
device 11 transmits a reading command to the IC card 2
SO as to read the data from the IC card 2.

The display 12 is a display apparatus which
display various information according to the control of
the terminal device 11. The keyboard 13 functions as
an operating section which is operated by an operator
of the IC card processing apparatus 1, and various
operating instructions and data are input by the
operator via the keyboard 13. The ten key 14 functions
as an input section for inputting information such as
user's ID, password or number.

The card reader/writer 15 is an interface

apparatus which communicates with the IC card 2. The
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The card reader/witer 15 is an interface apparatus
whi ch communi cates with the I1C card 2. The - 9 card
reader/witer 15 is conposed of an interface
according to a comuni cation systemof the IC card 2.
For exanple, when the ICcard 2 is a contact-type IC
card, the card reader/witer 15 is conposed of a 5
contact section for the I1C card®2 and a cont act
section for physical and electric connection. Wen
t he Iqu;alrd 2 s a contactless I1C card, the card

r eadedt I i G Bvrﬁtserc&?pdssetfoéfpoéﬁdaﬁtfeﬁﬁ‘a igdgrface )
t f rel ess co atlon W t
ChaE SR PR (R oAty SR R B S iy 2
f e, I I r eset ont r
gat E%’Iﬁ angﬁ ge3| (ﬁm%?gcept i on%a‘crdﬁ%r eSpéet° I @e "4c

car & q,arg LA L4 Qe r Wilih SUGH flé”%to‘m%%% 'r?% 5 d

reader/writer 15 activates (actuates

15 tdansid S IRUSF FOPRNGS ang 4 eceihues %%%Q%%%e%ection
to the transmtted commands to/fromthe |IC car

basetbomphytsieadontndle 1efctihie ehmelali ofeVi GRehlth® 1C card
har dware structure exanple of the ICcard 2 is

desc? ilpedh bminbact2@sMhaQ acel,vithg sappl yealleaMwriter 15
el ectric power froman higher-level device such as

t he 3T AP s eds sir@n tgppar angs al cotthenli€atapd 2onsrol
acti vated (| n an operable state). For exanple, when

t he 1€ ¢HIE 2SS OPRNEACEd 1ono wikd Itbecéﬂdcélrécé’sm Ag the

ar at 1 viath act 25 _type conmmuni cati on,
ngﬁeﬁy&vﬁ?@ﬁjeﬁ{ It egaﬁ§ 2 Suppd ep power source, supply

of a clock, reset control and data
transmission/reception with respect to the IC card 2
are carried out. With such functions, the card
reader/writer 15 activates (actuates) the IC card 2,
transmits various commands and receives responses to
the transmitted commands to/from the IC card 2 based on
the control of the terminal device 11.

A hardware structure example of the IC card 2 is
described below.

When receiving supply of an electric power from an
higher-level device such as the IC card processing
apparatus 1, the IC card 2 is activated (in an operable
state). For example, when the IC card 2 is connected
to the IC card processing apparatus 1 via the contact-
type communication, namely, when the IC card 2 is the
contact-type IC card, the IC card 2 is supplied with an

operation power and an operation clock from the IC card
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contact-type IC card, the ICcard 2 is supplied with
an operation power and an operation clock fromthe IC
card 10 processing apparatus 1 via the contact
section as a communication interface so as to be
activated. Wien the IC card 2 is connected to the IC
card processing apparatus 1 by a contactless

comuni cation 5 system nanel O when the IC card 2 is
a contactless IC card, the IC card 2 receives a radio
wave fromthe IC card processi ng apparatus 1 via an
ant BARSCSRd"E 2RBAGRAEENG/ déRpENFaEPR§AEEr 66FL 188 as a
comuni cation, interface The IC card 2 generates an

opeFSPWHQlﬁ&ﬁé?“lé”§86%€§eaﬁ8 4 bpePst PREI¥PEER - from
che raot g uave o, of i bovesou o sectign

(not sho so as’'to t

d'agEégbéggﬁga%FEQE%¥Uﬁ'hléﬁt%akbﬂgaéﬁmgggm@ mmun%catlon

structure ex accor

thes?%@@ﬂ'nﬁﬁhelyhewhghcﬁﬁg %CCQQEQ'gflg QDQH @ @%RPFS IC

an encl osure conposing a nain The

f or paddi, ntagr atl yaira 2 %b@b@yekhatrQB@oOQaaeDE96ﬁ|th% IC
of 1C chips Ca and a comuni cation external interface

(comamndi pabicens28gi appatacel areigonneshednnihenaodul e
Mis enbedded into the nmain body C of the IC card 2.
Thempdddb&iNodflempHelh€iogr di2chas ascontunohisecibon

20, a co-processor 21, a comunication interface 22,

a RENE23fagerAM Fhe 5ﬁdcarﬁoﬁvépa€rﬁéeﬁeﬁnr9925aa$ng power

shown in FIG. 2. 25 The control section 20 controls
theSQHfFFean an operating clock from the radio wave by

means of a power source section (not shown) so as to be
activated.

FIG. 2 is a block diagram schematically
illustrating a hardware structure example of the IC
card 2 according to the embodiment. The IC card 2
contains a module M in an enclosure composing a main
body C. The module M is formed integrally in a state
that one or a plurality of IC chips Ca and a
communication external interface (communication
interface) are connected. The module M is embedded
into the main body C of the IC card 2. The module M of
the IC card 2 has a control section 20, a co-processor
21, a communication interface 22, a ROM 23, a RAM 24
and a nonvolatile memory 25 as shown in FIG. 2.

The control section 20 controls the entire
operation of the IC card 2. The control section 20

operates based on control programs and control data
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operation of the I1C card 2. The control section 20

oper ates based on control progranms and control data -

11 stored in the ROM 23 or the nonvolatile nenory 25,
so as to realize various functions. For exanple, the
control section 20 executes a program of an operating
system (OS), so as to control basic operations of the

5 1C card 2. The control settibh 20 executes

application prograns so as to control various

operati ons accordin to operation nodes of the IC
car&t?Feﬁhén06h6r8@gs§érOr21has§P§Y§l@5¥é9I@@W@ﬁg gbehso

as encryption.or decryptign. 10 The comruni cation
int@Ff§§ r53lige, HaFﬁPEFfQBBCFanSconﬁﬂﬁl%é?mﬂbemnFhe

th 15 | d :
apgggggggli%ggkéﬁnt%SrFésgg 852 |8ro?g%$|983g§§g$ﬁggtlng
contactehyResh C 68rds EBECAPIUNI fallono LpLerface g2,

I'S conpose a conmuni catl on con SeCI

a caoat agt-gsecti 9ReWBLERBRYsLERL LY §@dex$£§9%£'%§#i¥catlon

contact with the card reader/witer 15 o

propesgiragsappanat s ¢os0ras b@rléu§n§§éféf§8§éV§ccord1ng
signals. Wien the ICcard 2 is realized as the

contacbbesatliEncapdest be ehanuai catdon. 20rhat esf@eec@@sor
is conposed of a communication control section such

as almpdafiatbsnghdendbdtliansnguchrasi ¢nangpt Aon ant enna

for wireless conmunication with the card

read8FFXPLLER-15 of the | C card processing apparat us

1. The RC%IZS is a.nonvol atile nennrg whi ch stores 25
control prEgFAMEURAG2ESARr 6NtEAFACE n2advaneRe thepEface for

communicating with the card reader/writer 15 of the IC
card processing apparatus 1. When the IC card 2 is
realized as the contact-type IC card, the communication
interface 22 is composed of a communication control
section and a contact section which physically and
electrically contact with the card reader/writer 15 of
the IC card processing apparatus 1 so as to
transmit/receive signals. When the IC card 2 is
realized as the contactless IC card, the commﬁnication
interface 22 is composed of a communication control
section such as a modulating/demodulating circuit and
an antenna for wireless communication with the card
reader/writer 15 of the IC card processing apparatus 1.

The ROM 23 is a nonvolatile memory which stores
control programs and control data in advance therein.
The ROM 23 is incorporated into the IC card 2 in a

state that the control programs and the control data
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The ROM 23 is incorporated into the ICcard 2 in a
state that the control prograns and the control data -
12 are stored at a manufacturing stage. That is to

say, the control programs and the control data stored
in the ROM23 are incorporated in advance according

to a specification of the IC card 2. 5 The RAM 24 is

a volatile nmenory which functi bhs as a wor ki ng

menory. The RAM 24 functions as a Euffer whi ch .
tenmporarily stores data _which are being processe y
thggESnFF8¥e§e8FiBnméﬁpfﬁﬁFuéiﬁﬁpPE?gﬁhe RARt24s to say,

tenQ rakgk¥rgtores data recei ved fron1ihe | C card 10

procg§S|ng AppaPaPdEarsy PR f ScOfftihPcatiPoR PhPEPFada the
22-RﬁM”Q@aSQEE@bF§?gB§aE85 qgnggbgﬁggaabgéiqg g{%&'gg

states Is suita tructureéed on

exanpke; rhedk¢ah echarnel sc Esgpigned later, are
managed in a formof current tTiles by a channe

managenmenhelraMablie i24a sbnuetiueefe@B riNGHRAN 24, -TB8hs as
nonvol atile nenory 25 is conposed of a” nonvolatile

nmener yprgiech aembEPROMIGEl ReMr peakhyct EbAsalkea puffer
Progranmmabl e Read-Only Menory) or a flash ROM into

whi ghigat sevanrbeilyi steneor daewr whieh. aenbedhg2Processed
prograns and various data are witten into the

non¥dl &FF| ECRERBLYS25taeporBi ngFbo epemalepnthe RAM 24
applications_of the IC card 2. A managenent table

. whi-ERPRERHS LY oSFargPndaharevehvast éFonotBapplycatd

t he ~Bawer .. source IS ﬁ%o ided to the nonvolatile

menBFy“25°138 FRPEhBTHonvol 4fi FRS neRBRy" 262t pppginkpriace

fi|§§.orAdﬂgﬁagement table for managing various operating
states is suiltably structured on the RAM 24. For
example, logical channels, mentioned later, are managed
in a form of current files by a channel management
table 24a structured on the RAM 24.

The nonvolatile memory 25 is composed of a
nonvolatile memory, such as EEPROM (Electrically
Erasable Programmable Read-Only Memory) or a flash ROM
into which data can be written or rewritten. Control
programs and various data are written into the
nonvolatile memory 25 according to operation
applications of the IC card 2. A management table
.which needs to retain data even after no supply of the
power source 1is provided to the nonvolatile memory 25.
In the nonvolatile memory 25, program files or data
files are defined, and control programs and various

data are written into these files. The files to be
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files are defined, and control prograns and vari ous
data are witten into these files. The files to be 13
stored in the nonvol atile nmenory 25 are defined by
file definition information, and data as file main
body is stored in a storage area defined by the file
definition information. 5 A structure of data to be
stored in the nonvolatile ﬁbn&@y 25 is described

bel ow. Various data with file structure defined in

stored in the

| SO | EC7816, f le,. . .
non\lsoqoaliefcilelrheﬁ%er &Xég?o%%frla]gé‘}%‘ioeﬁy £ 9% geldngst Hy file
10 file nanaged b | ural _hi i cal ructure (t ,

st r it S REES ot By 1) e e MA ¥ h onaely s

f ol i [ [ St d int e
ngn\cjsgﬁroalgl elrriepéprr{)%l%%%&?ai ?egflgjlegog[g?) rr:qr}]ﬁ Ejtlreatdieﬁfgmltlon

an exampleaiofo® 15 file structure stored in the
nonvol atile menory 25. In the exanple shown in FIG

3, the tap désrdttMe Jf agatth MBSURY Jdded APRhe
(application A) 32A as a folder and a DF (application

B) 32Biaslat flad demmarye 2 Priovidied inder dheWF 31.
Further, an EF (file Al) 20 33A1 and an EF (file A2)
33A2 to Peusest fartstwordyef iofe datectare grefvirded in
under the DF (application A) 32A. An EF (file Bl)
33BL Y BE 1l fforr stampje ofa rgatsd dred grovibgéed under
the DF (appl.ication B) 32B. In such a file structure,
vari%vcg%taﬂaﬁ St Yed i n EPTas¥ P lEs datld 1 pe. a data

file managed by plural hierarchical structure (tree
structure) (EF: Elementary File) and a file as a data
folder (DF: Dedicated File) are stored in the
nonvolatile memory.

FIG. 3 is a diagram illustrating an example of a
file structure stored in the nonvolatile memory 25.

In the example shown in FIG. 3, the top is an MF
31 as a master file. A DF (application A) 322 as a
folder and a DF (application B) 32B as a folder are
provided under the MF 31. Further, an EF (file A1l)
33Al1 and an EF (file A2) 33A2 to be used for storage of
data are provided under the DF (application A) 32A. An
EF (file Bl) 33Bl to be used for storage of data is
provided under the DF (application B) 32B. In such a
file structure, various data are stored in EF as the
data file.

The logical channels usable by the IC card 2 are

described below.
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The | ogi cal channels usable by the I1C card 2 are
descri bed below. 14 The IC card 2 has a function for
managi ng accesses of a plurality of |ogical channels
to files. For exanple, on the |ogical channels 1 and
2, current files can be set, respectively. The IC
card 2 accesses to 5 the current file of the | ogica
channel 1 according to a conmmahd given to the |ogica
channel 1. The IC card 2 accesses to the current file

of the | |cal chan according to a command gi ven
to the | e2| hz‘*s 3 ﬁ%ﬁﬁépw&@&smaﬂﬁ@lwg egiagsses

Whi GH P quegrlt%eartg’égsezls[ofg(% Hhe Ehaiea 8l R of R TBRur aFPEy
f l.s, h d.2 0 that the I C.
gargggh% ﬁ'g%%gQ% Sl %?ggeigbg 8%%Lr0035§ §r oTBE PR T Files

di f fareme et ,of ek %cE@%@?%t'V?helQQ'E?deEaQe% gsegh%o
current files of the | ogi cal 15 channel's are nana

by ahehannelen¥aragememt thabheg24ar %BéHﬁEQeraeeoEagng to
RAM 24 as the working nenory. The | ogical channels

speci fdogthalyl waspeectiovehecosyands. channexanpl erhEl & 4ard
is adiagramillustrating a 20 structure exanple of a
com?anrdcgsiiesed cby hel SQLFECT81614. oAsthhowngiiBakl Ghadnel 2
the command defined by |1SQOI1EC7816-4 is conposed of

" CLACccordNgyg, topg" compand giyven andthOATAYicFhechannel 2.

| ogi_cal channel to be used on the 25 command havi ng
suchPa O Fdcoresi s t8peéff Fegdbyroeeasing apparatus 1

gives various commands, which request accesses to the
files in the plurality of logical channels, to the IC
card 2, so that the IC card 2 can be allowed to execute
process groups in different set of the respective
logical channels. The current files of the logical
channels are managed by a channel management table 24a
structured on the RAM 24 as the working memory.

The logical channels are specified by respective
commands.

For example, FIG. 4 is a diagram illustrating a
structure example of a command defined by
ISO/IEC7816-4.

As shown in FIG. 4, the command defined by
ISO/IEC7816-4 is composed of “CLA”, “INS”, “pP1l”, “p2”,
“Le” and “DATA”. The logical channel to be used on the
command having such a structure is specified by “CLA”
(CLA byte, CLA data). In the structure example shown

in FIG. 3, the CLA byte of each command is composed of
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(CLA byte, CLA data). In the structure exanple shown

in FIG 3, the CLA byte of each conmand is conposed of
15 8 bits. In the CLA byte of each command, a first

bit (bl) and a second bit (b2) specify the |ogica
channel (Il ogi cal channel nunber) of that command. In
such a structure, maxi mum four | ogi cal channels "00"

(1 ogi cal 5 channel "#0"), "01"1?logi cal channel "#1"),
"10 (logical channel "#2"), and "11" (Il ogical channe
"#3") .can be set in each command. |1SQO | EC7816-4

def BnBdtEhat 18 8ESi F&BI BYF6gPéarackharmaRNHs Br Sight bit

i nt usahl e state by a nmanage 10 channel _conmand.
hbrgﬁﬁpy?HE ﬁréagPEPngﬁéd(Bﬁé PBEFedl CRBRamR8RCefofFhannel

le,. lLogical "H#O") | I bl e.
ThenePgpeaTanbn rka Proceed P RalubBitenit nogt such 2
ookt S an fr St PR RELE AKBEbare P RRERRC) 00 Tagatea

t hecganhear ¥4 owhenwgi pl ygghi 0 Leakzehanne are
useg (for exang?e, Iogiga?bcﬁéﬁnéPéggg%",#&#g“ a%g

"#3'(108healsedhnnthe~kog) caknghannel 3169iBg1UsRAnnel “#3~)
shoul d be brought into the usable staté in advance by

t hecamnagesechannebkchoavrmmndndThe | ogi cal channels are

cl osed 20 according to a predeterm ned command whi ch
request s I1SOVa&Crg lof 4cherfnekes. thakteacdasiekble logical
information included in file definition information

of fRenpesdpéét byeughkesnsporedsabhet Rahenbyl at nkrage

meno 25 1s described below 25 FIG 5 is a diagram
i||GggpaﬁﬂnﬁogmgppuctHpémally, a predetermined one logical

channel (for example, logical channel “#0”) is always
usable. Therefore, when the process is executed
without regard to logical channels, various processes
are executed on predetermined one logical channel. On
the contrary, when a plurality of logical channels are
used (for example, logical channels “#1”, “#2” and “#3”
are used), the logical channels to be used should be
brought into the usable state in advance by the manage
channel command. The logical channels are closed
according to a predetermined command which requests
closing of channels.

File control information included in file
definition information of the respective files stored
in the nonvolatile memory 25 is described below.

FIG. 5 is a diagram illustrating a structure
example of the file control information included in the

file definition information.
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exanple of the file control information included in

the file definition information. - 16 As shown in

FIG 5, the file control information 1is conposed of
information such as "file ID", "file size", "security
attribute", "file type" and "access channel nunber".
"File ID" is identification 5 information for
identifying a file". "File §izé® i5 information
showi ng a data size of the file. "Security attribute"
is information representing security setting for the
file. "Adtes¥¥HaniielF Munter “thes fiidfoaeaticod information
representing a | ogical channel to which a priority 10
ri SH‘tS ocfo“’cﬂ?gseé’c& e R 1on Suck @isvéﬁ.ll'eAé@é'ssy‘flle
channel .nunbher” i.s not . al. s,set,..and it is “
occasiondl | y 1ot set .atlj—;&'l\gaé% mpl e fiifie YPRe BPEcedscess

exeqﬁgégﬁ?ﬂwdgﬂﬁ%rgne k%qh%a&Dohﬁgn§b$ﬁég%c%giigga?Pth

nunber” does not have to be set. "1 e priori

(CGESS, Rfd taldd Wo SRt 8d iRy At Q?l@mqessgﬁa%ngﬁlze” is
nunber i s execution auth0r|ty 0 a conmmuan I C

m ghin fehaege datshdwinlghe Hiake. sAset Be tﬁ@nﬁgmg.“hhggcurity
m ght change the data in the file, a command for

r equestrimg telfe irsevimifloirig tabndatpreadcaeingnde2Ari @ setting
requesting the erase of data, or a command for .

request ithg tfhd edel eRicorsef chiaheear euabsuneds Thabrination
to say, when the access channel nunber is set, the

comfEid SEFNGH g ghtl oghigade chhangat &onahachodypofothey

file is allowed to be executed only in the |ogical 25

charfté@™ % & fwkihén aCRESsr it6r th§ FitgRt 1Fsogiveen. “Access

channel number” is not always set, and it is
occasionally not set. For example, when the process is
executed in only one logical channel, “access channel
number” does not have to be set.

The priority right (access priority) specified by
the access éhannel number is execution authority of a
command which might change data in the file. As the
command which might change the data in the file, a
command for requesting the rewriting of data, a command
for requesting the erase of data, or a command for
requesting the deletion of file are assumed. That is
to say, when the access channel number is set, the
command which might change the data main body of the
file is allowed to be executed only in the logical
channel to which the priority right is given.

On the contrary, a command which does not change

the data main body of a file is allowed to be executed
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On the contrary, a command whi ch does not change the
data main body of a file is allowed to be executed 17

in the respective |ogical channels regardl ess of a
priority right. As the command whi ch does not change
data body of a file, a conmand for requesting the
readi ng of data or a command for requesting selection

5 of afile are assumed. That i£¢ to say, even when the
access channel nunber is set, the comuand which does

not change data main body of a file is allowed to be
exedlt ¢@CeFEFPRR tLYGi ¢80 16RANRERENES SWHRER rd lgsopift ¢
right .i s .not qi en. 10 A first operation exanple in

t hePrFeotdrd 2 ﬁﬁt'deéérFBEdcﬁgméﬁp EhGehedpgsanploghange
chart il lustrating _the first operation exanple fo

var i 648 égé%aﬁgsarg &fved FP@WF%ShgoFCrEQPSS 988e§gﬁng
appar 1.¢1 e _plurallj f anpnels are in_an .
ope%gghgﬁgtgf %SEE.o%hgn%ngépgiﬁ%gagggﬁﬁﬁﬁéngrgﬁ?Fﬁélon

IC eard rRneCc@ssl rat YES at..ste | h
contr ol fsectio% ggsggg?he F%aéaég §Od%§§fi%¥§étggeh the

proceses30 céanhent supbetrhgsr ecei, vedeCeBRRAAd YWA¢Pht RSes
received conmmand is a command for requesting the

sel eotti chaobeadacar manh bbbe tfhe ¢omsand H0lowed to be
requesting setting of a specified file in the current
fil exefutkd kugncah ¢hgnnell) ch¥ESeat sbephSitB)a pheority
control section 20 sets 25 the specified file as the
cur FéAht ilBe Pl ghAEeNagi ca

A first operation example in the IC card 2 is
described below.

FIG. 6 is a flow chart illustrating the first
operation example for various commands received from
the IC card processing apparatus 1.

The plurality of channels are in an opened state
here.

When receiving a command from the IC card
processing apparatus 1 (YES at step S11), the control
section 20 of the IC card 2 discriminates précess
contents of the received command. When the received
command 1is a command for requesting the selection of a
current file (the command for requesting setting of a
specified file in the current file of the logical
channel) (YES at step S12), the control section 20 sets
the specified file as the current file in the logical

channel of this command (step S13).

When the file specified by the received command is
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channel of this conmand (step S13). Wen the file
specified by the received command is 18 set in the
current file of the l|ogical channel, the contro
section 20 determ nes whether a | ogical channel which
has a priority right of an access to the file

sel ected as the current file in_the |logical channel of
5 the received command is arreéﬁy Set (step S14). In
the process at step S14, for exanple, the contro
section, 20 determ nes whether an access channe

nunSEF 8 $8f CURTeRE file ednthsl LrAf6RAacl8RNGBouthe

h de that .th
| DoFehr=o30 SeRR R 2 ehglﬁ?@ﬁﬁgtn%%g bR BErs 2 Lpgheads channel
h LS not se
tt:gﬂg%ﬂsﬁa%ge bggn gp|gn 2805 &FSSFRe éhE%FI &le

r'QQEl@EtEHeasaEﬁgséuEQ f&ﬁ%e n.phe; 9&8?' hannel of
i@h i £y

channel of this connan

rlghheo&etaﬁvégcééﬁméﬁdtQstH@r@bb? b%ts?gtgﬁ §@q ng In the
information representing the |ogical channel as

a00939cebanaelsnaﬁbeﬂ4t0fbbeexémeeQQﬂhéOthBE@E”BE&@Bon
of the file. When the determ nation is nmade that the

| ogik@adetemannel whethehasnt hecpssothbynel ghtmpért he set
access to 20 the selected file is already set (YES at
st epSEDE, fédewkentrhé pnéecemstion seouinghibefateess
priority right at step S15 is conpleted, the contro
section ZHe0t thRsARLEITHRBakePRal SeRddef thakr 6he fppécal

sett g e to.the received command to

the® hé Bﬁid E%CBrgég §PRgPappar Ay usiqnEspeptisgpgccess to
the selected file is not set (NO at step S14), the
control section 20 sets the priority right of the
access to the file in the logical channel of this
command (step S15). The priority right of the access
to the file is set by adding information representing
the logical channel as the access channel number to the
file control information of the file.

When the determination is made that the logical
channel which has the priority right of the access to
the selected file is already set (YES at step S14), or
when the process for setting the access priority right
at step S15 is completed, the control section 20
transmits the normal end of current file setting as the
response to the received command to the IC card
processing apparatus 1 (step S16).

When the received command is a command for

requesting an access to a file (for example, a command
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When the received command is a command for requesting
an access to a file (for exanple, a command 19 for
requesting data reading, data witing, data erase or
file deletion) (YES at step S21), the control section
20 determ nes whether the |ogical channel of the

recei ved conmand is matched with the access channel 5
nunber set in the current frlel?fire to be accessed)

if the logical channel (step S22). As the process at
step S22, the control section 20 determ nes whet her

the *Yri %ﬁQ%%PﬁﬁﬂghFr Fﬁédé@8e3§aF§ Wﬁété@ﬂneﬁ@tﬁlﬁéase

h
ot SPmitaa off 1o R "?h e trsg; g& acggfnﬁfﬁgﬁﬁlthe
reC%; gTQfQ%PQ%te§ q% G %%e heﬁ|§% l&ag&gl cﬁgﬁﬁgﬁl of

nunber he curren |Ie o]

namgly, [that; vihe d.agleal ichanneh o ?a?ﬁtkhﬁg% %% e%% channel

right of the access to the curren
st epupddr e iGORtOl- $8ehicoR 13Q QE@qgt%% ?e @%%%%%%d if

according to the received conmand (step S

t he tpre0dess daQr chia@nkeceiste SQQW&ndABStﬁBdQQOCEE% at step
control section 20 transmts the processed result as

t he S28spamse cootired sectiived 200nrardnt aeshehkChear h20
processing apparatus 1 (step S24). \Wen the
detéﬂﬁﬁﬁdﬁwoﬁl@§tn9éetbﬁaﬁcpﬁQSI@glcab comarnel faflet he
recei ved command i s not matched with the access
chafiéleMitbéneofl ogheadurhentei-l e in the |ogica

channel anel , that the | qgi cal channel does 25 not
have theqﬁ' %eﬂﬁﬂmwﬁﬂ%%@ dccBédet fhgfethe logical

channel of the received command is matched with the
access channel number of the current file of this
logical channel, namely, that the logical channei has
the priority right of the access to the current file
(YES at step S$S22), the control section 20 executes a
process according to the received command (step $23).
When the process for the received command is ended, the
control section 20 transmits the processed result as
the response to the received command to the IC card
processing apparatus 1 (step S24).

When the determination is made that the logical
channel of the received command is not matched with the
access channel number of the current file in the
logical channel, namely, that the logical channel does
not have the priority right of the access to the
current file (NO at step S22), the control section 20

determines whether the process contents of the received
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current file (NO at step S22), the control section 20
determ nes whether the process contents of the
received 20 command are allowed to be executed (step
S25). The access by neans of the access priority
right is limted on the |ogical channel where the
access priority right 1is not set so that the a
command for requesting a 5 ﬁroggss'mhich m ght change
data nmain body in a file cannot be executed. The
command of data rewiting, data erase or file

del EFERNSs Aeriatld@VsS 49 k6t eﬁﬁcbléede%éc,t@tpeézlm thél"he

| ogi cal ch nnel mher&.the access pr.iori
a

not éi % F& 386Nt Fye gcggﬁﬁaﬁ&lfélﬁéyrﬁg eéFl ngmited
AT T ST R s

Ie ca xecuted even

“heﬁ% the %%Qe%% R Qr%%%rea%%%m' dn%%rs%% ue% &ng a

exanpl e, the command for Ing data Is a

be %%%Q%%%dw%ﬁc%h%leQ'%@bn@@aﬁﬁ%l WB%ﬁebB@%'ﬂ%c%s%lle
15" priority right i's not sét. \Wen the detérm nation

I s madedthak thedugeel.vedheCormRRddCF Be texeeu8d ing,
(YES at step S25), the control section 20 executes

t he degeeievred ec onrend o slieépt$23) is When tickie spr agesstf @b be
the received command is conpleted, 20 the contro

sect*eF G dandmiet d ogheagr obessed wbsukt thas agcess

response to the I C card processing apparatus 1 (step
824)per¥éﬁYt e 98ét dPnRAt iS61% -i s ORnddet keNtRgyY, a command

%lved command cannot be executed (NO at step S25)
the SOt FAUeSEHP0R PG OGEES HgﬁchgeﬁﬁenpﬁeCP@@@FV@éta

25 %%qma%gdyaQ% %r%Q§gl%%nn g %§%%ﬂ%aglgb% n Eﬁe logical
channel where the access priority right is not set.
For example, the command for reading data is allowed to
be executed on the logical channel where the access
priority right is not set.

When the determination is made that the received
command can be executed (YES at step S25), the control
section 20 executes the received command (step S23).
When the process for the received command is completed,
the control section 20 transmits the processed result
as a response to the IC card processing apparatus 1
(step S24). When the determination is made that the
received command cannot be executed (NO at step S25),
the control section 20 does not execute the received
command, and transmits non-executability of the
received command because of the logical channel without

the priority right of the access to the file as the
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recei ved command because of the |ogical channe

Wi thout the priority right of the access to the file
as the 21 response to the received conmand to the IC
card processing apparatus 1 (step S26). Wien the
received command is a command for requesting closing
of a logical channel (YES at step 5 S31), the contro
section 20 closes the |ogical €hannel specified by
the received command (step S32). Wien the | ogica
channel is closed, the control section 20 clears an
accESSPORERNEL {iRbEECRA VERe CPMM@ngofer 6he LRf 6rmEL i on
of each file where the access priority 10 right is set
in PREPSGH-CAl 2BRAAAENS(dt d5T8B3P20Wkhen t hese
processes, are.coml eted, the contral section 20
transnit?hgnn§rﬁafe§ﬁdv F Fﬁ@mépgsﬁﬁgaofopﬂén%ogPEa
cha the r se.tqQ the.receiyved ¢ to the
ot b B B o S R

t he sganrards Qbﬂ%EoﬁhggchgﬁaQ@ EQBseEegHgsﬁbﬁgcgTechannel
file selection, the command for requesting the access

to gpblligieandyt heecorEBAGHOEommEAUESELERE ERE) Cl OGHBH the
of a logical channel, the control of access to a file

I n e@aghchagicbahnehansek1268eghodhd aehtbelt akenibAt 99
consi deration. For this reason, the control section

20 exeeutesnprocesseshaacedr dungetroinhehpr 6¢@8Sscontrol
contents of the commands other than the conmand for
reqiB$OrAgtine Pifl eashl éétponhermetheoamandsf priority
requesting the access to a file and the 25 conmand f or
reqtedtitng St REtclBstR§ dPIACRégFRANNEhanfERP S33). When

these processes are completed, the control section 20
transmits a normal end of the closing of the logical
channel as the response to the received command to the
IC card processing apparatus 1 (step S34).

As to the commands other than command for
requesting the file selection, the command for
requesting the access to a file, and the command for
requesting the closing of a logical channel, the
control of access to a file in each logical channel
should not be taken into consideration. For this
reason, the control section 20 executes processes
according to the process contents of the commands other
than the command for requesting the file selection, the
command for requesting the access to a file and the
command for requesting the closing of a logical channel
(step S35).

A concrete operation example in the IC card 2 to
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(step S35). A concrete operation exanple in the IC
card 2 to 22 which the first operation exanple is
applied is described below FIG 7 is a diagram
illustrating an exanple of command groups O to di
to be given to the ICcard 2. 5 FIG 8 is a diagram
descri bing the operations to be perfornmed for a series
of conmmands shown in FIG 7‘by22thé IC card 2
according to the first operation exanple. The

.commands shown in FIG 7 are a series of conmands to

be yvEhR thHet hé'FE EREYAS iIRRerBaMRGe| b5 aBP1éRENAEI S

10 and . r pened. \Wen receiving a selection
reqé@?Frégﬁﬁaﬁﬁqu'of a file A where the |ogica

h I [ ified, the . trol . section 20 of th

TC tard 3 1Sredutss ot Aaadgteddd st Serandons eaera e Of
Th ' h t CLi 20 s e
[T EhatR SRy IeicenLERy 10 BETLL000000E8 1ECcara 2.

and rgliecls iisf ;ania6eass d%gérﬂﬁlghngnHHQeBpE§a§§5ngnﬁ%hﬁe
file A, At this tinme, when the access channel nunber

I S pelr f3emeldn fbhe af skei8s bhecorPBhisl sE8GHI 9 BOGSeySpy
"1" representing the logical 20 channel 1 as the

accese dbacaed aumbeobrdfingheof the AirsWheperecebni 8gample.
the sel ection request command C2 of the file A where

t he Thegicoamackhansebwd is &péci i ede at hertent 06l commands
section 20 executes the process at step S12 to S16.

In tRi ®ecqgs@en" 1o tseglfeadydsdt wasrehehactegscab channels

chaqnel n%nber in the file A. For this reason, the
and are opened.

When receiving a selection request command Cl of a
file A where the logical channel 1 is specified, the
control section 20 of the IC card 2 executes the
process at step S12 to 16. That is to say, the control
section 20 sets the file A as a current file of the
logical channel 1, and checks if an access channel
number is set in the file A. At this time, when the
access channel number is not set in the file A, the
control section 20 sets “1” representing the logical
channel 1 as the access channel number of the file A.

When receiving the selection request command C2 of
the file A where the logical channel 2 is specified,
the control section 20 executes the process at step S12
to 816. In this case, “1” is already set as the access
channel number in the file A. For this reason, the
control section 20 only sets the file A as the current

file of the logical channel 2, so as to prevent
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control section 20 only sets the file A as the current
file of the logical channel 2, so as to prevent - 23
rewiting of the access channel nunber of the file A
When receiving the command C3 for requesting reading
in the specified | ogical channel 1, the contro
section 20 -executes a process for reading the file A
as 5 the process at step S21 t63S26. This is because
the logical channel 1 has the priority right of the
access .to the current file (file A). Therefore, the
contFYIF1t86t POnthE REAESSt REaBREE PHMPRE PIfl éha fadg A-
transm t t he read .data, ,as response d%ta of the

command &3EM AP Wife it e CORTRRYG e tOSMAEIReEE 16
i . ' in.th i.fied i cal .ch |
;eq%éé&Hg%tlBe%ﬂ%n% E%l%igdzgggbféz thgbggcégs%ggscontrOl

, the ¢ r ol section

aeﬁgkggibheZBiEﬁeéuteknﬁ:E%?c%%%efo&h§egggk§akhgh%9TglA as

as the priority rig access to0 the current

fil enef blrecBksi At BRebSsbagi-gakoghanpgl 24 sHRWRUGE, the
the readi ng conmand can be executed w thout the

accesgipailochtyineilght hakokhkhp$iok@a§0Ri ghRe 0g0RhEOk ccess
section 20 executes the reading process on the file A
accordithg tortrketr €adengfiéquast Casmefidre4. thbatohsrol
to say, the control section 20 20 determ nes that the
exe€BEitéaNok Ot Headenmrhrddetaj ¢n sheoede Zheaodntrehsmits
section 20 reads the data in the file A based on the

det &FRi R&BFoA2tanast F&ABANES ERE2 pEalhgacammend C3.

response _dat a %f the conmmand C4. Wen receiving the _
command €5 5o "PEqUESEINg datae S8 Renel kG ATt KEqUesting

Spe?%&h?ﬂglggi%ﬁg %B%EQ%Ee%’lES%e% n%kgknel 2, the control
section 20 executes the process for reading the file A.
In this case, the logical channel 1 has the priority
right of the access to the current file (file A) in the
logical channel 2. However, the reading command can be
executed without the access priority right. For this
reason, the control section 20 executes the reading
process on the file A according to the reading request
command C4. That is to say, the control section 20
determines that the execution of the command C4 is
allowed. The control section 20 reads the data in the
file A based on the determination, and transmits the
read data as response data of the command C4.

When receiving the command C5 for requesting data
writing in the specified logical channel 2, the control
section 20 does not allow the execution of the command

C5 as the process at steps S21 to S26. In this case,
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section 20 does not allow the execution of the command
C5 as the process at steps S21 to S26. In this case,
24 the logical channel "1" has the priority right of
the access to the current file (file A in the

| ogical channel 2. The data witing request command
IS a non- executable command when the access priority
right is 5 not given. Therefore® the control section
20 deternines that the process according to the
conngn I S non-executabl e. The control section 20
trah ﬁi%?glFﬂé ﬁBﬁ“Q?écu%abFPFt9h%fP?h@rééﬁnﬁhlhEBOﬁsthe
a respgnse

det SFRERAL F8n P E0CURERPFoLarE ?8 TheRbohitaRae chopbFal
Stgihge L LT SR « o

cha he contro Sec

commaad,;, 81 LncLh én?aﬁﬁentgﬁe gegégnggbgyggkt;%%Peafs

the priority right e access to curre

(flh@tAhlbgntheTh@Qb@@Ee15tHQaBBﬁ£rél g@@f?éer? the
control "section 20 rewites the data in the file

accaedergihest bRapr e6esprocenteatsospesyf t 8dr Ry &8ﬁmand C5
command C6, and transmts the processed result as a

respensenetexthetebimandTlb. c¥henol esetviog 2het condmnes
C7 for requesting 20 closing of the |ogical channel 1,
t heteennporesecttehil20yerécthescampandeSs &9ractospagse
the | ogical channel 1 as the process at steps S31 to
S34°f| RhEhFemEase, CPhEaS@QnP@th%e@$F©ﬁm2@abl@@es t he

| ogi cal ?annel 1 and clears the setting of th
current % 8 FﬁcﬁﬁglPSgFEEICOQ@aEﬁaﬁﬁefoi r%ﬁﬂeéFé%gsdata

thew?gg?ﬁa 993998'5889? eg loglcal channel 1, the control

section 20 executes the command C6. In this case, the
logical channel “1” has the priority right of the
access to the current file (file A) in the logical
channel 1. Therefore, the control section 20 rewrites
the data in the file A according to the process
contents specified by the command C6, and transmits the
processed result as a response of the command C6.

When receiving the command C7 for requesting
closing of the logical channel 1, the control section
20 executes a process for closing the logical channel 1
as the process at steps S31 to S34. 1In this case, the
control section 20 closes the logical channel 1 and
clears the setting of the current file in the logical
chanqel 1, and clears the access channel number of the
file A whose access priority right is given to the

logical channel. As a result, the priority right of
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file A whose access priority right is given to the

| ogi cal channel. As a result, the priority right of 25
the access of the logical channel 1 to the file Ais
cleared. The priority right of the access to the file
Ais not given to any logical channels. In this state,
when receiving the command C8 for 5 requesting data
witing in the specified | ogicdP cthannel 2, the
control section 20 does not allow the execution of

the command C8 as the process at steps S21 to S26. In
thi $h€ad€Ce8S) 8fi CaE dRaARSIL KAFNAGLL Ae toasbesdile A is
riorit [ h |s ngt set for the current file 10

?f|| R% g e|8§ﬁ€£ﬂtéh£ﬁH€F 9L [het Receispstto the file

operat;i 0 xanp e, .even cess .channel nunber
is hot- sgp% One SCotr 61 Ys 8938ﬁ? %agpgﬂﬁlnes that the

T2 o T GAOSR s Ak MAHERY WP oLl P ror

the control section 20 transmts the non-exec I|t

15 Q%qb@%tQQGW@%QaC§r§§lﬁ f%ﬁp@ﬂée Ecﬁ%geao i a?s
{

When receil ving t he connan for selection o

fil enrAnnelt ke $ﬂ%0bﬁh@@ohOQEQQHOEhQOn@be% nb@eaQQBQrQhe
section 20 executes the process for setting the file

as thecuricenbff the ebmthed ogi aal tebapreke2sand geeﬁs S21
setting the access channel nunber of the file Ato t

| ogitealS26haniAel th2s gsseheaplogésaslathahepd Bi2ihg the
S16. In this case, when receiving the request of the

sel 8CCGE6S ST iPKAtYi FeOAL AR aetesstchamnshenambeentsfile
not set for the file A, That is to say, when the 25

| ogi'ddilecRAnri8l tienhioPAgathenprP8Li 2y r fghEhef fikst

operation example, even when the access channel number
is not set, the control section 20 determines that the’
data writing process is not non-executable. Therefore,
the control section 20 transmits the non-executability
of the command C8 as a response of the command C8.

When receiving the command C9 for selection of the
file A in the specified logical channel 2, the control
section 20 executes the process for setting the file A
as the current file of the logical channel 2 and
setting the access channel number of the file A to the
logical channel “2” as the process at steps S12 to S16.
In this case, when receiving the request of the
selection of the file A, an access channel number is
not set for the file A. That is to say, when the
logical channel 1 having the priority right of the
access to the file A is closed, the access channel

numpber of the file A is cleared. For this reason, the
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access to the file Ais closed, the access channe
nunber of the file Ais cleared. For this reason, the
26 control section 20 gives the priority right of the
access to the file Ato the | ogical channel 2
according to the request for the selection of the
file Areceived by the logical channel 2 after the

| ogi cal channel 1 is 5 closed?®In-other words, in the
first operation exanple, when the conmand for

req uestln% the selection of the file Ais received

af t PPERE |égp§apncﬁanﬁéwe§ the wiiienitheraebésef the
priorit iLven is closed,  the gr|or|t¥

of ?ﬁ&eéé gstPS FﬁéefﬁléOAthg gPgéRaiochanpRé o@F@@Fdlng

cha@ne h .t he e_access

to t tPI| ﬂue§ gpr t58nor tétbpﬂoPFt§he Eéﬁ? 6fr?ﬁ%lved

the fogica anne 'S c ere

|09b§@%e@han@ﬁlo%ﬁ%?ck%gdét Ehrﬁkea§l}§ttﬁge9$E gHt

file, various comuand for fhe access to are

al | ewaflp1 EOWRYieh, thB EhﬁmghaefokogbaééstEH?neﬁESsei @tlon
access to the fileis limted resul even

a request afiltha psoeessif,ed bheeraegessolcal channel 1
specified file in a plurality of |ogical 20 channels
(cotmand)chsthecerveds phéocongi stghcyisf givespesttvesed,
processes can be mmintai ned. A second operation
exafPPePFACLREY| Cighkdo2 tbe desesbbed beeofilénAthe given
second operation_exanple, in addition to 25 the first

opef8t £BR &X4ABRE, CRABRSEhé BEcWBACHr Fbeipyiority right of

the access to the file A is not given. The priority
right of the access given to a logical channel is
maintained until the logical channel is closed.
Therefore, in the logical channel selected at first as
the current file, varioué command for the access to the
file are allowed. However, in the other logical
channels, the access to the file is limited. As a
result, even when a request of the process for the
access to a specified file in a plurality of logical
channels (command) is received, the consistency of
respective processes can be maintained.

A second operation example in the IC card 2 is
described below.

In the second operation example, in addition to
the first operation example, when the access priority
right is given to the other channels, limitation of the

executable commands is posted to the IC card processing
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right is given to the other channels, limtation of
the executable commands is posted to the IC card
processing 27 apparatus (comand transm Ssion source)
1. The limtation of the executable commands can be
posted as a response to any command. \Wen the
priority right of the access to the file selected by
the file selection 5 request cérfmand is given to

anot her | ogical channel, the [imtation of the
conmand for the selected file in the | ogi cal channe
of AP ASHYENd GOEMFESt &d anPRGs sg ons sputicew dhar fThe

des |b|n the sec nd operation exanple. 10 The
secgﬁ é%ﬁmﬁ&?QH%ﬁﬂ4 & FORMENAS cen HgcRoeksd as

dded ti
exarol2 O%%% ?ﬁézﬁ?lre%meﬁﬁl@tr or 8Bn ShRceriBEipuc bt of
st Eefz @&%%%t ft%r t%tee&ilgjseﬁggltéﬁzgﬁh%ﬁ{g %gFls,(eale%tlon

are simlar to those shown |

det&b@@%s@eﬁﬁhhﬁhboﬁs'%1@@htE%danEQ%%r'§059c§§ychghnel

step S14, when an access channel nunber i's alre

set ther Bimhme1%&|@GtQ%ea&o&ma%@rE%&ttﬁbl§e§%%959'@Qle in
to the received file selection request command

at sthep 18t4)calt bt acortlr olf seet comma@d 26 @@E@éﬂlnes
whet her the | ogical channel of the command i s matched
wi th the fdéoess ishandélownwigert ofesdrtibisgl eteedetbhe
(step S$S41). When the determnation 1is nmade that the

| 0gio®&r aCHRMnEKaEPlehe file sel ection request command

is matched with the access channel 25 nunber of the
selected%$F1§e€?@§ gPedpdiogs prampde shown in FIG. 9 is

such that steps S41 and S42 are added to the first
operation example shown in FIG. 6. Therefore, since
respective steeps except for steps S41 and S42 shown in
FIG. 9 are similar to those shown in FIG. 6, their
detailed description is omitted.

That is to say, at step S14, when an access
channel number is already set for a file selected as a
current file according to the received file selection
request command (YES at step S14), the control section
20 determines whether the logical channel of the
command is matched with the access channel number of
the selected file (step S41). When the determination
is made that the logical channel of the file selection
request command is matched with the access channel
number of the selected file (YES at step S41), the
control section 20 goes to step S16 so as to transmit a

response showing normality to the IC card processing
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control section 20 goes to step S16 so as to transm t
a response showng normality to the IC card
processing 28 - apparatus 1. On the contrary, when the
determination is made that the |ogical channel of the
file selection request conmand is not matched with
the access channel nunber 5 of the selected file (NO
at step $S41), the control SectPon20 transmits
limtation of the executable command for the selected
file in the | agical channel as a response of the
com&hd TE<Relll- as the processed result of the

command tQ the | C card processing 10 apparatus 1 (step
S$42). In qnnitgjecfso@?tﬁ%égcdﬁ}eﬂbltheséj&tie&ﬁ‘w%btl%étade

onl ythe Jiam tati of the, executahl.e co nds but
aIsohﬁnforﬁhtP%ﬁcggpfgggﬁfﬁn §a%%€o ﬁdsnggﬁélon request

nont%%@%%baqgen%Qrn%t%%%?g@itwh%%% a%é%%%tkgggh%l number

al l oned) as a respons concrete opéra

exaﬁﬁ|thnsbﬂ%ck@dC§HQe2ﬁN@aawh%%%pt@Ql%?CQ@@ contﬁPé

operation exanple is applied is described bel ow

10 iseca idina@namrahnlsustiatiing tam iepebat kol L@ecb€able
executed by the IC card 2 for a series of commands 20
showenmimanEl Gor7 thecsediergetio ftihe second 0pghiakiloBhannel as
exanpl e. Since the operations of the commands ot her

t had tkeresssand Cheskomwmannd BsGwellare shri babckesthe
first operation exanple, their detail ed description is

om CEERL 28 EThAR remgndayo the a€cessdchannessangber

of the ,
apparatus 1 (step S42). 1In this case, the control

section may post not only the limitation of the
executable commands but also information representing a
command to be non-executable (or a command whose
execution is allowed) as a response.

A concrete operation example in the IC card 2 to
which the second operation example is applied is
described below.

FIG. 10 is a diagram illustrating an operation to
be executed by the IC card 2 for a series of commands
shown in FIG. 7 according to the second operation
example. Since the operations of the commands other
than the command C2 shown in FIG. 7 are similar to the
first operation example, their detailed description 1is
omitted.

That is to say, the access channel number of the
file A is set to “1” representing the logical channel 1

according to the selection request command Cl1 for the
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file Ais set to "1" representing the |ogical channe
1 according to the selection request command C for
the 29 file Ain the specified | ogical channel 1.
When receiving the selection request command C2 for
the file Ain the specified |ogical channel 1, the
control section 20 sets the fjle A as a current file
of the 5 I ogical channel 2, and”checks if the "1" is
already set as the access channel nunber to the file
& rocess at steps S12 to_S16, S41 and S42. In
th| Eaée Nt hBecSREFSEI8EcLPBAC2D aNPrRRAAY SetsWher as

the _access c er to the file A

reas%ﬁelenghgggoﬁF}gg §88tf8ﬂu§6ttF8?§ﬁi?soélhzfaFP%nflle
d
Of|FE§gCHE bkgeEQQHBH %ogugeg chgg %? C 9H§§58ﬂ§gg%f

rocess exe resu as'a’r

theseEQHHﬁngchetgnthgemkgécﬁrQsog EQ?ré?Eoggle of the

oper ation exanple en the current frle1s

accobdiBg1t enbhgefli be 258l eaEERD E@qgﬁ§t“§®nygnglready set
received by a certain logical channel, and th

pri asi tyier aghtsef chhanatcassbte tbethélfﬁléSAgéyeﬂhéO
anot her | ogical channel different from the |ogica
chapmeteeb thestopmufdl? theSlbm satli andof420 the this
execut abl e conmands for the file in the | ogica

chafREF, ofheheonbrfhindersipostedal preatiyrecoper atiam the
exanple in the ICcard 2 is described below In the

t hi PHCEPEr aPPBACexAHPPET A B £16n Ro ther DBisjrsason,

operatio Xa en_t he Io i cal channel to
P E% con%roTpsectYQn 25 tran mgts limitation of

executable commands in the logical channel 2 as well as
the process executed result as a response of the
command C2.

In the IC card of the second operation example,
when the current file is set according to the file
selection request command received by a certain logical
channel, and the priority right of the access to the
file is given to another logical channel different from
the logical channel of the command, the limitatioﬁ of
the executable commands for the file in the logical
channel of the command is posted.

A third operation example in the IC card 2 is
described below. |

In the third operation example, in addition to the
first operation example, when the logical channel to
which the priority right of the access to a specified

file is given is closed, the file access priority right
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which the priority right of the access to a specified
file is givenis closed, the file access priority

right 30 is transferred to another |ogical channe

(for exanple, another |ogical channel where this file

Is selected as a current file). FIG 11 is a flow

chart describing the third 5 operation exanple. In

the third operation exanpl e” sh%&n in FIG 11, steps

S51 and S52 are added to the first operation exanple
shown in FIG 6. Therefore, since respective steps

ot he® tRaRSseepsdsse anathsy sAewaAainchpanell (Aps e@ample,
simlar,to he st eps. sho FIG 6, thei

des@rPBP?Sn ogécailFP@B”QQhEREBHtFBFSSE&QFOHSZGeé?6§§§ as
a cer gi-¢cal , channel at step S32. In this case,
thegc%g kgsgg?eéh 20 determ nes whet her the access
priority ht; 19i; e I aqi npel b

cl osed cgﬁbgeleraﬁs?erre Cb§§5n§g 8? gggcgﬁ c%gﬁﬁg
(stepedationThatmpset 0 say, the control section 20
executes a process for detecting a file in the

| ogi cal Qhamﬂ@|th@rbeogb@éﬁgohoeﬁﬁhﬁmetBﬁowﬁcgﬁsﬁlG 11,
priority right is given. Wen the file in the 2

| ogetabscBahnehdt 85beackosadetiotvhtub fheSacepésatlon
priority right is given is detected, the contro
sectKanpr2e depennineslGhebher Thheefietect eiinfel eegective
sel ected in another selection channel. Wen the
detéFﬁPﬁa?FBﬁriEhﬁﬁdét?ﬁﬁtsﬁheanég$éélSbhaﬁnéh FRG. 11 are

whi ch 25 the f| e in the | ogical channel to be closed
havPhttAE ©© t € steps shown in FIG. 6, their description

is omitted.

The control section 20 closes a certain logical
channel at step S32. In this case, the control section
20 determines whether the access priority right given
to the logical channel to be closed can be transferred
to another logical channel (step S51). That is to say,
the control section 20 executes a process for detecting
a file in the logical channel to be closed to which the
access priority right is given. When the file in the
logical channel to be closed to which the access
priority right is given is detected, the control
section 20 determines whether the detected file is
selected in another selection channel. When the
determination is made that the logical channel in which
the file in the logical channel to be closed having the
access priority right is selected is present, the

control section 20 determines that the access priority
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access priority right is selected is present, the
control section 20 determnes that the access priority
31 - right can be transferred. Wien the determ nation
is made that the file in the |ogical channel to be

cl osed having the access priority right is selected

i n anot her |ogical channel, 5 the control section 20
rewrites the access channel =~ ndiber in the file
control information about this file into another

| ogi cal channel deternmined that this file is selected
(st g 98soranabe; trgggiferrede access priority right of

the file ose access priority right 10 is set for
the | ogi 8“3” ene e ”B@aal&ébd% fader ghstteithed filde in

| h |t
"5‘2"%{9%;9} 5o PABP L GFL B EGnel handre” THoSFREaS
t
oo BEABELES rigRR, Eg?ﬁ%ﬁie%g.@&?ﬁ ' 8RerRePodceafitnhhiranet.
;0 Bee %b%%%@lCQQQQEOQeZerQ% QEﬁgdtﬁ%o c%éggplﬁanBQ?

| e whose access pri orlty rg Iven

| oghgaberchannek tq1keehesed h%fBQha%Qb%CBSQutnthls file
anot her |ogical channel), the control section

cl edansot heaoabeess 030 caharnehneanber eirhiihbg Ehb@ thls file

i nformati on about this file (information representing

t heisogiedakteharisekept 658¢ . chesedyebstliep SB8) achess

concrete operation exanple in the ICcard 2 to which

t hePERPrd tgp&iahitonfekanpifé Les whppki edcess2brdesitiybedght

belgg set for the logical channel to be closed is
transferred to another logical channel from the logical
channel to be closed to another logical channel where
the file is selected.

When the determination is made that the access
priority right given to the logical channel to be
closed cannot be transferred (for example, the file
whose access priority right is given to the logical
channel to be closed is not selected in another logical
channel), the control section 20 clears the access
channel number in the file information about this file
(information representing the logical channel to be
closed) (step S$33).

A concrete operation example in the IC card 2 to
which the third operation example is applied is
described below.

FIG. 12 is a diagram describing an operation to be

performed on a series of commands shown in FIG. 7 by
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FIG 12 is a diagram describing an operation to be
perfornmed on a series of commands shown in FIG 7 by
32 the IC card 2 according to the third operation
exanple. Since the operations on the commuands ot her
than command C7 shown in FIG 7 are simlar to the
operation in the first operation exanple, their
detail ed descriptionis 5 oni efed” That is to say,

t he access channel nunber of the file Ais set to "1"
representlng t he | ogi cal channel 1, and the current
fil &her Ioh&ardgidc aCcCordingl to itheséhirdoopraatipa axample.
In this s when rece|V|ng the 10 command C7 for

r eque Cené%thp@F8§ﬁﬁ§SoP“tﬁ € 6§MEandscREAREl thant gemmand
P A SR A

t &8s the access chan

"1 p e _pr S e S34
ana S25° PR R REREERS TheRienae ol g ttin 1
operaiiir@r g .exanpl e, when the | ogical channel is

cl osed, the access priority right of the file given

to the | agisealischanrely, ithel Larsler ednhe1aR0kBBE of the
| ogi cal channel where this file is selected. As a

resiflitle whem tshe kogPQalr%@rébaﬂﬁehghahéngogh@aQC@BSQnel
priority right is closed, the access priority right

of tlhe afid &hies cautremst f¢dkl pf gheenogbcamothennkaogkcak set
channel where the file is selected w thout again

exed® ith§ ttHdef Pl-e del ébfPngtacermuhan 28cAivdugt hhe

oper ati on ex%n%Ie inthe [Ccard 2.is
command or requesting the closing of the logical

channel 1, the control section 20 closes the logical
channel 1 and rewrites the access channel number of the
file A from “1” into “2” as the process at steps S$31 to
S34, S51 and S52.

In the IC card according to the third operation
example, when the logical channel is closed, the access
priority right of the file given to the logical channel
is transferred to another logical channel where this
file is selected. As a result, when the logical
channel having the access priority right is closed, the
access priority right of the file is automatically
given to another logical channel where the file is
selected without again executing the file selecting
command.

A fourth operation example in the IC card 2 is
described bélow.

In the fourth operation example, in addition to
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descri bed below. In the fourth operation exanple, in
addition to - 33 the first operation exanple, .
information about a file whose access priority right
is acquirable is posted to the IC card processing
apparatus (command transm ssion source) 1. The

i nformati on about the file whose access 5 priority
right is acquirable can be ﬁos?éd as a response of any
connand In the follow ng description, the follow ng

o er is mainly assuned. That is to say, when a

oA SLFSE BREABIA oT ReoaR g7 SEPETAG Coomhand) o £ile
S be executed. bec use .the access priority 1

rigﬁg

S Aot “S&t Préeaa. YaBi Bty 16f aFHé”éF‘@é@s gy P@rslttegﬂ to
r'gQBeOECtE5§d cerEh§S a%%%g t ggggﬁﬁgn&raﬁP@}551on

command is post as ar

13 ksuackhow, Ch@ﬁ% qg%%?ﬁgkqgnthoBQuEBg F?E%rako%g access

exanpl e. 15 In the four operation exanpl & sh
FIGpr18r1t§t@@§h§6lsa@@q§§%a%ﬂ% @ggegetﬁogggdfbgsg

operation exanple shown in FIG 6. Therefore, since

t herssepaseoblieanyhaonsteps S64 and $621509W8 HBsEXGption,
13 are simlar to the steps shown in FIG 6, their

det ahkredol20wdegcrpptrhononsienmttiady dbatmed.t0TRAY, is to
when a determnation is made at step S25 that since

t heSa¥eced8epr poEPMpapigliforsenemplset tha tiheal ogivedking
channel of a received command, the receiving comand

i s hBAMERELUEABNet PRecXBABESP DScCavEei bhe2@ccess priority

access priority right
det%&ghgeismggghggtthgcqugrablelty ofythegaccess priority

right of this file in the logical channel of this
command is posted as a response of the command.

FIG. 13 is a flow chart describing the fourth
operation example.

In the fourth operation example shown in FIG. 13,
steps S61 and S62 are added to the first operation
example shown in FIG. 6. Therefore, since the steps
other than steps S61 and S62 shown in FIG. 13 are
similar to the steps shown in FIG. 6, their detailed
description is omitted.

That is to say, when a determination is made at
step S25 that since the access priority right is not
set in the logical channel of a received command, the
receiving command is non-executable, the control
section 20 determines whether the access priority right
of the file to be executed by the received command can

be acquired in the logical channel of the received
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of the file to be executed by the received command can
be acquired in the |ogical channel of the received 34
command (step S61). The control section 20 can

det erm ne whether the access priority right to this
file can be acquired in the |ogical channel of the
recei ved command by deterninin? whet her the access 5
channel nunber is set in the fffe Tontrol information
about this file. Wen the determ nation is nmade that

t he access prlorltX ght can be acquired in the

| ogFeEM2BHaNRERPP &F ﬁhe rB8eFPBErebNfAARELIPYEBOaEaBt ep
S6 % t he,cont 10 section 20 transmts

nont 8§sameas.wﬁﬁ§hsr ERE PEEEFYchT CBAFHNELEBt BRI thes

f qr. nat hat th t ht
{11 62on 80 REqnFPRRTER £ Ao Rbgheat Lo LniABnSAso 8 the

o oL oBEs vl LBfna by e P RINRASY V@gﬁh%ﬁetﬁérgccess
det@hﬂhﬂ@ﬁ'QﬂmbérnﬁgeségaﬁntBﬁeafgfés ﬁﬁt?&it¥angﬂgtlon

cannot be acquired (NO at step S contro
seckbent20naayrinansmt the non- executablllty of the
recei ved command as well as information representing

t he | ogi @aknchaernekteheiaathenaceessdpr thatt yhei ghteot

20 the file is set. A concrete operation exanple in
thepr&ocard 2igbt whnchet heqhbuedhiopenat logiexhnphennel
is described below. FIG 14 is a diagramfor

des€fi blAgrafcoperacpomand heEpert osher Hnlh, senéesontrol
comrand . sho in FIG 7 25 by the |IC card 2 according
to FﬁgtFBHr A 65@?5??55 non-eXecutability of the received

command as well as information that the access priority
right of the file can be acquired in the logical
channel as a response of the received command to the IC
card processing apparatus 1 (step S62). When the
determination is made that the access priority right
cannot be acquired (NO at step S61), the control
section 20 may transmit the non-executability of the
received command as well as information representing
the logical channel where the access priority right of
the file is set.

A concrete operation example in the IC card 2 to
which the fourth operation example is described below.

FIG. 14 is a diagram for describing an operation
to be performed on a_series of command shown in FIG. 7
by the IC card 2 according to the fourth operation
example. Since the operations for the commands other

than the command C8 shown in FIG. 7 are similar to the
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exanpl e. Since the operations for the commands ot her
than the command C8 shown in FIG 7 are simlar to the
- 35 first operation exanple, the detailed
description thereof is onmtted. That is to say, when
the I ogical channel 1 is <closed according to the
command C7, the access channel _ 5 nunber of the file A
whose access priority right‘is3§ivén to the | ogica
channel 1 is cleared. In this state, when receiving
the wi request command C8 for data in the
spegﬁfﬁ d 38 aPhcREAMELS2, thRedetaAtrEl desetiion 120
%g t he executlg gf the command 10 C8 di sabl ed as
t he "procesds 15t B &ps§Cs21 to S26. This is because the

access cq%nghSn%gb%r of eP sé gglméh'?p%f" 1s

the | ogical channel “2¥'s"n§ QP@

Chaemékeé)ackerhﬁﬁﬁagBrEHeOBSRﬁgh8” cgxa Feacgﬁss cgannel

conmmand e to be non-exéclta

conhﬁﬁbegegkl@He2@l1€ekeuﬂb§@3a$@§5Qegr38§lg9c?ﬁgﬁg is

channel nunber of the fil A to be cesse

comardnCBoi $hBoloyetalSehanhbe §C§§S§159988e| AHMRRE 5
of the file Ais <cleared at the tinme point of

recetetng whencosmandifl. tRO keLttihySregassen, cbhBand C8

control section 20 transmts the non-executability of

t hefesnmand €8 bbeaspecofindt lohavahgchhenatcessthe

priority right as well as acquirability of the access

pri GPPEYOL éﬁthbP:Lﬁ@ makézdk\zzngﬁt@gt ?%EC?E: EZ?Q“e“ma“d

proggsgﬁﬁggzgﬁg?atEgeiggggess at steps S21 to S26. This
is because the access channel number of the current
file (file A) in the logical channel 2 is not set to
“2” (logical channel 2).

In the fourth operation example, when the command

C8 is made to be non-executable, the control section 20
determines whether the access channel number of the
file A to be processed by the command C8 is not yet
set. The access channel number of the file A is
cleared at the time point of receiving the command CS8.
For this reason, the control section 20 transmits the
non-executability of the command C8 because of not
having the access priority right as well as
acquirability of the access priority right of the file
A in the logical channel as a response of the command
C8 to the IC card processing apparatus 1.

In the IC card according to the fourth operation

example, as a command which is made to be
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In the I1C card according to the fourth operation
exanpl e, as a conmand which is nade to be 36

non- execut abl e because of no access priority right,

when the access channel nunber of the file to be
processed by this conmand is not yet set, non-
executability of the command and acquirability of the

5 access priority right of the3file are transnitted as
response. As a result, even when the access priority
right is not desired to be automatically transferred

unl PRE ~E/E CLhiEPd So PECALISEN Oéx AfplRECethe P ard thatibit ,
the access priority right is acquirable or not can be

10 YOFOaBRS BGSEST COTREY BUEREd ProsbsstAge to be
apparatus, ther providi ng.the efficient process. A
fif hro(():r?%rsgtdi o E%r?mcémf‘ﬁ“fjhésl &Ogaﬁatzsie%' 88ECri bed
bel i f rati X I in_addition to
the ps T rrar (55 fhs ovuard AR Erali it inornsne
| ogiaealesschanpek i theuk B@etﬂ%0§§§epgkgrkEXnEhgpﬁegfas
the file, "information representing a change I n the

fil eedpenise. the éoﬁﬁgﬁdttne@ﬁﬁtnﬁénlQHECQEcggénﬁghority
(1 ogi cal channel having the access priority right) 1s
postrédhto itheokCd28icand tpr beessikbgagppalal,us rLEEFERAE
transm ssion source) 1. The information representing

t heusilake thangbiofl opkeatibe eanmpéeposhd asatesphesher
of any command in the |ogical channel w thout the
acc&88 BFresst pripght yotighheisi hequiiehla conmahdcan be
(for exanple, the data 25 rewiting command) cannot be
exeéﬁﬂ§8b6¥088§§ephéo the IC card processing apparatus,

thereby providing the efficient process.

A fifth operation example in the IC card 2 is
described below.

In the fifth operation example, in addition to the
first operation example, at the process in the logical
channel without the access priority right of the file,
information representing a change in the file due to
the command in another logical channel (logical channel
haviﬁg the access priority right) is posted to the IC
card processing apparatus (command transmission source)
1. The information representing the state change of
the file can be posed as response of any command in the
logical channel without the access priority right of
the file. When a command (for example, the data
rewriting command) cannot be executed because the
access priority right is not set, and the data in the

file to be accessed by the command is changed by the
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access priority right is not set, and the data in the
file to be accessed by the command i s changed by the
37 command in another |ogical channel, this is posted
as the response of the command. FIG 15 is a flow
chart describing the fifth operation exanple. 5 In
the fifth operation exanple shown in FIG 15, steps
S71 and S72 are added to the fffst operation exanple
shown in FIG 6. Therefore, since steps other than
steps S71 and S72 shown in FIG 15 are simlar to

st e FETERAM 1itn apeghes, lerdice ldehanned  débési pei pasitsd as
10 %%itted. Wien the determ nation is nade at step S25
t hat "% FESPELEVEd EBRMERE™PE%0n- execut abl e because

the acc pricor.ity right of the file iis not set
the |ogical" chanmel® gl%Whggﬁg eF@é&r&Qﬁﬁﬁnaket%éftg
cont @l 515 seet 0 determ nes whether a process
whic% causes %&agﬁéége in data in the file to be

pr Ocessectnb)thteh%'iﬂt@lc%:p\é‘%gltqgm?gcm. §ee>§ﬁe%e§nig%t1ﬁé 15,

anot her | ogi cal channe (logica annel havin

accesepRl isoni ayidr isght hre( 8t8BASES) thdhk$rks bLPEration
determ nation whether the file 20 to be accessed by

t he exempéred siioght ibe Falianged byeiB€orp| 06€s8ei Bteps other

anot her | ogical channel. That is to say, the contro

sectthen 20eget 87F res @ét kbpwhhénpFdGessS ahechimight to

cause a change in the data in the file to be accessed

by thE&PSosen® L8 EXEcubedtbgirhdetaitadddegsriptihe is

Iog%%?%t%ggnnel havi ng the access priority

When the determination is made at step $25 that

the received command is non-executable because the
access priority right of the file is not set in the
logical channel of the received command, the control
section 20 determines whether a process which causes a
change in data in the file to be processed by the
received command is executed in another logical channel
(logical channel having the access priority right)
(step S71). This is the determination whether the file
to be accessed by the command might be changed by the
process in another logical channel. That is to say,
the control section 20 determines whether the process
which might cause a change in the data in the file to
be accessed by the command is executed by the command
in the logical channel having the access priority

right.

The determination is made that the process which
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right. The determnation is nmade that the process

which - 38 mght change the data of the file to be
accessed by the received command is executed in

anot her | ogical channel (YES at step S71), the

control section 20 transmts non-executability of the
command and information that 5 the process which m ght
change the data in the file is38executed in another

| ogi cal channel as response of the received comand

to the |IC card processing apparatus 1 (step S72).
WheR1GRE GEEBERI HAEI ﬁtﬁsOﬁagéet Ratet he bprecesssafi bk the

h the data in the file tqQ be 10 accessed by the
?eggggédvggwﬁgﬁgapg ﬁﬁteé?EHE?@lenanﬁﬁB?ﬁeFOEbﬁﬁéthannel

ChaRQES gNO %Eﬁa%?gﬁ %é? %Egtgg ﬁatﬁéchbotransmlgs

transmt 1'nfor

non; %KGEQEQQESﬁﬁﬂg nEQrgﬁE'QQmRQQE LA§ Er?§§m§tfghcphat

nlgﬁt chan 'S not processe

15 &ﬁ%ng%%eQE bh@cﬁeﬁgbﬁgdcﬁgﬁaénghelHagédfﬁ tRe flle is
realize the above process, when"at |east a comm

whi eleugbt @haﬁgﬁtﬂékalbél@é@céhﬁﬁngﬂ aghﬁegbbﬁse of the
havi ng the access priority right (or file where an

accessectkannebmnanberoi sheety, chhe processirg sppiestss 1
are stored in a storage section such as the RAM 24.

Thi $sitspr €dRi zedWhygnstbei dgteheivattabeds padeessat the
contents stored in the RAM 24 as the command process

at Prepesg3vwhAckoRrBRrEgEsSopbratipbn exabmhtefihethe b€

h the fifth operation exanple is
gg;gpéagggdzgym@hg received comﬁand is not 2£ecuted in

another logical channel (NO at step S71), the control
section 20 may transmit information that the command is
non-executable and information that the process which
might change the data is not processed on the file as
response of the received command.

In order to realize the above process, when at
least a command which might change data is executed on
the file having the access priority right (or file
where an access channel number is set), the process
contents are stored in a storage section such as the
RAM 24. This is realized by storing the executed
process contents stored in the RAM 24 as the command
process at step S23.

A concrete operation example in the IC card 2 to
which the fifth operation example is applied is
descried below.

FIG. lo is a diagram describing the operation to
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descried below. FIG 16 is a diagramdescribing the
operation to 39 be perforned on a series of comrands
shown in FIG 7 by the IC card 2 according to the

fifth operation exanple. Since the operations of the
commands other than the conmand C8 shown in FIG 7

are simlar to the 5 operations in the first operation
exanpl e, their detailed descridption is onitted. That

is to say, the data rewiting process is executed on

the file Ain the |ogical channel 1 having the

pri BFi PETEPGREDOPNt ReS§EEBESOf oCPRBanPPeSAO¥Y in FIG. 7 by
accor di to the command C6. In this state, when
rech$iﬁg Fﬁ§ddgt8CﬁPFgFH§ F8qhBst ftbhmaRBcE8t ANt RKamPLe.
speei:f.ied gi.cal _channel .2, the control ctiopn 20
naké%gf ethgnﬁéﬁaaﬁé088n9£x883t88?%38§5tRiEEFoEBEQ hpe
ste tpgS his Ls~bega ne . e anne

5 RO of e Rl nf TFT 1 & CFel 80 Thh ERecl'Bgt cal

. "o i e 2), 1
ChaBP@kaglbﬁanB_ﬁﬁE E9rs o&%ﬁgtgé egg%ﬂﬁg%d }Egigs

the tifth operation exanpl e, en t

madectaibednassexepuishl es bheceeatrol section 20
det erm nes whet her a conmand whi ch m ght change the 20

data is @kecutiedtonsthe thkedAthorberproagspedcbyst he
command C8 in another |ogical channel. The process for
rewekerngedabn bhet hélei ReiA tkealoeadylexbenthetl L nhaving
the |ogical channel 1 as the process of the conmand

Co hhe PHéorifE pbPht of Feeervfagsthe thembndeB. For

is 25 reason, the control section 20 transmts
}Efapﬁﬁfpgﬁg to the command Cé6. In this state, when

receiving the data writing request command C8 in the
specified logical channel 2, the control section 20
makes the command C8 non-executable as the process at
steps S21 to S25. This is because the access channel
number of the current file (file A) in the logical
channel 2 is not set to “2” (logical channel 2).

In the fifth operation example, when the command
C8 is made to be non-executable, the control section 20'
determines whether a command which might change the
data is executed on the file A to be processed by the
command C8 in another logical channel. The process for
rewriting data of the file A is already executed in the
logical channel 1 as the process of the command C6 at
the time point of receiving the command C8. For this
reason, the control section 20 transmits information
that the command C8 is non-executable because of no

access priority right and information that the data
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that the command C8 i s non-executabl e because of no
access priority right and information that the data 40
rewiting process is executed on the file A in another
| ogi cal channel as response of the conmmand C8 to the
IC card processing apparatus 1. In the IC card of the
fifth operation exanple, 5 when the command is nade to
be non-executable due to no ddtess priority right,
and a command whi ch m ght change data is already
executed on the file to be processed by the command
i n BAVEhetP ogFRaFSEhhfinefe¢rbef cat Erankkle %a?@r@POther
t he, acces riori right), non-executability of 10
L hel EShTRNACERRTT hi BF et TP TRARE ot CoraaHEr hi Ch T ghte IC
chapge d@%gcég 9$§e§$¥a§§§&%tfd on the file in another

? are a t et

| ogi ca anne nsmitted as response. As

a
resull. ki the & card ohenDrocesn GODEEDIS, SXEGHLEL,

on the file on which executabl e coma are

15 | 9ghcahe ChaNEhS Y& IHOW BECESSHPRLOELL Y 45 BItakd to no
anot her | ogical channel having the access priority

ri ghtceas peisuitablygposteddtd ddendd o tePrpcassi dthnge
apparatus. Thus, the efficient process is enabled. The
firdataoisi &t hecoperateont exanpl @se af elappd iled p2frdssed by
the portable el ectronic apparatus such as the IC card

2 halvé ngomhend uhet doptfer kxeteal ngharmekstesyiorela channel
plurality of logical channels. That is to say, when

t he"pBiRabl e et et P DR £l @pbay af iBh Buchas-errcURariky of
2 receives a conmmpd_in a certain |logical channel,

and 2% THEPPT o7 RE y1 7 F YHEA bFOR Hel@le R s R BV Fi Gl Bight
be

change data is already executed on the file in another
logical channel are transmitted as response. As a
result, in the IC card, the process contents executed
on the file on which executable command are limited in
logical channels without access priority right in
another logical channel having the access priority
right can.be suitably posted to the IC éard processing
apparatus. Thus, the efficient process is enabled.

The first to fifth operation examples are applied
to the portable electronic apparatus such as the IC
card 2 having the function for executing processes on a‘
plurality of logical channels. That is to say, when
the portable electronic apparatus such as the IC card 2
receives a command in a certain logical channel, and
the priority right of the access to the file to be
accessed by the command is not set in another logical

channel, the access priority right of the file is given
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accessed by the conmand is not set in another-Iogica
channel, the access priority right of the file is
given 41  to the l|ogical channel which receives the
command. The priority rights of the access to the
files given to the respective |logical channels are
mai ntai ned until the |ogical channels are closed. The
portable electronic 5 apparétuélsuth as the I1C card 2
where such access priority rights are set disables
t he execution of a process which m ght change the
datéothﬁhéoﬁﬂFél EPrBEEISWEFNt RECEbHRENENCaceBRANAg The
received by anot her | ogical channe

wtﬁ&&f’ré&é’e&gh’ié BFi bPFt CFF@ﬁttolﬁh?hélbéﬁt gbrgn to the
h h I

equeePlsr 1 PR LB a1 R Re L D ee) MRt hb S unEetnF T Sat e

fileg %ca?cghgﬁgeﬁ¥ ﬁrepEHBQEth ofe! ﬁg%ﬁgglghngeksgnlc

t he consistency o rocesses | € respec

Iogb?ggrga@@nghéhca@ bge ﬂ@leseangdwhgbs Qﬁ@ﬁe§éc%93

t he card 2 is described in detail below Int

cargriortihe eephtsl ageckeONd20aBX686ULRE e2OchbecHaba 4
process or the control process of the respective

secpbironsssTheiconhightsenbhhga 2Rerdasa Proghransile
(software) stored in the ROM 23 or the nonvolatile
nemsPyogsssofas tber eakinaedi hacvardbus tprosessesmand
That is to say, in the ICcard 2, the ROM 25 23, the
RAMF2ZSiVRE RYnoBPaRPFelaBi®Rry 2Banphk without access

priority right.

In the portable electronic apparatus such as the
IC card, even when a request of the process for
accessing to a specified file is received by a
plurality of logical channels, the consistency of the
processes in the respective logical channels can be
maintained.

The process in the IC card 2 is described in
detail below.

In the IC card 2, the control section 20 executes
the data process or the control process of the
respective sections. The control section 20 runs
programs (software) stored in the ROM 23 or the
nonvolatile memory 25 so as to realize the various
processes. That is to say, in the IC card 2, the ROM
23, the RAM 24, the nonvolatile memory 25, the
communication interface 22 or the co-processor 21 is

controlled by software operated by the control section



10

15

20

25

conmuni cation interface 22 or the co-processor 21 is
controll ed by software operated by the control section
- 42 20, so that the various processes are realized.
FIG 17 is a diagramschematically illustrating a
software structure in the I1C card 2. A nodel of the
data processing systemin the IC 5 card 2 is conposed
of a hardware (HW |ayer 4I, oS (operating
system) |ayer 42, and an application |layer 43. As

sho in FIG 17, in the IC card 2, the application

| ayél 439 $hak The Neghess PEsessasd atke read iizgger
42.is in 0 L}ion hi gher than the H W/l ayer = 10 41.
The H W Iayer 41 %% % & 5 ucH lastrgidng

Con%%%kw%%%tE%QU%QUF%EEnESBEEEE %EESr M 24, the

communi cation inter ¢essor 21 and

the nonvolalidie JERMY &3a Eﬁ%@ Janduare of the HIW 1o

| ayer 15 41 executes a process accordirng’to a process
reqeesid of iemdbh®cS8d ayenr ﬁ%r@%a&%a$§qwggl§2e§XQZUtgq 0S
he l"ayer 42

process result to the OS |ayer 42.
has (apeatad 105 9pekali Ngysysuen) andlaas apphiedrabhf 9byer

executing basic control inthe IC 20 card 2. The OS

| aydi3 .42 Asayphloave ian FEGvi Adnnent tset tcngaradel, exher a

nmodul e such as application interface group. The

sof twirlé cas ivhe leaed @8 3% iis &he pigheam Wweiveh, and the

controls the basic operation of the IC card. The card

s 8% iL§Y&TpAggramifhPcROESIEPBI Bipher25hhar dher 8/6f layer

the4EVVVIayer 41 and runs after the

The H/W layer 41 is composed of hardware such as
the control section 20, the ROM 23, the RAM 24, the
communication interface 22, the co-processor 21 and the
nonvolatile memory 25. Each hardware of the H/W layer
41 executes a process according to a process request
from the OS layer 42 or transmits an executed process
result to the 0S layer 42.
The OS layer 42 has a card OS (operating system)

51 as a program for executing basic control in the IC
card 2. The OS layer 42 may have an environment
setting module, or a module such as application
interface group. The software as the card 0S 51 is a.
program which controls the basic operation of the IC
card. The card 0OS 51 is a program which controls the
hardware of the H/W layer 41 and runs after the

information such as the process result is received from

the hardware. The card 0S 51 is stored in the
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i nformati on such as the process result is received
from the hardware. The card OS 51 is stored in the -

43

non-vol atile nmenory in the IC card in advance. The

card OS 51 is stored in the ROM 23 or the Iike. The
card OS 51 has the basic functions for controlling
the hardware of the HWIlayer for realizing 5 the
basi ¢ operations of the IC car832,~and further has a
| ogi cal channel managenent function 52 for realizing

the functions _of the |ogical channels. The |ogica
chafR& VRaRddefe AEMPENctPok N52 ThnfRdges iPhadragreal The

cha
t he

MSgha s S S0Ael, pRReqEEDy Lableocd L 1

prOCESSEth %a&§EC%|%ﬁa%%%yt%% %hgqge%ﬁngighggefthe

functions of t

ogi cal "channel’s.” "FO

Co”%%%@r%ﬁ@%%%st%% h%%@%%%@doknthggthr§g gga§8§lrQ¥lizing

the application A and

€ comman rocess |

exegtleetaisi ct Bpesaeondschanpak 1&5-Byqt be aRA! EGALLOP has
B. The application |layer 43 includes various

appki dagicalproghass fappheahionuActappl batbenNrBalizing

.) as the prograns for realizing the various

protéssésnctibesapfl tbat logscaiechanpesed ofher vggassl
and data for 20 realizing the various processes
acceh@nng 1t danReemepér avhchiapdes wénapes| theatdglcal
The applications are stored in the nonvol atile nenory
25 GPePRELSCUsapd Shpnchapgganeenagemape sabtappya. In

d I d f t t to b
L oPel L EE nGn. FOIACH L CB5ORERORYaHo L AEN I 05 caFacessed

2.

in the plurality of channels by the functions of the
logical channels. For example, the command process is -
executed in the first channel by the application A, and
the command process is executed in the second channel
by the application B.

The application layer 43 includes various
application programs (application A, applicatioh B, ...)
as the programs for realizing the various processes.
The applications are composed of programs and data for
realizing the various processes according to the
operation modes of the IC card 2. The applications are

stored in the nonvolatile memory.25 of the IC card 2 in

advance, or are suitably downloaded from external

apparatuses so as to be stored in the non-volatile
memory of the IC card 2.
That is to say, the hardware of the H/W layer 41

is controlled by the card 0S 51 of the 0S layer 42.
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That is to say, the hardware of the HWlayer 41 is
controlled by the card OS 51 of the OS | ayer 42. 44
The card OS 51 of the OS | ayer 42 controls the
operations of the hardware according to requests from
the applications of the application |ayer 43. The
process results of the hardware of the HWI ayer 41
are 5 supplied to the appliEatﬂéns"via the card OS 51
of the OS layer 42. For exanple, a conmand from an
nal a us is received by the hardware of the

t ar at
H WSy SR T D® arld Oifs HpRla edVEs fife CORtd0es Bheof
th |_.ayer 4 In the card GS 51, .the conmmand
regé%%gg %ﬁﬁfhé%Hﬁﬁﬁl.afgygfe4fﬁc§rg&69|F@drequests from
PPl At B By e B o o LT 6 i S TR a8
41 i Pl i-0 L fir a
ot R e B e O PR ot (g are

applduppiliient ¥ speciabipad Ay ithe RR! ikeat AR Seehi F +he
command fromthe application |layer 43 into a current

st atts 1Aherr thze IHOW leayaipl4] beeomnesdt e oaoRRRG ternal
fromthe external apparatus in this state, the card

CS Sbpsupytiuses st recedorniibg taet he rapplrecatfi @hel f/Whaayer
current state. As a 20 result, the applications of the
appldleatingh isaparrddedexecthe rthedpPScéises abeond ngyer
to the commands supplied fromthe card OS 51 of the

CS I%gyer T#2,ther £8pecivelly. thRaromgapg sageivhe bar ghe H/W
o Syl 048,200 LegLon. o e current sstate
SuD@ﬂﬁ%ﬁc%Q?o%ogga@getgp%ﬁ?cation layer 43.

For example, when the H/W layer 41 receives an
application selection command from an external
'apparatus, the card O0S 51 is brought the application
specified by the application selection command from the
application layer 43 into a current state. When the
H/W layer 41 receives the command from the external
apparatus in this state, the card 0S 51 supplies the
command to the application in the current state. As a
result, the applications of the application layer 43
execute the processes according to the commands
supplied from the card 0S 51 of the 0S layer 42,
respectively. That is to say, the card OS 51 specifies
the application in the current state (hereinafter, the
current application), and supplies the command to the

current application.

The logical channel management function 52 is
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current application. The |ogical channel managenent
function 52 is 45 - described below. FIGS. 18 and 19
are diagrans illustrating structure exanples of the
channel managenent table 52a. That is to say, as
shown in FIGS. 18 and 19, the 5 channel managenent
tabl e 52a stores access orders of the |logica
channels for the respective‘apﬁ?ications and files
therein. That is to say, the access orders to be
stored in the channel managenent table 52a are the
or d8FSCEiPEAePPoGFcal channel s set where the files 10
or the agﬁlica i,ons ar g current -set (nanel¥, t he

or der s G§he @pﬁpgal cﬁéﬁn895956855§#ﬁ53 62theIfi | es
or E@?uc%ﬂg%' ?éhgg%g'g%h%kgfoR%P@#Tlégg?agggggltable 52a.

managenent a own |

applicati AslS U nt -.set .| or der _of
Iggical gﬁgﬁnéfstﬁc%%%“ S%dEPSEPC#E %Eeghquhgﬁﬁeﬂg’ the

nmanageRBBYl hahhgeRAtshaWlel 2Bl Grol8s LbBEess ordeﬁs of
application A and the file Al are current-set In the

| ogtbal 1ehanael chehnkls EﬁrtBBeCBéBFéktﬂﬁQaQ%ﬁEBEations
table 52a shown in FIG 18, the application is 20

cur eedt £sémt thetrhénl ogfbhat thanaekaychtRé. af6Ess orders
exanple, in the state shown in FIG 18, a process for
sel et PRgstheefli ke Aheofhaheehppineaehnent Atalptbes52a are
application A and the file Al are current-set in the

| ogFB8I CEA8RRePL" ERe2logicakechirbeln ¢ Vbgreathe26iles

el."ch.2". In . this case, the |ogical channe
Chag? Lhe appllcations are current—sgt (namely, the orders

of the logical channels accessing to the'files or the
applications).

Therefore, in the channel management table 52a
shown in FIG. 18, the application A is current-set in
the order of logical channels “ch.1” and “ch.0”. 1In
the channel management table 52a shown in FIG. 18, the
application A and the file Al are current-set in the
logical channel “ch.1”. 1In the channel management
table 52a shown in FIG. 18, the application B is
current-sent in the logical channel “ch.2”.

For example, in the state shown in FIG. 18, a
process for selecting the file Al of the application A
-(the application A and the file Al are current-set in
the logical channel “ch.2” is executed in the logical
channel “ch.2”. 1In this case, the logical channel
management function 52 make the state of the channel

management table 52a transit to the state shown in
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management function 52 make the state of the channe
managenent table 52a transit to the state shown in 46
- FIG 19. That is to say, the | ogical channe
management  function 52 del etes the |ogical channel
“ch.2" fromthe access order for the application B in
t he channel 5 nanagenent table 52a. At the sane tine,
the | ogi cal channel management®f unction 52 adds the

| ogi cal channel "ch.2" to respeet bottons of the
access orders for the application A and the file Al
in the® chiahmel managenent table 52a. As a result, in

t he channel _.managenent 10 table 52a, the application A
and the i1 AS ar® S it -Rdical fenngt napagrnent

i . " ch, 2" h inFIG 19. .,
225 Phe Sl AP LG S o oo
' , % e t.hat -t h i C
1 AGedDouben dd: 15 dsslred Ut o0 |90 SRl

or defar@igdnfidnd agirnal schannele e 25mcCaNRe the logical
di scrimnated as being next to the |ogica channe

"ch.dianrdl e dRgieral ehaneln menagerentd UrReticgl 2Rannel
of the card GS 51, the channel nunber in which a
process 220d seepenit ebdttonposifed heo alde sesperlisvV&or the
applications, or the priority rights of the |ogica
charitlsi dfagriarhé afnid edearfd lieh@lappl ithat icbasneaca@sagement
orders) are posted as the channel nmanagenent table
52a.taksl e Ydsul s thaesapplri dat itdrs chiinok 1r seeigenehe

' nts of the
ARG AR A S USRS TR

current-set at the last in the logical channel “ch.2”,

as shown in FIG. 19. According to the channel
management table 52a shown in FIG. 19, when it 1is
desired that the logical channel “ch.2” accesses to the
file Al, the access order of the logical channel “ch.2”
can be discriminated as being next to the logical
channel “ch.1”.

In the logical channel management function 52 of
the card 0S 51, the channel number in which a process
is executed is posted to the respective applications,
or the priority rights of the logical channels for the
files and the applications (access orders) are posted
as the channel management table 52a. As a result, the
applications which receive the commands can determine
process contents of the command based on information
representing the priority right given by the card 0S

51.
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representing the priority right given by the card OS
51. - 47 The conmands are given fromthe I1C card
processing apparatus 1 to the applications via the
card OGS 51. In this case, the applications determ ne
whet her the processes for the received commands are
executed based 5 on the pr|0r|t§ or der of their

| ogi cal channels. In the appl #cations,

determ nati on nay be nade whether the processes for

the conmands are executed based on the priority order
of their JgicMadtiihfels Hiiten Heom yies 16 a processing
received co nds. I n other words, the 10

det EPRATAUSh &t ke ﬁ?éﬂrlé@éaw& orimiids carel 0S 51.  In

exeqﬁﬁeg i_S det rmone Ilcatlons ba ed on

|nfornatfgﬁefepreséﬁ)qﬁééFﬁgn §§§IHP@@rW i e

rig e i.cal I rese the ard
(OB SR ARl DR S8 0 e

chanjpelt Hes rtl%%lmyg%erﬁeﬂ R £t Q%]eﬂ&pll' %qtc'aiq_n cw%'

recei ves the command, the a i cati eterntnes that

thetka@@ﬁﬁQ%atﬁ@hs@|b kﬁ%e@ﬁﬁ%ﬁ%@%nah%yeé%c%%@%l%hether
When the priority order of the |ogical channel of the

appltireatpiroestsiesh 20 réeeciccemaniie cerMeRe cius cB0bakka on
hi ghest, a determ nation is nmade that the process for
t he thempaie r iftor ogliengiodg thiee rf ilbg iskat ehghor lexanpl ehe
the rewitin or erasing command) is non-executabl e.
VWhert YPRE ﬁﬁi%@ﬁtFGGﬁdéﬁdoﬁOmW@nH@glcéh cohidemewogfist heéhe

lication receiving the command i s not the
hlg%Pp HgnatQOn whethe% the received commands are

executed is determined by the applications based on
information representing the access order (priority
right) of the logical channels presented by the card 0S
51.

When the priority order of the logical channel is
the highest in the application which receives the
command, the application determines that the processes
for all the commands are executable. When the priority
order of the logical channel of the application which
receives the command is not the highest, a
determination is made that the process for the command
for changing the file state (for example, the rewriting
or erasing command) is non-executable. When the
priority order of the logical channel of the
application receiving the command is not the highest, a
determination is made that the process for the command

for unchanging the file state (for example, the reading
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determ nation is nmade that the process for the conmand
for unchanging the file state (for exanple, the
readi ng 48 - command) is executable. The process
contents (executability/non- executability) for the
recei ved command can be determ ned by an application.
Therefore, the processes 5 realized by the

appl i cati ons, respectively,'ha@@ the follow ng
various nodes regardl ess of the above exanples. F?r
exanpl e, a specific application (an application o
theQEWW§¥erg@rfxﬁﬁytgﬁﬂéys execute the 10 processes

for all the commands regardl ess of the priorjity order
of the | ogicdl” Chamel ¥ -fte p(redie&é%é‘g lF]'fl(j}ry /89t he

COoMmBA 5%%¥ﬁg%§3b%o%x%%%t?%cEQV%@ec% 5%%|5P§P nnel s

ot her t pnost T ogical “channe reg §s of

typ%%t%&ﬂﬁ@ﬁﬁiY@da%???@%q%atE%EPhe&hﬁ&%%g%?émﬁ&%:E%ocesses

process may be perm for a specific

sucaessiiveldy St ehes gpha csvebnads hesbeky ivent,or ARLEORLe
in record unit regardless of the priority ofder of

t he fllddicsdingec hanmnelus. mblie sl Cegard12seanrbenkr agbye
designed so as to be 20 provided with process

contertp lfegr. t he commands where current setting
conflicts in the logical channels in respective

appl i cat if®1¥s e ¥&Rdpd e e sulstoe Ailté cs pppdmchdiong (Ringh

degree of freedom according to operation nodes can be

r ealdiPPdd Ca35 othefpltbcedd risk ereere wavdafbrya esamuhd the

frogggy%sses for all the commands regardless of the

priority order of the logical channels. The processes
for all the commands may not be executed in the logical
channels other than the topmost logical channel
regardless of types of received commands. Further, the
writing process may be permitted for a specific file
which successively stores data such as history
information in record unit regardless of the priority
order of the logical éhannels.

The IC card 2 can be freely designed so as to be
provided with process contents for the commands where
current setting conflicts in the logical channels in
respective applications. As a result, the system
having high degree of freedom according to operation
modes can be realized.

The process in the IC card for a command from the
IC card processing apparatus 1 is described below.

FIG. 20 is a flow chart describing a process
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| C card processing apparatus 1 is described bel ow
FIG 20 is a flow chart describing a process 49
exanple in the I1C card for the command fromthe IC
card processing apparatus 1. The operations of the
card OS 51 and the applications are realized by the
control section 20. In the fO||OMAng process exanpl e,
the 5 operation of the card OS 481 and the oper ati ons
of the appllcatlons 61 (61A, 61B,...) are described
separately n the connunlcatlon |nterface 22

r ec EVERLE & dIFrGﬁFFhéoFCtéﬁr&OBW€@§§§FQ@ the IC card
h d GS 51 [

e eiCE Y e tRarar o T10° B3 PaR 0 1565 oh hbe card os
| t | 61A

(SrelERe Qw\ﬁ%%pf%g&%%ﬁ% 'ta%% %%%%%%%% b atc{hﬁe ceLfgol

S 3tctlsheroSl2)yn the %Bﬁhb%@hbogﬁ@%és Yy gigatt%ge

card OS 51 about a self | ogical annel (ste 13)

. 15 dpR ria@SpONSE tthet ke rdn@di BY, ahhe tear dp8a2l ohef 8%S the
to t he channel managenent table 52a using the | ogica

charpgll icandgerest f(énel,i 6ne52.) ande dissti oAt &Sparately.
| ogi cal channel of the application 61A (step S14).

Wien t he Whegi d¢dle clvarmuali ceft ithe iapplrifeaati a2 GEAeise20 a

di scrimnated, the card OS 51 posts information
repF@@@ﬁPﬁnérPWetP@gﬂ@apaéﬁaﬁﬁ@Ceﬁélnheaappk56a6|én(step
61A _(sStep.S As a result, the application 61A
cheéQ& Vhéh§eFPrdI8§|éélWBH&hnéﬁ e¥ReufeehBY £be control

checklngoa §§h%82% I%g|cal change aIIocated to an

appFFEgtlon e recelved command to an application
(application 61A) (step S11).

When acquiring the command from the card 0S 51
(step 512), the application 61A inquires at the card 0OS
51 about a self logical channel (step S13).

In response to the inquiry, the card 0S 51 refers
to the channel management table 52a using the logical
channel management function 52, and discriminates a
logical channel of the application 61A (step S14).

When the logical channel of the application 61A is
discriminated, the card 0S 51 posts information
representing the logical channel to the application 61A
(step S15).

As a result, the application 61A checks the self
logical channel. The method for checking a self
logical channel allocated to an application which

receives a command is not limited to the process at

steps S13 to S16. A method for directly checking from
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receives a command is not limted to the process at
steps S13 to S16. A nethod for directly checking from
- 50 "CLASS' of the received command (information
included in the command), or a nmethod for acquiring
it by dedicated APl prepared by a card specification
can be applied. 5 Wen acquiring the infornmation
representing the self IogiEaISQhaﬁneI fromthe card
OS 51, the application 61A discrimnates a file to be
acce t,0 _in the conmand. Wen di scrimnating the
file%iggée ofc EBEsEGFS VL& RPN c4ENERTRALARET iBS lHgled
the.card OS 10 51 about _an cess condition of 'the
filé%t%gﬁecomm ”ééd oEyaeESﬁ%P§Q%85IaEﬂHﬁﬁéPg(§FeBY

acces

S21 ; LS i i th d .51
ot rg e e AR aBr  rinadee kY FaBEECo3A° 0L R FRB Pe
| ogipgh i eghannel managenent function 52, and

di scrim nates an 15 access order (priority order) of

the | ogi e@lenchaanglsngf @het B thirk@tli8nbe3ce88884ng the
(step S22). Wien discrimnating the access order of

t heskagdi ¢abichannahanefiofrbhethil eata bs acgesged, the
card OS 51 posts information representing the access

or déppéficehéon0oldgidcakbréhanaeks fofifhetdi be hoctheed to
application 61A (step S23). Wen acquiring the

i nf 6PnBPRoRCFBAREsentinAy Ehecrantessingdeheofilheto be

| ogi cal channels for the file to be accessed (step
S247CCERESHppPr chPFoAPBIACAkéeDt BsiAARErpFoRbsEheogard OS

determ. ni ng whether the process for the
%5 aBoug an access co dgt?on of the file to be accessed

by each logical channel (step S21).

In response to this inquiry, the card 0S 51 refers
to the channel management table 52a using the logical
channel management function 52, and discriminates an
access order (priority order) of the logical channels
for the file to be accessed (step $22). When
discriminating the access order of the logical channels
for the file to be accessed, the card 0S 51 posts
information representing the access order of the

- logical channels for the file to the application 61A
(step S23).

When acquiring the information representing the
access order of the logical channels for the file to be
accessed (step S24), the application 61A executes a
process for determining whether the process for the
command is executed (steps S25 to S$26). That is to

say, the application 61A determines whether another
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command is executed (steps S25 to S26). That is to
say, the application 61A determ nes whether another -
51 1l ogical channel which accesses to the file to be
accessed in the conmmand is present (this file is
currently set) (step S25). \Wen determ ni ng that

anot her | ogical channel does 5 _not access to the file
(No at S25), the application 62A @&xecutes the process
for the command (step S28), and posts the processed
resylt to.the card OS 51 (step S29). In the process
for C@&nﬁiﬁ&“&ﬂ ¥hdphsagcesges &ppltheatiids 6oAbe
realii zes an acc%%% to a nempry storing 10 this file in

COOPEF AN Wit FPFh&CREPRICESEPICRRET dEhdPmiAilRg ifhat

anot | ogi. cal_.channel esses to the file (No at
steﬁgggffgth%eggpﬁfggpi82%$61A det erm nes whet her the

sel f |09Wﬁﬁh1§ﬁﬂﬁﬂﬁhp§%§ékﬂ%t %@B%%%&ylghggglo%ﬁé%%el does

file based on the in tion representing

access Qdelssof ot heel egieal nghann acaui : _
the oar g e 1 st e SaapaNe exgggpé’@ﬂghésslaeggaon 61A

appleixeatites 6hA gebeesknes rwhathebnihgdsektebogbgal ang
channel is in the highest order in the access order of

t he plosgisc ahec panrelksedcqasnéd toomhtheagdr dsO5151ssep

as 20 to determ ne whether the | ogical channel has the
pri 2%y rilghthef prheetsl éorvhbr themdetierti natpoA2Bs the
made that the self 1ogical channel has the priority

ri gRPPALVESTAPNsPEP rSgé) zephanappreeat Fonasnanexgcatesing
the process for the 25 command (step S28), and posts

thet ﬁgcgéggdlpegappegatlon with the card 0S 51.

When determining that another logical channel
accesses to the file (No at step S25), the application
©61A determines whether the self logical channel has the
priority right of the file based on the information
representing the access order of the logical channels
acquired from the card 0S 51 (step S26). For example,
the application 61A determines whether the self logical
channel is in the highest order in the access order of
the logical channels acquired from the card 0S 51 so as
to determine whether the logical channel has the
priority right of the file.

When the determination is made that the self
logical channel has the priority right (YES at step
S26), the application 61A executes the process for the
command (step S28), and posts the processed result to
the card 0OS 51 (step S29).

When the determination is made that the self
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the card OS 51 (step S29). When the determ nation is
made that the self 52 [|ogical channel does not have

the priority right (NO at step S26), the application
61A determ nes whether the type of the command is
executable (step S27). In the process at step S27,

the determnation is made 5 according to the settings

of the applications. For exanmple, the writing command
is made to be non- executable and the readi ng command

is made to be executable. Al the command are made to
be rr%ﬁlcékleéihaa{meel Sl et d e e ttheror itthe rigght (NO at
execut abiljty/ non-executability may be determn ned

accoS:JC |png446tdy’t aé’fpclfliqaé‘slqrb Y setedgeqesFathether the

exanple, d e application 6leﬁ§@gifg@b§d1 :ﬁqnﬂggpthe

whi cH rewrites a trile sta &3

exegfARRL Aand tel?Je Sg—perth\%?%smi%ra ;made Sf:o b]e éSi .

executable. In this cade, e receive

t he aceWridiing 1PN G e e APRIA Gald %% ﬁ’fﬂ% aqqto%%{.ne n Tor

that the process for the command Is n executa

Wherr dalngy 1reg C @inee & -GN & dndn ke <L atdideg teomrand,, t he
application 61A determ nes that the process for the 20
comenmed Utsbdxeautcatihe. rdher nighe ctelexniikakaer ks made
that the process for the received command is
exeCreahita bl eES Atl Isttdye c®2Mpnd he eappldecabi be GbA-
executes the process for the command (step S28), and
pos CE e AprlGc s €kecadgidtieto 2mrthercatte0S 51 (step

) t, determ nation is '
Szgéxe%ﬁ%gblq?ty/non—executabll1ty may be determined

acCording to types of files to be accessed.

For example, in the application 61A, a rewriting
command which rewrites a file state is made to be non-
executable, and the other commands are made to be
executable. In this case, when.the received command is
the rewriting command, the application 61A determines
that the process for the command is non-executable.
When the received command is the reading command, the
application 61A determines that the process for the
command is executable.

When the determination is made that the process
for the received command is executable (YES at step
S27), the application 61A executes the process for the
command (step S528), and posts the processed result to
the card 0OS 51 (step S29). When the determination is
made that the process for the received command is non-

executable (NO at step S27), the application 61A
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made that the process for the received command i s non-
executable (NO at step S27), the application 61A 53
interrupts the process for the conmand. Wen
interrupting the process for the conmand, the
application A posts information the interruption of
the process for the command as_the processed result
to the 5 card OS 51 (step S2993 Wien acquiring the
process for the received conmand fromthe application
61A (step S30), .the card OS 51 transmts the

pr od&<E &UP§§UFPepB§P€65§r€ﬁFtﬁ@e SpPMREgti oNheRA as

response data t bhe receive onnand to the IC

car& §F6E€§§ﬁﬁ§ GaPafass$ %QFeﬁ eS§TWmaPH t kBecar d
f. h t

the %pﬁegggﬁg ﬁe a%835§nge C? gggtﬁggeln ESHHE?EOBSQf the
@esEhQOQpQ%'C@Ehﬁggdcggc%héf gfégsggl%e Et to the

ano her channel is already current

cha&@qbsc@aglthgt@ cess)priority right (access
order)" as to the tile to be accessed according to a

recei ved wemmarduiased enel piroceBli ¢Brpraki dedehyelihe
card OGS 51. 20 The above processes enabl e the access

contcoginmangc caodi nyet appbhecauivbantlaetst8g EBOR, the card
plurality of channels in the IC card. That is to say,

i n OfeSlcémmanaipsotbespobcaseedt akruappbbsatiioiromhehe
card OS. 51 can check whether a file to be accessed is
cur PERL195tden PARaAGt KeFPEREANERtaAsOathesteeeivhe

rocess for
P and to the IC card processing apparatus 1 (step

S31).

In the card 0S5 51 of the IC card 2, the channels
current-set for the files and the access order of these
ghannels are managed. The applications check if “a
file for another channel is already current-set” and
“which channels has the access priority right (access
order)” as to the file to be accessed according to a
received command based on information provided by the
card 0OS 51.

The above processes enable the access control
according to the current setting in a plurality of
channels in the IC card. That is to say, in the
command process of a certain application, the card 0S
51 can check whether a file to be accessed is current-
set in another channel. As a result, the process for
the file current-set in a plurality of channels can be

managed securely.
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the file current-set in a plurality of channels can be
managed securely. - 54 Concrete exanples of the
process in the IC card 2 are described below A first
concrete exanple of the process inthe IC card.2 is
described. In the first concrete exanple, a 5 process
exanple for the rewiting command by nmeans of an
application, which is desigﬁed5ﬁo di sable rewiting
when no priority right is provided (the access order
is not topnost) is described. A case where the _

| ogi cal CNGHTES SardRle s I st @ ISIFeWs iim MIhg I dagd 2
assuned., 10 The a@%hication A receives the conmand for

rewriti 1 SGAtLSSE FHE€File Ain "ch. 2", ﬁs ﬁ resrlt,

h [ i ' a sel f | ogqgical channel,
humber 1 rom ity SRS AmE e g o PR 2o 1S 1O
i nf ti [ e ndi_t.i of the
| pgroat Sl e aBadld AR AR TSP SohRR e, chdfrl?,

acc@&%@@s@t@&aggg%sierQ%% QEW&B%ih%?%%ﬁhaﬁ@a%gfh?égﬁeof

fromthe card 51. When the channel managenent .
52aains aippltiketishat @hskewd si BekliGned9tot he saBRkI ¢aLI9R ing
S

A acquires 20 information that the channel "ch.l" i

al r ghgy cor penbriset randtt he peocessedr dehei scceBslorder is

"ch.2" fromthe card OS 51. According to such

i nf &okaticeROsthe igppkiscatiben. AAdeteenwheset hat tbgical

channel "ch.I1" has the priorit right. Therefore,

sinE@apﬁéléhéﬁﬁePn"@ﬁ?ZStééésS%@WHZSthﬁé-tﬁé PEi esbtiped.

right OfT%%ea%%&EE%%q np%P%%%%iggg the command for
rewriting data of the file A in “ch.2”. As a result,
the application A acquires a self logical channel
number from the card OS 51. The application A acquires
information representing an access condition of the
logical channels for the file Al as the file to be
accessed (the access order of the logiéal channels)
from the card 0S 51.

When the channel management table 52a is in the
state shown in FIG. 19, the application A acquires
information that the channel “ch.1” is already current-
set and the access order is “ch.l, “ch.2” from the card
OS 51. According to such information, the application
A determines that the channel “ch.l” has the priority
right. Therefore, since the channel “ch.2” does not
have the priority right of the rewriting process for

the file Al, the application A in channel “ch.2” does

not execute the rewriting process and ends the command
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the file Al, the application A in channel "ch.2" does

‘not execute the rewiting process and ends the command

- 55 - process. A second concrete exanple in the IC
card 2 is described below The second concrete
exanpl e describes a process exanple for the reading
command by the 5 application dgéigned to permt the
execution of the reading process which does not _
change the file state even when the priority right is
not glven (when the access order is not topnost). The
cas&€ &€ the |ogical channels are in the state

h Fl 10 d, Th t
coel ves t RECEUNmERAFor & S40TYe Ret ARt dCoF "ERe 2t ife

A H%s%@?bgaaggﬁbw"ChT e’ Sé?PQFo£8§8Fétchanﬁ@?lﬁuﬂ%EFrlbeS

application A acquires a s girca

from theceasde(Bmple FhE @HQ'kggﬁiggtébﬁéaﬁﬁqﬂkrgﬁe

i nformati on show ng the access con fon o

| ogiapall ichanpel sekofgnkhethbi perflt aghthexbilieibo Q? the
accessed (the access order of the | ogical channels)

f r ometkié ngapdoESs51whWaRNdbEe shansebnganagement et abkee
52a is in the 20 state shown in FIG 19, the

appkiveat wbrnAtheqpiriesitiyntoghatisnndhayivée chasnethe

“ch.l" is already current- set and the access order is

"charcesscprderf ignnehetopmedt DS 51he Acase divngreotseach

information, the application A determines that the
chagﬁgﬁca&hcpa“HE%SZSr?héonP%r?F?t?|@%@WHTH@ FIG. 19 is
appggggkggn A in the channe

The application A receives the command for reading
the data of the file Al in the channel “ch.2”. As a
result, the application A acquires a self logical
channel number from the card OS 51. The application A
acquires information showing the access condition of
the logical channels for the file Al as the file to be
accessed (the access order of the logical channels)
from the card 0S 51.

When the channel management table 52a is in the
state shown in FIG. 19, the application A acquires
information that the channel “ch.1” is already current-
set and the access order is “ch.1”, “ch.2” from the
card OS 51. According to such information, the
application A determines that the channel “ch.1” has
the priority right. The application A in the channel
“ch.2” determines that the priority right of the file

Al is not provided but the reading command process does



10

15

20

25

"ch.2" determnes that the priority right of the file
Al is not provided but the reading command process
does 56 not change the state of the file A (nanely,
does not influence the process in the channel _
"ch.1"), and executes the reading process on the file
Al according to the reading conmand. 5 In the IC card
2, the operating system 51 and>Phe” applications 61A
and 61B with which the process can be executed in a
plurality of Iogical channel s operate. The operating
sysf@h ST2RERag8s PhrGEaLi she fépreddntiagetye does not
channgls whi ch_are currently accessing_10 to the files

st or& lPﬁnFﬁetHSngépgﬁﬁﬁelﬁeﬁBchﬁénPﬁltﬁéh-éﬁénnéP:
I 2a. The inf ti e in the,
gD Sile By e oo g et 120,

apphicat,.o a whi ch process the comand
fro%? ?hg 2%8?%@90%gg§é53n151 according to inquiries

from the 135 tapplriccations  61Acapd 0LB; nThe appli ¢at e he
n

61A or 61B determ nes whether the co processes

ar eappecubahbas basednanetbewhphoyARELORKRY RYLERD ST EQM be
the operation system51. As a result, the secure

accesscoortr ah Bnpau2@lpkyr afi tygatathanaahs1eaBpbeate.

realized in the ICcard 2. As aresult, the IC card

2, Wheserpretesy evatent §lomantphescomfamdatiwben the

current setting conflicts with another I ogical .

chafREF§Seak1pe §BSi gheanadeorbiah eoe ?herepe%athoneSSlng
: . . o

g?g gdgggt??lggsgeCtlVe'apELgcgghggﬁétg?g mggory 25 in the

tored in
channel management table 52a. The information managed
in the channel management table 52a is provided to the
applications 61A and 61B which process the command from
the operation system 51 according to inquiries from the
applications 61A and 61B. The application 61A or 61B
determines whether the command processes are executable
based on the information provided from the operation
system 51.

As a result, the secure access control in a
plurality of channels can be realized in the IC card 2.
As a result, the IC card 2, whose process contents of
the commands when the current setting conflicts with
another logical channels can be designed according to
the operation modes of the respective applications, can
be provided.

The portable electronic apparatus such as the IC

card which executes the process for a command to be
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The portable el ectronic apparatus such as the IC card
whi ch executes the process for a conmand to be - 57

given froman external apparatus includes a

communi cation section, a storage section, a nanagenent
section, a providing section, a determ ning section,

an interrupting section, and an executing section.

The 5 conmuni cation section coRfunicates with an

external apparatus using a plurality of channels. The
storage section stores a plurality of files therein.
Theglﬁﬁﬁa éﬁ@n?ns@éﬁ@éﬁa%aﬁ§§§§atﬁﬁo#ﬁﬁﬂP@ﬁs a

represen channel s accessing to the files stored

in Ch P&F%ééof055§5€98n ATREC P8§|aﬁﬁﬁlgéctﬁoﬁanagement
r ef ti Qn _managed managenent

sec? %ﬁagaﬁd Efg&gggg |% Sriatt of, Q%ﬁ EWlPéBPe§8ﬁF§°n' an
the ;ghannehsin C%%%%éggy thnfEkgchg R§n§88§?8gd b?he

the command réceive e communi ca SEC

t he cbhmapRlkcheéabnoReWhiieh %6%&HB§§aEQ§ QQ@Han Qﬁgg?ﬁﬁl
The determ ning section determ nes whet her

'Conﬁﬂpdrammecesingsaep@QMdetgaSQdcﬁﬁnhQ§s|nf@ﬁgaﬁtgﬁage

provided to the application by the providing section
andseké ioohanpeksahbl ptatredite bhefappki epékohn. Thehe
interrupting 20 section interrupts the command process
wheRapRgemappl seatiion denegasnésfohmetibe cepmasdnting
process is not executed. The executing section
exeElitBEeLRe2E6/MEMAT pPoERSsThhER Sheradplinchbeontorage
detern1nes th process is executed. 25 In

t he SB&FE8BI e 2%80?F8ﬁﬂgnaﬁpﬁ?§Fbgnsﬁ%ﬁeé§ tpethe

information managed by the management section, and
provides information, which represents the channels
accessing to the file to be accessed by the command
received by the communication section, to the
application which executes the command process. The
determining section determines whether the command
process is executed based on the information provided
to the application by the providing section and the
channel allocated to the application. The interrupting
section interrupts the command process when the
application determines that the command process is not
executed. The executing section executes the command
process when the application determines that the
command process is executed.

In the portable electronic apparatus such as the
IC card, the efficient access control can be realized

in a plurality of channels. 1In the portable electronic
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IC card, the efficient access control can be realized
ina plurality of channels. In the portable electronic
58 apparatus, when a command is such that current
setting (the accessing file) conflicts with another

| ogi cal channel, the process contents for the conmand
can be designed according to operating nodes of
applications. 5 Additional édv%ﬁta@es and

nodi fications will readily occur to those skilled in
the art. Therefore, the invention in its broader
asp@bPErRsURot "PPR RedOTBanthésspEENf fhagderditirsnangetting
repr%ﬁentative.enb da nts Ehomn and descri bed .
her éitRS 3888F83H8|$} Gar FB0S 116 RoliiFRcaProhe T mapIpeal
mad ' ut p ing_fr th irit or sco of

e CDERGPar FRCoRPV8 8oRaBb 58 THGf FRed°Bj"eRg cen be

i hej i . B9 - VAT |'S
AR e e r et B bR Fofr EOus PR aeliren ons-

execut es pdaliR[G68SS aHOEnRaGREMAAH LeJhe 19i¥eR Akl @aman
external apparatus, conprising: 5 a conmmunication
sectreadiwgi chca@miuntBatesswil hedt hg exterpPal Therefore,
apparatus in a plurality of channels; a storage
sectheninkkechistoiesidef bnbtden akpéocpatkoncef 1amfitka to
and a file which is defined by the definition

i nf 6hgatPeAifher dehaile andetépngssetatonewhinbhdseests
information representing a channel having a priority

ri gihosn and degesibed hpeeint e Ascohdidefyni veohous

inforga%ion about _
modirications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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the file; a first processing section which, when a
channel 15 of a conmand for requesting the access to
the file received by the conmunication section is the
channel having the priority right of the access to
the file, executes a process requested by the commuand
on the file; and 20 a second processi ng section

whi ch, when the channel of “the®cofmand for requesti ng
the access to the file received by the comrunication

section is a channel which does not have the priority
right of the access t&HAThd S Gl&IMEBbed$ties a process

for only.a c nnan? g@gse 25 process contents are

per mi t t ed "unBePOpré8efe PAEREdONAEc 8883 F RS atPoRh gxecutes
The _p I lectraonic_apparatus according to - 60
claﬁng%?é%ﬁgrgfg %hgﬁmwgggiSPnéeangFB @ch?PnGXternal

co t muyni.cati on section and a priority
c! gg?ggrgm@, Bsmg%};"fﬂ

of the file selecfed by the command is not set,

the settiangonBehiieAtIehS skhe iBhi Qhiky Eb&ﬁhngtakge Rith
access to the file for the channel of the command. 3.

Thetper tabkenalieappapheudppar at psuagCoEdi Bg tRankbakm
1, further conprising a posting section which, when a
conmand kostsekget isegtaohi Waita beozeeess€dnision
received and a channel of the command does not have a
10 prfermeyipnght of fihe avdessfibet ibifhl s peised by
Iiniting of the access to the file in this channel. 4.
Thetp6r HabrB1&LeBt iBAPEMAppaAPatDSraétording to

a setting section which sets information
representing a channel having a priority right of an
access to the file as the definition information about
the file;

a first processing section which, when a channel
of a command for requesting the access to the file
received by the communication section is the channel
having the priority right of the access to the file,
executes a process requested by the command on the
file; and

a second processing section which, when the
channel of the command for requesting the access to the
file received by the communication section is a channel
which does not have the priority right of the access to
the file, executes a process for only a command whose
process contents are permitted under predetermined

access limitation.

2. The portable electronic apparatus according to
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claim1, further conprising a setting change section
whi ch, when a channel to which the priority right is
15 given is closed, changes the priority right of the
access to the file fromthis channel into another
channel which selects the file. 5. The portable
el ectroni c appar at us accordinﬁsto claim1, further
conprising a notifying sectio Qhich, 20 when a
command for requesting an access to a file whose
priorit Is not set is received, notifies a
st afed l%h]at ‘t”ﬁ%r%%‘il ofiey W‘@‘F&Vb‘?g thef kbR e32le G e
file in the channe] of the command. 6., The

bor EABRENA BE SR ST LR RO ot OB 5 Ay
1. FUEhDODConprL ol 00,2 Leopondy ng seclhon i ch o o

S processe con her anne

Pri ORLL Yof L 9hY SEcthon fide t&é’%]g&gﬁ;%‘?dﬁq %anneﬁ@é

conmmand a response to t € Co

Wi t Q@éésgh@o PERONF1Ye M#@htehd - cih Qe ] abt & 1) ecdii €.
apparatus control nethod conprising: 5 setting

i nformat gon TRprpsentbng &l ebansel c haypigat@s PAéOstd¥ng to
right of an access to a file as definition

i nf otadmi bn Aboubet heopt simden poshamnedeafi@n which,
command requesting for accessing to the fileis a
chavineh hagpmgamdpféorselectiingighiid theacresssded is
the file, executing a process required by the conmand

on ERESiVEE: al&ﬁdav\ﬁéfr‘ﬂfﬂ% ¢harhr| command et florve a

requesti
qprforggy rlght of the access to the file, posts

limiting of the access to the file in this channel.

4. The portable electronic apparatus according to
claim 1, further comprising a setting change section
which, when a channel to which the priority right is
given 1is closed, changes the priority right of the
access to the file from this channel into another
channel which selects the file.

5. The portable electronic apparatus according to
claim 1, further comprising a notifying section which,
when a command for requesting an access to a file whose
priority right is not set is received, notifies a state
that the priority right of the access to the file can
be set in the channel of the command.

6. The portable electronic apparatus according to
claim 1, further comprising a responding section which
posts processed contents in another channel having the

priority right of the file to be accessed by the
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access to the file is a channel without the priority
right of the access to the file, executing a process
15 for only a command of process contents all owed
under predeterm ned access limt on the file. 8 A
portabl e el ectronic apparatus conprising: a first
storage section which stores an_operating system
programtherein; 20 a second s?%ra@e section which
stores application prograns therein; a third storage
section ich stores data to be wused in the

appFPRAR8n3pr 8gF SARCBE6r EA FRSt Re™@aegnat &hsrghannel

secti. therein. and.25 a.control section which
exegﬁgggu?héﬁgpgfé?Fﬁgy §§§Bgn1progran1stored_in t he

first stegrag [ a pLj Lon_pr.agram
Stored i n ne BOCOAN IS BrAG 0o L BBER AR SurarERY g thod
operghpRrgssyst em programincl udes: a managenment

function whi ¢h manages information representing a

channel geeessigndnterpaehohi kepstaeadihg 3 ERBNRBLN €aving
storage section; and a providing function which refers

to shpribnfeymatghn sBnagedcby¥stheomanagesent Hypchi €Mon
so as to provide the information representing the
chamnnébrmatécessehgutothheffiibe to an applicati on which
tries to 10 access to a specified file, the

appl i cat W88npRogharselnefudecommgdateraiineagifngnépiron

whi ch det er m nes , _ _ .
accessing to the file is a channel having a priority

right of the access to the file, executing a process
required by the command on the file; and

when the channel of the command for requesting the
access to the file is a channel without the priority
right of the access to the file, executing a process
for only a command of process contents allowed under
predetermined access limit on the file.

8. A portable electronic apparatus comprising:

a first storage section which stores an operating
system program therein;

a second storage section which stores application
programs therein;

a third storage section which stores data to be
used in the application programs stored in the second
storage section therein; and

a control section which executes the operating
system program stofed in the first storage section and

the application program stored in the second storage
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accessibility/inaccessibility to the file based on the
i nformati on provided by the operating systemand a 15
channel allocated to the application program an
interrupting function which, when the determ ning
function determnes that the access to the file is

di sabl ed, interrupts the acceaﬁ to the file; and 20
an executing function which, en The det er m ni ng
function determnes that the access to the file is
permtted, executes the access to the file. 9. The

por £861%¢8rect roni ¢ apparatus according to claim 8,

wh in 25 th t f ti th
[ or mat {B1F - - @pr e Se P EAG " RAnddPS “HoBel8rAg oot Pres:

stored i %E&ag%ﬁ%@?df%é%&%%ﬁeaﬂﬁghpgaﬁggggﬁgﬁﬁéﬁmation

orders o pfovi di ng

ref e6$ Qehgngntorrahhen pepagedqby t BE-HBRAYLNGoreq in
function so as to provide i 'nfor mati on representing

t he tekanngl-dageessgegsketaonti ka4t 0 be accessed and an
access order of the file to 5 be accessed by the

channel s at prawviapplg Gahicen onhiwbi chexegdtrestbhehe
command. 10. The portabl e el ectroni c apparatus
accandiomga tttonchanag8d wgeteenmahepemcheatiunttibe so as to
access order to the file to be accessed is a channe
al | eavédet sheniafegmappbncacpbsasenhendetkenithiangel
function determnes that the access to the file is,
er ACCEEG NP1 EOTRESpSLL8bIFE BPe@PPbhFetapparhiel tries to
per -t p
acc%%c%@% to a specified file,
the application programs include:
a determining function which determines
accessibility/inaccessibility to the file based on the
information provided by the operating system and a
channel allocated to the application program;

an interrupting function which, when the
determining function determines that the access to the
file is disabled, interrupts the access to the file;
and

an executing function which, when the determining
function determines that the access to the file is
permitted, executes the access to the file.

9. The portable electronic apparatus according to
claim 8, wherein

the management function manages the information

representing channels accessing to files stored in the

second storage section and access orders of the files;
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to claim8, wherein when anot her channel which is
accessing to the file to be accessed is present in a
15 process for changing a state of the file to be
accessed, the determ ning function determ nes that the
file is inaccessible. 12. The portable electronic
apparatus according to cIaim%3 wherein in a process
where the state of the 20 file to be accessed is not
changed, the determ ning function determ nes that

to.the file.is ermtted regardl ess of ,
25222§ce%H8nS§Pg§§ﬁb8 Sg“Fﬁéoncﬁﬁﬁﬁéﬁ Leckhej Agfpgmphéon

fil%aggggg €§C€ﬁéeﬁanaging function so as to provide
information representing the channel accessing to a
file to be accessed and an access order of the file to
be accessed by the channels to an application which
executes the command.

10. The portable electronic apparatus according
to claim 8, wherein when a head of the access order to
the file to be accessed 1is a channel allocated to this
application, the determining function determines that
the access to the file is permitted.

11. The portable electronic apparatus according
to claim 8, wherein when another channel which is
accessing to the file to be accessed is present in a
process for changing a state of the file to be
accessed, the determining function determines that the
file is inaccessible.

12. The portable electronic apparatus according
to claim 8, wherein in a process where the state of the
file to be accessed is not changed, the determining
function determines that access to the file is
permitted regardless of presence/non-presence of the

channel accessing to the file to be accessed.



