PCC ENHANCEMENTS FOR Cl PHERI NG SUPPORT CROSS- REFERENCE
TO RELATED APPLI CATI ONS [0001] This application clains
we b@ohenefit of U S. Provisional Patent Appli cBC€T/o82009/046012
Serial No. 61/057,968 entitled "A METHOD AND APPARATUS
FOR PCC ENHANCEMENT" which was filed June 2, 2008. The
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[0004] Generally, wireless multiple-access communication systems can
simultaneously support communication for multiple access terminals. Each access
terminal can communicate with one or more base stations via transmissions on forward
and reverse links. The forward link (or downlink) refers to the communication link
from base stations to access terminals, and the reverse link (or uplink) refers to the
communication link from access terminals to base stations. This communication link
can be established via a single-in-single-out, multiple-in-single-out or a multiple-in-
multiple-out (MIMO) system.

[0005] MIMO systems commonly employ multiple (Ny) transmit antennas and

multiple (Ng) receive antennas for data transmission. A MIMO channel formed by the
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SUMMARY
[0008] The following presents a simplified summary of one or more
embodiments in order to provide a basic understanding of such embodiments. This
summary is not an extensive overview of all contemplated embodiments, and is
intended to neither identify key or critical elements of all embodiments nor delineate the
scope of any or all embodiments. Its sole purpose is to present some concepts of one or
more embodiments in a simplified form as a prelude to the more detailed description

that is presented later.



that is presented later.[0009] In accordance with one
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generating flow identification information for one or more data flows, and facilitating
association of appropriate flow specific rules to the data flows by transmitting the
generated flow identification information to a policy server. The processor coupled to
the memory, is configured to execute the instructions retained in the memory. In a more
detailed aspect, the encryption is activated upon detection of a change in access

mechanism from a trusted access to an untrusted access. Additionally, a source address
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can be received by a UE from another network. Appropriate policy rules to be
implemented with the data flows are identified. The data flows are then transmitted in
accordance with the policy rules to facilitate an access network to verify that the
appropriate policy rules have been implemented for different data flows. In a further
aspect, the QoS pipes for transmission of the data streams can be indentified via the

policy rules which can comprise one or more of charging rules or QoS rules.
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of the data flows in accordance with respective policy rules.

[0019] A method that facilitates tunneling in a wireless communication
environment is disclosed in accordance with yet another aspect. The method comprises
receiving an indication associated with one or more data flows along with the flow
identification information for each of the one or more data flows. Flow specific rules to
be implemented for each of the data flows are determined. The flow identification

information along with the flow specific rules are transmitted to facilitate
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0923k . A wireless communications apparatus, comprising a processor is

disclosed in accordance with this aspect. The processor is configured to receive an
indication associated with one or more data flows and flow identification information
for each of the data flows. It is further configured to determine flow specific rules to be
implemented for each of the data flows and to facilitate transmission of the one or more
data flows in accordance with the determined rules.

[0024] A method that facilitates tunneling in a wireless communication

environment is disclosed in accordance with this aspect. The method comprises



[0023] A wirel ess conmuni cations apparatus, conprising

a processor is disclosed in accordance with this
w@gpeaso11iThe processor is configured to recei VRCEEOS2009/046012

i ndi cation associated wth one or nore data fl ows and

flow identification information for each of the data

flows. It is further configured to determ ne flow

gpeiving a1 indicg®ont 3sdngatedrpite wenbeoofaodatefohs ohninhgediat a

SSIOﬂ of the.o

fl d. facilit t
bR sith gkl ticse d Bt OB TG e iR agtcived data
ﬂ%@% retrROEdHnd e b heatbd @ong 3Gthl thd a8 Flotvd ARl RSte WBrification

W rel ess conmuni cation environnent is disclosed in
et e datadtows were tiansmigiep éit eccothacaeith epkcific rules as determined by a

s BORATS” 1 b e Bk PG O RS RO R M0

Hpe@idtios combeSes onk onmogest dolitccatiiRBsds HOCPBE herd nfidbers.
the received data flows is retrieved and cormuni cat ed

Adaiignalit tha secifigrales cangoMBise 88¢ PT Mareofiebpigingatas ok QoS
t the data flows were transmtted in accordance

with specific rules as determ ned by a policy

ps2ppnent . AIanraesswbdﬂnnﬁﬁca\Mohhapﬁafaftm enhpaspee hemdrirend a

flow identification |nfor tion conprises one or nopre

BROCESSOr I8 A1S5 1S g]saggor BRESPVI Ib)élixqr a e e memory retains

ﬁgghétio%‘ ?él!lt%d 1 ReiT P g%@ ot n{o&"é &a?ta fBls %Hﬁﬁl'té@ uPzEL%oRfance with

nore of charging rul rules. [0025] A wreless
greaTfignuteatieuies ingpiyay aieutsﬁcaztlonpmfpsfmtg)naismwwah theaspecific

B GaRE Hen Tt B R an RS B sl e iR B fdgta flows to

FRARMY vBEfi QRN OF tHEpEciflatded | W&prbé@ﬁ&%d@@é@l tb fhe memory, is
accordance wth specific rules, retrieving flow

Pofdigurad te sxete thafimetionsnctained it tieaeen@yh t he
ﬁ)gf 81 ficr %4' f?el&@qsol*n qgégtl%}l atust%lcl‘rteh ablga unnFl|11%§ABf data

ifica nforma ona

flowk aca bvht%&tsﬁcdtﬁhuﬁlbﬁiﬁm dhmroﬁméthﬁs giReloisdd ia atedrésmce Wigh yet
processor, coupled to the nmenory, is configured to . .
1e8pach elt CAMPFBRS NGRS faraeesi Yidg ongot are F?oﬂ%’ s transmitted in

L&gg(ﬁec&v%rs %c@ﬁém@%nﬁgt ascl?f fe?t'?ecvu?g)ﬁ@\;f%ééﬁ] if1 tc!ﬂtﬂ;n information

enabl es tunneling o ows irnma wreless
esotuted sathi the serific miksand nieenadfos ahoseidingthadloeridandeation

Wlth noth aspec ri ses. mean
SR gl ity thigha 31540 GBI ARG AN pesific ules
o[ dan C e M&rﬁ}gtﬁ&eﬁbéﬂaﬁl FBL&S, com i aoéonﬁ}ﬁftér' I%Xda‘B% medium

‘I ow identification informati on associated Wwth
ppkwidsed ir adceslaaemiwite tns adpoet. tTharremputer-nepdable nﬁddmm comprises

ification infor n along wth the data f| ows.
ML E P ed sl rire gt S e r e e el wih ifc s
bR0GAL 6y TR oW IdRafi At sdEhati RS diftb @ ith the specific rules.
comput er -readabl e nediumis disclosed in accordance

Yialse comipsisessiade for trmemiting thedtow sgaabrasiopdeformation along with
fiRMRL #6%Ws to facilitate verification of the specific rules.

[0028] A wireless communications apparatus, comprising a processor is
disclosed in accordance with yet another aspect. The processor configured to receive
one or more data flows transmitted in accordance with specific rules. It can further
retrieve flow identification information associated with the specific rules and facilitate
transmission of the flow identification information along with the data flows for

verification of the specific rules.



code for receiving one or nore data flows transmtted
in accordance with specific rules and code for

wo gqpiteaiing fl ow i dentification information asRODUS1082046012
with the specific rules. It also conprises code for
transmitting the flow identdfication information al ong
with the data flows to facilitate verification of the
H928] f i ¢ rlibesrd thOa@®mpAshmerdlod d& fompmngianeir¢lated ends, the one or

appar at u conprisin rocessor.is. di scl ased i .

BB ShaBictiR PRy e e SeieP G5Bk Tyffe SR &L i barticutarty

?&ﬁfeﬁ%f Bahé GlalBE eTIEABR Y delBiRioHaha tid MMWBxed drawings set forth
ransmitted in accordance wth specific rules. It can

heremnristaik esrtpingllstratigoasngetstof theceicios mdra fobadinicors. These aspects

associated with t cifde rules and.facilifate .

ERIRERTLE, it PP PR B TR PP RBlbeh b uiptes of

AArig ewibbbinidhe @ath’ chipdywedfaad theeddsérikadtanbddaheritdigre intended to

specific rules.[0029] Toward the acconplishnent of the

mshuidg all wachasrpeste prd digirsawaalentie one or nore

enbodi nents conprise the features hereinafter fully

descri bed and particularly pointed out in the claims.

The fol | ow ngBREEE DMESCRIPEIQN 101 TR PRAMWINGS ngs set

forth herepp detail certain.illustrative aspects of.

083006 or Fltbr las atkbotkon & @ hese apaERicatigngystem in

hABEGALd Yin VRQURVE bodRthelbrededi@@éint he various ways
I'n which the principles of various enpodi nents can be

H98llbyed aRlG.t2his adédstriabedotntedatement chitaetard oftaci(glRiR} LI

i nclude all, such. aspects and their equival ents. BRI EF
BRI piacse HUEOBHARFRCS [0030] FIG 1 is an

[doBRpt rati prG.ofA & AMch&hRRSIiEQAMLT A6 ALERN nSUSHESMBNt and a
accordance with various enbodi nents presented herein.

tooapindmgdExhitean ke updduer fagtlitemedtnaelingfseprorcwithin

[ L Ur e a 3GPP-LTE systemin accordance with
%%éggéﬁg%%.gf%%§2] FIG 3Ais a schematic diagram of

p0933rpcess RES\VIB k& agkkdrratic digaa ofan TR pp@osd bgndraddndtted in a
can be used for facilitating tunneling support within
eIAMURIcatzaY yAnd yythelley identiggytion|icformefions 3 schemati ¢

' am of | : i ' ' .
o T e T35 415 o SRR} B0 s ARk el Befvocn various
emtftes ot commuhA8di] systdt that fasilaated ¢dcugttoatof dataof t he

' et ween_various entitjes of

ling n egﬁf a . ..
BlsREn oo PG S04 isfrden pLugtaling cachapaed Gafipemyasious entitics
84 BommBRR2on éygtem'sthht_sfaéiﬁtdtésl detypfibh 8RdRA 5 YBRIah&Owith a
exchanged between various entiti'es of a conmmunication
Sydeempeétat facilitates encryption of data in
ﬁﬁﬁgf danc eFWi.ténI s 3n illustration of is a methodology that facilitates generating
flow labels for uniformly applying appropriate rules among the different network
entities.
[0037] FIG. 7 is an illustration of a flow chart illustrating a methodology that
facilitates tunneling in communication systems in accordance with another aspect.
[0038] FIG. 8 is a flow chart illustrating a methodology for facilitating
enhancements to policy and charging control for tunneling of data.
[0039] FIG. 9A is a flow chart of a methodology that facilitates determining if

various data flows are configured with the correct charging/QoS rules by a UE.



further aspect. [0036] FIG 6 is an illustration of is
a net hodol ogy that facilitates generating flow | abels
wo erooasttior m y appl yi ng appropriate rul es anonBCT/Hg82009/046012
different network entities. [0037] FIG 7 is an
illustration of a flow char? illustrating a
nmet hodol ogy that facilitates tunneling in
pddBni cat Fh 93ystadhsy chmracfcopthanmethadologp vt feerlitates
spect. [.P038] EFIG.8 is a flow chart illustratin
e PRGbisedby s e oveds Forp ST bR SS rules by
ang charging control for tunneling of data. [0039]

FIG 9A is a flow chart of a nmethodol ogy that
f9dil] i t at eEl@e0as ai Alushatign efzr flovsharhdetaifing waneghagdology of

onfi. ed. Wi th the .correct charging/ QoS rules by a
GRRE I f eyt dR B inE AT ORP R o ner

fosubpdol ogyid hatis hadidstritesrest eireleds ddniigurifatioalsiyQeia in
data flows are configured with the correct
RFRFNERYV D SarisenbpgigentEprep@dethhereipG, 10 is an
Ld0|4§5t rati ?EI].OIQ I?E)Ifl h&‘é&r&ﬁkﬁ{ df a(iiﬁee&glln%lquiraeﬁ%ten&?rgleﬁgi¥onment
f dynam c ow generation in accordance w an
tapetitbe dn@iddRid iklctjuidtidnswisiinthiclvatisty @tsican anfl n&thods described
Wi rel ess communi cati on systemin accordance with
D&fFilous embodi ments presented herein. [0043] FIG 12
[0v43p 111 upic atiiony Afusafid @ e%a&{gfeesg%ﬁl T employing
envi ronnent that can be enployed in conjunction wth
tipbervey in@usirdysstcemenanchtive chadsmebescr i bed her ei n.

8L o 4 5y SUSHLASL 0, e S BERIBA BB prope
ﬁ&l[’ﬂ%ﬁie@ #d RAB o BOYA KOIMRNK withB AR R atibh skrﬁelﬁn ot her

exan‘gl e systemthat enables inplenmentation of proper
BWHPLy rul BES f16ris enpthessxapalsieastem theteenaplehinplementation of

%th ﬂ}lésofro]r %%/Yﬁotél? %‘g%lgaeg ﬁé@vL WE‘[I G a 3'05 ﬁlp%%t?cér?seyrstem.

e system es’” i nplenen
appropriate rules for various packet flows within a
comruni cation system_ DETAI LED DESCRI PTI ON [ 0047]
Vari ous enbodi nent s DEFRAHKP SIRCRBEBIQNt h r ef erence

L®4t7re dr a%ﬂ&%’ eni{\!gh?ﬁrﬁ.é S lalleiﬁl%wr & s@ﬁ@é&ﬁ\%ﬂp%‘%ﬂéeﬁo ‘r{lﬁeedrawings,
sed to refer to i1 ke elenents throughout. I'n the
v bdeowliegrettesce npticaity art asedotorrpies eslilaf clexgltathadughont. In the

]ger.oug s]?eci fi.c details. are set forth in or er t'P

&T Vil EH R0 (R PUERRET St HRENAYL L AUBREOUS PP details are set
EINOH IRRD S prob idehorough understanding of one or more embodiments. It may
be evident, however, that such embodiment(s) may be practiced without these specific

details. In other instances, well-known structures and devices are shown in block

diagram form in order to facilitate describing one or more embodiments.

2% ¢ 2% ¢

[0048] As used in this application, the terms “component,” “module,” “system,”
and the like are intended to refer to a computer-related entity, either hardware,
firmware, a combination of hardware and software, software, or software in execution.
For example, a component can be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can

reside within a process and/or thread of execution and a component can be localized on



be evident, however, that such enbodi nent(s) may be
practiced w thout these specific details. In other

WO pepAasaes, wel | - known structures and devi ces BPCBUSH00%M6012

in bl ock di agramformin order to facilitate

descri bing one or nore enbéglnents [0048] As used in

this application, the terns "conponent,"” "nodule,"

bm&ymnqmtér aarldr tiserithitédebeawecri twtoaaeate tcompeifesr Ih eddition, these
ute -relate ntit either hard rmware, a
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be, but is not limted to being, a process running on
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a@mtddrsgsteﬁly hiBoredtebsk Iaeleﬁxztma lstmm tBe UiterBetoRith BeBsystems by
conponent One or nore conponents can reside within a

pepeEds salor thread of execution and a conponent can
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nmor e conputers e conponents
e@znmamea:mmﬁsytsremm suelt asoeoric clivigom ﬁmltqﬂaai@jakse((]m\zma, time division

i ng vari ata structures stored thereon. Th
NRSSES @ﬁwgbrﬁﬁﬁlﬁ?w Viglon JRitiRle apessn(F FIMd) frthogonal

D Mot AT ) e

woitdneess (SCelr laMA)rvgld\mthem spstonh eFhectormoisstem”’ and “network” are

ek R e A CDEFA ST hn BEREPeyopdiaediolngy such
&f UhiVersal Bitdsirial RIS Qﬁlccgﬁe(lﬁm COARA20®E el herk Rex@ides

can be used for various wrel ess comruni cation systens

Yid¢band-(dodeé AV+G13Man apd fothiep VerizngcefsSsSDMEOMAPMA RS covers IS-
El(l)qﬁt, ﬁp?g aly é %% %t,a_.r%%&? S\ (Fm%)s;}{stle » g%éj gﬁé%m@n‘y 4 f?'ad?o technology

€ access

sachtak |0} 16ba 8§ as® HOMOM Coﬁirﬁlgh@tlﬁﬁj (GSD.f Al CQ)EIDM)A system can
division myltiple access and ot her st ens

rrwéem@mr?srad@;mh@ﬁ%oga yech: %eE%Yqé nU (&WERAOJ a Mobile
&4@@% Z'IEEE%O ! Wﬁﬁ £302118R %1%) FeLE Adpe, 20, Flash-
nol ogy s as Nni ver sa rrestrlal cce

OB]I]RA\)atc CDWVR2043(d, E-@ITR A biERArt dfdﬂmd@ml\b\l@tekeél?ﬁdieoﬁﬂmmlcatlon

betcrs 01568 P npertsr By olthiondbil i i R WoRR A /SLars of UMTS

Eh%f‘us!eg'@ @@”R_'At \xﬁhcrhaéiiﬁlﬁo%e@ii‘ﬁﬁfi& gy tmm%@ Rel FIsvEt 6Mhe

for Mobile Communi cations (GSM. OFDMA system can
ipipike AR AaEAAER &, UNEHNH @T@g@ndﬁ@ﬂ s d&¢ubecbid dgTRAents from an

Otgron negel Spb0 et e Pkl G PPE Adfondy.

@5@&4\2@1@@@1&& A dederitiR @&camRalstirod atbiguBiz8@n named “3rd
Mobi | e Tel ecommuni cati on
Generation Partnership Project 2 (3GPP2). Further, such wireless communication

systems can additionally include peer-to-peer (e.g., mobile-to-mobile) ad hoc network
systems often using unpaired unlicensed spectrums, 802.xx wireless LAN,
BLUETOOTH and any other short- or long- range, wireless communication techniques.
[0050] Single carrier frequency division multiple access (SC-FDMA) utilizes
single carrier modulation and frequency domain equalization. SC-FDMA has similar
performance and essentially the same overall complexity as those of an OFDMA

system. A SC-FDMA signal has lower peak-to-average power ratio (PAPR) because of



System (UMIS). 3GPP Long Term Evolution (LTE) is an

upcom ng rel ease of UMIS that uses E-UTRA, which
weapeboya1OFDVA on t he downl i nk and SC- FDVA on BE¢EUS2009/046012

upl i nk. UTRA, E-UTRA, UMIS, LTE and GSM are descri bed

in documents from an organilzati on named "3rd

Ceneration Partnership Project” (3GPP). Additionally,

TOMARRO0singld cukidr stnmtldes SCHHBMIA erndmousnd fosinktanen, anuplink

or ani zat i on na CGene t|o Par t ner shi Pro ect
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nobi | e-t o- nobi [ e] ad hoc network systens
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mpaile eerrichean meiGElb berng e Es@lztlwx (M etrdiyoMedN) 19JRA
wog ﬁT(eIS);-HanIQh oltvgrﬁorl{ss th fibr{l,leensts arle gig%ca%eglg%r’g nem connection

Gathlah@tcdss @aMantyAdiavdcss @mMMdl tdnl® RCQESS a bRt B criber unit,
utilizes single carrjer npdul ati on and frequency

SHbELi e s@tian f&@%llecﬁtﬁtlosoﬁpbﬂmfﬁﬁ%te§'Faﬁ*PPdﬁm|9E€rtﬁ’6mﬁ&]n gwbile

géfflﬁ ﬁ?ﬁ%&ﬁ*a&lé’?ﬁ%ﬁai W@aﬁ%@&r{&u&? aégh(? Sfer device,

peakr tqHpmeitdYE) paneccesatdrmifaPdBR)c bedhilsecloflidns, a cordless
I nherent single.carrier structure. SCF can be
isdfiond. ¢, Sepyidh Hyiation ifHotRpPh S St s PO BPWLL)
SOM&, a r%j%P Bl Batd Xssﬁ’s%ﬁﬁ’lbﬁ) AACRIFe1l %Em@ﬁéﬁng RirkREJTE

of tra t power efficiency. Accordingly, can
bennicotpinecapalibty, asmputingpddvre, mnthfrrmrecea@ngéswsmmmectemto a

3GPP Lon Te Evol uti.on Evol v )
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Wﬂh%%@@ﬁﬁt‘l&ﬂ AVph s2ioRGER B8 utiBFdd BALomMINREESWith access
termnal can also be called a system subscriber unit,

teryel(prad cgn atsp ba refeabd tosassngactesn pompBYads B, haigbied Node B
feti\%tdeﬁn Nléfgrrpso%le %ﬁ&.‘t&%{l olo b.' l'e deyl ce, user
erm na erm na W re conmuni cati on devi ce,

[0982] agent Mod&ekr, dl@altleﬁﬁ “oﬁ’fls us&fdee gaimpnme i 1n(ch!i§i)ve “Br’ rather than
access term nal can be a cellul ar tel ephone,
e PHlet o8l e Pt e UnlgsSwseifish omrwsatqr@kapfremdé@ pontext, the

« ’e
Py Pl ek TRl D56 ppgnf Ry P B dthing
pawiutegions.r €hass ticopimeet Poemplapai driB’Vis seoifipd by agy of the
e hngh o BRSO Bl e o & B .
SRE68, PR ek 4> dnd ‘ﬁQnﬁkeL%EH BN éﬂﬂll@atﬁﬁsa%dstﬁ@éﬁpgﬂded'%lalms

base station can be utilized for conmmunicating W
dwl;tgentemllmhwacb(lsyuedm@jn@alm “mesar et efilessrspdcifiod a‘eheamse or clear

E de B NodeB, NB
B e PR EL = TS ORB cover e torm *or

ONBr eover, the term"or"

[®sBNt ended’aﬁ@usr@ oG ﬂeﬁ]t%irdﬁi'ekl&lbe@ herehﬁéa'ﬂ&fe ibipRnchifed as a
exclusive "or." That is, unless specified otherw se,

metl@ﬂe@pafaﬁ@npt yacleoh m@;@pfactl,ﬁ@usmg standard programming and/or

engineering techniques. The term "article of manufacture” as used herein is intended to

encompass a computer program accessible from any computer-readable device, carrier,
or media. For example, computer-readable media can include but are not limited to
magnetic storage devices (e.g., hard disk, floppy disk, magnetic strips, efc.), optical
disks (e.g., compact disk (CD), digital versatile disk (DVD), etc.), smart cards, and flash
memory devices (e.g., EPROM, card, stick, key drive, efc.). Additionally, various

storage media described herein can represent one or more devices and/or other machine-



phrase "X enploys A or B" is intended to nean any of

the natural inclusive pernutations. That is, the
w@Rkage11X enpl oys A or B" is satisfied by anyP@f/Us1ee9/046012

followi ng instances: X enploys A, X enploys B; or X

enpl oys both A and B. In addition, the articles "a"

and "an" as used in this appllcatlon and t he appended

cladabis n@dialibdstgﬁn@inéd)ﬂnwibe &"hﬁ Elrunu athchimesremiableanedion” can

noy e" unle Ci d ot r clear fr
B e bt BemBTfulndd TrlEsdhRGRa i Ghne fbapa capable of
Maﬁhg WSnAKREE bid/BF cdrBah fn@ﬁuéif%ﬁ@s‘) lah@dr hpnei n can be

i npl émented as a net ho apparatus, or article of
HWAAF act ur Befestingnasy smbigr b qowglpwrrguramvomsystem 100 is
ﬁgl u'?p[g%“ I Qrd%ﬁpenxgl uv%nq,uglemboglmr%q%%rta 631 et% her 1n %%st%rn 1 80
EOTPENES b RECOGALRIM 1@QQBﬁf‘claﬁ) h&hfde@ﬂillﬁpbé aﬁ%ﬁﬁzﬂ gﬁmpg @d siidvan).
device, carrier, or nedia. For exanp

Bawepiation. 102 san plditigradiyandluge 3 H@msaaaermb@maarné arfggeiver chain, each

t
49 \g%%g q?ﬁ gkﬂﬁgn%bgﬁr#gﬁeia pg%t??% oq%éftngg?en%eas omatP&igﬁtg% Sgerﬁl
{renstnissi@oarpiaeteptios Ke. £ CP)oceddgi atuliers atulligextrs kdemodulators,

%Dvlél)tlplegérc ’tenglgq?(r?ttc g?g g/al a&gpr%clruﬁggbggg%srlﬁﬂlgde n tﬁee grt Base
Q46 | @@l BmnY @il LURitR LRE BB PEAL&sH&REALED E&hhﬁ l8dRs terminal
can represent one or nore devices and/or other
hévE howevead ai)ﬂOé)ermprealatadrth@thasa ﬂgtlomfﬁirmtcpumunﬁaee with
ﬂg)ﬁ)tqfch ne- readaP ne ﬁj P X ncl ude, MAtP U
Uil RRST OfR¢estsd §1§n18 ARTErE %ﬁ‘i:?e%ﬁe%l&% Bt fUser
?ﬁwﬁ pedhl e of storing, containing, and/or carrying
instruction(s) and/or data. [0054] Referring nowto
0§5] 1, a Wkemplesel YBeanhe eax poroixgdulenph@es, ssnart phones,
cor t
ﬁlpe?e’n a@éﬁeﬁ% rcgrlnfi gaﬁl@g Vi%% %8\,4%%“ %Hglputq;g%g{tg@%‘ﬁ%ent devices,
dAlitchradios, o pbsﬂd@nﬁrgl kyistdphse PBIAseaMiForghg Witser Giiedble device for
shown). Base station 102 can _additionall include a o
EQTBRY RICEITE O\SR AiTi cah BorBMUBISAtiTbyy SteRhl 4. Andapiged. Wi £0f is in
gcﬁﬂmhﬂlcg c]nwﬁf? ﬁﬁrﬂa@@ st?tlcm HfZa\Lvhlth ttgflsrﬁl ?d}ﬁﬂhén to the UE 104
assocl ate transm ssi on and recep
()&rg forvmrd tiek 4 2 and roocivtain6ormation fronpthe X & 1504 over a reverse link

ulators, denultiplexers, .antennas,
@Im ﬁ‘iﬁ@é? stetiep By UB LRI AT TG 66 %@V@Pé@ {JE 104
WHR AR ﬁ&’f@@’s@hﬁ@ésq o 'hha&@?daﬁ&e WRh %1@&8&5&%50% fﬂe'}@éo%rces can

such as access term nal 4; however, isto
bypneti aam@WOImatanba@ellstedthydhe @@andycﬁﬁhw (:‘éltséon/ﬁltbhc Land

P e SRS L AR P SR Gtang B P S BopRaEHE 1 3nT Mg Bjervont
EXAERIFe 00T Bdded 6@ 9 p@sscPAte Ru&e! dpptophiaRhesRsees for different
smart phones, | aptops, handhel d conmuni cati on devi ces,

SDTAINGT] a USTTSt QT grBmtes aredonfigntedd ot eanple, an FTP (File Transfer

Protocol) server within the resources 106 can provide FTP service. Similarly, a HTTP

(Hyper Text Transfer Protocol) server can provide Internet service or another operator
can provide DNS service via another server. Additionally, the resources 106 facilitate
implementation of charging rules and policies for different service data flows (SDF)
arising from these service requests.

[0056] System 100 can also employ various coding/ciphering schemes for

encrypting the data flow amongst the various network elements. Various nodes within



satellite radios, global positioning systens, PDAs,

and/ or any other suitable device for comunicating
W@e@p/1¥iiel ess conmuni cati on system 100. As depCTUS09/046012

UE 104 is in conmunication with the base station 102

which transnits informatiod3to the UE 104 over a
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interface while the HSS is in turn connected to a 3GPP AAA (Authentication
Authorization and Accounting) server via a Wx* interface. The 3GPP AAA server also

communicates with other network entities such as ePDG, non 3GPP access mechanisms
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be termed as I P tunnels. Additionally, each of these
flow originates, the destination of the flow, the protocol to be used with the flow, the

description of the data within the flow and a methodology of treatment of the data etc.
can all be determined at the PCRF associated with a HPLMN of the UE 202.

[0059] If Mobile IPv4 (MIP) or Dual Stack Mobile IPv6 (DSMIPv6) is used for
the communication between the UE 202 and the PDN-GW as shown in the figure, a
tunnel is established there between for communication of the data packets. This tunnel
proceeds through the non-3GPP access mechanism as shown in the figure. In particular,

depending on whether a trusted non-3GPP access mechanism or a untrustred non-3GPP



flows has specific rules to be inplenented such as,
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facilitates implementation of the correct flow specific rules even while the nature of the
data packets within the flows remains unknown.

[0061] In a further aspect, a source address can be used in addition to the flow
ID to identify specific data flows. Thus, for a given source, the combination of flow ID
and source address is unique. This facilitates the UE 202 to receive flows with the same

flow ID from different sources or disparate PDN-GWs. For example, the UE 202 can
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treatment has been applied to the flows it received
fdeaitieatien ayprragrangsgociated with respective QoS pipes utilized by the UE 202

for the data flow (based on the policy it has received from policy server). The access
mechanism 206 can then append flow identification information such as flow labels etc.
to an outer header of the data packet and transmit the packets to the PDN-GW or a
Home Agent. The PDN-GW upon receiving the data flows along with the flow
identification information can compare the flow identification information received
from the access mechanism 206/Serving Gateway to the flow identification information

associated with policies of the data flows as determined and communicated to it by the
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treated each data flow with the correct rules.
detailed herein. In this case, a combination of HA (Home Agent) address assigning the

flow identification information can be used along with the flow identification
information to uniquely identify each of the plurality of flows associating the UE 304
with the plurality of PDN-GWs. A transmission component 308 is employed to
communicate the generated flow identification information to a policy server (not
shown) executing the PCRF that determines the QoS rules to be implemented for the
flow associated with the generated flow identification information. The policy server

can then communicate the flow identification information along with the QoS rules to
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archdrstnationripfogmation; igerfifying the "endpoints” of the tunnel. Other
intermediate tunnel headers 356 for forwarding the payload may optionally be included
based on, for example, the communication protocols being used efc. At the tunnel end
points, packets traversing the end-points from the transit network are stripped from their
transit headers and trailers used in the tunneling protocol and thus converted into native
protocol format and injected into the stack. In a more detailed aspect, the flow

identification information in the form of flow labels, pointers or flow IDs can be
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message 412 for the QoS rule.

[0068] Fig. 5 illustrates signaling 500 exchanged between various entities of a
communication system that facilitates encryption of data in accordance with a further
aspect. Due to various reasons, for example, a UE moving from an untrusted to a
trusted access, the UE or the HA can deactivate the encryption of a flow previously
protected. This can be achieved via an informational exchange with DELETE payload.

Accordingly, signals 502 and 504 are exchanged between a UE and a HA with delete
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}e'aglv Ji At Da? Qe associated can be a response comprising control information or

data from the server to a UE for a service request etc. At 604 each of the received data
flows are identified such that for each of the identified data flow, identification
information in the form of a Flow ID, a Flow label or a pointer is generated as shown at
606. In an aspect, the Flow Id can be a 8 bit or a 16 bit value communicated in the outer
IP header of the data flow. A further aspect relates to generating the flow identification

information represented as a Flow ID for each data flow such that a combination of
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val ue communicated in the outer

determining if various data flows are configured with the correct policies. As discussed
supra, when the traffic is encrypted within the DSMIPv6 tunnel the BBERF has no
visibility of the inner header. The BBERF cannot detect the SDF and hence cannot
apply the respective policies such as, QoS rules. A mechanism to identify ciphered
flows and to provide the BBERF with the correct rules for those flows described herein
can also be employed for verifying if a UE has implemented the appropriate policies,

for example, employing the correct QoS pipes for transmitting the data packets.

Accordingly, at 902, one or more packet flows are identified and the appropriate flow
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subsequently the flows are transmitted as shown at 958. The procedure eventually
terminates at the end block.

[0075] Fig. 10 is a flow chart detailing a methodology of dynamic Flow ID
generation in accordance with an aspect. The method begins at 1002 wherein the access
modalities of a UE are monitored. As discussed supra, the UE can access desired

services via various modalities such as a trusted non-3GPP access or an untrusted non-
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terminal 1116 over a reverse link 1120. Moreover, access terminal 1122 is in
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group can ennas anot

@{(Dmmsaﬁlt@@ﬂﬁhd@tﬁly&hfdﬁlgh af adsboRtoandvdrhde) acensl te&iﬂmnals in
addi tional group can include antennas 1112 and 1114.
bt iR Hs car ke suplegiior ass drferieienesastroatnetsdria adrepation

ggaégﬁmg{ng&fgaﬁ B GinbRIBECARIEANAS (SRR Bl | zed T or

tation can additionally include
p079RNsM t Figx 12 bhaows anthea crande vé p witvkish comamhicafion system

ch.can in turn conprise a I|t of  conpane
Seber Dt WIS RS RS IOR SEHEH Tl Sipicihafs ate Stgh 1hF0 and one
Q&egs tern?iﬁﬁ’lcﬁgﬁ ‘%IssakérBFlHtle@M;’ M BlowlWrt it B t%)b%raﬁpremated that system
denodul at ors, derul tipl exer's, antennas, etc.), as F

b200agap ried indt mdrektilamm@ st bliagioh am/@riveorgrthan ¢r@0ILTEss msmlal
102 ate with on

atlon n r .nor access. .
Rl LR AR e e UGS Simitr o
HifePdnA &omldxddipl IOWB ¥RFion 1210 Sndt RcOS t@RMLAD80 8&kctib&d below. In
base station 1102 can communi cate with substantially
adviptiony e fo bf appeeceajed that base station 1210 and/or access terminal 1250 can
employ the systems (Figs. 1-3, and 13) and/or methods (Figs. 6-10) described herein to
facilitate wireless communication there between.

[0080] At base station 1210, traffic data for a number of data streams is
provided from a data source 1212 to a transmit (TX) data processor 1214. According to
an example, each data stream can be transmitted over a respective antenna. TX data

processor 1214 formats, codes, and interleaves the traffic data stream based on a

particular coding scheme selected for that data stream to provide coded data.



termnals simlar to access termnals 1116 and 1122.

Access termnals 1 1 16 and 1122 can be, for exanple,
w@elobakenl phones, smart phones, | aptops, handheCTUS2009/046012

conmuni cati on devi ces, handhel d conputing devi ces,

satel lite radios, global pé8itioning systems, PDAs,

and/ or any other suitable device for communicating

081 wi r el €bscatedriati foatdichnlagyssiteamcad 60 multspldegli witlepliilot data

access, terminal 1116 is in co ni iLon W t.h antennas
S OO UG VP aRH B A P4 O PR iy S honally or
hlwrﬂétmtfi & iRt FAREAS cAEEIMr&flendLdifishu@ipfcRENBIIM), time
link 1118 and receive information from access term nal
divisoronsltipicxeé (BPYB, 01 qorde divagon mvHadered (CRMesldie pilot data is
erm.nal, 1122 js _inc nication.wth antennas 110
R GO h el el R RS i e T PR Bpd Bhbe used at
hatb gy tBRhin BNl 450 t@6GRGAe tidAtnabpohdd 2TivA IRl dxed pAstthnd coded
link 1124 and receive information from access terni nal
datp forppel dafa placasp san g mRrdulated (e.g.nsymbol agppepdybaged eisq particular

‘ ‘ S o ‘
T
kéyikg (AZSK), Mhghdsorshift keylind@M-PERY, Maquaelnglieyangplitude modulation
rR L oec ) bk G et AR EHBLS PIOK e RSB, | he data
AP lcBei gTQ@)m&Mﬁétﬁﬁ] fof QlcWRLA s A48 d@t@lqni'hgd' By gt%tructions

1 fk 1120 can utilize a conmon frequency band an
pofavencd or providcd Dy raockssae@sge |ink 1126 can utilize a

mpn freguency band. [.007 Each qroup of . ant ennas
RRZET | ho P BtoRR s woa B it FPR P 8 Pl %0 a X
SAMO Bideadstr 200, R@idhedas itk hRoRSs e HRLRIoRSyRBSIS (e.g., for
station 1102. For exaq‘gl e, antenna groups can be
t

EENMh X MIMO mreasswatl 62Q tenprasdest\armeqiddtion; sympol streams to Ny
Q f s.cover by b st at |

Bl S MR 308 R B 590 Y 205Gy Rl Rods o

broaessot 1220ngpHey andisrnahg hathitstbalid §nbblOF thadatd sirédndeand to

beanform ng to | gprove signalto- noise ratio of

thraptenge fromcshich i symbol Beinedgrang@itieds terminals 1116

129, . . .
22, Sy e kel LA 2 Mg yppotsrcam
fblpdvide aht er dror aabbgrdignatshawlfyinthancamd ook &t gdamplifies, filters,

cover age, cess, termpals in, neighboring cells can be
%rtﬁo&lr_z@eng?ﬁ@ LalogSignf R REY 4 legwgaﬁeéalg%l HIpRlg dor
#hRhliQod SR Y MﬁMF@cHaHﬁ&U @]tlrtlﬁ:eIﬂVP gouRmdennald fﬁorﬁ kdansmitters

Its access termnals. [0079 Ig. 12 shows anot her

€3aphmwugli 1223kiarcetrasittanimomi\eaniconasiBte thro@gd0] 22fhe
Wi relt.esls comuni cation system 1200 depi cts one base
EPBY9'8HY1210 and one access terminal 1250 for sake of

foosyj ty. !‘l@‘t\@&%és tetrhinhiS1 250, 8 tRARHREH @icﬁlﬁla&éhadigrﬁlyﬁér@ Mceived
1200 can include nore than one base station and/or

o Me antgampsdre 2atheeuah K282 ranshihe received signal from each antenna 1252 is
provided to a respective receiver (RCVR) 1254a through 1254r. Each receiver 1254

conditions (e.g., filters, amplifies, and downconverts) a respective signal, digitizes the
conditioned signal to provide samples, and further processes the samples to provide a
corresponding “received” symbol stream.

[0085] An RX data processor 1260 can receive and process the Ny received
symbol streams from N receivers 1254 based on a particular receiver processing

technique to provide Ny “detected” symbol streams. RX data processor 1260 can



wherei n addi ti onal base stations and/or access
termnals can be substantially simlar or different

wo cwairenanpl e base station 1210 and access ter PETIEHE2009/046012
1250 described below. In addition, it is to be
appreci ated that base stat®fn 1210 and/or access
termnal 1250 can enploy the systens (Figs. 1-3, and
déﬁlodmu/: ateinteddavdsinfiegsle cdel 3teded symlipd dirben 6i recoer the traffic

[ I t t h b
185501 h i Sl T T SRR S R TG e RTH EBT T cogpentary
ﬂf th@'ﬁ}e@foﬁhé& Xi Mlmyﬂo@&gorf 000:ad 43¢ duts prcERor 11 dt Base
atransmt ( data processor 1214. According to an

gremlB0. each data streamcan be transnitted over a

ctive ant enna. dat a. sor 121 (0)
[BRRES" Lna OGN apdd Bhdidephir A G S LORRAE gechnology
wutalz@ ag Hiscwdsed aterdi Portbaeideessed BT0edn famuldiatl rélats link
streamto provide coded data.[0081] The coded data for

BAEHEYBYBPEY RAMAEENINGeX ARMON BRés snkaalus et dat a
th
HBS20) °1 oo RPRR st TRERRGKC Sy bahBRTAbLELBY Mnformation

gh@iﬁngsma‘ooﬂnmmajanble lifik exliendy red:leNVIed ideta strorhi ﬂfhe x&drse link

O ) 0 P PSS T 1 98 o
Fdf RideltleY o PddtD O nflatfn BALL]LEE N2t 'rﬁocﬁﬂﬁ&?ﬁy%%ddﬁla?or 1280,

known manner and can be used at access term nal

tandesimicrby ¢rapsrantes 1 25ds fuoseh 120He an itahphigtee Hagk ﬂozhase station
coded data for each data stream can be nodul at ed
. 0., synbol mapped) based on a particul ar nodul ation

ﬁmgf‘e (€. 8t baRishAod 1PPASEe ﬁlbtiulﬁteh%i@nﬁg ftIRPRCkss terminal 1250
quadr at ure phase-shift key| ng@( @QPSK), M phase-shift

kr@yﬁcregve@w%r@pnas\/l%?lfiam@?tmm prpedeivstte] 2Bdderaedudaed by a
8%0%6‘ tor 64% glt%ds ]gtjogests nngo‘f 5) R)él.(ﬂa% %%gés%ms {2’4%%81 eat?act the re\aerse

provi de noduf ara
Il thledap© fraf iitted by a@b@tsﬁteﬁhlﬁlelammaWuﬁﬁetdpﬁoeéﬂbﬂmotmn process
i nstructions perfornmed or_ provided by processor 1230.
theasbpctahmersas ioadsteming whish orecadingpatin fausstpedgiamuning the
P gﬂhg%%l s & TX M MO processor 1220, which can

er process the modul ation synbols (e.g., for
oeBe) . TX Molb@spfsd@é@ and 11AREntdient (@reowiodesl, bordinate, manage,

nodul ati.on nbol nms to NT transnitters (TMIR) .
ifég.@aeﬁaﬂ%a Sﬂ%té%?n [46 P4 ace3s teé%@i- F%QPGG(I‘BYN& NEgspective
PFO@@&%QQ3§%3(@ lﬁiﬂpéa'n%% RERIHQS Mtﬁ‘ CheRIr M 41 1278 that store

synbol s of the data streans and to the antenna from
mhigctm cédes sydrdah. Peocheorgl 2B0and 1274 exh aljc@aRmEeaotputations to

tt 22 ti.
RO e SRS T o Ben s g P gRalge
faggpeoftluélg,her condi tions (e g., anplifies, filters, and

convertsg t he anal og si gnal s to provi de a nodul at ed
g]pﬂgﬂh| sui e speesy logical channels are classified into Control Channels and

Traffic Channels. Logical Control Channels can include a Broadcast Control Channel
(BCCH), which is a DL channel for broadcasting system control information. Further,
Logical Control Channels can include a Paging Control Channel (PCCH), which is a DL
channel that transfers paging information. Moreover, the Logical Control Channels can
comprise a Multicast Control Channel (MCCH), which is a Point-to-multipoint DL
channel used for transmitting Multimedia Broadcast and Multicast Service (MBMS)

scheduling and control information for one or several MTCHs. Generally, after



transm ssion over the M MO channel. Further, NT

nodul ated signals fromtransmtters 1222a through
wa2pou4ene transmtted from NT antennas 1224a PEF/082909/046012

1224t, respectively. [0084] At access term nal 1250,

the transmtted nodul ated 3Vgnals are received by NR

antennas 1252a through 1252r and the received signha

tstahshiagh RadieR amui@32onto] (RRY) otenhed:tinnathised]@anﬁiiwenly used by

LS5l Bl & R G 10 QL BRVSCH A GGt BT (Blical Coneo

daxmRRB4R ihdldd DEGRAEd CYRirsli @hdhel (@'(@H)I %}ﬁﬁ:hﬁb@ Point-to-point
condi ti oned S|gnal to provide sanples, and furt her

pir dicessiged chwéle ﬁﬁrptr@tzsntlts derliseted soriral dnforsiismaindgan be used by
&]rgé ng\I[ledr ecel %nnegtséonr el% an a% ?,Eilée % R>$ ’lq'gftfa %81&&)%?891 COl’IlpI'lSG

proce eCGI V

5 De@irb®d fTi-afic WRafike €DYEHS, VRiDH idB&dt- cﬁnﬂﬁl’(ﬁﬂe@mr&[ channel
recei ver processing techni que to provi "det ect ed”

herind torane s for the ppsker |9if B daformatmgo Pslém desberiral tlaaftic
BRbHeR! Laf3YE de%uﬁfa%&dlgat afc’f‘haﬂﬁélﬁﬁwﬁ%@8 nt-8d- fBoint DL

to recover the tra a stream
phanaelser trgnsmyittidX tahéfiadgps.ocessor 1260 is conpl ementary

o that perforned b M roces or. 1220 and T
fidol pr oceSsdY asmﬁrapr&s%fghoagg 4{1?5 teg%leim UL. DL
@faﬂ%ﬁ@ﬁatﬂigl%QOﬁ@ﬁs@§ B'r@éél'c&s@ Uhﬁnﬂ@ Yl@CH‘) rhel)é‘\@hl%tk Shared Data

avall abl e technology to utilize as di scussed above.
Ghaltﬂfpé(DLﬁDﬁHé)Sémdra Rzt lemnﬁlc(ﬂ’ﬁﬁﬁ)atTée & (e vaar sipporit hlE power

i Cgors PR Do e (R '°”d§§%a%§>e£m héowork to

HRIPE, | S§bY BEInG WhoddyRes Ger b bRAIEREN ORd Bﬁﬂ? {5@1 folPhysical layer
conmuni cation |'ink and/or the received da ream

GHEY } wyeurees thitrern e gseslfer ethar pratiel adsbanty)s. alleXU dransport

[ f a

e R R A A
('RE@CHD edUpynkeStmetlbat @han28 QULCSIMOHY wahe gludlity of PHY channels.

ransmtters 1254a through 1254r, and transmtted back

{Q99%bs e st 2b¢ BHYichennely ermgagludg 2 peoé Dt chanegls and L chprnels.
i;%d 1) 9D Py Eﬁéﬁ%@%&ﬁﬁ&l&g@r Elon PR CRifhel (CPICH);
recel v by ant enn

conditironed by receive
3 2R Prordentiod W hahed (HYHx (Etemndm ICatmml Ai24@¢] (@ HDY, Shasd &

y at 124 tract t ver
Epﬁtﬁoliﬁﬁga@}isﬁﬁiﬁ@nﬁf%wﬂb o Shen i it Shaed b
RUibiifen: (HARAISOACIBIR KRN ILGERE ChARPICREHIDL Physical
message to determ ne Wwhich precoding matrix to use
Hedred Parai Clpnhéld DbeBSPOHN WY Pasicgkpstrol Channel (UPCCH); Paglng
Indicator Channel (PICH); and/or Load Indicator Channel (LICH). By way of further
illustration, the UL PHY Channels can include: Physical Random Access Channel
(PRACH); Channel Quality Indicator Channel (CQICH); Acknowledgement Channel
(ACKCH); Antenna Subset Indicator Channel (ASICH); Shared Request Channel
(SREQCH); UL Physical Shared Data Channel (UL-PSDCH); and/or Broadband Pilot
Channel (BPICH).

[0093] It is to be understood that the embodiments described herein can be
implemented in hardware, software, firmware, middleware, microcode, or any

combination thereof. For a hardware implementation, the processing units can be

implemented within one or more application specific integrated circuits (ASICs), digital



[ 0089] Processors 1230 and 1270 can direct (e.g

control, coordinate, nmanage, etc.) operation at base
wer@biieni1l210 and access termnal 1250, respeckCwEE3009/046012

Respecti ve processors 1230 and 1270 can be associ at ed

with memory 1232 and 1272 £Rat store program codes and

data. Processors 1230 and 1270 can al so perform

signqi pratesons(DSPsil aligited signalquecessing devicasg DISEOs), psquasmable

et son (2 Das R PourBimali ofidtimr Lrag SEPRetyprstipniroliers,
dr8-coRMsINRY, n%ﬁ)@ﬁ%lef@so?éq dthtf @lfeétk(ﬁn@ﬂﬁfkrﬂ%ls%ged—%e@ﬁ)lnn the

Control Channels can include a Broadcast nt r ol
Gmatieresl desBeEherahios  combamapbn divsamdiel for broadcasting

AR 2 e B TR

Whdd&wirs ot nldro€dtRNp@krdneddctdr208d gtncBBYIHRY can be stored in
informati on. Moreover, the Logical Control Channels

pashipergsdplle medmm.suelhat 2 goree spmopRathef CONDEgMenpI§present
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R8T HaCHIGPtSe rSEEM TR be 5eided fogmothen eéﬁélﬁﬁlétl ora
MBMSn (

ha@fd@/ﬁfﬁ%ll‘éﬁﬁ @X%ISSHE%% artﬁtreé'e?\ﬁgé }th% Hiath C&(;d;[ftg rar%tﬁ’illdé%l;sn ararneters
clamemnty antiéenss. Deflirmatien a@mm pGhmateed, dé@(ﬁbﬂ)qan\hhlpaksed
j[_s a@%’gi nt-to- Bm nt. bi - dlr? ﬁ i onal . rl nel that

Aol Y R SSINE GRY PUFI LGNS G mematy, shyging, message

S8R PkeFPastRY] MAwarkRRasaPRAcCtAon. I n an aspect, the
[ﬂﬁgl cal Traffic¢ Channels can conprise a Dedicated

fFi c Chﬁwrmﬂiof‘(vmmplemhmtghon, gheatedgilmesldgsopxbpd]herem can be

%mpl%rln%n‘lstca W u S X rulesmg] %lr d(%ec%lcoi&r%g nétl%n? Eagld 53 OLg{hrl{ perforrn the

ﬁrnaﬁénscde%adweﬂeﬁeuc anhd suEivwdele c@lcMohi b@ﬁ&fed'ﬁi afchic®y units and
Channel (MICH) for Point-to-nultipoi nt DL channel for

EXEHSAOY tProfgstoraf Fhecmerapry. wTioRo bF implegienteg yeighin the processor or
JHenangte GRS B1e AP LS O St

proBesao vllbva&n&rmehnmsalﬁbmnﬁlthe(dl SDCH) and a Pagl ng
el P he PCH_can_s. ort UE power
C@%BP i efiionss wED 391 agddy acydra 130} thpd Enables
%r?l laogﬁlgeﬁjpl@lng Ea NEWRE goﬁﬁuﬁf@@tldijpenwronmkntb)i:op @kaﬁﬂple system

sted over an entire cel d being ma
Plfﬁﬁmaoabmdfayehm(aﬁmomewm%t i$ tmlve mmcmedr@edsyfst@m 1300 is

ot her cntro/t fic chag The bJL Tr ns Qd

Shimrer R b i Bl iah B T Plagke
epReeueshctiond HFlemeRERE . préccir] dﬂ)lftw%k’ea e Qor%fhé‘tlon thereof (e.g.,
annel (UL-S and a plurality of PHY channels.

firmware). System 1300 includes a logical grouplng 1302 of electrical components that

can act in conjunction. For instance, logical grouping 1302 can include an electrical

component for receiving one or more data flows 1304. In accordance with different

aspects, these data flows could have originated on the access network in response to a

service request or as part of a paging signal etc. Further, logical grouping 1302 can

include an electrical component for generating flow identification information such as

Flow IDs or Flow labels for different flows 1306 and an electrical component for

transmitting the flow identification information 1308. Additionally, system 1300 can



[0092] The PHY channels can include a set of DL

channel s and UL channels. For exanple, the DL PHY
w@b@onedist can i ncl ude: Common Pil ot Channel ( ORITZHF2009/046012

Synchroni zati on Channel (SCH); Common Control Channel

(CCCH); Shared DL Control éﬂannel (SDCCH); Multicast

Control Channel (MCCH); Shared UL Assi gnnent Channel

'(nSLuélelal)mermmiyrié\l\D dugeatans inChragtvab f@rACKDINE fDictiehy sisoaihted with

Dat -P P
BRGHREl orUPERH) 1B dp o GIVEa SRR PCPEGRJemal to memory
), aris tePRcldBebdoRttREt SR AR ARKe ditdi&ddical BYmpBNen®S 1304, %13 06 or

further illustrati on, the UL PHY Channel s can i ncl
P$@Ss¢a@@P<lSRa/ﬂfht§mm@@sl§l@hannel ( PRACH) ; Channel

@@h tly I ndi ¢ or%?%anﬁp?a lcgéstg_r?]’lé@gg}a ?na%g gernentatlon of

HropbiGi)es f&hv’ﬁd’rfbds PeskdesbwShvaninel cdnRitdfion slg.’hteﬁh)ﬁ)lr eRdmple,
Shared Data Channel (UL-PSDCH); and/or Broadband Pil ot

orvim &400 @preyige W[tb@@sﬁJEi {it ip § bopanpecqiFebthat Bt KO is

%e??eg@ﬁl@c‘? 8! ﬁﬁ‘é@&iﬁl dfﬁﬁ&lgo!ngfeﬂoa?sr %h{&gg;?ﬁ‘ b0 BurlHBAR TRk E that 1
raware, soft I mhar e ewar e, m crocode,

tipraaoyt fanstoing ahplemehtoe be afprodesyor asoffiaratty@e eornblnatlon thereof (e.g.,

i.mpl e atlo he processing unjts

ﬁﬂwgﬁ St 194 fcbRes o groaamg. gt Psﬁlegtﬁ@@. qopponents that
bﬁlta%g{@é&lﬂuﬁma& UESSexbfpl Chlgi cal b@iub 3462 emincﬁﬁeﬁﬁéféeﬁﬁal
(DSPs), digital signal processing devices (DSPDs),
peropprenhieb kec]vorg Qo éliiclesmétRinDsN04. m@ntwnpﬂmgmmhwmmaé

t (FPGAs , t
Athosal B Pt hory APSEGR IS0 4 R Shitise pplisy rles. such
B HaSoiAe BI1EGNQE6S He PEIF &Ml R hblneéd RNBindRS glroluFﬁg 1402. This
herein, or a conbination thereof. [0094

Eﬂﬂﬂtﬁ@tpw@ntdgtaawaékqtm herteanseéftadrin ghsf copreeeQo$ pipendihe Jogical
%ﬁe %Vgg{lg 1nclud:e a e?eq:?ﬂcaﬁ){rg%’ QN hoRE ntcfgld $nd g the data
can be store n a nHCH“I I ne- reaélagll

ﬁaﬁtetsrim amedhnaswahsé@eag% rAREPAGE NAddifloSABE sHeGTEMI0 can
can represent a procedure, a function, a subprogram
prcbye arperaoy ddi § Hat refaigy msBugtions foréxm@géun%wgwsma@d with

%@&h@&% ofibftS $40LT 4G LR R PR ds BRIk b1 $o rnernory
ata structures, of program statenents. ,&c de segmen
t40, tes mmlmidrstcmdahmdne or aoteoSdgrmct] compandnay I:M)etr 13406 or

iﬂcu it ¥“pbt§ssi n 8‘%’2@(1? recei ving i nformation, data,

menory contents.
[gab8 Mat i Opjg 35 QUIRRIS exﬁﬁ‘ﬁl@gfsttﬁﬁqm(‘)‘jﬁfaﬁena%le% i ?%ﬁleﬁﬁatlon of

passed, forwarded, or trans usi ng any suli
pepastulasdbudiriogs preakot flowhainthing conpesEigeiopaysicmg, For okanple,

Ey%?ettsﬁlll\g?ﬂeo $aﬁ%\é\§{iéwit 1?1]n 2rge1tv§/$1!ﬁ<ger1]%rg%tﬁn Ftd% gogt?es é)g%ri%g(hthat system

ns00eik Repz@tnkE as including functional blocks, which can be functional blocks that

represent functions implemented by a processor, software, or combination thereof (e.g.,
firmware). System 1500 includes a logical grouping 1502 of electrical components that
can act in conjunction. For example, logical group 1502 can include an electrical
component 1504 for retrieving flow identification information for the received data
flows. For example, the data flows can be received from a UE on the uplink and the
electrical component 1504 can retrieve the flow identification information such as
pointers, flow IDs or flow labels to be appended to an outer header of the data packets

in accordance with an aspect. The data flows with the flow identification information



i npl emented with nodul es {e.g., procedures, functions,
and so on) that performthe functions descri bed
wheooeiigpiiiThe sof tware codes can be stored in neEDDF2009/046012
units and executed by processors. The nenory unit can
be inpl emented within the pPocessor or external to the
processor, in which case it can be communicatively
amupletthtewitherpthos éssonitted siavhe clousicateanpoasntifer tkamsmnitting

It iiiesion gt o1tsah in e et i image glitates

CrpQribM ehat thedaWi Q] LK Sre RIFANY ¢AhiRMtc8 BY laNOW icordafEe with
exanpl e, system 1300 can reside within a network

ticgamaet.rules. | Addigorsdlya pystase ﬂé@%@ntlhdtldssgl gremery 3989 that retains

ted bl
glgg}uﬁlon |%ne§?g% ngCRncc[jltng%ssgglm el?ctr(r:l:%c::at c%mgonentgs {53, and

1 50%. EWRNE SitbviayastheOS@SE8Ito nssafidryvases 06 tEBERhddadtdb&aIthat one or
t hereof (e. firmvare). System 1300 .i ncludes a
MoEs %faﬂleféwg 6PHBONEBE2! S9F 0811204 FancHIst SBHELMEROLE {108k
@83}3““ ' ”\xﬁﬁ%&h%‘eh ‘&Pscn%&i aﬁq“v%tlﬁdiﬁc?es ek&%l%é‘hf SHOMRLAG

can 1 nclude an electri corrponen receil ving
onbodimenr & idaifaofilsownt p3B4hle tmdeacmbrreiar;cmnmmlnble combination

different aspects, these data fl cou
aﬁ SURDORERE O w%efhﬁ)éol&g@é & ERRS? Rfo ‘}{\%Cfﬁ‘é‘%gﬁs@z oxegegtioned
éﬁﬁ(\fdlﬁl%n{seﬂﬂ%ﬁg op5rdﬁ§ar§’ il iDfheRrPAG f&o@h&nﬁﬁht By further

Further, 1ogical grouping 1302 can 1 nclude an
ecbreblnamamland pmpmnamnsm vany@isenetodmgenkty a:twposmble Accordingly, the

iiden |cat i nfor i on sych as, Fl or

EEPed SrBROdPIS Plrfp PPt TR Hlosh iy wapiications and
CATMIRAS Hat FallwikHiA iriti dnE skdiR JIfltevapesdid dldislt IF@Rhermore, to
i nfformation 1308. Additionally, system 1300 caninclude

Herpatent gham@ terphdnclpdasaiingsed m;clth% theoletailed dessxiption phie
t1.oRs o t. ri 04,
LR SNBSS B B RS
Tdhthrisidg”ias “tamfsingvde iépaged Vklﬂén anElop¢d 450 ttardftional word ina
el ectrical conponents 1304, 1306 or 1308 can exi st
@Rthi n menory 1310. [0097] Fig. 14 is another exanple
system 1400 that enabl es inplenmentation of proper
rul es for various packet flows within a conmunication
system For exanple, system 1400 can reside within a
UE. It is to be appreciated that system 1400 is
represented as including functional blocks, which can
be functional blocks that represent functions
i npl emented by a processor, software, or conbination
thereof (e.g., firmvare). System 1400 includes a
| ogi cal grouping 1402 of electrical conmponents that
can act in conjunction. For exanple, |ogical group
1402 can include an electrical conponent for receiving
flow ID informati on 1404. Additionally, an electrical
conmponent for matching a flow ID of a data packet to
an appropriate policy rules, such



as charging rul es/ QS rule 1406 can al so be incl uded
Wi thin the grouping 1402. This facilitates the data
W@aoRa1g1t o be transmtted in the correct QoS PCPES20091@46012
| ogi cal grouping can also include an electrica
transnitter conponent for 3énding the data packets in
accordance with respective rules 1408. Additionally,
system 1400 can include &LAdMiy 1410 that retains
instructions for executing functions associated with
el ectrical conmponents 1404, 1406 and 1408. Wile shown
ShabRidMmeiter nal to nmenory 1410, it is to be
understood that one or nore of electrical conponents
1404, 1406 or 1408 can exist within nmenory 1410.
0098], Fi.g. 15 ks..another exanple system 1500 .that .
tnab) Beniiid B bR UENE QBhet BT IS SRR b Blvironment,
pab@ding:l ows within a communi cation system For
exanpl e, system 1400 can reside within a network
el eneffeeiving qng of gngar meprdatd Beweior Hpindigydentipt epporingore data
ghcl udi ng functional bl ocks, which can
E§&$g%§?%§g%%§ﬁpbcks that represent functions
i mpl egenrtacgfiovaidpnidfiasisninfosadtiondoesachivf dandmcanicoa data
bhepeof (e.g., firmvare). System 1500 includes a
BYHE groupi ng 1502 of el ectrical conponents that
can aghndfltm@RhINGS i@t fiE oS AFRLEon Jcooegf)cﬁﬁs cgﬁ%Hﬁ’ent to
1502 can i1 nclude an electrical conponent 1504 for
fastlitite ussogiafiboof floe polificewith oire dnefaymmaat idata ffoovs. t he
recei ved data flows. For exanple, the data fl ows can
be received froma UE on the uplink and the electrica
gONPONEnc#dd 4, e R NEWhbRUEriMMiting thd BENidchtifiddtiodNnformation
i nformation such as pointers, flow |Ds or flow |abels
fusthgecoppyénss Eansy ttag angtos motie saveec asfdreshes, BRCE paokaumbers
Ik cord i - ect. The data flows with the
Fﬁ%&ﬁ?@%ﬁ%&%ﬁgat%%ﬂ‘|ﬁ$%@%ﬁtionappended therewith are
then transmtted via the electrical conmponent for
transmtting the flaow_ identification information alon
Wi t h Themgeod of clsia 29 Baler qainerising ¢amiinnggt least a source address
oy . : I ' il '
B o B2 R A L e R Al Ehltmpion to define
a uhigge iddddfitn fontielay Jcastymbt elmafs@3@ can i ncl ude a nenory
15089 that retains instructions for executing
functions associated with el ectrical conponents 1504,
gnd 19Q6mcMoilo? cBRRWN waSREIE FloS*FHCRRlindI S BHER Ynore of QoS
1508, it is to be understood that one or nore of
sllesc thargiak rdospofetitrsled 504 or 1506 can exi st within
menory 1508. [0099] What has been descri bed above
i ncl udes exanpl es of one or nore enbodi nents. It is,
of counspethdalof BRSE1DhtHePcRSEinDEpRUBIRAt CARCAI\A M Eone or
combi nati on of conmponents or nethodol ogies for
porpdedows. descri bing the af orementi oned enbodi nents,

but one of ordinary skill in the art may recognize
that many further
6. The method of claim 4, wherein the at least one data flow is ciphered upon

detecting an untrusted access.

7. The method of claim 1, further comprising receiving one or more other data

flows with respective flow identification information.



conmbi nati ons and pernutations of various enbodi nents

are possible. Accordingly, the described enbodi nents
ware@iisiended to enbrace all such alterations,PCT/US2009/046012

nodi fications and variations that fall within the

spirit and scope of the appénded claims. Furthernore,

to the extent that the term"includes"” is used in

&jtheTh¢heﬂ@dmébhﬁd7dﬁs&mtpnhpmmmgvmﬁymghﬁmﬁmnesuntweoﬂwr

%%Q é/% tv%e?%,‘ierg dgﬂﬁé(f @Wnagyég%\é ﬁ)ﬁ:c @?%n?nngcggrd%nce Wlatﬂ associated
fioveoReRs.ed when enpl oyed as a transitional word in a
claim CLAIMS What is clained is: 1. A nethod that
facilitates tunneling in a wreless conmunication

nvir ; ne or
Tat o Thone e S R, BerebieE AR GHBRG: ChoT B adbuiHliine fow
fdeatiScatiog it forrhaionatediveidy itigie fiey ¢dd dtdndrk OtHer data flows with the
identifjication information for each of the one or nore

HawadetigigationgREprinatiers asspeiptsg vitheresnestivg Bewppligignef e one or
h{ﬁéﬁﬁﬁydﬁgm6? a policy conponent to facilitate

assocli at1 on flow policies with the one or nore data
flows. 2. The nmethod of claim1, wherein transmtting

e f] tifjcation_ information further, c e, )
wans Weﬂ@g lagp g CEERIPRISILEPESSUWE ¢ gV sientl%watwn

R@&ﬁna%ﬁ’%? bt Y &Grethfﬂof\xJ RAWels, ctfcn& {hd &33diRBrsliNLOOIRE hQRer of the
he met hod of claim 2, further comprising conbining

QMGMHadem%ﬂnwme address of at |east one of the data
flows with respective flow identification information
to define a unique identifier for the at | east one

dat a Alwieled-corttRuni®iibadaHar s nsm?.er ein the flow
policies include one or nore of Qo es, chargin

r ul esa grenROCthat fesains Bstrotionsredlded aagenetasingnflow lﬂ@nttf%@‘rlon

P18 S S 0B o o
beaiic rake it alafal oo sy ©ArRhettiag thwgaﬂeﬂtfﬁdeﬂ‘d\i/ i@néfication

untrusted access. 7. The nmethod of claim 1, further
BEoRpAtioN (g2 Pel@i SPIYRg ¥de or nore other data flows with

. . T
ot hodPisEEisph R EERE L RERIETLOLACTR, by e Ructions
oat@nal inrte meobher

12.  The apparatus of claim 11, wherein the one or more data flows are encrypted.

13.  The apparatus of claim 12, wherein the encryption is activated upon detection of

a change in access mechanism from a trusted access to an untrusted access.

14. The apparatus of claim 11, wherein the flow identification information

comprises one or more of flow labels, source addresses, DSCP or port numbers.

15. The apparatus of claim 14, wherein a source address is used in combination with
the flow identification information represented as flow labels to uniquely identify at

least one of the data flows.



data flows were transmtted through an access
mechani smin accordance with associated fl ow policies.
w@2009he@1met hod of claim 8, wherein the verifi cBET/UR200%5046012
based on conparing the flow identification information
received within the one or 3dore other data flows with
the flowidentification information associated with
t@spethe wepafdtaswfpnddimci le svhefein the flovespecifwonles obiprsedatear more
fé . 10. The.nethod of claim11, further conprising
P §¥€§‘éﬁ%?f U M SBw i dentification informtion as
one or nore of flow labels, flow IDs or pointers in an
outer header of the one or nore data flows. 11. A '
W -r el Aswirdessponineutdadings anaeates that cnebleprprintigpioof data flows in
mennr v, t hat IrneglainnsnviirnsrtnrIllJtctin[qnl,? iIrle,l ated to generating
fPOW Ut c?attI? on i RrormatS o Yo one or nore data
f | owsmeaytfof Agkivirgainedd 0as sOGbAL d20NfleWs PR dAfchadEof one or
flow specific rules to the data flows by transmtting
mREe dpdn Bpys &b 1e6tiveHent i fi cation information to a
polic r X .G t
Cont i B SEF ponsAthe MRt REFSTQtion SRR B Lok PRI fows
seihohat appdpridicdlospgpardicusles tarcbaassocidted whthreatinof the detadlows
r re data flows a encrypted. 13. The apparatus of
i 525t Ol BMSTAE éffeyéﬁpﬁwnil %%ﬁﬁl%ﬁg upon
det eChj-of) Bf tranSl1ANgehd BorREAEEBoWBED&RL SN ihRMnAtion.
trusted access to an untrusted access. 14. The
apparatus of claim11l, wherein the flow identification

fornmti on, conpri ses one or nore.of. fl ow | ahel s,
180 C AR SRR RERHRER aBirtBf G it 1 X e FGR e data flows are
adus of claim 14, wherein a source address is
used in combination with the flow identification
information represented as flow | abels to uniquely

0 b5y G L AL B gy s e

Attt d hom the@licaid f@ rofei@pSdEtette an antredtal gicag. r ul es.
17. A wirel ess comruni cati ons apparatus that enabl es
transm ssion of data flows in a wireless comuni cation

seVvi r ?H%Ie&%t@dﬂ%. SicBbns qgﬁcﬂétug BF clafrt %,‘q;@gle%efop fransrnitting

one Oor nore OWs Or Indication o one Oor nore
thatganérheddlomoidbetificacien wegokmatieansoftainsgan e satrcagddrésswf the data
i.dentifjcation ipforpation. for_each of the data flows

hows n a(idltlon to the How identification information to ftacfltate association of the
flow specific rules with respective flows, wherein the flow specific rules comprise one

or more of QoS rules or charging rules.

21. A computer program product, comprising:
a computer-readable medium comprising:
code for receiving one or more data flows;
code for generating flow identification information for each of the data
flows; and
code for transmitting the generated flow identification information to a
policy identifying component for association of appropriate flow specific rules with the

data flows.



such that appropriate flow specific rules can be

associated with each of the data fl ows based at | east
woewheigenerated flow identification informtPGRUS202046012

means for transmtting the generated fl ow

i dentification information3%18. The wirel ess

comruni cati ons apparatus of claim 17, wherein the data

£2.0ws The eorepeerypbedm @Oductlo€ chaim 21l eskerciorthaicomo@ttéramgdable

apparatus of claim17, erei.n. the data fl ows are.

ERBRDD e i B ot Db ok droig SeRipatiion t the flow
LRhfifisi8H X RSN réPreschit®! W IR RBSIs FOHILIY i@ appropriate
apparatus of claim 17, the nmeans for transmtting tlge
HJewepeaiberulesowith therdata flevat. i on i nformation al so

transmts a source address of the data flows in

addition to the flowidentification information to

paci | Thatempgsosbatahoprodiictbfelafrh QW wikaeinfthe cdrﬂﬁbﬁér-lwhddble
respective flows, wherein the flow specific rules

AR Sethegheongirisgpeededpr dxiesting|cagryphon aapegjpted vith the data flows.
21. A conputer program product, conprising:. a

comput er - r eadabl e nedi um conpri sing: code for

P4cei Yhegoromecoproglaneprddia of tlas 21 cwhkacihahe gengutaticadable
flg_wi entification ({enfforrrati.on for each of th? dgt/&a

PeoNE fUERET CERRIISEHFode TahEshsittng onRar Bloretuatce 4T HGpiclds as the

ﬂ%%éxﬁi‘f&%d@iﬂfdrﬂfaﬁéﬂ?&r'tﬁ’enasfsé’ciétid?loéf‘af)}frogﬁﬁfétﬂofvb’éﬂégiﬁc_ rules,
conmponent for association of appropriate flow specific
whtes the flowt dpecifiatrales bamsriR2ne BherocoopQo$ rulgy @grharging rules.
product of claim 21, wherein the conputer-readable

medi um further conprises code for transmtting a

sour cR wildlERSninfurdd@iohd Sipatud B&mgﬁﬁﬂg:' dentification
information represented as flow | abel s for association

of thepmspssopeemdtzardditow specific rules with the data

flows. 23. The er_progr r oduct ,.0Qf.. cl.ai

wher e n-c RS S0TBF O Ry TP APRARR b Phis Bl Rof bumore det
flode afcab bdeseBicdng encrypti on associated with the data
flows. 24 The conputer program product of claim 21

wher ei n t h&enesip flpwriderddatpreinferaation faicastee! Be dpfpiflos: and
code for t LtLd : I of . |
el ds as [RLTT ewePRuanss Ao RLs. hup sBRc oY Bua fos by
assoditapithngaferaapflopidatié citionvin fpmaiidn © apdlieg determining
g?ler.ei n the flow specific rules conprise one or nore

¢ rules or charging rules. 25. A wreless
conmuni cati ons appar atus, conpri sing:

26.  The wireless communications apparatus of claim 25, wherein the processor is
further configured to employ one or more of a source address or information from a
tuple of IPv6 fields comprising DSCP or transport layer port numbers in addition to the

flow identification information for association of the flow policies.

27.  The wireless communications apparatus of claim 25, wherein the processor is
further configured to detect an untrusted access mechanism in order to generate the flow

identification information.

28. A method that facilitates tunneling in a wireless communication environment,

comprising:



a processor configured to: receive one of one or nore

data flows or indication that one or nore data flows
w@e@otigoibe recei ved; generate flow identifi catP@rUS2009/046012

information for each of the data flows; and facilitate

associ ation of appropriate3flow policies to the data

flows by transmtting the generated fl ow

i dent identyingoomei arfnmrerdétadlovtso a pol i cy det er m ni ng

function., .26. Th i.r el.ess. comuni.cat i.ons appar,at.ys o

Ci' RV HES TR EBT PERiioh s SBRRHAYFwgh of the

2. @BRs0y one or nore of a source address or

information froma tuple of IPv6 fields conprising

DSCP wientifyaiissperar nhaxg eylepiorte imphaseansed; wilthy dhei dereoftows and

the f]ow i.dentification.infaormation,for..a iation of

the 1 PEBAe bR SO0 R P 0 o ARR G sk

apparatus of claim 25, wherein the processor is

further configured to detect an_untrusted access . ) )
Atchahhamethedof glaim 28, ether eaneprisHie. FreWiftHethe flpwadgnsification
lﬂ%&&{a%h'afbﬂg v%%re%e%m@{? 2 FB@% facilitates tunneling

Ina wmreleSs co nication environnent,
conprising:identifying one or nore data fl ows;

trieving respective flow identification informatjon .
3o s Btheron clup R oyheTkip tg%\flaﬂrqoawgfse CBe At PYH quc?largmg
gﬂ&”gqyggﬁgmrules to be inplenented with the data

flows; and transmtting the data flows in accordance
wth the identified rules. 29. The nethod of claim 28,

rth conpr,i Si rapsm tting.t.he fl .
Bent Thy ERfTRYST it 2hmt Pt g e e Bliyley imgngamrises
{rhEindQhe JNe ABWE ROSHREpEdt@0BS HBes BARHRINMhE NBed, Ul es
conprise one or nore of charging rules or QoS rules.

31. The nethod of claim 28, wherein transmtting the

ta fur £ ri smittir e a
Fons TP SisHal iy &% e Sl BRI S ARL IR, Rl eagow
e eti fiwitioa thfofmatloal alondSwitlh tyspérginve daadlowsl ng
transmtting the retrieved flow identification
information along with respective data flows. 33. A

g 1 el . n - : rising: a
Rors Thar opaRAicans, Anaen g Sref ey ©
I dent a ineinregy fHaovetaidemsiridtoas radated to identifying flow identification

information associated with one or more data flows, identifying one or more policy
rules to be implemented with the data flows and transmitting the data flows in
accordance with respective policy rules; and

a processor, coupled to the memory, configured to execute the instructions

retained in the memory.

34.  The wireless communications apparatus of claim 33, wherein the generated data

flows are encrypted.

35.  The wireless communications apparatus of claim 33, wherein the flow
identification information comprises one or more of source addresses, DSCP or port

numbers.



i nformati on associated with one or nore data fl ows,
identifying one or nore policy rules to be inplenented
wowak/1ghiel data fl ows and transmtting the dat apET/o82909/646012

accordance with respective policy rules; and a

processor, coupled to the Anory, configured to

execute the instructions retained in the nenory. 34.

Jhe wl hewes}es&mnmnilicaidm rppappapiclasn 83, weheagimtiB3policy rules

wherein the ed data f| re encrypted. 35.
SHBPIRBE SE BES AT e TURTARaPitus of ¢l ai m 33,

wherein the flow identification information conprises

one or nore of source addresses, DSCP or port '
MmbeAswm@essmelmum@ltlee%amxamwwh@taqniablﬁst@pplatrganf@taoﬂows ina
w1r 1ess nleat?onn ntvl}em% t, r1r'ijs|1 e conprise one or

hor e 3§|nger RS E%%P ules. 37. A wirel ess

Commﬁie@@fbﬁfb%el&ﬁigﬁﬂca’trﬂs1ﬁfbﬁhatﬁﬁ§lb| es tunneling of
data flows in a wreless comuni cati on envi ronnent,

conpr n@ﬁrrﬁgfor Fetchingrtae flowdd) pfargatipmof 3 drth Rrdiehistanpropriate
ﬂﬁﬁu ? qatching the flow ID information of a data
g@c et 1o appropriate policy rules; and neans for
t r ansmichns fogtrisenidmigahpaatk phcketsrin acaodaan edthweigactive policy
18gspectlve policy rules. 38. The wrel ess
fPruni cat i ons apparatus of claim37, further
conprising nmeans for generating the data packets. 39.
A conputer program product, conprising: a
8®nput ke wirekantinemneidations eppgratus phgaine d@eufter comprising means
dent fyin ne or, nore data flows; code for
(Héﬁ???%mﬁg'gﬁ@ﬁﬁﬂﬁ%%tlfylng i nf or mati on associ at ed
with the data flows; code for identifying one or nore
gollcy rules to be |nplenented wth the data fl ows;
hd cdﬁ@nﬁmmﬁﬁm@g@mimpﬂw@ omprisinga flows i n accordance

wth assa t%% £4R8L b 1u%%o‘%ﬁ%s%9% A wireless

conmuni catl ons appara
code for identifying one or more data ﬂows;

code for identifying flow identifying information associated with the data
flows;

code for identifying one or more policy rules to be implemented with the
data flows; and

code for transmitting the data flows in accordance with associated policy

rules.

40. A wireless communications apparatus, comprising:
a processor configured for:
identifying one or more data flows;
retrieving flow identification information associated with the data flows;
identifying one or more policy rules to be implemented with the data
flows; and

transmitting the data flows in accordance with the policy rules.



a processor configured for: identifying one or nore
data flows; retrieving flow identification information
wae®ogirted with the data flows; identifying OPET/G82009/046012
nore policy rules to be |nplenented with the data
flows; and transnitting thé7data flows in accordance
W th the policy rules.4 1. A nethod that facilitates
ﬂhnnehhnqhbéﬂatﬁmﬂﬂMessmndhmﬁnh@ﬁnﬂ@ncemmhmﬁmﬁembnvﬁommmﬁ,
W§§|S|ng receiving an indication of one or nore
¥tows; receiving flow identification informtion
for eﬁ%&vﬁfz&hﬁm@ﬂﬁmQHkﬁEbﬁnﬁ@é@mﬁh@%@ det erm ni ng
flow specific rules to be inplenented for each of the
dat a fdcomang fhwldenaﬁ@ﬂontlmfngn@tm for eaghiod et ¢If€| Qramqr@ data flows;
i nfor t| on. a e n
fact | Tl o esPRaReD1e Fhrm e3Py cutib b b Rgws
ay accordance with the determ ned f|OMISpeCIfIC rul es.

42. The nethod of claim4l, further coqgr|5|n

r e cei FamgriBie thy fawidengifigriion inframaterandine dpsmmained flow specific
C

?SVY?S f&&h{a}?e doh{qﬁlgfhngaﬁgg ?E\I}E{ﬁ%tdh ‘Pﬁbég?%t‘a?ﬁ%&s n‘?\é’ccgﬁc?%é With the
mﬁmmmdabﬂowbpﬁnﬁdﬁﬂa#urther determ ning the flow
specific rules based on existing rule sets conprising
one or nore of QoS rules or charging rules. 44. The
get hogh, Oy cfo@tiofcthim 4fl URRES cYPTR Eﬂgsﬂe&gvfﬂ r&ﬁ@b?ﬁ‘llolrey source
determning the flow specific rules to I mpl enent ed
fiddressecdf tbé dath dlodatta faciloeis deteBninAtign oéﬂhe $low specific rules to be

ot R B BRBRE T ei at cd Lo receiving flow

|dent|f|cat|on information for one or nore data fl ows,
and facilitating determ nation of appropriate flow

$peci Ti"h@:npthopi@f eking 1t fusthgdeserminng theafheiv apgsifecatesdeased on
&8&?& ifie s%‘hssc%r il ohe o %[Eﬁé Qﬁg%’ nh& Gtk %li]er%a oss

connunlcatlons appar at us of cla|n145 further
onpr|3|ng instructions for receiving one or

dbur cEhapgihed 98 slagn H nartgat commriing doamiei] |y|dt31§fr@1nlng the flow
gfetc JTLRRL lenﬂﬂeﬁlﬁrgtefl k&"ga Slﬂthg E%t ﬁ’@lvx)sc' es to be

enented W t data he w rel ess
connunlcatlons appar at us of cIa|n145, further
risin . ..
%)rrp A ergess communications apparatus, comprising:

a memory that retains instructions related to receiving flow identification
information for one or more data flows, and facilitating determination of appropriate
flow specific policies of the data flows; and

a processor, coupled to the memory, configured to execute the instructions

retained in the memory.

46.  The wireless communications apparatus of claim 45, further comprising
instructions for receiving one or more source addresses of the data flows to facilitate

determination of the flow specific policies to be implemented with the data flows.



predeterm ned fl ow specific policy sets for selection
to be inplenented with the data flows, the selection
wheimgstased at | east on the received flow PCT/US2009/046012

identification information. 48. The wrel ess
comuni cati ons apparatus oP8claim45, further
conprising instructions for dynamcally determ ning
#he f Thewspkss fanempokatainesppayatoe of ctpine@rﬂlﬁmrfoompeiamg

the datg flows,. 49. Th irel c i cat,i
Bisprared BesPak i Helionnir Bt TR ¢ Briadratd Vit the data
ReWE,Gh&Seléibh DT GRS 4t 3R sORNEhe hed¥Bicd MRl {BRiRAtibE irfrmation.
or charging pol i CI es. 50. A wirel ess comruni cations
apparat us that enables tunneling of data flows in a

rel ess _cg ni cati.q environmen 0 neans
oA TR R R A R
ﬁfﬂﬁuétio@v,vf(btdgfﬂﬁmfdaﬂ?ﬁbt@ﬁnﬂnﬁfg&hﬁﬁbh@peélﬁb peREts ©fbetifi@®lemented
one or nore data flows; nmeans for determ ning flow
Epeach ofcthe datadlops. be i npl enented for each of the data
flows; and neans for transmtting the flow
i dentification information and the flow specific rules
49 f athé iviratess &crrﬂnnamﬂcstiadrmppanfautshﬁ ctaie 461 whatm tatlaw specific
flovvsfjn accordance with t et rmnedflows ecific
peifcdss furher cpRPrigF PR EoKS K18 98 ChBIRE ROtISCHE
clai m 50, further conprising neans for generating the
data flows. 52. A conputer program product,
é@.m’pr Asinglessaonomputagions gxdedviisethateuiables conplingefiigta flows in a

for recei Vi g an i ndication of one or nore data

?VIHS S COmMEPSHHq P& YU r mat i on for the one

or MohRakkXoArdckiOM anGAgitat A ofdMk ®F Moé 8da FloAWasdpeeshf i C
rules to be inplenmented for each of the data fl ows;

ulettiidesdion ifprmatinstal each g themiﬂefqr overe detatiomiscat i on
! nf or ot L0 A0 AG ARV SRR LIS T Bl £5 LRl BE LAl 8t the data
ransm ssi on

one dr nor'é
floworahdnce with the determned fl ow specific rul es. 53.

A W rel ess_comruni catjons appar_at us, corrprl S

pr ocegs#s fopHrRUitEg thetloy ddetifisation infumatien Iemg T:@ff %@_WeSPeCiﬁC
ﬂfleswg ti ﬁi@ftea[r s 1Si oA uld QW d %‘J}E fi’ﬁﬂgm‘fgﬁx}sq{? abd @B Wihe

or eac 0] e one or nore
determined flow specific rules.

51.  The wireless communications apparatus of claim 50, further comprising means

for generating the data flows.

52. A computer program product, comprising;:
a computer-readable medium comprising:

code for receiving an indication of one or more data flows and flow
identification information for the one or more data flows;

code for determining flow specific rules to be implemented for each of
the data flows; and

code for transmitting the flow identification information and the flow
specific rules to facilitate transmission of the one or more data flows in accordance with

the determined flow specific rules.



determ ne flow specific rules to be inplenented for
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amppmﬁmgs that enables tunneling of data flows in a
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receiving flow identification information associated with the specific rules; and
transmitting the flow identification information along with the received data

flows for verification that the received data flows were transmitted in accordance with

the specific rules

57.  The method of claim 56, wherein the flow identification information comprises

one or more of source addresses, DSCP or port numbers.

58. The method of claim 56, wherein the one or more received data flows are

encrypted.
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wireless communication environment, comprising:

means for receiving one or more data flows transmitted in accordance with
specific rules;

means for retrieving flow identification information associated with the specific
rules; and

means for transmitting the flow identification information along with the

received data flows to facilitate verification of the specific rules.

62. A computer program product, comprising;:
a computer-readable medium comprising:
code for receiving one or more data flows transmitted in accordance with
specific rules;
code for retrieving flow identification information associated with the
specific rules; and
code for transmitting the flow identification information along with the

received data flows to facilitate verification of the specific rules.

63. A wireless communications apparatus, comprising:
a processor configured to:
receive one or more data flows transmitted in accordance with specific rules;

retrieve flow identification information associated with the specific rules; and
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transmit the flow identification information along with the received data flows to
facilitate verification that the received data flows were transmitted in accordance with

rules as determined by a policy component.



