Method of Enabling Access to Data Protected by Firewall Background and Field of the Invention 5
This invention relates to a method of enabling access to data protected by firewall. Communications
networks cagdpeoseamhs classified into public (or open) and 10 private natywptkobasteomputers are
connected to the public network such as the Internet and information on the public network is usually
easily accessible. On the other hand, a private network is usually protected behind a firewall to prevent
unauthorised access. Personal files and data are generally stored in private networks to ensure
security and maintain a degree of privacy. 15 However, with the increased adoption of mobile
communications and the internet, access to the private network via the public network is becoming
increasingly commonp¥giod e'danPalieeéckpprivatediaiioiesRddnddsaly to bypass or "punch
through' the firewall. Virtual Private Networks (VPN) or Network Address Translation (NAT) traversal
are some techniques which have been conceived to achieve this. However, such techniques have its

csachantages, WO 21091033976 13G20081000329

5
This invention relates to' a method of enabling access to data protected by

firewall.

Communications networks can be broadly classified into public (or open) and
10  private networks. Most computers are connected fo the public network such as
the internet and information on the public network is usually easily accessible.
On the other hand, a private network is usually protected behind a firewall to
prevent unauthorised access. Personal files and data are generally stored in
private networks to ensure security and maintain a degree of privacy.
15
However, with the increased adoption of mobile communications and the
internet, access to the private network via the public network is becoming

increasingly commonplace.

20 To gain access to private networks, it is necessary to bypass or “punch through”
the firewall. Virtual Private Networks (VPN) or Network Address Translation
(NAT) traversal are some techniques which have been conceived to achieve

this. However, such technigues have its disadvantages.



It is an object of the present invention to provide a method of enabling access to data protected by
firewall to address the problem of the above prior art and/or to provide the public with a useful choice.
5ReferenceWth@SpEeification is made to US 6,928,433 titled "AutomaticPHigseaadhic@iodategorization
of Music By Metadata" which is assigned to Creative Technology Ltd. The reference is made in

- relation to a media file management application that will be mentioned in the section titled "Detailed
Description of the Preferred Embodiment". 10 Summary of the Invention In a first aspect, there is
provided a HhistRBPEIH AN RIGSESY tBVEAEONItPIRra Bivaensiing i miodtinslaszieaviall, the firewall
being configured to prevent an 15 electronic device communicatively coupled to a public
communicatidRshetiirk Ry analiitordt st deeLietirryaidhe RoeNeREa FrefaPaRf édmprises i) a
user of a portab.lg electronjc deyice triggering the accessing/downloading of the data from the private
network; ii) %’gﬁfﬁ/lﬁgt né ‘f@ﬁ%ﬁrﬁ&?ﬁ%ﬁ%&@ fr&m the private network to at least one transient storage
external of the firewall, the 20 transient storage being accessible solely by a dedicated conduit from
the private network; and iii) transmitting the data from the at least one transient storage to the portable
electronic dgyi ta. el in;pa tq the,go teonic dayi may be
Consumod Guer nSianty ot sLbean et WG 3000105 aTaLC oo onoasg At

Hierarchical Categorization of Music By Metadata” which is assigned to
Creative Technology Ltd. The reference is made in relation to a media file
management application that will be mentioned in the section titled “Detailed
Description of the Preferred Embodiment”.

10

Summary of the Invention

In a first aspect, there is provided a method of enabling access to data within a
private network protected by firewall, the firewall being configured to prevent an
15 electronic device communicatively coupled to a public communications network
from unauthorised access to the data. The method preferably comprises i) a
user of a portable electronic device triggering the accessing/downloading of the
data from the private network; ii) copying and transmitting the data from the
private network to at least one transient storage external of the firewall, the
20  transient storage being accessible solely by a dedicated conduit from the
private network; and iii) transmitting the data from the at least one transient
storage to the portable electronic device. The data is transmitted in packets to
the portable electronic device and may be consumed either instantly or

subsequently.



3 It is preferable that triggering of the accessing/downloading of the data from the private network is by
running an application on the portable electronic device, the application causing the data to be
processed avthmprisatesnetwork prior to transmission from the private nepworGivis/@adyantageous that
the transient storage is a data buffer when the data transmitted to the portable eiectronic device is
consumed instantly. It is also advantageous in relgtion to data privacy that data is purged from the
transient storage once it has been transmitted to the portable electronic device. 10 In a second aspect,
there is prolitenr afenatimthef trayssmintngf datatragsingitomativedingrofatted iy fiawalicthe firewall
being configured to prevent an electronic device communicatively coupled to a public communications
network froRiivVdfauEIeBHSEd iackr 3816 e databAive ivetiasd tbeniisritidcosiassentst deMcportable
electronic device triggering the transmission of the data to the private network; ii) transmitting the data
from the poltaifeRdiegtionicadsiice s Aakait BRePiRRISAESTOTAGePEXRIMAPBTIHE RilEWHII, the
transient storage being accessible to the private network solely by a dedicated conduit; and iii)
transmittingtrﬁ'fgsﬁ‘é?g‘ﬂ%%ﬁ e BAREIEHESIG5MG5 0 the private network. The data 20 may be transmitted
in packg)ts and it is preferable that the triggering of the transmission of data from the portable
electronic device to the private network is by running an application on the portable electronic device.

Preferably. ihe. datadauiaed ffom W tansient sioipge once ILhas Ase UAsTHEcigshe private
network. WO 2009/031976PCT/SG-2008/000329 4

transmitted to the portable electronic device is consumed instantly. It is also
advantageous in relation to data privacy that data is purged from the transient
storage once it has been transmitted to the portable electronic device.
10
In a second aspect, there is provided a method of transmitting data to a private
network protected by firewall, the firewall being configured to prevent an
electronic device communicatively coupled to a public communications network
from unauthorised access to the data. The method comprises i) a user of a
poriable electronic device triggering the transmission of the data to the private
network; ii} transmitting the data from the portable electronic device to at least
one transient storage external of the firewall, the transient storage being
accessible to the private network solely by a dedicated conduit, and iii)
transmitting the data from the transient storage to the private network. The data
20 may be transmitted in packets and it is preferable that the triggering of the
transmission of data from the portable electronic device to the private network is
by running an épplication on the portable electronic device. Preferably, the data

is purged from the transient storage once it has been transmitted to the private

network.



In a final aspect, there is provided an alternative method of enabling access to data within a private
network protected by firewall, the firewall being configured to prevent an electronic device
communicatiyglysoxpies, to a public communications network from unauthprised aceess to the data.
The alternative method comprises i) a user of a portable electronic device triggering a connection to a
computer system within a private network: ii) an agent server assisting in the connection; and Hi)
transmitting the data to/from the computer system“to the portable electronic device. It is advantageous
that the agentsénraposidesthe lssprovitsintamaationanaviichsompeiaLRHseRseniine (-)and the
requisite IP address(es) to aid in the connection. Brief Description of the Drawings ~ An embodiment
of the inverfiiaia willhiow be\desarited; by wascaexaniplovalitthéSTeiaranssile thenageeawpanying
drawings in which, Figure 1 shows an infrastructure for remotely accessing data stored within a secure
private netWorkPEigRIte 228howNed priscessiow fopmmettioatifaryermotelpactessingmiathicstored within
a secure private network. 90Figure 3 shows a process flow for a method for transmitting data stored to
a secure priFAETEYGRYR e GGRY I SHEWS WipHibess s wdersmialibmdate Methatbfoatemotely
accessisng dn"%lt?ft red within a secure private network.  Figure 5 shows a process flow for an
intermediats 8 199 B RSB tivedn g©f a portable electronic device triggering a

connection to a computer system within a private network: i) an agent server
assisting in the connection; and iii) transmitting the data to/from the compuier
system to the portable electronic device. It is advantageous that the agent
server provides the user with information on which computer system is online

10 and the requisite IP address(es) to aid in the connection.

Brief Description of the Drawings

An embodiment of the invention will now be described, by way of example, with
15 reference to the accompanying drawings in which,
Figure 1 shows an infrastructure for remotely accessing data stored within a
secure private network.
Figure 2 shows a process flow for a method for remotely accessing data stored
within a secure private network.
20 Figure 3 shows a process flow for a method for transmitting data stored to a

secure private network.

Figure 4 shows a process flow for an alternative method for remotely accessing

data stored within a secure private network.

Figure 5 shows a process flow for an intermediate part of the alternative method

25 of Figure 4.



250f Figure 4. WO 2009M31976PCPSG2008/000329 Detailed Description of the Preferred
Embodiment Figure 1 shows an infrastructure for remotely accessing data stored within a secure
private netwgik t39,@mshihe infrastructure comprises a computing system,1Q2residing,within the
private network 100, a firewall 104 configured to regulate the data traffic between the private network
100 and the Internet 106. A number of portable electronic devices 108 are communicatively coupled to
the Internet and similarly at least one storage device 110 configured as web 10 storage. It should be
appreciated that whenever the portable electronic device 108 and the computing system 102 requires
a data link, a direct connection between the portable electronic device 108 and the computing system
102 is usugirsinug i betigherdifebbdonsiestonEmdydioh@ltvays be obtainable, 15To solve the above
problem, in this embodiment, data is copied and transferred via a dedicated conduit 109 to each of the
at least one web storage 110 which functions like a transient storage between the private network 100
and the portable electronic devices 108 and for the portable electronic devices 108 to download the
data from thigetdehstioneswab isforatectd® rivhepale the ereTmMsuERsTSESE Yo fesiding behind
the firewall 104. Thus, this obviates the need of implementing complex rules for the firewall 104. The

dedicated &6F4R TOY Mesdtalfhe'an 2REoti idnHaREIEY or tRERIREStD RN E8rage 110. A

sinle account can s ueable or 7y of e 2515D 91840 51 5 Aggeupidp ectated for

regulate the data traffic between the private network 100 and the internet 106. A

number of portable electronic devices 108 are communicatively coupled to the
internet and similarly at least one storage device 110 configured as web
10 storage. It should be appreciated that whenever the portable electronic device
108 and the computing system 102 requires a data link, a direct connection
between the portable electronic device 108 and the computing system 102 is

usually sought, but the direct connection may not always be obtainable.

15 To solve the above problem, in this embodiment, data is copied and transferred
via a dedicated conduit 109 to each of the at least one web storage 110 which
functions like a transient storage between the private network 100 and the
portable electronic devices 108 and for the portable electronic devices 108 to
download the data from the at least one web storage 110 rather than the

20 computing system 102 residing behind the firewall 104. Thus, this obviates the

need of implementing complex rules for the firewall 104.

The dedicated conduit 109 is set up when an account is activated for the at
least one web storage 110. A single account can be usable for a plurality of the

25 web storage 110. After the account is activated for the at ieast one web storage



110, the dedicated conduit 109 is accessible (usable) when a user of the account is verified using
known verification techniques involving, for example, passwords, biometric verification, and so forth.

- The access {9 hgdgsisated conduit 109 is initiated by the user from one %&t}g&&{%ﬁa@gectronic

devices 108. Thus, a request to access data from the private network 100 is initiated from the user
from one of the portable electronic devices 108. The duplicated data from the private network 100 to
the at least one web storage 110 may be separable into discrete portions, with the discrete portions 10

being transmhiteehrofe dite: Ridvalenaeiwaiiol QO lyasiarre Wekairagmdd Ovigdaseeciive dedicated
conduits 109. A distribution of the discrete portions is controllable from within the private network 100,

and the distiibution imayrbedargugteddnwa meamicativheserhRvasionsowely storageatiflds considered
to be a single network storage. The discrete portions may be further duplicated for 15 higher

redundancya¥hedistriitioetot therdisatatie, partiors rmathbd bendacéssaspdots tieRedigtant Array of
independent Disks (RAID) technology, where the computing system 102 within the private network 100
controls thé@stibfiSnivitiiegiddretthporsensdrand Subsédue madabtmpipritivhcot ehvécgiscrete
portions. 70 The Portable electronic devices 108 may run applications to process data on the

computing $)8tePiuD2AWIBT SRR GRS B tathg &R meM ek peRdbIBEiBfbnic devices

108. An example of the application being run on the portable electronic devices 108 is a media file
managemé%?rgn%epmg&ﬁgﬁﬁﬁfc@ﬁoaq ag %F%%%%Hﬁﬂ%eélé@ﬁﬂonic devices 108 may request to
7

The duplicated data from the private network 100 to the at least one web
storage 110 may be separable into discrete portions, with the discrete portions

10 being transmitted from the private network 100 to various web storage 110 via
respective dedicated conduits 109. A distribution of the discrete portions is
controllable from within the private network 100, and the distribution may be
conducted in a manner where the various web storage 110 is considered to be
a single network storage. The discrete portions may be further duplicated for

15 higher redundancy. The distribution of the discrete portions may be similar in
aspects to Redundant Array of independent Disks (RAID) technoiogy, where
the computing system 102 within the private network 100 controls the
distribution of the discrete portions and subsequent re-combination of the
discrete portions.

20
The portable electronic devices 108 may run applications to process data on the
computing system 102 with output of processed data being shown on the
portable electronic devices 108. An example of the application being run on the
portable electronic devices 108 is a media file management and playback

25 application. A user of the portable electronic devices 108 may request to



playback a number of media files which are stored in the computing system 102. When this happens,
the portable electronic device 108 firstly attempts to make a direct connection to the private network
100. If the attemptotosmake the direct connection to the private network 1@0faits;dizsa@ortable
electronic device 5 108 sends a first request for the media files to the at least one web storage 110,
which consequently sends a second request to the, computing system 102 within the private network
100 to obtain the requisite media files. The second request may be sent via the dedicated conduit 109.
The requisit®AYeaR:fife S WRPBroeb s3ediantive vWnfiLERG Sjatem Toharmpeumitiia Susidedicated
conduit 10 109 to the at least one web storage 110 for transmission to the portable electronic device

108, where tH& plYEessEEnemasies e RpEsBIRcRlEtRRIusRVige ol REr ha S iRB BiRdeither in its

entirety or in di%cretgﬁortions is drawn 15 and temporarily %ogre\g in the at least one web storage 110
ic’devi

once a requBst'i& MAHEDINL TG With! ASoMabRe BRI de VidBe BCPRE ‘AaNA(R t8fins of data

packets) is purged from the at least one web storage.110 .once it ha en transferred to the portable
electronic d§}€§§ 1087 Eg ?ﬂ{é)a%nﬁsetﬁg}/%tl?ri%%%a\{oﬁ?ofgés%v{/%é%ggf ﬁwria%%}rt%lgf%rgf@(c:troen\ﬂzc?levice 108

requests and eysRaUenL A0 ORI dafa (oM HREAD IS YRR BLOR IO} ag Rrivpte network

100, no complete copy of the data is stored on the at least one web storage 110. This protects the

users' privacy s the akdeashane wahstaragecklo derssotstere a-6rIpRIsTS corirf thesdata which

may be accessed by unauthorised parties. The infrastructure as described earlier obviates a need for

the portable wigeiranic iaviee AOBvtohave g sivrage eapasitiesnblsingithe afasesmentigned
infrastructure would allow the user to access an entire storage of at least one computer system 102.

Each portable@lestrorag thevieanl 08 nifeselipdécpire scaddgilat@ Storagedquistteivadbia filkcessed data
for either instant or subsequent consumption of the processed data. Given that the data is also
processed b§rtheresaRsateinsiisteprmo2inios siamnsizisyionseritaiprbcedsitigadaceachduttable
electronic device 108 is minimised. This obviates the need to incorporate leading-edge processors in
each pdPtablé08Iderdific # RATECTOE8 W &&YEREINGHY IdWe tra Braisediat téPpibaueetia®isortable
electronic device 108 with little detriment in relation to performance of the portable electronic device

108. If the uSEFHRNESHR 156 tHE pEEs B JIRCRPESIFAGHE dbtR@iSnAreasa sl iR tiie where the

processed d:l;}t%ris not owned by the user, the infrastructure also allows for the user to transmit the
processed d4ta from the portable electronic device 108 to the user's own computer system 102 via the
at least one web storage 110.

in other words, the data (either in its entirety or in discrete portions) is drawn
15 and temporarily stored in the at least one web storage 110 once a request is
made by the user with a portable electronic device 108. The data (in terms of
data packets) is purged from the at least one web storage 110 once it has been
transferred to the portable elecﬁtronic device 108. This means that during a
process whereby the portable electronic device 108 requests and subsequently
20 obtains data from the computer system 102 within the private network 100, no
complete copy of the data is stored on the at least one web storage 110. This
protects the users’ privacy as the at least one web storage 110 does not store a

complete copy of the data which may be accessed by unauthorised parties.



The data is transferred to the at least one web storage 110 which functions like a transient storage
between the private network 100 and the portable electronic device 108. The portable electronic
device 108 duplmatesang downloads the data to the at least one web stopagesdifdandsubsequently
to the computing system 102 residing behind the firewall 104. The transfer of data from the at least
one web storage 110 tc the computing system 102 is via the dedicated 9 conduit 109. Thus, this also
obviates the need of implementing complex rules for the firewall 104. The dedicated conduit 109 is set
up when an&eeoimfitsistactivete dsodtredb éenstatierwebvittsage 148eA singleacpouabian be usable
for a plurality of the web storage 110. After the account is activated for the at least one web storage
110, the dediésteentondigivice9 is0iccdssitiieeisdblgpwirepragsseceptiuitiascolutiigvetified using
known verification techniques involving, for example, passwords, biometric verification, and so forth.
The access3BfRE' GRS AN ebhelifieL 0o HdimtiRre By HRT 1BGRERS GeitisestoiRgble electronic
devices 108. Thus, a request to transfer data to the private network 100 is initiated from the user from

one of the pBrAbIE B8R HORICABOIES Fy8terhe!daplicarit et ReneiReiomitaie decitBRic device 108

to the ag Iea%eogp 1rse W%‘b st%rda\ eu%t%o rrt1aabe eparahle irﬁ) discrete portiins, ith the discrete
portions being transmitted frémm the portable BleStrd M HEvits 1 8RS VRrb UL StGHEY 110. A

distribution gf e iseisienarians asniplaRleiop dearable eleclionic device 408, and the

distribution may be conducted in a manner where the various web Storage IS considered to be a

single netweyk 7 QustReadedThe diseretsmationsspayhe fusthergunlicated dorhigher gedundancy. The

distribution of the discrete portions may be similar in aspects to Redundant Array of independent Disks

(RAID) techpaiegysiwhere $eherabls cleeikaniodawaed 98 contalsthedistripytion gidae discrete
portions and subsequent recombination of the discrete portions. The discrete portions may be
transferred th@ need to incorporate leading-edge processors in each portable electronic

10 device 108, correspondingly lowering the cost to produce the portabie electronic

device 108 with litle detriment in relation to performance of the portable

electronic device 108.

If the user wishes to add the processed data to a personal collection in the
15 instance where the processed data is not owned by the user, the infrastructure
also allows for the user to transmit the processed data from the portable
electronic device 108 to the user's own computer system 102 via the at least

one web storage 110.

20 The data is transferred to the at least one web storage 110 which functions like
a fransient storage between the private network 100 and the portable electronic
device 108. The portable electronic device 108 duplicates and downloads the
data to the at least one web storage 110 and subsequently to the computing
system 102 residing behind the firewall 104. The transfer of data from the at

25 least one web storage 110 o the computing system 102 is via the dedicated



from the various web storage 110 to the computing system 102 in the private network 100 via
respective dedicated conduits 109. A user of the computing system 102 may request to playback a
number of nvediadilesihich, are stored in the portable electronic device RO8/S&WEeeGBNNection of
the computing system 102 to the portable electronic device 108 is typically possible as the portable
electronic device 108 usually resides in an open network. However, when issues arise preventing the
direct connection between the computing system 102 and the portable electronic device 108, the
computing spsteui 102 sehds, dHfisstieywast tetHbeneeka file sip eatiieastoneleeusterage 110,
which consequently sends a second request to the portable electronic device 108 to obtain the
requisite méefiaFésewRE P4t request may be sent via the dedicated conduit 109. The requisite media
flies are sent to the at least one web storage 110 from the portable electronic device 15 108, and
subsequently transmitted to the computing system 102, where the processed media files are
presented to the user. T nsmlsslopt%%f ther egch site media files from the at Ieaést one web storage 110

to the comp gdg%i% B2y fasp UicateGEBMILit3 661 FARE dRpiB&t&Y. data (either
in its e@tlre%ggtln dés&l %t%%%&%m fo Qra argd (Lt%e &o{ggﬂlg estoreglln the at Ieaﬁ on Web storage

110 once a request is ma er w computing sys?em FoB TGS terms of

data packetghis Qurg 0629 {%nmawéaa%%wg%émgg AHange, ga@@%rbeemg%éﬁsg@d to the

computing system 102. This means that during a process whereby the computing system 102

requests anghsubseqeenfiyritainn data 15 ff@ﬂéélass%%tabd@ﬁ@@m&qe\éw@s%@%mwmplete copy
of the data is stored on the at least one web storage 110. This protects the users' privacy as the at

least one webcstanage fidoesingt Riasaa corfipisie capyhaidbegataowirigh foay keasieessed by
unauthorised parties. 5 in such an instance, the data may also be purged from the portable electronic
device 108 passwheidatadstraicsrati€d-fiom thechadahieielddirormicodavide 1608. Gididathd the data is
purged from the at least one web storage 110 once it has been transferred to the computing system
102 inthe p@ﬂﬁa@gihéﬂﬁdﬁ(imm@iqb by the user from one of the portable electronic devices

108. Thus, a request to transfer data to the private network 100 is initiated from

the user from one of the portable electronic devices 108,

The duplicated data from the portable electronic device 108 to the at least one
15 web storage 110 may be separable into discrete portions, with the discrete
portions being transmitted from the portable electronic device 108 to various
web storage 110. A distribution of the discrete portions is controllable from the
portable electronic device 108, and the distribution may be conducted in a
manner where the various web storage 110 is considered to be a single network
20  storage. The discrete portions may be further duplicated for higher redundancy.
The distribution of the discrete portions may be similar in aspects to Redundant
Array of independent Disks (RAID) technology, where the portable electronic
device 108 controls the distribution of the discrete portions and subsequent re-

combination of the discrete portions. The discrete portions may be transferred



in the instance where the user desires instant consumption of the processed data from the ‘computer
system 102, the at least one web storage 110 also serves as a data buffer such that consumption of
the processedodata/is gimilar to a user experience consuming data storedmativeh@nshieportabie
electronic device 108. Referring to Figure 2, there is shown a process flow of a method (200) for
-remotely accessing data stored within a secure private network 100 protected by firewall 104, the
firewall 104 being configured to prevent an electréhic device 20 communicatively coupled to a public
communicdtiomsthetwatk fromebinsivthgesedlaccers teothewtaig. d staowlddze iappregiatedsthat
whenever the eiectronic device and a computing system in the secure private network 100 requires a
data link, ardibect s dhitediore teenibenddns eltadronicidévitéand the computing system is usually
sought, but the direct connection may not always WO 2009/03197612 CF/SG2008/000329 be
obtainable. The method (200) is correspondingly employed to overcome the problem. The method
(200) includes a user of a portable electronic device 108 triggering the accessing/downloading of the

data from the ‘ﬁ‘ﬁfafg ﬁﬁﬁ/\lﬁ?w&ﬁ'ﬂ? 'Pﬁ(éﬁﬁgé%d%ﬁh@%@é&éﬁ]@%ﬁ%aai ﬁ@‘ﬁﬁﬂe efata from the

Cauaing the GAE 158 NIDEESE0E TSR pLALE RRHOHEL B AR HHSFIsCton Ao e prvate
twork 10 t . i i d itted f th ivat k 100 to th

atlomst one el A S M s e R R R T B e 120 being

accessible gplelyiy % dagicatrdirendyi-109 Brmibe Privisawotciany Theigedigaigd conduit 109

is set up when an
open network. However, when issues arise preventing the direct connection

between the computing system 102 and the portable electronic device 108, the
10  compuling system 102 sends a first request for the media files to the at least
one web storage 110, which consequently sends a second request to the
portable electronic device 108 to obtain the requisite media files. The first
request may be sent via the dedicated conduit 109. The requisite media files
are sent to the at least one web storage 110 from the portable electronic device
15 108, and subsequently transmitied to the computing system 102, where the
processed media files are presented to the user. Transmission of the requisite
media files from the at least one web storage 110 to the computing system 102

is via the respective dedicated conduit 109.

20  The duplicated data (either in its entirety or in discrete portions) is drawn and
temporarily stored in the at least one web storage 110 once a request is made
by the user with from the computing system 102. The data (in terms of data
packets) is purged from the at least one web storage 110 once it has been
fransferred to the computing system 102. This means that during a process

25 whereby the computing system 102 requests and subsequently obtains data



15 account is activated for the at least one web storage 110. A single account can be usable for a
plurality of the web storage 110. After the account is activated for the at least one web storage 110,
the dedicateg, gopghiit 499 is accessible (usable) when a user of the accoyptig varifigshising known
verification techniques involving, for example, passwords, biometric verification, and SO 20 forth. The
access to the dedicated conduit 109 is initiated ti;/ the user from one of the portable electronic devices
108. Thus, a request to access data from the pri ate network 100 is initiated from the user from one of
the portablg@ieetonicreeiice s dH6nid 3shhe: dupsicatedodabicie ttapgnittad epacketsrddring the
process. The data from the private network 100 to the at least one weh storage 110 may be separable
into discreterptrtianseastiotie Wisciteguertiors Beisgohetastaittes desns theiyadyase Heswairk 100 to
various web storage 110 via respective dedicated 5 conduits 109. A distribution of the discrete portions
is controllalsiesfremenitain sk gaivAfEoneans rROECHOENE thentetd At wialhbelabnd(ittdd in a manner
where the various web storage 110 is considered to be a single network storage. The discrete portions
may be furtR@y Agiieatsase Prighar eiirRfaRgliethe distribution of the discrete portions may be
similar in aspects to Redundant 10 Array of independent Disks (RAID) technology, where the
computing system 102 within the private network 100 controls the distribution of the discrete portions
and subsequent re-combLnation tgf t%e discrete]gg(rjgons. Thg ?ata [ thén d%rett)nsmlig%t

SUC insiance ta FYav A ANSar nlansm goflr‘p({n the at least
one web st&ageqf@to% e ts porta fe%lC&tronic device 10 ECHB) ata may be pulled from the at

least one wel storage 110, by the, padable Slerions AaMCs 05kt rastanp wepgstorage 110

does not include scripts to push data from the at least one web storage 110 to the portable electronic

device 108g]Rgdataie Rigaed BQ?&@%@HQ%@%H%&%@%%W&&%@Q%ﬁ basbeedransmitted to
the portable 20 electronic device 108. As such, no complete copy of the data is stored on the at least

one web steeagerdkrdiis pEotestopUIBR SIMACY @B ithth atdaastonetviei styage 110 does not
store a complete copy of the data which may be accessed by unauthorised parties.
10
in the instance where the user desires instant consumption of the processed
data from the computer system 102, the at least one web storage 110 also
serves as a data buffer such that consumption of the processed data is similar

to a user experience consuming data stored natively on the portable electronic

15 device 108.

Referring to Figure 2, there is shown a process flow of a method (200) for
remdtely accessing data stored within a secure private network 100 protected
by firewall 104, the firewall 104 being configured to prevent an electronic device
20 communicatively coupled to a public communications network from
unauthorised access to the data. It should be appreciated that whenever the
electronic device and a computing system in the secure private network 100
requires a data link, a direct connection between the electronic device and the

computing system is usually sought, but the direct connection may not always



WO 2009/031976PCT/SG2008/000329 14 The data transmitted to the portable electronic device 108
is consumed either instantly or subsequently by the user. The at least one web storage 110 acts as a

data buffer when,thg.data transmitted to the portable electronic device 10§d§/§8%gmﬁgzywstantly. It
can be seen that using the aforementioned method (200) 5would allow the user to access an entire

storage of at least one computer system 102 on tl;le private network 100. Referring to Figure 3, there is
shown a method (300) of transmitting data to a ﬁnvate network 100 protected by firewall 104, the

firewall 104dein@icapkgured A:tadqererent ancelestonici devicernprayednicatieelyoaauited to a public
communications network from unauthorised access to the data. It should be appreciated that
whenever thretgbactronic device and a computing system in the secure private network 100 requires a
data link, a direct connection between the electronic device and the computing system is usually
sought: but the direct connection may not always be obtainable. The method (300) is correspondingly
employed to overcome the problem. The method (300) includes a user of a portable electronic device
108 triggerﬁgetﬁ’é?ft‘ﬂéﬁsﬁﬁf@éé)iﬁhckﬁfc{ﬁé gateclinipaoestable aRCENNESRYIGOIRE HOERIBY The 90

triggering of the transmission of data from the portaple electronjc device 108 t priyate network
100 2 by G AR AR e Dol A BB ot ook (20 PHE

triggering of the accessing/downloading of the data from the private network
100 is by running an application on the portable electronic device 108, the
application causing the data to be processed at the private network 100 prior to
transmission from the private network 100.

10
Subsequently, the data is copied and transmitted from the private network 100
to the at least one web storage 110 external of the firewall 104 (204), the at
least one web storage 110 being accessible solely by a dedicated conduit 109
from the private network 100. The dedicated conduit 109 is set up when an

15 account is activated for the at least one web storage 110. A single account can
be usable for a piurality of the web storage 110. After the account is activated
for the at least one web storage 110, the dedicated conduit 109 is accessible
(usable) when a user of the account is verified using known verification
techniques involving, for example, passwords, biometric verification, and so

20 forth. The access to the dedicated conduit 109 is initiated by the user from one
of the portable electronic devices 108. Thus, a request to access data from the
private network 100 is initiated from the user from one of the portable electronic

devices 108.



Subsequently, the data is transmitted from the portable electronic device 108 to WO
209/031976PCTISG200R/0110329 15 web storage 110 being accessible to the private network loo
solely by a dedigatees saaduit 109. The dedicated conduit 109 is set up when/seraseaunids activated
for the at ieast one web storage 110. A single account can be usable for a plurality of the web storage
110. After the account is activated for the at least one web storage 110, the dedicated conduit 109 is
accessible (usable) when a user of the account i§verified using known verification techniques

involving, fonexaippieteasswords;hiometiciveriitaionamnd sederbteddie Piesesgddrite dedicated
conduit 109 is initiated by the user from one of the portable electronic devices 108. Thus, a request to
access datthgmivihie priratekl 006 twoltkel80 ssshitiated HosidhagasetGrommyobe eétlegpistable
electronic devices 108. The duplicated data is transmitted in packets during the process. The data
from the portabléistesgonivriteviceniDs tetisisatdinf@tievwe baitgr dtensTotipdy e Sheeparable into
discrete portions, with the discrete portions being transmitted from the portable electronic device 108
to various WEBatoragvelo. WaidainaiEN of Wb dideregepditfondas 'Cshe6liLdIc RIFRIRE portable
electronic device 108, and the djstribution may be conducted in a mannﬁébvgmoere the various web

storagé 11698 ddiidBPed sl IUliRG IO MG BHRCSRFaGRTANE 2B CHIAER HioMs\H2 be further
duplicated for higher redyndancy, The distribytion of the discrete portions may be similar in aspects to
Redundanta?rgy‘\é?{%&‘éa @H@%rﬁo&s%g(%ﬁ S(t%ér?cnﬁlrgl&ggv,a r?eereg%ned Lﬁ%r‘?gb\%{ 81eCHonic device 108
controls the, distribytion, gfith dirsrelagpions dnd ipgguel oypbinafionofibg.iscrete portions.
storage. The discrete portions may be further duplicated for higher redundancy.
The distribution of the discrete portions may be similar in aspects to Redundant
10 Array of independent Disks (RAID) technology, where the computing system

102 within the private network 100 controls the distribution of the discrete

portions and subsequent re-combination of the discrete portions.

The data is then transmitted from the at least one web storage 110 fo the
15 portable electronic device 108 (208). The data may be pulled from the at least
one web storage 110 by the portable electronic device 108 if the at least one
web storage 110 does not include scripts fo push data from the at least one web
storage 110 to the portable electronic device 108. The data is purged from the
at least one web storage 110 once it has been transmitted to the portable
20 electronic device 108. As such, no complete copy of the data is stored on the at
least one web storage 110. This protects the users’ privacy as the at least one
web storage 110 does not store a complete copy of the data‘ which may be

accessed by unauthorised parties.



WO 2009/031976PCVSG20081000329 16 The data is then transmitted from the at least one web
storage 110 to the private network 100 (306) via the dedicated conduit 109. The data may be pulled

from the at leggtpRe Wb, storage 110 by the private network 100 if the at IeaTs/t one weo storage 110
does not include scripts to push data from the at least one web storage 11010 1He psl/i(\)/oa(l)gé“)network 100.
The data is purged from the at east one web storage 110 once it has been transmitted to the private
network 100. As such, no complete copy of the dita is stored on the at least one web storage 110.

This protects,thgiserariiviasy 3s the ableaskosryrhrIIageL10ARes Nt FIRE aigRpplete copy of

the data which may be accessed toby unauthorised parties. Referring to Figures 4 and 5, there is

shown an alternativernagtied 4ot job eaablisgragersatadatdmatiaadisiaie nebnvasts Q0. Firstly, it is
determined whether the portable electronic device 108 is within a Local Area Network (LAN) 15 (402).

The deviceal 08tmbyfEendrettlivatss Rhrgsaridellay (WPp&)abessager(id ptloeatesaisomputer
system 102 (406) within the private network 100. If the computer system 102 is found, the device 108
then conneets sgnirddoripliter Byssterhel 62s@U8) twisikgoive serifiveidintegongdhoceiy. #,C)If the
computer system 102 is not found, it may be an indication that the portable electronic device 108 is not
within & LANC Wdhalisurtdbte el8EtBnfCaRMcan 68y actinianin 21 ANIeR poitalsieraettonic device

108 may enter a Wide Area Network (WANédiscovery mode (410). When the portable electronic
device 1085¥SiMRiA SRAREREGERAERYEIEtHhic device 108 logs onto an

Referring to Figure 3, there is shown a method (300) of transmitting data to a
private network 100 protected by firewall 104, the firewall 104 being configured
10 to prevent an electronic device communicatively coupled to a public
communications network from unauthorised access to the data. It should be
appreciated that whenever the electronic device and a computing system in the
secure private network 100 requires a data link, a direct connection between the
glectronic d‘evice and the computing system is usually sought, but the direct
15 connection may not always be obtainable. The method (300) is correspondingly

employed to overcome the problem.

The method (300) includes a user of a portable electronic device 108 triggering
the transmission of the data (in packets) to the private network 100 (302). The
20 triggering of the transmission of data from the portable electronic device 108 fo

the private network 100 is by running an application on the portable electronic

device 108,

Subsequently, the data is tfransmitied from the portabie electronic device 108 to

2
()

at least one web storage 110 external of the firewall 104 (304), the at ieast one



25agent server 115 (412) via known verification/log-on processes. Subsequentto WO
2009/031976PCT/SC2008/000329 the verification/log-on process, the agent server 115 may provide a

listing of onl{pg, saMPLLES Systems 102 which the portable electronic devigg-1Q8.may,havs authorised
access (414). This listing of online computer systems 102 may also include specific IP addresses of
the_online computer systems 102. The portable electronic devices 108 may subsequently connect to
online computer systems 102 in private network§°100 (418). However, the presence of the firewalls

104 often hamp&rs HchaenBeHioHatiessMS: b amsinusiabseenans WiEm actelgnegtian attempt (420)
is immediately successful (perhaps tc)in the absence of a firewall 104), the portable electronic devices

108 may thepaseassEiRiaioNIBETeR Rde RSN dLORICE2R) st amore fikelyesconatiwhen the
portable electronic device 108 is unable to obtain a successful connection, firewall 104 hole punching

(424) mayzhenidiseduirets Khrst proeesses o pymd thrdbsihgireicdonrearfikanwaspPt may be
employed. Shpuld flrgwall 104 hole punching fail, the portable electronic device 108 may still rely upon
relay conrfectimmsu#2ie) likddediehtet tsa tdAdditeid e asrod oS rReGHas TRe uter system

102 in the private network 100. 20An illustrative process of firewall 104 hole punchi [
described lemsirthee web storage 110, the dedicgted conduit 109 is accessigle usl;g\%igzdf) 1S

when a user of the account is verified using known verification techniques
involving, for example, passwords, biometric verification, and so forth. The
access to the dedicated conduit 109 is initiated by the user from one of the
portable electronic devices 108. Thus, a request to access data from the private
10 network 100 is initiated from the user from one of the portable electronic

devices 108.

The duplicated data is transmitted in packets during the process. The data from
the portable electronic device 108 to the at least one web storage 110 may be
15 separable into discrete portions, with the discrete portions being transmitted
from the portable electronic device 108 to various web storage 110. A
distribution of the discrete portions is controliable from the portable electronic
device 108, and the distribution may be conducted in a manner where the
various web storage 110 is considered to be a single network storage. The
20 discrete portions may be further duplicated for higher redundancy. The
distribution of the discrete portions may be similar in aspects to Redundant
Array of Independent Disks (RAID) technology, where the portable electronic
device 108 controls the distribution of the discrete portions and subsequent re-

combination of the discrete portions.

|
()



detail in Figure 5. In order to begin the firewall 104 hole punching (502), the portable electronic device
108 notifies the agent server 115 to initiate firewall hole punching for either a particular private network

-100 or a compyting system 102 (504). The agent server 115 then notifies};g% /gem%g&%stem 102 to

25contact the portable electronic device 108 (506) via transmission of a message
2009/031976PCT/SG2008/000329 (508) akin to'pinging' the portable electronic device 108. If the
portable electronic device 108 receives the mesé%ge (510), the portable electronic device 108 then

connects tgHbeeMpUipesy starBri B2 {5h3d)n Itiresucaesstubsenietticnotadad) 19 maserHetween the
computer system 102 to the portable electronic device 108, it signifies the success of the firewall hole
punching (bivhtd-aitmeto niEke Zsyucdestial dedinectioncbetivéentbe Tompater system 102 to the
portable electronic device 108 signifies the failure of the firewall hole punching (516). toThe alternative
method 400usistizsoribedataehet oty atilkttabethiiPans thissioraie astaokn e iphieadle electronic
device 108. The described embodiment should not be construed as ilmitative. For example, The data
may be aniFAToRmRatIBED FPIRERITT Origaviees sekiErasitniy br RushienEePChaaling now fully

described the invention, it should be apparent to one of ordinary skill in the art that rHany modifications

can be’ malf&HetBEWRthBIY 88pdrtindridm RR¥aLE kI iled hdgNe Purged trom

the at least one web storage 110 once it has been transmitied to the private
network 100. As such, no complete copy of the data is stored on the at least
one web storage 110. This protects the users’ privacy as the at least one web

storage 110 does not store a compiete copy of the data which may be accessed

10 by unauthorised parties.

Referring to Figures 4 and 5, there is shown an alternative method 400 for
enabling access to data within a private network 100. Firstly, it is determined
whether the portable electronic device 108 is within a Local Area Network (LAN)
15 (402). The device 108 may send a Universal Plug and Play (UPnP) message
(404) to locate a computer system 102 (406) within the private network 100. If
the computer system 102 is found, the device 108 then connects to the

computer system 102 (408) via known verification/log-on processes.

20 If the computer system 102 is not found, it may be an indication that the
portable electronic device 108 is not within a LAN. If the portable electronic
device 108 is not within a LAN, the portable electronic device 108 may enter a
Wide Area Network (WAN) discovery mode (410). When the portable electronic
device 108 is within a WAN, the portable electronic device 108 logs onto an

25 agent server 115 (412) via known verification/log-on processes. Subsequent to



19 CL_AII\/_IS A _method of enabling access to data within a private network, the method comprising:
5configuringafirewalltopreventelectronicdevices communicatively coupled to a public communication

network frogg unalthgyzed access to the data within the private network firewall, the
electronic devices including a portable electronic device; receiving aggﬁgﬁﬂdﬁser of the

porta_ble electronic o_Ie_vice for accessing/downloading of the data stored within the private network;
copying and transmitting the data from the priva{te network to more than one transient storage external

of the fireyally easiutiansignbstorage beinigeasgessibiesy d tiddicayepreorduit fisinane’ private
network,_wherein the dedicated conduit is setup when account of the 15user is activated,;
transmittingithe datarftom ay/kastoni@pf ticmdne thariarie wiemieniswrse todhedtable electronic
device; wherein the data transmitted to the portable electronic device is consumed either

instantiy drasebsetosisty, arcenhéféi tdimbtHoa 2ORMRer CRptigesystems 102 may

also include specific 1P addresses of the online computer systems 102.

The portable electronic devices 108 may subsequently connect to online
computer systems 102 in private networks 100 (418). However, the presence of
the firewalls 104 often hampers such connection atiempts. In an unusual
scenario when a connection attempt (420) is immediately successiul (perhaps
10 in the absence of a firewall 104), the portable electronic devices 108 may then

access data on the computer system 102 (422).

In a more likely scenario when the portable electronic device 108 is unable o
obtain a successful connection, firewall 104 hole punching (424) may be
15 required. Known processes to punch through/break down a firewall 104 may be
employed. Should firewall 104 hole punching fail, the portable electronic device
108 may still rely upon relay connections (426) like dedicated data conduits 1o

enable a connection to the computer system 102 in the private network 100.

20 An illustrative process of firewall 104 hole punching (424) is described in further
detail in Figure 5. In order to begin the firewall 104 hole punching (502), the
portable electronic device 108 notifies the agent server 115 to initiate firewall
hole punching for either a particular private network 100 or a computing system
102 (504). The agent server 115 then notifies the computer system 102 to

25 contact the portable electronic device 108 (506) via transmission of a message



separating the data intc discrete portions and distributing amongst the more than one transient storage
via the respective dedicated conduits; and controlling, by the private network, the distribution of

the discrete %58%“9)3?13%1 subsequent re-combination of the discrete por};ig faor transmission to the

n
portable electronic device. 2.The method according to claim 1, wherein the gégt%oso ranamitted in

packets The method according to claim 1he method further comprising triggering the
accessing/downloading of the data from the private network by running an application on the portable

electronic qeyige. 4he apPisRlipR.cayRingIhaiatafode RrocRssed abihe privateaphusek prior to

transmission from the private network. 10The method according to claim 1, wherein the transient
storage is aatobuiferavizen1be dateilansmilteddeshrepostab|e plechonit keWeitoaansumed

instantly.
device 108 then connects to the computer system 102 (512). If a successful
connection (513) is made betwesen the computer system 102 to the portable
5 electronic device 108, it signifies the success of the firewall hole punching
(514). Failure to make a successful connection between the computer system

102 to the portable electronic device 108 signifies the failure of the firewall hole

punching (5186).

10 The alternative method 400 as described earlier may facilitate both transmission

to and from the portable electronic device 108.

The described embodiment should not be construed as limitative. For example,

The data may be any information, application or services stored, residing or

15 running on a PC.

Having now fully described the invention, it should be apparent to one of
ordinary skill in the art that many modifications can be made hereto without

departing from the scope as claimed.



5. The method according to claim 1, wherein the data is purged from the transient storage once it has

been transmitted to the portable electronic 15device. 6. The method according to claim 1,
dedicated conduit is accessible when the user is authenticated; and wherein access to the de

e

in.the
cated

conduit is initiated by the user from the portable electronic 20device. 7. A system for enabling access

to data within a private network, the system comprisifd:

a firewall configured to prevent portable

electronic devices communicatively coupled to a public communication network from MCSL1..1) 21

unauthorized access to the data within the private@EM‘gfg protected by the firewall,

electronic device among the portable electronic devices;

10

15

20

25

A method of enabling access to data within a private network, the
method comprising:

configuring a firewall to prevent electronic devices
communicatively coupled to a public communication network from
unauthorized access to the data within the private network protected by
the firewall, the electronic devices including a portable electronic device;

receiving a request from a user of the portable electronic device
for accessing/downloading of the data stored within the private network;

copying and transmitting the data from the private network to
more than one transient storage external of the firewall, each transient
storage being accessible by a dedicated conduit from the private
network, wherein the dedicated conduit is setup when account of the
user is activated;

transmitting the data from at least one of the more than one
transient storage to the portable electronic device;

wherein the data transmitted to the portable electronic device is
consumed either instantly or subsequently, and wherein the method
further comprises:

separating the data into discrete portions and distributing
amongst the more than one transient storage via the respective
dedicated conduits; and

controlling, by the private network, the distribution of the discrete
portions and subsequent re-combination of the discrete portions for

transmission to the portable electronic device.

a portable



more than one transient storage external of the firewall and a computer including a memory
storing computer executable instructions that, when executed by a processor, cause the p%%%%gr to
perform the method involving the steps of: receiving a request from a user of the portable
electronic device for accessing/downloading of the data stored within the private network; copying
and transmitting the data from the private network to more than one transient storage external of the
firewall, each transient storage being accessible bPé a dedicated conduit from the private network,

wherein the dedicated CBhGiR O SetGHUMBA d8cBIT of i GEeNd iR iNARdS tratRsttiRg the data

from at least one of theam(()é than one transient storage to the portable electronic device;
wherein the data transpmﬂe tfo the portable electronic device is consumed either instantly or

subsequently, and wherein the method 20further comprises the steps of: separating the data into
discrete portions and distributing amongst the more than one transient storage via the respective

dedicated condyits; anthe metnsaniielistaify e pavate neerindiR distiRlion ahipesigcrete

75portions and subsequent re-combination of the discrete portions for transmission to the portable

electronic device. MC@gb&ting the accessing/downloading of the data from the private
network by running an application on the portable electronic device, the

application causing the data to be processed at the private network prior

to transmission from the private network.

10 4. The method according to claim 1, wherein the transient storage is a data
buffer when the data transmitted to the portable electronic device is

consumed instantly.

5. The method according to claim 1, wherein the data is purged from the
transient storage once it has been transmitted to the portable electronic

15 device.

6. The method according to claim 1, wherein the dedicated conduit is
accessible when the user is authenticated; and wherein access to the
dedicated conduit is initiated by the user from the portable electronic

20 device.

7. A system for enabling access to data within a private network, the
system comprising:
a firewall configured to prevent portable electronic devices

25 communicatively coupled to a public communication network from



22 8. A system according to claim 7, wherein the dedicated conduit is accessible when the user is
authenticated, access to the dedicated conduit being initiated by the user from the portable el@€tbdnie
device.
21
unauthorized access to the data within the private network protected by
the firewall;
a portable electronic device among the portable electronic
devices;
5 more than one transient storage external of the firewall; and
a computer including a memory storing computer executable
instructions that, when executed by a processor, cause the processor to
perform the method involving the steps of:
receiving a request from a user of the portable electronic device
10 for accessing/downloading of the data stored within the private network;
copying and transmitting the data from the private network to
more than one fransient storage external of the firewall, each transient
storage being accessible by a dedicated conduit from the private
network, wherein the dedicated conduit is setup when account of the
15 user is activated;
transmitting the data from at least one of the more than one
transient storage to the portable electronic device;
wherein the data transmitted to the portable electronic device is
consumed either instantly or subsequently, and wherein the method
20 further comprises the steps of:
separating the data into discrete portions and distributing
amongst the more than one transient storage via the respective
dedicated conduits; and
controlling, by the private network, the distribution of the discrete
25 portions and subsequent re-combination of the discrete portions for

transmission to the portable electronic device.
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8. A system according to claim 7, wherein the dedicated conduit is
accessible when the user is authenticated, access fo the dedicated

conduit being initiated by the user from the portable electronic device.



