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[0002] The present invention relates generally to a method of and apparatus for

authenticating in a different cellular communications systems.

I1. Description of the Related Art

[0003] The so-called code division multiple access (CDMA) modulation technique is
but one of several techniques for facilitating communications in which a large number
of system users are present. Although other techniques, such as time division multiple
access (TDMA), frequency division multiple access (FDMA) and AM modulation
schemes such as amplitude companded single sideband (ACSSB) are also available,
CDMA has significant advantages over these other modulation techniques. The use of
CDMA techniques in a multiple access communication system is disclosed in U.S. Pat.
No. 4,901,307, entitled "Spread Spectrum Multiple Access Communication System
Using Satellite Or Terrestrial Repeaters", assigned to the present assignee, the
disclosure of which is incorporated herein by reference.

[0004] In U.S. Pat. No 4,901,307 a multiple access technique is described in which a
large number of mobile telephone system users, each having a transceiver, communicate
through satellite repeaters or terrestrial base stations (also known as cell base stations, or

cell-sites) using code division multiple access (CDMA) spread spectrum



2 comuni cation signals. In using COVMA communi cations, the frequency
spectrumcan be reused nultiple tines thus permtting an increase in
system useo ocapmes ty. The use of CDVA techniques resultspcmsonsehs hi gher
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control | er gtatibe BrodsesHBOBGUHdaM BetwE tRfot RN EE handoff from one cell to another is
initiated when the receiver in the cell base station handling the call or connection
notices that the received signal strength from the mobile station falls below a
predetermined threshold value. A low signal strength indication implies that the mobile
station must be near the cell border. When the signal level falls below the predetermined
threshold value, the base station asks the system controller to determine whether a
neighboring base station receives the mobile station signal with better signal strength
than the current base station.

[0007] The system controller in response to the current base station inquiry sends
messages to the neighboring base stations with a handoff request. The base stations
neighboring the current base station employ special scanning receivers which look for
the signal from the mobile station on the specified channel. Should one of the
neighboring base stations report an adequate signal level to the system controller, then a
handoff will be attempted.

[0008] Handoff is then initiated when an idle channel from the channel set used in the
new base station is selected. A control message is sent to the mobile station

commanding it to switch from the current channel to the new channel. At the same time,



[ 0008] Handoff is then initiated when an idle channel fromthe channel set
used in the new base station is selected. A control nessage is sent to the
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channel . At the same tine, WO 03/050995 PCT/ US02/39208 3 the system
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through between the two base stations. Such additional unnecessary handoff requests increase
the possibility of the mobile station incorrectly hearing the channel switch command or
failing to hear the command at all. Furthermore, the ping-ponging situation raises the
possibility that the call will be discontinued if it is inadvertently transferred to a cell in
which all channels are currently in use and thus unavailable for accepting the handoff.

[0011] In U.S. Pat. No. 5,101,501, entitled "Method And System For Providing A Soft
Handoff In Communications In A CDMA Cellular Telephone System", assigned to the
present assignee, the disclosure of which is incorporated herein by reference, a method
and system are disclosed for providing communication with the mobile station through
more than one cell base station during the handoff. In this environment communication
within the cellular system is uninterrupted by the eventual handoff from the base station
corresponding to the cell from which the mobile station is exiting to the base station
corresponding to the cell to which the mobile station is entering. This type of handoff
may be considered as a "soft" handoff in communications between cell base stations

with the mobile wherein two or more base station or sectors of base station transmit

concurrently to the mobile station. The use of such "soft" handoff techniques has been
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mobil e station term nates communi cation through the correspondi ng base
st at i on whicbmmunicating has fallen below a predetermined level, the mobile station reports the

measured signal strength indicative of the corresponding base station to the system
controller via the base stations through which it is communicating. Command messages
from the system controller to the identified base station and the mobile station
terminates communication through the cormresponding base station while
communications through the other base station or base stations continue.

[0014] Although the foregoing techniques are well suited to call transfers between cells
in the same cellular system, a more difficult situation is presented by movement of the
mobile station into a cell serviced by a base station from another cellular system. One
complicating factor in such "intersystem" handoffs is that the neighboring cellular
system often has dissimilar characteristics. For example, adjacent cellular systems will
often operate at different frequencies, and may maintain different levels of base station
output power or pilot strength. These differences effectively preclude the mobile station
from performing the pilot strength comparisons and the like contemplated by existing

mobile-assisted soft handoff techniques.



comuni cations through the other base station or base stations continue.
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existing handoff procedures to identify when, and through which base stations, the
mobile station should supplied with new frequency and channel information and
instructed to transfer the existing call or connection.

[0017] These and other shortcomings of existing intersystem handoff techniques impair
the quality of cellular communications, and may be expected to further degrade
performance as competing cellular systems continue to proliferate. Accordingly, there is
a resulting need for an intersystem handoff technique capable of reliably directing the
handoff of a call or connection between the base stations of different cellular
communication systems.

[0018] U.S. Pat. No. 5,697,055, entitled "Mobile Station Assisted Soft Handoff In A
CDMA Cellular Communications System", assigned to the present assignee, the
disclosure of which is incorporated herein by reference, describes a method and system
for performing an intersystem handoff of communication with a mobile station between
base stations of first and second cellular systems. At the mobile station, a quantifiable
parameter of a signal transmitted by a second base station of the second system is

measured. When the measured value of the quantifiable parameter passes through a first
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situations where both systens are .
of how to handle inter-system handoff where one or more of the systems is unable to

perform such a handoff. For example, the so-called GSM standard has no mechanism
for a soft handoff. There is, therefore, a problem in handing off a call using the air
interface from a CDMA network to a GSM network. Furthermore, GSM authentication
cannot be done because the CDMA 2000 mechanisms cannot transfer the data required
to do GSM authentication. Encryption in GSM is different than the encryption in
CDMA 2000.

[0021] One way of dealing with this problem would be to modify GSM to enable it to
effect handoff to a non-GSM system, e.g. a CDMA system. However, GSM has been
established for a long time now, relatively speaking, and operators will be reluctant to
make expensive modifications to existing equipment in order to accommodate a
neighbouring incompatible system. If new messages are added to the air interface in
support of dual-mode mobile stations, then modifications must be made to support these
new messages. Plainly, this is undesirable form the perspective of the operator.

[0022] Another problem with handing off between a CDMA system and a GSM system
is that CDMA and GSM authentication use two different methods and keys. The
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problemin handing off a call using the7air interface froma CDVA network
to a GSM network. Furthernore, GSM authentication cannot be done because
the CDVA 2@@Memivationinssiodsdn GBMt andnSDMA t1Be agtabbaaicaliy uhe eame, thoit dice GBS

aut henti cati on, Encryptiaon different, than the encr ion i CDVA
2000. [ 002hpvecdiffereaysiges. EP:NM? %St%‘d{t‘rﬂnél PEHiuL ek pHwHaUS dia efa;?gGSM to
enabl e it o t%éﬂg&ds \Qﬂl@ﬂ?ésge&ﬁ’/e@ eventESMnR Y ipEkingafd Pl&DMAcRY St em
However, een established for a long tinme now, relatively
speaklng, and operators will be reluctant to nake expensive nodifications
to existing equipnent in order to accommbdate a nei ghbouring inconpatible
system |f new nessages are added to the air interface in support of
dual - nrode nobile stations, then nodifications nust be nade to support these
new nessages. Plainly, this is undesirable formthe perspective of the
operator. [0022] Another problemw th handi ng off between a CDVA system and
a GSM system is that CDVA and GSM aut hentication use two different nethods
and keys. The WD 03/ 050995 PCT/ US02/ 39208 7 authentication nethods in GSM
and CDVA 1X are basically the sane, but the keys have different sizes.
CDMA 1X has additional procedures such as unique challenge and count

nmet hods, which respectively prevent channel hijacking and replay attacks.
WO 03/ 050995 PCT/ US02/ 39208 8 SUMMARY OF THE | NVENTI ON [0023] The

i nvention addresses the above-di scussed problens. [0024] According to one
aspect of the invention there is provided a nethod of authenticating of a
nobile station froma first base station in a first cellular

comuni cations systemcontrolled by a first nobile swi tching control
station to a second base station in a second, different cellular system
controll ed by a second nobile sw tching control station, the nethod
conprising: generating at the second cellular



communi cation system an aut hentication code as the result of applying an
algorithmto a private key assigned to the nobile station for the second
cel l ul ar womswsiest i ons system and a random nunber gener @caddoy3s2be second
cel lul ar communi cations system generating at the first cellular

communi cation system an aut hentication dode as the result of applying an
algorithmto the private key and the random nunber; transmtting the

aut henti cati on code gener at ed SUMM&RY OFITHEINVENTIONNUNI cati on systemto
a nobile statign in a dat acket; trapsmttin fronlthe nobile station to
the sé&BAl cell JhﬁﬁnveélB%ﬁ% gsé?sl @ﬁag‘il"ﬁ‘g?ﬁuﬁﬁéi PARRIRBAt i cati on code gener at ed
at th st cel n i n t he

aut hont el on cogeting IPSCAGRE BT (G M Eiod RROIP R Ao et em
with the auatnlhemtuaauagl ofn acmbénlgestem(at dbmat a t fwst dmsorsthtionefin w4 Hirst cellular

conmuni cat ons S s T ove .and further f.eatures, of
e oot O BRuBICAHiGH AYSTR 1Hopo e Y o fry RPIG AR Re ATk Ralifi e
t oget her ws&&nadm@éﬁ;tmmtam%&mf deéréntQ@HﬂHiesﬁ{e%ﬁE&{troﬁlé@By aCs@Eb'ildCl%lﬁlé on of

the follow ng detailed descrltgtl on of an exenpl ary enbodi hent of
i nventi on @gwutelringicontrokeftetiem etroethwb campumpangcmﬁgatmgaw hgssecorl EFllular

DESCRI PTI ON. OF THE n 0271 Kl G.,1 is a
ehonat ¢ Pepmubirab RS b Rhit ool s I B3 app g n el
r epr esent apiio#te eyl adsipmedab Ythbﬁﬁ&lﬁEnsthM\&l g6l tHel sdcond YellEaB comBRARhtifMG 3
is a schematic diagramof a dual node nobile station; [0030] FIG 4 is a

schemat i c SEPegadadendom symbeitesneicd dydhe perond cellnlancommynieations syt FI G

T USoz/ 3808 g e b HRUE AR IR A ) Qe 2RO o

[ 0032] FI Greshltiof a@plynlgemmlgmthjm toshe ptivase kef amhthexemduing nymber, krahsmitting

t el ephone system The illustrate utilize any of various
miltiple a SR Ao o8 g?%eeﬁﬁﬁ? a&fﬁg gcelt A AP PPN GRS

bet ween a gaéabﬁqlI»/dltaqﬁekeaumhuafnésa&h% GH&Blleesétlcﬁl PRR seRbnd eBIS
t el ephones, and the base stations uch multiple access conmuni cation

communication system the authentication code generated at the first cellular

communication system; and comparing the authentication code generated at the first
cellular communications system with the authentication code generated at the second
cellular communications system.

[0025] The above and further features of the invention are set forth with particularity in
the appended claims and together with advantages thereof will become clearer from
consideration of the following detailed description of an éxemplary embodiment of the

invention given with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] In the drawings:

[0027] FIG. 1 is a schematic representation of a cellular system,;

[0028] FIG. 2 is a schematic representation of a boundary between two cellular
systems;

[0029] FIG. 3 is a schematic diagram of a dual mode mobile station;

[0030] FIG. 4 is a schematic representation of data exchange in a GSM system; and

[0031] FIG. 5 is a schematic diagram of a single mode mobile station.



system techniques include: tine division nultiple access (TDMA), frequency
division multiple access (FDVMA), code division nmultiple access (CDMA), and
AM nodul awoma/os®ehenes such as anplitude conpanded si ngl e peiTdesozasutos The
spread spectrum nodul ati on techni que of CDMA, disclosed for exanple in the
above-referenced U.S. Pat. No. 4,901,387, has significant advantages over
ot her nodul ati on techni ques for rrul ti pl e access comruni cation systens and

is therefore preferrpBETAIDEBADESCRIPTYONCOF A DHIMBYDIMENICOF TIEE st at i on
transmts a unique pilot signal, WNVYRNJQu@Nises the transm ssion of a

"pilo ?(BQT rier” p@oDida é‘c%mw@mkmnwflaﬁtexexﬁbﬁgn@énu1aTbae1mok19ts sfNple 1S an
unnodul at'ed, direct sequence, spread spectrum signal transmt%ed at all

ti mes by ealdmnbade;ysteratmamutusaervgy@fd@ﬁmmph@kd@ncamomtﬂm@eteqmues for
spr eadi ng The ot SI ns t

P e Y, Sl faicaterd BRtwth g BRI R Hinfbet bR R ploBiig Sl
phase ref eb?ﬂﬁ@mfeoielé‘;ihbﬁése%d gienmey | stdtions. 8iich andlgpler ReR f:d?ﬁmﬁm@ﬁt@dn
strength measurenents used in handoff determ nation. The pilot signal as

t ransni t t edysigmdechiniqugs darjuden tlmﬁechw@perﬁvl@nmcm (EWAL freguaiast dijygsion
controller Pc11]9M I r ter
(vsO) , typlﬂﬁgﬁ?@wﬁ%@?& es Ala) é;dref(giégfogn ltIP%cag%%é c@ﬁé@%g&%&? own)
for provi disélgnsessseoh aentmelitude @dmpamkiedbasﬁglst al'ﬁbbmﬂ 1'H1e Ispread d speGtrumlhe
controller 10 also controls (%he ro(ﬂtl ng .of tel ephane calls onmth?%gubl iC

switched ENERdCHBRKS % scdoseA don prampei B the porye-retestncsh
transm ssi @g¢ g, téh?Ol E:Ha% lsi&%ﬁcaﬁp B vﬁta%%ﬁ}o&&notthﬂlogﬁﬁilﬁﬁ|t£c§1§nc{’l‘1es bSO

controls the routi’ng rom-t l'e stations, via at ast one
base stati mmlmpietah@spc}imnuﬂihammysuemmlaed 1sjmemﬁye gief@oad. cal |'s bet vveen

nobi | ers via the a |ate base s), since such np ations

do noioogsibl cal | n(?otr}‘m?ﬁ‘o@ AfYFEet F%F gaﬁ]é? nArBeRgs 2 '[“B@'fs%]’ﬁﬁo | er
10 may be Gai¢ %meﬁsésh&ebﬁmnﬁﬁsﬁﬂ QP 1ldtaédrﬂék5 HRANS @#Ebbp&ﬂln@@ﬂblcat ed
tel ephone lines, optical fiber links or by m crowave comruni cation |inks.

In FIG 1charmebeTlmelpt§mathSamyumgéulsqeé,t flisees sequencel speaad snectamm;gn@l th an
e e
bet ween basgreadiaficode. 1?h@?dom@hélealliiv@t fhe YK 3aB6RORP obtaik/ Lﬂa@a/@@eﬁs 10
18. Arrows 22a and 22b_ define the possible communication |ink_ between base
st ation 14 synchronization, i.e. timing, in addltlon to providing a phase reference for coherent
demodulation and a reference for signal strength measurements used in handoff
determination. The pilot signal as transmitted by each
[0034] In the system shown in FIG. 1, a system controller and switch 10, also referred
to as a mobile switching center (MSC), typically includes interface and processing
circuitry (not shown) for providing system control to plural base stations 12, 14 and 16.
The controller 10 also controls the routing of telephone calls from the public switched
telephone network (PSTN) to the appropriate base station for transmission to the
appropriate mobile station. The controller 10 also controls the routing of calls from the
mobile stations, via at least one base station to the PSTN. The controller 10 may direct
calls between mobile users via the appropriate base station(s) since such mobile stations
do not typically communicate directly with one another.
[0035] Controller 10 may be coupled to the base stations by various means such as
dedicated telephone lines, optical fiber links or by microwave communication links. In
FIG. 1, three such exemplary base stations, 12, 14 and 16 along with an exemplary

mobile station 18, which includes a cellular telephone, are illustrated. Arrows 20a and

20b define the possible communication link between base station 12 and mobile station



and nobile station 18. Simlarly, arrows 24a and 24b define the possible

comuni cation |ink between the base station 16 and the nobile station 18.
[ 0036] Thwohas®9st ati on service areas or cells are desi gnedriusogsags aphi c
shapes such that the nobile station will normally be closest to one base
station. Wien the nobile station is idl®, i.e. no calls in progress, the
nobi |l e station constantly nonitors the pilot signal transm ssions from

each near by8hagews 224 arai22bAtefink thegtossibledtommibriatioh lilnhdaeMdeobasesiitaJnal 19 are

transmtted t he mobi | tation 18 hy th e.station 14 and 16
uponthe  SBHSHIE SETSh! 1 RAAIOBroRs BaHE 2b 3T ELBeRTP M SPmTHRCHES | e
station then wo&leh HdiBse M!l&hl&ﬁld' thé}ndbﬁe'sﬁn&\flgorma“ ng pilot signal

strength transmtted fromthese particular base stations. [0037] In the
exanpl[@36] | ust r ThedasastEtieh seryice heasobickds ateadssigned gmgrmhlqzﬁrwﬁﬂem@d
cl osest to _base st station

control el e mlogtl? F@Hg%"‘flﬁ\hé’(?r‘??)& he Cﬁ’é@ﬁ?égtonﬁz?g%e %t?té&q thenht Cgél |

station 165,888 ¢ Rl kORo éﬁlsﬂﬂ??ogréﬁcﬂie\/rhwlet Jiﬁh(ﬁmaédnstraﬂmy%huﬂﬁ&ﬁ@ ﬂot
signals the system controller 10 and transfers the call ~nunber. system

control | er sigoalt ansmigsimmeclrem teaeh sedrby baseostgfion: s Plgviated in FEG. | rﬂ*‘éﬁd@‘d
reci pi ent. %qu"?age t??r;lﬁos%'ﬂslg?(ﬁ to tﬁl: Irrrol%ﬁ hE)lll E}? %gl t)lx\% Bmer& Jt%ﬁs lf? 1?1 e{.ntdgﬁ’) upon

controll er € ca orna 0 aI ase’’s

area. The kaseomimahication ilinks €306l 126 ramdspal, @speegiely. Thessetdle i:tatubrhehen

I nt ended reci pient nobile station. \Wen the nobi |l e station hears a, page
message, i deteanipenydiakieH ihisdB hycOmPAEES AU Tgnal strength ansmitted Fomotheste
nearest ba chﬁfai'" ésgrg atibfl S control nessage signals the systemcontroller
that this %artlcu ase station is in communication with the nobile

st at i go037]The cod ml(d beampl€ ilfusented onitFS. i hthe moabile Sthmcamg& nidyebeneensaktedvase

station to the ile statio 0039 houl. d tati o 18 nove out
of the cové"f"é g%sﬁ SB’FIOPHQ %e[" it m% Staté‘f’hi?%tw?s aecallzﬁ§8nt§ VdPTSH%6, an
attenpt is 1srrﬁfgﬁsrﬁlﬁe&%ﬂtﬁéqﬂ&résh%a§ea§tﬁt1(m[ HeRUbASRGtithR Rl Base tshitioH s apuat her
base station. In the handoff process there are different nmethods of

initiating rd:dqemtrgatﬂnd@alﬂ regfuesteessage) signals th@tsyﬁgmtmntmﬂém 1904 trensferadle epllat i on.
[0040] In a tati on i niti andof f [
station, bgg’él grt a OWS iy co %?lﬁéglg) Pﬁﬁthnﬁgc Y gne??u tdr%g“r%gll;I ﬂ%ét §§T§?§Q[ e

nobi | e st afhekiedSedigient al I en below a certain threshold |evel. The base
station 16 then transmts a handoff request to the system controller

whi ch [008Bhys t h&hpeldireeall be intigtedywithibibe; Big Mhabe centrdlles 8 trapsmitsy the cat“ne

base information to all base stations in the area. The base stations in return transmit a paging
message to the intended recipient mobile station. When the mobile station hears a page
message, it responds with a control message that is transmitted to the nearest base
station. This control message signals the system controller that this particular base
station is in communication with the mobile station. The controller 10 then routes the
call through the nearest base station to the mobile station.

[0039] Should the mobile station 18 move out of the coverage area of the initial base
station, i.e. base station 16, an attempt is made to continue the call by routing the call
through another base station. In the handoff process there are different methods of
initiating the handoff of the call or routing through another base station.

[0040] In a base station initiated handoff method, the initial base station, base station
16, notices that the signal transmitted by the mobile station 18 has fallen below a certain
threshold level. The base station 16 then transmits a handoff request to the system

controller 10, which relays the request to all neighboring base stations 12, 14 of the base

station 16. The controller-transmitted request includes information relating to the



station 16. The controller-transmtted request includes information
relating to the WD 03/050995 PCT/ US02/ 39208 11 channel, including the PN
code sequeomg/smes] by nobile station 18. Base stations 12pcanuodgosine a
receiver to the channel being used by the nobile station and nmeasure the
signal strength, typically using digitall techniques. If one of base
stations 12 and 14 receivers report a stronger signal than the initial
base st at i @harmepadrndledingitlgnBN @kle engtence utddery mobdadakibnils. Baskestatiorshi2t base
station. [0041] Alternatively, the bile atjon itself may initiate a
so-cal | ed RBHIlT &ungATecpINer toﬁéﬁalﬁﬂ"f‘?l ‘bsggé’ystk‘ﬁﬁo(wg SELeR %ﬁi HFasHre the pi | ot
signal, whisth, &R ,,Q%ﬁl@éu} iR Jigital dRRARILESIT R J1a%Be SLBLALT 2Rl 4TObI | €
station is equi pped wwth a’search Teceiver which is used to scan the pil ot
si gnal tramswives pownfa stoagercsigidd dhamthe bnisiel basgtstaron repordetidsignal stremgth,

addition t erformmng other. functions. If the pilot signal of one of the
nei ghbour i Wl%g%f%?f%%@ﬂiﬁ%éﬁeowﬁ@is found to be stronger than a given
thresh@jagy t hen AlfaghafR8lyl the mbBild BtidBitédIARRN ihBiate MB62AUR MObAdhsisedd ect
to the current base station 16. [0042] An interactive process between the

mobi | e st athredeffrikhet base asions teagh sransmiérs pibetr signal, whichpepions ofbestthingst o
conmuni cat Gfderilpﬁgsuﬁllg btaF'eestgt{i]cga .Whe@%ﬁleo& 1%%%? efiﬁs}#‘gﬂgﬁh 1125’6 ﬁl}ec%plgr &I%ichDur Ing
SS & NObIT e ST ati on i entlaftles &hd asurés e st gnal

this proce

strengt h ofis tidaé t@séadtthe powrdignal kahsmiksisre6Lihearighbbiifg bideGtaidhs 02 and 14,
comuni cated, via the base statjon(s) wth whi chaﬁhg nobjle station is
cormmuni cat ihadditen toupgsforming ethgiganctionsolf e pilefsognal ot ang phthe ngighbouring
informatio | Jd.tioat M 4t € T GhiP RS RGT t | nd
base stat i ous Hsn? 1Bl A S FAMALRE FRAR hab DRI REIg Hen IR
f or egoi ng ptatae 8 traesmitd smeHegewribisdfeado tle hereat basefstatiohdddof f in that the

oD Gy o, LSRR ek SRR SRS CR b S, TR R SRS

si gnal s regginyifthe bl 860N BRSEmMbAChE RhdhEIR thehdrehbriniGte P BhdeStddidhs 125 10
comuni cation during novenent between difféerent cells. In |ike manner the

MSC may r elldyendi gnddusingr thin piecess BT Mabile estationbidewtifiss sanidoneasired thisighak he
i ot R W L A T 0y B
area of twpagstafings)Daiste whic theBobiRt stiidnhis tobti@uriédtigC flrdubhato the WESEM
'€ not gf?lgg\gé)(l),l l?p%nbrgcéici?lg St}zliirsr?nfcl\)/rléncétion, initiates or terminates connections between
the mobile and base stations, thereby affecting the mobile-assisted handoff.
[0043] The foregoing process may also be considered to be a "soft" handoff in that the
mobile station simultaneously communicates through more than one base station.
During a soft handoff the MSC can combine or choose between the signals received
from each base station with which the mobile unit is in communication during
movement between different cells. In like manner the MSC may relay signals from the
PSTN to each base station with which the mobile unit is in communication. Mobile-
assisted handoffs tend to be more complex if the mobile station happens to be located
within the coverage area of two or more base stations not within the same cellular
system, i.e., not controlled by the same MSC.
[0044] One approach to performing a handoff between base stations within different
systems will now be described with reference to FIG. 2, which shows in schematic form
a cellular communications network 30 in which are included a CDMA cellular system

(e.g. IS-95 1X) under the control of a CDMA mobile switching center MSCc and a
GSM cellular systems under the control of a GSM mobile switching center MSCg. In



[ 0044] One approach to perform ng a handoff between base stations within
different systens will now be described with reference to FIG 2, which
shows in wohewsps form a cellular comuni cati ons networ PC3@Shzi39zbs ch are
i ncluded a CDVA cellular system (e.g. 1S-95 1X) under the control of a
CDVA nobil e switching center MSCc and al2 GSM cel | ul ar systens under the
control of a GSM nobile switching center M5Cg. In WO 03/050995

PCT/ US02/ 392082, therd arG. illdstrativelyerepresentdd fisé sadh weadnyplagpsas antieds Bilmetosuch
exenpl ary base stations BIA to . B5A respecti vel%1 | gcated within cells CA
to C5A of B reepastixglydegaiedayihinicglls GAdo (Sapt BRSIEYA tystenbBnd ypbass vel v

| ocated w t )i cel t : ﬁbé 0,

conveni encé&gp nslt P?gst?’r%?? (?%,&)etkﬁée%%ﬁg{sedc‘P%I@%ﬁMiQ@Ct 1 ﬁt %ﬁg&& ﬁgr e
shown as beysigmCcAtthough; for torvbmiehat dfeillusaiont tdededllsall A ad IGSAvahd GlBpiocal |y
be designed to be of other shapes.and jn realit endent

il ) d
on the ter CABnareShaWR ASRFARD FFCURT {tiboy K %ﬁgﬁ”ﬂtahéa?%}%éﬁ &Pén%ﬂ@ ©1n
what foll OgFTigr?édl el éF c?]tﬁer%?sad?l‘a i IBuitP Wi BalBYoriR depbfdeneen % Rirain

"border" c since these cells are proximate the boundary between the
first and ssdapdgmehy of the asgasinevisch fhiny sredeesdterhdn what flllowsselihEel AtediAnder

of the cells, w.thi ach stemito be, cqgnyenjently referred to as

i nter nay  an bt pdo GaBiay BYERSd Py et SEI Sk eRF Frisae BRyiRes e,
reference bgumiafPBeiwkes ttAS ifRft, andek6ll EQISAPHBlethsOThisedRignatiéh answy a@act i ng
to signals frombase stations within both and GSM cel | ul ar systens.

It is conteemiindescdf theweNewithinheach shistemyipee esmverignthy rifersed nassisteest’ may
be used, such as CDVA One, CDMVA2000, CDMVA 2000 |x, CDWVA 2000 3x, High Data
Rat e Prinmﬁ es (HDR), CDMA 1xEV, CDVA 1xEVDO, TDWMVA, TDSCDWVA, W CDMA, GPRS
and ofduasp. To (e Sfoltoeingt Bescriplior evill Heagivom wish cefbfengeitec iobile atatioa) - band
transcei ver having a receive chain tuneable to the different aoperating
frequenci edvhigh isheapahls ofgereiviag anddeasting ta g HPMCbape ptons oyithig fefh 4

mobi | e st atd i i defulz wemef it e &g&ﬂ@@@yh W aWaPg8y thsesSHEWN
therein thtgmrr{gé‘l ?lé(gstat i%eﬂufgqg%rr%r'i ses %n ant enna Qgeco’nngct e}él rsough a
di pl exer 44omimunivatibn aystddvhiay besised; sucdnassGBM A dapt ICRHMARADG CIBMANZOW GSM

46 are conyanGioWA TPOP PhetiehoDbi et PoRRT(obk CPDAREE Y Tt ns
out put sui 4R ElermdN AteSCBRh, W-CDMA, GPRS and others. To this end, the mobile
station is configured with a dual-band transceiver having a receive chain tuneable to the
different operating frequencies of the two cellular systems. A schematic diagram of
such a mobile station is given in FIG. 3 of the accompanying drawings. As shown
therein the mobile station 40 comprises an antenna 42 connected through a diplexer 44
to both a CDAM transmission and reception chain 46 and a GSM transmission and
reception chain 48. The transmission/reception chains 46, 48 are conventional for the
respective CDMA and GSM systems. The chains output suitably demodulated and
converted data to a convention baseband circuit 50, and receive data for transmission
from the baseband circuit 40. The transmission/reception chains 46, 48 are controlled by
a controller 52, which, among other things, switches between the two chains in response
to command signals from the CDMA or GSM system. Thus, in this embodiment, the
two chains are not active at the same time. In another embodiment, the two chains may
be active at the same time.
[0046) In another embodiment, the mobile station is configured with a single
transceiver having a receive chain tuneable to one of the two cellular systems. A

schematic diagram of such a mobile station is given in FIG. 5 of the accompanying



converted data to a convention baseband circuit 50, and receive data for
transm ssion fromthe baseband circuit 40. The transm ssion/reception

chai ns 46wo048/05mmes5 control led by a controller 52, which, @congonsdres

t hi ngs, switches between the two chains in response to command signals
fromthe CDVMA or GSM system Thus, in this enbodinent, the two chains are
not active at the sane tine. In another enbodi nent, the two chains may be
active at dreviagsrRstshawn thé€idGhe hdvbie etatien 5% ohapfissnh,antdh@a 5DIA dipkkat | on

is configured wth a singl ranscejver having a receive chajn tuneable to
one of the>?Pw ©BNERdat0 gﬁ%{f& TraRSTRISEIRR ARl oRHIAg S PO SHlch Sce (Re

station i S ghier) | OEhGre TOmIIE FAGATRARYIAAND R34 050BuRETLIIR0ZB0208
ho t nobi | e

h
13 drawi ngs. As shown erein the station 53 conprises an antenna
54. A di pl esceptiorbéhairs5tolhe trapsinispomreCENont chaims fios §7 ere @mnstent®nelfor threichai n

56 (if it's a ndset O herwi se, the nobile station 53 js connected
Yo 5 CoM t RETHYET BN AT GUMCPION. dB I8 AR PRt CopdFdcait  on
chains 56, corfvede daR¥eNédmBRtiorf BiseBd@ldircuft SSPSid toéBiveDha 300trsaaMissysit ens.
The chain output is suitably denodul ated and converted data to a

convent i on fisasthisdastbend einguit $B Thenrnsmiseipyeecepaemmctfags, cithemehainsXi enrchafty om
t he basebag? clrcui I ﬁéras@sm' ssion/reception chain, either chain 56

, 1§ cqntrolle %8' c-gh?r : :
or chain RS confirglal ) By a‘controller 59. [0047] Returning to Figure

2, theoodDVA nobiReturting it€ Figige 2etht @DNINSG6)ilE SnitdhdhS cdnifd (MSTH) icbatrélk the
tel ephone calls fromthe public switched tel eé)nhone net wor k ((PST to the

appr opr i at EwEgeiselsphae @lla from tupyblic pritpheditdlephone mstyerk (BEENyathsd
mobi l'e st %{é&ppriatg%ﬁse BPALS BN fof WaRniSEB 98 tﬂ\éﬁ%‘?ﬁh%& nfek s@hidnl Ne
al'ts e in the Co

routi ng of rom-t nobile stations wt verage area of the
first cell dharCBM2t mobile bwitelting eager MiS€chdseconsttodst the mouting ¢heallPIidsh thkhe GSM

nmobi l e switching center MSCg operates in a_lik manner t.o vern the
operati on GToDH RSl Lh PO AR o1 Gl T EF A HTIEE: WaleF BostsBe R ¢ he
PSTN and t b@iiGBMoCle! PSRN, THEIGSM frRBIIE %bvit@_ﬁiﬁga&ﬁﬁar%chhﬁ‘pelrdt&eirﬁ%elike
comuni cat ed between M5Cc and MSCg over an intersystemdata |ink 34. [0048]

Wien a nobinagnert tt goieri thel opraatenh of thei tesaustatione B8l tocBSB, atid tcheouBDRAls
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base st ati @ggmmbifaftdBetveen MSCc and MSCg over an intersystem data link 34.

[0048] When a mobile station is located within an internal cell of the CDMA system,
the mobile station will typically be programmed to monitor the pilot signal
transmissions from each nearby (i.e., internal and/or border) base station. The mobile
station then determines which internal cell it is in by comparing pilot signal strength
transmitted from the surrounding base stations. When the mobile station approaches the
boundary of the internal cell, a mobile-assisted handoff may be initiated in the manner
described above with reference to U.S. Pat. No. 5,267,261, for example.

[0049] A different situation exists when the mobile station is located within one of the
border cells C1A to C3A or C1B to C3B. As an example, consider a case in which the
mobile station is located within cell C2A, but is approaching cell C2B. In this instance
the mobile station could begin to receive usable signal levels from base station B2B,
which would then be reported to base station B2B and to any other base station(s) with
which the mobile station is currently in communication. The time at which usable signal
levels are being received by a mobile or base station may be determined by measuring

one or more quantifiable parameters (e.g., signal strength, signal to noise ratio, frame



station then determ nes which internal cell it is in by conparing pil ot
signal strength transmtted fromthe surroundi ng base stations. Wen the
nobi | e stwoiosns@ppr oaches the boundary of the internal cetirusa2/39208

nobi | e- assi sted handoff nay be initiated in the manner described above
with reference to U S. Pat. No. 5,267,264, for exanple. [0049] A different
situation exists when the nobile station is |ocated within one of the

bor der cel lesas@Arite) BArror rgltBandioCiBativistiane éolayypdie thecmesived rsignat aElee i n

which th ile station is | Wit hi ||, C2A, byt. | hi
ool on. eehmmien i St taoBSaiEd i teihby e Remiial el NS SPELAFS o'
usabl eygppnal | evel s if HM basans tvaké @Dﬁ?oB,s%/st&mé,chlewéqlam@@ RE&cHa/RAT t ed

to base station B2B and to any ot her base station(s) with which the nobile

station is deseribedin Y.S. Rat OfordifioZ A5 sauld tieaised affech thnifeindeft hetatsien celil A

| evel s are bei cejved a nobile.or .base station be det erm.ned by
measuring 26D 2R M BOTE da R o h 2o JR A dherSis Uity nd ety o
signal to mehdifigloft 4 Qall LEAFRNYGr GRRaOO BOMPLUDIEAI33H8t0 4 GIM aRtwak! at e,
bit error rate, and/or relative tine del aﬁ/) of the received signal. The

mechani sm iGSMianthentication canot e dend hssausethe GPMb sresharigng eqnnetrapsr thegt |

No. 5, 697, : | f . em .Sy, : t dof f
mechani sm ggécrrelqggg@)l‘??én dﬂ g@ﬂfbg%; ﬁ%ﬁg&rﬂ%n%@ céﬁl%’é@g& ug}efg%glft ftfe}%} hﬁ:r
handof f betenagptieiein CORPA. [8new eedskage? Bre allded & ths airtintesfuas in sapporobf éwali n
that there is currently no mechani smfor handi ng off a call using the air
i nterface fmoktioations iBFkmPdifisatieny Mt ke Made IeaPaTthess e VeS8 annot
be done beggus: SHMA mechani sne cannot transfer the data required to
do GSM aut ﬁ?ﬁ‘?é‘g{%ﬁn. Encryption in GSMis different than the encryption
i n COWOs1] f newTiesehitjes tathes prdbikesh isatotuse agdencriqunesshge eoritainmigppsiructiofs dual -

d bil e stat.i . th di ficat,i d t th
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station to transfer fromthe COVA network to the GSM network. The generic
message nustthgeticabpe and enesymtesn. Fraferablyec ethemsyppicmentare eaturevin GoMheheuldat i on

a0 ST SoEhUE) e SODAL sUBRLETFRRe Yyl £ IGSRMIRYY
protocol s nisbe Reptkaatt sords a6 inifienisSartyochah gésith Lisany GSM BgEENd. Pagof Siid NQ
M syst en%ancﬁ%t[ tope(:)rfati('gnh(iancludes establishing subscriber identity and once the handoff has
been affected it is necessary to maintain signalling and data confidentiality for physical
connections (ciphering). The definition and operational requirements of subscriber
identity authentication are given in GSM 02.09.

[0052] The authentication procedure is also used to set the ciphering key. Therefore, the
authentication procedure is performed after the network has es‘tablished the subscriber
identity and before the channel is encrypted. Two network functions are necessary in
order to achieve this, namely the authentication procedure itself, and management of
authentication and encryption keys within the system.

[0053] With this in mind, the idea is to make use of tunnelling mechanisms that may
work at any time (during hand-off situations and non-hand-off situations), and may be
uni-directional or bi-directional. One type of tunnelling mechanism is the so-called
ADDS (Application Data Delivery Service) messages and short data burst messages to
transparently pass within the CDMA system GSM parameters that are typically not
examined by the GSM Base Station Controller BSC, but are needed by a dual mode

mobile station. The use of ADDS messages together with data bursts allows a generic



handof f operation includes establishing subscriber identity and once the
handoff has been affected it is necessary to maintain signalling and data
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it will be able to perform a hand-off between the CDMA MSC and GSM as needed.

[0057] In a GSM system two types of handoff are available, namely synchronous and
asynchronous. For ease of implementation asynchronous handoff is preferred. The
mobile station is therefore told that the handoff will be an asynchronous handoff to
GSM. After a handoff order is received by the mobile station the mobile first sends a
few access bursts to the GSM base station controller BSCg until it receives until it
receives back a MAP handoff message which is passed back to the CDMA MSCc to
enable GSM authentication data to be generated and provided to the mobile station.
GSM has a procedure for asynchronous handoff, with data bursts which help the BSCg
to acquire timing for mobile. The ADDS message therefore includes an ‘action time’
message specifying a specific time for handoff to happen. Only once this data has been
received will the mobile start normal transmission.

[0058] Another problem with handing off between CDMA and GSM is that CDMA and
GSM authentication use two different methods and keys. The authentication methods in
GSM and CDMA 1X are basically the same, but the keys have different sizes. CDMA

1X has additional procedures such as Unique Challenge and Count methods, which



process by sending a nessage back to the MSCc notifying the MSCc that
conditions are such that the nobile should be handed off to the GSM
system [WOSBlsodsgel | database (not shown) may be used as pgarusomdozohe
handof f procedure. This database is used to provide essential information
on the GSM network to the nobile, so ii6will be able to perform a hand-of f
bet ween the CDVA MSC and GSM as needed. [0057] In a GSM systemtwo types of
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al gorithm known as the orithm The
drawing illustrates how authentication is effected in the GSM MSC. The authentication
key in GSM is called Ki and is 128 bits long. The network generates a random number
(RAND), which is also 128 bits in length. RAND and Ki are input to the A3 algorithm,
which calculates a 32-bit result (SRES) from the input data. The RAND number is also
transmitted to the mobile station by way of over the air messages. In a GSM system
each mobile station includes a smart card, i.e. the so-called SIM (subscriber identity
module) card. Standard SIM commands for authentication are specified in GSM 11.11.
These commands are only allowed to be executed if they do not interfere with the
correct functioning of the GSM application. If the SIM is removed from the mobile
station during a call, the call is terminated immediately, as defined in GSM 11.11.

[0061] The SIM in the mobile station also computes SRES by applying the A3
algorithm to the received RAND number and a locally stored copy of Ki. The result of
the computation is again SRES and should be the same as the SRES calculated by the
network. The result SRES is therefore sent by the mobile station to the network where it
is compared with the value of SRES calculated by the network. If both values of SRES

are the same then the mobile station is authentic. In the system of FIG. 2 the RAND



A3 al gorithm uses RAND and an | ndividual Subscriber Authentication Key K
to calculate SRES. The Subscriber Authentication Key Ki is allocated when
t he cust owero3/0549p5t subscribes to the service and is stor@dThsoh3des a SI M
(subscriber identity nodule) card and in the Hone Location Register (HLR)
of the system Ki is the private key inl7the encryption and therefore is
never transmtted over the network. Finally, the nobile station transmts
t he si gnat nureb&REGahsmitteé usiyig tlenADIDS @esshgdssort ths agdntedhcevald diekyit SRES60] |t
shoul d be npoted that the described use of the ciphering key and
authentlcaﬁlﬁﬁmnBF res are independent of the handoff process. FIG 4
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i nterface tndlG 4 dbe IfltaHSRESIber gnd K&Mktli epblisddk evérgdamie. Ththe dPMA K SRES
is al so used in a

or i pher R EyRReRoTRITAY REPTBRATRIAEA' By T wEVeRNBal el ke BN "
encrypt i ongaked@bf FIGS2 e KB&eplidvhded tb [@eriv® Rid2ebis pidtdt® onigScodd PhasROwitk at he
OV mapping algorithm mapping between Kc and the private long code. This mapping is
performed in the MSCc, which then simply tells the BSC which private long code to
use.

[0064] The ADDS operation allows the transfer of transparent services between
terrestrial network elements (e.g. MSC, SMS, PDC) and the mobile station. The system
uses this operation to transfer the Authentication information RAND to the MS and to
transfer SRES back to the MSC. The ADDS messaging operation goes from the MSCc
to the BSCc, and allows data to be sent to the mobile station over the paging channel.
The ADDS Transfer operation goes from the BSCc to the MSCc and allows data to be
sent to the network from the mobile station over the access channel.The ADDS Deliver
operation goes from the MSCc to the BSCc, or BSCc to MSCc and allows data to be
sent between the mobile station and the network over the traffic channel. An ADDS
parameter has been defined as "ADDS User Part", which contains a 6-bit "Data Burst
Type" that indicates the format of the application data message. The ADDS operation
utilizes the ADDS User Part parameter to contain the service-specific data. The

authentication operation makes use of the ADDS User Part to carry the authentication



physi cal layer in place of the private | ong code mask that would normally
be generated wusing the CODMA CAVE al gorithm The 64-bit Kc key is uniquely
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Bur st Type d8géiRd upePvhévpdtticular application and design constraints imposed on the overall
system. Skilled artisans recognize the interchangeability of hardware and software
under these circumstances, and how best to implement the described functionality for
each particular application. As examples, the various illustrative logical blocks,
flowcharts, windows, and steps described in connection with the embodiments disclosed
herein may be implemented or performed in hardware or software with an application-
specific integrated circuit (ASIC), a programmable logic device, discrete gate or
transistor logic, discrete hardware components, such as, e.g., registers in the FIFO, a
processor executing a set of firmware instructions, any conventional programmable
software and a processor, a field programmable gate array (FPGA) or other
programmable logic device, or any combination thereof. The processor may
advantageously be a micro-controller, but in the alternative, the processor may be any
conventional processor, controller, micro-controller, or state machine. The software
may reside in RAM memory, flash memory, ROM memory, EPROM memory,
EEPROM memory, hard disk, removable disks, a CD-ROM, a DVD-ROM, registers, or
any other magnetic or optical storage media. Those of skill of the art would further

appreciate that the data, instructions, commands, information, signals, bits, symbols,



Aut hentication” which is interpreted accordingly by the nobile station.
[0065] It should be noted that the exenplary enbodi nents nay be inpl enented
whenever wodawnaiase for storing information pertaining toPCHas02/39208

aut henti cati on process exists at the rece|V|ng end, or is accessible by
the receiving end. The processor of thel? exenplary enbodi ments may be used
to i npl enent one cryptographic schene with one party and anot her
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di sclosed herein may be inplenented or performed in hardware or software
with an application- specific integrated circuit (ASIC), a programuable

| ogi ¢ device, discrete gate or transistor |logic, discrete hardware
conponents, such as, e.g., registers in the FIFO a processor executing a
set of firmmare instructions, any conventional programable software and a
processor, a field programmabl e gate array (FPGA) or other progranmabl e

| ogi ¢ device, or any conbination thereof. The processor nmay advantageously
be a mcro-controller, but in the alternative, the processor nmay be any
conventional processor, controller, mcro-controller, or state machine. The
software nmay reside in RAM nenory, flash nmenory, ROM nenory, EPROM nenory,
EEPROM nenory, hard di sk, renovable disks, a CO-ROM a DVD-ROM registers,
or any other magnetic or optical storage nedia. Those of skill of the art
woul d further



appreciate that the data, instructions, comuands, information, signals,
bits, synbols, WO 03/050995 PCT/ US02/ 39208 19 and chips that may be

r ef er encewlotobosaghout the above description are advant age®asiugo2/seps esent ed
by vol tages, currents, electromagnetic waves, magnetic field or particles,
optical fields or particles, or any condnation thereof [0067] Having thus
descri bed the invention by reference to a preferred enbodinent it is to be
wel | understood that the enbodi nent in quadM®n is exenplary only and that
nodi fications and variations such as will occur to those possessed of
appropriate know edge and skills nmay be made w thout departure fromthe
spiri nd scopgq of L i 8 i i and
equi viﬁ]gnt st he?'eof ) %56%%3%851 naPﬂC%} Egsggf}%g%gré arhzr%th@eclilﬁ%?%g% a?{)ﬁgfn a
syst em havispgem chhtrelieddns® fisst atdbaa simitcling icostrol sédtionltara secomdbase sthiiomin

systemcontrol |l e a fir nobj |l e sw i.ng control ation to a second
Dhoe ot at | BoeEP 4 Gereact AT Balcan U e B a P meBiE SHPRES Tt ocond
mobi | e swi (ERLAGHE BRtHoR lcomPhigihzon, the method conprising: generating at the
second cel 'ul'ar’ communi cation System an authentication code as the result

of applying an @eywatinghah the secopd iceller kuymasisatinnesystem ameutheisidabos tedd on

for the secagnd cellular.co nications system and a,random. nunber

gener at ed 8§,ﬂ{%&“i%%@ﬁb"‘&?%ﬁﬁ?%%ﬁﬁ?%%ﬁF nasssk%‘% fgon%ﬂed%%bgl r g%?‘ﬁﬁ f%rt t he
first cell yhakecondmdblantbmudicatiend aiteaybhent fababmoRursstegensratedisy Rsul t
of applying an algorithmtao the private key and the random nunber;

transmitti secondechularrommeneations exdinigenerated at the first cellular
conmuni cat on S%%l%e%?ﬁ&&?at%h 1 étlc@lléﬁlpg&ﬁﬁrl{lfaia@oxpgs?enp%iﬁﬁ entidafiB® Bbdd A9
ation to cellufar co on

fromthe nobile®s e secon nmruni cat | systemthe
aut hent i cathemreswloofEappbmey @t Adordthnt toahd priwdte kel dndl the randomminthet;i on syst em

and conparing the authenticati }r; code generated atgjt he first_cell r

i 0
conmuni cat i ons _t@i)%’_i"étﬂﬁg/vi the ¢ henticatign | eoftsi oBeeRiRd gahethst efitSht CESecond
cel lular cQBRWInGALibPStem to a mobile station in a data packet;

transmitting from the mobile station to the second cellular communication
system the authentication code generated at the first cellular communication system;
and

comparing the authentication code generated at the first cellular communications
system with the authentication code generated at the second cellular communications

system.

[c2] 2. The method as claimed in claim 1, wherein:
the first cellular communications system comprises a CDMA system; and

the data packet comprises an ADDS message.

[c3] 3. The method as claimed in claim 1, wherein:
the data packet comprises an instruction to the mobile station to remove the
authentication code from the data packet; and
the method further comprises removing the authentication code from the data

packet at the mobile station.

[c4] 4. The method as claimed in claim3, wherein the authentication code is

transmitted to the second cellular communication system in a different data packet.



system [c2] 2. The nmethod as clained in claiml1, wherein: the first

cel lul ar conmmuni cati ons system conpri ses a CDVA system and the data
packet cowprisss®omn ADDS nessage. [c3] 3. The nethod as clpairmsd2saogl aim 1,
wherein: the data packet conprises an instruction to the nobile station to
renove the authentication code fromthdl data packet; and the nethod
further conprises renoving the authentication code fromthe data packet at
the nobile station. [c4] 4. The nethod as clained in clainB, wherein the

authentication code is transmtted tqo the second cel]ul ar conmuni cation
systefi n a differ entThﬂa{nﬁthQcﬁ%tc.eialmdog SR Iepso She soennd Qiﬁ‘t &5] 5.

The nmet hod 88 Gl BB dvSeft]! @ntBrikes M?rktgnlpe second cel I ul ar
M

comuni cati ons system conprises a system [c6] 6. The nethod as clai ned
inclaiml, wherein the first cellular conmunications system conprises a

first base station controlled by a first. nobile . switching caontrol  station
and t #& second el | u?rgfe E'tﬁthﬂ%ni%aﬂabrﬁggsy’st "rﬁr’colwpﬂ@éeén aglesg’g%n&e]ﬁ‘agre
station CoRbmelunfdibYs Sysidf WchpiRBI hefisMbhé sRflos RBhirOlledS btd Gfst hbsildTet hod
conprising: neasuring at the nobile station a paraneter of a signal

t ransm t t edwitghingicdntrolr satiopaand the tsaeandncellpiaa sammugicationheystapbicomprsestd on a
paraneter of a.signal.transm.tted by said,..second base statian;
comuni cat isﬁ%’ng %gigegﬁ%ﬂonqﬂ?gfrmliﬁ ﬁ%g g gcé) 881“"?0(? Mse tsﬁ'étcﬁlﬂg icP’ét@t Sgé'}qof}hm\? inéet]’?cf"lde

first basgommpabingn to said first nobile switching control station, when
the paraneters reach a predeterm ned condition; generating at the first
nobi | e swi tegsbwiEngcdrihe sobiletation 3 paramster o fignal drapsaitted by saidyfiest Paskessage
for the se n.m)bi l e switching control station; comunicating the
information tromsaid first nobile switching control station to said

nobi | e station; measuring at the mobile station a parameter of a signal transmitted by said

second base station;

communicating a signal quality message from the mobile station via the first
base station to said first mobile switching control station, when the parameters reach a
predetermined condition;

generating at the first mobile switching control station information for a channel
request message for the second mobile switching control station;
communicating the information from said first mobile switching control station to said
mobile station;

generating at the mobile station from the information from the first mobile
switching control station a channel request message for the second mobile switching
control station; and

communicating the channel request message from the mobile station to the

second mobile switching control station.

(c7] 7. The method as claimed in claim 6, further comprising generating at the
second mobile switching control station channel information identifying a channel in

the second communications system for the mobile station.

[c8] 8. The method as claimed in claim 7, further comprising establishing
communication between said mobile unit and said second base station in the identified

channel.



generating at the nobile station fromthe information fromthe first nobile
swtching control station a channel request nessage for the second nobile
swi t chi ngvooemsmes station; and conmuni cati ng the channel pceqsesso2oessage
fromthe nobile station to the second nobile switching control station.
[c7] 7. The method as claimed in claim& further conpri sing generating at
the second nobile switching control station channel information
identifying a channel in the second commni cations systemfor the nobile

station c8] 8. The netho s cl.ai further c risin
estabI[‘?]shl[ ng] cgmruan@ﬁtIF?}ﬂ %@Fvﬁa‘%‘ﬂ“ 'indc ﬁ%% gpuﬁh‘fr COUMRF S BHE@HB‘H ase

St ati on i N bl sf&Abh bliEeen ShaRRSII: uHIPABLAPARIB.EGEHIWR02 39208 22 [c] o

The net hod as aimed in claim8, further conprising discontinuing
comuni cation between sal d m)bl I e unlt and said first base station. [cn]

10. The et hod cl ere ai d aneter corresponds
to si 4l st renaﬁh %%Las m?fdsﬂ?s(i h’a\yﬁ?{amaso H{)B‘i‘rf“@e%f 8??%§R°$$om a
first baset§§1§ﬁélgf}eﬁ%ha f| rst cellular conmmunications systemcontrolled by

a first nobile switching control station to a second base station in a
second, different cellular systemcontrolled by a second nobile swtching

contr ol station, an spRaraliis, SANPLISHNA: WARANRALOL AASNALALRG, 3 At

secon omruni C |on system an |ca I on code as e result

of appl yi ngelailardog@hiuiibatiohd system lcUﬁt'mileK&J)y a’iﬁx&t gﬂbﬂle §\01tclrﬁr|1§cdmbﬂ htﬁthﬁﬁil on
for the second cellul ar comruni catjons system and a random nunb
gener at ed Byseeprd ?é“@oﬁﬁl%’em a1 ssrondy riiiFreBta el syteme ApntrRlleA b Brsecond

generat i ngn@(;bﬂterg 1th1 r&fglls{éluaﬁ eﬁloe{ﬁgﬂr@hﬁﬁﬁh Fisxﬁ stem an authentication

code as the resu ng an algorithm e private key and the
random nunber ; mmns foorgetneaatmgl tat i thg tsdmenchucdikatarl camimmicaticie sﬁwm amed at

the first ceIuIar nlcatl emto bile stat nin.a
packet | - meAHGERAtER ZHUTT TGy O ARPRGT oD AR QPALS BP0 Y SEERS
cellular  the mobile station for the second cellular communications system and a random number
generated by the second cellular communications system;
means for generating at the first cellular communication system an
authentication code as the result of applying an algorithm to the private key and the
random number;
means for transmitting the authentication code generated at the first cellular
communication system to a mobile station in a data packet; 4
means for transmitting from the mobile station to the second cellular
communication system the authentication code generated at the first cellular
communication system; and
means for comparing the authentication code generated at the first cellular
communications system with the authentication code generated at the second cellular

communications system.
[c12] 12. The apparatus as claimed in claim 11, wherein:
the first cellular communications system comprises a CDMA system; and

the data packet comprises an ADDS message.

[c13] 13. The apparatus as claimed in claim 11, wherein:



communi cation systemthe authentication code generated at the first
cellular comrunication systenm and neans for conparing the authentication
code genewetds@bsthe first cellular comunications syst eamuisoii3dbe
aut henti cati on code generated at the second cellular conmunications
system [cl2] 12. The apparatus as clai2®d in claim1ll, wherein: the first
cel lul ar conmmuni cati ons system conpri ses a CDVA systenmt and the data
packet conplid sR&a pacPRHniEEsagm ihaddliod 3o THee ndghiar afatisn a8 EdnddveBthe N
claim11l, wherein: W 03/050995 PCT/US02/ 39208 23 the data packet
conpri ses #Htheniseatign eodsnram thadatapaskek asd at i on to renove the
aut henti cati on d ; a Ut he
conpri ses mansqﬁeogpéaé%gav}f&r;{gle? ﬂcgﬂlggi? ﬁ%ﬁielméi? %o%egﬁogg-%p ﬁ{er %#r]ﬁetn&lggﬁ at go%ac ket
at the nobifioen gieataiagrackdt aflthe niebile Ftationet hod as claimed in claim 13, wherein
the authentication code is transmtted to the second cellul ar
comuni cation systemin a different data packet. [cl1l5] 15. The nethod as
clai med,in clai quld, tRerghdl dde1afREPRICISH h Y] FheremONEUNINEAGIABR cBYStem
conprises a GSM system

transmitted to the second cellular communication system in a different data packet.

[c15] 15. The method as claimed in claim 14, wherein the second cellular

communications system comprises a GSM system.



