FIG. 1

Device
20 30
Processor |/F
10 40
Encryptrion
Device Memory

1/14

DT



FIG. 2

10

Encryption Device
400

: Parameter :
! Mapping Table !
| (PMT) |

PR Recryption SNR_A
Parameter

Generating Circuit

100 200

Recryption CT_R Arithmetic

Circuit Circuit

I RST_M

2/14

RST



FIG. 3

g
r N\
CT1 PT1 M1 E1 q
4 A
Y M3
Lp PT8 | (Mi+M2)| E3 [CT3
%,—/
CT2 PT2 M2 | E2 Lp
< iy y LSB Remove
q LD
"
M3
PT3 | (1=m2)| E3%| CT3*
N ~- J
q

3/14



FIG. 4

( START )

BASED ON ARITHMETIC SCENARIO, DETERMINE
SECOND CIPHERTEXT TO BE JOINTLY
COMPUTED WITH FIRST CIPHERTEXT

— 5120

BASED ON ARITHMETIC SCENARIO, PREDICT
LEVEL OF SECOND CIPHERTEXT WHEN
SECOND CIPHERTEXT IS JOINTLY
COMPUTED WITH FIRST CIPHERTEXT

— S140

END
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FIG. 5

( START )

DETERMINE LEVEL CONSUMPTION QUANTITY
FOR EACH OF AT LEAST ONE OPERATION
INCLUDED IN ARITHMETIC SCENARIO

— 5220

BASED ON ARITHMETIC SCENARIO, FOR EACH
OF PLURALITY OF CIPHERTEXTS, DETERMINE
RECRYPTION LEVEL OF CORRESPONDING CIPHERTEXT
BY SUMMING UP LEVEL CONSUMPTION QUANTITIES
OF AT LEAST ONE OPERATION PERFORMED
ON CORRESPONDING CIPHERTEXT

— 5240

FOR EACH OF PLURALITY OF CIPHERTEXTS, RECRYPT
CORRESPONDING CIPHERTEXT TO RECRYPTION
LEVEL DETERMINED FOR CORRESPONDING CIPHERTEXT

— 5260

END
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OP2 S RST 5
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FIG. 9

( START )

IN RESPONSE TO SITUATION WHERE SUM OF LEVEL
CONSUMPTION QUANTITIES OF AT LEAST ONE OPERATION
PERFORMED ON CORRESPONDING CIPHERTEXT IS GREATER |— S320

THAN MAXIMUM RECRYPTION LEVEL, DIVIDE SUM REGARDING
CORRESPONDING CIPHERTEXT INTO PLURALITY OF LEVELS

SCHEDULE PLURALITY OF RECRYPTIONS, WHICH
CORRESPOND TO PLURALITY OF DIVIDED LEVELS, — S340
BETWEEN AT LEAST ONE OPERATION

PERFORM PLURALITY OF RECRYPTIONS AND AT LEAST ONE | 3360
OPERATION, ACCORDING TO RECRYPTION SCHEDULING

END
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FIG. 10
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FIG. 12

( START )

BASED ON ARITHMETIC SCENARIO, DETERMINE OPERATIONS
PERFORMED ON PLURALITY OF CIPHERTEXTS AND LEVEL — 5420
CONSUMPTION QUANTITY FOR EACH OF OPERATIONS PERFORMED

BASED ON LEVEL CONSUMPTION QUANTITY, DETERMINE PLURALITY
OF RECRYPTION LEVEL FOR PLURALITY OF CIPHERTEXTS SUCH  |—S440
THAT LEVEL OF ARITHMETIC RESULT IS MINIMIZED

FOR EACH OF PLURALITY OF CIPHERTEXTS, RECRYPT
CORRESPONDING CIPHERTEXT TO RECRYPTION LEVEL — 5460
DETERMINED FOR CORRESPONDING CIPHERTEXT

END
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FIG. 13
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